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(57) ABSTRACT

An apparatus and method for authenticating users on a data
processing system 1s implemented. The present invention
provides for aggregating authenticated 1dentities and related
authorization information. A security context created 1in
response to a first user logon 1s saved 1n response to a second
logon. A composite or aggregate security context 1s created
based on the identity passed in the second logon. Access may
then be granted (or denied) based on the current, aggregated
security context. Upon logout of the user based on the second
identity, the aggregate security context 1s destroyed, and the
security context reverts to the context previously saved.

16 Claims, 4 Drawing Sheets
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AGGREGATED AUTHENTICATED IDENTITY
APPARATUS FOR AND METHOD THEREFOR

This application 1s a continuation of application Ser. No.
09/731,623, filed Dec. 7, 2000, now U.S. Pat. No. 7,356,704
status allowed.

TECHNICAL FIELD

The present invention relates 1n general to data processing,
systems, and 1n particular, to user authentication and access in
a data processing system.

BACKGROUND INFORMATION

Many applications and operating systems (especially 1n a
multi-user environment) support security mechanisms which
include some form of user authentication. Typically a user
authenticates (that 1s, “logs on”) to the application or operat-
ing system. The application or operating system then creates
a security context. A security context 1s arepresentation of the
user’s 1dentity as well as any authorization information asso-
ciated therewith. For example, the context may include the
user’s 1dentifier (user ID), the user’s role, and group mem-
bership. Once logged on, the information associated with the
security context 1s used by the application or operating system
to determine whether the user has the proper authority to
access requested resources or take selected actions.

By way of example, consider a user accessing a “secure”
website, using a web browser. The website requests logon
information from the user, typically consisting of a user ID
and a password. The user supplies values for both, and the
web server verifies that the combination provided by the user
1s valid, and creates a security context for the user. An 1llus-
trative security context 100 1s schematically depicted 1n FIG.
1. In this example, security context 100 has a user ID field 102
with the value “i1dentitya,” a role field 104 containing the role
of the user associated with 1dentitya, here an Administrator
denoted by the value “Admin,” and two group fields 106 A and
1068 1ndicating that the user associated with i1dentitya 1s a
member of two groups, denoted by the values TeamA, and
Stail. The browser user, now logged on, and associated with
identitya, attempts to retrieve information from the web
server. Based on the information 1n the security context, the
web server determines whether the users request can be sat-
isfied. If, for example the requested information can be
accessed by any user in TeamA, then the request can be
satisiied.

An application or operating system may support a
sequence of logons, (which, particularly 1n directory server
applications, may be referred to a binds) (without requiring
the user to log off before logging on again. Additionally, an
individual user may be associated with each identities (that 1s,
user ID values) wherein a unique context i1s associated with
cach identity. Thus, for example, a system Administrator may
have an 1dentity which associates a security contextin the role
of System Administrator, and a second 1identity that associates
a context with the user that includes roles as System Admin-
istrator and Printer Administrator. The access authorities
available to the same user in the security context associated
with the different 1dentities need not be the same.

The application or operating system may employ one of
several alternatives when creating and destroying security
context. In a first alternative, when the user logs on, and a
security context 1s created, any pre-existing security context
1s destroyed. When the user logs oif the security contest 1s
destroyed. This alternative 1s typically used when logging
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into web and LDAP servers. (An artisan of ordinary skill 1n
the art would understand that LDAP refers to the Lightweight
Directory Access Protocol, which 1s an open industry stan-
dard for accessing a directory, which 1s a particular database
containing information describing attributes associated with
users and resources on a network. The specifications for the
LDAP Version 3 may be found in Request for Comments
(RFC) 2251. (RFCs are known by artisans of ordinary skill in
the data processing art to be publications by which Internet
standards are promulgated.) An alternative model saves a
pre-existing security context by, for example, pushing the
context onto a stack, and a new security context created. The
new security context 1s used to access resources. When the
user logs off, the new security context 1s destroyed, and the
pre-existing security context 1s restored, that 1s, popped oif
the stack. This model 1s supported by, for example, the Dis-
tributed Computing Environment (DCE). (An artisan of ordi-
nary skill in the art would recognize the DCE as a standard-
1zed architecture for distributing applications transparently
across networks of computers. DCE 1s promulgated by the
Open Software Foundation (OSF).) In both of these models,
the user’s access 1s determined by the current security con-
text. Thus, if the user needs access that requires authority not
associated with the current context, the user must log onto the
system with the user’s identity that corresponds to a security
context that i1s associated with the required level of access
authority. As a consequence, the security policies may typi-
cally be established 1n a simple hierarchical structure,
whereby each level of authorization includes all of the access
rights granted by the authorization levels lower 1n the hierar-
chy. This may be understood by referring to FIG. 1B 1llus-
trating a hierarchical structure of access authority 1n Venn
diagram form. In the exemplary hierarchical structure in FIG.
1B, four levels of authority are depicted. Level 108 may be
associated with general user access authority. Level 110 may
be associated with Printer Administrator access authority,
which access authority includes all of the general user author-
ity and additionally, authority necessary to perform the tasks
associated with maintaining and configuring networked
printer resources. Level 112 may correspond to the authori-
zation level for a Network Administrator, In the hierarchical
structure of FIG. 1B, these authorities would include the
authorities granted general users as well as those granted the
Printer Administrator and additionally the authorities
required to perform the tasks associated with the management
of the network generally. Level 114 may be associated with a
System Administrator, which authorities include those of the
general user, the Printer and Network Administrators, and
additionally the authorities necessary to perform the tasks
associated with management of the overall system. Conse-
quently, 1n such a structure, when say for example, the Net-
work Administrator logs on to perform a general user opera-
tion, perhaps access to a distributed application, for example,
a spreadsheet application, the Network Administrator is
logged on with additional authorities not necessary to per-
form the current task. Such logons with authorities that are
not necessary present opportunities for security breaches.
Thus the hierarchical structure, of which FIG. 1B 1s exem-
plary, 1s not a particularly satisfactory alternative to the prob-
lem of multiple logons and logouts. Consequently, there 1s a
need in the art for mechanisms to permit finer granularity in
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access authorization structures without exacerbating the
complications associated with multiple user logins.

SUMMARY OF THE INVENTION

The aforementioned needs are addressed by the present
invention. Accordingly there 1s provided, in a first form, an
authentication method. The method includes generating a
first security context in response to a first user authentication.
A second security context 1s generated 1n response to a second
user authentication. The second security context aggregates
the first security context and a security context corresponding,
to an 1dentity in the second user authentication.

There 1s also provided, 1n a second form, a computer pro-
gram product embodied 1n a tangible storage medium, the
program product comprising a program of instructions for
performing the method steps for an authentication method.
Included are instructions for generating a first security con-
text 1n response to a first user authentication. The instructions
also perform the step of generating a second security context
in response to a second user authentication, 1n which the
second security context aggregates the first security context
and a security context corresponding to an identity in the
second user authentication.

Additionally, there 1s provided, in a third form, a data
processing system including circuitry operable for generating,
a first security context in response to a first user authentication
and circuitry operable for generating a second security con-
text in response to a second user authentication. The second
security context aggregates the first security context and a
security context corresponding to an identity in the second
user authentication.

The foregoing has outlined rather broadly the features and
technical advantages of the present invention in order that the
detailed description of the mvention that follows may be
better understood. Additional features and advantages of the
invention will be described heremafter which form the sub-
ject of the claims of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present mven-
tion, and the advantages thereol, reference 1s now made to the
tollowing descriptions taken 1n conjunction with the accom-
panying drawings, in which:

FIG. 1A schematically illustrates a security context which
may be used 1n an embodiment of the present invention;

FIG. 1B illustrates in Venn diagram form, a hierarchical
access authorization structure;

FI1G. 2 illustrates, 1n block diagram form, a data processing,
system 1mplemented 1n accordance with an embodiment of
the present invention;

FIG. 3 illustrates, 1n flow chart form, a methodology in
accordance with an embodiment of the present invention;

FI1G. 4 schematically illustrates additional security context
to which may be used 1n an embodiment of the present inven-
tion; and

FIG. § illustrates 1n Venn diagram form, a partioming of
access authority which may be used 1n an embodiment of the
present invention.

DETAILED DESCRIPTION

The present mvention provides a system and method for
aggregating authenticated i1dentities. A security context cre-
ated 1n response to a first user logon 1s saved 1n response to a
second logon. A composite or aggregate security context 1s
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created based on the i1dentity passed in the second logon.
Access may then be granted (or denied) based on the current,
aggregated security context. Upon logout of the user based on
the second idenftity, the aggregate security context 1s
destroyed, and the security context reverts to the context
previously saved. Alternatively, 1n another embodiment, all
security contexts, mncluding those on the stack, may be
destroyed.

In the following description, numerous specific details are
set forth such as specific field values, etc. to provide a thor-
ough understanding of the present invention. However, 1t will
be obvious to those skilled in the art that the present invention
may be practiced without such specific details. In other
instances, well-known circuits have been shown 1n block
diagram form 1n order not to obscure the present invention 1n
unnecessary detail. For the most part, details concerning tim-
ing considerations and the like have been omitted in as much
as such details are not necessary to obtain a complete under-
standing of the present invention and are within the skills of
persons of ordinary skill in the relevant art.

Refer now to the drawings wherein depicted elements are
not necessarily shown to scale and wherein like or similar
clements are designated by the same reference numeral
through the several views.

Referring first to FIG. 2, an example 1s shown of a data
processing system 200 which may be used for the invention.
The system has a central processing unit (CPU) 210, which 1s
coupled to various other components by system bus 212.
Read only memory (“ROM”) 216 1s coupled to the system bus
212 and includes a basic mput/output system (“BIOS”) that
controls certain basic functions of the data processing system
200. Random access memory (“RAM™) 214, I/O adapter 218,
and communications adapter 234 are also coupled to the
system bus 212. I/O adapter 218 may be a small computer
system 1nterface (“SCSI”) adapter that communicates with a
disk storage device 220. Communications adapter 234 inter-
connects bus 212 with an outside network enabling the data
processing system to communicate with other such systems.
Input/Output devices are also connected to system bus 212
via user interface adapter 222 and display adapter 236. Key-
board 224, track ball 232, mouse 226 and speakers 228 are all
interconnected to bus 212 via user interface adapter 222.
Display monitor 238 1s connected to system bus 212 by dis-
play adapter 236. In this manner, a user 1s capable of inputting
to the system throughout the keyboard 224, trackball 232 or
mouse 226.

Preferred implementations of the invention include imple-
mentations as a computer system programmed to execute the
method or methods described herein, and as a computer pro-
gram product. According to the computer system implemen-
tation, sets of instructions for executing the method or meth-
ods are resident in the random access memory 214 of one or
more computer systems configured generally as described
above. Until required by the computer system, the set of
instructions may be stored as a computer program product in
another computer memory, for example, 1n disk drive 220
(which may include a removable memory such as an optical
disk or floppy disk for eventual use in the disk drive 220).
Further, the computer program product can also be stored at
another computer and transmitted when desired to the user’s
work station by a network or by an external network such as
the Internet. One skilled in the art would appreciate that the
physical storage of the sets of instructions physically changes
the medium upon which 1t 1s stored so that the medium carries
computer readable information. The change may be electri-
cal, magnetic, chemical, biological, or some other physical
change. While 1t 1s convenient to describe the invention 1n
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terms of instructions, symbols, characters, or the like, the
reader should remember that all of these and similar terms
should be associated with the appropriate physical elements.

Note that the invention may describe terms such as com-
paring, validating, selecting, identifying, or other terms that
could be associated with a human operator. However, for at
least a number of the operations described herein which form
part of at least one of the embodiments, no action by a human
operator 1s desirable. The operations described are, 1n large
part, machine operations processing electrical signals to gen-
crate other electrical signals.

Refer now to FIG. 3, illustrating, in flow chart form,
authentication methodology 300 1n accordance with the prin-
ciples of the present invention. In step 302 1t 1s determined 1
a user authentication has been recetved, that 1s 1f a user has
requested a logon by submuitting a user ID value and password
value. (The submission of a user ID value and password may
simply be referred to as submitting a user ID and password
hereinbelow, however, the values will be referred to explicitly
where the context requires. )

If a user authentication has been received, in step 304 1t 1s
determined 11 security context aggregation 1s enabled. Aggre-
gation may be enabled for a application/operating system 1n
response to a predetermined set of policies. For example, 11
the policies permit the user to select the type of authentica-
tion, 1n an embodiment of system 200, FIG. 2, in which the
operating system employs a graphical user interface (GUI), a
dialog box may be presented displaying the fields for receiv-
ing the corresponding values: User ID, Password, and Aggre-
gate 1dentities? (Yes/No). Alternatively 1n an embodiment of
system 100 using a command line terface (CLI), a com-
mand line “switch” may be used. Such a logon might have the
exemplary form: “logon user=ired pw=1ioo -a” to log on with
the 1dentity “fred”, with the password “foo” and the switch
“-a” indicating that the logon should be aggregated. I, how-
ever, aggregation 1s not enabled, 1n step 306 a current security
context, 1f a current security context exists, 1s destroyed, and
in step 308 a new security context created. Based on the
security context created in step 306, access 1s granted or
denied, step 309.

Returning to step 304, 1if aggregation 1s enabled step 304
proceeds by the “Yes” branch. In step 310 the current security
context 1s saved. For example, the current security context
may be saved by pushing the current context onto a stack. In
step 312, the current security contextis aggregated with a new
security context based on the identity recerved as the value of
the user ID 1 step 302, and the aggregate current security
context becomes the new security context. In step 309 access
1s granted or denied in response to the new current security
context from step 312. Process 300, then proceeds loops over
steps 302 and 314-16 logouts and authentications as dis-
cussed further below.

This may be further understood by referring to FIG. 4,
illustrating 1n schematic form, a security context 400. Assum-
ing that, by way of example, the user has authenticated, 1n step
302, FIG. 3, with a userID of “indentityb,” and the security
context associated therewith 1s security context 400. Field
402 contains the userID of identityb, the role corresponding
therewith, field 404 1s Printer Administrator (“PrintAdmin™),
and the group, field 406, 1s “Maintenance.” Suppose, further,
that the current security context corresponds to security con-
text 100, FIG. 1. Then, 1n step 310, security context 100 1s
saved. Additionally, 1n step 312, the new security context
becomes the aggregate of security context 100, FIG. 1 and
security context 400, FIG. 4. FIG. 4 also schematically 1llus-
trates security context 450A, which may be the new security
context. Field 452 contains the userID of identityb. The roles
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associated with security context 450A 1s field 454 with sub-
ficlds 454 A and 454B, respectively, Admin and Print Admin.
similarly, security context 450 includes field 456 containing
the groups TeamA, subfield 456 A, Stail, subfield 456B and
Maintenance, subfield 456 C. Alternatively, 1n an embodiment
in which the Access Control Model of the application or
operating system supports the use of individual userIDs on
Access Control Lists, the user’s 1dentities may also be aggre-
gated. (An Access Control List includes a list of entities that
are to be protected, for example, file directories, etc., and an
associated list of permissions.) A security context 4508 cor-
responding to such an embodiment 1s also schematically
illustrated 1n FIG. 4. Field 452 of security context 450B has a
subfields 452 A and 452B containing identitya and identityb,
respectively. (It would be understood by artisans of ordinary
skill that security context 100, FIG. 1 and security contexts
400 and 450, FIG. 4, are for 1llustrative purposes only, and the
principles of the present invention are applicable to security
contexts having other, structural implementations and values
contained 1n the fields therein.)

Returning to step 302, if a user authentication 1s not
received, step 302 proceeds by the “No” branch to step 314. In
step 314, 1t 1s determined if the user logs out. I not, method-
ology 300 loops between steps 314 and 302 to receive user
authentication requests, or logout requests.

Returning to step 314, if a logout 1s received, step 314
proceeds by the “Yes” branch, and in step 316 the current
security context 1s destroved. (An artisan of ordinary skill
would understand that a security context may be “destroyed”
by releasing, or freeing, the data structures maintaining the
state of the security context, that 1s, freeing the portion of
memory, such as RAM 214, FIG. 2, containing the data struc-
tures.) In step 318, 11 aggregation has not been enabled, as
discussed in conjunction with step 304, process 300 returns to
step 302. Otherwise, step 318 proceeds via the “Yes” branch
to step 320, and the security context saved in step 310 1s
reverted to. Process 300 then returns to step 302.

This may be understood by considering further the
example discussed 1n conjunction with steps 310 and 312,
FIG. 3. Upon logoil of the user in the context of identityb, via
step 314, the current context, security context 450, FIG. 4 1s
destroyed, via step 316, FIG. 3, and the previous context,
saved via step 310, FIG. 3, 1s reverted to, by for example,
popping the context oif of a stack, via step 320 and the “Yes”
branch of step 318.

In this way an authentication mechanism 1s implemented
which permits a user to selectively authenticate without nec-
essarily giving up already established access. (Note that a
user need not refer to a “human’ user but may, for example,
include a proxy server running under a user’s identity.) Con-
sequently, access authorizations may be have fine granularity,
both vertically, that 1s, along organizational lines, and hori-
zontally, that 1s, along functional lines, to reduce the oppor-
tunity for comprise of system security without increasing the
inconvenience of multiple logon/logoil sequences. More-
over, the partitioning of access authority need not be hierar-
chical, such as that illustrated 1n Venn diagram form in FIG.
1B. Thus, for example, a Printer Administrator may have
authorities not granted a System Administrator, wherein, the
authorities may be disjoint, as illustrated 1n Venn diagram
form 1n FI1G. 5, 1n which the set 502 (which may represent the
set ol System Administrator access authorities) does not
include access authorities 1n set 304 (which may represent the
set of System Admuinistrator access authorities). Additionally,
authorities may be partially disjoint, such a sets of authorities
506 and 508, FIG. 5. By way or example, a System Admin-

istrator may be granted access to private personnel records,
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only for the purpose of backing up lost records due to a system
tailure, (which may, for example, be associated with a secu-
rity context with a role of Admin and group of Maintenance)
while a Human Resources Administrator may have access to
not only back up records, but have access for reading and
writing, generally. In the Venn diagram of FIG. 5, the com-
mon authority to back up lost records, would be associated
with the intersection 510 of sets 506 and 508.

Although the present invention and 1ts advantages have
been described 1n detail, 1t should be understood that various
changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the invention as
defined by the appended claims.

What 1s claimed 1s:

1. A computer program product embodied 1n a tangible
storage medium, the program product comprising a program
of 1nstructions for performing the method steps of:

generating a first security context in response to a first user

authentication;

generating a second security context in response 1o a sec-

ond user authentication, wherein said second security
context 1s an aggregate of said first security context and
a security context corresponding to an identity in said
second user authentication.

2. The program product of claim 1 further comprising
instructions for performing the step of saving said first secu-
rity context.

3. The program product of claim 2 wherein said step of
saving said first security context comprises the step of push-
ing said first security context on a stack.

4. The program product of claim 2 further comprising
instructions for performing the step of reverting to said {first
security context in response to a user logoil, wherein said first
security context 1s then used to access security protected
resources by a user who 1ssued the user logoftf.

5. The program product of claim 4 wherein said step of
reverting to said first security context comprises the step of
popping said first security context oif of a stack.
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6. The program product of claim 1 further comprising
instructions for performing the step of recerving a user logofil.

7. The program product of claim 6 further comprising
instructions for performing the step of destroying said second
security context in response to said step of recerving said user
logoff.

8. The program product of claim 1 further comprising
instructions for performing the step of determining an access
permission 1n response to said second security context.

9. A data processing system comprising;:

circuitry operable for generating a {irst security context in

response to a first user authentication;

circuitry operable for generating a second security context

in response to a second user authentication, wherein said
second security context 1s an aggregate of said first secu-
rity context and a security context corresponding to an
identity in said second user authentication.

10. The system of claim 9 further comprising circuitry
operable for saving said first security context.

11. The system of claim 10 wherein said circuitry operable
for saving said first security context comprises the step of
pushing said {irst security context on a stack.

12. The system of claim 10 further comprising circuitry
operable for reverting to said first security context in response
to a user logotl, wherein said first security context is then used
to access security protected resources by a user who 1ssued
the user logoft.

13. The system of claim 12 wherein said circuitry operable
for reverting to said first security context comprises circuitry
operable for popping said first security context oif of a stack.

14. The system of claim 9 further comprising circuitry
operable for recerving a user logoft.

15. The system of claim 14 further comprising circuitry
operable for destroying said second security context in
response to said step of recerving said user logoil.

16. The system of claim 9 further comprising circuitry
operable for determining an access permission in response to
said second security context.
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