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1

INFORMATION PROCESSING APPARATUS,
INFORMATION RECORDING MEDIUM,
INFORMATION PROCESSING METHOD AND
COMPUTER PROGRAM

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority to Japanese Patent Appli-
cation No. P2003-354967, filed on Oct. 15, 2003, the disclo-
sure of which 1s incorporated by reference herein.

BACKGROUND OF THE INVENTION

The present invention relates to an information processing,
apparatus, an information recording medium, an information
processing method and a computer program. More specifi-
cally, the present invention relates to an information process-
ing apparatus, an information recording medium, an informa-
tion processing method and a computer program wherein an
authentication process 1s executed for permitting a reliable
component to execute various data processes for utilization of
contents such as a decryption process for encrypted contents
recorded on an information recording medium.

In recent years, various disks which can record a large
amount of data such as a DVD (Daigital Versatile Disc) and a
blue laser disk (Blu-ray Disc) have been developed and
placed into practical use to allow storage and reproduction of
high definition 1mages and high quality sound as a large
amount of data. Further, as reproduction environment of such
large capacity recording media, not only conventional record-
ing and reproduction apparatus for consumers, but also per-
sonal computers (PCs) which incorporate a high performance
central processing umt (CPU) or a video card and various
other information reproduction apparatus have been devel-
oped and placed 1nto practical use.

One of problems where contents are reproduced, for
example, on a PC 1s protection of the copyright of the con-
tents. Usually, the right of distribution or like right to most
contents such as music data and 1mage data 1s owned by a
creator or a seller of the contents. Accordingly, such contents
as mentioned above are normally configured such that, when
the contents are distributed, fixed limitation to the utilization
ol the contents 1s applied such that utilization of the contents
1s permitted only to 1llegal users so that duplication or the like
of the contents which 1s not permitted may not be performed.

Particularly, where a digital recording apparatus and
recording medium are used, recording and reproduction can
be repeated without any deterioration of the image and sound
quality, and this gives rise to such various problems as distri-
bution of illegally copied contents through the Internet and
distribution of pirated edition disks which are recording
media such as a CD-R or a DVD on which contents are
copied.

A large capacity recording medium such as a DVD or a
blue laser disk has various video information and music infor-
mation, which make an object of protection of the copyright,
recorded as digital data thereon and 1s distributed as such on
the market. Where 1t 1s intended to distribute such a medium
on which digital data 1s recorded as just described on the
market, 1t 1s essentially required to take a countermeasure for
prevention of illegal copying to achieve protection of the
owner of the copyright.

Actually, however, the system for preventing illegal copy-
ing 1s ncomplete as can be recognized from the fact that a tool
which makes it possible for a PC to decrypt contents recorded
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2

on a recording medium complying, for example, with the
DVD-Video standards 1s distributed on the Internet.

Further, where a reproduction program 1s executed under
the control of a CPU of a PC to execute a contents reproduc-
tion process, contents, cryptographic key generation informa-
tion and so forth recorded as encrypted data on a disk such as
a DVD loaded 1n a drive of the PC are stored into a memory of

the PC through an mterface of the drive and a general purpose
bus of the PC.

Further, a generation process of a decryption key for the
encrypted contents, a decryption process of the contents with
the generated key, a decoding process of MPEG compressed
contents and so forth are executed in accordance with the
reproduction program executed by the CPU. Key informa-
tion, intermediate data and so forth generated during the
processes are transierred at individual processing timings
through the general purpose bus of the PC and stored into the
general purpose memory.

When the PC executes the contents reproduction program
to perform a contents data process 1n which the general pur-
pose bus, the general purpose memory and so forth of the PC
are used 1n this manner, digital AV stream data or crypto-
graphic key information 1n a decrypted state which 1s gener-
ated 1n the data processing process comes to exist on the
memory or the general purpose bus of the PC even tempo-
rarily. This gives rise to the possibility of exploitation of data
in the contents processing process, resulting 1n a problem that
illegal copying of the contents 1s allowed.

The following countermeasure has been proposed to solve
such problems as described above.

In particular, authentication 1s performed between a drive
in which a disk 1s loaded and a component (hardware appa-
ratus, reproduction soitware and so forth are collectively
referred to as components) which executes a contents pro-
cess. Then, a temporary cryptographic key generated upon
such authentication 1s used to encrypt contents to be trans-
mitted between the drive and the component, and the
encrypted contents 1s transierred. As a result, illegal acquisi-
tion of the contents by an illegal apparatus which cannot
establish authentication can be prevented.

The process described makes 1t possible to select a com-
ponent which 1s to execute a process of contents under the
condition that the authentication results 1n success, and elimi-
nates intervention of an illegal component thereby to prevent
exploitation of data by an 1llegal apparatus.

However, an owner of the copyright or the right of distri-
bution of contents sometimes wants a contents process only
by a further limited component. For example, if a software
program causes an encrypted contents process to be executed
on a PC, then a decryption processing program 1s executed as
a process of the CPU which executes processing under the
control of a general purpose operating system (OS), and there
1s the possibility that intermediate data, key data and result
data generated during the process may be stored into the
general purpose memory of the PC as described hereinabove.
The possibility that such data may be exploited cannot be
denied.

In the authentication process described above, 11 a compo-
nent has predetermined information necessary for the authen-
tication, then the authentication can result in success irrespec-
tive ol whether the component i1s a hardware component or a
soltware component. As a result, intermediate data, key data
and result data are stored into the general purpose memory of
the PC and a process of contents transferred on the general
purpose bus 1s allowed.

In order to execute a contents process more securely, 1t 1s
preferable to execute a contents process within a closed par-
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ticular hardware component for exclusive use which does not
make use of a general purpose CPU, a memory or a general
purpose bus.

SUMMARY OF THE INVENTION

The present invention relates to an information processing,
apparatus, an information recording medium, an information
processing method and a computer program. More specifi-
cally, the present invention relates to an information process-
ing apparatus, an information recording medium, an informa-
tion processing method and a computer program wherein an
authentication process 1s executed for permitting a reliable
component to execute various data processes for utilization of
contents such as a decryption process for encrypted contents
recorded on an information recording medium.

The present invention provides 1n an embodiment an infor-
mation processing apparatus, an information recording
medium, an information processing method and a computer
program by which an improved contents leakage preventing
elfect can be achieved.

According to an embodiment of the present invention,
where a component authentication 1s executed and a process
permission component for contents 1s specified under the
condition that the authentication results in success, an
attribute confirmation process of a component 1s executed
upon an authentication process, and only when it 1s confirmed
that the component has an attribute determined 1n advance, a
process of the contents by the component 1s permitted.

According to an embodiment of the present invention,
there 1s provided an information processing apparatus includ-
ing a drive for executing a reading process of data recorded on
an 1information recording medium loaded therein, a compo-
nent or components for executing a data process for the data
read from the information recording medium and inputted
from the drive, the drive including an authentication process-
ing section for executing a confirmation process of a compo-
nent attribute, and a data outputting section for executing a
process ol outputting the data read from the information
recording medium loaded in the drive to any of the compo-
nents under the condition that it 1s confirmed that the compo-
nent attribute of the component confirmed by the authentica-
tion processing section has a data process permission
component attribute set 1n advance.

According to another embodiment of the present invention,
there 1s provided an information recording medium having,
recorded thereon contents and data process permission com-
ponent attribute information which 1s attribute information of
a component which 1s permitted to perform a data process for
the contents.

According to a further embodiment of the present inven-
tion, there 1s provided an information processing method for
executing authentication of and data outputting process con-
trol to any of components which tries to perform a process of
data read from an information recording medium, comprising
a component authentication step executed by a drive in which
an mformation recording medium on which output object
data 1s recorded 1s loaded, and a data outputting step of
outputting the data read from the information recording
medium from the drive to the component under the condition
that the component authentication results 1n success, the com-
ponent authentication step including an attribute confirma-
tion step of confirming whether or not an attribute of any of
the components which 1s an object of the authentication pro-
cess has a data process permission component attribute set 1in
advance, the component authentication step executing the
authentication process under the condition that the authent-
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cation results 1n success if the attribute of the authentication
process object component has the data process permission
component attribute set in advance.

According to a still further embodiment of the present
invention, there 1s provided a computer program for execut-
ing authentication of and data outputting process control to
any ol components which tries to perform a process of data
read from an information recording medium, comprising a
component authentication step executed by a drive in which
an 1mformation recording medium on which output object
data 1s recorded 1s loaded, and a data outputting step of
outputting the data read from the information recording
medium from the drive to the component under the condition
that the component authentication results in success, the com-
ponent authentication step including an attribute confirma-
tion step of confirming whether or not an attribute of any of
the components which 1s an object of the authentication pro-
cess has a data process permission component attribute set 1in
advance, the component authentication step executing the
authentication process under the condition that the authenti-
cation results 1n success if the attribute of the authentication
process object component has the data process permission
component attribute set in advance.

It 15 to be noted that the computer program according to an
embodiment the present invention can be provided through a
computer-readable storage medium such as a recording
medium such as, for example, a CD, an FD or an MO or
through a communication medium such as a network, for
example, to a computer system which can execute various
program codes. By providing the program 1n a computer-
readable fashion, a process based on the program is 1mple-
mented on the computer system.

With the mformation processing apparatus, information
recording medium, information processing method and com-
puter program, 1n authentication of a component which tries
to perform a process of data read from an information record-
ing medium, an attribute confirmation process of confirming
whether or not an attribute of the component has a data
process permission component attribute set 1n advance, and 1t
1s used as the condition for establishment of the authentica-
tion that the attribute of the authentication process object
component has the data process permission component
attribute set 1n advance. Consequently, for example, only
where the component 1s a hardware component, it 1s possible
to permit the component to execute the data process of con-
tents and so forth. Where software components are excluded
from the process permission component 1n this manner, the
possibility that data whose leakage must be prevented such as
intermediate data, key data and digital contents which are
generated upon a contents process in a general purpose
memory or a general purpose bus provided 1n a PC or the like
may be outputted or stored 1s reduced. Consequently, utiliza-
tion and reproduction processes of contents having a high
degree of security can be achieved. Accordingly, the present
invention can be utilized for an information processing appa-
ratus such as a PC utilizing contents which requires protec-
tion of the copyright and an information recording medium
stored the contents thereon.

Further, an information recording medium having contents
recorded thereon has further recorded thereon attribute infor-
mation of a component which 1s permitted to perform a data
process for the contents, and the drive 1n which the informa-
tion recording medium 1s loaded reads the data process per-
mission component attribute information from the informa-
tion recording medium and executes the attribute
confirmation and the authentication of the component based
on the thus read information. Consequently, 1t 1s possible to
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set a data processing component 1n accordance with the data
process permission component attribute information deter-
mined arbitrarily by a person who provides the contents.
Particularly, such various settings in accordance with the
contents are possible as to set only a hardware component as
the data process permission component attribute, to setonly a
soltware component as the data process permission compo-
nent attribute, and to set both of a hardware component and a
software component as the data process permission compo-
nent attributes. Accordingly, the present invention can be
utilized for an information processing apparatus such as a PC
utilizing contents which requires protection of the copyright
and an information recording medium stored the contents
thereon.

Additional features and advantages of the present iven-
tion are described in, and will be apparent from, the following,
Detailed Description of the Invention and the figures.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram showing an example of a con-
figuration of an information processing apparatus according
to an embodiment of the present invention.

FIGS. 2A and 2B are diagrammatic views illustrating dii-
terent forms of processing executed by the information pro-
cessing apparatus when contents read out from an mforma-
tion recording medium are processed by components.

FIG. 3 1s a block diagram showing a configuration of a
drive apparatus which composes the information processing
apparatus and illustrating an authentication process between
the drive and a component.

FIG. 4 1s a view 1illustrating an example of a component
revocation list applied in the authentication processes
between the drive apparatus and a component.

FIGS. 5A and 5B are views 1llustrating different examples
of a process permission component attribute decision list
applied 1n the authentication processes between the drive
apparatus and a component.

FIG. 6 1s a view 1llustrating an example of component
attributes which can be set 1n the process permission compo-
nent attribute decision list.

FIG. 7 1s a flow diagram illustrating an authentication
process sequence which 1s executed between the drive appa-
ratus and a component and 1n which the component revoca-
tion list and the process permission component attribute deci-
s1on list are applied.

FIG. 8 1s a diagram 1llustrating commands and data trans-
mitted between the drive and a component 1n the authentica-
tion process sequence.

FI1G. 9 1s a diagrammatic view illustrating data presented to
the drive by a component 1n the authentication process.

FIGS. 10A, 10B and 10C are views illustrating different
examples of a configuration of a component ID.

FIGS. 11A and 11B are views 1illustrating different
examples of the component revocation list and the process
permission component attribute decision list used in the
authentication process and examples of a decision process
based on a component ID.

FIGS. 12A and 12B are diagrammatic views 1llustrating
particular collation processes and decision results based on a
component ID in the authentication process.

FIG. 13 1s a view 1illustrating a different example of data
storage of the component revocation list and the process
permission component attribute decision list.

FIG. 14 1s a block diagram 1llustrating a data reading and
transier process from an information recording medium and a
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transier process sequence ol write data after authentication
between the drive and a component results in success.

FIGS. 15A and 15B are diagrams illustrating transfer com-
mands and transfer data between the drive and a component in
the data reading and transier process from an information
recording medium and the transier process sequence of write
data after authentication between the drive and a component
results 1n success.

DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to an information processing,
apparatus, an information recording medium, an information
processing method and a computer program. More specifi-
cally, the present invention relates to an information process-
ing apparatus, an information recording medium, an informa-
tion processing method and a computer program wherein an
authentication process 1s executed for permitting a reliable
component to execute various data processes for utilization of
contents such as a decryption process for encrypted contents
recorded on an information recording medium.

First, an example of a configuration of an information
processing apparatus which executes a data process accord-
ing to an embodiment of the present invention. It is to be noted
that the data process executed by the information processing
apparatus of the present invention 1s a data process involved in
a decoding process and a reproduction process of data read
out from various information recording media such as a DVD
and a blue laser disk. Data which may be an object of the data
process includes not only contents entity data but also a
cryptographic key to be applied in decryption of contents and
various kinds of associated information associated with con-
tents such as a cryptographic key, contents utilization condi-
tion information, a play list and a reproduction program, and
associated programs.

FIG. 1 shows a configuration of an embodiment of an
information processing apparatus 100 which executes the
data process described above. Referring to FIG. 1, the infor-
mation processing apparatus 100 shown includes a network
interface (I/F) 110, a hardware component 120, an mput/
output 1mterface (I/F) 130 including an A/D, D/A converter
131, a hard disk driver (HDD) 140, a CPU (Central Process-
ing Unit) 150, a memory 160, and a drive 170 into which an
information recording medium 172 such as a DVD or a blue
laser disk can be loaded. The drive 170 1ncludes a data pro-
cessing section 171 for executing an authentication process
between components and data inputting/outputting control.

The blocks shown 1n FIG. 1 are interconnected by abus 101
so that data and a command can be transierred between the
blocks. The bus 101 may be a general purpose bus such as, for
example, a PCI bus or a high speed bus for exclusive use for
graphics such as an AGP bus, and a suitable one of such
methods 1s selectively used 1n accordance with an applica-
tion.

Data processes when reproduction of AV stream data
recorded on the miformation recording medium 172 1s per-
formed include a series of cryptographic processes executed
by the drive 170 such as generation of a key to be applied in
decryption of encrypted contents read out from the informa-
tion recording medium 172 and a decryption process of the
encrypted contents based on the generated key.

Further, where the data recorded on the information
recording medium 172 1s multiplexed data of various data
such as video data, audio data and caption data, a process of
demultiplexing and extracting the video data, audio data and
caption data from the multiplexed data, that 1s, an MPEG-ES
(elementary stream) extraction process, 1s executed. Further-
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more, a decoding process of the demultiplexed extracted
video, audio and caption data such as, for example, an MPEG
decoding process, 1s executed.

Contents data acquired as a result of the decoding process
1s outputted from the input/output interface 130. It 1s to be
noted that the input/output interface 130 has a configuration
which can output one or both of a digital signal output and an
analog signal output. An output signal of the input/output
interface 130 1s outputted to a monitor, a speaker, an AV
amplifier or the like not shown so that display or reproduction
of the contents may be performed.

As described heremnabove, when reproduction of AV
stream data recorded on the information recording medium
172 1s performed, various processes including

(a) a cryptographic process involved in decryption of
encrypted contents, generation of a key for decryption of the
contents and so forth,

(b) a demultiplexing extraction process of video, audio and
caption data (an extraction process of an MPEG-ES (elemen-
tary stream), and

(¢) a decoding process.

Devices for executing the processes mentioned differ
depending upon the configuration of the information process-
ing apparatus (for example, a PC) which executes reproduc-
tion of the information recording medium. Where the infor-
mation processing apparatus includes hardware components
for exclusive use ready for the AV stream format on the
information recording medium and the encryption system, a
particular hardware component for exclusive use can execute
the three processes (a), (b) and (c) described above.

In particular, where the hardware component 120 shown in
FIG. 1 1s a hardware component for exclusive use, all of the
processes mncluding

(a) various cryptographic processes mvolved 1n a decryp-
tion process ol encrypted contents,

(b) a demultiplexing extraction process of video, audio and
caption data (extraction process of an MPEG-ES (elementary
stream), and

(c) a decoding process

can be executed 1n the inside of the hardware component
120.

Where no such hardware component for exclusive use 1s
available, a software component and a hardware component
(a video card, a sound card and so forth) cooperatively
execute the processes (a) to (¢) described above.

In particular, where the hardware component 120 shown in
FIG. 1 1s not a hardware component for exclusive use which
executes all of the processes (a) to (¢) described above, the
processes (a) to (¢) are executed by cooperative processes
between a software component 180 shown 1n FIG. 1 and the
hardware component 120 which includes a video card, a
sound card and/or a like element.

It 1s to be noted here that the software component 180 1s a
component which executes a computer program for executing
at least one of the processes including

(a) the various cryptographic processes mvolved 1n a
decryption process of encrypted contents,

(b) the demultiplexing extraction process of video, audio
and caption data (extraction process of an MPEG-ES (el-
ementary stream), and

(¢) the decoding process

or part of the processes and includes soitware as a com-
puter program 1n which an execution sequence of the pro-
cesses 1s set and a hardware configuration of the CPU 150,
memory 160 and so forth as general purpose hardware for
executing the computer program.

10

15

20

25

30

35

40

45

50

55

60

65

8

In a process 1n which a software component 1s applied, a
data processing program (software) which can be executed,
for example, on a general purpose OS for a PC executes
processing control of the processes (a) to (¢) described above.
Accordingly, although hardware such as the CPU 150 and the
memory 160 1s involved, since the entity as a main body of
control 1s software, such a component as just described 1s
called software component.

If a hardware component for exclusive use can execute all
of the processes (a) to (¢) described above, then intermediate
data which 1s generated upon processing of encrypted con-
tents, cryptographic key data and decrypted digital contents
data are not stored into a general purpose memory 160 of the
information processing apparatus at all. Consequently, the
possibility that such information may leak to the outside can
be reduced.

However, where such a hardware component for exclusive
use as described above 1s not available, a software component
and various hardware components (a video card, a sound card
and so forth) cooperatively execute the processes (a) to (c)
described above. In this instance, intermediate data which 1s
generated upon processing ol encrypted contents or crypto-
graphic key data 1s sometimes transferred through the general
purpose bus 101 of the information processing apparatus or
stored 1nto the general purpose memory 160. Therefore, the
possibility that the information may leak to the outside 1s
higher.

Processes executed by hardware components for exclusive
use and contents processes cooperatively executed by a soft-
ware component and various hardware components (a video

card, a sound card and so forth) are described with reference
to FIGS. 2A and 2B.

FIG. 2A shows a contents data processing configuration by
a hardware component 210 for exclusive use while FIG. 2B
shows a contents data processing configuration cooperatively
executed by a software component 222 and a hardware com-
ponent (a video card, a sound card or the like) 221.

In the configuration of FIG. 2A, non-processed data
including encrypted data read out from an information
recording medium 272 1s inputted through a bus 280 to the
hardware component 210 for exclusive use. Thus, the hard-
ware component 210 for exclusive use executes the processes
described hereinabove, that 1s,

(a) the various cryptographic processes mvolved 1 a
decryption process of encrypted contents,

(b) the demultiplexing extraction process of video, audio
and caption data (extraction process of an MPEG-ES (el-
ementary stream), and

(¢) the decoding process.

Data of a result of the processes 1s transierred to an input/
output interface not shown through the bus 280 and then
outputted to the outside. In the configuration shown in FIG.
2A, mtermediate data generated during processing of the
encrypted contents or cryptographic key data 1s not trans-
ferred through the bus 280 of the information processing
apparatus or stored into a general purpose memory. Thus, the
possibility that the information may be leak to the outside 1s
low.

On the other hand, 1n the configuration shown 1n FIG. 2B,
non-processed data including encrypted contents read out
from the information recording medium 272 by a drive 270 1s
inputted to the software component 222 or hardware compo-
nent 221, which 1s formed from a video card, a sound card or
the like, through a bus 280. In the soitware component 222, a
data processing program (software) 1s executed under the
control of a CPU 223, and the software component 222 and
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the hardware component 221 cooperated with each other
execute the processes (a) to (¢) described above.

In a process 1 which the software component 222 1s
applied, the processing control of the processes (a) to (c)
described above 1s performed by a data processing program
(software) which can be executed, for example, on a general
purpose OS for a PC.

In this instance, intermediate data which 1s generated dur-
ing a process of encrypted contents or cryptographic key data
1s sometimes transferred through the bus 280 of the informa-
tion processing apparatus or stored 1nto the general purpose
memory 224. This gives rise to a problem of increase of the
possibility that information may leak to the outside by acqui-
sition of data on the bus 280 or acquisition of data of a
memory 224.

The present invention eliminates the problem just
described and executes attribute confirmation of a component
in an authentication process where authentication of the com-
ponent which tries to execute a process of contents, such as

the processes (a) to (¢) described heremnabove, 1s executed by
a drive.

The drive executes attribute confirmation 1n an authentica-
tion process of a component to be used for a process of
contents and, only when 1t 1s confirmed 1n the attribute con-
firmation that the component has a component attribute per-
mitted in advance, the drive permits the process of the con-
tents and outputs the processing object contents, that is,
contents read out from an information recording medium,
only to the component which has the limited attribute.

More particularly, a drive apparatus which 1s loaded with
an mnformation recording medium and executes reading of
data from the information recording medium executes a
revoke confirmation process based on a component revoca-
tion list set as a list of 1llegal components in an authentication
process of any component which executes a data process of
contents and executes a confirmation process of a component
attribute. Only when 1t 1s confirmed that the following two
conditions

(a) that the component 1s not a revoke component to be
excluded and

(b) that the component attribute has a predetermined
attribute

are satisfied, the drive apparatus permits the contents pro-
cess by the component and outputs data including the con-
tents read from the information recording medium to the
component.

The component authentication process executed by the
information processing apparatus of the present invention 1s
described with reference to FIG. 3. The drive 270 loaded with
an information recording medium 272 to execute reading of
data from the information recording medium 272 executes
revoke confirmation and attribute confirmation processes as
an authentication process of a component which 1s to execute
a data process of contents.

Asseen1n FIG. 3, adata processing section 271 of the drive
270 includes a recording medium control section 281 for
performing driving of the information recording medium 272
and reading and writing of data from and on the information
recording medium 272. The data processing section 271 fur-
ther includes an mput/output interface 282 for inputting and
outputting data from and to a component which 1s to execute
a processing of contents 1n the information processing appa-
ratus, an authentication processing section 283 for executing,
an authentication process with the component, and a storage
section 284.

The authentication processing section 283 includes a
revoke confirmation section 291 for executing a revoke con-
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firmation process based on a component revocation list as
registration information of illegal component IDs, and an
attribute confirmation section 292 for executing an attribute
confirmation process of acomponent. The authentication pro-
cessing section 283 further includes a cryptographic process-
ing/arithmetic operation processing section 293 for executing
a cryptographic process such as generation of a random num-
ber and generation of a key and an arnthmetic operation pro-
cess. The storage section 284 has stored therein a key vector
(Av) which 1s a key unique to the drive and so forth.

A component revocation list (CRL) and a process permis-
s10n component attribute decision list for being applied 1n the
revoke confirmation and attribute confirmation processes in
the authentication process of a component are stored in the
information recording medium 272. Thus, 1n the revoke con-
firmation or attribute confirmation process, a list read from
the information recording medium 272 1s used.

It 1s to be noted that the component revocation list (CRL)

and the process permission component attribute decision list
read from the information recording medium 272 may other-
wise be stored into and retained in the storage section 284
such that an authentication process may be executed based on
the component revocation list (CRL) and the process permis-
sion component attribute decision list stored 1n the storage
section 284. Or, the lists may be acquired otherwise from a
server connected through a network. Such data storage con-
figurations and acquisition configuration of the lists are here-
inafter described.
The authentication processing section 283 executes an
authentication process including revoke confirmation and
attribute confirmation, for example, for the hardware compo-
nent 210 for exclusive use or the soitware component 222.

The revoke confirmation section 291 of the authentication
processing section 283 executes an authentication process
with a component based on the component revocation list
(CRL) as a list of 1llegal components recorded 1n the infor-
mation recording medium 272 or the storage section 284. An
example of the component revocation list (CRL) 1s shown 1n
FIG. 4.

The component revocation list (CRL) 1s a list wherein
component IDs set to components which have been deter-
mined illegal are set as seen 1n FIG. 4.

A component ID, 1s recerved by the drive from any com-
ponent within a sequence of the authentication and attribute
confirmation processes executed between the drive and the
component. The revoke confirmation section 291 of the
authentication processing section 283 of the drive decides
whether or not the component ID recerved from the compo-
nent1s included in the IDs set in the component revocation list
(CRL) and rejects the contents process 11 the component 1D 1s
included in the component revocation list (CRL).

On the other hand, if the component ID recerved from the
component 1s not included in the component revocation list
(CRL), then the attribute confirmation section 292 of the
authentication processing section 283 decides, 1n the compo-
nent attribute confirmation, whether or not the component has
a component attribute for permission of the process. If 1t 1s
confirmed that the component has a component attribute for
permission of the process, then the contents process by the
component 1s permitted.

It 1s to be noted that the component revocation list (CRL) 1s
produced and successively updated by a management center
by which utilization management of contents 1s performed.

The updated component revocation list (CRL) 1s recorded,
for example, on the information recording medium on which
the contents are recorded. Thus, when the information record-
ing medium on which the updated component revocation list
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(CRL) 1s recorded 1s loaded 1nto the mformation processing
apparatus as a reproduction apparatus of the user, the infor-
mation processing apparatus executes comparison 1n version
of the list. If the version of the list recorded on the information
recording medium 1s newer than the list stored in the storage 5
section of the mformation processing apparatus, then the
information processing apparatus executes a list updating
process of replacing the component revocation list (CRL)
stored 1n the storage section thereol with that of the new
version. 10

It 1s to be noted that the updated component revocation list
(CRL) may otherwise be provided to the information process-
ing apparatus as a reproduction apparatus of the user through
a network such as the Internet.

The attribute confirmation section 292 of the authentica- 15
tion processing section 283 executes, based on the process
permission component attribute decision list as a list in which
component attribute information for permitting a contents
process stored 1n the information recording medium 272 or
the storage section 284 1s placed, a process of deciding 20
whether or not the attributes of the component have an
attribute or attributes for permission of the contents process.
An example of the process permission component attribute
information 1s illustrated 1n FIGS. 5A and 5B.

The process permission component attribute decision list 25
may have various configurations. FIGS. SA and 5B illustrate
two examples of the process permission component attribute
decision list.

FIG. SA illustrates a process permission component
attribute decision list wherein it 1s set that the contents process 30
1s permitted 11 the component 1s a hardware component but 1s
rejected if the component 1s a software component.

The process permission component attribute decision list 1s
set as a coordination list between component IDs coordinated
with component attribute information to be determined or 35
information representative ol a range of IDs and process
permission mformation.

A component ID 1s recerved by the drive from any compo-
nent during a sequence of the authentication and attribute
confirmation processes executed between the drive and the 40
component. The attribute confirmation section 292 of the
drive 270 decides whether or not the component ID recerved
from the component 1s included 1n the IDs set to those com-
ponents which have an attribute or attributes for permission of
the process 1n the process permission component attribute 45
decision list. If the component ID 1s included, then the
attribute confirmation section 292 permits the contents pro-
cess, but if the component ID i1s not included, then the
attribute confirmation section 292 rejects the contents pro-
Cess. 50

FIG. 5A 1llustrates an example of the process permission
component attribute decision list wherein the contents pro-
cess 1s permitted only where the component 1s a hardware
component but 1s rejected where the component 1s a software
component. 55

The attribute confirmation section 292 of the authentica-
tion processing section 283 decides whether or not a compo-
nent ID recerved from a component 1s included 1n IDs set to
those components which have an attribute for permission of
the process 1n the process permission component attribute 60
decision list, that 1s, 1n the IDs xxxxx222xxx to
xxxxx335xxx. If the component ID i1s included, then the
attribute confirmation section 292 decides that the component
1s a hardware component and permits the contents process.
However, if the component ID 1s not included, that 1s, 11 the 65
component ID 1s one of xxxxx777xxx to xxxxx888xxXx, then
the attribute confirmation section 292 decides that the com-
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ponent 1s a software component and rejects the contents pro-
cess. It1s to be noted that [ xxx] of the component IDs signifies
any data.

It 1s to be noted that, while, 1n FIG. SA, an example of the
list 1s shown wherein two entries including an entry of a
component attribute and a component ID for which the con-
tents process 1s to be permitted and another entry of a com-
ponent attribute and a component ID for which the contents
process 1s to be rejected are set, only one of the entries may
otherwise be set 1n a list.

FIG. 5B illustrates an example of the process permission
component attribute decision list which allows not only deci-
sion of whether a component by which a contents process
should be performed 1s a hardware component or a software
component but also decision of a maker of, where the com-
ponent 1s a hardware component, the hardware component so
that a hardware component of a particular maker 1s deter-
mined as a component for permission of the contents process.

If the attribute confirmation section 292 of the drive 270
decides that the component ID received from a component 1s
included in the IDs xxxxx222xxX to xxxxx555xxx, then 1t
decides that the component 1s a hardware component of a
maker A and hence decides that the component 1s a contents
process permission component. Sumilarly, 11 the component
ID received from a component 1s mcluded in the IDs
XXXXX556xxx to Xxxxxx666xxXx, then the attribute confirma-
tion section 292 decides that the component 1s a hardware
component of another maker B and hence decides that the
component 1s a contents process permission component.

On the other hand, 1f the component ID received from a
component 1s 1included i the IDs xxxxx667xxx to
xxxxx699xxx, then 1t decides that the component 1s a hard-
ware component of a maker C and hence decides that the
component 1s not a contents process permission component.
Similarly, 11 the component ID received from a component 1s
included 1n the IDs xxxxx777xxx to xxxxx888xxx, then the
attribute confirmation section 292 decides that the component
1s a soltware component and hence decides that the compo-
nent 1s not a contents process permission component.

The determination of a component attribute or attributes
for decision of whether or not a component 1s a contents
process permission component may be

determination of whether the component 1s a hardware
component or a soltware component

as seen 1n FI1G. SA, or

determination of whether the component 1s a hardware
component or a software component and determination
of a maker of a hardware component.

In addition to the determinations of a component attribute
or attributes described, such various component attribute
determinations as, for example, 1llustrated 1n FIG. 6 may be
used for selection of a contents process permission compo-
nent. It 1s to be noted that the component attribute determi-
nations are made based on the component ID received from
the component by the attribute confirmation section 292.

An example of component attributes applied 1n determina-
tion of a contents process permission component illustrated in

FIG. 6 1s described.

Component Category

It 1s decided that a category of a component 1s determined
such as, for example, whether the component to be used for
the contents process 1s a soltware program component, a
video card component, an audio card component, a drive
apparatus component or the like, and if the component
belongs to a particular category, then it 1s decided as a con-
tents process permission component.
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The coordination between the categories and the compo-
nent IDs 1s set, for example, as given below:

Software program=component ID: 11xxxxxxxxxx to
] SXXXXXXXXXX

Video  card=component ID: 2Ixxxxxxxxxx to 5
2IXXXXXXXXXX

Audio  card=component ID: 32XXXXXXXXXX to
3 TXXXXXKXXXX

Drive apparatus=component ID: 5IXXXXXXxxxxXx 10
62XXXXXXXXXX 10

The attribute confirmation section 292 of the drive decides
a category based on a component ID received from a compo-
nent and decides the component as a contents process per-
mission component 1f the component belongs to a particular
category. 15

Also other configurations are possible. For example, 1t 1s
possible to set the component ID so as to include an ID unique
to a maker, an ID acquired through a license agreement, or a
like ID so that a component maker can be decided based on
the component 1D. Further, where one maker produces a
plurality of models, it 1s possible to set the component ID so
as to include a model 1dentifier set to each component so that
a component model can be decided based on the component
ID. Furthermore, 1t 1s possible to set the component ID so as
to include version information such as a version of a program
or a version of firmware stored 1n hardware so that a compo-
nent version can be decided based on the component ID.

Also 1t 1s possible to set the component ID so as to include
identification information of the time of production of a com-
ponent so that the time of production of the component may
be decided based on the component I1D. Further, 1t 1s possible
to set the component ID such that 1t can be 1dentified from the
component ID whether the component 1s compatible with the
version 1.00 (Ver. 1.00) of the Blu-ray Disk standards or with
the version 2.00 (Ver. 2.00). Thus, the component ID can be
set such that a component attribute 1n regard to whether the
component 1s compatible with various standards can be
decided based on the component ID.

In this manner, various attributes such as: whether the
component 1s hardware or soltware; a component category; a
component model; a component version; production time of
the component; a component version of compatible stan-

dards, and so forth can be decided based on the component
ID.
45

A process permission component attribute decision list
according to attributes to be decided 1s stored 1n the storage
section 284 of the drive. Thus, 1n an authentication and
attribute confirmation process sequence between the drive
and a component, the process permission component attribute
decision list stored 1n the storage section 284 is referred to
based on a component ID received from the component by the
drive to decide whether or not the component has an attribute
or attributes as a process permission component. Then, only
when 1t 1s decided that the component has a process permis-
sion attribute or attributes, contents read out from the infor-
mation recording medium are outputted to the component.

As described hereinabove, the drive apparatus executes a
confirmation process ol confirming whether or not the two
conditions: 60

(a) that the component 1s not a revoke component to be
excluded and

(b) that the component attribute has a predetermined
attribute

are satisfied as described above based on the revocation list 65
and the process permission component attribute decision list.
Then, only when the two conditions (a) and (b) are satisfied,
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the component 1s permitted to execute the contents process,
and data read out from the imnformation recording medium 1s
outputted to the component.

A detailed sequence of the component authentication pro-
cess ncluding the revoke confirmation and attribute confir-
mation processes executed between the drive and a compo-
nent 1s described with reference to FIG. 7.

In FIG. 7, the lett side 1llustrates processes of the authen-
tication processing section of the drive side while the right
side 1llustrates processes of the data processing section which
executes an authentication process of the component side
which 1s to execute a contents process. The component 1n this
instance may be any of several components such as a hard-
ware (HW) component and a software (SW) component.

A program for executing the authentication process
described below 1s stored 1n advance 1n the component, and
the authentication sequence 1s executed under the control of
the data processing section of the CPU or the like of the
component side. Accordingly, any component which cannot
execute the {following authentication sequence 1s not
acknowledged as the contents processing component.

The data processing section of the component side which
tries to execute the contents process generates a random num-
ber (Bn) at step S1. Then at step S2, the data processing
section sets an electronic signature (Bsign) for being applied
in verification of presence/absence of falsification data or the
validity to a certificate (Bcert) 1n which a component ID set as
identification information of the component and a key vector
(By) set as a unique key to the component and stored 1n the
component are stored and sends the data [random number

(Bn), certificate (Bcert) and electronic signature (Bsign)] to
the drive side.

It 1s to be noted that the component ID placed in the cer-
tificate (Bcert) 1s set as ID information from which at least one
ol such various attributes of a component as described here-
inabove with reference to FIGS. 5A, 5B and 6 can be deter-
mined.

The authentication processing section of the drive side
executes, at step S13, a verification process based on the
clectronic signature (Bsign) set in the certificate (Bcert)
received from the component and having the component 1D
and the key vector (By) are stored to confirm whether or not
the certificate (Bcert) 1s subject to data falsification and the
validity.

If 1t 15 not determined through the verification process
based on the electronic signature (Bsign) that the certificate
(Bcert) 1s valid, then the processing 1s ended without execut-
ing the succeeding processes and without outputting the con-
tents to the component.

If1t1s determined through the verification process based on
the electronic signature (Bsign) that the certificate (Bceert) 1s
valid, then the processing advances to step S14, at which a
collation process between the component ID stored in the
certificate (Bcert) and the component revocation list (CRL)
(refer to FIG. 4) recorded in the information recording
medium loaded 1n the drive side or the storage section 1s
executed to decide whether or not the component 1D recerved
from the component coincides with any of the IDs registered
as 1llegal components in the component revocation list (refer
to F1G. 4). If the component ID recerved from the component
comncides with one of the component IDs registered in the
component revocation list, then 1t 1s determined that the com-
ponent of the authentication object 1s an 1llegal component,
and the processing 1s ended without executing the succeeding
processes and without outputting the contents to the compo-
nent.
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If the component 1D received from the component 1s not
any of the component IDs registered 1n the component revo-
cation list, then 1t 1s determined that the authentication based
on the revocation list 1s successiul, and the processing
advances to next step S15.

The authentication processing section 283 executes an
attribute confirmation process of the component at step S15.
In particular, the authentication processing section 283
executes a collation process between the component ID
placed in the certificate (Bcert) and the process permission
component attribute decision list (refer to FIGS. 5A and 5B)
recorded in the mformation recording medium loaded 1n the
drive side or the storage section to decide whether or not the
component ID recerved from the component 1s registered as
an ID having a process permission component attribute in the
process permission component attribute decision list (refer to
FIGS. SA and 5B). In particular, the authentication process-
ing section 283 collates the component ID received from the
component with the process permission component attribute
decision list (refer to FIGS. 5A and 5B) to decide whether or
not the component attribute of the component of the authen-
tication object 1s a process permission component attribute.

If 1t 1s determined based on the process permission com-
ponent attribute decision list that the component with which
the attribute confirmation process is being executed 1s a com-
ponent which has a component attribute for which the con-
tents process 1s to be rejected, then the processing 1s ended
without executing the succeeding processes and without out-
putting the contents to the component.

If the authentication processing section 283 of the drive
decides based on the process permission component attribute
decision list that the component with which the attribute
confirmation process 1s being executed has a component
attribute for which the contents process i1s to be permitted,
then the processing advances to next step S16.

At step S16, the drive generates a random number (An),
and at step 516, the drive extracts the key vector (Av) which
1s a unique key to the drive side from the storage section 284
(refer to FIG. 3) and transmits the random number (An) and
the key vector (Av) to the component.

The component executes, at step S18, a cryptographic pro-
cess or an arithmetic operation process based on various data
including the random number (Bn) generated at step S11 and
the key vector (By) which 1s a unique key to the component as
well as the random number (An) received from the drive and
the key vector (Av) which 1s a unique key to the drive side to
generate a verification key K'v. Further, at step S19, the com-
ponent generates a hash value (R) of the verification key K'v.
The hash value (R) 1s represented by R=Hash(K'v). The com-
ponent transmits the hash value (R) of the verification key K'v
thus generated to the drive.

At step S20, the drive executes a cryptographic process or
an arithmetic operation process based on the random number
(An) generated at step S16, the key vector (Av) which 1s a
unique key to the drive side as well as the random number
(Bn) recerved from the component and the key vector (By)
which 1s a unique key to the component to generate a verifi-
cation key Kv.

Further, at step S21, the drive generates a hash value (R') of
the verification key Kv thus generated. The hash value (R'") 1s
represented by R'=Hash(Kv).

Then at step S22, the drive executes a comparison process
between the hash value (R")=Hash(Kv) generated by the drive
itsell and the hash value (R)=Hash(K'v) received from the
component.

If a result of the comparison exhibits coincidence, then the
drive decides that the component authentication finally
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results 1n success. I the result of the comparison does not
exhibit coincidence, then it 1s determined that the authentica-
tion results in failure, and the processing 1s ended without
executing the succeeding processes and without outputting
the contents to the component.

I1 the result of the comparison 1indicates coincidence, then
the drive executes, at step S23, a cryptographic process or an
arithmetic operation process based on the random number
(An) generated at step S116 and the key vector (Av) which 1s
a unique key to the drive side as well as the random number
(Bn) recerved from the component and the key vector (Bv)
which 1s a unique key to the component to generate an authen-
tication key Kauth. Also the component side similarly
executes, at step S24, a cryptographic process or an arithmetic
operation process based on the random number (An) and the
key vector (Av) which 1s a unique key to the drive side as well
as the random number (Bn) generated by the component and
the key vector (Bv) which 1s a unique key to the component to
generate an authentication key Kauth.

The authentication sequence including the revocation situ-
ation confirmation and attribute confirmation processes of the
component 1s ended through the processes described above. If
the component authentication results 1n success 1n the authen-
tication sequence, both of the drive and the component come
to possess the common authentication key Kauth, and con-
tents of the processing object, commands and so forth trans-
terred between the two devices are transmitted and recerved
in a form encrypted with the authentication key Kauth.

FIG. 8 1llustrates data and commands transierred between
the drive and the component through the authentication
sequence between the two devices described above with ret-
erence to F1G. 7.

At steps S101 and 5102, the component transmits a [ran-
dom number (Bn), certificate (Bcert), electronic signature
(Bsign)] to the drive together with a key requesting command
(SEND KEY command).

The drive side recerves the command and the data and
verifies the validity of the certificate (Bceert) using the elec-
tronic signature (Bsign). If the validity of the certificate
(Bcert) 1s verified, then the drive side acquires a component
ID from the certificate (Bcert) and executes revoke confirma-
tion based on the revocation list. Further, the drive decides
based on the process permission component attribute deci-
s1on list whether or not the authentication object component
has a process permission component attribute.

If1t1s confirmed through the two confirmation processes of
the revoke confirmation and the attribute confirmation that
the component 1s a process permission component, then the
drive 1ssues, for example, a notification of a GOOD status as
a response to the SEND_KEY command to the component at
step S103, and then completes the command (OK).

However, 1f the validity of the certificate (Bcert) 1s not
confirmed or 11 1t 1s found based on the component ID that the
component 1s revoked or otherwise 1f 1t 1s decided in the
attribute confirmation that the component does not have a
process permission attribute, then the drive completes the
SEND_KEY command, for example, with a CHECK_CON-
DITION status not shown. In this instance, the succeeding
processes are not executed and the contents are not outputted
to the component.

If1t1s confirmed through the two confirmation processes of
the revoke confirmation and the attribute confirmation that
the component 1s a process permission component, then the
drive side transiers the random number An and the key vector
Av to the component side at step S105 under the condition
that a report key command (REPORT KEY command) 1s
received from the component side at step S104.
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If the exchanging procedure described above completes
successiully (for example, 1if the SEND_KEY command
completes with the GOOD status), then the drive side trans-
mits the GOOD status to the component as a response to the
REPORT_KEY command at step S106 and then completes
the command. However, 1f the exchanging procedure
described above completes 1n failure, then the drive side
completes the command with the CHECK_CONDITION
status. In this instance, the succeeding processes are not
executed and the contents are not outputted to the component.

If, for example, the REPORT_KEY command results in
success 1n the process described above, the component side
generates a verification key K'v from the random number
(An) and the key vector (Av) recerved from the drive side and
the random number (Bn) and the key vector (By) possessed
by the component side and transfers a value R obtained
through a Hash function determined 1n advance to the drive

side using, for example, the SEND_KEY command at steps
S107 and S108.

The drive side generates a verification key Kv from the
random number (An), key vector (Av), random number (Bn)
and key vector (By) possessed therein and obtains an output
value R' through a Hash function determined in advance.
Then, the drive compares the hash value R' calculated thereby
and the hash value R recerved from the component side with
cach other to confirm coincidence between the values of
them. If the two values coincide with each other, then the
drive side completes the SEND_KEY command with the
GOOD status and 1ssues a notification of completion of the
authentication to the component side at step S109. On the
other hand, i1f the two values do not coincide with each other,
then the drive side completes, for example, the SEND_KEY
command with the CHECK CONDITION status. In this
instance, the succeeding processes are not executed and the
contents are not outputted to the component. FIG. 8 1llustrates
the exchanging procedure of the commands between the drive
side and the component side when the authentication process
described above results 1n success.

If, for example, the SEND_KEY command 1s completed
with the GOOD status in the process described above, then
this signifies that 1t 1s confirmed that the component side and
the drive side have the same random number (An), key vector
(Av), random number (Bn) and key vector (Bv). Conse-
quently, the component side and the drive side can individu-
ally calculate an authentication key Kauth 1in accordance with
the method determined 1n advance.

Information to be presented from the component to the
drive side in the authentication sequence described above 1s
described below with reference to FIG. 9.

The component transmits a random number (Bn) 310 and
data of a certificate 320 to which an electronic signature 330

1s added to the drive.

The certificate 320 includes a component 1D 350 as com-
ponent 1dentification information and a key vector (By) 360
as a unique key set to the component. The component 1D 350
includes an attribute ID 351 from which a component
attribute can be confirmed and an individual ID 352 as other
individual confirmation of the component.

The drive confirms the validity of the certificate 320 based
on the electronic signature 330, extracts the component 1D
350 from the certificate 320 whose validity 1s confirmed,
coniirms a component attribute based on the attribute 1D 351
which composes the component 1D 350, and executes revoke
confirmation based on the individual 1D 352.

As a data configuration of the component ID 3350, for
example, such a configuration as to set high order bits of the
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component ID 350 as the attribute ID 3351 and set low order
bits as the individual 1D 352 1s possible.

The attribute ID 351 indicates an attribute of the compo-
nent and 1s allocated one by one to the types of the hardware
component, software component, drive and so forth. This ID
1s not necessarily be allocated one to one attribute perma-
nently, but, for example, 11 1t can be guaranteed that security
similar to that of a hardware component can be assured for a
software component, 1t 1s possible to separately allocate an
attribute ID for a secure software component to the software
component and operate the software component separately
from an existing software component.

The individual 1D 352 1s a unique ID possessed by each of
components which have a particular attribute 1D and can be
used to 1dentify the components individually. A revoke veri-
fication process can be performed based only on the 1ndi-
vidual ID 1n a component ID.

The data configuration of the component ID 350 may oth-
erwise be such that high order bits of the component 1D 350
are set as the individual ID 352 and low order bits are set as the
attribute ID 351 or the ID data 1s set such that fixed calculation
1s performed based on the attribute 1D 351 to obtain the
attribute 1D and the individual ID. It 1s to be noted that, while,
in the example shown 1n FIG. 9, the attribute ID 351 and the
individual 1D 352 are shown as separate I1Ds from each other,
another ID setting may be used wherein part of the data of the
individual 1D 352 serves as the attribute 1D 351.

FIGS. 10A to 10C illustrate examples of setting of the
component ID. FIG. 10A 1illustrates a configuration wherein
high order bits and low order bits are set as the attribute ID and
the individual ID and used for IDs for attribute confirmation
and revoke confirmation, respectively. Also another setting 1s
possible wherein high order bits and low order bits are set as
the individual ID and the attribute 1D, respectively or the nth
to mth bits of the component ID are used as the attribute 1D
and the pth to gqth bits are used as the individual ID.

FIG. 10B illustrates another example wherein the compo-
nent ID 1s set as the component ID=1ndividual ID and b1t data
of part ol the component ID 1s applied as the attribute ID. The
component ID described hereinabove with reference to FIGS.
5A, 5B and 6 corresponds to this ID setting example and 1s an
example of an ID configuration wherein part of the data of the
individual 1D (component ID) serves as the attribute ID.

FIG. 10C illustrates an example wherein the attribute 1D
and the individual 1D are data which are calculated by an
arithmetic operation process based on the component ID.

In this manner, the data of the component ID can be set 1n
various manners. Any data configuration may be used if a
revoke decision and an attribute decision can be made based
on composing data of the component 1D.

While, in the examples described above, the component
revocation list (CRL) and the process permission component
attribute decision list are set as separate lists from each other,
another configuration may otherwise be adopted wherein the
component revocation list (CRL) and the process permission
component attribute decision list are set as a single list such
that the drive side executes an authentication process based on
the single list.

Examples of setting of a list are described with reference to
FIGS. 11 A and 11B. FIG. 11 A 1llustrates an example wherein
the component revocation list (CRL) and the process permis-
s1on component attribute decision list are formed as a single
list, that 1s, as a process permission component decision list.

The process permission component decision list 401
shown 1n FIG. 11A has a list configuration wherein a com-
ponent ID of totaling 32 bats including an attribute ID of 8 bits
and an mdividual ID of 24 bits 1s stored and 1s an example of
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a list wherein an attribute ID and an 1individual ID for which
the contents process 1s to be rejected are set as an entry. The
attribute I1Ds and the individual IDs are represented as hexa-
decimal numbers (O1h represents 01 of the hexadecimal nota-
tion).

Where attribute ID=01h and individual ID=012345h are
set 1n the process permission component decision list 401
shown 1n FIG. 11A, the drive does not allow success 1n
authentication of a component which presents the attribute
ID=01h and the individual ID=012345h, that 1s, the drive
does not permit the process of the contents.

Further, where attribute ID=02h and 1ndividual
ID=ABCDEFh are set in the process permission component
decision list 401 shown 1n FIG. 11 A, the drive does not allow
success 1n authentication of a component which presents the
attribute 1ID=02h and the individual ID=ABCDEFh, that 1s,
the drive does not permit the process of the contents.

Furthermore, where attribute ID=01h and 1individual
ID=FFFFFFh are set in the process permission component
decision list 401 shown 1n FIG. 11 A, the drive does not allow
success 1n authentication of a component which presents a
component ID including the attribute ID=01h 1rrespective of
the value of the individual, that 1s, the drive does not permit
the process of the contents.

FI1G. 11B 1llustrates another example wherein a component
revocation list (CRL) and a process permission component
attribute decision list are set as separate lists from each other.

Where attribute ID=01h and individual ID=012343h are
set 1n a component revocation list (CRL) 402, the drive does
not allow success 1 authentication of a component which
presents a component ID including the attribute ID=01h and
the individual ID=012343h, that 1s, the drive does not permit
the process of the contents.

Where attribute ID=02h and individual ID=ABCDEFh are
set 1n the component revocation list (CRL) 402, the drive does
not allow success 1n authentication of a component which
presents the attribute ID=02h and the 1ndividual
ID=ABCDEFh, that 1s, the drive does not permit the process
of the contents.

If the component revocation list (CRL) 402 does not
include an individual 1D which coincides with an individual
ID included 1n the component ID presented by the compo-
nent, then the component attribute 1s subsequently decided
based on the process permission component attribute deci-
s1on list.

(B-1) of FIG. 11B 1llustrates a process permission compo-
nent attribute decision list 403 which 1s an example of a list
wherein entry data includes an attribute ID corresponding to
an attribute for which the contents process 1s to be permitted.

Where attribute ID=01h 1s set in the process permission
component attribute decision list 403, the drive allows estab-
lishment 1n authentication of a component which presents a
component ID including the attribute ID=01h, that 1s, the
drive permits the process of the contents.

(B-2) of FIG. 11B 1illustrates a process permission compo-
nent attribute decision list 404 which 1s an example of a list
wherein entry data includes an attribute ID corresponding to
an attribute for which the contents process 1s to be rejected.

Where attribute ID=02h 1s set in the process permission
component attribute decision list 404, the drive does not allow
success 1n authentication of a component which presents a
component ID which includes the attribute 1D=02h, that 1s,
the drive does not permit the process of the contents.

In this manner, various forms are possible as the data
configurations of the component revocation list (CRL) and
the process permission component attribute decision list
applied in the drive.
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In any case, where a component ID presented from a com-
ponent 1s registered as an 1llegal component 1n the component
revocation list (CRL) or 1t 1s decided that the component 1D
has an attribute for which the process cannot be permitted
based on the process permission component attribute deci-

s10n list, outputting of the contents to the component 1s not
executed.

It 1s to be noted that, where a list 1s set such that establish-
ment of authentication of a component which has any of
attribute IDs listed in the list like the process permission
component attribute decision list 403 illustrated 1n (B-1) of
FIG. 11B 1s to be permitted, if a component having a new
attribute 1D which 1s not registered in the list appears, then
establishment of authentication of the component 1s rejected.
On the other hand, where a list 1s set such that establishment
ol authentication of a component which has any of attribute
IDs listed 1n the list like the process permission component
attribute decision list 404 1llustrated 1n (B-2) of FIG. 11B 1s to
be rejected, if a component having a new attribute ID which 1s
not registered i1n the list appears, then establishment of
authentication of the component 1s permitted. In this instance,
it 1s possible to allocate a new attribute ID to a component
having a higher degree of security to allow reproduction of
contents on a recording medium which always 1s under the
distribution.

It 1s to be noted that the component revocation list (CRL)
and the process permission component attribute decision list
need not necessarily have a data entry set therein but one or
both of them may possibly be free from a data entry.

Now, a particular example in a case wherein authentication
of a component results 1n success and another particular
example 1n another case wherein authentication of a compo-
nent results 1n failure are described with reference to FIGS.
12A and 12B.

FIG. 12A 1illustrates an example of a process wherein only
a component revocation list (CRL) 511 1s used to execute
collation based on a component ID to execute a decision of
whether authentication results 1n success or failure. Mean-
while, FIG. 12B illustrates an example of another process
wherein two lists including a component revocation list
(CRL) 521 and a process permission component attribute
decision list 522 are used to execute collation based on a
component ID to execute a decision of whether authentication
results 1n success or failure.

In the examples of FIGS. 12A and 12B, the attribute to be
determined as a component attribute 1s an attribute of whether
the component 1s a hardware component or a software com-
ponent and the component ID to be set to each component 1s
formed from totaling 32 bits including an attribute ID of 8 bits
and an individual ID of 24 bits. Further, the value of each
attribute ID 1s set 1n a coordinated relationship with a com-
ponent attribute such that

attribute ID=01h—software component

attribute ID=02h—hardware component

In the example of FIG. 12A, 1t 1s assumed that the compo-
nent revocation list (CRL) 511 includes two entries set therein
and having, as component IDs of revoke components,

attribute ID=01h, individual ID=000002h

attribute ID=02h, individual ID=000002h

It 1s Turther assumed that each of software components or
hardware components individually having component I1Ds
illustrated 1n (a) to (d) of FIG. 12A executes, as a contents
process planning component, authentication with the drive,
which has the component revocation list (CRL) 511 of the
setting described above stored 1n the storage section thereof,
and presents the component ID thereof to the drive. The drive
collates the component ID presented from the component
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with the entry IDs of the component revocation list (CRL).
The drive thus executes a process that, 1f the collation reveals
comncidence, then the drive determines that the component 1s
an object of revoke (exclusion) and determines that the
authentication results 1in failure, but 1t the collation reveals
incoincidence, then the drive decides that the component 1s
not an object of revoke (exclusion) and determines that the

authentication results in success. Results of the determination
process of the components are shown on the right side 1n FIG.
12A.

In particular, 1n the case of (a) of FIG. 12A, that 1s, where
the authentication processing object 1s a software component

and the component 1D is
attribute ID=01h, individual ID=000001h,

since this component 1D [01h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, it 1s decided

that the software component which presents the component
ID [01h, 000001h] 1s not an object of revoke (elimination),

and the authentication results in success.
Where the authentication processing object 1s a hardware

component and the component ID 1s

attribute 1D=02h, individual ID=000001h,
since this component 1D [02h, 000001h] does not coincide

with any of the entry IDs
[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, it 1s decided
that the hardware component which presents the component

ID [02h, 000001h] 1s not an object of revoke (elimination),
and the authentication results in success.
In the case of (b) of FIG. 12A, where the authentication

processing object 1s a software component and the compo-
nent ID 1s

attribute ID=01h, individual ID=000001h,

since this component 1D [01h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, it 1s decided
that the software component which presents the component
ID [01h, 000001h] 1s not an object of revoke (elimination),
and the authentication results in success.

Where the authentication processing object 1s a hardware
component and the component ID 1s

attribute 1D=02h, individual ID=000002h,

since this component ID [02h, 000002h] coincides with
one of the entry 1Ds

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 311, 1t 1s decided
that the hardware component which presents the component
ID [02h, 000002h] 1s an object of revoke (elimination), and
the authentication results 1n failure.

In the case of (¢) of FIG. 12A, where the authentication
processing object 1s a software component and the compo-
nent ID 1s

attribute ID=01h, individual ID=000002h,

since this component ID [01h, 000002h] coincide with one
of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, it 1s decided
that the software component which presents the component
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ID [01h, 000002h] 1s an object of revoke (elimination), and
the authentication results in failure.

Where the authentication processing object 1s a hardware
component and the component ID 1s

attribute 1ID=02h, individual ID=000001h,

since this component ID [02h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, 1t 1s decided
that the hardware component which presents the component
ID [02h, 000001h] 1s not an object of revoke (elimination),
and the authentication results in success.

In the case of (d) of FIG. 12A, where the authentication
processing object 1s a software component and the compo-
nent ID 1s

attribute ID=01h, individual ID=000002h,

since this component 1D [01h, 000002h] coincides with
one of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, 1t 1s decided
that the software component which presents the component
ID [01h, 000002h] 1s an object of revoke (elimination), and
the authentication results in failure.

Where the authentication processing object 1s a hardware

component and the component ID 1s
attribute 1D=02h, individual ID=000002h,

since this component ID [02h, 000002h] coincides with
one of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 511, 1t 1s decided
that the hardware component which presents the component
ID [02h, 000002h] 1s an object of revoke (elimination), and
the authentication results 1n failure.

FIG. 12B illustrates an example of a process wherein the
two lists of the component revocation list (CRL) 521 and the
process permission component attribute decision list 522 are
used to execute collation based on a component ID to execute
a decision of whether authentication results 1 success or
failure.

In the example of FIG. 12B, 1t 1s assumed that the compo-
nent revocation list (CRL) 521 includes two entries set therein
and having, as component IDs of revoke (elimination) com-

ponents,
attribute ID=01h, individual ID=000002h

attribute ID=02h, individual ID=000002h

It 1s Turther assumed that one entry having, as an attribute
ID corresponding to a component attribute for which the
process 1s to be rejected,

attribute ID=01h

15 set 1n the process permission component attribute deci-
s1on list 522.

The process permission component attribute decision list
522 has a setting that, where the component has an attribute
ID=01h, that 1s, where the component 1s a software compo-
nent, the process 1s to be rejected.

It 1s assumed that each of software components or hard-
ware components individually having component 1Ds 1llus-
trated 1in (a) to (d) of FIG. 12B executes, as a contents process
planning component, authentication with the drive, which has
the component revocation list (CRL) 521 and the process
permission component attribute decision list 522 of the set-
tings described above stored in the storage section thereof,
and presents the component ID thereof to the drive. The drive
collates the component ID presented from the component
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with the entry IDs of the component revocation list (CRL). IT
the collation reveals coincidence, then the drive determines
that the component 1s an object of revoke (exclusion) and
determines that the authentication results 1n failure. However,
if the collation reveals incoincidence, then the drive decides
that the component 1s not an object of revoke (exclusion)
based on the component revocation list (CRL) 521 and then
executes a collation process with the process permission coms-
ponent attribute decision list 522. If 1t 1s determined that the
component ID presented from the component does not have a
process permission attribute based on the process permission
component attribute decision list 522, then the drive deter-
mines that the authentication results in failure. However, 11 1t
1s determined that the component ID presented from the com-
ponent has a process permission attribute, then the drnive
executes a process ol determining that the authentication
results 1n success. Results of the determination process are
shown on the right side i FIG. 12B.

In particular, 1n the case of (a) of FIG. 12B, that 1s, where
the authentication processing object 1s a software component
and the component ID 1s

attribute ID=01h, individual ID=000001h,

since this component ID [01h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and
(02h, 000002h]

of the component revocation list (CRL) 321, 1t 1s decided

that the software component which presents the component
ID [01h, 000001h] 1s not an object of revoke (elimination),

and the drive executes another collation process with the
process permission component attribute decision list 522.

The attribute ID (01h) 1n the component ID [01h, 000001h]
coincides with the entry [01h] set as an attribute ID for which
the process should be rejected 1n the process permission com-
ponent attribute decision list 522. As a result, 1t 1s determined
that the software component which presents the component
ID [01h, 000001h] has an attribute for which the process
cannot be permitted, and the authentication results 1n failure.

Where the authentication processing object 1s a hardware
component and the component ID 1s

attribute 1D=02h, individual ID=000001h,
since this component ID [02h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and
(02h, 000002h]

of the component revocation list (CRL) 521, it 1s decided
that the hardware component which presents the component
ID [02h, 000001h] 1s not an object of revoke (elimination),
and the drive executes another collation process with the
process permission component attribute decision list 522.

The attribute 1D (02h) in the component 1D [02h, 000001h]
does not coincide with the entry [01h] set as an attribute ID for
which the process should be rejected 1n the process permis-
sion component attribute decision list 522. As a result, 1t 1s
determined that the hardware component which presents the
component 1D [02h, 000001h] has an attribute for which the
process can be permitted, and the authentication results in
SUCCESS.

In the case of (b) of FIG. 12B, where the authentication
processing object 1s a software component and the compo-

nent ID 1s
attribute ID=01h, individual ID=000001h,

since this component ID [01h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and
(02h, 000002h]
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of the component revocation list (CRL) 321, it 1s decided
that the software component which presents the component
ID [01h, 000001h] 1s not an object of revoke (elimination),
and the drive executes another collation process with the
process permission component attribute decision list 522.

The attribute ID (01h) 1n the component ID [01h, 000001h]
coincides with the entry [01h] set as an attribute 1D for which
the process should be rejected 1n the process permission com-
ponent attribute decision list 522. As a result, 1t 1s determined
that the software component which presents the component
ID [01h, 000001h] has an attribute for which the process
cannot be permitted, and the authentication results 1n failure.

Where the authentication processing object 1s a hardware
component and the component ID 1s

attribute 1D=02h, individual ID=000002h,

since this component ID [02h, 000002h] coincides with
one of the entry 1Ds

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 521, 1t 1s decided
that the hardware component which presents the component
ID [02h, 000002h] 1s an object of revoke (elimination), and
the authentication results in failure.

In the case of (¢) of FIG. 12B, where the authentication
processing object 1s a software component and the compo-
nent ID 1s

attribute ID=01h, individual ID=000002h,

since this component ID [01h, 000002h] coincides with
one of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 521, 1t 1s decided
that the software component which presents the component

ID [01h, 000002h] 1s an object of revoke (elimination), and
the authentication results in failure.

Where the authentication processing object 1s a hardware
component and the component ID is

attribute 1D=02h, individual ID=000001h,

since this component ID [02h, 000001h] does not coincide
with any of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 321, it 1s decided
that the hardware component which presents the component
ID [02h, 000001h] 1s not an object of revoke (elimination),
and the drive executes another collation process with the
process permission component attribute decision list 522.

The attribute ID (02h) 1n the component ID [02h, 000001h]
does not coincide with the entry [01h] set as an attribute ID for
which the process should be rejected in the process permis-
sion component attribute decision list 522. As a result, it 1s
determined that the hardware component which presents the
component ID [02h, 000001h] has an attribute for which the
process can be permitted, and the authentication results in
SUCCESS.

In the case of (d) of FIG. 12B, where the authentication
processing object 1s a software component and the compo-
nent ID 1s

attribute ID=01h, individual ID=000002h,

since this component 1D [01h, 000002h] coincides with
one of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 521, 1t 1s decided
that the software component which presents the component
ID [01h, 000002h] 1s an object of revoke (elimination), and

the authentication results 1n failure.
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Where the authentication processing object 1s a hardware
component and the component ID 1s

attribute ID=02h, individual ID=000002h,

since this component 1D [02h, 000002h] coincides with
one of the entry IDs

[01h, 000002h] and

[02h, 000002h]

of the component revocation list (CRL) 521, it 1s decided
that the hardware component which presents the component
ID [02h, 000002h] 1s an object of revoke (elimination), and
the authentication results 1n failure.

As can be recognized from the comparison between the
results of the authentication of FIGS. 12A and 12B, even 1f
authentication results 1n success 1n the authentication process
of FIG. 12A wherein only the component revocation list
(CRL) 1s used, authentication sometimes results 1n failure 1n
the authentication process of FIG. 12B wherein both of the
component revocation list (CRL) and the process permission
component attribute decision list are used. This 1s because the
authentication process of FIG. 12B can determine based on
the process permission component attribute decision list that
the authentication of all components having the attribute of a
software component results 1n failure and thus exclude them.

In this manner, according to the configuration of the
present mvention, attribute confirmation of a component can
be executed based on the process permission component
attribute decision list and 1t can be decided that the authent-
cation results 1n success only if 1t 1s confirmed that the com-
ponent has a predetermined attribute. Consequently, such a
process as to eliminate, for example, all software components
from contents process components.

As described hereinabove, for example, if a software pro-
gram causes an encrypted contents process to be executed on
a PC, then a decryption process 1s executed as a process of the
CPU which executes processing under the control of a general
purpose OS, and there 1s the possibility that intermediate data
which appears during the process or result data may be stored
into a general purpose memory of the PC. The possibility that
such data may be exploited cannot be denied.

Accordingly, 1t 1s an effective countermeasure for preven-
tion of leakage or duplication of contents or a cryptographic
key to execute a contents process within a closed hardware
component which does not utilize a memory.

According to the configuration of the present invention, it
1s possible to permit a contents process only for a component
which 1s confirmed to have a predetermined attribute through
the attribute confirmation of the component based on the
process permission component attribute decision list
described above. Consequently, leakage and duplication of
contents or a cryptographic key can be prevented effectively.

A drnive which executes an authentication process of a
component stores the component revocation list (CRL) and
the process permission component attribute decision list
described above 1nto a storage section thereof and executes
revoke confirmation and attribute confirmation applying the
lists.

An example of data storage of the component revocation
list (CRL) and the process permission component attribute
decision list 1s described below with reference to FIG. 13.
FIG. 13 1llustrates a BDMYV directory 601 for storing appli-
cation files 1 a Blu-ray Disk (blue laser disk) ROM format.
The BDMY directory 601 1s set as a management directory of
contents recorded on an information recording medium.

Referring to FI1G. 13, a contents datapart 611 of the BDMV
directory 601 includes contents data files having a hierarchi-
cal configuration, that 1s, data files of a title, an application
index, a reproduction program, a play list, a clip and so forth.
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The data files are stored in a user data region of the informa-
tion recording medium. It 1s to be noted that an AV stream
which 1s contents entity data 1s stored as an encrypted datafile
in the clip.

Such forms as seen, for example, in (A) to (D) of FIG. 13
are available as an example of setting of data of the compo-
nent revocation list (CRL) and the process permission com-
ponent attribute decision list.

(A) of FIG. 13 1llustrates an example wherein the compo-
nent revocation list (CRL) and the process permission com-
ponent attribute decision list are stored 1n a user data region of
a management data part 612 of the BDMYV directory 601.

(B) of FIG. 13 illustrates another example wherein the
component revocation list (CRL) and the process permission
component attribute decision list are mserted 1n a file for an
AV format 1n the contents data part 611 included in the user
data region on the information recording medium. For
example, management table data 1s inserted into a file for an
AV format such as, for example, the title, the index data file or
the play list to store the component revocation list (CRL) and
the process permission component attribute decision list.

(C) of FIG. 13 1llustrates a further example wherein the
component revocation list (CRL) and the process permission
component attribute decision list are stored i a physical
region of the information recording medium, that 1s, a region
which cannot be accessed directly by the user such as the
lead-1n region set on the information recording medium.

(D) of FIG. 13 1s a still further example wherein the com-
ponent revocation list (CRL) and the process permission
component attribute decision list are stored 1n an external
server. Thus, an information processing apparatus which 1s
used to reproduce contents from an mmformation recording
medium on which the contents are recorded acquires the
component revocation list (CRL) and the process permission
component attribute decision list from the external server and
executes a component authentication process based on the
thus acquired list.

The component revocation list (CRL) and the process per-
mission component attribute decision list are stored, for
example, 1n one of the forms of (A) to (D) of FIG. 13.

It 1s to be noted that the component revocation list (CRL)
and the process permission component attribute decision list
are used for a collation process with a component ID of a
component by a drive, and where there 1s the necessity to
allow the component revocation list (CRL) and the process
permission component attribute decision list to be accessed
only by the drive, preferably the method of (C) of FIG. 13 1s
applied. Further, where there 1s the necessity to update the
component revocation list (CRL) and the process permission
component attribute decision list as occasion demands, 1t 1s
elfective to use the method of (D) of FIG. 13, that 1s, to store
the component revocation list (CRL) and the process permis-
s10n component attribute decision list in a server such that an
information processing apparatus can acquire the lists
updated as occasion demands.

Now, a sequence wherein a drive outputs contents read
from an information recording medium to a component
whose authentication results 1 success as a result of an
authentication process between the drive and the component
so that reproduction of the contents 1s executed 1s described
with reference to FIG. 14.

First, the drive and the component come to share an authen-
tication key Kauth as a result of the authentication process
between the drive and the component as described herein-
above with reference to FIG. 7.

FIG. 14 illustrates processes of the drive and the compo-
nent which share the authentication key Kauth. After the
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authentication key Kauth 1s shared, a key Kx necessary to
generate a transfer data cryptographic key Kc 1s transferred
from the drive side to the component side. At step S201, the
key Kx 1s encrypted with the authentication key Kauth by the
drive side and transferred as an encrypted key Ksx=Enc
(Kauth, Kx) to the component side. Enc(A,B) represents
encrypted data of data B with a key A applied.

At step S211, the component side executes a decryption
process using the authentication key Kauth for the received
data Ksx=Enc(Kauth, Kx) to acquire the key Kx.

The key Kx transferred from the drive side to the compo-
nent side has a fixed value stored 1n the drive, a value gener-
ated using a random number by the drive side and different
every time or a value obtained by utilizing data at a particular
place recorded on the information recording medium 701.

After the drive side and the component side come to have
the same key Kx, both of them utilize a SEED value deter-
mined in advance and a value calculated from the key Kx and
the authentication key Kauth to generate a transier data cryp-
tographic key Kc at steps S202 and S212, respectively. The
transier data cryptographic key Kc 1s utilized to encrypt data
to be transferred between the drive side and the component
side.

For example, data including contents read out from the
information recording medium 701 by the drive 1s encrypted
with the transfer data cryptographic key Kc applied by the
drive side and 1s transmitted to the component at step S203.
The component side applies the transfer data cryptographic
key Kc to perform a decryption process for the received data
to reproduce the data at step S213. It 1s to be noted that the
contents decrypted applying the transier data cryptographic
key Kc are encrypted contents recorded on the information
recording medium 701, and the component further executes a
decryption process for the encrypted contents and reproduces
and outputs the decrypted contents.

Meanwhile, write data on the information recording
medium 701 to be transmitted from the component to the
drive 1s encrypted applying the transfer data cryptographic
key Kc by the component side and then transmitted to the
drive at step S214. The drive side applies the transier data
cryptographic key Kc to decrypt the write data and records the
decrypted data on the information recording medium at step
S204. It 1s to be noted that, as occasion demands, the drive
executes a contents encryption process applying a crypto-
graphic key not shown before the recording on the informa-
tion recording medium 701 and records the resulting
encrypted contents on the imnformation recording medium

701.

FIGS. 15A and 15B illustrate an exchanging procedure of
commands between the component side and the drive side 1n
a data reading out process from an information recording
medium and another exchanging procedure of commands
between the component side and the drive side 1n a data
writing process on an information recording medium, respec-
tively.

Referring to FI1G. 15 A, the component side 1ssues a request
for a key Kx using a REPORT_KEY command to the drive
side at step S301. In response to the request, the drive side
encrypts the key Kx with the authentication key Kauth to
obtain an encrypted key Ksx and returns the encrypted key
Ksx using a GOOD status to the component side at step S302.

The component side recerves the encrypted key Ksx and
issues a READ command to the drive side at step S303. The
drive side receives the READ command and transters

encrypted contents information at step S304. The drive side
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transmits a GOOD status indicative of an end of the command
process to the component at step S305 and ends the process-
ing.

An exchanging procedure of commands between the com-
ponent (PC) side and the drive side 1n a writing process are
illustrated in FIG. 15B. Referring to FIG. 15B, at step S401,
the component side 1ssues a request for a key Kx using a
REPORT_KEY command to the drive side. In response to the
request, the drive side encrypts the key Kx with the authen-
tication key Kauth to obtain an encrypted key Ksx and returns
the encrypted key Ksx to the component side using a GOOD
status at step S402.

The component side recetves the encrypted key Ksx and
outputs a WRITE command (data writing requesting com-
mand) to the drive side and then transiers encrypted contents
information at step S403.

After the transfer of the encrypted contents information 1s
completed, the drive side transmits a GOOD status indicative
of an end of the command process to the component at step
S404, and ends the processing.

It 1s to be noted that the series of processes described
hereinabove can be executed by hardware, by software or by
a composite configuration of hardware and software. Where
the series of processes 1s executed by software, a program
which defines a processing sequence 1s installed into a
memory in a computer incorporated in hardware for exclusive
use so as to be executed or mto a computer for universal use
which can execute various processes so as to be executed.

For example, the program can be recorded 1n advance on a
hard disk or a ROM (Read Only Memory) as a recording
medium. Or, the program may be stored (recorded) tempo-

rarily or permanently on a removable recording medium such
as a flexible disk, a CD-ROM (Compact Disc Read Only

Memory), an MO (Magneto-Optical) disk, a DVD (Digital
Versatile Disc), a magnetic disk or a semiconductor memory.
Such a removable recording medium as just mentioned can be
provided as package software.

It 15 to be noted that the program may not be installed from
such a removable recording medium as described above 1nto
a computer but may otherwise be transferred from a down-
load site to a computer by radio communication or through a
network such as a LAN (Local Area Network) or the Internet
to a computer by wire communication. The computer may
receive the program transferred 1n this manner and install the
program into a built-in recording medium thereof such as a
hard disk.

It 1s to be noted that the steps described in the present
specification may be but need not necessarily be processed 1n
a time series 1n the order as described or may be executed
parallelly or individually based on the processing capacity of
the apparatus which executes the processing or as occasion
demands. Further, 1n the present specification, the term “sys-
tem™ 1s used to represent a logical collective configuration
composed of a plurality of apparatus which may be or may not
be included 1n the same housing.

It should be understood that various changes and modifi-
cations to the presently preferred embodiments described
herein will be apparent to those skilled in the art. Such
changes and modifications can be made without departing
from the spirit and scope of the present invention and without
diminishing its intended advantages. It 1s therefore intended
that such changes and modifications be covered by the
appended claims.

The invention 1s claimed as follows:

1. An information processing apparatus comprising:

a drive;

a data outputting section;
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at least one processor;

at least one memory device which stores instructions,
which when executed by the at least one processor, cause
the at least one processor to operate with the drive and
the data outputting section to:

(a) upon an information recording medium being loaded
in the drive, read data recorded on said information
recording medium, wherein a process permission
component attribute decision list that includes a plu-
rality of component attributes 1s stored on said infor-
mation recording medium;

(b) recetve a component ID {from a component, said
component being independent from the information
recording medium;

(¢) determine whether a first component attribute of the
component comprising information of whether the
component 1s a hardware component or a software
component 1s registered as one of the plurality of
component attributes included 1n the attribute deci-
s10m list stored on the information recording medium,
wherein if the first component attribute of the compo-
nent 1s registered as one of the plurality of component
attributes, output the read data recorded on said infor-
mation recording medium to the component;

(d) determine whether a second component attribute of
the component comprising information of a compo-
nent maker 1s registered as one of the plurality of
component attributes included 1n the attribute deci-
s10m list stored on the information recording medium,
wherein 11 the second component attribute 1s regis-
tered as one of the plurality of component attributes,
output the read data recorded on said information
recording medium to the component;

(¢) determine whether a third component attribute of the
component comprising information of a component
model 1s registered as one of the plurality of compo-
nent attributes included 1n the attribute decision list
stored on the information recording medium, wherein
11 the third component attribute 1s registered as one of
the plurality of component attributes, output the read
data recorded on said information recording medium
to the component; and

(1) determine whether a fourth component attribute of
the component comprising information of a compo-
nent version 1s registered as one of the plurality of
component attributes included 1n the attribute deci-
s10m list stored on the information recording medium,
wherein 1f the fourth component attribute 1s registered
as one of the plurality of component attributes, output
the read data recorded on said information recording
medium to the component.

2. The information processing apparatus of claim 1,
wherein when executed by the at least one processor, the
instructions cause the at least one processor to:

(a) collate the component ID recetved from the component
and IDs registered 1n the process permission component
attribute decision list; and

(b) confirm, based on a result of the collation, whether any
of said attributes of the component are registered 1n the
process permission component attribution decision list,
wherein if any of the attributes of the component are
registered 1n said process permission component
attribute list, output the read data recorded on said infor-
mation recording medium to the component.

3. The information processing apparatus of claim 1,

wherein when executed by the at least one processor, the
instructions cause the at least one processor to:
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(a) recerve a certificate, which has the component ID stored
therein and has an electronic signature added thereto,
from the component;

(b) execute a validity confirmation process of the certificate
based on the electronic signature; and

(c) execute an attribute confirmation process of the com-
ponent based on the component ID acquired from the
certificate whose validity 1s confirmed.

4. The iformation processing apparatus of claim 1,
wherein when executed by the at least one processor, the
istructions cause the at least one processor to determine
whether a fifth component attribute of the component 1s reg-
istered as one of the plurality of component attributes
included 1n the attribute decision list stored on the informa-
tion recording medium, wherein said fifth component com-
prises one of:

(a) mformation of whether only a hardware component 1s

set as the data process permission component attribute;

(b) information of whether only a software component 1s
set as the data process permission component attribute;
and

(¢) information whether both of a hardware component and
a soltware component are set as the data process permis-
sion component attributes.

5. The imformation processing apparatus of claim 1,
wherein when executed by the at least one processor, the
instructions cause the at least one processor to:

(a) determine whether a fifth component attribute of the
component comprising information of whether the com-
ponent 1s a hardware component for exclusive use which
belongs to a particular category; and

(b) execute a successiul authentication process if the com-
ponent 1s the hardware component for exclusive use.

6. The information processing apparatus of claim 1,
wherein when executed by the at least one processor, the
instructions cause the at least one processor to:

(a) collate the component ID recerved from the component
and a component revocation list as a list of 1llegal com-
ponents; and

(b) execute a revoke confirmation process ol confirming
whether or not the component 1s a revoked 1llegal com-
ponent.

7. The information processing apparatus of claim 6,
wherein when executed by the at least one processor, the
istructions cause the at least one processor to:

(a) read the component revocation list, said component
revocation list being recorded on the information record-
ing medium loaded 1n the drive; and

(b) collate the component ID received from the component
and the component revocation list based on the compo-
nent revocation list read from the information recording
medium.

8. The imformation processing apparatus of claim 6,
wherein the revoked illegal component 1s a component that
intervenes to acquire contents 1llegally.

9. The information processing apparatus of claim 6,
wherein the component revocation list 1s recerved from a
SErver.

10. The mformation processing apparatus ol claim 1,
wherein the component includes an additional component
attribute, wherein said additional component attribute com-
prises a component category, a production time of the com-
ponent, and a component version ol compatible standards.

11. An information recording medium storing instructions
structured to cause an apparatus to:

(a) upon a different information recording medium being

loaded 1nto a drive, read data recorded on said different
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information recording medium, wherein a process per-
mission component attribute decision list that includes a
plurality of component attributes 1s stored on said dif-
ferent information recording medium,

(b) receive a component ID from a component, said coms-
ponent being independent from the different informa-
tion recording medium;

(¢) determine whether a first component attribute of the
component comprising information of whether only a
hardware component 1s registered as one of the plurality
of component attributes included in the attribute deci-
ston list stored on the different information recording
medium, wherein 1f the first component attribute of the
component 1s registered as one of the plurality of com-
ponent attributes, output the read data recorded on said
different information recording medium to the compo-
nent;

(d) determine whether a second component attribute of the
component comprising information ol whether only a
soltware component 1s registered as one of the plurality
of component attributes included in the attribute deci-
ston list stored on the different information recording
medium, wherein 1f the second component attribute of
the component 1s registered as one of the plurality of
component attributes, output the read data recorded on
said different information recording medium to the com-
ponent;

(¢) determine whether a third component attribute of the
component comprising information of whether both of a
hardware component and a software component are reg-
istered as one of the plurality of component attributes
included 1n the attribute decision list stored on the dif-
ferent mnformation recording medium, wherein 11 the
third component attribute of the component 1s registered
as one of the plurality of component attributes, output
the read data recorded on said different information
recording medium to the component;

(1) determine whether a fourth component attribute of the
component comprising information of a component
maker; 1s registered as one of the plurality of component
attributes included in the attribute decision list stored on
the different information recording medium, wherein 1
the fourth component attribute of the component 1s reg-
istered as one of the plurality of component attributes,
output the read data recorded on said different informa-
tion recording medium to the component;

(g) determine whether a fifth component attribute of the

component comprising nformation of a component
model 1s registered as one of the plurality of component
attributes included in the attribute decision list stored on
the different information recording medium, wherein 1
the fifth component attribute of the component 1s regis-
tered as one of the plurality of component attributes,
output the read data recorded on said different informa-
tion recording medium to the component;

(h) determine whether a sixth component attribute of the

component comprising information of a component ver-
s1on 1s registered as one of the plurality of component
attributes included 1n the attribute decision list stored on
the different information recording medium, wherein 11
the sixth component attribute of the component 1s reg-
istered as one of the plurality of component attributes,
output the read data recorded on said different informa-
tion recording medium to the component;

(1) determine whether a seventh component attribute of the

component comprising mformation of a component cat-
egory 1s registered as one of the plurality of component
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attributes included in the attribute decision list stored on

the different information recording medium, wherein 1

the seventh component attribute of the component 1s

registered as one of the plurality of component
attributes, output the read data recorded on said different
information recording medium to the component;

(1) determine whether a eighth component attribute of the
component comprising information of a production time
of the component 1s registered as one of the plurality of
component attributes included 1n the attribute decision
list stored on the different information recording
medium, wherein 1f the eighth component attribute of
the component 1s registered as one of the plurality of
component attributes, output the read data recorded on
said different information recording medium to the com-
ponent; and

(k) determine whether a ninth component attribute of the
component comprising information of a component ver-
sion of compatible standards 1s registered as one of the
plurality of component attributes included in the
attribute decision list stored on the different information
recording medium, wherein 1f the nminth component
attribute of the component 1s registered as one of the
plurality of component attributes, output the read data
recorded on said different information recording
medium to the component.

12. An information processing method for executing
authentication and data outputting process control to a com-
ponent which attempts to perform a process of data read from
an information recording medium, said component being
independent from the information recording medium, said
information processing method comprising:

a component authentication step executed by a drive 1n
which an information recording medium on which out-
put object data 1s recorded 1s loaded, wherein a process
permission component attribute decision list that
includes a plurality of component attributes 1s stored on
said information recording medium; and

a data outputting step of outputting the data read from the
information recording medium from the drive to the
component where the component authentication results
in success, the component authentication step including:
(a) determiming whether or not a first component

attribute of the component comprising information of
whether the any of the components 1s a hardware
component or a software component 1s registered as
one of the plurality of component attributes included
in the attribute decision list stored on the information
recording medium;

(b) 11 the first component attribute of the component 1s
registered as one of the plurality of component
attributes, outputting the read data recorded on said
information recording medium to the component;

(¢) determining whether a second component attribute
ol the component comprising a component maker 1s
registered as one of the plurality of component
attributes included 1n the attribute decision list stored
on the information recording medium;

(d) 11 the second component attribute of the component
1s registered as one of the plurality of component
attributes, outputting the read data recorded on said
information recording medium to the component;

(¢) determining whether a third component attribute of
the component comprising a component model 1s reg-
istered as one of the plurality of component attributes
included 1n the attribute decision list stored on the
information recording medium;
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(1) 11 the third component attribute of the component 1s
registered as one of the plurality of component
attributes, outputting the read data recorded on said
information recording medium to the component;

(g) determining whether a fourth component attribute of
the component comprising a component version 1s
registered as one of the plurality of component
attributes 1ncluded in the attribute decision list stored
on the information recording medium; and

(h) 11 the fourth component attribute of the component 1s
registered as one of the plurality of component
attributes, outputting the read data recorded on said
information recording medium to the component.

13. The mnformation processing method of claim 12, which
includes:

(a) collating a component ID received from the component
and IDs registered 1n the process permission component
attribute decision list;

(b) confirming, based on a result of the collation process,
whether or not any of the attributes are registered 1n said
process permission component attribute list; and

(c) 11 any of the attributes of the component are registered
in said process permission component attribute list, out-
putting the read data recorded on said information
recording medium to the component.

14. The mnformation processing method of claim 12, which

includes:

(a) recerving a certificate, which has a component ID stored
therein and has an electronic signature added thereto,
from the component;

(b) executing a validity confirmation process of the certifi-
cate based on the electronic signature; and

(¢) executing the confirmation process of the attribute of
the component based on the component ID acquired
from the certificate whose validity 1s confirmed.

15. The imnformation processing method of claim 12, which
includes determining whether a fifth attribute of the compo-
nent 1s registered as one of the plurality of component
attributes 1included 1n the attribute decision list stored on the
information recording medium, wherein said fifth component
comprises one of:

(a) information of whether only a hardware component 1s

set as the data process permission component attribute;

(b) information of whether only a software component 1s
set as the data process permission component attribute;
and

(¢) 1information whether both of a hardware component and
a soltware component are set as the data process permis-
s1on component attributes.

16. The information processing method of claim 12, which

includes:

(a) determining whether or not a fifth component attribute
comprising information of whether the component 1s a
hardware component for exclusive use which belongs to
a particular category; and

(b) execute a successiul authentication process 11 the com-
ponent 1s the hardware component for exclusive use.

17. The mnformation processing method of claim 12, which
includes:

(a) collating a component ID recerved from the component
and a component revocation list as a list of 1llegal com-
ponents; and

(b) executing a revoke confirmation process of confirming
whether or not the component 1s a revoked illegal com-
ponent.

18. The information processing method of claim 17, which

includes:
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(a) reading the component revocation list, said component
revocation list being recorded on the information record-
ing medium loaded 1n the drive; and

(b) collating the ID collation process based on the compo-
nent revocation list read from the information recording
medium.

19. The information processing method of claim 17,
wherein the revoked 1llegal component 1s a component that
intervenes to acquire contents 1llegally.

20. The mnformation processing method of claim 17,
wherein the component revocation list 1s recerved from a
SErver.

21. The information processing method of claim 12,
wherein the component includes an additional component
attribute, wherein said additional component attribute com-
prises a component category, a production time of the com-
ponent, and a component version ol compatible standards.

22. A computer readable medium storing a computer pro-
gram for executing authentication of and data outputting pro-
cess control to a component which attempts to perform a
process of data read from an information recording medium,
said component being independent from the information
recording medium, the computer program executable on an
information processing apparatus, comprising:

a component authentication step executed by a drive 1n
which an information recording medium on which out-
put object data 1s recorded 1s loaded, wherein a process
permission component attribute decision list that
includes a plurality of component attributes 1s stored on
said information recording medium; and

a data outputting step of outputting the data read from the
information recording medium from the drive to the
component where the component authentication results
1n success, the component authentication step including:

(a) determining whether or not a first component of the
component comprising information of whether the com-
ponent 1s a hardware component or a software compo-
nent 1s registered as one of the plurality of component
attributes included in the attribute decision list stored on
the information recording medium, 1t the first compo-
nent attribute of the component 1s registered as one of the
plurality of component attributes, outputting the read
data recorded on said information recording medium to
the component;

(b) determining whether a second component attribute of
the component comprising information of a component
maker 1s registered as one of the plurality of component
attributes included 1n the attribute decision list stored on
the information recording medium, 1f the second com-
ponent attribute of the component is registered as one of
the plurality of component attributes, outputting the read
data recorded on said information recording medium to
the component;

(¢) determining whether a third component attribute of the
component comprising information of a component
model 1s registered as one of the plurality of component
attributes included in the attribute decision list stored on
the mnformation recording medium, if the third compo-
nent attribute of the component 1s registered as one of the
plurality of component attributes, outputting the read
data recorded on said information recording medium to
the component; and

(d) determiming whether a fourth component attribute of
the component comprising information of a component
version 1s registered as one of the plurality of component
attributes included in the attribute decision list stored on
the information recording medium, if the fourth compo-
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nent attribute of the component 1s registered as one of the additional component attribute, wherein said additional com-
plurality of component attributes, outputting the read ponent attribute comprises a component category, a produc-
data recorded on said information recording medium to tion time of the component, and a component version of
the component. compatible standards.

23. The computer readable medium storing a computer 5
program of claim 22, wherein the component includes an 0k ok k%
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