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BIOMETRIC CONVOLUTION USING
MULTIPLE BIOMETRICS

CROSS REFERENCE TO RELATED
APPLICATIONS

Priority 1s claimed from U.S. Provisional Application
60/603,126 filed Aug. 20, 2004.

FIELD OF THE INVENTION

This invention relates to biometrics, 1.e. the study of mea-

surable biological characteristics, and more particularly
relates to establishment of the identity of an individual
through his or her physiological or behavioral characteristics.

BACKGROUND OF THE INVENTION

Biometrics presents an accurate method for personal 1den-
tification and authentication. Biometric data that may be used
for 1dentification and authentication include, but are not lim-
ited to: facial characteristics; fingerprints; hand geometry;
capillary arrangement 1n the retina; 1r1s ring color; signature;
veln arrangement, €.g. on the back of the hand; voice tone,
pitch, cadence and frequency patterns; and DNA structure.

There are many applications where a secured identity 1s
usetul, e.g. for bank account access; security risk area access,
¢.g. Tor defense and secret or potentially dangerous research
and development; restricted materials obtainment, e.g. muni-
tions and other weapons and potentially dangerous chemicals
and biologic materials; and personal information security,
¢.g. medical records and information. As an example, 1n
healthcare applications, “health cards™ provide a convenient
method to expedite billing and claim processing, The infor-
mation that can be stored includes medical history, insurance
provider information and personal details. Identity thelit 1s a
serious problem 1n this area, as well as others, with an increas-
ing number of patients using stolen i1dentities to seek treat-
ment to which they are not entitled causing financial losses to
providers. Biometric identification 1n this area 1s thus an
answer to increasing 1dentity thett.

Although biometrics provides a reliable means of estab-
lishing the 1dentity of an individual, 1t presents 1ts own vul-
nerabilities. A current disadvantage of biometric 1dentifica-
tion 1s that passwords and tokens such as smart cards can be
reissued or revoked easily when they are compromised; how-
ever, 11 a biometric template 1s compromised, 1t cannot be
reissued since any given user has a limited number of biomet-
rics. There are also pertinent 1ssues of privacy when the same
biometric 1s used across several applications or organizations.
The major concern 1s the possible sharing and misuse of
biometric databases between organizations and agencies
without the user’s knowledge. Therefore a method and sys-
tem 1s required where the privacy and security of biometric
templates 1s ensured. Further the system should allow re-
enrollment and replacement of biometric data 11 the original
template 1s compromised.

Existing literature 1n fact suggests “cancelable” or “pri-
vate” biometrics as a method of securing biometric templates,
see ¢.g. Ratha et al., “Enhancing Security and Privacy 1n
Biometrics-based Authentication System”, IBM Systems
Journal, Vol. 40, No. 3, pp 614-634, 2001, incorporated by
reference as background art. In the Ratha et al. method, the
biometric 1s altered using a deterministic and fixed non-in-
vertible transformation (biometric hashing) before the tem-
plate 1s enrolled. However, it requires that transformation
parameters be stored along with the template representation.
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2

The secunity of this technique 1s based upon the assumption
that the transformation function and its parameters are secret.
But the transformation parameters can be compromised along
with the biometric template. Furthermore, 11 1t 1s required that
the representation of the biometric not be changed during the
process, the nature of the transformation, function or process
1s severely constrained. This implies that though the transior-
mation 1s non-mnvertible in principle, it may be tractable given
enough computational power.

SUMMARY OF THE INVENTION

In accordance with the present invention, a new system and
method 1s provided for ensuring the privacy and security of
biometric templates. We have used the term “Biometric Con-
volution” 1n conjunction with this new system and new
method. In the new system, biometric data 1s modified using
a non-invertible transformation somewhat similar to that of
Ratha et al., except that the non-invertible transformation 1s
derived using another biometric of the individual. Due to the
non-invertible nature of the conversion, and the fact that the
inherently complex nature of the starting biometric 1s used to
create the non-invertible transformation, 1t 1s not possible to
recover the original biometric data even 1f the template 1s
compromised. This method also allows for the re-1ssuance
and replacement of the template when required, simply by
using another starting biometric or using a different param-
cter set to create the non-invertible transformation. Another
advantage of this method 1s that the template representation 1s
not changed 1n the process allowing increased trustworthi-
ness and security of current systems without replacing exist-
ing biometric recognition devices or their contained formulas
or algorithms. In the method of the present invention, due to
the complexity and degrees of freedom in picking the starting
biometric data for the non-invertible transformation, and thus
in the biometric representation, recovery of the original bio-
metric data 1s intractable.

Stated more simply, the invention introduces an innovation
where the hashing or non-invertible transformation 1s 1tself
based upon biometric data. The method and system thus
presents several advantages over existing methods, 1n particu-
lar: (1) Since the transformation 1s derived using another bio-
metric, external transformation parameters or the second bio-
metric need not even be stored 1n the data base making 1t even
more difficult to compromise the templates., and (11) Where a
biometric of one individual closely resembles that of another,
false positives 1n recognition become probable. However, 1n
the case ol multiple biometrics, as in the present invention, the
chances of multiple biometrics of different individuals being
identical 1s statistically insignificant. Utilizing a personal but
statistically independent process to modily the original bio-
metric implies that false accept rates will be reduced, increas-
ing the accuracy of matching.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a flow diagram showing original feature (biomet-
ric) extraction and transformation of a biometric and storage
of the resulting transformed biometric 1n a system data base
for enrollment and secondary repeated feature (biometric)
extraction and transformation of the same biometric to obtain
an 1dentification result for comparison with the stored trans-
formed biometric(verification).

FIG. 2 1s a flow diagram showing various biometrics that
may be transformed using a biometric convolution based
upon another biometric. In this case fingerprint data.
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FIG. 3 1s a flow diagram showing parameterized hashing
function implemented using voice and face biometrics.

FI1G. 4 1s a flow diagram showing hashing of original bio-
metric minutiae (e.g. fingerprint data) in Cartesian space 1nto
Hash space using a transformation based upon signature bio-
metric data.

FIG. 5 shows a graphic flow chart for securing biometric
data in accordance with the present invention; and

FIG. 6 shows a flow chart for a computer program for use
in accordance with the present invention when a computer 1s
used for a biometric convolution 1 accordance with the

present invention.

DETAILED DESCRIPTION OF THE INVENTION

Biometrics such as fingerprint, face, and voice offers
means of reliable personal identification. However, unlike
passwords and personal 1dentification numbers (PINs) that
can be reset or replaced when compromised, when a biomet-
ric, such as the image of a face 1s stolen, 1t 1s compromised
forever and possibly across multiple systems.

A cancelable biometric template may be obtained by trans-
forming data obtained from the regular features using a non-
invertible transform, e.g. as shown i FIG. 1 where biometric
data B 1s extracted from a biometric B and submitted to a
one-way transform H( ) to obtain transformed data B, which
1s stored 1n a system data base DB. When verification of
identity is to be made data B_* is obtained by extraction from
the same biometric B and again submitted to the same trans-
form function H( ) to obtain comparative transtformed 1nfor-
mation B.,” which is compared to stored transformed infor-
mation B, 1n a matching module using a comparison
tfunction M( ) to compare the two sets of transtformed data to

determine identity match.

The most commonly used non-invertible transform 1s a one
way hash function. Hashing techmques are frequently used in
password based systems. In this approach, the password itself
1s not stored in the database. Instead, the password 1s hashed
using a transform function H( ) and the resulting obfuscated
text 1s stored. However, 1n approaches in the prior art a pass-
word or other information required for the conversion 1s
stored for use, 1.e. all information for using the transform
function T( ), e.g. hashing function H( ) 1s stored in the
database and the system 1s thus more likely susceptible to
corruption.

Instead, in accordance with the present invention, the result
H(B,) of a one way transform function T( ), which may be a
hashing function H( ) upon data from a first biometric B, 1s
stored as an ID Code. The transform function T( ) 1s 1tself a
function of at least one additional biometric B,, usually 1n
addition to a secret supplemental code. During verification,
1.e. confirmation of the 1dentity of a particular individual, a
second 1nput B,' 1s hashed then compared to the previously
stored ID Code. In accordance with the present invention, the
results of hashing functions are compared (matched) to pro-
vide a positive 1dentification. The comparison 1s done in
hashed space, 1.e. the hashing results are compared rather than
the original biometric data which i1s not reachable and may not
even be stored. Different transform equations may be used 1n
the present invention to protect the original biometric data so
long as 1n the particular application the original biometric
data and transform function are the same. Thus even 1f the
stored ID Code 1s compromised, an individual can be re-
enrolled simply by changing the transformation by using a
different supplemental code or a different additional biomet-
ric to obtain an entirely different 1D Code.
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In the cancelable biometric method of the invention, as
seen 1n FIG. 2, an original biometric B, 1s altered through a
non-invertible transformation function T(B,), e.g. hashing
function H(B, ), which hashing function 1s 1tseltf a function of
at least one other biometric (as shown 1n FIG. 2, H( )=F(B.,,
B;, B.), to yield the transformed biometric B, . The transior-
mation 1s non-invertible but repeatable. As shown 1n FIG. 2
the transformation 1s parametized by the secondary biomet-
rics. The advantage to this approach is that secondary biomet-
rics {B,, Bs, . .. B, } need not even be stored in the database
making the system very secure. For example, as seen in FIG.
3, face and voice biometric data can be used to construct a new
cancelable biometric template. For example speech may be
the primary biometric data to be transformed (B _) that has to
be secured and the face biometric (B,) may be used to gener-
ate the umique transier function. In such a case, when a user
presents himsell or herself for authentication, a one way
secret transtormation function T(B, K) 1s applied to the origi-
nal voice data (B, ) to generate a new biometric template (B,),
which henceforth 1s used 1n all processing. The key K may be
changed to yield different transformation functions allowing
re-enrollment users using the same biometrics B, and B or the
B,biometric may be changed to some other biometric. The
advantage of K 1s that the same biometric information may be
used for i1dentification. The transformation in this example
may be achieved through a parametized digital filter that
alters the frequency content of the original voice signal. The
parameters may specily gain at different frequencies and will
be based on features (e.g. eigenface features) dertved from the
feature extraction module. Such a system 1s robust to minor
changes 1n filter parameters due to variation in biometrics B _
and Band does not significantly alter the spectral shaping. In
order to circumvent such a system, an attacker should have
access to a reproduction of the user’s biometrics B, and B .and
should also know the secret key K and details of the transfor-
mation function T( ). Circumventing all these measures
would be exceedingly difficult making the method and sys-
tem extremely secure and reliable.

As a further example, fingerprints are usually matched
using minutiae points. Let the set of N minutiae points be
represented as S{P,,P,, ... P, }, FIG. 4 at (a), each of which
is usually represented as a tuple p{x, v, 0}. Mapping between
S (Cartesian space)—H (hashed space), 1s done using the
signature of the individual in the transformation function.
Furthermore each subset of points P,, P,, .. . P, can be used
to derive K points in the hash space through linear or non-
linear mappings defined by 1, (P,, P,, ... P, ), L,(P,, P,, . ..
P ,)... 1, (P,P,...Pys), M,=N. The matching 1s then made
with the resulting modified minutiae consisting of points (h,,
h,, ... hg,,) Q=N. Unlike signal domain and teature domain
distortions, 1t1s to be noted that original features are no longer
retained thus 1t 1s not possible to recover original features
even 11 the template 15 compromised.

FIG. 5 shows a graphic tlow chart for securing biometric
data 1 accordance with the present immvention and FIG. 6
shows a flow chart for a computer program for use in accor-
dance with the present invention.

What is claimed 1s:

1. An apparatus for converting a first biometric to an 1rre-
versibly altered biometric comprising a computer containing,
a program for calculating the irreversibly altered biometric
by: a) Utilizing the program within a computer for parameter-
1zing a non-invertible transform function using at least one
biometric; and b) Utilizing the program within the computer
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for converting an additional biometric to an irreversibly
altered biometric using the parameterized non-invertible
transform function from step a.

2. The apparatus of claim 1 wherein the apparatus includes
a scanner for obtaining information for a first biometric
selected from the group consisting of fingerprints, facial fea-
tures, vein arrangement, capillary arrangement and color and

a digitizer for digitizing such information for iput into the
parameterized non-invertible transform function.

3. The apparatus of claim 1 wherein the first biometric 1s
voice information and the apparatus includes a sensor for
obtaining voice information.

4. a method for securing biometric data using multiple
biometrics comprising the step of:

a) Utilizing a program within a computer for parameteriz-
ing a non-invertible transform function using at least one
biometric; and
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b) utilizing a program within the computer for converting
an additional biometric to an irreversibly altered biomet-
ric using the parameterized non-invertible transform
function from step a.

5. The method of claim 4 wherein a plurality of additional

biometrics are used to parameterize the non-invertible trans-
form function.

6. The method of claim 4 wherein the first and additional
biometrics are selected from the group consisting of facial
characteristics; {fingerprints; hand geometry; capillary
arrangement in the retina; iris ring color; signature; vein
arrangement; voice characteristics; and DNA structure.

7. The method of claim 4 wherein the conversion 1s accom-
plished by substituting digitized biometric parameters of the
first biometric into the parameterized non-invertible trans-
form function to obtain the irreversibly altered biometric.
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