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1

DISK ARRAY DEVICE, PARITY DATA
GENERATING CIRCUIT FOR RAID AND
GALOIS FIELD MULTIPLYING CIRCUIT

This application claims priority to prior application JP
2003-386997, the disclosure of which 1s incorporated herein
by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a disk array device, a parity
data generating circuit for RAID (Redundant Array of Inde-
pendent Disks) and a Galois field multiplying circuit, and
particularly, relates to a disk array device of RAID®6, a parity
data generating circuit for RAID and a Galois field multiply-
ing circuit requiring high reliability and high performance.

2. Description of the Related Art

In the disk array device for storing important data, reliabil-
ity 1s increased by a RAID technique or the like convention-
ally known, and plural RAID systems of RAIDO to RAIDS5
have been defined. However, 1n recent years, a system of
RAID6 improving these plural RAID systems has appeared
and a further improvement of reliability 1s required.

The reliability of hardware of the disk array device itself 1s
also required. In data transfer, a mechanism for adding a
check code of data guarantee such as parity and ECC (Error
Correcting Code) and preventing the transier data from being
changed 1nto another code has been indispensable.

In particular, in the RAID6 recently defined, 1t 1s necessary
to multiply the Galois field upon treating data. With respect to
its arithmetic results, a new mechanism for improving reli-
ability such as reflection of parity for securing the justitying
property of data 1s required.

For example, a RAID device for realizing the RAID6 by
using an extension Galois field GF(2™) capable of treating 16
kinds of data in the calculation of parity 1s known (see Japa-
nese Unexamined Patent Publication (JP-A) No. 2000-
259359). Hereinatter, the extension Galois field 1s suitably
simply called Galois field.

FIG. 1 shows a circuit construction for generating parity
data for RAID 1n the prior art. In transier data 20-1 from a
memory, the circuit 1s constructed such that data 20-2, parity
20-3 and a multiplication coetficient 204 of the Galois field
with respect to these data 20-2 are transferred. With respect to
the data 20-2 themselves, a parity check 1s made by a parity
check circuit 20-5 (see “A Tutorial on Reed-Solomon Coding
for Fault-Tolerance 1n RAID-like System”™ James S. Plank,

Department of Computer Science University of Tennessee,
Feb. 19, 1999)

An arithmetic calculation using a Galois field multiplying
circuit 20-6 1s made by designating the multiplication coetli-
cient 20-4 for these data 20-2 so that data 20-7 for RAID are
generated. After this generation, the parity for the data 20-7 1s
generated by a parity generating circuit 20-8. Thus, the jus-
tifying property of the data 20-2 from the memory 1s guaran-
teed by the parity check circuit 20-5.

In a data guaranteeing circuit in the conventional method as
shown 1n FIG. 1, there 1s an effect 1n a logic failure or the like.
However, no failure of hardware can be found when a break-
ing point 1s narrowed down to a certain one point as 1n dete-
rioration due to a change with the passage of time within LSI
(Large Scaled Integration) and a short circuit.

This problem will be explained in the circuit construction
of FIG. 1. Specifically, a state guaranteeing no data 20-2 1s
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attained because no parity error can be detected even 1f the
parity error 1s generated when the parity check circuit 20-5 for
guaranteeing data 1s broken.

Further, data having no problem are used upon checking,
the error. However, when the Galois field multiplying circuit
20-6 1s broken, its arithmetic result 1s converted into data
except for an object and parity 20-12 1s simultaneously newly
given again by the parity generating circuit 20-8 existing after
this conversion. No parity error 1s detected even when the data
20-7 are converted in error. The parity data QQ for RAID finally
generated cause a data changing state, which becomes a fatal
wound as a disk array system.

In order to avoid such a problem, proposal has been made
of a conventional technique for doubling the Galois field
multiplying circuit 20-6 itself and comparing the mutual
arithmetic results. However, when an error signal 1tself show-
ing the comparing result 1s broken by a short circuit, no effect
can be shown at all.

In the disk array device of RAID6 requiring high reliability,
the event that these abnormal data are considered as effective
data should not be caused.

SUMMARY OF THE INVENTION

It 1s a first object of the present invention to provide a disk
array device of RAID6 of high reliability capable of reliably
guaranteeing data by parity with respect to the data, a check
code of ECC even 1n the Galois field multiplying circuit.

It 15 a second object of the present invention to provide a
parity data generating circuit for RAID for realizing the disk
array device of RAID6 and reliably preventing the data
change including a failure and checking the justifying prop-
erty of the data.

It 1s a third object of the present invention to provide a
Galois field multiplying circuit suitably used 1n the parity data
generating circuit for RAID for realizing the disk array device
of RAIDS®G.

It 1s a fourth object of the present invention to provide a
parity data generating method for RAID for realizing the disk
array device of RAID6 and reliably preventing the data
change including a failure and checking the justifying prop-
erty of the data.

A disk array device of the present invention 1s character-
1zed 1n that data are converted by using a Galois field multi-
plying table symmetrical longitudinally and transversally and
made by a multiplying calculation of the Galois field of
GF(2%), and index table information of the transversal direc-
tion and index table information of the longitudinal direction
are extracted from the Galois field multiplying table, and a
failure of a circuit 1s detected by comparing both the index
table information.

The disk array device of the present invention is also char-
acterized in that two kinds of index table information for data
for making the multiplying calculation and index table infor-
mation for a check code annexed to these data are generated
as the index table information.

The disk array device of the present invention 1s further
characterized in that the failure of the circuit 1s detected by
arithmetically performing an XOR logic operation of a bit
unit of the index table information, and detecting that it 1s a
value except for zero.

Furthermore, the disk array device of the present invention
1s characterized 1n that the data for making the multiplying
calculation of the Galois field are decomposed into plural
data, and processing 1s performed by dividing these data into
decomposing data for performing the conversion by using the
index table information of the longitudinal direction, and
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decomposing data for performing the conversion by using the
index table information of the transversal direction.

The disk array device of the present invention 1s also char-
acterized 1n that the check code annexed to the data for mak-
ing the multiplying calculation of the Galois field 1s decom-
posed into plural check codes, and processing 1s performed by
dividing these check codes into a decomposing check code
for performing the conversion by using the index table imnfor-
mation of the longitudinal direction, and a decomposing
check code for performing the conversion by using the index
table information of the transversal direction.

The disk array device of the present invention 1s further
characterized 1n that the decomposing check code with
respect to the decomposing data 1s converted by using the
index table information of the longitudinal direction when
these decomposing data are converted by using the imdex
table information of the transversal direction, and the decom-
posing check code with respect to the decomposing data 1s
converted by using the index table information of the trans-
versal direction when these decomposing data are converted
by using the index table information of the longitudinal direc-
tion, so that the decomposing data and the decomposing
check code as a pair are converted by using the index table
information different from each other.

Furthermore, the disk array device of the present invention
1s characterized 1n that the index table information of the
longitudinal direction 1s a longitudinal conversion table for
data, and the index table information of the transversal direc-
tion 1s a transversal conversion table for data.

The disk array device of the present invention 1s also char-
acterized 1n that the index table information of the longitudi-
nal direction 1s a longitudinal conversion table for data and a
longitudinal inverting table for a check code, and the index
table information of the transversal direction 1s a transversal
conversion table for data and a transversal inverting table for
a check code.

Further, the disk array device of the present invention 1s
characterized 1n that the check code 1s parity with respect to
the data.

Furthermore, the disk array device of the present invention
1s characterized 1n that the check code 1s ECC with respect to
the data.

On the other hand, the disk array device of the present
invention 1s characterized in that data are converted by using
a Galois field multiplying table symmetrical longitudinally
and transversally and made by a multiplying calculation of
the Galois field of GF(2%), and index table information of the
transversal direction and 1index table information of the lon-
gitudinal direction are extracted from the Galois field multi-
plying table, and a failure of a circuit 1s detected by comparing,
both the index table information.

The parity data generating circuit for RAID 1n the present
invention 1s also characterized in that two kinds of index table
information for data for making the multiplying calculation
and 1ndex table information for a check code annexed to these
data are generated as the index table information.

The parity data generating circuit for RAID 1n the present
invention 1s further characterized in that the failure of the
circuit 1s detected by arithmetically performing an XOR logic
operation of a bit unit of the index table information, and
detecting that 1t 1s a value except for zero.

Furthermore, the parity data generating circuit for RAID in
the present mvention 1s characterized in that the data for
making the multiplying calculation of the Galois field are
decomposed into plural data, and processing 1s performed by
dividing these data into decomposing data for performing the
conversion by using the index table information of the longi-
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tudinal direction, and decomposing data for performing the
conversion by using the index table information of the trans-
versal direction.

The parity data generating circuit for RAID in the present
invention 1s also characterized 1n that the check code annexed
to the data for making the multiplying calculation of the
Galois field 1s decomposed into plural check codes, and pro-
cessing 1s performed by dividing these check codes nto a
decomposing check code for performing the conversion by
using the index table information of the longitudinal direc-
tion, and a decomposing check code for performing the con-
version by using the index table information of the transversal
direction.

The parity data generating circuit for RAID 1n the present
invention 1s further characterized in that the decomposing
check code with respect to the decomposing data 1s converted
by using the index table information of the longitudinal direc-
tion when these decomposing data are converted by using the
index table information of the transversal direction, and the
decomposing check code with respect to the decomposing
data 1s converted by using the index table information of the
transversal direction when these decomposing data are con-
verted by using the index table information of the longitudinal
direction, so that the decomposing data and the decomposing
check code as a pair are converted by using the index table
information different from each other.

Furthermore, the parity data generating circuit for RAID 1n
the present invention 1s characterized in that the Galois field
multiplying circuit has a Galois field multiplying table; a
longitudinal index table making circuit for generating the
index table information of the longitudinal direction by
indexing the Galois field multiplying table from the longitu-
dinal direction by using a multiplication coelficient; a trans-
versal index table making circuit for generating the index
table information of the transversal direction by indexing the
Galois field multiplying table from the transversal direction
by using the multiplication coefficient; a table check circuit
for checking whether the generated index table information 1s
correct; an upper order data converting circuit and a lower
order data converting circuit for dividing data from the gen-
crated index table information into an upper order data por-
tion and a lower order data portion and converting these data
into data for RAID; and an upper order parity inverting circuit
and a lower order parity inverting circuit for dividing parity
with respect to the data from the generated index table infor-
mation nto an upper order parity portion and a lower order
parity portion and converting this parity into parity with
respect to the data for RAID.

The parity data generating circuit for RAID in the present
invention 1s also characterized in that the Galois field multi-
plying circuit has a Galois field multiplying table; a longitu-
dinal index table making circuit for generating the index table
information of the longitudinal direction by indexing the
Galois field multiplying table from the longitudinal direction
by using a multiplication coelficient; a transversal index table
making circuit for generating the index table information of
the transversal direction by indexing the Galois field multi-
plying table from the transversal direction by using the mul-
tiplication coellicient; a table check circuit for checking
whether the generated imndex table information 1s correct; an
even data converting circuit and an odd data converting circuit
for dividing data from the generated index table information
into an even data position and an odd data position and con-
verting these data into data for RAID; and an even parity
inverting circuit and an odd parity inverting circuit for divid-
ing parity with respect to the data from the generated index
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table information into an even parity position and an odd
parity position and converting this parity into parity with
respect to the data for RAID.

The parity data generating circuit for RAID 1n the present
invention 1s further characterized in that the Galois field mul-
tiplying circuit has a Galois field multiplying table; a longi-
tudinal index table making circuit for generating the imndex
table mnformation of the longitudinal direction by indexing
the Galois field multiplying table from the longitudinal direc-
tion by using a multiplication coetlicient; a transversal index
table making circuit for generating the index table informa-
tion of the transversal direction by imndexing the Galois field
multiplying table from the transversal direction by using the
multiplication coetlicient; a table check circuit for checking,
whether the generated imndex table information 1s correct; an
upper order data converting circuit and a lower order data
converting circuit for dividing data from the generated index
table information into an upper order data portion and a lower
order data portion and converting these data into data for
RAID; and an ECC converting circuit for converting ECC
with respect to the data into ECC with respect to the data for
RAID.

Furthermore, the parity data generating circuit for RAID in
the present invention 1s characterized 1n that the index table
information of the longitudinal direction 1s a longitudinal
conversion table for data, and the index table information of
the transversal direction 1s a transversal conversion table for
data.

The parity data generating circuit for RAID 1n the present
invention 1s also characterized 1n that the index table infor-
mation of the longitudinal direction 1s a longitudinal conver-
sion table for data and a longitudinal 1nverting table for a
check code, and the index table information of the transversal
direction 1s a transversal conversion table for data and a
transversal inverting table for a check code.

The parity data generating circuit for RAID 1n the present
invention 1s further characterized in that the check code is
parity with respect to the data.

Furthermore, the parity data generating circuit for RAID in
the present invention 1s characterized in that the check code 1s
ECC with respect to the data.

The parity data generating circuit for RAID 1n the present
invention 1s also characterized in that the parity data generat-
ing circuit for RAID comprises:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
verting table for data by indexing the Galois field multiplying,
table from the longitudinal direction by using a multiplication
coefficient:

a transversal index table making circuit for generating a
transversal converting table for data and a transversal invert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coeflicient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by the longi-
tudinal index table making circuit by each decomposing data
ol an upper order data portion of data, and obtaining a mul-
tiplying result of the Galois field;

a lower order data converting circuit for selecting the trans-
versal converting table for data generated by the transversal
index table making circuit by each decomposing data of a
lower order data portion of data, and obtaining a multiplying

result of the Galois field:
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an upper order parity inverting circuit for obtaining an
inverting result of an upper order parity portion 1n which an
XOR logic operation 1s performed with respect to each
decomposing parity of the upper order parity portion of the
parity and the multiplying result of the Galois field obtained
by selecting the transversal inverting table for parity gener-
ated by the transversal index table making circuit by each
decomposing data of the upper order data portion of the data;

a lower order parity imverting circuit for obtaining an
iverting result of the lower order parity 1n which the XOR
logic operation 1s performed with respect to each decompos-
ing parity of the lower order parity portion of the parity and
the multiplying result of the Galois field obtained by selecting,
the longitudinal 1nverting table for parity generated by the
longitudinal index table making circuit by each decomposing
data of the upper order data portion of the data;

a table check circuit for data conversion for comparing and
checking the longitudinal converting table for data generated
by the longitudinal index table making circuit and the trans-
versal converting table for data generated by the transversal
index table making circuit;

a table check circuit for parity inversion for comparing and
checking the longitudinal inverting table for parity generated
by the longitudinal index table making circuit, and the trans-
versal mnverting table for parity generated by the transversal
index table making circuit;

a first table zero check circuit for checking that the XOR
logic of each bit series of the longitudinal converting table for
data generated by the longitudinal index table making circuat,
or the transversal converting table for data generated by the
transversal index table making circuit 1s zero;

a second table zero check circuit for checking that the XOR
logic of a bit series of the longitudinal inverting table for
parity generated by the longitudinal index table making cir-
cuit, or the transversal inverting table for parity generated by
the transversal index table making circuit 1s zero;

a parity check circuit for checking the parity of data by
using the data generated by the upper order data converting
circuit and the lower order data converting circuit, and the
parity generated by the upper order parity inverting circuit
and the lower order parity mverting circuit;

an XOR circuit for performing the XOR logic arithmetic
operation with respect to the data generated by the upper
order data converting circuit and the lower order data con-
verting circuit, and the parity generated by the upper order
parity mverting circuit and the lower order parity inverting
circuit; and

a butler for accumulating the arithmetic result of the XOR
circuit as parity data for RAID.

The parity data generating circuit for RAID in the present
invention 1s further characterized in that the parity data gen-

erating circuit for RAID comprises:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
verting table for data by indexing the Galois field multiplying
table from the longitudinal direction by using a multiplication
coefficient:

a transversal index table making circuit for generating a
transversal converting table for data and a transversal invert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coelficient;

an even data converting circuit for selecting the longitudi-
nal converting table for data generated by the longitudinal
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index table making circuit by each decomposing data of an
even data position of data, and obtaining a multiplying result

of the Galois field;

an odd data converting circuit for selecting the transversal
converting table for data generated by the transversal index
table making circuit by each decomposing data of an odd data
position of data, and obtaining a multiplying result of the

(Galois field;

an even parity mverting circuit for obtaining an inverting,
result of the even parity 1n which an XOR logic operation 1s
performed with respect to each decomposing parity of the
upper order parity portion of the parity and the multiplying
result of the Galois field obtained by selecting the transversal
iverting table for parity generated by the transversal index
table making circuit by each decomposing data of the even
data position of the data;

an odd parity mverting circuit for obtaining an inverting
result of the odd parity in which the XOR logic operation 1s
performed with respect to each decomposing parity of the
lower order parity portion of the parity and the multiplying
result of the Galois field obtained by selecting the longitudi-
nal inverting table for parity generated by the longitudinal
index table making circuit by each decomposing data of the
odd data position of the data;

a table check circuit for data conversion for comparing and
checking the longitudinal converting table for data generated
by the longitudinal index table making circuit and the trans-
versal converting table for data generated by the transversal
index table making circuait;

a table check circuit for parity inversion for comparing and
checking the longitudinal inverting table for parity generated
by the longitudinal index table making circuit, and the trans-
versal inverting table for parity generated by the transversal
index table making circuait;

a {irst table zero check circuit for checking that the XOR
logic of each bit series of the longitudinal converting table for
data generated by the longitudinal index table making circuit,
or the transversal converting table for data generated by the
transversal index table making circuit 1s zero;

a second table zero check circuit for checking that the XOR
logic of a bit series of the longitudinal 1verting table for
parity generated by the longitudinal index table making cir-
cuit, or the transversal inverting table for parity generated by
the transversal index table making circuit 1s zero;

a parity check circuit for checking the parity of data by
using the data generated by the upper order data converting,
circuit and the lower order data converting circuit, and the
parity generated by the upper order parity imverting circuit
and the lower order parity inverting circuit;

an XOR circuit for performing the XOR logic arithmetic
operation with respect to the data generated by the upper
order data converting circuit and the lower order data con-
verting circuit, and the party generated by the upper order
parity mnverting circuit and the lower order parity inverting,
circuit; and

a buffer for accumulating the arithmetic result of the XOR
circuit as parity data for RAID.

Furthermore, the parity data generating circuit for RAID in
the present invention 1s characterized in that the parity data
generating circuit for RAID comprises:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

an ECC converting table corresponding to each decompos-
ing data of the data;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
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verting table for data by indexing the Galois field multiplying
table from the longitudinal direction by using a multiplication
coelficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal 1nvert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coelficient;

an ECC index table making circuit for generating a con-
version table for ECC by indexing the ECC converting table
by using the multiplication coetlicient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by the longi-
tudinal index table making circuit by each decomposing data
ol an upper order data portion of data, and obtaining a mul-
tiplying result of the Galois field;

a lower order data converting circuit for selecting the trans-
versal converting table for data generated by the transversal
index table making circuit by each decomposing data of a
lower order data portion of data, and obtaining a multiplying
result of the Galois field:

an ECC converting circuit for selecting the ECC converting,
table generated by the ECC index table making circuit by
cach decomposing data of the data, and converting the ECC
with respect to the data mto ECC with respect to data for
RAID;

a table check circuit for data conversion for comparing and
checking the longitudinal converting table for data generated
by the longitudinal index table making circuit and the trans-
versal converting table for data generated by the transversal
index table making circuit;

a table check circuit for parity inversion for comparing and
checking the longitudinal inverting table for parity generated
by the longitudinal index table making circuit, and the trans-
versal mnverting table for parity generated by the transversal
index table making circuit;

a first table zero check circuit for checking that the XOR
logic of each bit series of the longitudinal converting table for
data generated by the longitudinal index table making circuat,
or the transversal converting table for data generated by the
transversal index table making circuit 1s zero;

a second table zero check circuit for checking that the XOR
logic of a bit series of the longitudinal inverting table for
parity generated by the longitudinal index table making cir-
cuit, or the transversal inverting table for parity generated by
the transversal index table making circuit 1s zero;

an ECC check circuit for checking the ECC with respect to
the data by using the data generated by the upper order data
converting circuit and the lower order data converting circuit
and the ECC generated by the ECC converting circuit;

an XOR circuit for performing the XOR logic arithmetic
operation with respect to the data generated by the upper
order data converting circuit and the lower order data con-
verting circuit and the ECC generated by the ECC converting
circuit; and

a butler for accumulating the arithmetic result of the XOR
circuit as parity data for RAID.

On the other hand, a Galois field multiplying circuit of the
present 1vention 1s characterized in that the Galois field
multiplying circuit comprises a Galois field multiplying
table; a longitudinal index table making circuit for generating,
the index table information of the longitudinal direction by
indexing the Galois field multiplying table from the longitu-
dinal direction by using a multiplication coelficient; a trans-
versal index table making circuit for generating the index
table information of the transversal direction by indexing the
Galois field multiplying table from the transversal direction
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by using the multiplication coellicient; an upper order data
converting circuit and a lower order data converting circuit for
dividing data from the generated index table information into
an upper order data portion and a lower order data portion and
converting these data into data for RAID; and an upper order
parity 1verting circuit and a lower order parity inverting
circuit for dividing parity with respect to the data from the
generated index table information 1mto an upper order parity
portion and a lower order parity portion and converting this
parity into parity with respect to the data for RAID.

The Galois field multiplying circuit of the present inven-
tion 1s also characterized 1n that the Galois field multiplying
circuit comprises a Galois field multiplying table; a longitu-
dinal index table making circuit for generating the index table
information of the longitudinal direction by indexing the
Galois field multiplying table from the longitudinal direction
by using a multiplication coefficient; a transversal index table
making circuit for generating the index table information of
the transversal direction by indexing the Galois field multi-
plying table from the transversal direction by using the mul-
tiplication coetlicient; an even data converting circuit and an
odd data converting circuit for dividing data from the gener-
ated index table information 1nto an even data position and an
odd data position and converting these data into data for
RAID; and an even parity inverting circuit and an odd parity
iverting circuit for dividing parity with respect to the data
from the generated index table information 1nto an even parity
position and an odd parity position and converting this parity
into parity with respect to the data for RAID.

The Galois field multiplying circuit of the present mven-
tion 1s further characterized 1n that the Galois field multiply-
ing circuit comprises a Galois field multiplying table; a lon-
gitudinal index table making circuit for generating the index
table information of the longitudinal direction by indexing
the Galois field multiplying table from the longitudinal direc-
tion by using a multiplication coeltficient; a transversal index
table making circuit for generating the index table informa-
tion of the transversal direction by indexing the Galois field
multiplying table from the transversal direction by using the
multiplication coellicient; an upper order data converting cir-
cuit and a lower order data converting circuit for dividing data
from the generated index table information into an upper
order data portion and a lower order data portion and convert-
ing these data into data for RAID; and an ECC converting
circuit for converting ECC with respect to the data into ECC
with respect to the data for RAID.

Furthermore, the Galois field multiplying circuit of the
present invention 1s characterized in that the Galois field
multiplying circuit comprises:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
verting table for data by indexing the Galois field multiplying
table from the longitudinal direction by using a multiplication
coelficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal invert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coeflicient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by the longi-
tudinal index table making circuit by each decomposing data
of an upper order data portion of data, and obtaining a mul-
tiplying result of the Galois field;
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a lower order data converting circuit for selecting the trans-
versal converting table for data generated by the transversal
index table making circuit by each decomposing data of a
lower order data portion of data, and obtaining a multiplying
result of the Galois field;

an upper order parity inverting circuit for obtaining an
inverting result of an upper order parity portion 1n which an
XOR logic operation 1s performed with respect to each
decomposing parity of the upper order parity portion of the
parity and the multiplying result of the Galois field obtained
by selecting the transversal inverting table for parity gener-
ated by the transversal index table making circuit by each
decomposing data of the upper order data portion of the data;
and

a lower order parity imverting circuit for obtaining an
iverting result of the lower order parity 1n which the XOR
logic operation 1s performed with respect to each decompos-
ing parity of the lower order parity portion of the parity and
the multiplying result of the Galois field obtained by selecting,
the longitudinal 1nverting table for parity generated by the
longitudinal index table making circuit by each decomposing
data of the upper order data portion of the data.

The Galois field multiplying circuit of the present inven-
tion 1s also characterized 1n that the Galois field multiplying
circuit comprises:

a (Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
verting table for data by indexing the Galois field multiplying
table from the longitudinal direction by using a multiplication
coefficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal invert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coelficient;

an even data converting circuit for selecting the longitudi-
nal converting table for data generated by the longitudinal
index table making circuit by each decomposing data of an

even data position of data, and obtaiming a multiplying result
of the Galois field;

an odd data converting circuit for selecting the transversal
converting table for data generated by the transversal index
table making circuit by each decomposing data of an odd data

position of data, and obtaining a multiplying result of the
(Galois field;

an even parity inverting circuit for obtaining an inverting
result of the even parity 1n which an XOR logic operation 1s
performed with respect to each decomposing parity of the
upper order parity portion of the parity and the multiplying
result of the Galois field obtained by selecting the transversal
inverting table for parity generated by the transversal index
table making circuit by each decomposing data of the even
data position of the data; and

an odd parity mverting circuit for obtaining an nverting,
result of the odd parity 1n which the XOR logic operation 1s
performed with respect to each decomposing parity of the
lower order parity portion of the parity and the multiplying
result of the Galois field obtained by selecting the longitudi-
nal mverting table for parity generated by the longitudinal
index table making circuit by each decomposing data of the
odd data position of the data.

The Galois field multiplying circuit of the present inven-
tion 1s further characterized 1n that the Galois field multiply-
Ing circuit comprises:
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a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

an ECC converting table corresponding to each decompos-
ing data of the data;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal con-
verting table for data by indexing the Galois field multiplying,
table from the longitudinal direction by using a multiplication
coefficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal invert-
ing table for parity by indexing the Galois field multiplying
table from the transversal direction by using the multiplica-
tion coeflicient;

an ECC 1ndex table making circuit for generating a con-
version table for ECC by indexing the ECC converting table
by using the multiplication coellicient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by the longi-
tudinal index table making circuit by each decomposing data
of an upper order data portion of data, and obtaining a mul-
tiplying result of the Galois field;

a lower order data converting circuit for selecting the trans-
versal converting table for data generated by the transversal
index table making circuit by each decomposing data of a

lower order data portion of data, and obtaining a multiplying
result of the Galozis field; and

an ECC converting circuit for selecting the ECC converting,
table generated by the ECC index table making circuit by
cach decomposing data of the data, and converting the ECC

with respect to the data mto ECC with respect to data for
RAID.

In addition, a parity data generating method for RAID in
the present mvention 1s characterized in that data are con-
verted by using a Galois field multiplying table symmetrical

longitudinally and transversally and made by a multiplying
calculation of the Galois field of GF(2%), and index table

information of the transversal direction and 1ndex table infor-
mation of the longitudinal direction are extracted from the
Galois field multiplying table, and a failure of a circuit 1s
detected by comparing both the index table information.

The parity data generating method for RAID in the present
invention 1s also characterized in that two kinds of index table
information for data for making the multiplying calculation
and 1ndex table mnformation for a check code annexed to these
data are generated as the index table information.

The parity data generating method for RAID in the present
invention 1s further characterized in that the value of zero 1s
detected by arithmetically performing an XOR logic opera-
tion of a bit unit of the index table information.

Furthermore, the parity data generating method for RAID
in the present invention 1s characterized in that the data for
making the multiplying calculation of the Galois field are
decomposed into plural data, and processing 1s performed by
dividing these data into decomposing data for performing the
conversion by using the index table information of the longi-
tudinal direction, and decomposing data for performing the
conversion by using the mdex table information of the trans-
versal direction.

The parity data generating method for RAID in the present
invention 1s also characterized 1n that the check code annexed
to the data for making the multiplying calculation of the
Galois field 1s decomposed into plural check codes, and pro-
cessing 1s performed by dividing these check codes into a
decomposing check code for performing the conversion by
using the index table information of the longitudinal direc-
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tion, and a decomposing check code for performing the con-
version by using the index table information of the transversal
direction.

The parity data generating method for RAID 1n the present
invention 1s further characterized in that the decomposing
check code with respect to the decomposing data 1s converted
by using the index table information of the longitudinal direc-
tion when these decomposing data are converted by using the
index table information of the transversal direction, and the
decomposing check code with respect to the decomposing
data 1s converted by using the index table information of the
transversal direction when these decomposing data are con-
verted by using the index table information of the longitudinal
direction, so that the decomposing data and the decomposing
check code as a pair are converted by using the index table
information different from each other.

Furthermore, the parity data generating method for RAID
in the present invention 1s characterized 1n that the parity data
generating method includes a process for generating the
index table information of the longitudinal direction by
indexing the Galois field multiplying table from the longitu-
dinal direction by using a multiplication coellicient; a process
for generating the index table information of the transversal
direction by indexing the Galois field multiplying table from
the transversal direction by using the multiplication coetfi-
cient; a process for checking whether the generated index
table information 1s correct; a process for dividing data from
the generated index table information into an upper order data
portion and a lower order data portion and converting these
data into data for RAID; and a process for dividing parity with
respect to the data from the generated index table information
into an upper order parity portion and a lower order parity
portion and converting this parity into parity with respect to
the data for RAID.

The parity data generating method for RAID 1n the present
invention 1s also characterized in that the parity data generat-
ing method includes a process for generating the index table
information of the longitudinal direction by indexing the
Galois field multiplying table from the longitudinal direction
by using a multiplication coetlicient; a process for generating
the index table information of the transversal direction by
indexing the Galois field multiplying table from the transver-
sal direction by using the multiplication coeflicient; a process
tor checking whether the generated index table information 1s
correct; a process for dividing data from the generated index
table information 1nto an even data position and an odd data
position and converting these data into data for RAID; and a
process for dividing parity with respect to the data from the
generated index table information into an even parity position
and an odd parity position and converting this parity into
parity with respect to the data for RAID.

The parity data generating method for RAID 1n the present
invention 1s further characterized in that the parity data gen-
erating method includes a process for generating the index
table mformation of the longitudinal direction by indexing
the Galozis field multiplying table from the longitudinal direc-
tion by using a multiplication coetlicient; a process for gen-
erating the index table information of the transversal direction
by indexing the Galois field multiplying table from the trans-
versal direction by using the multiplication coellicient; a pro-
cess for checking whether the generated index table informa-
tion 1s correct, a process for converting data from the
generated index table information nto data for RAID; and a
process for converting ECC with respect to the data into ECC
with respect to the data for RAID.

Furthermore, the parity data generating method for RAID
in the present invention 1s characterized in that the index table
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information of the longitudinal direction 1s a longitudinal
conversion table for data, and the index table information of
the transversal direction 1s a transversal conversion table for
data.

The parity data generating method for RAID in the present
invention 1s also characterized 1n that the index table infor-
mation of the longitudinal direction 1s a longitudinal conver-
sion table for data and a longitudinal inverting table for a
check code, and the index table information of the transversal
direction 1s a transversal conversion table for data and a
transversal inverting table for a check code.

The parity data generating method for RAID in the present
invention 1s further characterized in that the check code 1s
parity with respect to the data.

Furthermore, the parity data generating method for RAID
in the present invention 1s characterized in that the check code
1s ECC with respect to the data.

FIG. 2 shows the construction of a parity data generating
circuit for RAID for realizing RAID6 of the present mven-
tion.

The present invention 1s characterized in the following
construction. Namely, the Galois field multiplying circuit
1-21 has the Galois field multiplying table 1-11 therein. The
Galois field multiplying circuit 1-21 also has a longitudinal
index table making circuit 1-9 for generating the index table
information of the longitudinal direction by indexing the
Galois field multiplying table 1-11 from the longitudinal
direction by using the multiplication coelficient 1-4; a trans-
versal index table making circuit 1-10 for generating the
index table information of the transversal direction by simi-
larly indexing the Galois field multiplying table 1-11 from the
transversal direction by using the multiplication coeflicient
1-4; an upper order data converting circuit 1-5 and a lower
order data converting circuit 1-6 for converting data 1-2 from
the generated index table information into data 1-12 for
RAID; and an upper order parity inverting circuit 1-7 and a
lower order parity mverting circuit 1-8 for similarly convert-
ing parity 1-3 with respect to the data 1-2 into parity 1-13 with
respectto the data 1-12 for RAID. In addition, the Galozis field
multiplying circuit 1-21 has a table check circuit 1-14 for
checking whether the generated index table information 1s
correct.

Then, 1t 1s characterized 1n that the present invention has
the parity check circuit 1-15 for converting the upper order
data portion of the data 1-12 and the lower order parity por-
tion of the parity 1-3 by the index table information indexed
from the longitudinal direction, and mspecting the data 1-12
and the parity 1-13 as converting results of the lower order
data portion of the data 1-12 and the upper order parity por-
tion of the parity 1-3 by the index table information indexed
from the transversal direction. Thus, 1t 1s possible to check
that the multiplying calculation of the Galois field 1s made
without any error. Accordingly, the parity data generating,
circuit for RAID able to generate reliable data for RAID6 1s
provided.

With respect to an arithmetic formula of RAID6 itself in
the present invention, the following arithmetic formulas (for-
mulas 1 and 2) are used as a base. However, the defimitions of
these formulas themselves, etc. are already known by the
non-patent literature 1, etc. Simultaneously, the arithmetic
formulas themselves in the multiplying calculation of the
Galois field are generally known arithmetic calculations.
Theretore, the detailed proois and contents of these formulas
are not described here.

Formula for realizing RAID6:

When n data series are set to D0, D1, D2, .. ., D(n-1), its

two parity data P and QQ use the following two formulas.
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P=D0+D1+D2+ . . . +D(n-1) [Formula 1]

O=D0+2D143D2+ . . . +nD(n-1) [Formula 2]

In the notation of the above formulas 1 and 2, the multi-
plying calculation shows the multiplying calculation of the
Galois field, and the adding calculation shows exclusive OR
using the XOR logic.

The parity data generating circuit for RAID realizing
RAID6 of high reliability for making the multiplying calcu-
lation of the Galois field can be provided by the circuit con-
struction of the present invention.

A hardware failure of the Galois field multiplying circuit
itself can be found by the construction for simultaneously
indexing one Galois field multiplying table 1n the longitudinal
direction and the transversal direction and comparing the
index results.

Further, even when one of the index results 1s broken, the
hardware failure can be reliably found by an error such as a
parity error, an ECC error, etc. by the construction using the
index table mnformation indexed from a different direction 1n
the conversion of data, 1ts parity, a check code such as ECC,
etc.

Further, even when the parity check circuit, etc. for check-
ing the result of the multiplying calculation of the Galois field
are broken and the failure of the Galois field multiplying
circuit itself 1s generated at this breaking time, the check code
betore the conversion 1s propagated 1n shape and all the fail-
ure factors are reflected 1n the generated check code. There-
fore, output data and the check code are pertectly guaranteed,
and a circuit for judging no output data as correct data 1n error
by the circuit failure 1s obtained. Thus, the parity data gener-
ating circuit for RAID of higher reliability can be provided.

Further, 1n a flowing path of data, the Galois field multi-
plying circuit itself 1s realized by one stage of selectors.
Theretore, the Galois field multiplying circuit can also resist
data transfer of very high speed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a view showing the construction of a circuit for
generating parity data for RAID 1n the prior art.

FIG. 2 1s a circuit block diagram showing the construction
ol a panity data generating circuit for RAID 1n accordance
with an embodiment 1 of the present invention.

FIG. 3 1s a circuit block diagram showing the construction
of a disk array system in which the parity data generating
circuit for RAID 1n the present invention 1s arranged.

FIG. 4 1s a view showing the details of a Galois field
multiplying table, a longitudinal index table making circuit
and a transversal index table making circuit shown 1n FIG. 2.

FIG. 5 1s a view showing the details of an upper order data
converting circuit and a lower order data converting circuit
shown 1n FIG. 2.

FIG. 6 1s a view showing the details of an upper order parity
inverting circuit and a lower order parity inverting circuit
shown 1n FIG. 2.

FIG. 7 1s a view showing the details of a table check circuit
for data conversion and a table check circuit for parity inver-
sion 1n a table check circuit shown 1n FIG. 2.

FIG. 8 15 a view showing the details of a table zero check
circuit 1n the table check circuit shown 1n FIG. 2.

FIG. 9 1s a circuit block diagram showing the construction
of a panity data generating circuit for RAID 1n accordance
with an embodiment 2 of the present mnvention.

FIG. 10 1s a view showing the details of an even data
converting circuit and an odd data converting circuit shown in

FIG. 9.
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FIG. 11 1s a view showing the details of an even parity
inverting circuit and an odd parity inverting circuit shown 1n

FIG. 9.

FI1G. 12 1s a circuit block diagram showing the construction
of the parity data generating circuit for RAID when check
coding 1n accordance with an embodiment 3 of the present
invention 1s performed by ECC.

FIG. 13 1s a view showing the details of an index table
making circuit shown in FIG. 12.

FIG. 14 1s a view showing the details of the index table
making circuit shown in FIG. 12.

FI1G. 15 1s a view showing the details of an ECC converting,
circuit shown 1n FIG. 12.

FIG. 16 1s a view showing the details of a table check circuit
shown 1n FIG. 12.

DESCRIPTION OF THE PR
EMBODIMENTS

L1
M

ERRED

The embodiments of the present invention will next be
explained 1n detail with reference to the drawings.

Embodiment 1

Referring to FIG. 3, a main portion of a disk array system
according to an embodiment 1 of the present invention com-
prises a host 1, a system memory 2, a host side system bus 3
connected to the host 1 and the system memory 2, a host side
10 control circuit 4 connected to the host side system bus 3,
and a disk array device 5 connected to the host side 10 control
circuit 4.

The disk array device 5 comprises a RAID controller 6
connected to the host side 10 control circuit 4, a cache
memory 7 for RAID connected to the RAID controller 6, an
array side system bus 8 connected to the RAID controller 6, n
(n 1s plural) 10 control circuits 9 such as SCSI (Small Com-
puter System Interface) connected to the array side system
bus 8, and n hard disk devices 10 respectively connected to
cach IO control circuit 9.

The RAID controller 6 includes a command processing,
circuit 11 connected to the host side IO control circuit 4, a data
transier control circuit 12 connected to the command process-
ing circuit 11, the array side system bus 8 and the cache
memory 7 for RAID, and a parity data generating circuit 13
for RAID connected to the data transfer control circuit 12.

FI1G. 2 1s a circuit block diagram showing the construction
ol the parity data generating circuit 13 for RAID for realizing
RAID6 1 accordance with the embodiment 1 of the present
invention.

The panity data generating circuit 13 for RAID comprises a
Galois field multiplying circuit 1-21, a table check circuit
1-14, a parity check circuit 1-15, two XOR circuits 1-16 and
a buffer 1-17. The Galois field multiplying circuit 1-21 inputs
data 1-2, parity 1-3 and a multiplication coellicient 1-4
thereto and makes a Galois field multiplying calculation. The
table check circuit 1-14 checks whether index table informa-
tion (a longitudinal inverting table 3-12 for parity, a longitu-
dinal converting table 3-13 for data, a transversal converting
table 3-14 for data, and a transversal inverting table 1-15 for
parity shown in FIG. 4) generated in the Galois field multi-
plying circuit 1-21 1s correct. The parity check circuit 1-15
checks the parity by using data 1-12 and parity 1-13 generated
by the Galois field multiplying circuit 1-21. The XOR circuit
1-16 performs an XOR logic arithmetic operation with
respect to the data 1-12 and the parity 1-13 generated by the
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Galois field multiplying circuit 1-21. The butter 1-17 accu-
mulates the arithmetic result of the XOR circuit 1-16 as parity

data Q for RAID.

The Galois field multiplying circuit 1-21 comprises a
Galois field multiplying table 1-11, a longitudinal index table
making circuit 1-9, a transversal index table making circuit
1-10, an upper order data converting circuit 1-5, a lower order
data converting circuit 1-6, an upper order parity inverting
circuit 1-7 and a lower order parity inverting circuit 1-8. The
longitudinal index table making circuit 1-9 indexes the Galois
field multiplying table 1-11 from the longitudinal direction by
using the multiplication coetficient 1-4 and generates imdex
table information of the longitudinal direction. Similarly, the
transversal index table making circuit 1-10 indexes the Galois
field multiplying table 1-11 from the transversal direction by
using the multiplication coetlicient 1-4 and generates imndex
table information of the transversal direction. The upper order
data converting circuit 1-5 and the lower order data convert-
ing circuit 1-6 convert the data 1-2 into the data 1-12 for
RAID from the generated index table information. Similarly,
the upper order parity inverting circuit 1-7 and the lower order
parity mverting circuit 1-8 convert the parity 1-3 with respect
to the data 1-2 into the parity 1-13 with respectto the data 1-12
for RAID.

FIG. 4 shows the concrete circuit construction of the Galois
field multiplying table 1-11, the longitudinal index table mak-
ing circuit 1-9 and the transversal index table making circuit
1-10.

A calculating example of the parity will first be explained.

Since each hard disk device 10 1s divided into blocks 1n a
four-bit unit, sixteen kinds of data from 0 to 15 can be stored
to each block.

Therefore, the parity 1s calculated by using the extension
Galois field GF(2%) cable of treating the sixteen kinds of data.

This extension Galois field GF(2*) can make adding (sub-
tracting), multiplying and dividing calculations within the
defined kind of data. The adding (subtracting) calculation 1s
made by using XOR logic. The multiplying calculation 1s
made by the use of a conversion table 3-6 for data as multi-
plying results of the extension Galois field GF(2%). The divid-
ing calculation i1s quoted by performing a reverse subtracting
operation with respect to the conversion table 3-6 for data.

The conversion table 3-6 for data 1s a table 1n which the
extension Galois field GF(2%) is calculated by using X*+X+1

as an 1rreducible polynomial of the fourth order on a Galois
field GF(2).

A brief explanation of the extension Galois field GF(2%)
and a making example of the conversion table 3-6 for data will
next be explained.

In the Galois field GF(2), two kinds of O and 1 are elements,

and the adding, subtracting, multiplying and dividing calcu-
lations can be made therebetween. In contrast to this, in the
extension Galois field GF(2™), there are 2m elements, and the
adding, subtracting, multiplying and dividing calculations
can be made freely therebetween. 2™ represents the m-th
power of 2.

The multiplying calculation of the fourth order in the
extension Galois field will be next defined.

When roots of the irreducible polynomaal

X X41=0

of the fourth order on GF(2) as a multiplying result are con-
sidered 1n the elements of the two kinds of O and 1 as a field of
the Galois field GF(2), no root exists even when any element
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of 0 and 1 1s substituted. Theretore, one of such roots of the
irreducible polynomial 1s defined as and the field 1s enlarged
on trial.

As its result, since o satisfies o*+a+1=0,

the relation of

at=a+1

1s obtained, and all relation formulas of the fourth order or
more represented by a can be replaced with relation formulas
of the fourth order or less.

Therefore, when the sixteen kinds of data are considered by
the n-th order of a, these data can be represented by the
relation formulas as shown below, and do not appear except
for the relation formulas of fifteen kinds.

4 1
a’ 2
a’ 3
at=0+1 4
a’=a’+a 5
al=a’+a 6
a’=a*+a=c’a+1 7
a’=at+a’+a=a’+1 R
a’=a+a 9
al=a*+a’=a’+a+l1 A
atl=c’+a’+a B
a’=a*+a’ +a’=c’ +a’+a+l1 C
aP=at+a’+ct+a=a’+a’+1 D
al*=a*+a’+a=a’+1 E
al>=a*+a+1 F

When data of the n-th orders of o are multiplied, the mul-
tiplied data are represented by any one of the relation formu-
las of the fifteen kinds from the above relation formulas. For
example,

a’+al*=a’'=at=c’+a’

is formed and is represented by the formula o.° within the
fifteen kinds. Since one cycle 1s formed by the kinds 1 to F of
data from these relation formulas, o' °=a is formed and it is
returned to 1.

Herein, with respect to the above-mentioned relation for-
mulas of the fifteen kinds, the conversion table 3-6 for data
can be made by making these formulas correspond to 1 to F.
The conversion table 3-6 for data 1s numerically expressed by
making the index number of ¢ correspond to the digit of a
binary number. The conversion table 3-6 for data includes

zero 1 addition to 1 to F and shows multiplying results of O to
F.

Accordingly, the conversion table 3-6 for data shows the
multiplying results using the extension Galois field GF(2*) by
using the irreducible polynomial X*+X+1 of the fourth order
on the Galois field GF(2). However, 1t 1s supposed that all
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congruence expressions described below are also calculated
by the extension Galois field GF(2*) as long as it is emphati-
cally said.

The Galois field multiplying table 1-11 has the conversion
table 3-6 for data which 1s made by the Galois field multiply-
ing calculation of the extension Galois field GF(2*) and is
symmetrical longitudinally and transversally. The Galois
field multiplying table 1-11 also has conversion tables 3-5 and
3-7 for parity. In the Galois field multiplying table 1-11, one
column or one row shown by the multiplication coefficient
1-4 of the Galois field 1s indexed by selectors 3-8, 3-9, 3-10
and 3-11 as a longitudinal 1inverting table 3-12 for parity, a
longitudinal converting table 3-13 for data, a transversal con-
verting table 3-14 for data and a transversal inverting table
3-15 for parity.

The conversion table 3-6 for data 1s a table 1n which the
index of the longitudinal direction and the index of the trans-
versal direction are the same result from the characteristics of
this conversion table 3-6 for data. The longitudinal imndex
table making circuit 1-9 generates the longitudinal converting
table 3-13 for data by the selector 3-9 from the conversion
table 3-6 for data, and transfers this longitudinal converting
table 3-13 for data to the upper order data converting circuit
1-5. Further, the transversal index table making circuit 1-10
generates the transversal converting table 3-14 for data by the
selector 3-10 from the conversion table 3-6 for data, and
transters this transversal converting table 3-14 for data to the
lower order data converting circuit 1-6.

The conversion tables 3-5 and 3-7 for panty have values
mutually replaced with respect to the longitude and the trans-
verse. The longitudinal index table making circuit 1-9 gener-
ates the longitudinal 1nverting table 3-12 for parity by the
selector 3-8 from the conversion table 3-5 for parity, and
transiers this longitudinal inverting table 3-12 for parity to the
lower order parity inverting circuit 1-8. Further, the transver-
sal index table making circuit 1-10 generates the transversal
inverting table 3-13 for parity by the selector 3-11 from the
conversion table 3-7 for parity, and transfers this transversal
inverting table 3-15 for parity to the upper order parity invert-
ing circuit 1-7.

Reterring to FIG. 5, the upper order data converting circuit
1-5 performs the conversion of an upper order data portion
with respect to the data 1-2. The upper order data portion of
the data 1-2 1s decomposed 1nto respective decomposing data
4-2 to 4-5 of a four-bit umt, and becomes select signals of
selectors 4-10to 4-13. The upper order data converting circuit
1-5 1s constructed so as to obtain an arithmetic result with
respect to the multiplication coelficient 1-4 of the Galois field
by selecting the longitudinal converting table 3-13 for data
generated by the longitudinal index table making circuit 1-9.

The lower order data converting circuit 1-6 also has a
circuit similar to the upper order data converting circuit 1-5. A
lower order data portion of the data 1-2 1s decomposed into
respective decomposing data 4-6 to 4-9 of a four-bit unit, and
becomes select signals of selectors 4-14 to 4-17. The lower
order data converting circuit 1-6 1s constructed so as to obtain
an arithmetic result with respect to the multiplication coetli-
cient 1-4 of the Galois field by selecting the transversal con-
verting table 3-14 for data generated by the transversal index
table making circuit 1-10.

Referring to FI1G. 6, the upper order parity inverting circuit
1-7 performs the conversion of an upper order parity portion
with respect to the parity 1-3. The upper order parity portion
of the parity 1-3 1s decomposed 1nto parity bits 5-4 to 5-5 of a
one-bit unit, and 1s given to XOR circuits 5-24 to 5-25. On the
other hand, the upper order data portion of the data 1-2 1s
decomposed 1nto respective decomposing data 4-2 to 4-5 of
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the four-bit unit, and becomes select signals of selectors 5-16
to 5-17. A result obtained by selecting the transversal invert-
ing table 3-15 for parity generated by the transversal index
table making circuit 1-10 1s inputted to the XOR circuits 5-24
to 5-25. The outputs of the XOR circuits 5-24 to 5-25 become
parity bits 5-30 to 5-31 of a one-bit unit 1n which the upper
order parity portion 1s mnverted.

The lower order parity inverting circuit 1-8 also has a
circuit structure similar to the upper order parity inverting
circuit 1-7, and performs the conversion of a lower order
parity portion with respect to the parity 1-3. In the lower order
parity portion of the parity 1-3, parity bits 5-6 to 5-7 of a
one-bit unit are given to XOR circuits 5-26 to 5-27. On the
other hand, the lower order data portion of the data 1-2 1s
decomposed 1nto respective decomposing data 4-6 to 4-9 of
the four-bit unit, and becomes select signals of selectors 5-20
to 5-23. A result obtained by selecting the longitudinal invert-
ing table 3-12 for parity generated by the longitudinal index
table making circuit 1-9 1s mputted to XOR circuits 5-26 to
5-27. The outputs of the XOR circuits 5-24 to 5-25 become
parity bits 5-32 to 5-33 of a one-bit unit 1n which the lower
order parity portion of the parity 1-3 1s inverted.

Thus, when each of the decomposing data 4-2 to 4-9 1s
incorrect, 1ts parity bits 5-30 to 5-33 are also incorrect and an
error 1s confirmed upon checking the panty.

FIGS. 7 and 8 show the detailed circuit construction of the
table check circuit 1-14.

FI1G. 7 shows a table check circuit 6-1 for data conversion
for comparing and checking the longitudinal converting table
3-13 for data and the transversal converting table 3-14 for
data. FIG. 7 also shows a table check circuit 6-2 for parity
inversion for comparing and checking the longitudinal invert-
ing table 3-12 for parity and the transversal 1mverting table
3-15 for parity.

The table check circuit 6-1 for data conversion serves to
inspect conformity of the longitudinal converting table 3-13
for data generated by the longitudinal index table making
circuit 1-9 and the transversal converting table 3-14 for data
generated by the transversal index table making circuit 1-10
by a comparing circuit 6-4. The table check circuit 6-2 for
parity mversion serves to mspect conformity of the longitu-
dinal inverting table 3-12 for parity generated by the longitu-
dinal index table making circuit 1-9 and the transversal invert-
ing table 3-15 for parity generated by the transversal index
table making circuit 1-10 by a comparing circuit 6-7. It 1s
possible to mspect whether the longitudinal converting table
3-13 for data, the transversal converting table 3-14 for data,
the longitudinal mverting table 3-12 for parity and the trans-
versal inverting table 3-15 for parity themselves at the con-
verting times of data and parity are correct by the above two
kinds of the table check circuit 6-1 for data conversion and the
table check circuit 6-2 for parity inversion.

FIG. 8 shows table zero check circuits 7-15 and 7-16. The
table zero check circuit 7-15 mnspects that an XOR logic of
cach bit unit becomes “0”” by inputting the longitudinal con-
verting table 3-13 for data or the transversal converting table
3-14 for data. The table zero check circuit 7-16 1nspects that
the XOR logic of the bit unit becomes “zero” by inputting the
longitudinal inverting table 3-12 for parity or the transversal
inverting table 3-15 for panty.

The table zero check circuit 7-15 respectively decomposes
respective data of the longitudinal converting table 3-13 for
data and the transversal converting table 3-14 for data gener-
ated by the longitudinal index table making circuit 1-9 and the
transversal index table making circuit 1-10 into bits 7-2 to
7-5. The table zero check circuit 7-15 further performs all the
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XOR logic operations of the same bit series by an XOR circuit
7-8 and 1nspects that all their XOR logic results 7-10 to 7-13
become “0”.

The table zero check circuit 7-16 decomposes the longitu-
dinal mverting table 3-12 for parity or the transversal invert-
ing table 3-135 for parity generated by the longitudinal index
table making circuit 1-9 and the transversal index table mak-
ing circuit 1-10 into a bit unit 7-7. The table zero check circuit
7-16 further performs all the XOR logic operations of a bit
series by an XOR circuit 7-9, and 1nspects that 1ts XOR logic
result 7-14 becomes “0”. Thus, the table zero check circuit
7-16 1s constructed so as to mspect whether the Galois field
multiplying table 1-11 itself has correct values.

Subsequently, explanation will be made of the operation of
the parity data generating circuit 13 for RAID according to
the embodiment 1 having the above-mentioned structure with
reference to FIGS. 2 to 8.

In FIGS. 2 to 8, this operation will be explained 1n the case
of 32 bits 1n data and four bits 1n parity. However, these bit
numbers are one example, and the bit numbers are not
restricted in the present invention.

When RAIDS and RAID6 are constructed, parity data for
RAID are generated by the XOR logic for a data series con-
stituting a group of the RAID from 1ts characteristics.

In this event, when the parity data for RAID6 are gener-
ated, two kinds of parity data P and Q are required as already
mentioned above. One case relates to generation of the parity
data P equal to that of RAIDS5 conventionally used. Its gen-
erating method 1s sufficiently widened by a known technique.
Theretore, this generating method 1s not described here, and
the generation of the parity data Q specialized and required in
RAID6 will be described.

The anthmetic calculation of the parity data Q specialized
for RAID6 1s shown by the above formula 2.

In FIG. 2, the multiplication coellicient 1-4 of the Galois
field 1s transterred together with the data 1-2 and the parity
1-3. Herein, the data 1-2 have a value of 32 bits of
“123456778” 1n the hexadecimal notation, and its parity 1-3
has a value of odd parity of four bits of “B”. The multiplica-
tion coelficient 1-4 at this time will be explained as 4™,

This explanation 1s made when the arithmetic calculation
of a term “4D35” within the formula 2 1s intended to be per-
formed, and 1s an explanation of the multiplying calculation
of the Galois field when “D3” becomes the value of
“12345678”.

Since the multiplication coetlicient 1-4 1s “4”, the longitu-
dinal index table making circuit 1-9 selects a column corre-
sponding to “4” of the multiplication coetficient 1-4 from the
conversion table 3-6 for data by the selector 3-9, and gener-
ates the longitudinal converting table 3-13 for data having a
value of “048C37BF62EAS1D9”, and transfers this longitu-
dinal converting table 3-13 for data to the upper order data
converting circuit 1-5. Stmultaneously, the longitudinal index
table making circuit 1-9 selects a column corresponding to
“4” of the multiplication coellicient 1-4 from the conversion
table 3-5 for parity by the selector 3-8, and generates the
longitudinal inverting table 3-12 for parity having a value of
“0000111111110000” (binary notation), and transfers this
longitudinal inverting table 3-12 for parity to the lower order
parity mnverting circuit 1-8.

Further, similar to the longitudinal index table making
circuit 1-9, the transversal index table making circuit 1-10
selects a row corresponding to “4” of the multiplication coel-
ficient 1-4 from the conversion table 3-6 for data by the
selector 3-10, and generates the transversal converting table
3-14 for data having a value of “048C37/BF62EA51D9” and

transiers this transversal converting table 3-14 for data to the
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lower order data converting circuit 1-6. Simultaneously, the
transversal index table making circuit 1-10 selects a row
corresponding to “4” of the multiplication coetficient 1-4
from the conversion table 3-7 for parity by the selector 3-11,
and generates the transversal mnverting table 3-15 for parity

having a value o1 “0000111111110000” (binary notation) and
transiers this transversal inverting table 3-15 for parity to the
upper order parity inverting circuit 1-7.

Thus, the longitudinal converting table 3-13 for data and
the transversal converting table 3-14 for data, and the longi-
tudinal inverting table 3-12 for parity and the transversal
inverting table 3-15 for parity are generated. The right prop-
erty of values 1s confirmed by the table check circuit 6-1 for
data conversion and the table check circuit 6-2 for parity

inversion 1n the table check circuit 1-14, and the table zero
check circuits 7-15 and 7-16.

In the table check circuit 1-14, the table check circuit 6-1
for data conversion respectively compares the longitudinal
converting table 3-13 for data and the longitudinal inverting
table 3-12 for parity generated by the longitudinal index table
making circuit 1-9, and the transversal converting table 3-14
for data and the transversal inverting table 3-15 for parity
generated by the transversal index table making circuit 1-10.
When these tables are not conformed to each other, this
unconformity 1s detected as a failure of the disk array system.

Similarly, 1n the table check circuit 1-14, the table zero
check circuit 7-15 inspects whether all XOR arithmetic
results 7-10 to 7-13 of a bit unit of the longitudinal converting,
table 3-13 for data and the transversal converting table 3-14
for data are zero. When these results become values except for
zero, this case 1s also detected as a failure of the disk array
system. Further, the table zero check circuit 7-16 inspects
whether the XOR arithmetic result 7-9 of the longitudinal
inverting table 3-12 for parity and the transversal inverting
table 3-15 for parity 1s zero. When this arithmetic result
becomes a value except for zero, this case 1s also detected as
a failure of the disk array system.

When no error 1s detected 1n the table check circuit 6-1 for
data conversion and the table check circuit 6-2 for parity
inversion and the table zero check circuits 7-15 and 7-16, the
actual parity data QQ for RAID are generated and the data 1-2
and the parity 1-3 are transierred to the upper order data
converting circuit 1-5, the lower order data converting circuit
1-6, the upper order parity inverting circuit 1-7 and the lower
order parity inverting circuit 1-8.

The upper order data converting circuit 1-5 receives a value
ol “1234” as upper order 16 bits of the data 1-2 0132 bits, and

decomposes this value into respective decomposing data 4-2
to 4-5 of a four-bit unait.

These respective decomposing data 4-2 to 4-5 of the four-
b1t unit become select signals of respective selectors 4-10 to
4-13. The selectors 4-10 to 4-13 selectrespective values of the
longitudinal converting table 3-13 for data.

In the case of the decomposing data 4-2 having a value of
“17, “4” located 1n the place of “1” 1n the longitudinal con-
verting table 3-13 for data becomes a value after the conver-
sion. Therefore, generated parity data 4-20 for RAID show
“4”. When a similar operation 1s performed with respect to all
the respective decomposing data 4-2 to 4-5, parity data 4-20

to 4-23 for RAID are generated and the value becomes
“48¢c3”.

Moreover, a similar operation 1s performed with respect to
“5678” as lower order 16 bits of the data 1-2. In this case, the
conversion 1s performed by the transversal converting table
3-14 for data generated by the transversal index table making
circuit 1-10 and selectors 4-14 to 4-17, and parity data 4-24 to
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4-27 tor RAID becoming “/BF6” are generated and the con-
version of the data 1-2 into data 1-12 1s completed.

On the other hand, the odd parity 1-3 with respect to the
data 1-2 1s decomposed into parity bits 5-4 to 5-5 and parity
bits 5-6 to 5-7 every two bits, and these parity bits are respec-
tively processed by the upper order parity inverting circuit 1-7
and the lower order parity imnverting circuit 1-8.

The upper order parity inverting circuit 1-7 further decom-
poses upper order two bits of the parity 1-3 every one bit, and
holds these upper order two bits as the parity bits 5-4 and 5-5.
The upper order parity mverting circuit 1-7 then selects the
transversal mverting table 3-15 for parity by the respective
decomposing data 4-2 to 4-5 corresponding to these parity
bits 5-4 and 5-5 by selectors 5-16 to 5-19. The upper order
parity inverting circuit 1-7 further converts the parity by per-
forming the XOR logic operation by this selected value and
the XOR circuits 5-24 and 5-25. The parity bit 5-4 of a first bit
1s byte parity of the decomposing data 4-2 and the decompos-
ing data 4-3 of the four-bit unit. Therefore, all the XOR logic
operations of a selecting result “0” using the value of “1” of
the decomposing data 4-2 and a selecting result “0”” using the
value o1 “2”” of the decomposing data 4-3 are performed by the
XOR circuit 5-24. Theretore, the arithmetic calculation of
“1”X0R*“0”XO0OR*0” 1s performed and its result becomes
parity bit 5-30 having a value of *1”.

This operation 1s similarly performed with respect to the
parity bit 5-5 so that the parity bit 5-5 can be converted 1nto a
parity bit 5-31 for RAID.

In the lower order parity inverting circuit 1-8, parity bits
5-6 and 5-7 can be also converted into parity bits 5-32 and
5-33 for RAID by processing similar to that of the upper order
parity mverting circuit 1-7.

The data 1-2 having the value 0112345678 and the parity
1-3 having the value of “F” are converted by the multiplica-
tion coellicient 1-4 having the value of “4” by these process-
ings, and become data 1-12 of a value of “48C37BF6 and
parity 1-13 of 1ts value “F”. Thus, data able to be judged as
correct data by the parity check circuit 1-15 are generated.

Then, the data 1-12 and the parity 1-13 parity-checked by
the parity check circuit 1-15 are stored to the butler 1-17. At
this time, previously stored data and parity are read from the
buifer 1-17, and the XOR logic operation with respect to the
read data and parity 1s performed by the XOR circuit 1-16,
and a write-returning operation to the buffer 1-17 1s carried
out. Thus, a product sum of each term of the above formula 2
1s generated and these operations are also applied to the new
data 1-2 and the new multiplication coelficient 1-4 and are
repeated. Thus, the generation of the parity data Q for RAID
in the formula 2 can be realized.

Here, explanation will be made with respect to the follow-
ing operations performed when there 1s a failure 1n hardware
by wiring cutting, etc.

(1) In case where the Galois field multiplying table 1-11
itself and a relating circuit are broken and no correct conver-
s10on tables 3-5 to 3-7 can be indexed.

The case o1 (1) 1s cases 1n which a certain one portion of the
Galois field multiplying table 1-11 1s broken by an electric
short circuit, etc., and no tables 3-12 to 3-13 can be correctly
indexed, etc. In these cases, a countermeasure 1s taken by the
table check circuit 6-1 for data conversion and the table check
circuit 6-2 for parnity inversion, and the table zero check
circuits 7-15 and 7-16.

In this countermeasure, the Galois field multiplying table
1-11 1s indexed 1n a case 1 which the multiplication coelli-
cient 1-4 shows “4”. As aresult, if the longitudinal converting
table 3-13 for data shows a correct wvalue of

“048C37BF62EA51D9” and the other transversal converting
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table 3-14 for data has an influence due to the failure and
indexes a number of “048C37BF62EAS51D0” changed from
“9” 1to “0” 1n the final four bits, a comparing error 1s detected
by the table check circuit 6-1 for data conversion.

Further, since the conversion table 3-6 for data 1s simulta-
neously imndexed by the same multiplication coetficient 1-4
from the transversal direction and the longitudinal direction,
there are characteristics 1n which the same term (diagonal
component) 1s always referred with respect to one value.
Therefore, when the longitudinal converting table 3-13 for
data shows a value “048C0O7BF62EAS51D9” and the transver-
sal converting table 3-14 for data also shows the same value
“048C0O07BF62EAS51D9” and the failure 1s caused such that
the term to be indexed as the same “3” 1s changed 1nto “0”, this
failure cannot be detected by the table check circuit 6-1 for
data conversion, but can be checked by the table zero check
circuit 7-13.

This 1s a result 1n which the arithmetic calculation 1s per-
formed by the bit unait. Its result shows “0011” (binary nota-
tion), and this failure can be found since “0000” 1s not shown.

(2) 1n case where no parity check circuit 1-15 functions by
a failure.

The case of (2) 15 a case 1n which an error detecting circuit
such as the parity check circuit 1-135 or the like 1s broken and
no error can be found. In this case, no error can be found by
the parity data generating circuit 13 for RAID itself according,
to this embodiment 1.

With respect to this, the upper order data portion of the data
1-2 and the lower order parity portion of the parity 1-3 are
converted by a result of the longitudinal index table making
circuit 1-6 1n the upper order data converting circuit 1-5 and
the lower order data converting circuit 1-6, and the upper
order parity inverting circuit 1-7 and the lower order parity
inverting circuit 1-8. A circuit construction for converting the
lower order data portion of the data 1-2 and the upper order
parity portion of the parity 1-3 by a result of the transversal
index table making circuit 1-10 1s used. Even when the parity
check circuit 1-15 located after these converting circuits 1s
broken, a parity error 1s always caused 1n the parity data Q for
RAID themselves and a circuit unable to judge data as correct
data by incorrect data and incorrect parity can be realized.
Therefore, 1t 1s possible to judge the error by a device at a
transier destination treating the parity data Q for RAID so that
the disk array device 5 having high reliability can be pro-
vided.

Thus, according to this embodiment 1, there 1s an effect in
which a hardware failure of the Galois field multiplying cir-
cuit 1-21 itself can be found. This 1s because the Galois field
multiplying table 1-11 1s indexed 1n the longitudinal direction
by the longitudinal index table 1-9 and 1s indexed in the
transversal direction by the transversal index table 1-10, and
the mdexing results are checked by the table check circuit
1-14.

Further, 1n the conversion of data and 1ts parity, there 1s an
eifect which the hardware failure can be reliably found by the
parity error. This 1s because the Galois field multiplying table
1-11 1s indexed 1n the longitudinal direction by the longitu-
dinal index table 1-9 and 1s indexed 1n the transversal direc-
tion by the transversal index table 1-10, and the upper order
data conversion and the lower order parity conversion are
performed by using the index result of the longitudinal direc-
tion, and the lower order data conversion and the upper order
parity conversion are performed by using the index result of
the transversal direction, and the parity error 1s checked by the
parity check circuit 1-15.

In addition, there 1s an effect in which a circuit for judging
no data as correct data 1n error by a circuit failure 1s obtained,
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and the parity data generating circuit 13 for RAID of higher
reliability can be provided. This 1s because the parity before
the conversion 1s propagated 1n shape and all failure factors
are reflected 1n the generated parity even when the parity
check circuit 1-15 for checking the result of the multiplying
calculation of the Galois field are broken and the failure of the
Galois field multiplying circuit 1-21 1tself at this breaking
time 1s generated.

Embodiment 2

FIG. 9 1s a block diagram showing the construction of a
parity data generating circuit 13 for RAID 1n accordance with
an embodiment 2 of the present mnvention. The basic con-
struction of the parity data generating circuit 13 for RAID 1n
accordance with the embodiment 2 1s similar to that of the
parity data generating circuit 13 for RAID 1n accordance with
the embodiment 1 shown in FIG. 2. However, a Galois field
multiplying circuit 8-21 in FIG. 9 shows a structure 1n which
a data converting circuit portion and a parity mverting circuit
portion are not divided into an upper order data portion/a
lower order data portion of the data 1-2, but are divided mto an
odd data position/an even data position.

More specifically, the Galois field multiplying circuit 8-21
comprises a Galois field multiplying table 1-11, a longitudi-
nal index table making circuit 1-9, a transversal index table
making circuit 1-10, an even data converting circuit 8-7, an
odd data converting circuit 8-8, an even parity mverting cir-
cuit 8-9 and an odd parity inverting circuit 8-10. The longi-
tudinal 1ndex table making circuit 1-9 generates index table
information of the longitudinal direction by indexing the
Galois field multiplying table 1-11 from the longitudinal
direction by using the multiplication coetificient 1-4. Simi-
larly, the transversal index table making circuit 1-10 gener-
ates 1ndex table information of the transversal direction by
indexing the Galois field multiplying table 1-11 from the
transversal direction by using the multiplication coelficient
1-4. The even data converting circuit 8-7 and the odd data
converting circuit 8-8 convert the data 1-2 into data 1-12 for
RAID from the generated index table information. Similarly,
the even parity inverting circuit 8-9 and the odd parity invert-
ing circuit 8-10 convert parity 1-3 with respect to the data 1-2
into parity 1-13 with respect to the data 1-12 for RAID.

FIG. 10 shows the even data converting circuit 8-7 and the
odd data converting circuit 8-8. The even data converting
circuit 8-7 and the odd data converting circuit 8-8 have circuit
constructions similar to those of the upper order data convert-
ing circuit 1-5 and the lower order data converting circuit 1-6
of FIG. 5, but differ from the upper order data converting
circuit 1-5 and the lower order data converting circuit 1-6 of
FIG. 5 only 1n the positions of data converted by the same
longitudinal converting table 3-13 for data and transversal
converting table 3-14 for data.

The even data converting circuit 8-7 receives each value of
“17, %37, %57, I set to even data positions from respective
decomposing data 4-2 to 4-9 of a four-bit unit of the data 1-2
of 32 bits, and sets each value to a select signal of each of
selectors 9-14 to 9-17. The selectors 9-14 to 9-17 select each
value of the longitudinal converting table 3-13 for data. Thus,
the values respectively become “47, “C”, *“7”, “F” as parity
data 4-20, 4-22, 4-24, 4-26 for RAID.

Moreover, the odd data converting circuit 8-8 recerves each
value of “27, “4”, “6”, “8” set to odd data positions from the
respective decomposing data 4-2 to 4-9 of the four-bit umt of
the data 1-2 of 32 bits, and sets each value to a select signal of
cach of selectors 9-10 to 9-13. The selectors 9-10 to 9-13

select each value of the transversal converting table 3-14 for




US 7,681,111 B2

25

data. Thus, the values respectively become “8”, “37, “B”, “6”
as parity data 4-21, 4-23, 4-25, 4-27 for RAID.

FIG. 11 shows the even parity inverting circuit 8-9 and the
odd parity mverting circuit 8-10. The even parity inverting
circuit 8-9 and the odd parity inverting circuit 8-10 also have
circuit constructions similar to those of the upper order parity
inverting circuit 1-7 and the lower order parity inverting cir-
cuit 1-8 of FIG. 6, but differ from the upper order parity
inverting circuit 1-7 and the lower order parity inverting cir-
cuit 1-8 of FI1G. 6 only 1n the positions of data converted by the
same longitudinal converting table 3-12 and transversal con-
verting table 3-15.

The even parity mverting circuit 8-9 further decomposes
upper order two bits of the parity 1-3 every one bit and holds
the upper order two bits as parity bits 5-4 and 5-5. The even
parity inverting circuit 8-9 also selects the transversal invert-
ing table 3-15 for parity and the longitudinal inverting table
3-12 for parity by the respective decomposing data 4-2 to 4-35
corresponding to their parity bits 5-4 and 5-5 by means of
selectors 10-14 to 10-15 and 10-16 to 10-17. The even parity
inverting circuit 8-9 further converts the parity by performing
the XOR logic operation by these selected values and XOR
circuits 5-24 and 5-235. The parity bit 5-4 of a first bit 1s byte
parity of the decomposing data 4-2 and the decomposing data
4-3 of the four-bit unit. Therefore, all the XOR logic opera-
tions of a selecting result “0” using a value of “1” of the
decomposing data 4-2 and a selecting result “0”” using a value
ol “2” of the decomposing data 4-3 are performed by the XOR
circuit 5-24. Therefore, the arithmetic calculation of
“1”XO0R*“0”XO0OR*0” 1s made and 1ts result becomes a parity
bit 5-30 having the value of “1”. Sitmilarly, the parity bit 5-5
of a second bit becomes a parity bit 5-31 having the value of
“0”.

Further, the odd parity inverting circuit 8-10 further
decomposes lower order two bits of the parity 1-3 every one
bit, and holds the lower order two bits as parity bits 5-6 and
5-7. The odd panty mverting circuit 8-10 selects the transver-
sal inverting table 3-15 for parity and the longitudinal invert-
ing table 3-12 for parity by the respective decomposing data
4-6 to 4-9 corresponding to these parity bits 5-6 and 5-7 by
means of selectors 10-10 to 10-11 and 10-14 to 10-15. The
odd parity mverting circuit 8-10 also converts the parity by
performing the XOR logic operation by these selected values
and XOR circuits 5-26 and 5-27. The parity bit 5-6 of a third
bit 1s byte parity of the decomposing data 4-6 and the decom-
posing data 4-7 of the four-bit unit. Therefore, all the XOR
logic operations of a selecting result “0” using a value of “35”
of the decomposing data 4-6 and a selecting result “0” using
a value of “6” of the decomposing data 4-7 are performed by
the XOR circuit 5-26. Theretore, the arithmetic calculation of
“1”X0OR*“0”XO0OR*0” 1s made and 1ts result becomes a parity
bit 5-32 having the value of “1”. Sitmilarly, the parity bit 5-7
of a fourth bit becomes a parity bit 5-33 having the value of
“17.

In the parity data generating circuit 13 for RAID having the
above-mentioned structure according to the embodiment 2,
an operation and an effect similar to those of the parity data
generating circuit 13 for RAID in accordance with the
embodiment 1 are also naturally obtained, and therefore, an
explanation of 1ts detailed operation 1s omitted here.

In particular, according to this embodiment 2, there 1s an
eifect in which a hardware failure can be reliably found by a
parity error even 1n the conversion of data and its parity
different from those of the embodiment 1. This 1s because the
Galois field multiplying table 1-11 1s indexed in the longitu-
dinal direction by the longitudinal index table 1-9 and 1is
indexed 1n the transversal direction by the transversal index
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table 1-10, and the even data conversion and the odd parity
conversion are performed by using the index result of the
longitudinal direction, and the odd data conversion and the
even parity conversion are performed by using the index
result of the transversal direction, and the parity error 1s
checked by the parity check circuit 1-15.

Embodiment 3

FIG. 12 1s a block diagram showing the construction of a
parity data generating circuit 13 for RAID 1n accordance with
an embodiment 3 of the present mnvention. The basic con-
struction of the parity data generating circuit 13 for RAID 1n
accordance with the embodiment 3 1s similar to that of the
parity data generating circuit 13 for RAID 1n accordance with
the embodiment 1 shown 1n FIG. 2. However, the parity data
generating circuit 13 for RAID 1n FIG. 12 1s constructed when
a check code 1s set to ECC 11-3 instead of parity. More
particularly, the parity data generating circuit 13 for RAID
comprises a Galois field multiplying circuit 11-21, a table
check circuit 11-14, an ECC check circuit 11-15, two XOR
circuits 1-16 and a butfer 1-17. The Galois field multiplying
circuit 11-21 makes a Galois field multiplying calculation by
inputting the data 1-2, the ECC 11-3 and the multiplication
coellicient 1-4. The table check circuit 11-14 checks whether
index table information generated by the Galois field multi-
plying circuit 11-21 1s correct. The ECC check circuit 11-135
checks the ECC by using the data 1-12 and the ECC 11-13
generated by the Galois field multiplying circuit 11-21. The
XOR circuit 1-16 performs an XOR logic arithmetic opera-
tion with respect to the data 1-12 and the ECC 11-13 gener-
ated by the Galois field multiplying circuit 11-21. The butfer
1-17 accumulates the arithmetic result 1n the XOR circuit
1-16 as panity data QQ for RAID.

The Galois field multiplying circuit 11-21 includes a
Galois field multiplying table 1-11, a longitudinal index table
making circuit 1-9, a transversal index table making circuit
1-10, an upper order data converting circuit 1-3, alower order
data converting circuit 1-6, an ECC converting circuit 11-7,
an ECC converting table 11-22 and an ECC 1ndex table mak-
ing circuit 11-23. The longitudinal index table making circuit
1-9 generates index table information of the longitudinal
direction by indexing the Galois field multiplying table 1-11
from the longitudinal direction by using the multiplication
coellicient 1-4. Similarly, the transversal index table making
circuit 1-10 generates index table information of the transver-
sal direction by indexing the Galois field multiplying table
1-11 from the transversal direction by using the multiplica-
tion coellicient 1-4. The upper order data converting circuit
1-5 and the lower order data converting circuit 1-6 convert the
data 1-2 into data 1-12 for RAID from the generated index
table information. Similarly, the ECC converting circuit 11-7
converts the ECC 11-3 with respect to the data 1-2 into ECC
11-13 with respect to the data 1-12 for RAID. The ECC index
table making circuit 11-23 generates a conversion table for
ECC by indexing the ECC converting table 11-22 by using the
multiplication coetficient 1-4.

FIGS. 13 and 14 are views 1llustrating all conversion tables

12-0 to 12-15 within the ECC converting table 11-22, and
conversion tables 14-0 to 14-15 of all R0 to R15 indexed from
these conversion tables 12-0 to 12-15. The respective conver-
sion tables 14-0 to 14-15 are indexed from the respective
conversion tables 12-0 to 12-15 by selectors 13-0 to 13-15
with the multiplication coellicient 1-4 of a value “5” as a
select signal. The R0 to R15 will be described later in FIG. 15.

FIG. 15 shows the construction of the ECC converting
circuit 11-7. The ECC converting circuit 11-7 comprises
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selectors 16-0 to 16-15, an XOR circuit 14-16 and an XOR
circuit 14-18. In the selectors 16-0 to 16-15, decomposing
data 15-0to 15-15 o1 R0 to R15 obtained by decomposing the
data 1-2 of 64 bits 1n the four-bit unit are set to select signals,
and the selectors 16-0 to 16-135 select the conversion tables
14-0 to 14-15 of R0 to R15. The XOR circuit 14-16 performs
the XOR logic operation with respect to the selecting results
of the selectors 16-0 to 16-15. The XOR circuit 14-18 per-
torms the XOR logic operation with respect to an ECC invert-
ing code 14-17 and the ECC 11-3 as an output of the XOR
circuit 14-16, and outputs the ECC 11-13 with respect to the
data 1-12 for RAID.

The construction of the ECC converting circuit 11-7 1s
similar to that of the upper order parity inverting circuit 1-7
and the lower order parity mverting circuit 1-8 of FIG. 6.
However, the construction of the ECC converting circuit 11-7
differs from that of the upper order parity mnverting circuit 1-7
and the lower order parity inverting circuit 1-8 of FIG. 6 1n
that one-to-one correspondence conversion tables 14-0 to
14-15 are required with respect to data 15-0 to 15-15 of R0 to
R15 decomposed every bit by the characteristics of ECC.

The ECC converting circuit 11-7 1s a circuit for generating
the ECC inverting code 14-17 after the conversion by the ECC
11-13 1n the conversion of the ECC 11-13 annexed to the data
1-2. In this ECC converting circuit 11-7, the data 1-2 are
decomposed 1nto the data 15-0 to 15-15 of R0 to R15 of the
four-bit unit, and the conversion tables 14-0 to 14-15 corre-
sponding to the respective data positions are used.

Then, the respective conversion tables 14-0 to 14-15 are
converted by the selectors 16-0 to 16-15 with the data 15-0 to
15-15 as select signals. The XOR logic operation 1s per-
formed with respect to the output results of all the selectors

16-0 to 16-15 by the XOR circuit 14-16 so that the ECC
inverting code 14-17 1s obtained.

The converted ECC 11-13 1s generated by performing the
XOR logic operation with respect to the ECC 11-3 to which
the ECC inverting code 14-17 1s transferred.

As long as the check code introduced by a constant arith-
metic calculation using the XOR logic from the data 1-2 1s
used, the circuit construction can be realized by any check
code except for the parity and the ECC by preparing the
Galois field multiplying table 1-11 corresponding to the logic
of this used check code.

FIG. 16 shows the table check circuit 11-14 about the
conversiontables 14-0 to 14-15. The table check circuit 11-14
respectively decomposes the respective data of the conver-
sion tables 14-0 to 14-15 of R0 to R15 generated by the ECC
index table making circuit 11-23 into bits 16-0 to 16-15. The
table check circuit 11-14 then performs all the XOR logic
operations of the same bit series by XOR circuits 17-0 to
17-15, and nspects that all their XOR logic results 18-0 to
18-15 become “0”.

With respect to the upper order data converting circuit 1-5
and the lower order data converting circuit 1-6, and the lon-
gitudinal index table making circuit 1-9 and the transversal
index table making circuit 1-10, their explanations are omit-
ted here since these circuits are equal to the parity data gen-
erating circuit 13 for RAID in accordance with the embodi-
ment 1 shown 1n FIG. 2.

Subsequently, explanation will be made of the operation of
the parity data generating circuit 13 for RAID having the
above-mentioned structure according to the embodiment 3.

An ECC converting table 11-22 and an ECC index table

making circuit 11-23 are newly required to convert the ECC
11-3 exasting as the check code with respect to the data 1-2.
An ECC converting circuit 11-7 for generating the new ECC
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11-13 from index table information generated by this ECC
index table making circuit 11-23 1s required.

The ECC converting table 11-22 1s required by a decom-
posing number of the data 1-2 decomposed 1n the four-bit
unmit. When 1t 1s supposed that the data 1-2 are 64 bits, sixteen

conversion tables 12-0 to 12-135 are prepared with respect to
the ECC converting table 11-22 as described 1n FIGS. 13 and

14.

All these conversion tables 12-0 to 12-15 are selected by
selectors 13-0 to 13-135 with the multiplication coellicient 1-4
of the Galois field 1n FIG. 12 as a select signal, and the
conversion tables 14-0to 14-15 from R0 to R13 are produced.

These conversion tables 14-0 to 14-135 produced by the
ECC index table making circuit 11-23 are transferred to the
ECC converting circuit 11-7, and the ECC 11-3 1s converted
into the ECC 11-13 in this ECC converting circuit 11-7.

As a converting procedure, the data 1-2 are decomposed 1n

the four-bit unit and are respectively defined as data 15-0 to
15-15 from RO to R15.

Therespective data 15-0 to 15-15 of R0 to R15 are given to
the selectors 16-0 to 16-15 for selecting the corresponding
conversion tables 14-0 to 14-15, and the corresponding ECC

conversion codes are extracted from the conversion tables
14-0 to 14-15. The XOR logic operation with respect to all

these ECC conversion codes 1s performed by the XOR circuit
14-6, and 1ts result 1s generated as an ECC inversion code
14-17.

Next, the XOR logic operation of the bit unit for the ECC
11-3 belore the conversion 1s performed with respect to the

ECC mverting code 14-17 by the XOR circuit 14-18 so that
the ECC 11-13 for the data 1-12 made with respect to the

multiplying calculation of the Galois field 1s generated.

The above contents will be explained by using the actual
values.

When the data 1-2 1n FIG. 12 are set to data of 64 bits and
are set to “0000111122223333” 1n the hexadecimal notation,
cach bit of D(19), D(23), D(27), D(31), D(34), D(38), D(42),
D(46), D(50), D(51), D(34), D(35), D(38), D(59), D(62),
D(63) becomes “1” by the following formula 1-1 so that 1ts
ECC 1-3 becomes “17”.

E(O)=DO)+D(1)+D(2)+D(3)+D(4)+D(5)+D(6)+D(T)+
D1O)+D(12)+ DO+ D2 1)+D(22)+D(23)+D
(24)+D(25)+D(26)+D(2T)+D(32)+D(36)+D(40)+
DA+ D32+ D(34)+D(538)+D(60)

E(1)=D(0)+D(1)+D(2)+D(3)+D(4)+D(T)+D(10)}+D
(13)+D(28+D(29)+D(301+D(3 1)+D(33)+D(37)+
D(A1)+D(45)+D(48)+D(49)+D(50)+D(51)+D
(52)+D(53+D(54)+D(55)+D(58)+D(61)

E(2)=D(4)+D(6)+D(7)+D(10)+D(14)+D(16)+D(17)+
D(18)+D(19)+D(20)+D(21)+D(22)+D(23)+D
(34)+D(381+D(42)+D(46 1+ D(48)+D(49)+D(50)+
D 1)+D(32)+D(55)+D(58)+D(59)+D(62)

E(3)=D(4)+D(6)+D(10)+D(1 1)+D(15)+D(16)+D
(17)+D(18+D(19)+D(24)+D(25)+D(26+D(27)+
D(28)+D(29)+D(30)+D(31)+D(35)+D(39)+D
(43)+D(A7+D(52)+D(54)+D(55)+D(58)+D(63)

E(4)=D(0)+D(5)+D(8)+D(9)+D(11)+D(16)+D(20)+D
24)+D(28)+D(32)+D(33)+D(34)+D(35)+D(36)+
D(37)+D(38)+D(39)+D(44)+D(45)+D{46)+D
(A7)+D(48)+D(52)+D(53)+D(56)+D(59)

E(3)=D(1)+D(4)+D(5)+D(9)+D(11)+D(12)+D(13)+D
(14)+D(15+D(17)+D(21)+D(25)+D(29)+D(40)+
D(A1)+D(42)+D(43)+D(44)+D(45)+D(46)+D
(A7)+D(49+D(53)+D(56 +D(57)+D(59)
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E(6)=D(2)+D(5)+D(8)+D(9)+D(10)+D(1 )+D(12)+D
(13)+D(14)+D(15)+D(18)+D{(22)+D(26)+D(30)+
D(32)+D(33)+D(34)+D(35)+D(50)+D(53)+D
(57)+D(59)+D(60)+D(61)+D(62)+D(63)

E(7)=D3)+D(5)+D(&)+D(11)+D(19)+D(23)+D(27 )+
DB 1)+D(36)+D(37)+D(38)+D(39)+D(40)+D
(A1)+D(42)+D(43)+D(51)+D(53)+D(56)+D(57)+

D(58)+D(59)+D(60)+D(61)+D(62)+D(63) [Formula 1-1]

At this time, when the multiplication coetlicient 1-4 1s set
to “57, the ECC 1ndex table making circuit 11-23 extracts a

pertinent table from all the conversion tables 12-0 to 12-15 of
FIGS. 13 and 14, and transfers this pertinent table to the ECC
converting circuit 11-7 as conversion tables 14-0 to 14-15.

Here, the data 1-2 are “0000111122223333”, and the ECC
11-3 1s “177.

Thus, “0” 1s mputted to R0 to R3 and 17 1s inputted to R4
to R7 and “2” 1s inputted to R8 to R11 and “3” 1s mputted to
R12 to R15 by the decomposition into each four-bit unait.
Accordingly, the following conversion codes are obtained by
the selections of the selectors 13-0 to 13-135 for selecting the
respective conversion tables 14-0 to 14-15.

Conversion code of R0="00"
Conversion code of R1="00”
Conversion code of R2="00”
Conversion code of R3="00”

Conversion code of R4—34”

Conversion code of R5—a4”

Conversion code of R6—94”

Conversion code of R7=°54"
Conversion code of R8=“8a”

Conversion code of R9=“89”

Conversion code of R10=85”

Conversion code of R11="8¢”
Conversion code of R12=0c”
Conversion code of R13="b7”
Conversion code of R14="0a”

Conversion code of R15=c0”

When the XOR logic operation 1s executed by the XOR
circuit 14-16 with respect to all these conversion codes, the
ECC inverting code 14-17 1s generated and the code of “2B”
1s outputted.

With respect to the ECC iverting code 14-17, the XOR
logic operation 1s executed by the XOR circuit 14-8 for the
ECC 11-3 before the multiplying calculation of the Galois
field. The final ECC 11-13 becomes a code of “3C” by the
XOR logic operation of “17” and “2B”.

This 1s conformed to ECC with respect to
“000055535aaaall” as a multiplying result of the Galois field
of a multiplication coeflicient “5” with respect to
“0000111122223333” of the data 1-2, and shows that the
ECC 1s a correct ECC.

Further, when the same data 1-2 are used and a multiplica-
tion coetlicient “0” of the Galois field providing zero 1n all the
arithmetic results at any value 1s set on trial, the following
conversion codes are obtained.

Conversion code of R0=“00"

Conversion code of R1=<00"
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Conversion code of R2=00"

Conversion code of R3=<00"

Conversion code of R4="31"
Conversion code of R5=*al”
Conversion code of R6=91”
Conversion code of R7="51"

Conversion code of R8=*2a”

Conversion code of R9=°29”
Conversion code of R10=<25"
Conversion code of R11=2¢”

Conversion code of R12—03"

Conversion code of R13=a0”

Conversion code of R14=—‘de”
Conversion code of R15=“30”

Accordingly, the conversion code of *“17” 1s obtained.

This shows that, since this conversion code becomes the
same value as the ECC 11-3, the ECC 11-13 outputted by
performing 1ts XOR logic operation also becomes zero and 1t
shows that a correct ECC 1s given.

Moreover, an operation equal to that of the table check
circuit 11-14 shown in FI1G. 12 can be performed with respect
to the table check circuit 11-14 about the conversion tables
14-0 to 14-15 of FIGS. 13 and 14 used in these conversion
codes. Its outputs 18-0 to 18-15 become zero by performing
the XOR logic operation of all the bit units. Thus, the table
check circuit 11-14 becomes a circuit for checking that a
correct table 1ndex 1s performed.

Here, the used ECC will be explained.

First, there are various ECCs themselves 1n accordance
with objects, and the following explanation will be made this
time as logic for generating the ECC of 8 bits with respect to
data of 64 bits. However, 1t 1s possible to cope with situations
in any code 1f the ECC 1s a code calculated by the XOR logic
from a bit of data.

E(O)=DO)+D(1)+D(2)+D(3)+D(4)+D(5)+D(6)+D(T)+
D1O)+D(12)+ DO+ D2 1)+D(22)+D(23)+D
(24)+D(25)+D(26)+D(2T)+D(32)+D(36)+D(40)+
DA+ D52+ D(534)+D(58)+1(60)

E(1)=D(0)+D(1)+D(2)+D(3)+D(4)+D(T)+D(10)+D
(13)+D(28+D(29)+D(30)1+D(3 1)+D(33)+D(37)+
D(A1)+D(45)+D(48)+D(49)+D(50)+D(51)+D
(52)+D(53+D(534)+D(55)+D(58)+D(61)

E(2)=D(4)+D(6)+D(7)+D(10)+D(14)+D(16)+D(17)+
D(18)+D(19)+D(20)+D(21)+D(22)+D(23)+D
(34)+D(381+D(42)+D(46 )1+ D(48)+D(49)+D(50)+
D 1)+D(52)+D(55)+D(58)+D(59)+D(62)

E(3)=D(4)+D(6)+D(10)+D(1 1)+D(15)+D(16)+D
(17)+D(18)+D(19)+D(24)+D(25)+D(26+D(2 7)+
D(28)+D(29)+D(30)+D(31)+D(35)+D(39)+D
(43)+D(AT+D(52)+D(54)+D(55)+D(58)+D(63)

E(4)=D(0)+D(5)+D(8)+D(9)+D(11)+D(16)+D(20)+D
(24)+D(28+D(32)+D(33)+D(34)+D(35)+D(36)+
D(37)+D(38)+D(39)+D(44)+D(45)+D(46)+D
(A7)+D(AR)+D(52)+D(53)+D(56)+D(59)

E(3)=D(1)+D(4)+D(5)+D(9)+D(11)+D(12)+D(13)+D
(14)+D(15+D(17)+D(21)+D(25)+D(29)+D(40)+
D(A1)+D(42)+D(43)+D(44)+D(45)+D(46)+D
(A7)+D(49+D(53)+D(56 +D(57)+D(59)
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E(6)=D(2)+D(5)+D(8)+D(9)+D(10)+D(1 )+D(12)+D
(13)+D(14)+D(15)+D(18)+D{(22)+D(26)+D(30)+
D(32)+D(33)+D(34)+D(35)+D(50)+D(53)+D
(57)+D(59)+D(60)+D(61)+D(62)+D(63)

E(7)=D(3)+D(5)+D(&)+D(11)+D(19)+D(23)+D(27 )+
DGR 1)+D(36)+D(37)+D(38)+D(39)+D(40)+D
(A1) +D(42)+D(@3)+D(51)+D(53)+D(56)+D(57)+
D(58)+D(59)+D(60)+D(61)+D(62)+D(63)

In this case, E(0-7) 1s a generated ECC and D(0-63) 1s data
ol 64 bits.

The formula 2-1 can be modified mto the following for-
mula 2-2 since all the arithmetic calculations are the XOR
logic.

[Formula 2-1]

E()=RO()+R1()+R2(1)+R3 () +RAH+R5(i)+R6(1)+R7
()+R8(1)+RI()+R10(H+R11()+R12(\)+R13()+
R14(H+R15()

In this case, 1 shows the bit width of the ECC and also
shows 8 bits from 0 to 7. Further, in the formula 2-1, R0 shows
a portion generated by data of D(0) to D(3), R1 a portion
generated by data of D(4) to D(7), R2 a portion generated by
data of D(8) to D(11), - - - , R14 a portion generated by data
of D(56) to D(59), and R15 shows a portion generated by data
of D(60) to D(63).

Thus, R0(i) to R15(7) are provided by the following formu-
las.

[Formula 2-2]

RO(0)=D(0)+D(1)+D(2)+D(3)
RO(1)=D(0)+D(1)+D(2)+D(3)
RO(2)=0

RO(3)=0

RO(4)=D(0)

RO(5)=D(1)

RO(6)=D(2)

RO(7)=D(3) [Formula 3-1]
R1(0)=D(4)+D(5)+D(6)+D(7)
R1(1)=D(4)+D(7)
R1(2)=D(4)+D(6)+D(7)
R1(3)=D(4)+D(6)
R1(4)=D(5)
R1(5)=D(4)+D(5)
R1(6)=D(5)

R1(7)=D(5) [Formula 3-2]
R2(0)=D(10)

R2(1)=D(10)

R2(2)=D(10)

R2(3)=D(10)+D(11)

R2(4)=D(8)+D(9)+D(11)

R2(5)=D(9)+D(11)

R2(6)=D(8)+D(9)+D(10)}+D(11)
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R2(7)=D(8)+D(11)

R3(0)=D(12)

R3(1)=D(13)

R3(2)=D(14)

R3(3)=D(15)

R3(4)=0
R3(5)=D(12)+D(13)+D(14)+D(15)
R3(6)=D(12)+D(13)+D(14)+D(15)
R3(7)=0

R4(0)=0

R4(1)=0
R4(2)=D(16)+D(17)+D(18)+D(19)
R4(3)=D(16)+D(17)+D(18)+D(19)
R4(4)=D(16)

R4(5)=D(17)

R4(6)=D(18)

R4(7)=D(19)
R5(0)=D(20)+D(21)+D(22)+D(23)
R5(1)=0
R5(2)=D(20)+D(21)+D(22)+D(23)
R5(3)=0

R5(4)=D(20)

R5(5)=D(21)

R5(6)=D(22)

R5(7)=D(23)
R6(0)=D(24)+D(25)+D(26)+D(27)
R6(1)=0

R6(2)=0
R6(3)=D(24)+D(25)+D(26)+D(27)
R6(4)=D(24)

R6(5)=D(25)

R6(6)=D(26)

R6(7)=D(27)

R7(0)=0
R7(1)=D(28)+D(29)+D(30)+D(31)
R7(2)=0

R7(3)=D(28)+D(29)+D(30)+D(31)

[Formula 3-3]

[Formula 3-4]

[Formula 3-3]

[Formula 3-6]

[Formula 3-7]
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R7(4)=D(28)

R7(5)=D(29)

R7(6)=D(30)

R7(7)=D(31)

R8(0)=D(32)

R8(1)=D(33)

R8(2)=D(34)

R8(3)=D(35)
R8(4)=D(32)+D(33)+D(34)+D(35)
R8(5)=0
R8(6)=D(32)+D(33)+D(34)+D(35)
R8(7)=0

R9(0)=D(36)

R9(1)=D(37)

R9(2)=D(38)

R9(3)=D(39)
R9(4)=D(36)+D(37)+D(38)+D(39)
R9(5)=0

R9(6)=0
R9(7)=D(36)+D(37)+D(38)+D(39)
R10(0)=D(40)

R10(1)=D(41)

R10(2)=D(42)

R10(3)=D(43)

R10(4)=0
R10(5)=D(40)+D(41)+D(42)+D(43)
R10(6)=0
R10(7)=D(40)+D(41)+D(42)+D(43)
R11(0)=D(44)

R11(1)=D(45)

R11(2)=D(46)

R11(3)=D(47)
R11(4)=D(44)+D(45)+D(46)+D(47)
R11(5)=D(44)+D(45)+D(46)+D(47)
R11(6)=0

R11(7)=0

R12(0)=0

US 7,681,111 B2

[Formula 3-8]

[Formula 3-9]

[Formula 3-10]

[Formula 3-11]

[Formula 3-12]
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R12(1)=D(48)+D(49)+D(50)+D(51)

R12(2)=D(48)+D(49}+D(50)+D(51)

R12(3)=0

R12(4)=D(48)
R12(5)=D(49)
R12(6)=D(50)
R12(7)=D(51)

R13(0)=D(54)

[Formula 3-13]

R13(1)=D(52)+D(53)+D(54)+D(55)

R13(2)=D(52)+D(55)

R13(3)=D(52)+D(54)+D(55)

R13(4)=D(52)+D(53)
R13(5)=D(53)
R13(6)=D(53)
R13(7)=D(53)
R14(0)=D(58)
R14(1)=D(58)
R14(2)=D(58)+D(59)
R14(3)=D(58)

R14(4)=D(59)

[Formula 3-14]

R14(5)=D(56)+D(57)+D(59)

R14(6)=D(57)+D(59)

R14(7)=D(56)+D(57)+D(58)+D(59)

R15(0)=D(60)
R15(1)=D(61)
R15(2)=D(62)
R15(3)=D(63)
R15(4)=0

R15(5)=0

[Formula 3-15]

R15(6)=D(60)+D(61)+D(62)+D(63)

R15(7)=D(60)+D(61)+D(62)+D(63)

[Formula 3-16]

Here, R0(i) to R15(i) shown 1n the formulas 3-1 to 3-16 are
summarized 1n a unit influenced when the values are changed
by the Galois field multiplying circuit 11-21. Therefore, 1t 1s

suificient to perform the .

HCC conversion at the multiplying

time of the Galois field 1n the unit of these R0(7) to R15(7).
A conversion table making method relating to R0(i) will be

shown below.

In the formula 3-1, D(0) to D(3) show values of “0” to “F”

in the hexadecimal notation. Therefore, the relation of the

values of D(0) to D(3) and R(0) to R(7) 1s provided by the

following table.
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TABLE 1

RO code generating table

36

D (0-3)
0 1 2 3 4 5 6 7 &8 9 a b ¢ d e f
RO (0-7) 00 ¢l c¢2 03 ¢4 05 06 ¢7 c8 09 0Oa c¢cb Oc ecd ce Of
Here, since the table 1 1s a “code table™ of the ECC with XOR logic, a code for being able to generate new ECCRO'(0-
respect to data, this table 1 1s changed to a “code converting 7) is formed. When S(0-7) in the formula 4 is calculated, the
table - following formula is obtained
When the original data are set to D(0-3), the results of the | . OLOWINE JOLHIUIA 15 ODTALLEC.
foirmula 3-1 are set to RO(O-?). The results of th'e formula 3-‘ 1 S(0-7T)=R(0-THRO'(0-T) TFormula 5]
with respect to new data D'(0-3) are set to R0'(0-7). In this
case, the following formula 1s set to be formed. Accordingly, the conversion code can be calculated by
RO'(0-7)=R(0-7)+5(0-7) [Formula 4] performing the XOR logic operation with respect to the origi-
Here, S(0-7) is set to be called a code converting value. 20 nal ECCRO(0-7) and the new ECCR0'(0-7). When its table 1s
When a value 1s added to the original ECCRO0(0-7) by the made, the following table 1s obtained.
TABLE 2
Code converting table of RO
Value after Conversion
D' (0-3) 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f
D(0-3) RO(@©-7) 00 ¢l ¢2 03 c4 05 06 c7 c¢8 09 0a ¢cb Oc cd ce Of
Original 0 00 00 ¢l c¢c2 03 ¢4 05 06 ¢7 c¢c8 09 0Oa c¢cb Oc cd ce cd
Data 1 cl cl 00 03 ¢2 05 ¢4 ¢7 06 09 ¢8 c¢cb 0Oa cd Oc Of ce
2 c2 c2 03 00 ¢l 06 ¢7 ¢4 05 0O0a c¢cb c®8 09 ce Of Oc cd
3 03 03 ¢2 ¢l 00 ¢7 06 05 ¢4 ¢cb 0Oa 09 ¢8 0Of ce cd Oc
4 c4d cd 05 06 c¢7 00 ¢l ¢2 03 Oc c¢cd ce Of c® 09 0a cb
5 05 05 ¢4 ¢7 06 ¢l 00 03 ¢2 ¢cd Oc Of ce 09 c®8 c¢cb Oa
6 06 06 ¢c7 ¢4 05 ¢c2 03 00 ¢l ce Of Oc ecd Oa cb c8 09
7 c/ ¢/ 06 05 ¢4 03 ¢2 ¢l 00 Of ce cd Oc ¢cb 0Oa 09 c¥
8 c& c8 09 0Oa ¢cb Oc ed ce 0Of 00 ¢l ¢2 03 ¢4 05 06 &7
9 09 09 ¢8 ¢cb 0Oa cd Oc Of ce ¢l 00 03 ¢2 05 c4 c7 06
a Oa Oa cb ¢8 09 ce Of Oc cd c¢2 03 00 ¢l 06 c7 ¢4 05
b cb cb Oa 09 ¢8 Of ce cd Oc 03 ¢2 ¢l 00 ¢7 06 05 c4
C Oc Oc cd ce Of ¢8 09 0a cb ¢4 05 06 ¢7 00 ¢l ¢2 03
d cd cd Oc Of ce 09 ¢ ¢cb 0Oa 05 ¢4 &7 06 ¢l 00 03 c2
e ce ce Of Oc cd Oa c¢cb ¢8 09 06 c¢7 ¢4 05 ¢2 03 00 ¢l
f Of Of ce cd Oc cb 0Oa 09 c&8 c¢7 06 05 ¢4 03 c¢2 cl 00
45
At this time, the data are clearly converted as follows by the
Galois field multiplying circuit 11-21.
TABLE 3
Multiplying table of (Galois field of data portion
Multiplication coeflicient of Galois field
0 1 2 3 4 5 6 7 & 9 a b ¢ d e f
InputData © ©0 ©0 © 0O O ©O 0©0O 0o o o0 0o 0o 0 0 0 o0
1 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f
2 0 2 4 6 ¥ a ¢ e 3 1 7 5 b 9 f d
3 0 3 6 5 C f a 9 b 8 d e 7 4 1 2
4 0 4 8 ¢ 3 7 b f 6 2 e a D 1 d 9
5 0 5 a t 7 2 d 8 e b 4 1 9 ¢ 3 6
6 0 6 ¢ a 0 d 7 1 5 3 9 f e & 2 4
T 0 7 e 9 f ¥ 1 6 d a 3 4 2 3 ¢ b
8 0O 8 3 b 6 e 5 d ¢ 4 t 7 a 2 9 1
9 0 9 1 8 2 b 3 a 4 d 5 c 6 f 7 e
a 0O a 7 d e 4 9 3 f 5 8 2 1 b 6 ¢
b 0 b 5 e a 1 t 4 7 ¢ 2 9 d 6 8 3
c O ¢ b 7 5 9 e 2 a 6 1 d t 3 4 8
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TABLE 3-continued

Multiplying table of GGalois field of data portion

Multiplication coetficient of Galois field

38

o 1 2 3 4 5 o6 7 8 9 a b
d o0 4 9 4 1 ¢ 8 5 2 t b 6
e O e £ 1 d 3 2 ¢ 9 7 6 8
tr o + d4 2 9 6 4 b 1 e ¢ 3

Here, the ECC converting table at the multiplying time of
the Galois field can be made by simultaneously using the
relation of tables 2 and 3.

When an example 1s used, the following contents are
formed.

When 1nput data are “2” and the multiplication coetficient
1s “17, the multiplying result becomes “2” by the table 3. At
this time, it 1s necessary to convert the ECC from “c2” 1nto
“c2”. Theretfore, the conversion code becomes “00” by the
table 2.

When the mput data are “2” and the multiplication coetii-
cient 1s “2”, the arithmetic result becomes “4” by the table 3.
At this time, 1t 1s necessary to convert the ECC from *“c2” mnto

INPUT DATA 0
1
2
3
4
5
6
7
8
9
a
b
C
d
e
f
INPUT DATA

» oJEN LR e

15

20

oo

o
-~
L

“c4”. Therefore, the conversion code becomes “06” by the
table 2.

When the mnput data are “2”” and the multiplication coelli-
cient 1s “3”, the arithmetic result becomes “6” by the table 3.
At this time, 1t 1s necessary to convert the ECC from “c2” mto
“06”. Therefore, the conversion code becomes “c4” by the
table 2.

These relations are shown by the following table when the
conversion code of R0 1s made with respect to all the mput
data from “0” to “1” and all the multiplication coelficients 1-4
of the Galois field of “0” to “f”. This conversion code

becomes an ECC converting code at the multiplying time of
the Galois field.

TABLE 4-1

ECC converting code table of RO

MULTIPLICATION COEFFICIENT OF GATL OIS FIELD

WE I O

00

c2
03
c4
03
06

c&
09
Oa
cb
Oc
cd

ce

Of

50

3 5 0

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
c2
c4
06
c&
Oa
Oc
ce
03
cl
c/
05
cb
09
Of
cd

00
c4
!
Oc
03
c/
cb
Of
06
c2
ce
Oa
05
cl
cd
09

00
c/
ce
09

f
c&
cl
06
cd
Oa
03
c4d
c2
035
Oc
cb

00

05
ce

cl
Of
c4
c’/
Oc
c2
09
cd
06
c&
03

The table 4-1 1s an ECC converting table generated with
R0(0-7) of the formula 3-1 as an origin. However, ECC con-
verting tables of R1 to R15 from the formula 3-2 to the
formula 3-16 can be also similarly calculated. Arithmetic
results with respect to these ECC converting tables are pro-
vided as follows.

TABLE 4-2

ECC converting code table of R1

MULTIPLICATION COEFFIC

N1 OF GALOIS FIELD

00
e
b0
50

0 1

2 3 4 5 o6 7 8 9 a b ¢ d e 1

00
00
00
50

00 00 00
50 b0 6f
3 8f 44
6f 3f 2b

00 00
8f df
4 cb
7b 14

00
3f
7b
44

00
14
e
4

00
4
50
a4

00 00
ad 44
6f df
cb 9b

00
9b
14
81

00
7b
a4
df

00
2b
9b
b0

00
cb
2b
e
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ECC converting code table of R1
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US 7,681,111 B2

TABLE 4-2-continued

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
11

ed

11
fc
el
Ob
14

eb
05

e¥

00
00
00
00
00

00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

7b
2b
44
14
a4

f4
9b
cb
df
8f
e0
b0

ECC converting code table of R2

4
44
7b
cb
50

e0
df
61
a4
14
2b
9b

df
bO
9b
4
cb

a4
&f
e
14
7b
50
3f

TABL.

50
df
a4
2b
31

b0
ch

of
e0
9b
14

—
—
L7

2b
{4
e0
3f
9b

50
8f
b0
6f
7b
a4

4-3

a4
9b
df
c0
of

50
11
2b
cb
4
b0
&f

b0
a4
50
44
8f

9b
6f
7b
3f
2b
df
cb

3f
cb
6f
9b
7b

&1
2b
df
44
b0
14
c0

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

2

00
ed
fc
11
035
el
19
14
eb
Ob
la
7
el
Oe
53
{2

ECC convertinge code table of R3

3

00
2
Oe
fc
Ob
o
035
7
ed
1f
el
11
eb
14
el
la

4

00
11
9
el
e3
2
la
Ob
7
eb
Oe
1f
14
035
ed
fc

TABL.

—
—
L7

0

00
el
7
14
el
Ob
53
fc
la
9
ed
Oe
2
11
05
eb

4-4

7

00
fc
03
{9
eb
la
e3
83
11
ed
14
el
f7
Ob
2
Oe

8

00
14
1f
Ob
2
ebh
ed
{9
Oe
la
11
05
fc
e
el
7

9

00
Ob
ed
ed
fc
7
11
la
035
Oe
el
e3
9
2
14
11

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

e
2b
’f
df

7b
b0
14
9b
31
t4
50

a

00
eb
11
7
19
83
el
Oe
el
05
2
14
la
fc
Ob
ed

cb
8f
14
50
2b

6f
{4
bO
e0
a4
31
7b

b

00
9
e3
la
7
Oe
14
ed
el
11
Ob
2
1f
eb
fc
05

e0
7b
{4
of
b0

2b
a4
3f
50
cb
44
df

C

00
la
14
Oe
53
035
Ob
11
2
el
eb
fc
ed
7
9
e3

6f
14
cb
b0
44
3f
e0
9b
2b
50
8f

4

d

00
035
eb
el
11
14
7
2

14
3f
’f
a4
e0

cb
7b
50
4
df
6f
44

00

la

14
fc
Oe
eb
11

05
ed
Ob

11

9b
50
bO
/b
14

df
31
4
&1

a4
6f

00

e&
11

ed

05
14
e3
fc
Ob
Oe

11

00
16
26
30
46
50
60
76
8O
90

b6
cO
dé
eb

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00
30
60
50
cO
{0
a0
90
b6
86
d6
eb
76
46
16
26

3

00
26
46
60
86
a0
cO
eb
30
16
76
50
b6
90
10
d6

4

00
50
a0
0
76
26
d6
86
eb
b6
46
16
90
cO
30
60

5

00
46
86
cO
30
76
b6
O
60
26
eb
a0
50
16
dé
90

6

00
76
eb
90
0
86
16
60
d6
a0
30
46
26
50
cO
b6

7

00
60
cO
al)
b6
dé6
76
16
50
30
0
0
eb
86
26
46

9

00
R6
30
b6
60
eb
50
d6
cO
46
0
76
a0
26
90
16

a

00
b6
50
eb
a0
16
0
46
76
c
26
90
d6
60
86
30

b

00
a0
76
dé
eb
46
90
30
i
50
86
26
16
b6
60
cO

C

00
d6
90
46
16
cO
86
50
26
0
b6
60
30
eb
a0
76

d

00
c
b6
76
50
90
eb
26
al)
60
16
dé6
10
30
46
86

00

dé6
26
90
60
46
b6
16
eb

30
86
76
50
a0

00
eb

16
do6
30
26

90
76
60
86
46
a0
b6
50

40
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TABLE

4-5

US 7,681,111 B2

ECC c-::-nverting code table of R4

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
31
32
03
34
05
06
37
38
09
Oa
3b
Oc
3d

Of

00

a2
03
a4
05
06
a’l
al
09
Oa
ab
Oc
ad

ac

Of

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00
03
06
035
Oc
Of
Oa
09
3b
38
3d
3e
37
34
31
32

3

00
32
34
06
3%
Oa
Oc
3e
03
31
37
035
3b
09
Of
3d

4

00
035
Oa
Of
37
32
3d
3%
3e
3b
34
31
09
Oc
03
06

TABL

S

00
34
38
Oc
03
37
3b
Of
06
32
3e
Oa
05
31
3d
09

00
37
3f
09
Of
38
31
06
3d
Oa
03
34
32
05
Oc
3b

00
06
Oc
Oa
3b
3d
37
31
05
03
09
Of
3e
3%
32
34

-, 4-6

00
09
31
38
32
3b
03
Oa
34
3d
05
Oc
06
Of
37
3e

00
3%
03
3b
06
3e
035
3d
Oc
34
Of
37
Oa
32
09
31

BECC converting code table of R5

MULTIPLICATION COEFFIC

2

00
03
06
035
Oc
0f
Oa
09
ab
al
ad
ae
a7
ad
al
a2

3

00
a2
a4
06
al
Oa
Oc
ae
03
al
a’
03
ab
09
0t
ad

TABLE

4

00
05
Oa
Of
al
azl
ad
al
ae
ab
a4
al
09
Oc
03
06

5

00
a4
ag
Oc
03
a’/
ab
Of
06
a2
ae
Oa
05
al
ad
09

6

00
a7
ae
09
Of
al
al
06
ad
Oa
03
a4
a2
035
Oc
ab

4-7

7

00
06
Oc
Oa
ab
ad
al
al
05
03
09
Of
ae
al
a2
a4

8

00
09
al
al
a2
ab
03
Oa
a4
ad
035
Oc
06
Of
al
ae

ECC converting code table of R6

9

00
al
03
ab
06
ae
05
ad
Oc
a4
Of
a7
Oa
a2
09

al

00
3b
05
3e
Oa
31
Of
34
37
Oc
32
09
3d
06
38
03

d

00
ab
03
a
Oa
al
0f
a4
a/
Oc
W
09
ad
06
af
03

00
Oa
37
3d
3e
34
09
03
Of
05
38
32
31
3b
06
Oc

b

00
Oa
av
ad
ae
a4
09
03
Of
05
al
a2
al
ab
06
Oc

00
3d
09
34
31
Oc
3%
05
32
Of
3b
06
03
3e
Oa
37

C

00
ad
09
a4
al
Oc
ag
035
a2
0f
ab
06
03
ae
Oa
a7

d

00
Oc
3b
37
035
09
3e
32
Oa
06
31
3d
Of
03
34
3%

N1 OF GALOIS FIELD

d

00
Oc
ab
a7
035
09
ae
a2
Oa
06
al
ad
Of
03
a4
al

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

e

00
Of
3d
32
09
06
34
3b
31
3e
Oc
03
38
37
05
Oa

&

00

f

00
3e
Of
31
3d
03
32
Oc
09
37
06
38
34
Oa
3b
05

f

00

Of ae

ad
azl
09
06
a4
ab
al
ae
Oc
03
al
av
05
Oa

Of
al

03

Oc
09
a’
06
ag
a4

ab
05

00
91
92
03
94
05
06
97
9%
09

9b
Oc
9d
Qe
Of

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00 00
03 92

06 94
05 06

Oc 9%

Of
Oa
09

98 91
od 97
9¢ 05
97 9b

4

00
05

Oa
Of

97

Oa 92
Oc 9d
9¢ OR
Ob 03

94 09
of 03

91

92 9d

Oe

9b
94
91
09

Oc

06

Oa

5

00 00
94 97

98
Oc
03
97
9b

06
02
Oe

05
91
9d
09

0%
91
0of 06
9d
Oa 03
03 09
94
92

05

9b

6

Oe

09
0f 9b
9d
97
91
05

00
06
Oc 91
98
92
9b
03

7

Oa

Of
Qe

08
Oc 92
04

00
09

97

8

9

00
98
03
9b
06

Qe

05

Oa 9d

04
od
05

Oc

94

Of

Oc 97

06

Oa

of 92

09

9¢ 91

a

00 00

9b

05 97
Oe 9d
9¢ 91

Oa

b

00

C

Oa 9d

91 94

of 09
94 03

97

09
94

0of 92

Oc 05

92 O
09 92
9d 91

06 9b
98 06

03

Oc 97

9b
06
03
9¢ 03
Oa 94
98

00

9b
97
05
Oc 09
98

05 92

d

Oc

c

00

Of

9d
92
09
06

9¢ 94

9b

Oa 91
Oof 06

91
9d

Qe
Oc

03

Of 98

97
05

Oa

f

00
Qe
Of
01
9d
03
92
Oe
09
Q7
06
o%
04
Oa
Ob
05

42



INPUT DATA

INPUT DATA

INPUT DATA

S R oW Sl o ol - B e B TR B N R S U N R Sy -+ 0 L O TR OO B0 -1 O B W = O

- 0 L O TR D0 -1 B R — O

ECC c-::-nverting code table of R7

43

TABLE 4-8

US 7,681,111 B2

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
51
52
03
54
05
06
57
58
09
Oa
5b
Oc
5d

Of

00

24
30
4a
50
60
7a
Ra
90
a0
ba
cO

cd

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00
03
06
035
Oc
Of
Oa
09
5b
58
5d
Se
57
54
51
52

ECC converting code table of R&

3

00
2
54
06
58
Oa
Oc
Se
03
51
57
035
5b
09
Of
5d

4

00
035
Oa
Of
57
52
5d
58
Se
5b
54
51
09
Oc
03
06

S

00
54
58
Oc
03
57
5b
Of
06
52
S5e
Oa
05
21
5d
09

00
57
5e
09
Of
58
51
06
5d
Oa
03
54
52
05
Oc
5b

00
06
Oc
Oa
5b
5d
57
51
05
03
09
Of
Se
58
52
54

TABLE 4-9

00
09
51
58
52
5b
03
Oa
54
5d
05
Oc
06
Of
57
Se

00
58
03
5b
06
Se
035
5d
Oc
54
Of
57
Oa
52
09
51

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

2

00
30
30
50
cO
{0
a0
90
ba
8a
da
ea
7a
44
la
2a

ECC converting code table of RO

3

00
24a
43
60
8a
a0
cO
ea
30
la
7a
50
ba
90
10
da

4

00
50
a0
0
7a
24a
da
8a
ea
ba
4a
la
90
cO
30
60

TABL

5

00
43
8a
cO
30
7a
ba
{0
60
24a

0

00
7a
ea
90
0
Ra
la
60
da
a0
30
4a
2a
50
cO
ba

7

00
60
cO
al)
ba
da
Ta
la
50
30
90
0
ea
84
2a
4a

-, 4-10

8

00
90
la
8a
2a
ba
30
a0
4a
da
50
cO
60
{0
7a

cd

9

00
8a
30
ba
60
ea
50
da
cO
43
0
7a
a0
24
90

la

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
5b
05
S5e
Oa
51
Of
54
57
Oc
52
09
5d
06
58
03

a

00
ba
50
ea
a0
la
10
4a
7a
c
24a
90
da
60
8a
30

00
Oa
57
5d
Se
54
09
03
Of
05
58
52
51
5b
06
Oc

b

00
a0
7a
da
ea
44
90
30
i
50
8a
24
la
ba
60
cO

00
5d
09
54
51
Oc
58
05
52
Of
5b
06
03
Se
Oa
57

C

00
da
90
44
la
cO
8a
50
2a
0
ba
60
30
ea
a0
7a

d

00
Oc
5b
57
035
09
Se
52
Oa
06
51
5d
Of
03
54
5%

d

00
c
ba
7a
50
90
ea
24
al)
60
la
da
10
30
44
8a

e

00
Of
5d
52
09
06
54
5b
51
S5e
Oc
03
58
57
05
Oa

00

da
24
90
60
4a
ba
la
ea

cl
30
Ra

50
al

f

00
Se
Of
51
5d
03
52
Oc
09
57
06
58
54
Oa
5b
05

00
ea

la

30
2a
cO
90
7a
60
8a
43
a0

50

00
19
29
30
49
50
60
79
89
90
a0
b9
cO
do
el

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00
30
60
50
cO
{0
a0
90
b9
89
d9
el
79
49
19
29

3

00
29
49
60
89
a0
cO
el
30
19
79
50
b9
90
10
d9

4

00
50
a0
0
79
29
d9
89
eY
b9
49
19
90
cO
30
60

5

00
49
89
cO
30
79
b9
O
60
29
el
a0
50
19
d9
90

6

00
79
el
90
0
89
19
60
do
a0
30
49
29
50
cO
b9

7

00
60
cO
al)
b9
d9
79
19
50
30
90
0
ey
89
29
49

8

00
90
19
89
29
b9
30
al
49
d9
50
cO
60
{0
79
eY

9

00
89
30
b9
60
el
50
d9
cO
49
0
79
a0
29
90
19

a

00
b9
50
el
a0
19
0
49
79
c
29
90
d9
60
89
30

b

00
a0
79
d9
eY
49
90
30
i
50
89
29
19
b9
60
cO

C

00
d9
90
49
19
cO
89
50
29
0
b9
60
30
ey
a0
79

d

00
c
b9
79
50
90
ey
29
al)
60
19
d9
10
30
49
89

00

d9
29
90
60
49
b9
19
eY

30
89
79
50
a0

00
el

19
do
30
29
cO
90
79
60
89
49
a0
b9
50

44
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ECC mmferting code table of R10

45

TABL

- 4-11

US 7,681,111 B2

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
15
25
30
45
50
60
75
85
90
al)
b3
cO
d5
ed

00

2C
30
4c
50
60
7c
8C
90
a0
bc
cO

cC

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2

00
30
60
50
cO
i
a0
90
b3
85
d5
es
75
45
15
25

ECC converting code table of R11

3

00
25
45
60
85
a0
cO
ed
30
15
75
50
b3
90
{0
d5

4

00
50
a0
10
75
25
d5
85
ed
b5
45
15
90
cO
30
60

TABL

S

00
45
85
cO
30
75
b5
i
60
25
ed
a0
50
15
d5
90

00
75
ed
90

85
15
60
d5
a0
30
45
25
50
cO
b5

00
60
c
a0
b3
d3
75
15
50
30
90

es
85
25
45

-, 4-12

00
90
15
85
25
b3
30
a0
45
d5
50
cO
60

75
ed

00
85
30
b5
60
ed
50
d5
cO
45

75
a0
25
90
15

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

2

00
30
60
50
cO
{0
a0
90
bc
8C
dc
ec
Ic
4c
Ic
2C

ECC converting code table of R12

3

00
2¢C
4c
60
8¢
a0
cO
ec
30
Ic
7c
50
bc
90
10
dc

4

00
50
a0
0
7c
2¢C
dc
8¢
ec
bc
4c
Ic
90
cO
30
60

TABL

5

00
4c
8¢
cO
30
7c
bc
{0
60
2¢C

0

00
Ic
ec
90
0
&C
Ic
60
dc
a0
30
4c
2C
50
cO
bc

7

00
60
cO
al)
bc
dc
Ic
Ic
50
30
90
0
ec
8C
2C
4dc

-, 4-13

8

00
90
Ic
8¢
2¢C
bc
30
a0
4c
dc
50
cO
60
{0
7c

cC

9

00
8¢
30
bc
60
ec
50
dc
cO
4c
0
7c
a0
2¢C
90
Ic

MULTIPLICATION COEFFICIENT OF GALOIS FIELD

00
b3
50
e5
a0
15

45
75
cO
25
90
d5
60
85
30

a

00
bc
50
ec
a0
Ic
10
4¢
7c
c
2¢C
90
dc
60
8¢
30

00
a0
75
d5
ed
45
90
30

50
85
25
15
b5
60
cO

b

00
a0
Ic
dc
ec
4c
90
30
i
50
8¢
2C
Ic
bc
60
cO

00
d5
90
45
15
cO
85
50
25

b5
60
30
ed
a0
75

C

00
dc
90
4c
lc
cO
8¢
50
2C
0
bc
60
30
ec
a0
/¢

d

00
c
b3
75
50
90
ed
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According to this embodiment 3, there 1s an effect in which
a hardware failure can be reliably found by a parity error in the
conversion of data and 1ts ECC different from those of the
embodiments 1 and 2. The reasons for this are as follows.
Namely, the Galois field multiplying table 1-11 1s indexed in
the longitudinal direction by the longitudinal index table
making circuit 1-9 and 1s indexed 1n the transversal direction
by the transversal index table making circuit 1-10. The ECC
converting table 11-22 1s indexed by the ECC index table
making circuit 11-23. The upper order data conversion 1s
performed by the upper order data converting circuit 1-5 by
using the index result of the longitudinal direction. The lower
order data conversion 1s performed by the lower order data
converting circuit 1-6 by using the index result of the trans-
versal direction. The ECC conversion 1s performed by the
ECC converting circuit 11-7. Further, an ECC error 1is
checked by the ECC check circuit 11-135.

While the present invention has thus far been disclosed in
conjunction with several embodiments thereof, it will be
readily possible for those skilled 1n the art to put the present
invention into practice 1n various other manners.

What 1s claimed 1s:

1. A disk array device, comprising:

a redundant array of independent disks controller config-
ured to convert data by using a Galois field multiplying
table symmetrical longitudinally and transversally and
made by a multiplying calculation of the Galois field of
GF(2*), and index table information of the transversal
direction and index table information of the longitudinal
direction are extracted from said Galois field multiply-
ing table, and a failure of a circuit within the device 1s
detected by comparing both the index table information,

wherein two kinds of index table mformation for data for
making the multiplying calculation and index table
information for a check code annexed to these data are
generated as said index table information.

2. The disk array device according to claim 1, wherein the
tailure of the circuit 1s detected by arithmetically performing
an XOR logic operation of a bit unit of said mdex table
information, and detecting that it 1s a value except for zero.

3. The disk array device according to claim 1, wherein the
data for making the multiplying calculation of the Galois field
are decomposed into plural data, and processing 1s performed
by dividing these data into decomposing data for performing,
the conversion by using said index table information of the
longitudinal direction, and decomposing data for performing
the conversion by using said index table information of the
transversal direction.

4. The disk array device according to claim 1, wherein the
check code annexed to the data for making the multiplying
calculation of the Galois field 1s decomposed into plural
check codes, and processing i1s performed by dividing these
check codes 1nto a decomposmg check code for performing
the conversion by using said index table information of the
longitudinal direction, and a decomposing check code for
performing the conversion by using said index table informa-
tion of the transversal direction.

5. The disk array device according to claim 4, wherein the
decomposing check code with respect to the decomposing
data 1s converted by using the index table information of the
longitudinal direction when these decomposing data are con-
verted by using the index table information of the transversal
direction, and the decomposing check code with respectto the
decomposing data i1s converted by using the index table infor-
mation of the transversal direction when these decomposing
data are converted by using the index table information of the
longitudinal direction, so that the decomposing data and the
decomposing check code as a pair are converted by using the
index table information different from each other.
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6. The disk array device according to claim 1, wherein said
index table information of the longitudinal direction 1s a
longitudinal conversion table for data, and said index table
information of the transversal direction 1s a transversal con-
version table for data.

7. The disk array device according to claim 1, wherein said
index table information of the longitudinal direction 1s a
longitudinal conversion table for data and a longitudinal
inverting table far a check code, and said index table infor-
mation of the transversal direction 1s a transversal conversion

table for data and a transversal inverting table for a check
code.

8. The disk array device according to claim 1, wherein said
check code 1s parity with respect to said data.

9. The disk array device according to claim 1, wherein said
check code 1s error correcting code with respect to said data.

10. A Galoss field multiplying circuit, comprising:
a Galois field multiplying table;

a longitudinal index table making circuit for generating the
index table information of the longitudinal direction by
indexing the Galois field multiplying table from the
longitudinal direction by using a multiplication coelli-
cient;

a transversal index table making circuit for generating the
index table information of the transversal direction by
indexing the Galois field multiplying table from the
transversal direction by using the multiplication coetti-
clent;

an upper order data converting circuit and a lower order
data converting circuit for dividing data from the gener-
ated 1ndex table information nto an upper order data

portion and a lower order data portion and converting
these data mto data for redundant array of independent

disks; and

an upper order parity mverting circuit and a lower order
parity inverting circuit for dividing parity with respect to
the data from the generated index table information mnto
an upper order parity portion and a lower order parity
portion and converting this parity into parity with
respect to the data for redundant array of independent
disks.

11. A Galois field multiplying circuit, comprising:
a Galois field multiplying table;

a longitudinal index table making circuit for generating the
index table information of the longitudinal direction by
indexing the Galois field multiplying table from the
longitudinal direction by using a multiplication coetti-
cient;

a transversal index table making circuit for generating the
index table information of the transversal direct by
indexing the Galois field multiplying table from the
transversal direction by using the multiplication coetii-
cient;

an even data converting circuit and an odd data converting,
circuit for dividing data from the generated index table
information nto an even data position and an odd data
position and converting these data into data for redun-
dant array of independent disks; and an even parity
inverting circuit and an odd parity inverting circuit for
dividing parity with respect to the data from the gener-
ated 1index table information into an even parity position
and an odd parity position and converting this parity into
parity with respect to the data for redundant array of
independent disks.

12. A Galois field multiplying circuit, comprising:
a (Galois field multiplying table;

a longitudinal index table making circuit for generating the
index table information of the longitudinal direction by
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indexing the Galois field multiplying table from the
longitudinal direction by using a multiplication coetfi-
clent;

a transversal index table making circuit for generating the
index table information of the transversal direction by
indexing the Galois field multiplying table from the
transversal direction by using the multiplication coetii-
cient; an upper order data converting circuit and a lower
order data converting circuit for dividing data from the
generated index table information into an upper order
data portion and a lower order data portion and convert-
ing these data into data for redundant array of indepen-
dent disks; and

an error correcting code converting circuit for converting,
error correcting code with respect to the data into error
correcting code with respect to the data for redundant
array of independent disks.

13. A Galois field multiplying circuit comprising;

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal
converting table for data by indexing said Galois field
multiplying table from the longitudinal direction by
using a multiplication coeflicient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal
iverting table for parity by indexing said Galois field
multiplying table from the transversal direction by using
the multiplication coellicient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by said
longitudinal index table making circuit by each decom-
posing data of an upper order data portion of data, and
obtaining a multiplying result of the Galois field;

a lower order data converting circuit for selecting the trans-
versal converting table for data generated by said trans-
versal index table making circuit by each decomposing
data of a lower order data portion of data, and obtaining
a multiplying result of the Galois field;

an upper order parity mverting circuit for obtaining an
inverting result of an upper order parity portion in which
an XOR logic operation 1s performed with respect to
cach decomposing parity of the upper order parity por-
tion of the parity and the multiplying result of the Galois
field obtained by selecting the transversal inverting table
for parity generated by said transversal index table mak-
ing circuit by each decomposing data of the upper order
data portion of the data; and

a lower order parity inverting circuit for obtaining an
inverting result of the lower order parity in which the
XOR logic operation 1s performed with respect to each
decomposing parity of the lower order parity portion of
the parity and the multiplying result of the Galois field
obtained by selecting the longitudinal inverting table for
parity generated by said longitudinal index table making
circuit by each decomposing data of the upper order data
portion of the data.

14. A Galois field multiplying circuit comprising:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal
converting table for data by indexing said Galois field
multiplying table from the longitudinal direction by
using a multiplication coelficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal
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inverting table for parity by indexing said Galois field
multiplying table from the transversal direction by using
the multiplication coelficient;

an even data converting circuit for selecting the longitudi-
nal converting table for data generated by said longitu-
dinal index table making circuit by each decomposing
data of an even data position of data, and obtaining a
multiplying result of the Galois field;

an odd data converting circuit for selecting the transversal
converting table for data generated by said transversal
index table making circuit by each decomposing data of
an odd data position of data, and obtaining a multiplying
result of the Galois field;

an even parity iverting circuit for obtaiming an mnverting
result of the even parity 1n which an XOR logic opera-
tion 1s performed with respect to each decomposing
parity of the upper order parity portion of the parity and
the multiplying result of the Galois field obtained by
selecting the transversal inverting table for parity gen-
erated by said transversal index table making circuit by
cach decomposing data of the even data position of the
data; and

an odd parity verting circuit for obtaining an inverting,
result of the odd parity in which the XOR logic operation
1s performed with respect to each decomposing parity of
the lower order parity portion of the parity and the mul-
tiplying result of the Galois field obtained by selecting
the longitudinal inverting table for parity generated by
said longitudinal 1index table making circuit by each
decomposing data of the odd data position of the data.

15. A Galois field multiplying circuit, comprising:

a Galois field multiplying table having a conversion table
for data and a conversion table for parity;

an error correcting code converting table corresponding to
cach decomposing data of the data;

a longitudinal index table making circuit for generating a
longitudinal inverting table for parity and a longitudinal
converting table for data by indexing said Galois field
multiplying table from the longitudinal direction by
using a multiplication coefficient;

a transversal index table making circuit for generating a
transversal converting table for data and a transversal
iverting table for parity by indexing said Galois field
multiplying table from the transversal direction by using
the multiplication coeflicient;

an error correcting code index table making circuit for
generating a conversion table for error correcting code
by indexing said error correcting code converting table
by using the multiplication coetficient;

an upper order data converting circuit for selecting the
longitudinal converting table for data generated by said
longitudinal index table making circuit by each decom-
posing data of an upper order data portion of data, and
obtaining a multiplying result of the Galois field;

a lower order data converting circuit for selecting the trans-
versal converting table for data generated by said trans-
versal index table making circuit by each decomposing
data of a lower order data portion of data, and obtaining,
a multiplying result of the Galois field; and

an error correcting code converting circuit for selecting the
error correcting code converting table generated by said
error correcting code index table making circuit by each
decomposing data of the data, and converting the error
correcting code with respect to the data into error cor-
recting code with respect to data for redundant array of
independent disks.

G o e = x



	Front Page
	Drawings
	Specification
	Claims

