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TRUSTED NETWORK TRANSFER OF
CONTENT USING OFF NETWORK INPUT
CODE

CROSS REFERENCE TO RELATED
APPLICATION

This patent application claims benefit of U.S. Provisional
Application No. 60/520,492, filed Nov. 14, 2003, entitled

“Trusted Network Key Transier Using Simple User Entered
Code.”

COPYRIGHT NOTICE AND PERMISSION

A portion of the disclosure of this patent document may
contain material that 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever. The following notice shall apply to this docu-
ment: Copyright © 2003, Microsoit Corp.

FIELD OF THE INVENTION

This 1invention relates to the trusted transfer of content,
such as a credential, from one computing device to a second
computing device 1n a network using a simple user entered
code. More particularly, the invention relates to the trusted
transmission and reception of content, such as encryption key
information, from one computing device 1 a network to
another computing device, using a simple code entered out of
band of the network content exchange.

BACKGROUND

There are many reasons why it may be desirable for a first
computing device to recerve a credential, a resource, code, or
other content from a second computing device, and/or for the
second computing device to distribute or transmit the creden-
tial, resource, code, etc. to the first computing device, and vice
versa. For instance, 1n order to give access to resource(s) of
the first computing device to the second computing device, 1t
1s frequently desirable to have the first computing device
“trust” something about the second computing device, e.g.,
for security and/or privacy reasons. Such a credential can be
distributed between two computing devices 1n any computing
environment, €.g., network architectures that include peer-to-
peer clients, distributed computing systems, thin-client archi-
tectures where application processing occurs mainly on a
central server, but can be distributed as well.

FIG. 1A generally 1llustrates computing between a first
computing device (e.g., server S) and a second computing
device (e.g., client C) 1n an exemplary networked environ-
ment. Server S and client C communicate over any network
connection NC, whether wired or wireless. For instance,
server S may wish to trust client C before delivering access to
Application A, or client C may wish to trust server S before 1t
accepts a credential, or other content from the client C. Or, a
first computing device S may wish to recetve a public key
from second computing device C, or vice versa. Methods for
establishing trust between the devices via a simple mecha-
nism are thus desired for a full range of communications
among computing devices.

As 1llustrated in FI1G. 1B, the world of computing devices
and types of content that may be requested from various other
computing devices 1s quite diverse, both in terms of media
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devices and media types. For exemplary purposes only, FIG.
1B 1llustrates that there are many kinds of media, such as
music (MP3s, WMVs, etc.), streaming audio/video, photos
(JPEGS, GIFs, etc.), movie files (MOVs, MPEG, etc.), adver-
tisements, broadcast media (Radio, TV, Cable, etc.), graphics
data, etc. FIG. 1B also 1llustrates that there are a variety of
devices that render media in some fashion, for some purpose.
These devices include, but are not limited to, televisions,
radios, tuners, DVD players, VCRs, DVRs, digital media
rendering devices, set top boxes, MP3 players, Smart Display
devices, laptops, gaming machines, remote control devices,
cell phones, PDAs, digital picture frames, etc. Given the
disparate number of devices and locations where digital con-
tent may be stored, establishing trust automatically among
any two devices with simplicity 1n such a system i1s thus an
important problem, in order to enable sharing of content or
resources among a variety of computing devices i what
becomes an established trust enclave of devices. It 1s thus
desirable to have a generic and simple mechanism or frame-
work for trusting the content of an exchange between a first
device and a second device, or vice versa.

For another example of when trust 1s desirable in a com-
puting system as between a plurality of computing devices, a
common method to securely transfer information securely
between one place and another on a network 1s by using
public/private key cryptography. If one machine obtains a
public key and another machine has the matching private key,
the first machine can encrypt secret information using the
public key and trust that only a machine holding that match-
ing private key will be able to decrypt it. Without a trusted
transier of the public key from one place 1n the network to
another place, however, there 1s no way to ensure that a
malicious machine sitting on the network did not intercept the
intended public key during its transmission and replace 1t with
its own.

Thus, building trust into the exchange of the public key, or
any content, via a sitmple mechanism or method 1s desired. It
would be further desirable to be able transmit any content,
such as a public key, from one place to another over a network
in a way that can be trusted, so that the second machine knows
for sure that the content that it 1s receiving 1n fact came from
the “real” fist machine. In addition, it would be desirable to
have systems, application programming interfaces, code
implementations, user interfaces and protocols for achieving
the above-described objectives to obtain the trusted results.

SUMMARY OF THE INVENTION

In consideration of the above-identified shortcomings of
the art, for use 1n connection with establishing trust for con-
tent delivered to a first device from a second device, the
present mvention provides systems and methods for use in
connection with the trusted transmission and reception of
content, such as encryption key imformation, from one com-
puting device in the network to a second computing device, or
vice versa. In one embodiment, the invention provides a way
to trust a public key on a network using a very short code
displayed on one machine and entered out of band on the
second machine, wherein the code 1s easy for end-users to
remember. Accordingly, a user can recetve a simple code at
the first machine and enter the simple code out of hand at the
second machine, without difficulty, thereby establishing
implicit trust in the ensuing content exchange, which may
include the transmission of a trusted public key. The trust
established by the techniques of the invention includes both
(a) trust by the first computing device that the second com-
puting device 1s the approprate target for the delivery of
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content from the first computing device and (b) trust by the
second computing device that the first computing device 1s a
trusted source for the content.

Other advantages and features of the invention will also be
apparent from the description below.

BRIEF DESCRIPTION OF THE DRAWINGS

The systems and methods for trusting content to be trans-
ferred from a first computing device to a second computing
device 1n accordance with the present invention are further
described with reference to the accompanying drawings in

which:

FIG. 1A 1llustrates an exemplary prior art networked com-
puting environment in which first and second computing
devices communicate;

FIG. 1B illustrates how diverse media types and media
devices are when 1t comes to providing a digital content
experience;

FIG. 2A 1s a block diagram representing an exemplary
network environment having a variety of computing devices
in which the present invention may be implemented;

FIG. 2B 1s a block diagram representing a first exemplary
non-limiting computing device, whether receiving or deliv-
ering content, 1n which the present invention may be imple-
mented;

FIG. 2C 1s a block diagram representing a second exem-
plary non-limiting computing device, whether receiving or
delivering content, 1n which the present invention may be
implemented;

FIGS. 3A and 3B illustrate the trusted exchange of content
from a first computing device to a second computing device,
Or vice versa, according to a code mput out of band 1n accor-
dance with various embodiments of the systems and methods
of the invention; and

FIGS. 4A and 4B together represent one non-limiting,
exemplary flow diagram of an implementation of the mven-
tion, illustrating merely one set of algorithms, timing, inter-
faces and protocols that can be using to achieve the trusted
transier of content, such as a public key, 1n accordance with
the 1nvention.

DETAILED DESCRIPTION OF THE INVENTION

Overview

As an example of when a second computing device may
wish to receive a content in a trusted manner from a first
computing device, recent improvements in the way consum-
ers interact with their computers include the introduction of a
broad ecosystem of networked devices that deliver entertain-
ment experiences (such as TV, music, videos, photographs,
DVD’s, etc) throughout the home on a variety of devices
(such as electronic home remote media devices, digital media
rendering devices, DVRs, set top boxes, Smart Displays,
xBoxes, pocket PCs, portable DVD devices, and the like).
Before such content can be delivered to a requesting comput-
ing device, however, trust must be established between the
requesting device and the device with the content. For
instance, receiving the public key from one of the devices,
assuming it may be trusted as coming from the appropriate
source and targeted for the appropriate destination, 1s valu-
able for ensuring that subsequent exchanges of media
between the devices are not exposed on the network when
being delivered because they may be encrypted accordingly.
Thus, 1n one non-limiting embodiment, the invention pro-
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vides a generic framework for automatically transmitting
content, such as a public key, to another device 1n a simple,
trusted manner.

Exemplary Networked Environments

One of ordinary skill in the art can appreciate that the
invention can be implemented in connection with any com-
puter or other client or server device, which can be deployed
as part of a computer network, or 1n a distributed computing
environment. In this regard, the present invention pertains to
any computer system or environment having any number of
memory or storage units, and any number of applications and
processes occurring across any number of storage units or
volumes, which may be used 1n connection with establishing
trusted communications in accordance with the present
invention. The present invention may apply to an environment
with server computers and client computers deployed 1n a
network environment or distributed computing environment,
having remote or local storage. The present invention may
also be applied to standalone computing devices, having pro-
gramming language functionality, interpretation and execu-
tion capabilities for generating, recerving and transmitting
information in connection with remote or local services. With
network sources for digital media proliferating more than
ever, the invention 1s particularly relevant to those computing
devices operating 1n a network or distributed computing envi-
ronment, and thus the techniques for establishing trust for the
delivery of content 1n accordance with the present invention
can be applied with great efficacy 1n those environments.

Distributed computing provides sharing of computer
resources and services by exchange between computing

devices and systems. These resources and services include
the exchange of information, cache storage and disk storage
for files. Distributed computing takes advantage of network
connectivity, allowing clients to leverage their collective
power and storage to benefit the entire enterprise. In this
regard, a variety of devices may have applications, objects or
resources that may implicate an ancillary desire for trusted
communications, as may be established 1n accordance with
the mvention.

FIG. 2A provides a schematic diagram of an exemplary
networked or distributed computing environment. The dis-
tributed computing environment comprises computing
objects 10a, 105, etc. and computing objects or devices 110a,
1105, 110¢, etc. These objects may comprise programs,
methods, data stores, programmable logic, etc. The objects
may comprise portions of the same or different devices such
as PDAs, audio/video devices, MP3 players, TVs, personal
computers, etc. Each object can communicate with another
object by way of the communications network 14. This net-
work may 1tself comprise other computing objects and com-
puting devices that provide services to the system of FIG. 2A,
and may 1tself represent multiple interconnected networks. In
accordance with an aspect of the invention, each of the objects
10a, 105, etc. or 110a, 1105, 110c, etc. may contain an appli-
cation that might make use of an interface, such as an API, or
other object, software, firmware and/or hardware, to request
or make use of the processes 1n accordance with the invention.

It can also be appreciated that an object, such as 110¢, may
be hosted on another computing device 10a, 105, etc. or 110aq,
1105, etc. Thus, although the physical environment depicted
may show the connected devices as computers, such illustra-
tion 1s merely exemplary and the physical environment may
alternatively be depicted or described comprising various
digital devices such as PDAs, televisions, MP3 players, etc.,
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soltware objects such as interfaces, COM objects, or any
device that may be utilized 1n connection with a media expe-
rience.

There are a variety of systems, components, and network
configurations that support distributed computing environ-
ments. For example, computing systems may be connected
together by wired or wireless systems, by local networks or
widely distributed networks. Currently, many of the networks
are coupled to the Internet, which provides an infrastructure
tor widely distributed computing and encompasses many dii-
ferent networks. Any of the infrastructures may be used for
exemplary communications made incident to the distribution
of credential(s) according to the present invention.

In home networking environments, there are at least four
disparate network transport media that may each support a
unique protocol, such as Power line, data (both wireless and
wired), voice (e.g., telephone) and entertainment media. Most
home control devices such as light switches and appliances
may use power lines for connectivity. Data Services may
enter the home as broadband (e.g., either DSL or Cable
modem) and are accessible within the home using either
wireless (e.g., HomeRF or 802.11B) or wired (e.g., Home
PNA, Cat 5, Ethernet, even power line) connectivity. Voice
traffic may enter the home either as wired (e.g., Cat 3) or
wireless (e.g., cell phones) and may be distributed within the
home using Cat 3 wiring. Entertainment media, or other
graphical data, may enter the home either through satellite or
cable and 1s typically distributed 1n the home using coaxial
cable. IEEE 1394 and DVI are also digital interconnects for
clusters of media devices. All of these network environments
and others that may emerge as protocol standards may be
interconnected to form a network, such as an intranet, that
may be connected to the outside world by way of the Internet.
In short, a variety of disparate sources exist for the storage and
transmission of data, and consequently, moving forward,
computing devices will require ways of sharing data, such as
data accessed or utilized incident to program objects, which
request or make use of the processes for establishing trust
among computing devices 1 accordance with the present
invention.

The Internet commonly refers to the collection of networks
and gateways that utilize the TCP/IP suite of protocols, which
are well-known 1n the art of computer networking. TCP/IP 1s
an acronym for “Transmission Control Protocol/Internet Pro-
tocol.” The Internet can be described as a system ol geo-
graphically distributed remote computer networks intercon-
nected by computers executing networking protocols
that allow users to interact and share information over the
network(s). Because of such wide-spread information shar-
ing, remote networks such as the Internet have thus far gen-
erally evolved into an open system for which developers can
design software applications for performing specialized
operations or services, essentially without restriction.

Thus, the network infrastructure enables a host of network
topologies such as client/server, peer-to-peer, or hybrid archi-
tectures. The “client” 1s a member of a class or group that uses
the services of another class or group to which it 1s not related.
Thus, 1n computing, a client 1s a process, 1.€., roughly a set of
istructions or tasks, that requests a service provided by
another program. The client process utilizes the requested
service without having to “know” any working details about
the other program or the service itself. In a client/server
architecture, particularly a networked system, a client 1s usu-
ally a computer that accesses shared network resources pro-
vided by another computer, e.g., a server. In the example of
FIG. 2A, computers 110a, 1105, etc. can be thought of as
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server where server 10q, 105, etc. maintains the data that 1s
then replicated in the client computers 110a, 11056, etc.,
although any computer can be considered a client, a server, or
both, depending on the circumstances. For instance, com-
puter 110a may be a Media Center Edition (MCE) host PC,
and computing devices 10a, 105, etc. may be remote media
consumption devices. Any of these computing devices may
be processing data or requesting services or tasks that may
implicate a trusted content exchange 1n accordance with the
invention.

A server 1s typically a remote computer system accessible
over a remote or local network, such as the Internet. The client
process may be active 1n a first computer system, and the
server process may be active in a second computer system,
communicating with one another over a communications
medium, thus providing distributed tunctionality and allow-
ing multiple clients to take advantage of the information-
gathering capabilities of the server. Any software objects
utilized pursuant to the techniques of the invention may be
distributed across multiple computing devices or objects.

Client(s) and server(s) communicate with one another uti-
lizing the functionality provided by protocol layer(s). For
example, HyperTlext Transier Protocol (HT'TP) 1s a common
protocol that 1s used 1n conjunction with the World Wide Web
(WWW), or “the Web.” For instance, Remote Desktop Pro-
tocol (RDP) 1s a common protocol utilized for remote com-
puting. Typically, a computer network address such as an
Internet Protocol (IP) address or other reference such as a
Universal Resource Locator (URL) can be used to identity the
server or client computers to each other. The network address
can be referred to as a URL address. Communication can be
provided over a communications medium, e.g., client(s) and
server(s) may be coupled to one another via TCP/IP connec-
tion(s) for high-capacity communication.

Thus, FIG. 2A 1llustrates an exemplary networked or dis-
tributed environment, with a server in communication with
client computers via a network/bus, 1n which the present
invention may be employed. In more detail, a number of
servers 10a, 1054, etc., are interconnected via a communica-
tions network/bus 14, which may be a LAN, WAN, intranet,
the Internet, etc., with a number of client or remote computing
devices 110a,1105,110c, 1104, 110e, etc., such as a portable
computer, handheld computer, thin client, networked appli-
ance, or other device, such as a VCR, TV, oven, light, heater
and the like 1n accordance with the present invention. It 1s thus
contemplated that the present invention may apply to any
computing device with unique media abilities when it comes
to storage, user interface, rendering, etc.

In a network environment 1in which the communications
network/bus 14 1s the Internet, for example, the servers 10a,
104, etc. can be Web servers with which the clients 110a,
11056, 110c, 1104, 110¢, etc. communicate via any of a num-
ber of known protocols such as HI'TP. Servers 10a, 105, etc.
may also serve as clients 110a, 1105, 110¢, 1104, 110e¢, etc.,
as may be characteristic of a distributed computing environ-
ment.

Communications may be wired or wireless, where appro-
priate. Client devices 110a, 1105, 110¢, 1104, 110e, etc. may
or may not communicate via communications network/bus
14, and may have independent communications associated
therewith. For example, inthe caseofa’TV or VCR, there may
or may not be a networked aspect to the control thereotf. Each
client computer 110a, 1105, 110¢, 1104, 110¢, etc. and server
computer 10a, 105, etc. may be equipped with various appli-
cation program modules or objects 135 and with connections
or access to various types of storage elements or objects,
across which files or data streams may be stored or to which
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portion(s) of files or data streams may be downloaded, trans-
mitted or migrated. Any one or more of computers 10a, 105,
110a, 1105, etc. may be responsible for the maintenance and
updating of a database 20 or other storage element, such as a
database or memory 20 for storing data processed according
to the imnvention. Thus, the present invention can be utilized in
a computer network environment having client computers
110a, 1105, etc. that can access and interact with a computer
network/bus 14 and server computers 10a, 105, etc. that may
interact with client computers 110a, 1105, etc. and other like
devices, and databases 20.

Exemplary Computing Device

FIG. 2B and the following discussion are mtended to pro-
vide a brief general description of a suitable computing envi-
ronment 1 connection with which the mmvention may be
implemented. It should be understood, however, that hand-
held, portable and other computing devices and computing,
objects of all kinds are contemplated for use in connection
with the present invention, 1.¢., anywhere where that media
may be experienced in a computing environment such as
anywhere there 1s a display or other output device. While a
general purpose computer 1s described below as an exemplary
host, this 1s but one example, and the present invention may be
implemented with a thin client having network/bus interop-
erability and interaction. Thus, the present invention may be
implemented 1n an environment of networked hosted services
in which very little or minimal client resources are 1mpli-
cated, e.g., a networked environment in which the client
device serves merely as an interface to the network/bus, such
as an object placed 1n an appliance. In essence, anywhere that
data may be stored or from which data may be retrieved or
transmitted to another computer 1s a desirable, or suitable,
environment for operation of the delivery of trusted content 1n
accordance with the mvention.

Although not required, the invention can be implemented
via an operating system, for use by a developer of services for
a device or object, and/or included within application soit-
ware that operates 1n connection with the delivery or receipt
of a trusted credential, such as a public key, 1n accordance
with the invention. Software may be described in the general
context of computer-executable instructions, such as program
modules, being executed by one or more computers, such as
client workstations, servers or other devices. Generally, pro-
gram modules mclude routines, programs, objects, compo-
nents, data structures and the like that perform particular tasks
or implement particular abstract data types. Typically, the
functionality of the program modules may be combined or
distributed as desired in various embodiments. Moreover,
those skilled 1n the art will appreciate that the invention may
be practiced with other computer system configurations and
protocols. Other well known computing systems, environ-
ments, and/or configurations that may be suitable for use with
the 1nvention include, but are not limited to, personal com-
puters (PCs), automated teller machines, server computers,
hand-held or laptop devices, multi-processor systems, micro-
processor-based systems, programmable consumer electron-
ics, network PCs, appliances, lights, environmental control
clements, minicomputers, mainirame computers and the like.
The mvention may also be practiced 1n distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work/bus or other data transmission medium. In a distributed
computing environment, program modules may be located 1n
both local and remote computer storage media including
memory storage devices, and client nodes may 1n turn behave
as server nodes.
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FIG. 2B thus illustrates an example of a suitable computing,
system environment 100 in which the mvention may be
implemented, although as made clear above, the computing
system environment 100 1s only one example of a suitable
computing environment and 1s not intended to suggest any
limitation as to the scope of use or functionality of the mnven-
tion. Neither should the computing environment 100 be inter-
preted as having any dependency or requirement relating to

any one or combination of components illustrated 1n the
exemplary operating environment 100.

With reference to FI1G. 2B, another exemplary system for
implementing the invention includes a general purpose com-
puting device in the form of a computer 110. Components of
computer 110 may include, but are not limited to, a process-
ing unit 120, a system memory 130, and a system bus 121 that
couples various system components including the system
memory to the processing unit 120. The system bus 121 may
be any of several types of bus structures including a memory
bus or memory controller, a peripheral bus, and a local bus
using any ol a variety of bus architectures. By way of
example, and not limitation, such architectures include Indus-
try Standard Architecture (ISA) bus, Micro Channel Archi-
tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec-
tronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus (also known as
Mezzanine bus).

Computer 110 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 110 and includes
both volatile and nonvolatile media, removable and non-re-
movable media. By way of example, and not limitation, com-
puter readable media may comprise computer storage media
and communication media. Computer storage media includes
both volatile and nonvolatile, removable and non-removable
media implemented 1n any method or technology for storage
of mformation such as computer readable mstructions, data
structures, program modules or other data. Computer storage
media includes, but 1s not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CDROM, digital
versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which can be used
to store the desired mnformation and which can be accessed by
computer 100. Communication media typically embodies
computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of 1ts characteristics
set or changed 1n such a manner as to encode mformation 1n
the signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of any
of the above should also be included within the scope of
computer readable media.

-

T'he system memory 130 includes computer storage media
in the form of volatile and/or nonvolatile memory such as read
only memory (ROM) 131 and random access memory
(RAM) 132. A basic input/output system 133 (BIOS), con-
taining the basic routines that help to transfer information
between elements within computer 110, such as during start-
up, 1s typically stored in ROM 131. RAM 132 typically con-
tains data and/or program modules that are immediately
accessible to and/or presently being operated on by process-
ing unit 120. By way of example, and not limitation, FIG. 2B
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illustrates operating system 134, application programs 135,
other program modules 136, and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 2B 1llustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile mag-
netic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 1535 that reads from or writes to a remov-
able, nonvolatile optical disk 156, such as a CD-ROM or other
optical media. Other removable/non-removable, volatile/
nonvolatile computer storage media that can be used in the
exemplary operating environment include, but are not limited
to, magnetic tape cassettes, flash memory cards, digital ver-
satile disks, digital video tape, solid state RAM, solid state
ROM and the like. The hard disk drive 141 1s typically con-
nected to the system bus 121 through a non-removable
memory interface such as interface 140, and magnetic disk
drive 151 and optical disk drive 155 are typically connected to
the system bus 121 by a removable memory interface, such as
interface 150.

The drives and their associated computer storage media
discussed above and 1llustrated in FIG. 2B provide storage of
computer readable instructions, data structures, program
modules and other data for the computer 110. In FIG. 2B, for
example, hard disk drive 141 1s 1llustrated as storing operating
system 144, application programs 145, other program mod-
ules 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136
and program data 137. Operating system 144, application
programs 145, other program modules 146 and program data
147 are given different numbers here to illustrate that, at a
mimmum, they are different copies. A user may enter com-
mands and imnformation into the computer 110 through input
devices such as a keyboard 162 and pointing device 161,
commonly referred to as a mouse, trackball or touch pad.
Other input devices (not shown) may include a microphone,
joystick, game pad, satellite dish, scanner, or the like. These
and other input devices are often connected to the processing
unit 120 through a user mput intertace 160 that 1s coupled to
the system bus 121, but may be connected by other interface
and bus structures, such as a parallel port, game port or a
universal serial bus (USB). A graphics interface 182, such as
Northbridge, may also be connected to the system bus 121.
Northbridge 1s a chipset that communicates with the CPU, or
host processing unit 120, and assumes responsibility for
accelerated graphics port (AGP) communications. One or
more graphics processing units (GPUs) 184 may communi-
cate with graphics interface 182. In this regard, GPUs 184
generally include on-chip memory storage, such as register
storage and GPUs 184 communicate with a video memory
186, wherein the application variables of the invention may
have impact. GPUs 184, however, are but one example of a
coprocessor and thus a variety of coprocessing devices may
be included 1n computer 110, and may include a variety of
procedural shaders, such as pixel and vertex shaders. A moni-
tor 191 or other type of display device 1s also connected to the
system bus 121 via an interface, such as a video interface 190,
which may 1n turn communicate with video memory 186. In
addition to monitor 191, computers may also include other
peripheral output devices such as speakers 197 and printer
196, which may be connected through an output peripheral
interface 195.

The computer 110 may operate 1n a networked or distrib-
uted environment using logical connections to one or more
remote computers, such as a remote computer 180. The
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remote computer 180 may be a personal computer, a server, a
router, a network PC, a peer device or other common network
node, and typically includes many or all of the elements
described above relative to the computer 110, although only a
memory storage device 181 has been illustrated 1n FIG. 2B.
The logical connections depicted 1n FIG. 2B include a local
area network (LAN) 171 and a wide area network (WAN)
173, but may also 1nclude other networks/buses. Such net-
working environments are commonplace 1 homes, offices,
enterprise-wide computer networks, intranets and the Inter-
net.

When used 1mn a LAN networking environment, the com-
puter 110 1s connected to the LAN 171 through a network
interface or adapter 170. When used in a WAN networking
environment, the computer 110 typically includes a modem
172 or other means for establishing communications over the
WAN 173, such as the Internet. The modem 172, which may
be internal or external, may be connected to the system bus
121 via the user mput interface 160, or other appropriate
mechanism. In a networked environment, program modules
depicted relative to the computer 110, or portions thereof,
may be stored 1n the remote memory storage device. By way
of example, and not limitation, FIG. 2B illustrates remote
application programs 185 as residing on memory device 181.
It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications
link between the computers may be used.

Exemplary Remote Device

FIG. 2C and the following discussion are intended to pro-
vide a brief general description of a suitable computing envi-
ronment for a remote media device in accordance with the
invention. It should be understood, however, that handheld,
portable and other computing devices and computing objects
of all kinds are contemplated for use 1n connection with the
present invention, 1.¢., anywhere that a device may wish to
request the delivery of a custom remote media experience for
the device. The diflerences 1n these devices 1n terms of media
capabilities makes use of the invention of significant advan-
tage—to tailor remote media experiences to different remote
devices. Accordingly, the below general purpose remote com-
puter described below 1s but one example, and the present
invention may be implemented with any client having net-
work/bus interoperability and interaction. Thus, the present
invention may be implemented in an environment ol net-
worked hosted services 1n which very little or minimal client
resources are implicated, e.g., a networked environment in
which the client device serves merely as an interface to the
network/bus, such as an object placed 1n an appliance. In
essence, anywhere that data may be stored or from which data
may be retrieved or transmitted to another computer 1s a
desirable, or suitable, environment for operation of the tech-
niques 1n accordance with the invention.

Although not required, the invention can partly be imple-
mented via an operating system, for use by a developer of
services for a device or object, and/or included within appli-
cation software that operates 1n connection with the compo-
nent(s) of the invention. Soiftware may be described in the
general context of computer-executable 1nstructions, such as
program modules, being executed by one or more computers,
such as client workstations, servers or other devices. Those
skilled 1n the art will appreciate that the invention may be
practiced with other computer system configurations and pro-
tocols.

FIG. 2C thus 1llustrates an example of a suitable computing,
system environment 100q 1n which the mvention may be
implemented, although as made clear above, the computing
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system environment 100a 1s only one example of a suitable
computing environment for a remote device and 1s not
intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing
environment 100 be interpreted as having any dependency or
requirement relating to any one or combination of compo-

nents 1llustrated 1in the exemplary operating environment
100a.

With reference to FIG. 2C, a second exemplary device for
implementing the invention includes a general purpose com-
puting device in the form of a computer 110a. Components of
computer 110a may include, but are not limited to, a process-
ing unmt 120q, a system memory 130q, and a system bus 121a
that couples various system components including the system
memory to the processing unit 120a. The system bus 121a
may be any of several types of bus structures including a
memory bus or memory controller, a peripheral bus, and a
local bus using any of a variety of bus architectures.

Computer 110a typically includes a variety of computer
readable media. As discussed above, computer readable
media can be any available media that can be accessed by
computer 110a. The system memory 130aq may include com-
puter storage media 1n the form of volatile and/or nonvolatile
memory such as read only memory (ROM) and/or random
access memory (RAM). A basic input/output system (BIOS),
containing the basic routines that help to transfer information
between elements within computer 110a, such as during start-
up, may be stored i memory 130a. Memory 130q typically
also contains data and/or program modules that are immedi-
ately accessible to and/or presently being operated on by
processing unit 120q. By way of example, and not limitation,
memory 130a may also include an operating system, appli-
cation programs, other program modules, and program data.

The computer 110a may also include other removable/non-
removable, volatile/nonvolatile computer storage media,
which may be connected to the system bus 121a through a
non-removable memory interface such as an iterface, and a
magnetic disk drive or optical disk drive 1s typically con-

nected to the system bus 121a by a removable memory inter-
face, such as an intertace.

A user may enter commands and information into the com-
puter 110a through a variety of mput devices. A graphics
subsystem may also be connected to the system bus 121a. A
monitor or other type of display device 1s also connected to
the system bus 1214 via an interface, such as output interface
150a, which may 1n turn communicate with video memory. In
addition to a monitor, computers may also include other
peripheral output devices such as speakers and a printer,
which may be connected through output interface 150a.

The computer 110a may operate 1n a networked or distrib-
uted environment using logical connections to one or more
other remote computers, such as remote computer 170aq,
which may 1n turn have media capabilities different from
device 110qa. The remote computer 170a may be a personal
computer, a server, a router, a network PC, a peer device or
other common network node, or any other remote media
consumption or transmission device, and may include any or
all of the elements described above relative to the computer
110a. The logical connections depicted 1n FIG. 2C include a
network 171a, such local area network (LAN) or a wide area
network (WAN), but may also include other networks/buses.
Such networking environments are commonplace 1n homes,
ollices, enterprise-wide computer networks, intranets and the

Internet.
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Exemplary Distributed Computing Frameworks or Architec-
tures

Various distributed computing frameworks have been and
are being developed 1n light of the convergence of personal
computing and the Internet. Individuals and business users
alike are provided with a seamlessly interoperable and Web-
enabled interface for applications and computing devices,
making computing activities increasingly Web browser or
network-oriented.

For example, MICROSOFT®’s managed code platform,
1.¢., .NET, includes servers, building-block services, such as
Web-based data storage and downloadable device software.
Generally speaking, the NET platform provides (1) the abil-
ity to make the enftire range of computing devices work
together and to have user information automatically updated
and synchronized on all of them, (2) increased interactive
capability for Web pages, enabled by greater use of XML
rather than HTML, (3) online services that feature custom-
1zed access and delivery of products and services to the user
from a central starting point for the management of various
apphcatlons such as e-mail, for example, or software, such as
Office .NET, (4) centralized data storage, which increases
elficiency and ease of access to information, as well as syn-
chronization of information among users and devices, (5) the
ability to integrate various communications media, such as
¢-mail, faxes, and telephones, (6) for developers, the ability to
create reusable modules, thereby increasing productivity and
reducing the number of programming errors and (7) many
other cross-platform and language integration features as
well.

While some exemplary embodiments herein are described
in connection with software residing on a computing device,
one or more portions of the invention may also be 1mple-
mented via an operating system, application programming
interface (API) or a “middle man™ object, a control object,
hardware, firmware, intermediate language instructions or
Ob] ects, etc., such that the methods of the mvention may be
1NC. uded 1, supported in or accessed via all of the languages
and services enabled by managed code, such as .NET code,
and 1n other distributed computing frameworks as well.

Trusted Network Content Transfer Using a Simple Code
Transported O1f the Network

As mentioned, the present invention provides systems and
methods for use i connection with the trusted transmission
and reception of content, such as encryption key information,
from one computing device in the network to a second com-
puting device. In one embodiment, the mvention provides a
way to transier the public key using a very short code that 1s
much easier for end-users to remember or write down, which
1s output from the first device and input to the second device
out of band.

Establishing trust in a robust and secure way usually relies
on protection against computationally intense brute-force
attacks. For an end-user, this translates into the user being
required to write down or 1 some other way interact with a
very long number or alpha-numeric value, e.g., a product
code, or some other value that 1s immune from a brute force
attack on its value—that 1s, the value 1s made very big by
design so that 1t 1s difficult for an attacker to discover via a
dictionary attack (try all possibilities and guess 1t). The mnven-
tion thus enables a mechanism to establish trust in a way that
1s very “user Iriendly” by eliminating brute-force attacks;
while at the same time, the user only has to deal with a very
short value because the attacker only gets one attempt to
guess 1t. Thus, the code of the imvention need only be long
enough to reduce the likelthood that an attacker will gain
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access with a single guess. In this respect, the mnvention
achieves a balance between security and privacy on the one
hand (ensuring that no one could ever gain access or pose as
a legitimate device 1in such a system) and user experience
(stmplicity of the code, reduction of burden on the user
remembering and inputting the code).

Thus, 1n an exemplary process in accordance with the
invention, machine #1 1s attempting to transier content, such
as 1ts public key, to machine #2, and machine #2 needs to
know (to trust) that the key 1t receives definitely comes from
machine #1. In accordance with one embodiment of the
invention, the user 1s shown a short code on a display by
machine #1 which the user writes down or remembers, and
then the user physically goes to machine #2 and enters 1n that
code. After this 1s done, the two machines perform a few brief
exchanges over the network which first locks the public key to
be exchanged to the short code, then actually transfers the
public key. If a problem arises at any stage in the communi-
cation, the entire process 1s effectively or completely aborted,
the short code 1s thrown away and/or the public/private key
pair 1s invalidated for future use. While the user may remem-
ber the code and input the code to machine #2, the invention
advantageously recognizes that any out of band transport of
the code 1mitiated by the user achieves the same efiect. For
instance, a user could initiate a separate modem transier of the
code, or place a USB memory stick in the first device, receive
the code, and then place the USB memory stick in the second
device and thereby 1nput the code to the second device.

Exemplary embodiments of the mvention are illustrated
further with reference to FIGS. 3A and 3B. In FIG. 3A, a first
computing device C1 1s to deliver content, such as a public
key, to a second computing device over a network connection
in a manner such that the second computing device C2 trusts
that the content comes from the first computing device C1. In
Step A, a trusted code TC 1s displayed via a user interface,
such as a display D1, or otherwise provided to the user by the
first computing device C1. Off the network, the user enters the
code TC 1nto the second computing device via well known
input means, such as a keyboard, mouse, user interface, etc.
At step B, an exchange 1s made between the first and second
computing devices on the network which 1s based on code
TC. Atstep C, based on the exchange, a determination 1s made
whether the first computing device C1 can be trusted, and 11
s0, the content, such as a public key, 1s transmitted. It can be
appreciated that the above-described process can work from
the second computing device C2 to the first computing device
C1 as well, and also operates to establish bi-directional trust
in connection with the content exchange (right delivery
device, and right recipient device).

FI1G. 3B illustrates an exchange according to the process of
FIG. 3A 1 exemplary implementation detail. At 300, via a
polling, interrupt, or equivalent discovery mechanism and
corresponding interfaces, first computing device C1 deter-
mines whether the second computing device C2 has a code.
When second computing device C2 has a code due to the user
entering a code TC, at 310, the second computing device C2
so indicates to the first computing device C1. At 320, in one
non-limiting embodiment, a hash based on: (a) the trusted
code TC (originally generated by and displayed on the first
computing device C1) and (b) the content to be delivered
(e.g., public key) 1s computed and sent to the second comput-
ing device C2 at 330. The second computing device C2 stores
(remembers) the Hash at 340 and at 350, the trusted code
entered in by the user at the second computing device C2 1s
transmitted to the first computing device C1.

At 360, a determination 1s made by the first computing
device C1 whether or not user entered code has a pre-defined
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relationship to (e.g., matches or 1s similar enough to) the code
TC generated by the first computing device C1. If not, an error
code or the like 1s displayed at 365 and the user can try again.
If the codes possess the pre-defined relationship (e.g., match,
1.€., the algorithm associated with 360 determines that the
user entered code 1s the same as the code TC generated by first
computing device C1), then the flow proceeds to 370,
whereby the communication 1s trusted, and the content (e.g.,
public key) 1s sent to the second computing device C2. Once
the content 1s received by the second computing device C2,
the hash based on the trusted code and the content 1s re-
computed and compared to the hash remembered at 340. At
390, 1 the two hashes match according to the matching algo-
rithms, the content (e.g., public key) from the first computing
device C1 can thus be trusted by the second computing device
C2 at 395 1n accordance with the invention. Moreover, due to
the two-sided matching of information, the first computing
device C1 can trust that the second computing device C2 1s the
right target for the delivery of the content.

FIGS. 4A and 4B 1illustrate exemplary non-limiting flow
diagrams representing processes performed and protocols
that may be followed 1n connection with an embodiment of
the trusted content transier systems and methods of the inven-
tion. For instance, portions of FIG. 4A are recognizable as
non-limiting implementations corresponding to the flow dia-
gram of FIG. 3A by way of the dashed lines and correspond-

ing similar numbering (e.g., reference 300 of FIG. 3A
becomes reference 300a in FIGS. 4A-B, 310 of FIG. 3A

becomes 310a in FIGS. 4A-B, and so on). However, 1t should
be clear that FIGS. 4A and 4B merely illustrate one imple-
mentation of the exemplary communications that may occur
between devices from a processing, interface and protocol
standpoint, and 1t should be emphasized that the mvention
may be implemented with a variety of other processes, pro-
tocols, matching algorithms and the like. For instance, one
can appreciate that a comparison or matching algorithm can
assume an infinite number of mathematical shapes and forms,
and that the key consideration 1s whether the comparison or
matching algorithms discerns or determines whether two
codes are the same or similar according to some pre-defined
relationship, 1n any explicit or implicit form.

It should also be appreciated that the invention performs
ne above-described authentication communications between
evices on a network set up for data exchange between the
evices, and that a unique aspect of the present invention 1s
ne 1nitial transport ol the trust code from the first device to the
second device occurs oif the network (out-of-band). There are
a variety of ways to transport a code from one computing
device to a second computing device, or vice versa. As men-
tioned, one way 1s described above wherein the user reads
(and remembers, or potentially writes down) a trust code from
the first device and enters the code into the second device.
Another simple way would be to plug or isert a memory
device (such as a USB memory device, or memory stick, or
CD-RW, or DVD-RW) 1nto both the first and second comput-
ing device to both recetve and deliver the trust code off the
network. Another way would be to use a phone line, mobile
network, or other connection between the devices which pro-
vides an alternate delivery mechanism which 1s off the net-
work for the authentication exchange.

As mentioned, an advantage of the invention 1s that the trust

code TC 1s easy to remember for the out of band transport
from one device to another. In one non-limiting embodiment,
the Trust Code 1s an N-digit number (e.g., 4 digits) that 1s
randomly generated each time it 1s created. The 4-digit Trust
Code 1s combined with the 3-digit AffCode (computed form
the MAC address . . . always the same for a given device), then
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a one digit “check digit” 1s computed and added to the end.
These numbers create an 8-digit “Security Code”. In a non-
limiting embodiment, the algorithm used to generate the
check digit 1s borrowed from standards applied to universal
price code (UPC) symbols. 5

For instance, what follows 1s an example of how to generate
a complete 8-digit code: (1) Combine the 4-digit Trust Code
and the 3-digit AffCode to form a 7-digit number; (2) Add the
1st, 3rd, Sth, and 7th digits together then multiply the sum by
3; (3) Add the 2nd, 4th, and 6th digits together; (4) Add the 10
result from (2) to the result from (3) and subtract this from the
next multiple of 10; and (5) the result of the subtraction 1s the
“check digit” which becomes the 8th digit of the code (if the
sum of (2) and (3) 1s already a multiple of 10 then the check
digit 1s zero). Exemplary math follows: 15

Example: TrustCode=8423, AffCode=509

RA23509=[((8+2+5+9)*3)+(4+3+0)]|=80-[72+7]=1=84235091

In accordance with the above procedure, to allow some
mimmal error in mput, there 1s built in a kind of fuzzy logic
which enables the end-user to input the code out of band
partially incorrectly, but still be validated nonetheless.

20

There are multiple ways of implementing the present
invention, €.g., an appropriate API, tool kit, driver code, oper-
ating system, control, standalone or downloadable software
object, etc. which enables applications and services to use
trust mechanism of the invention. The invention contemplates
the use of the mvention from the standpoint of an API (or
other software object), as well as from a software or hardware
object that receives or transmits media capabilities via the
mechanism of the invention. Thus, various implementations
of the mvention described herein may have aspects that are
wholly in hardware, partly in hardware and partly in software,
as well as 1n software. 15

As mentioned above, while exemplary embodiments of the
present mmvention have been described in connection with
various computing devices and network architectures, the
underlying concepts may be applied to any computing device
or system 1n which it 1s desirable to trust content from a first 4
computing device by another computing device. For instance,
the algorithm(s) and hardware implementations of the inven-
tion may be applied to the operating system of a computing
device, provided as a separate object on the device, as part of
another object, as a reusable control, as a downloadable 45
object from a server, as a “middle man™ between a device or
object and the network, as a distributed object, as hardware, 1n
memory, a combination of any of the foregoing, etc. While
exemplary programming languages, names and examples are
chosen herein as representative of various choices, these lan- 5
guages, names and examples are not intended to be limiting.
One of ordinary skill in the art will appreciate that there are
numerous ways ol providing object code and nomenclature
that achieves the same, similar or equivalent functionality
achieved by the various embodiments of the invention. 55

As mentioned, the various techniques described herein
may be implemented 1n connection with hardware or soft-
ware or, where appropriate, with a combination of both. Thus,
the methods and apparatus of the present invention, or certain
aspects or portions thereof, may take the form of program 60
code (1.e., mstructions) embodied in tangible media, such as
floppy diskettes, CD-ROMs, hard drives, or any other
machine-readable storage medium, wherein, when the pro-
gram code 1s loaded into and executed by a machine, such as
a computer, the machine becomes an apparatus for practicing 65
the ivention. In the case of program code execution on pro-
grammable computers, the computing device generally
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includes a processor, a storage medium readable by the pro-
cessor (including volatile and non-volatile memory and/or
storage elements), at least one mput device, and at least one
output device. One or more programs that may implement or
utilize the media capabilities mechanism(s) of the present
invention, €.g., through the use of a data processing API,
reusable controls, or the like, are preferably implemented 1n a
high level procedural or object oriented programming lan-
guage to communicate with a computer system. However, the
program(s) can be implemented 1n assembly or machine lan-
guage, 1f desired. In any case, the language may be a compiled
or interpreted language, and combined with hardware 1imple-
mentations.

The methods and apparatus of the present invention may
also be practiced via communications embodied 1n the form
of program code that 1s transmitted over some transmission
medium, such as over electrical wiring or cabling, through
fiber optics, or via any other form of transmission, wherein,
when the program code 1s recerved and loaded into and
executed by a machine, such as an EPROM, a gate array, a
programmable logic device (PLD), a client computer, etc., the
machine becomes an apparatus for practicing the invention.
When implemented on a general-purpose processor, the pro-
gram code combines with the processor to provide a unique
apparatus that operates to mvoke the functionality of the
present invention. Additionally, any storage techniques used
in connection with the present invention may invariably be a
combination of hardware and software.

While the present invention has been described 1n connec-
tion with the preferred embodiments of the various figures, 1t
1s to be understood that other similar embodiments may be
used or modifications and additions may be made to the
described embodiment for performing the same function of
the present invention without deviating therefrom. For
example, while exemplary network environments of the
invention are described in the context of a networked envi-
ronment, such as a peer to peer or distributed networked
environment, one skilled in the art will recognize that the
present invention 1s not limited thereto, and that the methods,
as described i1n the present application may apply to any
computing device or environment, such as a gaming console,
handheld computer, portable computer, etc., whether wired or
wireless, and may be applied to any number of such comput-
ing devices connected via a communications network, and
interacting across the network. Furthermore, i1t should be
emphasized that a variety of computer platiforms, including
handheld device operating systems and other application spe-
cific operating systems are contemplated, especially as the
number of wireless networked devices continues to prolifer-
ate.

While exemplary embodiments refer to utilizing the
present 1nvention in the context of particular protocols and
communications, the invention 1s not so limited, but rather
any protocol may be implemented to provide a general frame-
work for establishing trusted exchange of content 1n accor-
dance with the invention. Still further, the present invention
may be implemented 1n or across a plurality of processing
chips or devices, and storage may similarly be effected across
a plurality of devices. Therelore, the present invention should
not be limited to any single embodiment, but rather should be
construed 1 breadth and scope in accordance with the
appended claims.
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What 1s claimed 1s:

1. A method implemented 1n a computing system for trans-
mitting content from a first computing device to a second
computing device in a network, comprising:

generating, by the first computing device without recerving,

user mput, a trust code;

transporting the generated trust code from the first com-

puting device to the second computing device, said
transporting comprising displaying, by the first comput-
ing device, the generated trust code, and recerving, at the
second computing device via a user iterface, a trust
code; and

performing an authentication exchange between the first

computing device and the second computing device
across the network comprising at the first computing
device comparing the recerved trust code to the gener-
ated trust code, and when the recetved trust code does
not have a pre-defined relationship with the generated
trust code, determining the content 1s not trusted for
delivery to the second computing device,

wherein performing an authentication exchange between

the first computing device and the second computing

device further comprises:

the first computing device polling the second computing,
device as to whether the second computing device has
a code;

the second computing device communicating to the first
computing device that the second computing device
has a code;

the first computing device creating a hash based on the

generated trusted code and content to be delivered,
and delivering the hash from the first computing

device to the second computing device;
the second computing device storing the hash;

the second computing device transmitting the imnputted
trust code to the first computing device;

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the inputted trust code has a pre-defined relation-
ship comprising comparing the inputted trust code to
the generated trust code;

transmitting an error from the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and

computing a hash value at the second computing device
based on the mputted trust code and the content and
determiming 1f the computed value matches the stored
hash value.

2. A method according to claim 1, wherein the content 1s a
credential of the first computing device.

3. A method according to claim 2, wherein the credential 1s
a public key.

4. A method according to claim 1, wherein said receiving
an 1putted trust code includes allowing the mputted trust
code to be entered at most once to the second computing
device, so that there are no second tries with respect to com-
paring said inputted code and said generated code.

5. A method according to claim 1, wherein said comparing,
comprises calculating a security code, the security code com-
prising the mputted trust code, a fixed code assigned to the
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computing device performing the comparison, and at least
one check digit computed based on the inputted trust code and

the fixed code.

6. A method according to claim 1, wherein said transport-
ing includes:

receving a component into the first computing device;

transmitting the trust code onto the component from the

first computing device;

recerving the component into the second computing

device;

retrieving the trust code from the component at the second

computing device.

7. A method according to claim 6, wherein the component
1s a memory component inserted into at least one data port of
the respective first and second computing devices.

8. A method according to claim 1, wherein 11 said inputted
trust code does not have the pre-defined relationship with said
generated trust code, the content 1s not delivered to the second
device.

9. A method according to claim 1, wherein i1 said inputted
trust code does not have the pre-defined relationship with said
generated trust code, and said content 1s a public key, a private
key associated with the public key and the public key of the
first computing device are invalidated for future use.

10. A method according to claim 1, wherein if said inputted
trust code does not have the pre-defined relationship with said
generated trust code, the trust code 1s mvalidated for future
use, unless independently randomly generated 1n the future.

11. A computer readable storage medium comprising com-
puter executable instructions for carrying out the method
comprising of:
generating, by the first computing device without receiving
user mput, a trust code;

transporting the generated trust code from the first com-

puting device to the second computing device, said
transporting comprising displaying, by the first comput-
ing device, the generated trust code, and recerving, at the
second computing device via a user interface, a trust
code:; and

performing an authentication exchange between the first

computing device and the second computing device
across the network comprising: at the first computing
device comparing the recerved trust code to the gener-
ated trust code, and when the recerved trust code does
not have a pre-defined relationship with the generated
trust code, determining the content 1s not trusted for
delivery to the second computing device,

wherein performing an authentication exchange between

the first computing device and the second computing

device further comprises:

the first computing device polling the second computing
device as to whether the second computing device has
a code;

the second computing device communicating to the first
computing device that the second computing device
has a code;

the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;

the second computing device storing the hash;

the second computing device transmitting the inputted
trust code to the first computing device;

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
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not the inputted trust code has a pre-defined relation-
ship comprising comparing the inputted trust code to
the generated trust code;

transmitting an error from the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device

to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-

erated trust code; and

computing a hash value at the second computing device
based on the mputted trust code and the content and
determiming 1f the computed value matches the stored
hash value.

12. A method implemented 1n a computing system for
transmitting content from a first computing device to a second
computing device 1n a network, comprising:

generating, by the second computing device without
receiving user mput, a trust code;

transporting the generated trust code from the second com-
puting device to the first computing device, said trans-
porting comprising displaying, by the second computing
device, the generated trust code, and receiving, at the
first computing device via a user interface, a trust code;
and

performing an authentication exchange between the first
computing device and the second computing device
across the network, comprising at the first computing
device comparing the received trust code to the gener-
ated trust code, and when the recetved trust code does
not have a pre-defined relationship with the generated
trust code, determining the content 1s not trusted for
delivery to the second computing device,

wherein performing an authentication exchange between
the first computing device and the second computing
device further comprises:

the first computing device polling the second computing,
device as to whether the second computing device has
a code;

the second computing device communicating to the first
computing device that the second computing device

has a code;

the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;

the second computing device storing the hash;

the second computing device transmitting the mnputted
trust code to the first computing device;

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the inputted trust code has a pre-defined relation-
ship comprising comparing the inputted trust code to
the generated trust code;

transmitting an error from the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and
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computing a hash value at the second computing device
based on the mputted trust code and the content and
determining 1f the computed value matches the stored
hash value.

13. A method according to claim 12, wherein the content 1s
a credential of the second computing device.

14. A method according to claim 13, wherein the credential
1s a public key.

15. Amethod according to claim 12, wherein said recerving
includes specifying the inputted trust code at most once to the
first computing device, so that there are no second tries with
respect to comparing said comparison code.

16. A method according to claim 12, wherein said compar-
ing comprises calculating a security code, the security code
comprising the mputted trust code, a fixed code assigned to
the computing device performing the comparison, and at least
one check digit computed based on the inputted trust code and
the fixed code.

17. A method according to claim 12, wherein said trans-
porting includes: inserting a component 1nto the second com-
puting device to receive the generated trust code; and insert-
ing the component into the first computing device to deliver
the mnputted trust code.

18. A method according to claim 17, wherein the compo-
nent 1s a memory component inserted into at least one data
port of the respective second and first computing devices.

19. A method according to claim 12, wherein 11 said iput-
ted trust code does not have the pre-defined relationship with
said generated trust code, the content 1s not delivered to the
first device.

20. A method according to claim 12, wherein 11 said mnput-
ted trust code does not have the pre-defined relationship with
said generated trust code, and said content 1s a public key, a
private key associated with the public key and the public key
ol the second computing device are invalidated for future use.

21. A method according to claim 12, wherein 11 said imnput-
ted trust does not have the pre-defined relationship with said
generated trust code, the trust code 1s ivalidated for future
use, unless independently randomly generated 1n the future.

22. A computer readable storage medium comprising com-
puter executable instructions for carrying out the method
comprising of,

generating, by the second computing device without

receiving user mput, a trust code;

transporting the generated trust code from the second com-

puting device to the first computing device, said trans-
porting comprising displaying, by the second computing
device, the generated trust code, and receiving, at the
first computing device via a user interface, a trust code;
and

performing an authentication exchange between the first

computing device and the second computing device
across the network, comprising:

at the first computing device comparing the recerved trust

code to the generated trust code, and when the received

trust code does not have a pre-defined relationship with

the generated trust code, determining the content 1s not

trusted for delivery to the second computing device,

wherein performing an authentication exchange between

the first computing device and the second computing

device further comprises:

the first computing device polling the second computing
device as to whether the second computing device has
a code;

the second computing device communicating to the first
computing device that the second computing device
has a code;
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the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;

the second computing device storing the hash;

the second computing device transmitting the iputted
trust code to the first computing device;

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the inputted trust code has a pre-defined relation-
ship comprising comparing the inputted trust code to
the generated trust code;

transmitting an error irom the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and

computing a hash value at the second computing device
based on the mputted trust code and the content and
determining 11 the computed value matches the stored
hash value.

23. A method mmplemented 1n a computing system for

transmitting content from a first computing device to a second
computing device in a network, comprising:

generating, by the first computing device without recerving,
user mput, a trust code;
transporting the generated trust code from the first com-
puting device to the second computing device, said
transporting comprising displaying, by the first comput-
ing device, the generated trust code, and recerving, at the
second computing device via the user interface, an
inputted trust code;
performing an authentication exchange between the first
computing device and the second computing device,
comprising;
the first computing device polling the second computing
device as to whether the second computing device has
a code;
the second computing device communicating to the first
computing device that the second computing device
has a code;
the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;
the second computing device storing the hash;

the second computing device transmitting the iputted
trust code to the first computing device;

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the inputted trust code has a pre-defined relation-
ship comprising comparing the mnputted trust code to
the generated trust code;

transmitting an error from the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and
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computing a hash value at the second computing device
based on the mputted trust code and the content and
determining 1f the computed value matches the stored
hash value.
24. A method according to claim 23, wherein said content
1s a public key.
25. A method according to claim 24, wherein said hashing,
algorithm 1s based on said public key and said trust code.
26. A device for use 1n connection with establishing trust
tor the delivery of content from a first computing device to a
second computing device over a network, comprising:
computing memory;
an 1nput communicatively coupled to the computing
memory, the input for receiving a generated trust code
generated by a first computing device 1n response to
being inserted 1n the first computing device; and
an output communicatively coupled to the computing
memory, the output for outputting the generated trust
code, off the network, 1n response to being inserted in the
second computing device, the trust code once delivered
oif the network being an mputted trust code;
wherein, 1n response to said second computing device
receiving the trust code, an authentication exchange
occurs between the first computing device and the sec-
ond computing device on the network, and when the
inputted trust code does not have a pre-defined relation-
ship with the generated trust code, determining the con-
tent 1s not trusted for delivery to the second computing
device,
wherein an authentication exchange occurring between the
first computing device and the second computing
device, comprising:
the first computing device polling the second computing
device as to whether the second computing device has
a code;
the second computing device communicating to the first
computing device that the second computing device
has a code;
the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;
the second computing device storing the hash;

the second computing device transmitting the mputted
trust code to the first computing device; and

the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the mputted trust code has a pre-defined relation-
ship comprising comparing the inputted trust code to
the generated trust code;

transmitting an error from the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;

transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and

computing a hash value at the second computing device
based on the mputted trust code and the content and
determining 1f the computed value matches the stored
hash value.

277. A device according to claim 26, wherein the device 1s
inserted 1nto at least one data port of the respective first and
second computing devices.
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28. A computer system adapted to transmit content
between a first device and a second device 1n a trusted manner
in a network, comprising:
means for generating, without user iput, a trust code on the
first computing device;

means for transporting the generated trust code, off the

network, from the first computing device to the second
computing device, said transporting comprising dis-
playing, by the first computing device, the generated
trust code, and receiving, by the second computing
device, the transported trust code inputted via a user
interface nto the second computing device; and

means for performing an authentication exchange between

the first computing device and the second computing
device on the network comprising at the first computing
device comparing the inputted transported trust code to
the generated trust code, and when the 1nputted trans-
ported trust code does not have a pre-defined relation-
ship with the generated trust code, determining the con-
tent 1s not trusted for delivery to the second computing
device,

wherein performing an authentication exchange between

the first computing device and the second computing

device, comprising:

the first computing device polling the second computing
device as to whether the second computing device has
a code;

the second computing device communicating to the first
computing device that the second computing device
has a code;

the first computing device creating a hash based on the
generated trusted code and content to be delivered,
and delivering the hash from the first computing
device to the second computing device;

the second computing device storing the hash;

the second computing device transmitting the iputted
trust code to the first computing device;
the first computing device determining whether or not
the mputted trust code has a pre-defined relationship
to the generated trust code, determining whether or
not the inputted trust code has a pre-defined relation-
ship comprising comparing the mnputted trust code to
the generated trust code;
transmitting an error irom the first computing device to
the second computing device 11 the inputted trust code
does not have a pre-defined relationship to the gener-
ated trust code;
transmitting the content from the first computing device
to the second computing device if the inputted trust
code does have a pre-defined relationship to the gen-
erated trust code; and
computing a hash value at the second computing device
based on the mputted trust code and the content and
determining 11 the computed value matches the stored
hash value.
29. A system according to claim 28, wherein the content 1s
a public key.
30. A system according to claim 28, wherein said means for
transporting includes:
means for displaying the generated trust code via the first
computing device; and
means for inputting the mputted trust code to the second
computing device as said inputted trust code.

31. A system according to claim 30, wherein said means for
inputting includes specitying the mputted trust code at most
once to the second computing device, so that there are no
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second tries by said means for comparing said inputted trust
code and said generated trust code.

32. A system according to claim 28, wherein said means for
comparing comprises calculating a security code, the security
code comprising the inputted trust code, a fixed code assigned
to the computing device performing the comparison, and at
least one check digit computed based on the mnputted trust
code and the fixed code.

33. A system according to claim 28, wherein said means for
transporting includes:

means for mserting a component into the first computing

device to receive the generated trust code; and

means for mserting the component 1nto the second com-

puting device to deliver the inputted trust code.

34. A system according to claim 33, wherein the compo-
nent 1s a memory component inserted nto at least one data
port of the respective first and second computing devices.

35. A system according to claim 28, wherein if said imnput-
ted trust code does not have the pre-defined relationship with
said generated trust code, the content i1s not delivered to the
second device.

36. A system according to claim 28, wherein if said imnput-
ted trust code does not have the pre-defined relationship with
said generated trust code, and said content 1s a public key, a
private key associated with the public key and the public key
of the first computing device are mvalidated for future use.

37. A system according to claim 28, wherein if said imnput-
ted trust code does not have the pre-defined relationship with
said generated trust code, the generated trust code 1s 1mvali-
dated for future use, unless independently randomly gener-
ated 1n the future.

38. A computer readable storage medium comprising com-
puter executable instructions which when executed by a com-
puter processor transmit content between a first device and a
second device 1n a trusted manner 1n a network, the 1nstruc-
tions comprising:

instructions for generating a trust code by the second com-

puting device without recerving user iput;
instructions for transporting the trust code, off the network,
from the second computing device to the first computing,
device, said transporting comprising displaying the gen-
crated trust code at the second computing device and
receiving an mputted trust code via a user interface mnto
the first computing device; and
instructions for performing an authentication exchange
between the second computing device and the first com-
puting device on the network, including comparing the
inputted trust code to the generated trust code, wherein 1f
the mputted trust code does not have a pre-defined rela-
tionship with the generated trust code, the content 1s not
trusted for delivery to the second computing device,

wherein said istructions for performing an authentication
exchange between the second computing device and the
first computing device further comprise:

instructions for the second computing device to poll the

first computing device as to whether the first computing,
device has a code;

instructions for the first computing device to communicate
to the second computing device that the first computing
device has a code;

instructions for the second computing device to create a
hash based on the generated trusted code and content to
be delivered, and delivering the hash from the second
computing device to the first computing device;

istructions for the first computing device to store the
hash;
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instructions for the first computing device to transmit the inputted trust code does have a pre-defined relation-
inputted trust code to the second computing device; ship to the generated trust code; and
and instructions for computing a hash value at the first com-
puting device based on the inputted trust code and the

instructions for the first computing device to determine

whether or not the mnputted trust code has a pre-de-
fined relationship to the generated trust code, deter-
mining whether or not the mputted trust code has a

5 content and determining 1 the computed value
matches the stored hash value.
39. A computer readable storage medium according to

claim 38, wherein the content 1s a public key.

pre-defined relationship comprising comparing the 40. A computer readable storage medium according to

inputted trust code to the generated trust code; 10 claim 38, wherein said instructions for transporting includes:
instructions for transmitting an error from the second instructions for inserting a component into the second

computing device to the first computing device if the computing device to receive the generated trust code;

inputted trust code does not have a pre-defined rela- and

tionship to the generated trust code; instructions for iserting the component 1nto the first com-

instructions for transmitting the content from the second b puting device to deliver the transported trust code.

computing device to the first computing device 1t the £k % k%
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