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METHOD OF DORMANT DATA SESSION
REACTIVATION

BACKGROUND OF INVENTION

In cellular network systems, particularly CDMA cellular
networks, a mobile station may be 1n a dormant state, where
the cellular network 1s aware of the mobile station on the
system, but currently, there 1s no activity with the mobile
station. In other words, the mobile station 1s registered with
the cellular network, but in a dormant data session as no active
communication sessions are taking place. An example of this
1s a mobile station that 1s registered and has been active 1n the
cellular network, but i1s currently inactive without having
powered ofl, such as a mobile station 1n a push-to-talk ses-
s10n, a mobile station awaiting a paging request, and the like.

In prior art CDMA cellular networks, Internet users may
cause abnormally high paging rates by implementing mali-
cious Internet Protocol (IP) scans that can overload the cel-
lular network system. These malicious IP scans are often
implemented to search for mobile stations 1n a dormant data
session 1n order to reactivate them. The prior art 1s deficient 1n
distinguishing these malicious users of the cellular network
system from legitimate users.

There 1s a need, not met 1n the prior art, for a method of
dormant data session reactivation. Accordingly, there 1s a
significant need for an apparatus and method that overcomes
the deficiencies of the prior art outlined above.

BRIEF DESCRIPTION OF THE DRAWINGS

Representative elements, operational features, applica-
tions and/or advantages of the present invention reside inter
alia 1n the details of construction and operation as more fully
hereafter depicted, described and claimed—reference being
made to the accompanying drawings forming a part hereof,
wherein like numerals refer to like parts throughout. Other
clements, operational features, applications and/or advan-
tages will become apparent in light of certain exemplary
embodiments recited 1n the Detailed Description, wherein:

FIG. 1 representatively illustrates a wireless communica-
tion system 1n accordance with an exemplary embodiment of
the present invention;

FIG. 2 representatively illustrates a graphical representa-
tion of subsequent destination IP addresses plotted against
corresponding time stamps 1n accordance with an exemplary
embodiment of the present invention;

FIG. 3 representatively illustrates a graphical representa-
tion of subsequent destination IP addresses plotted against
corresponding time stamps 1n accordance with another exem-
plary embodiment of the present invention;

FIG. 4 representatively 1llustrates flow diagram 1n accor-
dance with an exemplary embodiment of the present mven-
tion; and

FIG. 5 representatively 1llustrates flow diagram 1n accor-
dance with another exemplary embodiment of the present
invention.

Elements 1n the Figures are illustrated for simplicity and
clarity and have not necessarily been drawn to scale. For
example, the dimensions of some of the elements 1n the Fig-
ures may be exaggerated relative to other elements to help
improve understanding of various embodiments of the
present mvention. Furthermore, the terms “first”, “second”,
and the like herein, if any, are used 1nter alia for distinguishing
between similar elements and not necessarily for describing a
sequential or chronological order. Moreover, the terms

“front”, “back™, “top”, “bottom”, “over”, “under”, and the
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like 1 the Description and/or 1n the Claims, 1f any, are gen-
crally employed for descriptive purposes and not necessarily
for comprehensively describing exclusive relative position.
Any of the preceding terms so used may be interchanged
under appropriate circumstances such that various embodi-
ments of the mvention described herein may be capable of
operation 1n other configurations and/or orientations than
those explicitly i1llustrated or otherwise described.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following representative descriptions of the present
invention generally relate to exemplary embodiments and the
inventor’s conception of the best mode, and are not intended
to limit the applicability or configuration of the invention in
any way. Rather, the following description 1s intended to
provide convenient illustrations for implementing various
embodiments of the invention. As will become apparent,
changes may be made 1n the function and/or arrangement of
any of the elements described 1n the disclosed exemplary
embodiments without departing from the spirit and scope of
the invention.

A detailed description of an exemplary application, namely
a method of dormant data session reactivation, 1s provided as
a specilic enabling disclosure that may be generalized to any
application of the disclosed system, device and method 1n
accordance with various embodiments of the present inven-
tion.

Wireless communication systems are well known and con-
s1st of many types including land mobile radio, cellular radio-
telephone (inclusive of analog cellular, digital cellular, per-
sonal communication systems (PCS) and wideband digital
cellular systems), and other communication system types. In
cellular radiotelephone communication systems, {for
example, a number of communication cells are typically com-
prised of one or more Base Transceiver Stations (BTS’s)
coupled to one or more Base Station Controllers (BSCs) or
Central Base Station Controllers (CBSCs) and forming a
Radio Access Network (RAN). The BSCs or CBSCs are, 1n
turn, coupled to a Mobile Switching Center (MSC) that pro-
vides a connection between the RAN and an external net-
work, such as a Public Switched Telephone Network (PSTN),
as well as interconnection to other RANs. Each BTS provides
communication services to a mobile station (MS) located 1n a
coverage area serviced by the BTS via a communication
resource that includes a forward link for transmitting signals
to, and a reverse link for recerving signals from, the MS.

FIG. 1 representatively illustrates a wireless communica-
tion system 100 in accordance with an exemplary embodi-
ment of the present invention. Wireless communication sys-
tem 100 includes a RAN 104 comprising multiple BTSs
106-108 that are each coupled to a CBSC 110. RAN 104 1s
coupled to an MSC 114, and MSC 114 1s 1in turn coupled to an
external network 116 and provides a commumnication link
between the external network, or other RANs, and RAN 104.
In an embodiment, RAN 104 1s a CDMA network.

Wireless communication system 100 further includes a
mobile station 102, 103, 105 that 1s 1n a dormant data session
with a BTS 106, 107, 108. That 1s, mobile station 102, for
example, 1s not 1n an active communication session with BTS
106, but 1s powered-up, registered and may have been
recently in an active communication session with BTS 106.
While RAN 104 1s aware of mobile station 102, no active
communication 1s currently occurring between mobile sta-
tion 102 and RAN 104. In a dormant data session, mobile
station 102 1s a dormant mobile station, which 1s registered
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with RAN 104 and coupled to send or receive data via wire-
less link 120. Each communication link 120, 130, 140
includes a respective forward link for conveyance of signals
to mobile station 102 and a respective reverse link for receipt
of signals from the mobile station 102. Either mobile station
102 recerving a data packet via RAN 104, or a user of mobile
station 102 sending a data packet may reactivate dormant data
session. Any number of mobile stations 102, 103, 105 may be
coupled to RAN 104 and be 1n a dormant data session.

CBSC 110 may also include Packet Control Function
(PCF) 118. In an embodiment, PCF 118 1s coupled to com-
municate packet data, particularly IP packet data, between the
mobile station 102, and the Packet Data Serving Node
(PDSN) 139 over an A10/A11 interface. Packet control func-
tion 118 may operate to maintain a reachable state between
RAN 104 and mobile station 102, ensuring a consistent link
for data packets, bullering of data packets arriving from
PDSN 139 when wireless link resources are not in place or are
isuificient to support the tlow from PDSN 139, and relay
data packets between the mobile station 102 and PDSN 139.

PDSN 139 may be coupled to operate as the gateway from
the RAN 104 1nto a public and/or private packet network, for
example and without limitation, the Internet 113. In an
embodiment, PDSN 139 may act as a network access server,
home agent, foreign agent, and the like. PDSN 139 may
manage the radio-packet interface between RAN 104 and
Internet 113, provide IP addresses for the subscriber’s mobile
station 102, 103, 105, perform packet routing, actively man-
age subscriber services based on profile information, authen-
ticate users, and the like.

In an embodiment, PCF 118 may be coupled to receive
incoming data packets addressed to a dormant mobile station
102. In other words, PCF 118 may be coupled to receive
incoming data packets addressed to reactivate a dormant data
session with mobile station 102. Such incoming data packets
may originate from a packet data network external to RAN
104, such as users connected to the Internet 113, and the like.
As an example, incoming data packets may be incoming data
coupled with a push-to-talk session, paging request, and the
like. For example, mobile station 102 may be registered with
RAN 104 but have no currently active data sessions 1n
progress, 1.. mobile station 102 1s 1n a dormant data session.
The arrival of a data packet, for example as part of a paging
request, may operate to reactivate dormant data session by
reactivating dormant mobile station 102.

In an embodiment, PCF 118 1s coupled to examine incom-
ing data packets and determine if reactivation of a dormant
data session with a dormant mobile station 1s permaitted. In an
exemplary embodiment, PCF may scan incoming data pack-
ets, including source IP addresses and destination IP
addresses to determine 1f an incoming data packet 1s the
product of a malicious IP scan or from a legitimate user.

In an illustrative embodiment, a first data packet 150 1s
received by PCF 118 via PDSN 139. First data packet 150
may have a source IP address 152 and a destination IP address
154. The source IP address 152 1s an indication of the origi-
nation of the first data packet 150, while the destination IP
address 154 may be coupled to reactivate dormant mobile
station 102. In other words, first data packet 150 1s addressed
to reactivate a dormant data session with dormant mobile
station 102. This can be, for example, a paging request, and
the like.

After recerving first data packet 150, PCF 118 may receive
a plurality of subsequent data packets 160. PCF 118 may
categorize each of plurality of subsequent data packets 160
based on their source IP address. In an embodiment, 11 plu-
rality of subsequent data packets 160 each have the same
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source IP address 152 as first data packet 150, this may be an
indication of a malicious IP scan. Although three subsequent
data packets 160 are shown, any number of plurality of sub-
sequent data packets 160 are within the scope of the inven-
tion.

Plurality of subsequent data packets 160 each have a sub-
sequent destination IP address 162, 164, 166 and a corre-
sponding time stamp 163, 165, 167 of when they were
received by PCF 118. In an embodiment, for each of the
subsequent data packets 160 that have the same source IP
address 152 as first data packet 150, PCF 118 may compare
cach of the plurality of subsequent destination IP addresses
162,164,166 and corresponding time stamps 163,165,167 to
decide 1f first data packet 150 1s permitted to reactivate dor-
mant mobile station 102. If plurality of destination IP
addresses 162, 164, 166 1s substantially sequential, this 1s an
indication that plurality of subsequent data packets 160 may
be the product of a malicious IP scan. In other words, 11 PCF
118 receives plurality of subsequent data packets 160 from
the same source IP address 152 and having a plurality of
subsequent destination IP addresses 162, 164, 166 that are
substantially sequential, although not necessarily consecu-
tive, this may be an indication of a malicious IP scan.

As an example of an embodiment, plurality of subsequent
destination IP addresses 162, 164, 166 may be substantially
sequential, although not necessarily consecutive, 1 an
increasing or decreasing pattern and be within the scope of the
ivention.

In an embodiment, PCF 118 may convert each of subse-
quent destination IP addresses 1into an ordinal numeric repre-
sentation. An IP address 1s 1n a 32-bit format grouped eight
bits at a time (an octet), separated by dots, and represented in
decimal format (known as dotted decimal notation). Each bit
in the octet has a binary weight (128, 64,32, 16,4, 2, 1). The
minimum value for an octet 1s 0 and the maximum value for
an octet 1s 255. As an example, plurality of subsequent data
packets 160 having a plurality of subsequent destination IP
addresses 162, 164, 166 that are substantially sequential, may
be converted to an ordinal numeric representationsuch as 1, 2,
4,5,7,8...,0r10,9,7,6,4,3 ..., and the like.

In an embodiment, plurality of subsequent destination IP
addresses 162, 164, 166 may be compared for the spread
between them along with the difference 1n their correspond-
ing time stamps 163, 165, 167. The comparison between each
of plurality of subsequent data packets 160 that are subse-
quent to first data packet 150 may take place sequentially or
non-sequentially.

FIG. 2 representatively 1llustrates a graphical representa-
tion 200 of subsequent destination IP addresses plotted
against corresponding time stamps in accordance with an
exemplary embodiment of the present invention. In the graph
of FIG. 2, plurality of subsequent destination IP addresses
162,164,166 (these are representative as there are many more
shown) have been converted to an ordinal numeric represen-
tation and plotted against their corresponding time stamps.

Although the exemplary embodiment of FIG. 2 shows
plurality of subsequent destination IP addresses as being
sequential and hence plotting as a tight linear function, devia-
tions from this (fuzziness 1n the plot) are within the scope of
the invention. For example, plurality of subsequent destina-
tion IP addresses plotted against their corresponding time
stamps may not form a precise linear function and be within
the scope of the invention. Plurality of subsequent destination
IP addresses need only be substantially sequential, although
not necessarily consecutive, to be within the scope of the
ivention.
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In an embodiment, 1 at least a portion of subsequent des-
tination IP addresses 162, 164, 166 are substantially sequen-
tial, and 1t an absolute value of a difference between each of
the at least a portion of subsequent destination IP addresses
162, 164, 166 for a given difference 1n corresponding time
stamps 163, 165, 167 i1s less than a threshold function 280,
PCF 118 may deny the first data packet 150. In other words,
for each of the subsequent destination IP addresses that are
substantially sequential, PCF 118 may evaluate an absolute
value of a slope 270 of the difference between the subsequent
destination IP address over a difference 1n the corresponding
time stamps. If the absolute value of the slope 1s less than a
threshold function 280, the first data packet 150 may be
denied, thereby preventing the first data packet 150 from
reactivating the dormant mobile station 102.

This may be represented 1n another way as follows. For (n)
plurality of subsequent data packets having a source IP
address 152 the same as first data packet 150 the following
may be evaluated:

Absolute value of the slope=abs[(IPdest(n)-1Pdest(n—1))]/
[timestamp(n)-timestamp(n-1)], where abs=absolute value
tunction, IPdest(n) and IPdest(n-1)=subsequent destination
IP address of subsequent data packet (n) and (n-1) respec-
tively, and timestamp(n) and timestamp (n-1)=timestamp of
arrival for subsequent data packet (n) and (n-1) respectively.

If the absolute value of the slope 270 1s less than threshold
tfunction 280, first data packet 150 may be denied and dis-
carded by PCF 118. Threshold function 280 may be any value
or function set by one skilled 1n the art for a particular appli-
cation that indicates a substantially linear IP scan 1n a given
period of time. In other words, 1f PCF 118 detects a given
source IP address sending a series of data packets having
substantially sequential destination IP addresses in a given
time period, PCF 118 may elect to deny the first data packet
150 and prevent reactivation of dormant mobile station 102.
This may indicate a lack of sullicient randomness, or entropy,
in plurality of subsequent destination IP addresses from a
source IP address 152. First data packet 150 may then be
deemed part of a malicious IP scan instead of a legitimate
request for reactivation of a dormant data session. In an
embodiment, PCF 118 may further elect to deny plurality of
subsequent data packets 160 having source IP address 152
based on the above critena.

In an embodiment, 11 the absolute value of the slope 270 1s
not less than threshold function 280, PCF 118 may permut first
data packet 150 to reach dormant mobile station 102 and
reactivate a dormant data session. In other words, a base
transceiver station (BTS) service request may be sent to MSC.
As an example of an embodiment, 1f absolute value of slope
270 1s not less than threshold function 280, 1t may be an
indication of suificient randommness (1.e. entropy) of the plu-
rality of subsequent destination IP addresses to indicate that
plurality of subsequent data packets 160 are not the product of
a malicious IP scan.

Although FIG. 2 1llustrates a plot of substantially sequen-
tial plurality of subsequent destination IP addresses increas-
ing, this 1s not limiting of the invention. As one skilled 1n the
art 1s aware, depending on the ordinal numeric representation
given to each of the plurality of subsequent destination IP
addresses, the plot may return a positive or negative slope.
The positive slope shown 1 FIG. 2 1s representative. How-
ever, evaluating the absolute value of the slope will return a
positive number and 1f the absolute value of the slope 270 1s
less than a threshold function 280, then first data packet 150
may be permitted to reach dormant mobile station 102, or a
base transcerver station (BTS) service request may be sent to

MSC.
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FIG. 3 representatively 1llustrates a graphical representa-
tion 300 of subsequent destination IP addresses plotted
against corresponding time stamps in accordance with
another exemplary embodiment of the present invention. As
shown i FIG. 3, plurality of subsequent destination IP
addresses 162, 164, 166 (these are representative as there are
many more shown ) have been converted to an ordinal numeric
representation and plotted against their corresponding time
stamps. FIG. 3 1s the same representation as shown 1n FIG. 2,
with the addition of a second threshold function 382.

In an embodiment, 1f a at least a portion of subsequent
destination IP addresses 162, 164, 166 are substantially
sequential, and 1f an absolute value of a difference between
cach of the at least a portion of subsequent destination IP
addresses 162, 164, 166 for a given ditlerence in correspond-
ing time stamps 163, 165, 167 1s less than a threshold function
380 and greater than a second threshold function 382, PCF
118 may deny the first data packet 150. In other words, for
cach of the subsequent destination IP addresses that are sub-
stantially sequential, PCF 118 may evaluate an absolute value
of a slope 370 of the difference between the subsequent
destination IP address over a difference 1n the corresponding
time stamps. If the absolute value of the slope 1s less than a
threshold function 380 and greater than a second threshold
function 382, the first data packet 150 may be denied and
discarded, thereby preventing the first data packet from reac-
tivating the dormant mobile station 102.

If the absolute value of the slope 370 1s less than threshold
function 380 and greater than second threshold tunction 382,
first data packet 150 may be denied by PCF 118. Threshold
function 380 and second threshold function 382 may be any
values or functions set by one skilled 1n the art for a particular
application that indicates a substantially linear IP scan 1n a
given pertod of time. In other words, 1f PCF 118 detects a
given source IP address sending a series of data packets
having substantially sequential destination IP addresses 1n a
given time period, PCF 118 may elect to deny the first data
packet 150 and prevent reactivation of dormant mobile station
102. This may indicate a lack of suflicient randomness, or
entropy, 1n plurality of subsequent destination IP addresses
from a source IP address 152. First data packet 150 may then
be deemed part of a malicious IP scan instead of a legitimate
request for reactivation of a dormant data session. In an
embodiment, PCF 118 may further elect to deny plurality of
subsequent data packets 160 having source IP address 152
based on the above critena.

In an embodiment, 1f the absolute value of the slope 370 1s
not less than threshold function 380 or 1s less than second
threshold function 382, PCF 118 may permut first data packet
150 to reach dormant mobile station 102 and reactivate a
dormant data session. In other words, a base transceiver sta-
tion (BTS) service request may be sent to MSC. As an
example of an embodiment, 1f absolute value of slope 370 1s
not less than threshold function 380, it may be an indication of
suificient randomness (1.e. entropy) of the plurality of subse-
quent destination IP addresses to indicate that plurality of
subsequent data packets 160 are not the product of a mali-
cious IP scan. If absolute value of slope 370 1s less than
second threshold function 382, it may be an 1ndication of a
push-to-talk session or other legitimate communication ses-
s1on taking place over a suilicient time period as to not indi-
cate a malicious IP scan.

FIG. 4 representatively illustrates tlow diagram 400 1n
accordance with an exemplary embodiment of the present
invention. In step 402, PCF recerves first data packet having a
source IP address and a destination IP address, where the
destination IP address 1s to a dormant mobile station. In other
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words, first data packet 1s addressed to reactivate a mobile
station 1n a dormant data session.

In step 404, PCF receives a plurality of subsequent data
packets having the same source IP address as first data packet,
and a plurality of subsequent destination IP addresses and
corresponding time stamps. In step 406, PCF compares plu-
rality of subsequent destination IP addresses and correspond-
ing time stamps for suilicient randomness, or entropy, to
indicate that first data packet 1s from a legitimate user and not
part of a malicious IP scan.

In step 408, for each of the subsequent destination IP
addresses that are substantially sequential, PCF evaluates an
absolute value of a slope of the difference between the sub-
sequent destination IP address over a difference 1n the corre-
sponding time stamps. If the absolute value of the slope 1s less
than a threshold function, the first data packet may be denied,
thereby preventing the first data packet from reactivating the
dormant mobile station per step 414. Optionally, plurality of
subsequent data packets may be denied entry into RAN as
well per step 416.

If the an absolute value of a slope of the difference between
the subsequent destination IP address over a difference 1n the
corresponding time stamps 1s not less than the threshold func-
tion per step 408, PCF may send the first data packet to
dormant mobile station per step 410, thereby reactivating
dormant mobile station per step 412.

FIG. 5 representatively 1llustrates tlow diagram in accor-
dance with another exemplary embodiment of the present
invention. In step 502, PCF recerves first data packet having a
source IP address and a destination IP address, where the
destination IP address 1s to a dormant mobile station. In other
words, first data packet 1s addressed to reactivate a mobile
station 1n a dormant data session.

In step 504, PCF receives a plurality of subsequent data
packets having the same source IP address as first data packet,
and a plurality of subsequent destination IP addresses and
corresponding time stamps. In step 506, PCF compares plu-
rality of subsequent destination IP addresses and correspond-
ing time stamps for suificient randomness, or entropy, to
indicate that first data packet 1s from a legitimate user and not
part of a malicious IP scan.

In step 508, for each of the subsequent destination IP
addresses that are substantially sequential, PCF evaluates an
absolute value of a slope of the difference between the sub-
sequent destination IP address over a difference 1n the corre-
sponding time stamps. If the absolute value of the slope 1s less
than a threshold function, 1t 1s determined 1f an absolute value
of a slope of the difference between the subsequent destina-
tion IP address over a difference 1in the corresponding time
stamps 15 greater than a second threshold function per step
514. I1 so, the first data packet may be denied, thereby pre-
venting the first data packet from reactivating the dormant
mobile station per step 516. Optionally, plurality of subse-
quent data packets may be demed entry into RAN as well per
step 518.

If the an absolute value of a slope of the difference between
the subsequent destination IP address over a difference in the
corresponding time stamps 1s not less than the threshold func-
tion per step 508, PCF may send the first data packet to
dormant mobile station per step 510, thereby reactivating
dormant mobile station per step 512.

If the an absolute value of a slope of the difference between
the subsequent destination IP address over a difference 1n the
corresponding time stamps 1s not greater than the second
threshold function per step 514, PCF may send the first data
packet to dormant mobile station per step 520, thereby reac-
tivating dormant mobile station per step 522.
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In the foregoing specification, the invention has been
described with reference to specific exemplary embodiments;
however, 1t will be appreciated that various modifications and
changes may be made without departing from the scope of the
present mnvention as set forth in the claims below. The speci-
fication and figures are to be regarded 1n an illustrative man-
ner, rather than a restrictive one and all such modifications are
intended to be included within the scope of the present inven-
tion. Accordingly, the scope of the invention should be deter-
mined by the claims appended hereto and their legal equiva-
lents rather than by merely the examples described above.
For example, the steps recited 1in any method or process
claims may be executed 1n any order and are not limited to the
specific order presented 1n the claims. Additionally, the com-
ponents and/or elements recited 1n any apparatus claims may
be assembled or otherwise operationally configured 1n a vari-
ety of permutations to produce substantially the same result
as the present invention and are accordingly not limited to the
specific configuration recited 1n the claims.
Benefits, other advantages and solutions to problems have
been described above with regard to particular embodiments;
however, any benelit, advantage, solution to problem or any
clement that may cause any particular benefit, advantage or
solution to occur or to become more pronounced are not to be
construed as critical, required or essential features or compo-
nents of any or all the claims.
As used herein, the terms “comprise”™, “comprises”, “com-
prising’’, “having”, “including”, “includes™ or any variation
thereol, are intended to reference a non-exclusive inclusion,
such that a process, method, article, composition or apparatus
that comprises a list of elements does not include only those
clements recited, but may also include other elements not
expressly listed or mnherent to such process, method, article,
composition or apparatus. Other combinations and/or modi-
fications of the above-described structures, arrangements,
applications, proportions, elements, materials or components
used 1n the practice of the present invention, 1 addition to
those not specifically recited, may be varied or otherwise
particularly adapted to specific environments, manufacturing
specifications, design parameters or other operating require-
ments without departing from the general principles of the
same.
I claim:
1. A method for dormant data session reactivation, com-
prising:
recerving a first data packet by a packet control function 1n
a radio access network, wherein the first data packet
having a source IP address and a destination IP address
and wherein the destination IP address coupled to reac-
tivate a dormant mobile station coupled to the radio
access network:
receving a plurality of subsequent data packets by the
packet control function wherein the subsequent data
packets having the source IP address, a subsequent des-
tination IP address and a corresponding time stamp;

comparing the subsequent destination IP address and the
corresponding time stamp by the packet control function
for each of the plurality of subsequent data packets; and

denying the first data packet 1f at least a portion of the
subsequent destination IP addresses are substantially
sequential, and 11 an absolute value of a difference
between each of the at least a portion of subsequent
destination IP addresses that are sequential for a given
difference in the corresponding time stamps 1s less than
a threshold function, denying the first data packet.

2. The method of claim 1, further comprising denying the
first data packet 11 at least a portion of the subsequent desti-
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nation IP addresses are substantially sequential and if the
absolute value of the difference between each of the at least a
portion of subsequent destination IP addresses that are
sequential for a given difference in the corresponding time
stamps 1s less than a threshold function and greater than a
second threshold function.

3. The method of claim 1, wherein denying the first data
packet comprises preventing the first data packet from reac-
tivating the dormant mobile station.

4. The method of claim 1, wherein comparing the plurality
of subsequent IP packets and the corresponding time stamps
comprises, for each of the at least a portion of the subsequent
destination IP addresses that are substantially sequential,
evaluating an absolute value of a slope of the difference
between the subsequent destination IP addresses that are sub-
stantially sequential over a difference 1n the corresponding
time stamps.

5. The method of claim 1, wherein the radio access network
1s a CDMA network.

6. The method of claim 1, further comprising converting
cach of the subsequent destination IP addresses into an ordi-
nal numeric representation.

7. The method of claim 1, further comprising denying the
plurality of subsequent data packets 1t at least a portion of the
subsequent destination IP addresses are substantially sequen-
tial and if an absolute value of a difference between each of
the at least a portion of subsequent destination IP addresses
that are substantially sequential for a given difference in the
corresponding time stamps 1s less than a threshold function.

8. A method for dormant data session reactivation, com-
prising:

receiving a {irst data packet by a packet control function in

a radio access network, wherein the first data packet
having a source IP address and a destination IP address
and wherein the destination IP address coupled to reac-
tivate a dormant mobile station coupled to the radio
access network:

receiving a plurality of subsequent data packets by the

packet control function wherein the plurality of subse-
quent data packets having the source IP address, a sub-
sequent destination IP address and a corresponding time
stamp:;

evaluating an absolute value of a slope of the difference

between the subsequent destination IP addresses that are
substantially sequential over a difference in the corre-
sponding time stamps by the packet control function for
cach of the subsequent destination IP addresses that are
substantially sequential; and

denying the first data packet by the packet control function

if the absolute value of the slope 1s less than a threshold
function.

9. The method of claim 8, wherein sending the first packet
to the dormant mobile station 1f the absolute value of the slope
1s not less than the threshold function.
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10. The method of claim 8, wherein denying the first data
packet if the absolute value of the slope 1s less than a threshold
function and greater than a second threshold function.
11. The method of claim 8, wherein denying the first data
packet comprises preventing the first data packet from reac-
tivating the dormant mobile station.
12. The method of claim 8, wherein the radio access net-
work 1s a CDMA network.
13. The method of claim 8, further comprising converting
cach of the subsequent destination IP addresses into an ordi-
nal numeric representation.
14. The method of claim 8, further comprising denying the
plurality of subsequent data packets i1f the absolute value of
the slope 1s less than a threshold function.
15. A method for dormant data session reactivation, com-
prising;:
recerving a first data packet by a packet control function 1n
a radio access network wherein the first data packet
having a source IP address and a destination IP address,
wherein the destination IP address coupled to reactivate
a dormant mobile station coupled to the radio access
network:
receving a plurality of subsequent data packets by the
packet control function wherein the subsequent data
packets having the source IP address, a subsequent des-
tination IP address and a corresponding time stamp;

cvaluating an absolute value of a slope of the difference
between the subsequent destination IP addresses that are
substantially sequential over a difference in the corre-
sponding time stamps by the packet control function for
cach of the subsequent destination IP addresses that are
substantially sequential; and

preventing the first data packet from reactivating the dor-

mant mobile station by the packet control function 11 the
absolute value of the slope 1s less than a threshold func-
tion.

16. The method of claim 15, wherein preventing the first
packet from reactivating the dormant mobile function 11 the
absolute value of the slope 1s less than a threshold function
and greater than a second threshold function, preventing the
first packet from reactivating the dormant mobile station.

17. The method of claim 15, wherein the radio access
network 1s a CDMA network.

18. The method of claim 15, further comprising converting
cach of the subsequent destination IP addresses into an ordi-
nal numeric representation.

19. The method of claim 15, further comprising denying
the plurality of subsequent data packets 11 the absolute value
of the slope 1s less than a threshold function.

20. The method of claim 15, wherein it the absolute value
of the slopei1s notless than the threshold function, sending the
first packet to the dormant mobile station.
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