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METHODS AND APPARATUS FOR
PROCESSING CONFIGURATION DATA

RELATED APPLICATION

This application 1s a Continuation-In-Part (CIP) of earlier
filed U.S. patent application Ser. No. 10/954,992 entitled

“METHODS AND APPARATUS FOR SYNCHRONIZING
CONFIGURATION DATA,” filed on Sep. 30, 2004, the entire

teachings of which are incorporated herein by this reference.

BACKGROUND

The rapid expansion of mnformation service and data pro-
cessing industries has resulted 1n a need for computer systems
to manage and store large amounts of data. As an example,
financial service companies such as banks, mutual fund com-
panies or the like often operate complex data processing
systems that require access to many hundreds of gigabytes or
even terabytes of data stored 1n high capacity data storage
systems.

Data storage system developers have responded to these
types of data storage requirements by integrating large capac-
ity data storage systems, data communications devices and
computer systems into networks called “storage networks”™ or
“storage area networks” (SANs.) A storage area network 1s a
collection of data storage systems that are networked with a
number of host computer systems (e.g., many host comput-
ers) that operate as servers to access data stored in the data
storage systems (e.g., via a complex switched-network) on
behalf of client computers that request data from the servers.
Typically, storage area networks support hi-speed acquisi-
tions of data so that the host servers are able to promptly
retrieve data from the data storage system.

Conventional storage area network management applica-
tions typically include corresponding conventional graphical
user interfaces (GUIs) that enable network managers to
graphically manage, control and configure various types of
hardware and software resources associated with a corre-
sponding managed storage area network. For example, one
conventional network management storage application gen-
erates a graphical user mterface utilized by a network man-
ager to graphically select, interact with, and manage local or
remote devices and software processes associated with the
storage area network.

More specifically, based on use of the graphical user inter-
face 1n combination with an mput device such as a hand
operated mouse and corresponding pointer displayed on a
viewing screen, a network manager 1s able to manage hard-
ware and software entities such as file systems, databases,
storage devices, peripherals, network data communications
devices, etc., associated with the storage area network. In
some storage area networks, a conventional network manage-
ment station and associated management software allows a
network administrator or systems manager (a person respon-
sible for managing the storage network) to establish “zones”
of related resources within the storage network.

Generally, a zone of resources 1n a storage network 1s an
association, relation or grouping of resources (e.g., servers,
switch channels, portions of data storage) that are arranged
according to function or location. By way of example, a
network administrator can use conventional vendor-supplied
(1.e., manufacturer supplied) storage network management
soltware to configure a zone of ports (data communications
channels or paths) within that vendor’s data switch to asso-
ciate selected servers in the data storage network with
selected data storage resources 1n the storage area network.
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Thus, the network administrator might, for example, define a
zone to include a server or group of servers, a dedicated
channel through the data switch (via allocation of one or more
ports), and an amount of data storage space in the form of one
or more volumes of storage maintained within one or more of
the data storage systems. An administrator might create many
zones 1n the storage network, for example, for each depart-
ment (e.g., engineering, accounting, human resources, and
the like) within a company.

A data switch (or one or more switches) that channels
requests for data between the host resources (e.g., servers)
and various data storage devices 1s generally responsible for
zone enforcement. During operation of a typical data switch,
cach port within the data switch can be dedicated to transfer-
ring data to and/or from a single respective data storage sys-
tem or server computer system.

To create a zone, a network manager typically utilizes
vendor zone management software to establish a grouping of
one or more server ports (1.€., connections between the data
switch and a server) with one or more data storage system
ports (1.e., connections between the data switch and a data
storage system) together into a zone. Generally, resources
(servers, switch ports, and portions of data storage systems)
within the same zone can “see’ or access each other, while
resources 1n different zones cannot access each other. As an
example, a server 1n a first zone can access data storage in the
first zone, but not data storage allocated to other zones 1f 1t 1s
not amember of other zones. Thus, as discussed, zoning in the
context of storage networks operates as a form of access
control and provides an organized mechanism of managing
and associating amounts of data storage to specific computer
systems.

To create or modily a given zone of a storage area network,
a network manager provides zone configuration data to a
switch resource indicating how to configure respective zones
in the switch. Certain conventional applications do not limait
the number of remote network managers that are able to
modily the zones in the storage area network from different
remote locations. Thus, two or more users may modily the
same zone or zones of the storage area network.

SUMMARY

Conventional network management applications that sup-
port management of network resources such as zones sufier
from a variety of deficiencies. For example, as discussed,
conventional zone manager applications enable multiple
users at different remote locations to modily existing zones in
the storage area network. However, conventional zone man-
ager applications do not always, if at all, take 1into account
modifications by another party modifying the same zone con-
figuration information.

For example, a first network manager may extract current
configuration settings of a given zone 1n the storage area
network and modify the current configuration settings of the
given zone. The first network manager may then apply the
changes to override the current zone configuration settings. In
the meantime, a second network manager may have extracted
the same current configuration settings for the zone (prior to
changes by the first network manager) and attempt to modity
the same zone. Without an accounting for the first network
manager’s changes to the given zone, the second network
manager may overwrite configuration settings applied by the
first network manager. Thus, network managers must be
mindiul that other network managers (or other management
entities) may overwrite their changes and that applied zone
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changes may be lost at any time when there are two or more
network manager competing to change the configuration set-
tings of the same zone.

Accordingly, network administrators of a storage area net-
work application typically need to know 1f zoneset informa- 53
tion (e.g., zoning configuration information) as 1dentified 1n a
local database and as viewed on a display screen 1s different
than that currently implemented on switches 1n a storage area
network fabric. In other words, a network administrator relies
on zone configuration information in a local database to 1den- 10
tify current zone settings of switches 1n a respective storage
area network. If actual zone configuration settings at the
switches are different than that identified 1n the zone configu-
ration information 1n the local database, a network adminis-
trator needs to know that zone configuration information 1n 15
the local database 1s out of date. The network administrator
can decide which set of zone configuration information (e.g.,
zone configuration mformation in the local database or zone
configuration mformation currently used to configure the
switch) to configure the storage area network switches and 20
take appropriate actions to keep the two sets of zone configu-
ration mformation in a synchronized state. Preferably, the
network administrator can quickly detect when zone configu-
ration information in the local database 1s out of sync with
respect to the zone configuration information implemented 25
on the switches 1n the storage area network fabric.

A conventional technique for an application to detect the
difference 1n zone configuration information 1s to 1mport the
entire active zoneset from the fabric through networks such as
LLANs (Local Area Networks) or WANs (Wide Area Net- 30
works) and then compare 1t with the one 1n the local database
member by member and zone by zone. One problem associ-
ated with this comparison technique 1s performance. Import-
ing a large zoneset from a fabric requires much bandwidth
and time. It can take on the order of minutes or more for a 35
storage area network management application to import a
large zoneset (e.g., zone configuration information) because
such a zoneset can contain more than 1000 zones, each having
two or more member resources.

To compound matters, a storage area network management 40
application may need to periodically update active zoneset
information in 1ts database such as every 10 minutes or so. If
a management control center imports zoneset information too
frequently, storage area network application performance
will be adversely affected. For example, when zoneset infor- 45
mation 1s imported too frequently, a link between a storage
area network management application and switch device
(implementing the zone configuration information) will be
congested with traffic so that such a link 1s not available for
other uses. Thus, an application should avoid unnecessary 50
importation of active zoneset information when possible.

Increasing system performance involves quickly detecting
an occurrence of changes to an active zoneset currently
implemented on a switch. It the active zoneset on the switch
has not been changed since last importing it to the local 55
database, then it 1s not necessary to import the active zone
configuration information over the storage area network fab-
ric into the local database again.

Techniques discussed herein deviate with respect to con-
ventional network management applications and may over- 60
come certain deficiencies of conventional network manage-
ment applications as discussed above. For example,
embodiments of the invention include mechanisms and tech-
niques for generating checksum values associated with zone
configuration information. 65

An agent 1n a storage area network queries a switch device
to learn of current zone configuration settings applied to the

4

storage area network. Based on zone configuration informa-
tion retrieved from the switch device, the agent generates a
checksum value representing the zone configuration informa-
tion 1mplemented 1n the storage area network at this initial
snapshot 1n time. The agent stores the generated checksum
value. At a later snapshot 1n time, the agent again retrieves
zone conflguration settings of the switch device to determine
whether there has been a change to the original zone configu-
ration information. For example, the agent generates a check-
sum value for the newly retrieved zone configuration infor-
mation at the later snapshot in time. If the new checksum
value for the newly retrieve zone configuration information
equals the previously generated checksum wvalue, 1t 1s
assumed that there has been no change to the zone configu-
ration settings of the storage area network. Conversely, 11 the
new checksum value does not equal the previously generated
checksum value, 1t 1s assumed that there has been a change to
the zone configuration settings of the storage area network.

Generating checksum values as discussed above reduces
memory requirements associated with the agent. For
example, the agent need only store the checksum value asso-
ciated with the zone configuration mformation for a given
snapshot 1n time rather than store the entire set of zone con-
figuration information to determine whether a change occurs
to the network configuration information. Typically, a check-
sum value 1s on the order of tens or hundreds of bits whereas
the zone configuration information can be quite large. Also, to
identify a change to zone configuration information, the agent
can 1dentily when a change occurs without having to compare
the previous and new zone configuration information bit by
bit, which 1s an otherwise tedious process. Instead, the agent
relies on detecting differences 1n checksum values to identify
whether there has been a change to zone configuration infor-
mation 1n a storage area network. Other benefits of utilizing
checksum values will be discussed later 1n this specification.

In view of the above example, a general embodiment
herein 1s therefore directed to a techmique for generating a
checksum value associated with configuration settings of a
network. For example, an agent (or other processor entity)
receives network configuration information associated with a
network. The agent processes the network configuration
information to identily a hierarchy of objects (e.g., entities
such as a zoneset, zones, members, aliases, etc.) associated
with the network. The agent then applies one or more algo-
rithms to objects at different levels of the hierarchy of objects
to generate a substantially unique checksum value associated
with the network configuration information. Consequently,
the agent generates a unique checksum value (or quasi-unique
checksum value) to represent the hierarchy of objects.
Changes to the hierarchy or, more generally, the network
confliguration mformation results in generation of different
checksum values by the agent. This enables the agent to
identily when there has been a change to the zone configura-
tion mformation such as a change to the hierarchy 1itself, a
change to an object 1n the hierarchy, a change to a name
associated with an object, etc.

According to one embodiment herein, the network con-
figuration information recerved by the agent 1s zone configu-
ration information associated with a storage area network.
The zone configuration information includes a hierarchy of
objects. For example, the agent processes the network con-
figuration information to 1) identily a zoneset associated with
the storage area network, 11) 1identity multiple zones associ-
ated with the zoneset, and 111) 1dentify at least one respective
zone member associated with each of the multiple zones. In
this instance, the network configuration information defines a
relationship of objects via the hierarchy. For example, the
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zoneset resides at a respective root of the hierarchy. The
zoneset 1ncludes one or more zones that reside at a level
beneath the root level of the hierarchy. Each zone includes
one or more members (e.g., zone members) or aliases that
reside at a level beneath the zone level of the hierarchy. Each
alias can include one or more alias members.

As discussed above, the agent can apply multiple different
algorithms to generate an overall checksum value associated
with a set of zone configuration imnformation. For example,
according to one embodiment, the agent applies a first algo-
rithm to network configuration information to generate a first
portion (e.g., a 32 bit value) of an overall checksum value
associated with a zoneset of a storage area network. Further,
the agent applies a second algorithm to the same network
configuration information to generate a second portion (e.g.,
a 32 bit value) of the overall checksum value associated with
the zoneset of the storage area network. The agent then con-
catenates the first portion and the second portion to produce
the overall checksum value (e.g., a 64 bit value) associated
with the network configuration mformation (e.g., zoneset).
Thus, according to one embodiment, the overall checksum
generated by the agent 1s redundant to the extent that 1t
includes two portions, each of which 1s a unique value gen-
erated based on the same network configuration information.

To generate a checksum value associated with the network
configuration information, the agent applies one or more
algorithms to multiple levels of the hierarchy of objects. For
example, the agent generates a first checksum value for an
object at a first level of the hierarchy. Additionally, the agent
generates a second checksum value at a second level of the
hierarchy. Thereatter, the agent utilizes the first checksum
value and the second checksum value to generate the overall
checksum value associated with, for example, a zoneset as
defined by the network configuration information and the
associated hierarchy of objects.

According to one embodiment, the agent produces the
same checksum value for a set ol network configuration infor-
mation regardless of an order of processing multiple objects
at a given level of the hierarchy. In other words, the agent
produces the same checksum value regardless of whether the
network configuration information identifies that a respective
zone 1n the zoneset includes members A, B, and C or whether
the network configuration information identifies that the
respective zone includes members B, C and A. In contradis-
tinction, conventional methods produce two different check-
sum values 1n this case. A drawback of producing different
checksum values 1s that the different checksum values erro-
neously indicate that there has been a change to a zone 1n a
zoneset when technically there has been no change to the zone
other than an ordering of its members.

Although a change to an ordering of members 1n a zone
does not result 1n generation of a different checksum values
according to an embodiment herein, moving a member from
one zone 1n the hierarchy to another causes the agent to
produce a different checksum value. For example, assume
that a first set of network configuration information 1s 1den-
tical to a second set of network configuration information
with the exception that a member initially residing 1n a first
zone of the first set of network configuration information 1s
moved to a second zone 1n the second set of network configu-
ration information. In this case, the agent generates a check-
sum value associated with the first set of network configura-
tion 1nformation that 1s different than a checksum value
generated for the second set of network configuration infor-
mation. Accordingly, the agent can detect this change and
properly notity other entities of the occurrence of this sub-
stantial change (e.g., moving a member from one zone to
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6

another 1n a zoneset) to a respective zoneset represented by
the network configuration mnformation.

As discussed, techmques of the invention are well suited
for use 1n applications 1n which 1t 1s usetful to know whether
there has been a change to zone configuration data of a storage
area network. However, it should be noted that embodiments
of the imnvention are not limited to use in such applications and
thus embodiments of the invention are well suited for other
applications as well. For example, techniques described
herein can be used to generate checksum values for any type
of network configuration information to identily whether a
change has occurred.

Other embodiments herein include a computerized device
(c.g., a host computer, workstation, etc.) configured to sup-
port the aforementioned method operations to generate
checksums associated with zone configuration information.
In such embodiments, the computerized device includes a
memory system, a processor (e.g., a processing device) and
an mterconnect. The interconnect supports communications
among the processor and the memory system. The memory
system 1s encoded with an application (e.g., an agent appli-
cation) that, when executed on the processor, produces a
process that generates checksum values for detecting whether
there has been a change to zone configuration data of a storage
area network.

Yet other embodiments herein include software programs
to perform the method embodiment and operations summa-
rized above and disclosed 1n detail below under the heading
Detailed Description of Preferred Embodiments. More par-
ticularly, a computer program product (e.g., a computer-read-
able medium) including computer program logic encoded
thereon may be executed on a computerized device to support
generation of checksum values as explained herein. The com-
puter program logic, when executed on at least one processor
of a computing system, causes the processor to perform the
operations (e.g., the methods) indicated herein. Such arrange-
ments are typically provided as software, code and/or other
data structures arranged or encoded on a computer readable
medium such as an optical medium (e.g., CD-ROM), tloppy
or hard disk, or other medium such as firmware or microcode
in one or more ROM or RAM or PROM chips, or as an
Application Specific Integrated Circuit (ASIC), or as down-
loadable software 1images 1n one or more modules, shared
libraries, etc. The software or firmware or other such configu-
rations can be installed onto a computerized device to cause
one or more processors in the computerized device to perform
the techniques explained herein.

One more particular embodiment of the invention 1s
directed to a computer program product that includes a com-
puter readable medium having instructions stored thereon for
supporting management of network resources such as gener-
ating checksum values. The mstructions, when carried out by
a processor of a respective computer device, cause the pro-
cessor to perform the steps of: 1) recerving network configu-
ration information associated with a network; 11) processing,
the network configuration information to identify a hierarchy
ol objects associated with the network; and 111) applying at
least one algorithm to different levels of the hierarchy of
objects to generate a substantially unique checksum value
associated with the network configuration information. Other
embodiments of the invention include software programs to
perform any of the method embodiment steps and operations
summarized above and disclosed in detail below.

It should be understood that the system of the invention can
be embodied as a soitware program or as a software program
operating in conjunction with corresponding hardware.
Example embodiments of the invention may be implemented
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within EMC’s Control Center soitware application that pro-
vides graphical management functionality for storage area
network resources and 1n computerized devices that operate
the Control Center software. Control Center software 1s
manufactured by EMC Corporation of Hopkinton, Mass.,

USA.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features, and advantages
of the mmvention will be apparent from the following more
particular description of preferred embodiments of the inven-
tion, as illustrated 1n the accompanying drawings 1n which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,
with emphasis istead being placed upon illustrating the
embodiments, principles and concepts of the invention.

FIG. 11s a block diagram of a storage area network accord-
ing to an embodiment herein.

FIG. 2 1s a diagram 1illustrating use of an agent (e.g., a
soltware agent 1n a storage area network) to 1identity when a
third party modifies configuration settings of a zone accord-
ing to an embodiment herein.

FIG. 3 1s a block diagram illustrating a relationship
between host resources, switch resources, and storage
resources according to an embodiment herein.

FIG. 4 15 a block diagram of a processing device suitable
for executing techniques according to an embodiment herein.

FIG. 5 1s a flowchart illustrating a general technique of
generating a checksum value according to an embodiment
herein.

FIG. 6 1s a diagram 1llustrating an agent and a respective
technique of generating a double checksum value according
to an embodiment herein.

FIG. 7 1s a diagram 1llustrating zone configuration data
including a hierarchy of objects according to an embodiment
herein.

FIG. 8 1s a diagram 1illustrating bit operations associated
with a technique of generating a checksum value according to
an embodiment herein.

FIG. 9 1s a diagram 1illustrating bit operations associated
with a technique of generating a checksum value according to
an embodiment herein.

FI1G. 10 15 a diagram 1llustrating reshuftling of bits to gen-
erate a checksum value according to an embodiment herein.

DETAILED DESCRIPTION

An embodiment herein includes a technique of generating
checksum values for synchronizing zone configuration data
used to configure a zone of a storage area network. A user
mitially retrieves configuration data utilized to configure a
zone ol a storage area network. The user modifies a copy of
the configuration data for the purpose of eventually changing
the configuration of the zone 1n the storage area network. In
the meantime, a source other than the user may have modified
the configuration of the zone such that there 1s mismatch
between the snapshot of configuration data initially retrieved
by the user and present configuration data currently used to
configure the zone of the storage area network.

When an enftity such as the user requests to activate a
modified version of zone configuration data, an agent in the
storage area network checks for the above condition to deter-
mine whether the zone configuration data currently used to
configure the zone 1s the same as the previously taken snap-
shot of zone configuration data retrieved by the user. For
example, the agent mitially generates and stores a checksum
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value (e.g., a unique 1dentifier or quasi-unique identifier)
based on the 1nitial configuration data. Upon request by the
user to change the configuration of the zone via use of the
user-modified snapshot of configuration data, the agent
retrieves (e.g., from a switch device 1n the storage area net-
work) zone configuration data currently used to configure the
zone and produces a corresponding checksum based on the
newly retrieved zone configuration data. The agent compares
the newly generated checksum associated with the currently
applied zone configuration data to the previously generated
and stored checksum associated with the previously applied
zone configuration data for that zone. If the checksum values
match, the agent notifies the user that there has been no
change to zone configuration data. If the checksum values do
not match, the agent notifies the user that there has been a
configuration change to the zone since taking the snapshot.
The agent then presents the user with options of enabling the
user to overwrite the currently applied zone configuration
settings with the user generated modifications or update the
user’s database with configuration settings currently applied
to the zone. In this way, the agent facilitates synchromization
of zone configuration data 1n the storage area network.

FIG. 1 1s a diagram 1llustrating use of an agent 3835 (e.g., a
soltware agent) 1n a storage area network environment 100 to
identily when a third party such as a remote entity 395 modi-
fies configuration settings (e.g., zone configuration data) of a
zone or zoneset according to an embodiment herein.

As shown, zone 450 includes resources members associ-
ated with switch resource 420 and elements of network 190
that can “see” each other. More particularly, zone 450 enables
transmission o data along a logical path from port 412 of host
resource 410 through link 460-1 (e.g., a fiber channel) to
switch port 422 of switch resource 420. Further, zone 450
enables transmission of data along a logical path from switch
port 424 of switch resource 420 through link 460-2 (e.g., a
fiber channel) to port 432 of storage array resource 430.

Via use of zone 450, client 405 (e.g., a soltware applica-
tion) can request retrieval of data through host resource 410.
It client 405 has suificient access rights, host resource 410
(e.g., a server of the data) retrieves the data on behalf of client
405 from storage resource 430 via communications sup-
ported by zone 450.

Zone configuration data 490 in switch resource 420 defines
attributes of zone 450. For example, among other things, zone
configuration data 490 includes a listing of zone members
(e.g., port 412 ol host 410 and port 432 of storage array 430,
ctc.) associated with the zone 450. Thus, switch resource 420
coniigures zone 450 based on application of zone configura-
tion data 490.

As previously discussed, both computer 110 and remote
entity 395 (e.g., a vendor supplied zone application soitware
corresponding to the type of switch resource 420) can gener-
ate, modily, and transmit zone configuration data 490 to
switch resource 420 for configuring zones of switch resource
420. Remote entity 395 can imitiate a change to zone configu-
ration data 490 without notitying computer 110 of the change.
Accordingly, zone configuration data 480 stored at computer
110 may not always reflect actual zone settings 1n network
190.

In one embodiment, computer 110 retrieves a copy of the
zone configuration data 490 used to configure zone 450 of the
storage arca network 300 at an 1nitial snapshot 1n time. Com-
puter 110 stores the copy of zone configuration data 490 in
database 125 (e.g., a data repository) or in cache of computer
110 as zone configuration data 480. The user 108 can modify
locally stored zone configuration data 480 and 1nitiate a
change to a configuration of zone 450. For example, the user
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108 can modify (e.g., via use of a graphical user interface 150
and display screen 130 associated with computer 110) the
zone configuration data 480 retrieved from database 125 to
display zone attributes of zone 450 and produce user-gener-
ated zone configuration data, which will eventually be
applied to change a configuration of zone 450.

Prior to implementing user-generated zone configuration
data, the computer 110 mnitiates agent 385 to check and pro-
vide a notification whether the zone 450 1s no longer config-
ured according to the locally stored zone configuration data
480. For example, either or both of remote entities 395 may
have modified zone configuration data 490 after the snapshot
in time when computer 110 stores zone configuration data
480 1n database 125. Accordingly, locally stored zone con-
figuration data may be out of sync with respect to zone con-
figuration data 490.

Conflicts can occur when user 108 attempts to modily zone
configuration data 490 without accounting for changes by
remote entity 395. For example, as brietly discussed, upon
instantiation of zone 450 at time, t1, agent 385 forwards
corresponding zone configuration data 490 for storage in
database 125 as zone configuration data 480. At this time, t1,
agent 385 employs checksum generator 382 to generate
checksum value 481 based on contents of retrieved zone
configuration data 490. Agent 385 forwards the checksum
value 481 to computer 110 that, 1n turn, stores the checksum
value 481 1n database 123 along with zone configuration data
480.

Agent 383 also stores the checksum value 481 locally 1n
corresponding memory of host resource 410 or other reposi-
tory such as agent’s cache. Consequently, agent 385 can
identify changes to zone 450 by retrieving present zone con-
figuration data 490 associated with zone 450, generating a
checksum value based on contents of the retrieved zone con-
figuration data 490 from switch resource 420, and comparing
the generated checksum value to the previously stored 1den-
tifier 481 for a given zone or zoneset. If there 1s no match
based on the comparison, the agent 385 concludes that zone
configuration data 480 1s not the same as zone configuration
data 490 and that the remote entity 395 (or some other source)
modified the zone configuration data 490 after time t1 and that
user 108 at computer 110 needs to be notified of the change.

In this circumstance when agent 385 detects a change to
zone configuration data 490 (or that zone configuration data
490 and zone configuration data 480 are out of sync with
respect to each other), agent 3835 stores the newly generated
checksum value for the zone configuration data 490 and noti-
fies computer 110 of the detected change to zone configura-
tion data 490 and thus zone 450. In furtherance of the notifi-
cation of the changes to computer 110, agent 385 forwards a
copy of the current zone configuration data 490 and newly
generated checksum value to computer 110 for storage 1n
database 125. Thus, agent 385 updates database 1235 with the
most recent zone configuration data so that user 108 does not
view out-of-date zone configuration data.

In response to recerving a command from user 108 to apply
user-generated zone configuration data to switch resource
420, the computer 110 transmits the user-generated zone
configuration data to agent 385 that, 1n turn, utilizes the user
generated zone configuration data to change a configuration
of zone 450 1n the storage area network environment 100.

This process of synchronizing zone configuration data 480
in database 125 and zone configuration data 490 presently
used to configure switch resource 420 ensures that user 108
has knowledge of changes to the zone 450 when remote entity
395 does not explicitly communicate with computer 110 of
the changes. In other words, 1n this embodiment, remote
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entity 395 does not explicitly provide any notification to
computer 110 of an occurrence of changes to zone configu-
ration data 490. Instead, agent 385 monitors zone configura-
tion data 490 for changes by vendor zone manager application
395 and notifies computer 110. Since agent 385 only stores a
checksum value of corresponding previously implemented
zone configuration data 490 (instead of the zone configura-
tion data 490 1tsell), agent 385 requires use of less memory
storage resources for 1ts cache. Note that in one embodiment,
agent 385 stores checksum values for many zones or zonesets
associated with switch resource 420 and network 190.

FI1G. 2 1s a diagram 1illustrating respective data stored by an
agent 385 and computer 110 according to an embodiment of
the invention. As shown, agent 385 stores checksum values
481 derived from sets of zone configuration data previously
applied to the storage area network 100. As previously dis-
cussed, computer 110 (or database 125) stores respective
copies ol zone configuration data 480 (e.g., zone configura-
tion data 480-1, zone configuration data 480-2, zone configu-
ration data 480-3, . . . ) applied to respective zones of storage
area network 300 as well as corresponding checksum values
481 (e.g., checksum value 481-1, checksum value 481-2,
checksum value 481-3, . . . ), which are generated by agent
385 for each respective set of zone configuration data 480
(e.g., zone configuration data of a zoneset). Consequently, as
agent 385 discovers newly applied zone configuration data 1n
switch resource 420 for a given zone, agent 385 1) updates
computer 110 and 11) updates its local cache 510 with check-
sum values 381.

In one embodiment, agent 385 occasionally or periodically
retrieves zone configuration data associated with a given
zoneset 1n storage area network to identily when a change
occurs to current zone configuration settings for the purpose
of notifying computer 110 of such a condition. In another
embodiment, the agent 385 automatically checks for configu-
ration changes to zone 450 when user 108 attempts to modify
attributes of a zone as discussed above.

If a change 1s detected based on the comparison method
discussed above, agent 3835 presents the user 108 with an
option of 1) exporting the user generated zone configuration
data to configure zone 450 overwriting current configuration
settings of the zone 450, or 1) importing zone configuration
data 490 currently used to configure zone 450 and storing the
zone configuration data 490 1n database 123 as zone configu-
ration data 480 along with an appropnate checksum value 481
as generated by the agent 385. In a further possible embodi-
ment, agent 385 prompts the user 108 with an option of

aborting application of user modified zone configuration data
to the zone 450.

As discussed, embodiments of the invention include a tech-
nique of resolving an “out-of-sync” condition for zoning
activation (application of modified zoning configuration) in a
switch fabric of a storage area network. Note that further
embodiments are applicable to discovery and/or rediscovery
of currently active zoning in a fabric component such as
switch resource 420. For example, when agent 385 discovers
anew current zoning configuration (e.g., of a zone 1n a switch
tabric), the agent 385 notifies computer 110 of the condition.
The computer 110 via display screen 130, 1n turn, notifies the
user 108 of the change and provides an option of not auto-
matically importing the current zoning configuration to the
computer 110, but instead receiving an alert ({rom agent 385)
that the current zoning configuration of zone 430 1s different
from a last seen/activated/imported configuration.

In one embodiment, when agent 385 detects a change to
zone configuration data in switch resource 420 (e.g., via
periodic or random polling), the agent 385 1n conjunction
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with computer 110 provides the user 108 with an option of
reviewing any differences to the zone configuration data in
switch resource 420 before finally making a decision whether
to 1mport new current zoning configuration data or not. In
other word, the computer 110 identifies and displays differ-
ences between old zone configuration data and new zone
coniiguration data for purposes of notifying the user 108 of
such differences.

FI1G. 3 1s an example block diagram illustrating connectiv-
ity of network resources (e.g., host resources 301, switch
resources 302, and storage resources 303) 1n a storage area
network environment 300 according to an embodiment
herein. The above techniques of utilizing an agent 385 to
generate checksum values can be employed i such an envi-
ronment.

As shown, storage area network 300 includes host entity
304-1, host entity 304-2, . . . (collectively, host entities 304),
network 340 (e.g., a high speed fiber based switch fabric),
network 350 (e.g., LAN, WAN, Internet, intranet, etc. sup-
porting commumnications based on a TCP/IP protocol), stor-
age system resource 373-1, storage system resource
375-2, ... (collectively, storage system resources 375), com-
puter system 110, and database 125. Network 340 includes
switch device 344-1, switch device 344-2 and corresponding
switch ports 348 and 349. Host entity 304-1 includes adapter
315-1 and corresponding port 320-1 and port 320-2 to com-
municate over network 340. Host entity 304-2 includes
adapter 315-2 and corresponding port 322-1 and port 322-2 to
communicate over network 340. Storage system resource
375-1 includes respective adapters 360-1 and 360-2, corre-
sponding ports 354-1, 354-2, 354-3, 355-1 and 355-2, access
controllers 362-1 and 362-2, storage devices 365-1 and 365-
2, maps 370-1 and 370-2, as well as physical storage devices
380-1 and 380-2.

In general, host entities 304 access data in storage system
resources 375 on behall of clients. As an example, a client
communicates with host entity 304-1. Host entity 304-1
couples to network 340 via adapter 315-1 and corresponding
ports 320 (e.g., port 320-1 and port 320-2). Ports 320 couple
to respective ports 348 and 349 on switch devices 344 (e.g.,
switch device 344-1 and switch device 344-2). In turn, ports
348 and 349 of switch devices 344 couple to ports 354 (e.g.,
port 354-1 port 354-2, and port 354-3) and 355 (e.g., port
355-1 and port 355-2) of corresponding storage system
resources 375.

Storage system resource 375-1 includes access controllers
362 to facilitate access to corresponding storage devices 3635
(e.g., logical storage space). Storage devices 365 (e.g., stor-
age device 365-1 and storage device 363-2) are configured as
logical portions of one or more physical storage devices 380
(e.g., arrays of storage disks). Maps 370 provide a mapping of
storage devices 363 (e.g., logical volumes) to corresponding
physical storage devices 380 (e.g., storage disks).

Each host entity 304 1s limited to accessing certain storage
devices 365 1n storage system resource 373-1 based at least in
part on configuration settings of switch devices 344 of net-
work 340. For example, 1n one embodiment, switch ports 348
and 349 of switches 344 are assigned to create a particular
zone 1 network 300 as previously discussed via FIGS. 1 and
2 and corresponding text above. Agent 385 and, more specifi-
cally, checksum generator 382 of agent 385 generates check-
sum values to 1dentity when there has been a change to zone
configuration data associated with network 340.

FI1G. 4 15 a block diagram 1llustrating an example architec-
ture of host entity 304-2 according to an embodiment herein.
Host entity 304-2 may be a computerized device such as a
personal computer, server, workstation, portable computing,
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device, console, network terminal, etc. As shown, host entity
304-2 of the present example includes an interconnect 111

that couples memory 112, a processor 113, an mput/output
interface 114 and a communications interface 115. Commu-
nications interface 115 of host entity 304-2 enables agent
process 140-2 to communicate with other devices (1.e.,
resources) associated with networks 340 and 350. Memory
112 1s encoded with agent application 140-1 supporting
retrieval of zone configuration data and generation of respec-
tive checksum values as previously discussed.

Agent application 140-1 may be embodied as software
code such as data and/or logic 1nstructions (e.g., code stored
in the memory or on another computer readable medium such
as a disk) that supports processing functionality according to
different embodiments as described herein. During operation,
processor 113 accesses memory 112 via the interconnect 111
in order to launch, run, execute, interpret or otherwise per-
form the logic instructions of the agent application 140-1.
Execution of agent application 140-1 produces processing
functionality 1n agent process 140-2. In other words, the agent
process 140-2 represents one or more portions of the agent
application 140-1 (or the entire application 140-1) perform-

ing within or upon the processor 113 in the computerized
device 110.

It should be noted that embodiments of the invention
include the agent application 140-1 itself (1.e., the un-ex-
ecuted or non-performing logic instructions and/or data). The
agent application 140-1 may be stored on a computer read-
able medium such as a floppy disk, hard disk or 1n an optical
medium. The agent application 140-1 may also be stored in a
memory type system such as in firmware, read only memory
(ROM), or, as 1n this example, as executable code within the
memory system 112 (e.g., within Random Access Memory or
RAM). In addition to these embodiments, i1t should also be
noted that other embodiments of the mvention include the
execution of agent application 140-1 1n processor 113 as the
agent process 140-2. Thus, those skilled 1n the art will under-
stand that the host entity 304-2 may include other processes
and/or software and hardware components, such as an oper-
ating system that controls allocation and use of hardware
resources.

It should also be noted that the agent (e.g., agent 385 as
shown 1n FIGS. 1-3) executed 1n host entity 304-2 1s repre-
sented 1n FIG. 4 by either one or both of the agent application
140-1 and/or the agent process 140-2. For purposes of the
discussion of the operation of embodiments of the invention,
general reference will be made to the agent 383 as performing
or supporting the various steps and functional operations
discussed herein.

Functionality supported by host entity 304-2 and, more spe-
cifically, agent 385 will now be discussed via flowchart 500 1n
FIG. 5. Note that there will overlap with respect to concepts

discussed above for FIGS. 1 through 4.

FIG. 5 1s a flowchart 500 of processing steps performed by
agent 385 according to an embodiment herein. In general,
flowchart 500 illustrates how agent 385 generates checksum
values to 1dentily an occurrence of changes to zone configu-
ration data 490 applied to a storage area network.

In step 510, the agent 385 receives (or retrieves) network
configuration information (e.g., zone configuration data 490)
associated with the network 190 and, more specifically,

switch resource 420 of FIG. 1.

In step 520, the agent 385 processes the network configu-
ration information to i1dentily a hierarchy of objects associ-
ated with the network configuration information.



US 7,653,712 Bl

13

For example, in step 525, the agent 385 1) identifies a
zoneset associated with the storage area network 190, 1)
identifies multiple zones associated with the zoneset, and 111)
identifies multiple zone members associated with each of the
multiple zones.

In step 530, the agent 385 applies one or more algorithms
to different levels of the hierarchy of objects to generate a
substantially unique checksum value associated with the
retrieved network configuration information.

In substep 533 of step 530, the agent 383 applies a first
algorithm to the network configuration information to gener-
ate a first portion of the substantially unique checksum value.

In substep 536 of step 530, the agent 385 applies a second
algorithm to the network configuration information to gener-
ate a second portion of the substantially unique checksum
value.

In substep 539 of step 530, the agent 385 concatenates the
first portion (e.g., a 32 bit checksum value) and the second
portion (e.g., a 32 bit checksum value) to produce the sub-
stantially unique checksum value (e.g., a 64 bit checksum
value) associated with the network configuration informa-
tion.

FIG. 6 1s a diagram 1illustrating a technique utilized by
agent 385 to generate a checksum value for a set of zone
configuration data 610 according to an embodiment herein.
As shown, agent 385 applies a first algorithm 620-1 and
second algorithm 620-2 to generate respective checksum
value 630-1 (e.g., a 32 bit checksum value) and checksum
value 630-2 (e.g., a 32 bit checksum value) based on zone
configuration data 610. Thereafter, agent 385 produces
checksum value 640 (e.g., a 64 bit checksum value) by con-
catenating checksum value 630-1 and checksum value 630-2.

In one embodiment, the first algorithm and the second
algorithm 620-2 operate independently of each other and are
thus two different algorithms applying different bit-process-
ing techniques. Since the algorithms 620 are different, they
cach produce a different checksum value for a given set of
zone configuration data 610. Thus, in some respects, check-
sum value 640 1s a double checksum value. This checksum
value redundancy reduces the possibility that the agent 385
does not detect when a change occurs to zone configuration
data 610.

For example, 1t 1s possible that two different sets of zone
configuration data produce the same checksum value for a
given one ol the two algorithms. However, since the two
algorithms are different, there is less of a chance that both the
algorithms 620 will produce the same respective checksum
values for two different sets of zone configuration data.
Accordingly, the agent 385 can 1dentify with greater precision
when a change occurs to zone configuration data by i1denti-
tying that at least one of the double checksum values associ-
ated with a first set of zone configuration data does not match
a respective double checksum value associated with a second
set of zone configuration data. Conversely, the agent 385
identifies that two sets zone configuration data are the same
when the both sets of zone configuration data each produce
the same overall checksum values.

FI1G. 7 1s a diagram 1llustrating zone configuration data 610
including a hierarchy of objects according to an embodiment
herein. As shown, objects 1n the hierarchy of zone configura-
tiondata 610 include zoneset ZS1, zone Z1, zone Z2, zone 7.3,

member M1, member M2, member M3, member M4, alias
Al, member M7, member M8, member M5, and member M6.

The zoneset ZS1 includes zones 71, 72, and Z3. Zone 71
includes members M1, M2, and M3. Zone 72 includes mem-
ber M4 and alias A1. Alias A1 includes members M5 and M6.

Zone 73 includes members M7 and MS.
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A zone can include different types of members. For
example, object members of the hierarchy can be identified

by anode WWN (World Wide Name such as a 64 bit value in
the form AAAA.BBBB.CCCC.DDDD), switchport WWN, a
domain ID (of a respective switch device) and port number (of

the respective switch device), and a FCID (e.g., a 24 bit Fiber
Channel ID), etc.

Referring again to FI1G. 1 as an example, zone 450 includes
multiple members such as ports of host resource 410 (e.g., a
server) and ports of storage resource 430. More particularly,
according to one embodiment, zone 450 includes members
such as port 412 of host resource 410, link 460-1 (e.g., a fiber
channel identified by a respective FCID), and switch port 422
of switch resource 420. Further, zone 450 includes switch
port 424 of switch resource 420, link 460-2 (e.g., a fiber
channel identified by a respective FCID), and port 432 of
storage array resource 430.

As discussed, agent 3835 generates checksum values asso-
ciated with different zonesets to 1dentily whether there has
been a change to zone configuration data such as when the
zone configuration data are different from each other. For
example, instead of obtaining and comparing two entire
zonesets, member by member and zone by zone, agent 385
obtains and compares checksum values associated with the
zonesets to detect differences or changes to zonesets. If
checksum values for two zonesets do not match, then agent
385 can be sure that these two zonesets are different. Con-
versely, according to one embodiment, 1f respective check-
sum values for two zonesets are the same, then agent 385 can
assume that the two zonesets are the same with a very high
certainty. This improves application performance.

Conventional checksum techniques have been used to cal-
culate a checksum for a one-dimensional stream of bits or
bytes. Zoning configuration in the present embodiment 1s
different than a one-dimensional array of bytes to the extent
zone configuration data 1s a hierarchical organization of zon-
ing objects (e.g., zonesets include zones, which include
aliases and members, while aliases include members). Also,
note that a difference in an ordering of zones in a zoneset, or
an ordering of members included 1n a zone or in a zoning alias
does not change a meaning of zoning configuration nor does
it produce a ditfferent checksum value. That 1s, changing an
ordering of objects in zone configuration data results 1n a
syntactic difference, not a semantic difference to the zoneset.
As an example, zone 71 can be defined as including members
M1, M2, and M3, which 1s syntactically different but seman-
tically the same as including members M2, M3 and M1.

According to embodiments herein, zoning checksum algo-
rithms can satisty the following additional requirements:

1.’ Two equal sets of zoning configuration data will produce
equal checksum values.

2. Two different sets of zoning configuration data will most
likely produce different checksum values. Failing to
detect a difference 1n zoning configuration data may
cause an unnoticed failure of data path at a customer data
center. To avoid these 1ssues, the algorithms include
unique bit operations to ensure very high accuracy.

3. The algorithm quickly generates a checksum value for a
given set of zone configuration data.

4. As mentioned above, an ordering of children 1n the same
container (e.g., children nodes having the same parent)
should not affect the checksum value. For example,
agent 385 will produce a same checksum value regard-
less of an ordering of members 1n an alias, an ordering of
members and aliases 1n a zone, and an ordering of zones
in a zoneset.
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5. The agent 385 takes into account a grouping of members
as well as names of zoning objects 1n a respective check-
sum calculation.

6. World Wide Names (WWNs) are basic building blocks
of zoning configurations. Such names usually differ
from each other only by a few bits due to well defined
WWN format. Thus, most of the bits 1n two WWN
names are equal for all the ports of switches of the same
vendor type. Even more bits are the same 1n WWN
names associated with ports 1n the same switch device.
The algorithms focus bit operations in these areas to
ensure that even slight changes to zone configuration
data results in producing different checksum values.

7. The algorithms produce, with especially high probabil-
ity, different checksum values for typical user changes in
a zoning configuration data such as change ot a couple of
characters 1n a name, moving members from one zone to
another, swapping devices with a WWN very similar to
replaced one and so on.

Agent 385 utilizes the following two algorithms (e.g., algo-

rithm 620-1 and algorithm 620-2) to generate checksum val-

ues for respective sets of zone configuration data.

Algorithm #1

Agent 383 utilizes algorithm 620-1 (i.e., algorithm #1) to
calculate checksum 630-1. As mentioned, a zoneset consists
of zoneset/zones/alias names and WWN/Port members.
Names and members are actually an array of bytes as previ-
ously discussed. Algorithm 620-1 calculates a checksum
value 630-1 from the array of bytes associated with the zone
configuration data.

FIG. 8 1s a diagram 1illustrating a general function for
generating a checksum value for each of the objects 1n the
hierarchy of objects.

In step 1, the algorithm includes a left circular shift of a
current checksum value 1n register 810 by a given number of
bits, namely, num_shift_bits. Generation of the num_shift
bits value 1s discussed below and varies.

In step 2, the algorithm 620-1 includes adding a first byte as
unsigned character to cur_checksum stored in register 810.

In step 3, the algorithm 620-1 includes constructing a new
unsigned integer value called temp_checksum 1n register 820
such that the most left num_ shaft_bits bits of temp_checksum
of register 820 are equal to the corresponding bits of cur_
ckecksum and its other right most bits are all set to zero.

In step 4, 1f temp_checksum >0, then algorithm 620-1 right
shifts temp_checksum 1n register 820 by (28-num_ shiit bits)
bits.

In step 5, the algorithm 620-1 includes an operation of
setting cur_checksum 1n register 810 equal to cur_checksum
XORed with temp_checksum in register 810.

Repeat steps 1-5 for the next byte of the zone configuration
data until all bytes are processed for an object. The final
cur_checksum 1n register 810 1s the checksum of the array of
bytes associated with the object.

Algorithm 620-1 performs a similar set of operations for
cach object (e.g., zoneset, zone, member, alias) 1n the hierar-
chy. For example, the agent 385 applies the algorithm 620-1
to generate a respective checksum value for each of multiple
objects at different levels of the hierarchy of objects. Agent
385 produces the final checksum value for a zoneset or a set of
zone configuration data by adding each of the checksum
values produced for all of the objects (e.g., zoneset/zone/alias
name or member) 1n the hierarchy. Agent 385 can generate a
final checksum value 630-1 for a respective zoneset rather
quickly because all operations 1n the algorithm 620-1 are
either bit operation or addition.
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Algorithm 620-1 uses a modulo operation (e.g., %) to vary
the value of num_shift_bits for different objects (e.g., Zone-
Names/AliasNames/Members) 1n the above routine. Algo-
rithm 620-1 al SO defines two constants, namely, CHECK-
SUM_MODULE_BASE=19 and CHECKSUM_
SHIFT_BITS OFFSET 2 for the modulo operation to cal-
culate num_shiit_bits for aname or amember object. One can
choose other values for CHECKSUM MODULE BASE
and CHECKSUM_SHIFT_BITS_OFFSET. But, according
to one embodiment, the CHECKSUM MODULE BASE
should be a prime number. The num_ shift_bits for a zoneset
name 1s chosen to be 4. The num_shift bits for a zone name
1s determined based on the zoneset name checksum and zone
itself. The num_shift_bits for alias name 1s determined by 1ts
zoneset name checksum, 1ts zone name checksum and itself.
The num_shift_bits for a member 1s dependent on its parents’
names (e.g., parent zone names) checksums and itself. Thus,
agent 385 applies algorithm 620-1 to calculate a shift value
(e.g., num_shift_bits) based on a name associated with an

object ata level of the hierarchy to generate a checksum value
associated with the object.

The following example of steps A-D illustrates how to
calculate num_shift bits for a member of a zone 1n a zoneset
and the checksum of the member.

Assume that we already have the zone name checksum
denoted by zonename checksum. Please note that
zonename_checksum 1s also dependent on the checksum of
its zoneset name.

Step A: num_shift bits=(zonename_checksum %
CHECKSUM_MODULE_BASE)+CHECKSUM_SHIFT _
BITS OFFSET.

Step B: use the function in FIG. 8 and num_shift_bits to

compute a temporary checksum, denoted by cl, of a given
member.

Step C: num_shift_bits_ 1=(c1 % CHECKSUM_MOD-
ULE_BASE)+CHECKSUM_SHIFT_BITS_OFFSET.

Step D: Append the zone name to the member to form a
new array of bytes. Use the function 1n FIG. 8 (e.g., steps 1-5)
to calculate the checksum of the new array that 1s used as the
checksum of the member. For the given calculation, use num_
shift_bits__ 1 for the member part and num_shitt_baits for the
zone name part. This 1s further discussed 1n more detail in the
example below.

When algorithm 620-1 calculates the checksum of a mem-
ber object, the algorithm first constructs a new array of bytes
by appending a respective zone or alias name to the member
object. For example, when algorithm 620-1 produces a check-
sum value for member M1 1 FIG. 7, algorithm 620-1
appends the name associated with zone Z1 to the value such
as a name associated with member M1 to generate the check-
sum value. Thereafter, the algorithm 620-1 performs the
checksum of the array of bytes as the member’s checksum as
shown 1n Example 1. A member can be 1n two or more zones,
or can be moved from one zone to another. Using this algo-
rithm, a member 1n a zone will be assigned a checksum value
that 1s different from the checksum assigned to the same
member 1n another zone so that the checksums can catch such
a difference between zones.

The same technique as discussed 1n Example 1 above can
be used to calculate the checksum of a zone/alias name. For
example, the algorithm involves appending a name of an
associated parent object to the child object 1n which the
checksum value 1s being generated. That 1s, when algorithm
620-1 calculates a checksum value for zone Z1, algorithm
620-1 appends the name associated with zoneset ZS1 to the
name associated with zone 71.
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Algorithm 620-1 uses the same set of operations in FIG. 8
to produce the zoneset name checksum value. For this case,
since zoneset 1s at the root of the hierarchy, the algorithm
620-1 utilizes a value of num_shift _bits=4 to produce the
checksum value for zoneset.

As mentioned above, 1n one embodiment, note that the
algorithm 620-1 generates a checksum value independent of
the ordering of zones, aliases or their members, and that the
checksum obtained by the algorithm 1s as well defined for a
zoneset as an unordered set of zones/aliases and their mem-
bers.

Assume that the operations 1n FIG. 8 are characterized by
a function such as get_checksum (array of bytes, num_bytes,
shift_bits, checksum), where array of bytes 1s retrieved from
the zone configuration data, num_bytes identifies a number of
bytes in the array, shift_bits identifies num_ shift_bits used in
the operation, and checksum 1s mitially a value of zero or
other non-zero value when carried forward. The following
example 1llustrates how to generate checksum values for
objects at different levels of the lierarchy 1n FIG. 7. Algo-
rithm 620-1 generates checksum value ¢l for zoneset ZS51,
checksum value c¢2 for zone Z1, and ¢3 for member M1.
Algorithm 620-1 generates checksum values 1n a similar way
for each level.

For generating checksum value c1:

set num_shiit bits=4 because ZS1 has no parent

cl=get_checksum (“ZS17, 3, 4, 0)

For generating checksum value c¢2:

first append “ZS1” to “Z1”

set shift_bits_ 1=(c1% 19)+2

c2_ 1=get_checksum (717, 2, shift_bits_ 1, O)

set shift bits_ 1 1=(c2_ 1% 19)+2

c2_ 2=get checksum (“Z17, 2, shift_bits_ 1_ 1, O)

c2=get_checksum (“Z517, 3, shaft_bits_ 1, c2_ 2)

For generating checksum value ¢3:

append “7Z1” to “M1”

shift bits_ 2=(c2% 19)+2

c3_ 1=get_checksum (“M1”, 8, shift_bits_ 2, 0) (assume
M1 1s an 8-byte WWN)

shift_bits_ 3=(c3_ 1% 19)+2

c3_ 2=get_checksum (*M1”, 8, shift_bits_ 3, 0) (assume
M1 1s an 8-byte WWN)

c3=get_checksum (“Z17, 2, shaft_bits_ 2, c3_ 2)

Accordingly, algorithm 620-1 generates a first checksum
value, cl1, for an object at a first level of the hierarchy and
generates a second checksum value, ¢2, and so on. Also,
algorithm 620-1 generates a checksum value associated with
a first object at one level of the hierarchy (e.g., as identified by
zone configuration data) based at least 1n part on appending a
character string associated with the first object to a character
string associated with a second object at another level of the
hierarchy. For example, algorithm 620-1 appends character
string “Z1” to character string “M1” to calculate a checksum
value for member M1.

Algorithm #2
This algorithm 1s based on conversion of zoning objects to

one or more 4 byte words and includes rotating and reshui-
fling bits 1n every word.

Function zoneset_checksum (Level 1 of FIG. 7)

As discussed above, a zoneset has a name and can contain
one or more zones. The zoneset checksum for ZS1 i1s calcu-
lated as sum of the zoneset name checksum (e.g., the
name checksum function utilizes an initial shift value of O
bits for the root level of the hierarchy) and checksums for all
zones 1ncluded 1n the zoneset. Thus, 1 general,
zoneset_checksum (for Level 1)=zoneset_name_checksum+
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zonel checksum+zone2 checksum+ . ... The functions for
generating zoneset_name checksum (e.g., name_checksum)
and zone checksum are discussed below.

Function zone_checksum (Level 2 of FIG. 7)

Each zone has a name and can contain zoning aliases and
pure zoning members. A zone checksum 1s calculated as sum
of the zone name checksum (zone_name_checksum function
utilizes an 1nitial shift value of 1 bit for objects at Level 2 of
the hierarchy) and checksums for all aliases included in the
zone (zoning_alias_checksum function) and checksums for
all zone members (zoning member_checksum function).
Thus, in general, zone_checksum (for Level 2)=zone_
name checksum+aliasl checksum+alias2 checksum+... +
memberl checksum+member2 checksum+ . ... The func-
tions for generating zone name_checksum  (e.g.,
name_checksum), zone_member_checksum, and zone_ali-
as_checksum are discussed below.

Function zoming_alias_checksum (Levels 3 of FIG. 7)

Each zoning alias includes a named group of zoning mem-
bers. A zoning alias checksum 1s calculated as sum of the alias
name checksum (name_checksum function with 1nitial shift
of 2 bits at level 3 of the hierarchy) and all alias members
checksums (zoning member_checksum function). Thus, 1n
general, alias checksum=—alias name checksum+
memberl checksum+member2 checksum+ . ... The func-
tions for generating alias_name checksum (e.g.,
name_checksum) and member_checksum are discussed
below.

Function member_checksum (Level 4 of FIG. 7)

As discussed, there are several types of zone members. The
checksum values associated with the members are calculated
in different ways.

For WWN zoning members, the algorithm 620-2 applies
the binary_checksum to the 64-bit WWN value to generate
the checksum value for the member.

For port zoning members, each port zoning member 1s
represented by 2 integer values: a switch domain ID and a port
number. Both of the values are typically integers less than 256
(8 bits). In this case, algorithm 620-2 performs the following
two operations:

1. The algorithm 620-2 constructs a word (32 bits) from the

domain 1d (8 bits) and port number (8 bits) as follows:

Word[0] = domain (first byte)

Word[1] = port (second byte)

Word[2] = domain+port (third byte)

Word[3] = ~(domam+port) (fourth byte) (where ~ 1s an inversion

function in which every bit of logic O is replaced by a 1, and every logic
1 bit i1s replaced by a logic O)

2. Rotate the word using function rotate_word.

For each member, the algorithm 620-2 mixes the member
with 1ts respective container name. Members M1, M2, and
M3 1n FIG. 7 each have a respective container name ol zone
71, members M5 and M6 have a respective container of alias
Al, and so on.

This additional operation for zone members addresses a
possible exchange of members between two zones and
returns different checksums when one member 1s moved from
zone 1 to zone 2 and another member 1s moved from zone 2 to
zone 1. To solve this potential problem and catch this change
in configuration data, each zoming member checksum 1is
XOR’ed with the respective container zone/alias name check-
sum such that member checksum—member checksum XOR
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zone name checksum or member checksum—member
checksum XOR alias_name checksum depending on
whether the member belongs to a zone or an alias. Thus,
according to one embodiment herein, the algorithm 620-2
generates a checksum value associated with an object 1n the
hierarchy depending on a name of a class or container to
which the object belongs.

Function name_checksum (string, initial_shaft . . . )

For this function, the algorithm 620-2 takes every next 4
characters of the name string associated with the respective
object as a word, rotates 1t (using function rotate_word with
initial_shift) and accumulates (e.g., sums) the rotated words.

Function binary_checksum (binary, size of binary ... )

The value “binary” 1n this function 1s an array of bytes ol a
given size. When executing this function of the algorithm
620-2, the agent 385 takes every next 4 bytes of the binary
data as a word, rotates 1t (using function rotate_word) and
accumulates (sums) the rotated words.

Function rotate_word (word, 1nit_shift bits)

Each word 1s a 32 bit value (regular integer). This function
involves rotating the bits in the word by a shift (number of
bits) that depends on the initial word value and the input initial
shift bits. The function then reshuiltles bits in the word 1n an
order depending on the value of the rotated word as discussed
below.

For example, the shift bits number 1s determined by sum of
every S bits starting from the least significant bit added to the
init shift bits:

Shift_bits=ini1t_shift bits+word bits[O . . . 4]+word bits[5 . . .
Ol+ ... +word bits[25 . . . 29]+word bits[30 ... 31]. Thus, an
embodiment herein imvolves employing algorithm 620-2 to
shift data bits associated with an object at a level of the
hierarchy a different amount depending on the level of the
object 1n the lhuerarchy as well as a value produced by adding
S bit segments. The shift_bits value 1s 5 bits and therefore
supports up to a 32-bit shiit.

After shifting the bats, the agent 383 reshuitles the bits 1n
the word. The rotated word value 1s used as a key for reshut-
fling (order of bits movement depends on the word value).
The algorithm here 1s similar to reshuitling the stack of cards
such as splitting the word 1nto two halves and then merging
them.

1. Divide word (32 bits) into 2 halves (16 bits each).

2. Construct a new word value by taking a next bit from the
left half or right half of the word depending on the value of the
original word. Accordingly, the original bits in a word dictate
whether to take a next bit from the left half of the word or the
right half of the word in the original word. The original word
1s shuiiled depending on a value of the bits in the original
word. Thus, one embodiment herein mnvolves applying algo-
rithm 620-2 to reshuiile an ordering of data bits associated
with an object 1n the hierarchy depending on settings of the
data bits.

For example: 11 the word was (in binary) 1001011010 . . .

Then the reshuttled word will be constructed as follows:

New_word|bit O]=orig_word[bit 16] (since the first bit in the

original word 1s 1, we take the first bit for the new word from
the right half).

New_word[bit 1]=orig_word[0] (since the second bit 1n the
original word 1s 0, we take the next bit for the new word from

the left half).
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New_word[bit 2]=orig_word[1] (since the third bit in the
original word 1s 0, we take the next bit for the new word from

the left half).

New_word[bit 3]=orig_word[17] (the forth bit 1n the original
word 1s 1)

New_word[bit 4]=orig_word|[2] (the fifth bit 1n the original
word 1s 0)

New_word|bit 5

orig_word[18]
New_word|bit 6]=orig_word[19]

]

]
New_word[bit 7]=orig_word|[3]
New_word|[bit 8]=orig_word[20]

New_word|bit 9]=orig_word[4]and so on.

3. Repeat steps 1 and 2 four times taking the word constructed
in step 2 of the previous iteration as original word for the next
iteration.

FIG. 9 1s a diagram 1llustrating rotation and reshuiiling of
bits as discussed above. Instep 1, agent 385 stores appropriate
portions of zone configuration data as discussed above in
register 910. In step 920, agent 383 performs rotation of bits
depending on a value of shift_bits for function rotate_word.
In step 3, the agent 385 reshuitles the bits 1n register 910 to a
new order 1n register 920. FIG. 10 1s a diagram more particu-
larly illustrating how bits are reshuilled according to an
embodiment herein.

As discussed, techniques of the invention are well suited
for use 1n applications 1n which there 1s a need to i1dentity
when there has been a change to zone configuration data 1n a
storage arca network. However, 1t should be noted that
embodiments of the invention are not limited to use 1n such
applications and thus embodiments of the mnvention are well
suited for other applications as well.

While this mvention has been particularly shown and
described with references to preferred embodiments thereof,
it will be understood by those skilled 1n the art that various
changes 1 form and details may be made therein without
departing from the spirit and scope of the imnvention as defined
by the appended claims. Such variations are intended to be
covered by the scope of this invention. As such, the foregoing
description of embodiments of the invention 1s not intended to
be limiting. Rather, any limitations to embodiments of the
invention are presented 1n the following claims.

What 1s claimed 1s:

1. A computer-implemented method for generating a
checksum value associated with configuration settings of a
network, the computer-implemented method comprising:

receving network configuration information associated

with the network;

processing the network configuration information to 1den-

tify a hierarchy of objects associated with the network;
and

applying at least one algorithm to different levels of the

hierarchy of objects to generate a substantially unique
checksum value associated with the network configura-
tion information;

wherein applying the at least one algorithm 1ncludes per-

forming operational steps of:

1) 1n a first direction, shifting a current checksum value 1n
a first register by a number of bits;

1) adding a data value to the current checksum value 1n
the first register;

111) producing a temporary checksum value in a second
register based on a portion of bits of the current check-
sum value 1n the first register:;
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1v) 1 a second direction opposite the first direction,
shifting bits of the temporary checksum value 1n the
second register; and
v) applying an operation to a combination of the current
checksum value 1n the first register and the temporary
checksum value 1n the second register and storing
results of the operation as the current checksum value
in the first register.

2. A computer-implemented method as in claim 1, wherein
receiving the network configuration imformation includes
receiving a hierarchy of zone configuration information asso-
ciated with a storage area network; and

wherein processing the network configuration information

includes:

1) 1dentiiying a zoneset associated with the storage area

network,

11) 1dentifying multiple zones associated with the zoneset,

and

111) 1dentifying at least one respective zone member asso-

ciated with each of the multiple zones.

3. A computer-implemented method as in claim 1, wherein
applying the at least one algorithm includes generating a first
checksum value for an object at a first level of the hierarchy
and generating a second checksum value at a second level of
the hierarchy, the computer-implemented method further
comprising:

generating the substantially unique checksum value asso-

ciated with the network configuration information based
at least 1n part on the first checksum value and the second
checksum value.

4. A computer-implemented method as in claim 1, wherein
applying the at least one algorithm includes:

applying a first algorithm to the network configuration

information to generate a first portion of the substan-
tially unique checksum value;

applying a second algorithm to the network configuration

information to generate a second portion of the substan-
tially unique checksum value; and

concatenating the first portion and the second portion to

produce the substantially unique checksum value asso-
ciated with the network configuration information.

5. A computer-implemented method as 1n claim 4, wherein
applying the first algorithm to the network configuration
information includes:

generating a checksum value associated with a first object

at one level of the hierarchy based at least in part on
appending a character string associated with the {first
object to a character string associated with a second
object at another level of the hierarchy.

6. A computer-implemented method as 1n claim 4, wherein
applying the second algorithm to the network configuration
information includes:

generating a checksum value associated with a first object

at one level of the hierarchy based at least 1n part on a
relationship of the first object with respect to a second
object at another level of the hierarchy.

7. A computer-implemented method as 1n claim 1, wherein
applying the at least one algorithm to different levels of the
hierarchy ol objects to generate the substantially unique
checksum value includes producing a same checksum value
for the network configuration information regardless of an
order ol processing multiple objects at a level of the hierarchy.

8. A computer-implemented method as in claim 1, wherein
applying the at least one algorithm to different levels of the
hierarchy of objects to generate the substantially unique
checksum value includes producing different checksum val-
ues for each of afirst set ol network configuration information
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and a second set of network configuration information, the
first set of network configuration information being identical
to the second set ol network configuration information except
that a member 1nitially residing in a first zone of the first set of
network configuration information 1s moved to a second zone
in the second set of network configuration information.

9. A computer-implemented method as 1n claim 1, wherein
applying the at least one algorithm results 1n generating a
respective checksum value for each of multiple objects at
different levels of the hierarchy of objects, the computer-
implemented method further comprising:

utilizing respective checksum values associated with the

multiple objects to generate the substantially unique
checksum value associated with the network configura-
tion information.

10. A computer-implemented method as 1 claim 1,
wherein applying the at least one algorithm 1ncludes append-
ing a name associated with an object at one level of the
hierarchy to a name of an object at another level of the
hierarchy to generate the substantially unique checksum
value associated with the network configuration information.

11. A computer-implemented method as i claim 1,
wherein applying the at least one algorithm includes perform-
ing an operational step of calculating a bit shuft value based on
a name associated with an object at a level of the hierarchy 1n
which the object resides to generate a checksum value asso-
ciated with the object, the computer-implemented method
further comprising:

utilizing the checksum value associated with the object as

well as other checksum values associated with other
objects 1n the hierarchy to generate the substantially
unique checksum value associated with the network
conflguration information.

12. A computer-implemented method as i claim 1,
wherein applying the at least one algorithm includes shifting
data bits associated with an object at a level of the hierarchy
a ditferent amount depending on the level of the object 1n the
hierarchy.

13. A computer-implemented method as i claim 1,
wherein applying the at least one algorithm includes gener-
ating a checksum value associated with an object in the hier-
archy depending on a name of a class to which the object
belongs.

14. A computer-implemented method as 1 claim 1,
wherein applying the at least one algorithm 1ncludes reshut-
fling an ordering of data bits associated with an object 1n the
hierarchy depending on settings of the data baits.

15. A computer system that generates a checksum value
associated with configuration settings of a network, the com-
puter system comprising:

a Processor;

a memory unit that stores mnstructions associated with an

application executed by the processor; and

an interconnect coupling the processor and the memory

unit, enabling the computer system to execute the appli-

cation and perform operations of:

receiving network configuration information associated
with the network;

processing the network configuration information to
identify a hierarchy of objects associated with the
network; and

applying at least one algorithm to different levels of the
hierarchy of objects to generate a substantially unique
checksum value associated with the network configu-
ration information:

wherein applying the at least one algorithm 1ncludes per-

forming operational steps of:
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1) 1n a first direction, shifting a current checksum value 1in
a first register by a number of bits;

11) adding a data value to the current checksum value 1n
the first register;

111) producing a temporary checksum value 1n a second
register based on a portion of bits o the current check-
sum value 1n the first register:;

1v) 1 a second direction opposite the first direction,
shifting bits of the temporary checksum value 1n the
second resister; and

v) applying an operation to a combination of the current

checksum value 1n the first resister and the temporary

checksum value 1n the second register and storing
results of the operation as the current checksum value
in the first register.

16. A computer system as 1n claim 15, wherein applying the
at least one algorithm includes:

applying a first algorithm to the network configuration

information to generate a first portion of the substan-
tially umique checksum value, wherein applying the first
algorithm to the network configuration information
includes generating a checksum value associated with a
first object at one level of the hierarchy based at least 1n
part on appending a character string associated with the
first object to a character string associated with a second
object at another level of the hierarchy; and

applying a second algorithm to the network configuration

information to generate a second portion of the substan-
tially unique checksum value, wherein applying the sec-
ond algorithm to the network configuration information
includes generating a checksum value associated with a
first object at one level of the hierarchy based at least 1n
part on a relationship of the first object with respectto a
second object at another level of the hierarchy.

17. A computer system as in claim 135, wherein applying the
at least one algorithm to different levels of the hierarchy of
objects to generate the substantially unique checksum value
includes producing different checksum values for each of a
first set of network configuration information and a second set
ol network configuration information, the first set of network
configuration information being 1dentical to the second set of
network configuration information except that a member 1ni-
tially residing 1n a first zone of the first set of network con-
figuration information 1s moved to a second zone 1n the sec-
ond set of network configuration information.

18. A computer program product including a computer-
readable medium having mstructions stored thereon for pro-
cessing data information, such that the instructions, when
carried out by a processing device, enable the processing
device to perform the steps of:

receiving network configuration information associated

with a network;

processing the network configuration information to 1den-

tify a hierarchy of objects associated with the network;
and

applying at least one algorithm to parent objects and child

objects at different levels of the hierarchy of objects to
generate a substantially unique checksum value associ-
ated with the network configuration information;
wherein applying the at least one algorithm includes per-
forming operational steps of:
1) 1n a first direction, shifting a current checksum value 1n
a first register by a number of bits;
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1) adding a data value to the current checksum value 1n
the first register;

111) producing a temporary checksum value 1n a second
register based on a portion of bits of the current check-
sum value 1n the first register;

1v) 1 a second direction opposite the first direction,
shifting bits of the temporary checksum value 1n the
second register; and

v) applying an operation to a combination of the current

checksum value 1n the first register and the temporary

checksum value 1n the second register and storing
results of the operation as the current checksum value
in the first register.

19. A computer-implemented method as 1n claim 1 further

comprising:

maintaining a given zone member to belong to both a first
zone and a second zone, the first zone and the second
zone residing at a first level of the hierarchy, the given
zone member residing at a second level of the hierarchy
beneath the first level;
wherein applying the at least one algorithm comprises:
assigning a lirst checksum value for the given zone
member residing 1n the first zone; and
assigning a second checksum value for the given zone
member residing in the second zone, the first check-
sum value being different than the second checksum
value.
20. A computer-implemented method as 1n claim 1 turther

comprising:

for a given zone member that initially belongs to a first zone
in the hierarchy, assigning a given zone member a {irst
checksum value; and

upon moving of the given zone member from the first zone
to a second zone 1n the hierarchy, assigning the given
zone member a second checksum value, the second
checksum value being different than the first checksum
value because the given zone member moved from the
first zone to the second zone.

21. A computer-implemented method as in claim 20,

wherein assigning the given zone member the first checksum
value comprises generating the first checksum value based on
a combination of: 1) configuration data associated with the
given zone member, and 11) configuration information asso-

ciated with first zone, the first zone residing at a level in t.

1C

hierarchy above a level of the given zone member 1n t.

1C

hierarchy; and

wherein assigning the given zone member the second
checksum value comprises generating the second check-
sum value based on a combination of: 1) configuration
data associated with the given zone member, and 11)
configuration information associated with second zone,
the second zone residing at a level in the hierarchy above
a level of the given zone member 1n the hierarchy.

22. A computer-implemented method as i claim 1,

wherein applying at least one algorithm to the different levels
of the hierarchy includes:

generating the substantially unique checksum value for a
given object 1n the hierarchy based on 1) the given object
in the hierarchy, and 11) an additional object in the hier-
archy, the additional object residing at a level above the
given object in the hierarchy.
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