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METHOD, MEANS AND COMPUTER
PROGRAM PRODUCT FOR CONTROLLING
AND/OR RESTRICTING USE OF
TELECOMMUNICATIONS CONNECTION

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a method for monitoring,
and/or limiting the use of a connection, subject to payment,
between IP clients in a packet-switched connection network.

The present invention also relates to a system for monitor-
ing and/or limiting the use of a connection, subject to pay-
ment, between IP clients 1n a packet-switched connection
network.

The present invention also relates to a computer software
product for monitoring and/or limiting the use of a connec-

tion, subject to payment, between IP clients in a packet-
switched network.

2. Description of Related Art

According to the state of the art, 1n operators’ connection
networks between IP clients, which have genuinely packet-
switched connections, data communications connections can
be provided customer specifically. It1s possible to require that
the customer’s 1dentifier and 1dentifier verification data must
be recetved before a customer can be provided with an indi-
viduated network connection. The quality parameters can be
defined customer specifically. These quality parameters can,
for example, define the characteristics of the data communi-
cations connections relayed over the individuated network
connection. Such characteristics are, for example, the capac-
ity of the data communications connection to be relayed, 1ts
delay, delay variation, and the loss and error ratio in the
transmission of the data packets. Data commumnications con-
nections ensuring the quality parameters are charged for on
the basis of availability, the quantity of data transmitted,
capacity, and/or the duration of the connection.

A drawback of the state of the art 1s the limited reliability of
billing for Next Generation Networks, when the duration of
the connection 1s used to charge for a data communications
connection that ensures the quality parameters. The data com-
munications connection between the clients and the signal-
ling link set to monitor the use of the data communications
connection are typically separate. In IP networks, data com-
munications connections, such as IP voice connections, are
set on the basis of data received over a signalling link, from
the direction of the customer. Connection-duration-based
billing uses data recerved from the customer’s terminal over a
signalling link. Information differing from reality, concern-
ing the use of the data communications connection, can be
recerved from the direction of the customer’s terminal, for
example, indicating that use of a set IP session has been
terminated, even though in reality use of the relevant IP ses-
s1ion has not been terminated. When using, for example, the
known method disclosed 1n the network publication “Nat and
Firewall Scenarios and Solutions for SIP” by J. Rosenberg et
al., SIPPING WG, Jun. 24, 2002, the connection cannot be
broken completely, only the granting of quality guarantees
can be terminated.

A Turther drawback of the state of the art 1n terms of billing
1s the fact that, 1n a packet-switched IP network, anyone can
form a connection with anyone else, without paying anything
for this connection. This requires that the parties know each
other’s IP addresses. Solutions also exist, in which the opera-
tor has defined for or given the clients (unreliable clients)
specific IP addresses. In this case, the clients are always
treated as unreliable clients. In such solutions, fraud 1s easy,
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because after the closing request (BYE) given over the sig-
nalling channel, it 1s entirely possible to continue the connec-
tion, without paying the operator anything for this connection
time or event. A customer generally uses data communica-
tions services 1n order to gain some benefit, which 1s not
directly proportional to the quality of the available connection
and/or to the amount of data transmitted over the connection.
At present, billing for a network connection or data commu-
nications connection cannot be controlled 1n such a way as to
be 1n proportion to the customer benetit. Thus, data commu-
nications resources cannot be allocated to provide the greatest
customer benefit to their clientele, instead the use of data
communications resources must be restricted using param-
cters that are of secondary importance to the customer.

The 1nvention 1s intended to eliminate the defects of the

state of the art disclosed above and for this purpose create an
entirely new type ol method for monitoring and/or limiting
the use of a data communications connection.

SUMMARY OF THE INVENTION

The 1nvention 1s based on setting an operator terminal, such
an a SIP system, of the signalling channel of the connection
state of the client, which 1s set to control a traffic limiter, such
as a firewall, 1n the tratlic relay system over the data commu-
nications connection between the source client and the desti-
nation client. In addition, the operator terminal of the signal-
ling channel can be set to monitor the traific limaiter.

More specifically, the method according to the invention,
for limiting the use of a data communications connection, 1s
characterized by

a message being recerved from the signalling connection
concerning the interruption or termination of the session
transmitted over the mutual data communications con-
nection, and/or state data being received from the billing
system, over the message connection, concerning an
absence 1n the billing system or a deficiency in the bill-
ing system of the payment required for providing the
session being transmitted over the mutual data commu-
nications connection,

in response to the message concerning the interruption or
termination (107) of the session, and/or to the state data
(304) received from the billing system, at least one trai-
fic limiter 1s 1nstructed (212, 305) to break, interrupt, or
close the session over the mutual data communications
connection, and

a two-way signalling link 1s set (302) between the connec-

tion-formation system (13) and the billing system,
through the mediator (14).

Other aspects of the present mvention are directed to a
system and a computer program through which the aforemen-
tioned method may be performed.

The following advantages are gained with the aid of the
invention. Billing for an IP connection guaranteeing quality
parameters 1s made more reliable. Such an IP connection can
be, for mstance, an IP call guaranteeing the quality param-
eters. The mvention makes 1t possible to substantially restrict
a customer from benefiting from potentially fraudulent
actions. The invention makes 1t substantially more difficult to
form, through a connection network, a fraudulent non-paying
connection 1n a packet-switched IP network. Possible fraud
can be made more difficult by closing the session or connec-
tion between the terminals after a connection-closing (BYE)
request made over the signalling channel. With the aid of the
invention, the use of data communications connection in an IP
network can be billed for on the basis of customer benefit, and
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thus greater customer benefit can be produced with limited
data communications resources.

In addition, with the aid of the invention various additional
services subject to payment can be provided with greater
flexibility. Such services can be, for example, multimedia
services tailored to meet momentary or long-term needs.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, the invention 1s examined with the aid of
examples and with reference to the accompanying drawings.

FI1G. 1 shows a known method for limiting the use of a data
communications connection.

FIG. 2 shows one method according to the invention for
limiting the use of a data communications connection on the
basis of the method of FIG. 1.

FIG. 3 shows one method according to the invention for
limiting the use of a data communications connection, using
as the mitiator the payment set for the use of the data com-
munications connection.

FIG. 4 shows one method according to the invention, for
increasing customer benefit.

DETAILED DESCRIPTION OF THE INVENTION

In the method of FI1G. 1, the following numbered elements
are used. The first SIP client 11 and the second SIP client 12
are customer IP clients of an SIP system. The SIP system 13
1s an address search and connection-formation system, which
1s used when forming IP connections between SIP customers
in the operator’s traffic relaying system 15. Thanks to the SIP
system 13, SIP clients need not know the IP addresses of other
SIP clients to be able to contact them over a data communi-
cations connection. At least one SIP client 12 1s addressed 1n
the address-search system in such a way that the address-
search system 1s given the IP address of the SIP client 12 1n
response to a desired initiator. SIP customers can be guaran-
teed a quality of data communications connections relayed
over the operator’s traific relaying system 15 that need not
necessarily be guaranteed for data communications relayed
over the public Internet. The mediator 14 1s an intermediary
system, which the operator has set to control the billing for the
data communications services that it provides. It 1s set to limuat
the billing of the data communications connection between
the first SIP client 11 and the second SIP client 12, inresponse
to a predefined connection cut-oif message with a specific
connection identifier, received from the direction, such as the
address, of the first 11 and/or the second SIP client 12.

The operator’s traffic relaying system 13 1s an IP-addressed
system, set to be ready to provide a relay service subject to
payment, to which 1s 1t advantageous to direct data commu-
nications, which have set or desired quality requirements. In
addition to contacting terminal points, the operator’s traflic
relaying system 15 may also have the role of guaranteeing the
quality of the data communications connection between
them. Billing for this can be based on, for example, the
network, time, event, and volume. The operator’s traflic
relaying system 15 includes a data-communications network
set to be ready to relay, for a payment, IP-addressed data
communications and possibly also related ancillary services.
The firewall 16 1s a traflic limiter, set to filter undesired trailic
from outside the operator’s traific relaying system 15, and
through which the operator’s traific relaying system 15 1s set
to open, or to keep open at least one data communications
connection between a first SIP client 11 and a second SIP
client 12. The SIP signalling takes place over a link that 1s
separate from the data communications connection between
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the clients. When the SIP system 13 1s used to analyse the

state of this data communications connection, it 1s necessary

to trust the messages sent by the clients.

In the known method for billing for the use of a data
communications connection, the following stages are per-
formed. Stages 101-104 are performed in order to set the
operator’s system to be ready to provide an IP call or a
multimedia connection.

101) The means of the SIP system 13 for monitoring and
billing for sessions are set for the mutual signalling link
with the SIP client 11, outside of the SIP clients’ mutual
data communications connection.

102) The SIP client connections together with the signalling,
link are set to be genuinely packet switched, so that sepa-
rate signalling links and circuit-switched subscriber net-
works that generally exploit data transmission capacity
with a low loading, or other auxiliary networks, will no
longer be needed.

103) At least one firewall 16 or other traffic limiter, based on
the properties of the header fields of the packets being
transmitted and possibly also on ports, 1s set for the mutual
data communications connection of the SIP clients. The
traffic limiter 1s a network element, which 1s set to exclude
undesired data traific over the packet network connection.
The traffic limiter can also be set to limit the transmission
speed ol desired data traific, in order to distribute limited
data traific resources 1n an appropriate manner.

104) A message connection 1s set for the SIP system 13 to the
billing system, so that sessions can be monitored and billed
for and so that the billing can be controlled and momitored.
Stages 105-110 of the method are performed, 1n order to

provide an IP call or multimedia connection and to bill for 1t.

105) A mutual data communications connection 1s set for at

least two clients, through the operator’s connection net-

work.

106) At least one firewall 16 and/or other traific limiter 1n the
operator’s traflic relaying system 13 1s 1nstructed to permit
the passage of at least one session between the first 11 and
the second SIP client 12.

107) Data on the state of a session between the first SIP client
11 and the second SIP client 12, such as a ‘bye’ message
notifying of the termination of the session, 1s received over
the SIP system 13 from the first 11 or the second SIP client
12.

108) In response to the recerved state data, the mediator 14 1s
instructed to limit the billing being monitored session-
specifically.

109) At least one session 1s transmitted over the mutual data
communications connection, and 1s then individuated, and

110) The billing to be charged for the data communications
connection and being monitored session-specifically 1s
controlled over the message connection, and/or the billing
being monitored session-specifically 1s defined 1n the bill-
ing system. When defining the billing, the billing principles
and/or the billing of the session can be set. When control-
ling the billing, a message or messages are sent to define
the billing.

It 1s pretferable to use the method according to FIG. 2, 1f
payment for the session 1s made afterwards (post-paid). In the
method of FIG. 2, stages 201-206, which are the same as
stages 101-106 of method 1, are performed. In the method
according to the invention, stages 207-210, which correspond
to stages 107-110, can also be performed. In the method, the
following stages are also performed. Stages 211-216 are per-
formed 1n order to prevent the fraudulent use of data commu-
nications resources without payment and to bill for the use of
the data communications resources.
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211) In response to a connection cut-oil message recerved
from the first 11 or the second SIP client 12, or to amessage
for interrupting or terminating the mutual data communi-
cations connection, the firewall 16 or other traffic limiter 1s
instructed over the SIP system 13 to cut off, shut, interrupt,
or prevent at least one session or data communications in
its entirety between the first 11 and the second SIP client

12.

212) In response to a connection cut-off message or message
for the mterruption or termination of the mutual data com-
munications connection, amessage 1s directed over the SIP
system 13 to the mediator 14, 1n order to monitor and/or to
limait the billing.

In the method of FIG. 3 too, the elements of FIG. 1 are used
to control the firewall. It 1s preferable to perform this method,
iI payment for the session 1s made beforechand (pre-paid).
Stage 301 of the method of FIG. 3 1s performed 1n order to
monitor the existence of the payment required for the data
communications connection between the first 11 and the sec-

ond SIP client 12.

301) A state that will indicate an 1insuificient payment for the
continuation of the session or data communications con-
nection, and which can thus an initiator to the tratfic-
relaying system 15 to interrupt or terminate at least one
mutual session or data communications connection
between a first 11 and a second 12 SIP client, is set 1n the
mediator 14 or the billing system controlled by 1it.

Stages 302-303 are performed 1n order to limit the fraudu-
lent use without payment of data communications resources.

302) A reliable two-way signalling link 1s set between the

connection-formation system and the billing system,
through the mediator 14.

303) The mediator 14 1s set to provide initiations for istruct-
ing the traflic-relaying system 13 to interrupt or terminate
at least one mutual session between one first 11 and a

second SIP client 12.

Stages 304-305 are performed on the basis of the billing
system. If the prepaid payment allocated to the client or
session has been used up and/or the credit limit, maximum
charge and/or other monitoring criterion based on the quan-
tity, quality, and/or value of the data communications, allo-
cated to the session, 1s fulfilled, the relaying of data commu-
nications can be terminated 1n real time, or its properties can
be limited. Connections can also be correspondingly opened
in real time and flexibly.

304) A connection cut-oif message and/or state data is
received from the mediator 14 concerning an absence, 1n
the billing system, or an insuificiency, in the billing system,
of the payment required for providing a session relayed
over a mutual data communications connection.

305) In response to the connection cut-oil message recerved
from the mediator 14 and/or to the state data, the firewall 16
1s 1nstructed by the SIP system 13 to close the data com-
munications connection or session according to the con-
nection cut-off message and/or the state data, between the
first SIP customer 11 and the second SIP customer 12, or
more generally in response to a connection cut-off message
and/or state data received from the billing system, to use
the means for monitoring and billing of the sessions to
instruct at least one tratfic limiter to cut oif or interrupt the
mutual data communications connection, or the session
over the mutual data communications connection.

In stage 305, instead of or along with the SIP system, the
mediator 14 can be set to directly control the firewall 16 or
possibly the traffic-relaying system 15 controlling the fire-
wall.
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The method of FIG. 4 for increasing customer benefit can
also be implemented using the elements disclosed 1n the
previous ligures. In the method, the stages of the method
according to FIG. 2 are performed and/or the stages of the
method according to FIG. 3. In addition to these, stages
401-404 of the method are performed.

Stages 401-402 of the method are performed 1n order to
permit the use of and to bill for value-added services, such as
multimedia services.

401) A tailored right to use the operator’s traific-relaying
system 15 1s set in the billing system, for the first SIP
customer 11.

402) A value-added service iitiation message concerning the
first SIP customer 11 1s received (402a) over the SIP sys-
tem 13 and 1s forwarded (4025) to the mediator 14, or more
generally a data-communications-based service 1nitiation
message 1s recerved over the connection-forming system,
concerning at least one {irst client and one second client,
and 1s forwarded to the billing system.

Stages 403-404 of the method are performed 1n order to set
the operator’s traific-relaying system 15 dynamically to the
state required for providing a value-added service.

403) A data-communications-based service use message 1s
recerved while a message confirming the stimulus required
for the use of the service 1s recerved from the mediator 14.

404) In response to the message, the operator’s traffic-relay-
ing system 15 1s instructed to set the quality of the data
communications connection between the first SIP cus-
tomer 11 and the second SIP customer 12 to the level
required by the value-added service according to the use
message, or more generally, 1n response to the message
conflirming the initiation to instruct the operator’s traific-
relaying system to control the formation of a mutual data
communications connection between at least one first cli-
ent and at least one second client, and/or to 1nstruct the
properties of the mutual data communications connection
to be those required by a data-communications-based ser-
vice, or to be advantageous 1n terms of a data-communica-
tions-based service.

The four methods disclosed above can be combined 1n full
or 1n part, and thus new forms of method according to the
invention for limiting the use of a data communications con-
nection can be created. The precise embodiment to be
employed is best selected on the basis of what 1s important 1n
terms of the connection network, the billing system, and/or
the clients.

Embodiments, differing from those disclosed above, can
also be envisaged within the scope of the invention. The area
of application of the invention i1s the provision of a data
communications connection, subject to payment, targeted on
IP addresses. The solution according to the imvention 1s not
tied to what 1s transported on top of this data communications
connection. However, the invention 1s preferably applied to
the transmission of IP voice and possibly related multimedia.
Other types of traffic limiter can be used in place of the
firewall 16. To control the transmission of IP voice or multi-
media, other suitable protocols may be used for this purpose,
either instead of SIP or 1n addition to it. The coverage of the
firewall may be limited by 1ts operator dependence. In order to
achieve the desired prevention of traific in the operator’s
traffic-relaying system 15, or to remove the desired preven-
tion of traific from the operator’s traffic-relaying system 15, a
series or a combination of firewalls and/or other traffic limat-
ers may also be used. In such a case, 1t will of course be
necessary, when opening connections, to take mto account
the fact that the entire chain must be opened. The SIP system
13 can include a PROXY server for use 1n making the neces-
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sary openmings in the firewalls. It can be set to control the
collection and transmission of billing data and the limitation
and control of traflic, and/or the prevention of traflic. It 1s
possible to use a session-specific identifier and set the traflic
prevention on its basis. IP addresses, or other components of
the header field of an IP packet, can be used as an additional
basis for traffic limitation.

According to the SIP protocol, address modification can
take place over the connection between the clients 1n the
operator’s trailic-relaying system 135, using a separate NAT
server, and/or 1n connection with the SIP system 13. In the
method according to the invention, the SIP clients can also be
in multi-link connections, which when necessary are con-
trolled, limited, and/or billed for. The quality of the data
communications connection and/or session being provided
can, 1f necessary, be improved or limited by activating and
deactivating the service-quality field in the header fields of
the IP packets. The SIP system 13 and the traffic limiters, such
as the firewalls 16, can be set to communicate mutually, for
example, by creating a protocol that takes into account the
objectives set for data traific between them. The protocol can
be used to transmit the parameters of the connection, such as,
for mstance, the amount of data transmitted during the con-
nection. It 1s possible to use, for example, the MIDCOM
protocol to reliably open and close the necessary connections
between the SIP customers 11 and 12.

The following abbreviations are used in this application

IP, Internet Protocol, NAT, Network Address Translation,
NGN, Next Generation Networks, and SIP, Session Initiation
Protocol.

When the invention 1s applied 1n practice, 1t 1s preferable to
allow for the following factors:

The clients according to the embodiments are preferably
unrchiable clients, which communicate mutually and the
communication between which, such as an image, sound,
data, data stream, or some combination of these, travels over
a route that 1s essentially diflerent to that of the signalling
between them. A data communications connection may have
simultaneously more than two clients. The operator’s traific-
relaying system 15 includes a data communications network,
which has purely packet-switched customer interfaces with
the clients according to the embodiments. The operator’s
traffic-relaying system 15 should have at least one port,
through which the communication between the clients 1s
arranged. The port musthave a control system, such as the SIP
system 13, which monitors, registers, and controls the tratfic
travelling through the port. The control system must be in
signalling contact with at least one billing control umit, the
mediator 14, which forms or collects at least one billing
record, or edits at least one billing record for at least one client
participating 1n the session.

The method can be applied in such a way that data traffic
cannot pass the port of the tratfic limiter, if the control system
has not recerved a command to permit this. Thus, the control
system 15 used to momtor the signalling channel, until the
connection-formation command ‘invite’, or some other even
in the signalling channel affirms that a connection should be
formed between the clients. In response to the command
given by the control system, a data communications connec-
tion 1s opened between the clients, through at least one port of
the traflic limiter. Next, the control system 1s used to monitor
the signalling channel, until the termination command ‘bye’,
or some other event 1n the signalling channel affirms that the
mutual communication of the clients of the session termi-
nates, after which a command given by the control system 1s
used to close the connections travelling through the port
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between the clients. Communication may also terminate
without a separate signal. In any event, the port can be set to
signal to the control system, if there 1s a break 1n the data
communications connection arranged through the port, thus
permitting the connection to be used as a basis for monitoring
billing. This permits the formation of a billing record, accord-
ing to the desired billing model, for the connection.

The monitoring to the connection-formation system can
also be performed using the ‘time-out’ function of the SIP
system 13. The operator can then set an interval at which the
SIP system 13 checks whether the connection between the
SIP clients 11 and 12 is 1n use. This gives the connection a
rough termination time, which can be used as a basis for
billing. The arrangement can be implemented, for example,
with the aid of a proxy server.

The method can be further used to obtain additional ben-
efit, using the fact that the billing model 1s connection-dura-
tion-based, otherwise time-based, volume-based, event-
based, and/or customer-benefit-based. The control system
can be set to record the approximate, estimated, or actual
commencement and termination times of the data communi-
cations connection between the clients, for billing. The con-
trol system may be set to record the amount of data allowed
through the port on the data communications connection
being examined, for billing. The control system can be set to
record the communication between the clients, on the basis of
the commands they give and/or the billing tickets coming
from the network, for billing.

Billing can be set to be collected either beforehand (pre-
paid) or alterwards by nvoice (post-paid). The billing unit
and the control unit can be set to communicate 1n the manner
required by the selected form of billing (pre-paid, post-paid).
Both manners can also be applied in parallel.

It 1s preferable to set the communication between the cli-
ents to take place, for example, using the RTP or H.323
protocol. It 1s preferable to perform the monitoring and sig-
nalling, for example, using the MIDCOM, FCP (Firewall
Control Proxy), or a similar protocol. The programs used by
customers, such as Microsolt Messenger, support the TCP,
UDP, and TLS protocols, among others.

The connection-formation system, such as the SIP system,
can be set to open and/or close data communications connec-
tions and/or sessions between the clients 11 and 12, by means
of operations according to the MIDCOM protocol.

It 1s preferable to use the SIP protocol on the signalling
connections of the clients, while it 1s preferable for the clients
to use a ‘bye’ message, according to the SIP, for forming,
breaking, and interrupting the data communications connec-
tion. The packet-switched data communications connection
1s preferably an IP connection, more suitably a voice or mul-
timedia connection. In the method, the source and target of
the packets can be 1dentified with the aid of the addresses,
such as an IP address and port address, contained 1n their
header fields. The identifier ‘Call ID’ of the session being

examined can also be used for identification.

In place of, or in addition to the SIP system 13, 1t 1s possible
to use other means over a signalling connection routed dif-
terently to the mutual data communications connection of the
clients, for monitoring and billing for the sessions.

Reliable two-way intercommunication can be set between
the SIP server 13 and the mediator 14, 1n which case data on
the payment relating to the clients” mutual data communica-
tions connection will be obtained reliably from the mediator
14 and reliable data on the session will be obtained for the
mediator 14, 1n order to monitor session billing session-spe-
cifically.
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In the method according to the invention, signalling to and
from the clients can be recorded. It 1s possible to break the
data communications connection or limit the data communi-
cations connection on the basis of the recorded signalling. On
this basis, 1t 1s also possible to close, iterrupt, break, limat,
and/or prevent individual sessions relayed over the data com-
munications connection.

In this case, the term addressing refers to the destination’s

current IP address being tied to a natural-language 1dentifier
of the destination being sought, or to another more generally

valid 1dentifier of the IP address.

The breaking, interrupting, and/or closing of a session
refers to all data transmission being terminated 1n the session,
or the termination 1n the session of the transmission of data
that 1s central or essential in terms of the operation of the
SESS101.

The 1invention can also be applied to combination pricing.
This, for example, time and quantity-based pricing, in which
the customer 1s charged, for example €0.50/minute for a
maximum rate of a megabit per minute and, 1n addition to the
megabit per minute rate, € 0.03/kilobyte of data transmitted.
In connection with this, the operator terminal of the signalling
channel, such as the SIP system 13, forms a database, log, or
ticket which preferably includes the session identifier, ‘Cal-
1ID’: the address or identifier of the first SIP client, the ‘from’
field; the address or 1dentifier of the second SIP client 12, the
‘to’ field; the time of the start of the session, ‘invite’; and the
time of termination, ‘bye’.

Alternatively, the database, log, or ticket can include the
approximate or precise ‘detected time-out” moment of the
session and the IP address of the first SIP client 11.

The session identifier ‘CalllD’ can be generated by the first
SIP unreliable client 11, or the SIP system 13. If 1t 1s gener-
ated by the first SIP client 11, the system can then be set to
monitor, for example with the aid of timestamps, whether the
first SIP client 11 begins to generate several session 1dentifi-

ers CalllDs.

The mvention claimed 1s:
1. A method for limiting and monitoring the use of a data
communications connection subject to payment between at
least two IP clients 1n a packet-switched connection network
through which a mutual data communications connection 1s
set between the at least two clients, the at least two clients
including a client to be billed, the method comprising:
setting a signalling connection between a connection-for-
mation system in the connection network and at least the
client to be billed, the signalling connection being sepa-
rate from the mutual data communications connection;

setting a traific limiter in the connection network for the
mutual data communications connection based on at
least one header-field property of the packets being
transmitted;

monitoring the data communications connection individu-

ally for an active session established over the mutual
data communications connection between the at least
two clients, the data communications connection being
monitored for data communications services being pro-
vided to the client to be billed:

controlling the billing to be charged 1n a billing system

session-specifically for the data communications con-
nection based on the monitored data communications
services;

receiving a message at the connection-formation system

via the signalling connection concerning the interrup-
tion or termination of the session being transmitted over
the mutual data communications connection;
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in response to the message concerning the interruption or
termination of the session, instructing the traific limiter
to break, iterrupt, or close the session over the mutual
data communications connection; and

setting a two-way signalling link between the connection-
formation system and the billing system through a
mediator.

2. A method according to claim 1, wherein:
sessions are monitored and billed for using the connection-
formation system by recerving a message from the client
concerning the termination or interruption of a mutual
session or other data communications connection, and
in response to the message, the connection-formation sys-
tem 1s used to:
direct a message to the billing system to limit the ses-
sion-specific billing, and
instruct the traflic limiter to close or interrupt the session
or the mutual data communication connection
through the connection network between the at least
two clients.

3. A method according to claim 1, further comprising:

using the connection-formation system to recerve an ini-

tiation message for a data-communications-based ser-
vice mvolving at least one first client and at least one
second client, and to forward the nitial message to the
billing system.

4. A method according to claim 1, wherein

a message confirming the payment required for the use of

a data-communications-based service 1s recerved from
the direction of the billing system, and

in response to the message confirming the payment, an

operator’s traflic-relaying system 1s instructed to per-

form at least one of:

cause the formation of a mutual data communications
connection between the at least one first and one sec-
ond client, and

set properties of the mutual data communications con-
nection to be those which are required by a data-
communications-based service, or are advantageous
in terms of the data-communications service.

5. A method according to claim 1, wherein the connection-
formation system performs operations according to the MID-
COM protocol for at least one of:

opening or closing the data communications connection,

and

opening or closing the session between the at least two

clients.

6. A method according to claim 1, wherein the connection-
formation system includes an interface set for a SIP server in
the direction of the traffic limiter.

7. A method according to claim 1, wherein the at least two
clients 1includes a client, which 1s addressed to an address-
search system being used.

8. A method according to claim 7, wherein a SIP system 1s
used as the address-search system.

9. A method according to claim 7, wherein the connection-
formation system 1s set to establish data communications
connections between the at least two clients using the
address-search system.

10. A method according to claim 1, wherein the billing
system 1s set to 1mtiate the provision of instructions to a
traffic-relaying system of the connection network to interrupt
or terminate a session between the at least two clients.

11. A system for limiting the use of a data communications
connection subject to payment between IP clients 1n a packet-
switched connection network, comprising:
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a first device configured as a connection-formation system
for setting a mutual data communications connection
between at least two clients through the connection net-
work, and for setting a mutual signalling connection
separate from the mutual data communications connec-
tion;
a second device configured as a mediator for monitoring,
the data communications connection individually for an
active session established over the data communications
connection for data communications services provided
to the clients, and controlling billing for the data com-
munications connection to be charged session-specifi-
cally based on the monitored data communications ser-
vices:
a third device configured as a traffic limiter based on prop-
erties of header fields of the packets being transmitted
for the mutual data communications connection; and
a traffic relaying system including a network for transmuit-
ting at least one session over the mutual data communi-
cations connection;
wherein the connection-formation system 1s configured to:
receive a message via the mutual signalling connection
concerning the interruption or termination of the ses-
sion being transmitted over the mutual data commu-
nications connection,

instruct the traific limiter to break or interrupt a session
over the mutual data communications connection 1n
response to the message concerning the mterruption
or termination of the session, and

set a two-way signalling link between the connection-
formation system and a billing system through the
mediator.

12. A system according to claim 11, wherein the connec-
tion-formation system 1s configured to:

receive a message from a client terminating or interrupting
a mutual session or other data communications connec-
tion,

direct a message for limiting session-specific billing to the
billing system 1n response to the recerved message, and

instruct the at least one tratfic limiter to close or interrupt
the session or mutual data communications connection
through the connection network between the at least two
clients 1n response to the recerved message.

13. A system according to claim 11, wherein the connec-
tion-formation system 1s configured to receive an 1nitiation
message for a data-communications-based service concern-
ing the at least two clients, and forward the iitiation message
to the billing system.

14. A system according to claim 11, wherein the connec-
tion-formation system 1s configured to:

receive from the billing system a message confirming the
payment required for the use of the data-communica-
tions-based service,

instruct the traffic-relaying system in response to the mes-
sage confirming the payment,

cause the formation of a mutual data communications con-
nection between the at least two clients, and

set properties of the mutual data communications connec-
tion to be those which are required by the data-commu-
nications-based service, or are advantageous in terms of
the data-communications-based service.

15. A system according to claim 11, wherein the connec-

tion-formation system uses operations according to the MID-
COM protocol for at least one of:

opening or closing the data communications connection,
and
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opening or closing the session between the at least tow

clients.
16. A system according to claim 11, wherein the connec-
tion-formation system includes an interface set for a SIP
server 1n the direction of the at least on traffic limiter.
17. A system according to claim 11, wherein the at least
two clients includes a client addressed to an address-search
system.
18. A system according to claim 17, wherein the address-
search system 1s a SIP system.
19. A system according to claim 17, wherein the address-
search system 1s used for setting the connection-formation
system to establish data communications connections
between the at least two clients.
20. A system according to claim 11, wherein the connec-
tion-formation system 1s configured to set the billing system
to 1nitiate the provision of 1nstructions to the traffic-relaying
system to interrupt or terminate the session between the at
least two clients.
21. A method for limiting and momitoring the use of a data
communications connection subject to payment between at
least two IP clients 1n a packet-switched connection network
through which a mutual data communications connection 1s
set between the at least two clients, the method comprising:
setting a signalling connection between a connection for-
mation system 1n the connection network and at least the
client to be billed, the signalling connection being sepa-
rate from the mutual data communications connection;

setting a traific limiter in the connection network for the
mutual data communications connection based on at
least one header-field property of the packets being
transmitted:

monitoring the data communications connection individu-

ally for an active session established over the mutual
data communications connection between the at least
two clients, the data communications connection being
monitored for data communications services being pro-
vided to the client to be billed:

controlling the billing to be charged in a billing system

session-specifically for the data communications con-
nection based on the monitored data communications
services;

recerving state data at the connection-formation system

from the billing system over the message connection
concerning an absence or a deficiency of a payment
required 1n the billing system for providing the session
being transmitted over the mutual data communications
connection;

in response to the state data recerved from the billing sys-

tem, instructing the tratfic limiter to break, iterrupt, or
close the session over the mutual data communications
connection; and

setting a two-way signalling link between the connection-

formation system and the billing system through the
mediator.

22. A method according to claim 21 wherein a traffic-
relaying system of the connection network 1s instructed to
interrupt or terminate the session or data communications
connection between the at least two clients in response to the
state data indicating an insuificient payment in the billing
system for continuing the session or data communications
connection.

23. A method according to claim 21, wherein:

cach session 1s monitored and billed for using the connec-

tion-formation system by responding to a message sent
from the billing system concerning the lack or defi-
ciency ol a payment allocated to the session,

e
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in response to the message, the connection-formation sys-
tem 1s used to:
direct a message to the billing system to limit the ses-
sion-specific billing, and
instruct the tratfic limiter to close or interrupt the session
or the mutual data communication connection
through the connection network between the at least
two clients.
24. A system for limiting the use of a data communications

connection subject to payment between IP clients 1n a packet-
switched connection network, comprising;

a first device configured as a connection-formation system
for setting a mutual data communications connection
between at least two clients through the connection net-
work, and for setting a mutual signalling connection
separate from the mutual data communications connec-
tion;

a second device configured as a mediator for monitoring
the data communications connection individually for an
active session established over the data communications
connection for data communications services provided
to the clients, and controlling billing for the data com-
munications connection to be charged session-specifi-
cally based on the monitored data communications ser-
vices:

a third device configured as a traffic limiter based on prop-
erties of header fields of the packets being transmitted
for the mutual data communications connection; and

a traffic relaying system including a network for transmit-
ting at least one session over the mutual data communi-
cations connection,

wherein the connection-formation system 1s configured to:
receive state data from the billing system via a message

connection concerming a lack or deficiency of pay-

14

ment required by the billing system for the provision
ol the session being transmitted over the mutual data
communications connection,
instruct the traific limiter to break or mterrupt a session
5 over the mutual data communications connection 1n
response to the state data received from the billing
system, and
set a two-way signalling link between the connection-
formation system and a billing system through the
mediator.

25. A system according to claim 24, wherein the connec-
tion-formation system 1s configured to instruct the traffic-
relaying system to interrupt or terminate the session or data
communication connection between the at least two clients 1n
15 response to the state data indicating an insuificient payment in
the billing system for continuing the session or data commu-
nications connection.

26. A system according to claim 24, wherein the connec-
tion-formation system 1s configured to:

recerve a message sent from the billing system 1n response

to the msuiliciency or smallness of a payment directed to
the session,
direct a message for limiting session-specific billing to the
billing system 1n response to the recerved message, and

instruct the traffic limiter to close or interrupt the session or
mutual data communications connection through the
connection network between the at least two clients 1n
response to the recerved message.

27. A computer program stored on a computer-readable
30 storage medium, the program comprising instructions to be

executed by one or more computers to perform the combina-
tion of steps recited 1n claim 1 or 21.
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