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BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention 1s 1n the field of Radio Frequency Identifi-
cation (RFID) and more specifically 1s a solution to privacy
concerns as these concerns relate to the purchase of consumer
goods. The present inventive system surrenders control over
the administration of personal purchase information from the
retailer to the consumer or purchaser while still good pur-
chased to be later venified as having been bought from a
specific retailer thus enabling goods purchased to be 1denti-
fied for refund or exchange by the consumer or purchaser.

Radio frequency identification (hereinafter “RFID”), 1s a
technology powered by small, wireless devices known as tags
or transponders which can automatically track physical
objects, animals and people when air interfacing with RFID
readers, also known as interrogators. RFID can be seen as a
means to explicitly label objects, animals and people so that
tracking becomes automatic for back end computer host sys-
tems. Generally, 1n the RFID industry, an RFID tracking
device which 1s known alternatively as a tag or as a transpon-
der, 1s attached to or embedded 1n a product or product pack-
aging and 1s air interfaced by radio frequency transmission
with the antenna of an RFID reader/interrogator. The micro-
chip itself can be as small as a grain of sand. The expense and
s1ize of a standard RFID tag or transponder package 1s a
product of the external antenna which needs to be large
enough to resonate at multiples of the wavelengths of cur-
rently authorized RFID frequencies. The antenna 1s usually
constructed of copper or aluminum which 1s an expensive
commodity. The authorized resonant Ifrequencies for the
antenna are Low Frequency in the 124 kHz to 135 kHz range.
These have read distances of roughly two feet. There are High
Frequency tags in the 13.56 MHz range with read ranges of
over three feet. Moreover, there are Ultra High Frequency
tags 1n the 860 MHz-960 MHz which have read parameters of
up to 100 feet and more. RFID 1s being vigorously touted as
a successor to optical barcode technology ubiquitous to con-
sumer products. There are two advantages which RFID tech-
nology holds over the current barcode product identification
system. First, the barcode indicates the type of object on
which 1t 1s printed. For example, 1t will indicate to a cash
register or check out automated system that the object in
question 1s a yellow pencil of ABC brand. The RFID system
goes a step further in that 1t emits a unique serial number
which distinguishes 1t among millions of 1dentically manu-
factured ABC brand of pencils. This unique identifying num-
ber can act as a direction finder to database entries which
contain a plethora of transaction histories for individual prod-
uct 1items. Second, barcodes are optically scanned with laser
light which requires line of sight contact with readers 1n order
for the scanning technology to operate properly. This usually
means human intervention to carefully position the object to
be scanned. RFID technology does not require line of sight to
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operate properly. It can scan hundreds of i1tems per second.
For example, a fast moving conveyor belt 1n a factory can be
scanned for objects of mterest with no need for line of sight
contact.

In a supply chain application RFID 1s becoming ubiquitous
in the tracking of crates and pallets. These are considered to
be discrete, but bulk (not item level), quantities of objects.
Tracking in the supply chain scenario 1s concerned with
improving accuracy and timeliness of information regarding
the whereabouts and movement of goods which comprise any
specific supply chain.

In attempting to keep costs to a minimum RFID tags which
are manufactured according to Electronic Product Code
(hereinafter “EPC”) standards carry extremely limited on
board memory. Normally, the only information on the EPC
tag 1s the unique number as well as the usual informational
data of a barcode. There can also be a link to database records
for any specific tag. Although the EPC tag can be up to 96 bits
in data or informational length, the centralized host database
can have unlimited entries or cryptographic security algo-
rithms regarding any specific tag in question. Part of the EPC
protocol i1s areference service known as Object Name Service
or ONS. Its purpose 1s to route tag queries to the database of
specific tag owners or to the database of back end computer
host managers. In other words, there 1s a system designed and
in place for legitimate back end systems to track and trace all
objects 1n an RFID system.

All communication for RFID interrogators and transpon-
ders 1s via an insecure medium. That medium 1s air, also
known as the atmosphere, and sometimes referred to as the
environment. In other words, all wireless communication
using RFID technology travels through an atmosphere, or an
environment, shared by legitimate and illegitimate users or
wireless technology alike. The shared medium highlights
security and privacy problems for retail consumers of prod-
ucts contaiming item level RFID tags, whether attached or
embedded.

2. Description of Prior Art

There are two main privacy concerns espoused by privacy
proponents and lobbyists. Specifically, these are clandestine
tracking and mventorying. As RFID tags respond to reader
interrogation without alerting the holder of a tagged item,
surreptitious scanning of tags 1s a serious security threat.
Pursuant to EPC protocol each tag always emits a unique
identifier. This includes even those tags which protect data
with cryptographic algorithms. The result 1s that a person in
possession of an 1tem level object which has a tag attached to
it or embedded into 1t effectively transmits a fixed 1dentifier
number to any nearby interrogators. Therefore, tracking the
whereabouts of a retail consumer 1n possession of an RFID
tag 1s easy for those so inclined. This 1s true even 1f the unique
identifying number 1s random or carries no intrinsic data.
Consider it to be a beacon, like a lighthouse on a pitch black
night, which never turns off.

The threat to privacy grows stronger if the unique identifier
on the tag 1s combined 1n any way with personal information.
An example 1s a grocery store which accepts payment via a
credit card for twelve tagged items. These specific twelve
items can be linked to the 1dentity of the purchaser through the
credit card number which 1s known to the grocery store at the
time ol purchase interrogation. Marketers can then identify
and profile consumers using networks of RFID readers placed
surreptiously around the grocery store. Furthermore, EPC
tags carry information about the object to which they are
attached, for example, the manufacturer and product code.
Therefore, a person who 1s wearing or carrying items with
EPC tags attached 1s subject to being inventoried. In other
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words, a nefarious individual could determine clothing worn,
s1zes, plus accessories as well as medications carried and
harvest or capture this important, yet highly personal and
private information mnto a commercial database. The target
consumer could be innocently strolling a mall and be none the
wiser for this intrusion. This process 1s known as skimming.

There have been a number of inetlective privacy protecting,
schemes put forward as prior art. There 1s a stop provision for
EPC tags called “killing the tag™. According to this provision,
when an EPC tag recerves a kill command from an interroga-
tor the tag renders itself permanently moperable. The kall
command 1s PIN protected and 1s accomplished via the inter-
rogator which transmits a tag specific 21 bit PIN 1n the EPC
Class A, Gen 2 protocol. This 1s a very effective means of
securing privacy. The tags are effectively dead at the point of
sale. This 1s the same approach taken by a removable tag
security system. Although brutally effective, these two meth-
odologies of “killing the tag” obviate any benefits which
would be garnered from post purchase tag interrogation. For
example, for library books the tag 1s supposed to operate for
the life of the book. In a retail situation, for example, receipt
less item returns become a problem for the retailer 1f the tag 1s
killed or taken from the retail object.

Another inetlective security approach is to put the tag to
sleep rather than to kill the tag. This means to render the tag
temporarily inoperative. However, 1I any reader 1s able to
wake the tag then there would be no security benefit. There
would have to be some sort of access control. This could take
the form of PIN access. This would lead to a plethora of PIN
numbers for a consumer to memorize in order to wake indi-
vidual tags on countless consumer items. This solution 1s
unworkable 1n a real world environment. Additionally, there
are some “touch” types of security concepts; for example,
touch a cellular phone to render the tag awake. In this scenario
a holder of a contact less card places the card in the smart card
reader located on the cellular telephone. Most European cel-
lular telephones contain smart card readers. When so inserted
the smart card chip can be activated by dialing a specific
initiation number and iserting the correct PIN number. How-
ever, this type of “touch” solution negates the benefits of
RFID. In other words, 1f a touch 1s necessary to activate the
tag then why design or implement a wireless method of inter-
rogation?

The prior art includes numerous attempts to secure privacy
through various cryptographic methods. This method gener-
ally contradicts the business case for RFID. The business case
requires cost effective tags. The more mformation or data
which needs to be written onto the chip memory the larger and
more expensive the chip will become. All cryptography sys-
tems, even the ones deemed mimimalist, require serious stor-
age space lfor cryptographic algorithms to be located upon
chip memory systems. This increases the chip cost and com-
plexity of manufacture. This same argument can be applied
for on tag access control security systems such as hash locks
or pseudonyms or oif tag access control such as blocker tags
or tag reader authentication such as lightweight protocols and
adapted air interfaces. All of these potential solutions require
high end, battery operated, and expensive RFID tags for
proper implementation.

There 1s a gadget making 1tself known on the Internet as the
brainchild of two amateur German engineers which they call
an RFID-Zapper. It 1s being made available for the purpose of
deactivation and destruction of passive RFID tags. This gad-
get borrows from the microwave oven system. In a nutshell,
the microwave oven system proposes that RFID passive chips
be placed 1n a microwave oven for 20 to 30 seconds. The high
frequency electromagnetic signals from the microwave oven
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overloads and then fries the circuitry (the capacitor) in an
RFID tag. However, 1t has been demonstrated that this
method can damage clothes or cause small fires. The RFID-
Zapper proposes to generate a strong electromagnetic field
with a coil. The coil 1s placed as near to the target RFID tag as
possible. The RFID tag then receives a strong shock of energy
comparable to an electromagnetic pulse. This electromag-
netic pulse blows the circuitry (capacitor) in the chip thus
deactivating same. The problem with this solution 1s that 1t
obviates any benefits of RFID technology for returned con-
sumer 1tems. The chip 1s destroyed and rendered useless
forever.

The most important part of RFID security 1in a consumer
environment 1s user perception of security and privacy. As
users cannot see electromagnetic signals, impressions are
formed on physical cues and industry explanations for any
grven RFID system. The key to commercial success 1s to form
a secure physical access control easily perceived by the con-
sumer, plus secure logical access, to the personal data and
information on a consumer oriented RFID system. The
present invention focuses on a system and method of design
and engineering which physically and logically secures RFID
critical data. At the same time this system and method 1s
usable and commercially viable as an operating RFID system.
This ivention permits business decisions which lever all of
the advantages of wireless communication while demonstrat-
ing physical and logical security for personal information
which 1s the private property of individual consumers. Com-
mercial viability of this invention 1s a function of the surren-
der of privacy control of consumer imnformation to the con-
sumer. Commercial viability 1s also a function of a simple
design structure for this invention as well as less costly manu-
facturing costs as compared to prior art inventions.

Some other of the flawed prior art and mventions include
IBM’s Clipped Tag design which allows consumers to tear off
most of a passive RFID tag’s antenna. This technology was
developed by IBM researcher Paul Moskowitz at IBM’s Wat-
son Research Center. The primary goal of the research was to
preclude the reading of an RFID tag from a retail item carried
by a consumer through the auspices ol an unauthorized per-
son 1 possession of an RFID interrogator. A number of
alternative solutions were considered. Moskowitz reviewed
the use of a blocker tag which renders nearby tags difficult to
read. However, this solution meant that the blocker tag would
need to be carried with the consumer at all times. This was
considered to be an unwieldy proposition unacceptable to
retail consumers. Also considered was a scratch off tag which
included a small strip of printed electrical conductor which
links the chip and a short portion of the tag’s antenna. To
shorten the read range consumers would scratch oiff the
printed electrical conductor with a penny. This was deemed
too complex to manufacture and less convenient for the con-
sumer. The solution proposed by Moskowitz was a perfora-
tion which allowed the consumer to tear off most of a tag’s
antenna. This reduces the operational range of the antenna to
a very short distance. The specifications for the perforated tag
are four inches by three inches with the perforation line across
cach half of 1ts dipole antenna. Once 1ts sides are torn ofl,
along the manufactured perforation lines, the tag remains
operable, but its read range 1s reduced from 20 feet to a matter
of several inches. Moskowitz says that consumers can make
the tag unreadable through the physical process of tearing the
perforation. The tag cannot be read unless presented directly
in front of an interrogator. If a customer needed to return an
item, the retailer could use a stationary or handheld interro-
gator to read the tag from a very close range. The Clip Tag
technology of IBM 1s not really security at all. The physical
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measurements of the tag make it an easily 1dentifiable target
for information thieves. By admission the design of the Clip
Tag technology only shortens the length of the antenna
thereby reducing the read range. This technology does not
disable the chip. It puts a title such as Clip Tag to a system
which 1s far more perception than reality. The truth 1s that any
thiet with a powerful enough 1nterrogator could still read the
information on the tag. While this technology may give the
consumer some solace on its face, careful scrutiny reveals a
fatal tlaw.

Similarly, another new technology from an Australian pro-
vider titled the Smart & Secure Retail Tag 1s designed to
address consumer concerns that data encoded to tags on the
items purchased could be read by a third party without the
knowledge of the consumer. The methodology of accom-
plishing this 1s by decreasing the read distance of a tag. After
the 1item 1s purchased a consumer can reduce read distance by
unfolding the substrate which contains the tag antenna. An
edge of the substrate which contains the antenna and which 1s
attached to the retail product 1s designed so that 1t can be
securely grasped by the consumer. When the substrate mate-
rial 1s pulled at its edge the tag uniolds thereby reducing read
range. To re-engage the original read range, 1n the case of a
returned 1tem for example, the edge 1s grasped so that the
chip/antenna package can be refolded thereby setting the
apparatus to the original read range. The key 1s that the tag 1s
never tully disabled.

The fatal flaw to this technology 1s the same as that of the
IBM Clip Tag. The antenna 1s never fully decommaissioned.
While this Australian system and invention allows for return
of items 1t does not adequately address the consumer privacy
1ssue. It provides perception of security while not actually
providing real security. Like the IBM solution, a thief with an
interrogator with enough harvesting power can still surrep-
tiously interrogate a tag.

The inventor has coined the term the “Clip Chip”. The term
“Clip Chip” 1s currently the subject of a U.S. Trademark
Application by the inventor. The solution proposed by this
Application called “Clip Chip” 1s to utilize eitther the perfo-
ration or unfolding method outlined herein, or by other
means, 1n a manner which prevents the information or data on
the tag or transponder from being read or the consumer carrier
of the tag from being tracked. In a nutshell, subject to the
Summary of the Invention section herein, this invention pro-
poses providing real privacy security 1n addition to appear-
ance and perception from the vantage point of the consumer
by splitting the chip into two parts. Instead of perforating or
uniolding the substrate to reduce the read range by shortening,
the antenna, this invention proposes splitting one part of the
chip from the other, thereby rendering the system unreadable.
For example, a perforation could be placed on the substrate of
the tag. A consumer could tear same, thereby giving the
appearance and perception of security. On one side of the tag
package there 1s a silicon component which houses one piece
of the integrated chip package. On the torn oil side of the
attached tag would be the other part of the integrated chip
package. The two sides would be connected, when operating
as a whole, by a fine piece of conductive material, such as a
conductive 1ink. At the time of sale of the consumer object the
connected integrated chip package would be read using a
standard RFID system. Hence all of the convenience of RFID
1s 1intact. At the time of retail check out the information stored
on that piece of the integrated chip package which 1s torn
away 1s automatically harvested and captured by the interro-
gator and communicated by secure land line to a host, back
end, computer database. The part of the chip remaining
attached to the item purchased would have only a simple
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identifier alpha numeric which would reference the pur-
chased object to the back end host system database. This
information would not be harvested directly to the back end
system but would be stored separately in cryptographic for-
mat. As the chip 1s torn 1n two and 1s 1noperable, 1t cannot be
read by someone eavesdropping no matter how powertul the
interrogator. When torn, the chip will not function as the
antenna section 1s no longer attached to the transistor section.
Furthermore, 1t cannot be used to track an individual as 1t 1s no
longer operable. Physically it cannot reflect any information
or data. However, 1n the event of a returned 1tem, the connec-
tion to the host back end computer management system can
be made by physically placing the communicating ink in
contact with a specifically designed returned item reader. In
other words, the two halves of the chip, more specifically the
information on the two halves of the chip, are reconnected. In
this fashion, the alpha numeric identifier 1s cross referenced to
the host database information. In essence, the Clip Chip
stores all relevant information 1n a management owned and
controlled, back end, host computer database. This inventive
system splits the critical and highly personal consumer infor-
mation into two distinct pieces. One piece 1s useless without
the other piece. This means that even 1f the host database 1s
corrupted, for example by being compromised through com-
puter hacking, the information cannot be connected to any
particular item in the marketplace. The information in the
host database cannot connect to the alpha numeric item unless
it 1s returned to the place of purchase. The backend host
system only has part of the piece of the puzzle as the alpha
numeric 1identifier 1s stored separately and secured by cryp-
tography. This invention offers to consumers a real choice for
privacy while providing all of the perception of security
through the perforation or unfolding type of physical meth-
odologies enunciated herein. The logical security for the
highly personal consumer information 1s accomplished by the
split in two methodology activated when the chip 1s clipped to
render 1t tnoperable.

U.S. Pat. No. 7,098,794 titled, “Deactivating a data tag for
user privacy or tamper-evident packaging”, describes a sys-
tem of a plethora, or array, of antennae whereby one antenna
can be removed from an 1tem thereby rendering communica-
tion of the unique identification information on that object
impossible through the removed antenna.

According to this Patent there are other antennae which
then take over the communication task which operate at a
second frequency range, smaller than that of the first antenna.
This system 1s outlined 1n claim 1 and 2 of this Patent. The
point 1s that the second set of antenna take over and are still
operable. It can be distinguished from the present application
in that the present application 1s a solution to privacy concerns
regarding 1tem level tagging employing a system and method
of separating critical personal information into two separate
parts on an RFID chip, connected by conductive ik, yet
subject to consumer perforation, which disables the chip.

An article titled, “RFID Guardian: A Battery-Powered
Mobile Device for RFID Privacy Management™ authored by
Rieback, Crispo and Tanenbaum of the Department of Com-
puter Science, Vrije Univeristeit, Amsterdam, The Nether-
lands, details a compact, portable, electronic device to be
carried by consumers which authenticates RFID readers and
blocks attempts to access consumer information from unau-
thorized readers. This mvention proposes to warn consumers
of surreptious RFID activity and then counsels to take cor-
rective action 1f need be. The descriptive information of this
invention can be located in the Abstract section of this article.
It can be distinguished from the present application in that the
present application 1s a solution to privacy concerns regarding
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item level tagging employing a system and method of sepa-
rating critical personal information into two separate parts on
an RFID chip, connected by conductive 1ink, yet subject to
consumer perforation, which disables the chip.

SUMMARY OF THE INVENTION

RFID technology raises privacy concerns when its use
enables untrustworthy third parties to obtain highly personal
and 1dentifiable information and data, including location
information, regarding a particular consumer which the
untrustworthy third parties would otherwise be unable or
unauthorized, to obtain. The information may include a per-
son’s whereabouts. The information may be that a consumer
has possession of a certain product; or the information may be
that a consumer has used a particular service. Security
becomes an issue if unauthorized third parties are able to
obtain this type of information either from interception of the
radio communications between RFID tags and readers
(cavesdropping), through unauthorized reading of the tags
(skimming), or via unauthorized access to the back end man-
agement computer network or database (hacking).

This invention solves the problem of skimming, eaves-
dropping and hacking through the introduction of a usetul,
non-obvious and novel step which the inventor has called the
Clip Chip. The Clip Chip 1s a system and method of splitting
critical personal information nto two discrete and separate
parts. These two parts are contained on two silicon integrated
circuits which are connected by conductive ink. When con-
nected by the conductive ink the two silicon integrated cir-
cuits make up one RFID silicon integrated circuit tag package
containing an integrated antenna. However, the antenna may
be part of the silicon integrated circuit or included as an
attachment piece, at the discretion of the manufacturer,
retailer or wholesaler. The two pieces of the integrated circuit
package can be physically separated by the means of a con-
sumer tearing a physical perforation manufactured into the
RFID tag substrate or by unfolding the substrate or by other
means of severing the conductive ink. Unfolding the substrate
or tearing the perforation in the substrate has the effect of
severing the conductive ink connection and disabling the
chuip. The key piece to this mvention 1s that the disabled
integrated circuit contains physical chip operation processes
in two physical locations, both of which physical processes
are critical to the operation of the silicon integrated circuit
package which when operating as a whole 1s an RFID tag or
transponder. When whole, the silicon integrated circuit pack-
age contains the two pieces aforementioned which form one
silicon integrated circuit package connected by conductive
ink. Pursuant to this invention the connection between the two
parts of the silicon integrated circuit package can be physi-
cally severed by the consumer of a retail product which has
the RFID tag attached to it. This act of severing renders the
RFID integrated circuit package inoperable.

By way of a detailed summary this invention 1s a system
and method whereby personal consumer information stored
in the memory section of a radio frequency identification
(hereinatter “RFID”) transponder attached to a retail product
sold by a retailer 1s split into two pieces for the purpose of
ensuring the privacy of any personal consumer information
which maybe contained on the retail product. These same two
pieces are linked via conductive ik so that electromagnetic
signals can traverse from one piece to the other piece and vice
versa. These same two pieces are detachable one from the
other through severing the conductive ink connection by tear-
ing a perforation to the substrate which encases these same
two pieces or by unfolding the substrate which encases these
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same two pieces thereby shearing the conductive ink and
severing said conductive ink electromagnetic signal connec-
tion between these same two pieces. Each of these same two
pieces 1s manufactured of silicon with one piece called the
detachable piece contaiming an integrated silicon antenna and
a memory section which memory section can contain all EPC
relevant data as required for an RFID transponder or any
additional information as required by the retailer. The other
piece called the retained piece contains all transistors for
powering the integrated circuit package and an alpha numeric
identifier written on a write and rewrite memory section sepa-
rate from the memory section implanted into the detachable
piece. This mvention 1s a method whereby when the conduc-
tive 1nk connection 1s severed; the two pieces of the silicon
integrated circuit package will not function as separate and
disconnected pieces. Therelore, any information contained
on the silicon mtegrated circuit package, subsequent to sev-
erance, cannot be the subject of skimming, eavesdropping or
hacking and 1s therefore secure.

This mvention 1s also a system and method whereby the
personal information contained on the detachable piece of the
RFID integrated circuit package 1s read by an RFID interro-
gator and transmitted via secure land line to a back end
computer host which records the data contained thereon
(heremaftter the “consumer information’). The purchaser of
an RFID enabled item with this type of RFID integrated
circuit package attached (heremnafter the “consumer’) 1s 1n
control of security and the consumer can disable and deacti-
vate the RFID integrated circuit package by tearing the sub-
strate perforation or unfolding the substrate at the perforation
thereby severing and disconnecting the transistors from the
antenna on the silicon itegrated circuit package. This mnven-
tion 1s also a system and method whereby a return for
exchange or refund of a consumer product (hereinaiter the
“returnable’) which has the retained piece of the silicon inte-
grated circuit package attached as contemplated by the RFID
integrated circuit package system contemplated herein which
1s presented to the retailer by the consumer as a returnable can
have the alpha numeric 1dentifier contained on the retained
piece connected to the consumer information contained in the
back end computer hosted database through a laser light
connection to the tag end of the conductive ink remaining on
the retained piece so that the retained piece and the informa-
tion 1n the back end database complete one circuit effectively
recreating the data on the original silicon integrated circuit
package.

Therefore, 1n the circumstance of a consumer requirement
to reactivate the RFID tag, such as a returned consumer 1tem
to a retail outlet, a returnable, the integrated circuit which
remains attached to the tagged consumer 1tem 1s placed into a
returned item interrogator. This returned i1tem interrogator
connects to the conductive ink tag end of the piece of the
transponder still attached to the consumer good through the
use of micro laser technology which guides a magnetic cou-
pling mechanism thereby effectively putting the two pieces of
the RFID tag back together again. According to the system
and method of this invention the management, back end, host
computer cannot relate the tagged item to a specific pur-
chaser, as the identity of the 1tem stays with the item through
the auspices of the alpha numeric 1dentifier which remains
attached to the 1tem level object. Furthermore, a hacker can-
not connect mformation to a specific purchased item through
unauthorized access to the back end database as the alpha
numeric 1dentifier stays on the piece of the integrated circuit
still attached to the consumer 1tem that has been purchased.
Furthermore, any critical personal information cannot be
skimmed or eavesdropped from the Clip Chip as 1t 1s 1n two
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discrete and separate places; the alpha numeric 1s on the part
of the integrated circuit still attached to the object while the
critical data, such as name, address, credit card information,
has been transterred to the back end system. The part of the
integrated circuit which 1s torn off 1s useless and may be
disposed of. It cannot operate without the transistors con-
tained 1n the attached piece. Furthermore, 1t cannot be reat-
tached without the returned item interrogator which uses
micro laser technology to connect the back end system to the
tag end of the connective ink which 1s still part of the retaimned
piece.

DESCRIPTION OF PREFERRED
EMBODIMENTS

The preferred embodiment envisions product type 1denti-
fiers, such as that used in traditional barcode data, left on the
part of the chip attached to the consumer item, the retained
piece. The part of the chip left on the 1tem, the retained piece,
can be relabeled during the check out process to a specific
alpha numeric system. This alpha numeric would be pro-
grammed 1nto the interrogator and not known to the back end
system. The alpha numeric would be administered and stored
by a trusted third party. Alternatively, the consumer informa-
tion can be split as to product type identifiers and unique
identifier across two RFID parts of a tag, such as in the
preferred embodiment of this invention. By peeling oif one of
the two silicon chip pieces of the one tag, known as clipping,
the chip, a consumer can reduce the granularity of tag data and
disable the RFID tag assembly. In a preferred embodiment the
Clip Chip 1s manufactured using standard RFID techniques
with the addition of Rodgers application Ser. No. 11/683,056
titled “RFID silicon antenna’™ which 1s incorporated herein by
reference and Rodgers application Ser. No. 11/686,946 titled
“Precisely tuned RFID antenna” which 1s incorporated herein
by reference. application Ser. No. 11/683,056 titled “RFID
silicon antenna” 1s a system of producing an RFID antenna
using the silicon 1n an integrated circuit as the resonant
antenna material. According to application Ser. No. 11/683,
056 the base silicon sheets which make up the primary 3u11d-
ing material of the silicon chip (integrated circuit) 1s subjected
to a laser ablation process. This process creates three dimen-
sional nano structures on the surface of the silicon thereby
raising 1ts absorption rate of electromagnetic signals. On the
reverse side of the same silicon sheet a directional antenna 1s
etched using standard photographic reduction techniques and
standard semi conductor industry manufacturing methods.
The two sides of the silicon are connected through doping
aluminum or copper impurities mtroduced into these same
base silicon sheets which introduction causes conductivity
within the sheet of silicon.

Rodgers application Ser. No. 11/686,946 titled “Precisely
tuned RFID antenna™ concerns photo resist manufacturing
techniques used to produce a template or die specifically
designed to mass produce RFID transponders whereby the
chip and antenna becomes one integrated unit. The RFID
antenna template or die 1s precisely tuned, using trimming
algorithms and laser technology, to resonate with electromag-
netic signal increments of 2 megahertz. According to appli-
cation Ser. No. 11/686,946 each increment is assigned to a
different category of object within a supply chain.

The two pieces of the one silicon integrated circuit tag
package would contain an antenna as outlined 1n application
Ser. No. 11/683,056 constructed of laser ablated silicon.
However, this antenna would only be located on that piece of
the silicon integrated circuit package which 1s torn off or
tolded off by the consumer, the detached piece. Furthermore,
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this same section or piece of the one tag package which 1s torn
olf or folded off by the consumer would have a tuned antenna
pursuant to application Ser. No. 11/686,946 which would be
specifically tuned 1n increments of 0.02 GHz such that each
category within the object classification of a retailer using this
invention can be represented by a separate frequency. As each
tagged product 1s checked out of a retail environment using
RFID industry standard methodologies the critical informa-
tion contained on the removed piece of the integrated circuit
package 1s read into a back end computer system. This infor-
mation would include specific product information as
required by EPC protocol and any other information required
by the retailer. After interrogation the consumer may, if she
wishes, tear or fold the RFID tag so that the conductive 1nk
connection between the two pieces of the integrated circuit
package are severed. As a result, the piece that 1s torn off, the
detached piece, containing the antenna and consumer infor-
mation 1s now moribund. It may be disposed of. This 1s
because the piece which remains attached to the consumer
product, the retained piece, contains the transistors which
power the integrated circuit package. The transistors without
the antenna cannot communicate. The antenna without the
transistors cannot communicate.

The information remaining on the piece of the integrated
circuit package still attached to the consumer object, the
retained piece, contains an alpha numeric 1dentifier as orga-
nized by the user of this preferred embodiment. This alpha
numeric can be applied at the time of check out. This identifier
can be held by a trusted third party or administered by the
retailer. This 1s a process known as re-labeling. This alpha
numeric identifier contained within the transistor system of
the remaining piece can be powered up by inductive coupling
if the tag end of the conductive 1nk 1s inductively coupled to a
close proximity interrogator guided and directed by micro
laser technology. This would be the case if the consumer
object was returned for exchange or refund. Once inductively
coupled, the alpha numeric identifier 1s related to the back end
information through a system of complex cryptography. This
system of cryptography i1s the responsibility of the retail
entity using this preferred embodiment or, alternatively, a
trusted third party holder of this data as mentioned herein. In
this fashion, it the back end system 1s hacked, the alpha
numeric 1dentifier 1s not known to the back end. The alpha
numeric can only be known through complex cryptographic
decoding when admimstered by a trusted third party. The
alpha numeric cannot be skimmed from the retained piece as
it cannot transmit or reflect back data as there 1s no antenna.
Likewise, there can be no eavesdropping of the retained piece
as this piece of the silicon integrated circuit package has no
antenna. The critical data on the piece of the integrated circuit
package which has been clipped, the detached piece, cannot
be accessed by skimming or eavesdropping as 1t has no tran-
sistors to power communication of the critical information
and data.

An alternative embodiment for complete privacy 1s to task
a trusted third party with all personal data, such as name,
address, credit card number along with the alpha numeric
number at the time of purchase interrogation. In this scenario
only the purchase information would go to the back end
computer system. If there was a problem with a credit card
payment then the trusted third party, on being given proof of
default, could supply enough information for the retailer to
make contact with the consumer for reimbursement.

The useful, non-obvious and novel steps of this invention
includes a solution to RFID privacy concerns regarding item
level tagging employing a system and method of separating
critical personal information 1nto two separate pieces on an
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RFID chip based system. The two pieces are connected by
conductive k. The conductive 1nk 1s subject to consumer
perforation, through folding or tearing or by other means of
physical separation, such as clipping with scissors, which
disables the chip by severing the electrical connection
between the transistors and the antenna. In this manner the
private information of the retail consumer 1s secure. The
responsibility for consumer information security 1s shifted to
the consumer thereby relieving manufacturers and retailers of
potential lawsuits for failure to keep confidential information
private due to skimming, eavesdropping, or hacking by unau-
thorized persons.

I claim:

1. A system and method whereby personal consumer infor-
mation stored 1n a radio frequency identification (heremafter
“RFID”) transponder attached to a retail product sold by a
retailer 1s split into two pieces for the purpose of ensuring the
privacy of any personal consumer information which may be
contained thereon from various types of information spying,
including skimming, eavesdropping or hacking comprising:
the RFID transponder with an integrated circuit package said
transponder being comprised of a retained piece and a detach-
able piece said retained piece and detachable piece being
composed of silicon and being encased on, or enfolded 1n, a
substrate and said retained piece and detachable piece being
linked by conductive 1nk so that electromagnetic signals can
traverse from one piece to the other piece and vice versa, and
turther whereby the detachable piece 1s to be retained by the
retailer and whereby the retained piece is to be retained by a
consumer or purchaser; a silicon antenna integrated into the
detachable piece of the RFID transponder said detachable
piece further having a memory section able to contain all
clectronic product code (EPC) data as required for the RFID
transponder and inputted by a product manufacturer and or
any additional information as required by the retailer; tran-
sistors 1n the retained piece of the RFID transponder for
powering an integrated circuit package and the retained piece
turther having an alpha numeric 1dentifier written in a read
write memory section separate from the memory section
implanted 1nto the memory section of the detached piece of
the RFID transponder; means by which the RFID transponder
detachable piece and the RFID transponder retained piece are
detachable from one another at the time of retail checkout by
tearing a perforation to the substrate which encases these
same two pieces or by unfolding the substrate which encases
these same two RFID transponder pieces thereby shearing the
conductive ik linking them and thereby severing said con-
ductive 1nk electromagnetic signal connection between the
said two pieces; the method whereby when the conductive ink
connection 1s severed, the detachable piece and the retained
piece of the said RFID transponder integrated circuit package
will not function as separate and disconnected pieces and
therefore any information contained on the RFID integrated
circuit package cannot be the subject of consumer or pur-
chaser information skimming, eavesdropping or hacking and
1s therelore secure; means to validate for return for exchange
or refund a consumer product (herein and hereinafter referred
to as a “returnable”), which has the retained piece ol the RFID
transponder attached; an RFID interrogator; a backend com-
puter host and associated data base.

2. The system and method of claim 1 whereby further the
information contained on the detachable piece of the RFID
integrated circuit package 1s read by the RFID interrogator
and transmitted by secure land line to a backend computer
host which records the data contained therein and whereby
still further the consumer or purchaser of an RFID enabled
item with this type of RFID integrated circuit package
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attached 1s 1n control of security of information and can
directly, or indirectly under the purchasers supervision, dis-
able and deactivate the RFID integrated circuit package by
tearing the substrate perforation or untolding the substrate at
the perforation thereby severing and disconnecting the tran-
sistors Irom the antenna on the silicon integrated circuit pack-
age.

3. The system of claim 2 whereby the alpha numeric 1den-
tifier contained on the memory section of the retained piece of
the silicon integrated circuit package can remain as an alpha
numeric as written by the manufacturer or can be relabeled
with the new alpha numeric identifier (hereinafter the “rela-
beled alpha numeric™) as administered by a trusted third party
and applied 1n a read/write fashion from the interrogator at
time of check out.

4. The system and method of claim 1 whereby further a
return for exchange or refund of consumer product the herein
betfore referenced returnable, which has the retained piece of
the silicon integrated circuit package attached as contem-
plated by the RFID integrated circuit system contemplated
herein, and which 1s presented to the retailer by the consumer
as a returnable can have the alpha numeric 1dentifier con-
tained on the retained piece connected to the consumer pur-
chase mnformation contained in the backend computer hosted
database through a laser light guidance and then magnetic
coupling connection to the end of the conductive 1nk remain-
ing on the retained piece so that the retained piece and the
information 1n the back end database complete one circuit
cifectively completing the data on the silicon integrated cir-
cuit package.

5. The system of claim 4 whereby upon presentation of a
returnable for refund or exchange by the consumer the alpha
numeric 1dentifier of the retained piece can be connected to
the back end host computer database through laser light sys-
tem of guidance whereby a hand held interrogator magneti-
cally couples the remaining end of the conductive 1nk on the
retained piece and connects the original silicon integrated
circuit package by using the mmformation contained in the
back end host computer database with the alpha numeric
information contained within the memory of the attached
piece.

6. The system of claim 1, whereby the consumer informa-
tion contained on the detachable piece and read into the back
end host database and read into the backend host database at
the time of check out can include, but 1s not limited to product
type, serial number, unique 1dentitying number, and manu-
facturer 1dentifier number, plus batch number and date/place
of manufacturer information.

7. The system of claim 1, whereby the information con-
tained on the retained piece of the silicon mtegrated circuit
package can include, but 1s not limited to, the alpha numeric
identifier which alpha numeric identifier cannot be linked to
the purchaser directly as it 1s a separate piece of data.

8. The system, of claim 1 whereby further the method of
severing the conductive ink connection between the detach-
able and the retained pieces may be by way of tearing a
perforation the perforation through unfolding, ripping with-
out a perforation, unfolding without the perforation, or in any
way physically separating the detachable and the retained
pieces so that there 1s no means whereby electromagnetic
signals can pass between the detached and retained pieces of
the silicon integrated circuit package pieces.

9. A system and method whereby personal consumer pur-
chase information stored 1n a radio frequency i1dentification
(heremafiter “RFID”) transponder attached to a retail product
sold by a retailer 1s split into two pieces for the purpose of
ensuring the privacy of any personal consumer information
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which may be contained thereon from various types of infor-
mation spying, including skimming, eavesdropping or hack-
Ing comprising:

the RFID transponder with an integrated circuit package

der pieces thereby shearing the conductive ink linking,
them and thereby severing said conductive 1nk electro-
magnetic signal connection between the said two pieces;
a method whereby when the conductive ink connection

said RFID transponder being composed of silicon and 5 1s severed, the detachable piece and the retained piece of
being encased on, or enfolded 1n, a substrate and said the said silicon transponder integrated circuit package
RFID transponder further being comprised of a retained will not function as separate and disconnected pieces
piece and a detachable piece said retained piece and and therefore any information contained on the silicon
detachable piece being linked by conductive 1nk, and integrated circuit package cannot be the subject of con-
turther whereby the detachable piece to be retained by 10 sumer or purchaser mformation skimming, eavesdrop-
the retailer and whereby the retained piece to be retained ping or hacking and 1s therefore secure; means to vali-
by the consumer or purchaser; a silicon antenna inte- date for return for exchange or refund a consumer
grated into the detachable piece of the RFID transponder product (herein and hereinafter referred to as the
said detachable piece further having a memory section “returnable”™), which has the retained piece of the RFID
able to contain all electronic product code (EPC) dataas 15 transponder attached; an RFID interrogator; a backend
required for the RFID transponder and inputted by a computer host and associated data base, and whereby the
manufacturer and or any additional information as relabeled alpha numeric identifier written onto the
required by the retailer; transistors in the retained piece memory of the retained piece can be transmitted to a
of the RFID transponder for powering the integrated trusted third party for encryption and safekeeping until
circuit package and the retained piece further having an 20 requested by the consumer returning a consumer item
alpha numeric 1dentifier written 1n a read write memory for exchange or refund whereby the relabeled alpha
section separate from the memory section implanted numeric 1s cross referenced to the original alpha numeric
into the memory section of the detached piece of the and this original alpha numeric date is transmitted via
transponder; means by which the RFID transponder secure land line to the retailer so that the silicon tran-
detachable piece and the RFID transponder retained 25 sponder integrated circuit package can be reconnected

piece are detachable from one another at the time of
retail checkout by tearing a perforation to the substrate
which encases these same two pieces or by unfolding the
substrate which encases these same two RFID transpon-

enabling the original alpha numeric and the consumer
information to be electronically available to the retailer.
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