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METHOD AND APPARATUS FOR A
DUAL-MODE RADIO IN A WIRELESS
COMMUNICATION SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to Bluetooth™ and 802.11 wireless
communication systems, and more particularly to a method
and apparatus for a dual-mode radio 1n a wireless communi-
cation system.

2. Description of Related Art

Wireless communication systems facilitate high-speed
connectivity and data and voice transport from point-to-point
and poit-to-multipoint bases. Exemplary wireless commu-
nication systems include “Bluetooth™' protocol” systems
that facilitate the transport of data between Bluetooth™
devices such as wireless headsets, cellular phones, laptop
computers and personal digital assistants (PDAs), and “IEEE
802 protocol” systems that facilitate the transport of data over
wireless local area networks (WLANs), which include
devices such as desktop and laptop computers.

1 Bluetooth™ ;s a trademark of Bluetooth SIG, Inc.

As 1s well known, Bluetooth™ 1s a global specification
standard for radio communications operating at 2.4 GHz
radio frequencies. Bluetooth™ devices (i.e., those that com-
ply with the Bluetooth™ Specification) replace normal cable
connections using short-range radio links. Bluetooth™ tech-
nology 1s featured 1n cordless telephony, mtercom, FAX and
LAN access, and dial-up networking applications. Blue-
tooth™ wireless communication protocols are implemented
in wireless headsets, cellular phones, PDAs, printers, and
other mobile devices. Bluetooth™ technology 1s described 1n
more detail 1n a specification published by the Bluetooth™
Special Interest Group (SIG), entitled “Specification of the
Bluetooth System, version 1.1, electronically available to
the public via the well-known Internet at <http://www.Blue-
tooth.com>, published on Feb. 22, 2001, referred to herein as
the “Bluetooth™ Specification”, and incorporated for refer-
ence herein in its entirety for its teachings on Bluetooth™
flow control, signals, devices and communication protocols
and schemes.

Bluetooth™ devices typically communicate with other
Bluetooth™ devices using either a “piconet” communication
network topology or a “scatternet” communication network
topology. Details regarding the Bluetooth™ commumnication
protocols, piconet and scatternet communication networks
are described 1n detail 1n the Bluetooth™ Specification. Spe-
cifically, the piconet networks are described 1n Section 1 of
Part B of the Bluetooth™ Specification. The scatternet net-
works are described in Section 10.9 of Part B of the Blue-
tooth™ Specification.

A piconet 1s defined 1n the Bluetooth™ Specification as a
communication system including two or more Bluetooth™
devices that share a common frequency hopping pattern and
a common “Access Word” (or “access code”). Access codes
are pre-defined bit patterns that are transmitted to a Blue-
tooth™ device at the beginning of “data packets.” In addition
to providing other functions, access codes are used for device
synchronization and identification purposes. As defined 1n
detail 1n section 4.1 of the Bluetooth™ Specification, data 1s
communicated between Bluetooth™ devices 1n the form of
data packets. The data packets have a pre-determined format
defined by the Bluetooth™ Specification. As defined therein,
a data packet includes an “access code”, a “packet header”
and a “payload” of data bits. Details regarding packets and
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2

access codes are described 1n more detail in Section 4.1-2 of
the Bluetooth™ Specification.

At a minimum, a piconet comprises two or more Blue-
tooth™ devices, such as, for example, a portable PC and a
cellular phone that communicate with each other via the
piconet. A piconet can comprise a maximum of eight con-
nected devices. When establishing a piconet, one and only
one Bluetooth™ device acts as a master device of the piconet.
The master device mnitiates a connection to one or more slave
devices. Any device 1n a piconet that 1s not a master device 1s,
by definition, a slave device. Master-slave roles can be
exchanged once a piconet 1s established. A master can
become a slave, and a slave can become a master. Bluetooth™
master and slave devices utilize various Bluetooth™ proto-
cols to exchange data.

Bluetooth™ wireless communication protocols aid in
implementing various Bluetooth™ applications. Blue-
tooth™ applications utilize various links, or connections, to
communicate between master and slave devices. As
described 1n Part B, “Baseband Specification”, Sections 2.1
and 11, of the Bluetooth™ Specification, Bluetooth™ com-
munication systems use a frequency hopping spread spec-
trum (FHSS) scheme (referred to hereinafter as the “FH
scheme™) to communicate between master and slave devices.
Frequency hopping modulation comprises the well-known
method of repeatedly switching channels or frequencies dur-
ing transmission of data. FH schemes require that the channel
switching or “hopping” follow a specified algorithm so that
devices can independently determine frequency-hopping
(FH) sequences (1.¢., they follow ordered lists of frequencies).

As described 1n the incorporated Part B, “Baseband Speci-
fication”, Section 2.1, of the Bluetooth™ Specification, Blue-
tooth™ communication protocols determine FH sequences
using the Bluetooth™ device address and the clock of a
master device. The FH sequences are determined to allow
associated slave devices on a piconet to independently deter-
mine the FH sequences. Bluetooth™ communication proto-
cols use a Bluetooth™ FH kernel to select the FH sequences
and to map the FH sequences to hop frequencies.

As1s well known, the various IEFE 802.11 communication
protocols (referred to heremaftter as “802.117") are global stan-
dards for radio communications operating at 2.4 GHz radio
frequencies. One exemplary well-known IEEE 802.11 com-

munications protocol 1s the IEEE 802.11b protocol (referred

to heremafter as “802.11b”). The 802.11b protocol allows
802.11b devices (i.e., those that comply with the 802.11b
standard) to operate at high data transmission rates (e.g., 11
Mbps). The 802.11b protocol is particularly useful in 1mple-
menting Wireless Local Area Networks (WLANSs). 802.11b
devices are described in more detail in a standard produced by
the IEEE 802 Working Group, entitled “IEEE Std 802.11b-
19997, electronically available to the public via the well-
known Internet at <http://standards.iece.org>, referred to
herein as the “802.11b Specification”, and incorporated for
reference herein 1n 1ts entirety for its teachings on 802.11b
flow control, signals, devices and communication protocols
and schemes. Another exemplary IEEE 802.11 communica-
tions protocol 1s the newly emerging IEEE 802.11g. Some
embodiments of the invention are described below using the
IEEE 802.11b protocol as an exemplary communications
protocol. However, this 1s not meant as a limitation to the
present invention as the present mnventive method and appa-
ratus contemplates use of any of the IEEE 802.11 communi-
cation protocols and future variants. Therefore, the generic
“IEEE 802.11” term 1s used throughout the remainder of the
specification to encompass all IEEE 802.11 communication

protocols.
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The 802.11 communications protocols (e.g., 802.11b) have
options for FH schemes and direct sequence spread spectrum
(DSSS) schemes (referred to hereinafter as “DS schemes™) to
communicate between devices on the WLAN. Direct
sequence modulation comprises a well known method of
transmitting data across a single channel without hopping to
other channels. DS schemes commonly use data redundancy
during transmission for error correction purposes. The
802.11b equipment currently manufactured typically uses
only the DS schemes. From the point of view of the utilization
of the ISM band the 802.11b DSSS equipment 1s distinct from
the Bluetooth™ protocol equipment because the 802.11b
DSSS equipment occupies a fixed allocation of bandwidth.
Although the 802.11b standard defines 11 DSSS channels in
the ISM band, 802.11b DSSS equipment typically uses only
channels 1, 6 and 11. The 802.11b DSSS carriers have a 3 dB
bandwidth around 11 MHz with first zeros 1n their spectrum
22 MHz apart. Thus, 1n a simple view, the 802.11 systems
(e.g., 802.11b systems) and the Bluetooth systems interfere
with one another when the Bluetooth™ protocol frequency
hops within the 22 MHz segment corresponding to the chan-
nel used by the 802.11.

It 1s desirable to operate both Bluetooth™ protocol devices
and 802.11 protocol devices within close proximity to one
another. For example, alaptop can include both a Bluetooth™
protocol device for wireless communication with a Blue-
tooth™ wireless mouse and an 802.11 protocol device for
wireless communication with an 802.11 WLAN access point.

Disadvantageously, heretofore when Bluetooth™ and
802.11 protocol devices operate in close proximity, interfer-
ence can be produced adversely affecting communication
using both protocols. Interference can be created because
both protocols operate on the 2.4 GHz ISM frequency band.
Specifically, over-air interference and saturation of one trans-
mitter by another transmitter can occur when a Bluetooth™
protocol antenna 1s 1n close proximity (e.g., within one-half
meter) of an 802.11 protocol antenna. As 1s well known,
interference increases the probability of reception errors. In
any data communication system, it 1s desirable to reduce
reception errors.

Therelfore, a need exists for a method and apparatus for a
dual-mode radio that reduces reception errors in devices con-
temporaneously using both Bluetooth™ protocol and 802.11
protocol devices 1n close proximity. The method and appara-
tus should adequately maintain adequate data transmission
rates for both protocols. The present invention provides such
a dual-mode radio method and apparatus.

SUMMARY OF THE INVENTION

The present invention 1s a method and apparatus for a
dual-mode radio (DMR) 1n a wireless communication sys-
tem. The present invention provides coexistence between
Bluetooth™ protocol and 802.11 protocol devices operating
in a DMR.

The present inventive method classifies Bluetooth™ and
802.11 protocol events according to importance. Two meth-
ods, a basic DMR method and an enhanced DMR method, are
described. In the basic DMR method, the present invention
assigns two levels of importance or priority to Bluetooth™
events: high and low. A Bluetooth T event may be either a
transmission or reception of Bluetooth™ packets. These pri-
ority assignments can be predetermined or selected during
radio operation. The basic DMR method queues low-priority
Bluetooth™ events until the 802.11 device enters radio link
idle state, which 1s referred to hereinafter as “802.11 i1dle”.
During high-priority Bluetooth™ events, the basic DMR
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4

method prevents or disables the 802.11 device from transmit-
ting (e.g., by iterrupting its Tx enable signal) until the high-
priority Bluetooth™ event 1s completed. In the basic DMR
method, low-priority Bluetooth™ events are allocated almost
zero bandwidth when the 802.11 device 1s active (1.e., when 1t
1s not operating in the 802.11 1dle state). During the 802.11
idle state, the Bluetooth™ protocol uses as much bandwidth
as possible for low-priority Bluetooth™ events.

In accordance with the enhanced DMR method, the present
invention assigns Bluetooth™ events three levels of impor-
tance or priority: high, low and promotable. The basic and
enhanced DMR methods define high and low priority events
in a similar manner. Promotable priority events comprise
events that the enhanced DMR method may subsequently
promote from a low priority to a high priority depending on a
speciflied parameter or set of parameters. In one embodiment,
the DMR method can be characterized as a “bandwidth on
demand” method because some bandwidth 1s guaranteed for
the Bluetooth™ device regardless o the activity of the 802.11
device (1.e., bandwidth 1s allocated to the Bluetooth™ device
whether or not the 802.11 device 1s 1dle). An exemplary
method, referred to as a “QoS DMR” method, determines
whether to promote a low-priority event to a high-priority
using quality of service (QoS) configurations. For example,
QoS parameters such as service type, token rate and latency
can be used when allocating bandwidth 1n the DMR appara-
tus.

In one embodiment of the present invention, the inventive
apparatus includes an 802.11 protocol device and a Blue-
tooth™ protocol device. The 802.11 protocol device includes
an 802.11 radio and an 802.11 medium access control
(MAC). The Bluetooth™ protocol device includes a Blue-
tooth™ radio and a Bluetooth™ MAC. The present inventive
apparatus provides a means for disabling 802.11 transmis-
sions when high-priority or low-priority promoted Blue-
tooth™ events are detected. In one embodiment, the Blue-
tooth™ MAC transmits Tx (transmit) disable commands
directly to the 802.11 radio. In another embodiment, the
Bluetooth™ MAC transmits Tx disable commands to the
802.11 MAC, which then subsequently transmits Tx disable
commands to the 802.11 radio.

The present invention can be utilized in any wireless com-
munication system that uses a DMR apparatus. The present
invention reduces reception errors 1 devices using a DMR

apparatus while adequately maintaining data transmission
rates for both the Bluetooth™ and 802.11 protocols.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a first exemplary dual-
mode radio adapted for use with the present invention.

FIG. 2 1s a simplified block diagram showing a second
exemplary dual-mode radio adapted for use with the present
ivention.

FIG. 3 1s a flowchart of a first embodiment of the inventive
dual-mode radio method.

FIG. 4 1s a flowchart of an enhanced dual-mode radio
method 1n accordance with the present invention.

FIG. 5 1s a first exemplary embodiment of the inventive
QoS dual-mode radio method.

FIG. 6 1s a flowchart of a first exemplary software imple-
mentation of the dual-mode radio method for use 1n a master
device.

FIG. 7 1s a flowchart of the first exemplary software imple-
mentation of the dual-mode method for use 1n a slave device.
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FIG. 8 1s a flowchart of a second exemplary software
implementation of the dual-mode radio method for use 1n a
master device.

FIG. 9 1s a flowchart of the second exemplary software
implementation of the dual-mode method for use 1n a slave
device.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION OF THE INVENTION

Throughout this description, the preferred embodiment
and examples shown should be considered as exemplars,
rather than as limitations to the present invention.

The present invention 1s a method and apparatus for a
dual-mode radio (DMR) 1n a wireless communication sys-
tem. The present mvention provides “coexistence” or coop-
eration between co-located Bluetooth™ protocol and 802.11
protocol devices operating 1n a DMR. Coexistence refers to
contemporancous operation of devices using both protocols
at adequate data transmission rates when the devices’ anten-
nas are within close proximity to one another and the devices
transmit and receive in the same frequency band.

The present inventive method classifies Bluetooth™ pro-
tocol and 802.11 protocol events according to importance or
priority. In one embodiment, referred to as the “basic DMR
method”, the present mvention assigns two levels of 1mpor-
tance or priority to protocol events: high and low. In another
embodiment, referred to as the “enhanced DMR method”, the
present mnvention assigns three levels of importance or prior-
ity to protocol events: high, low and promotable.

The present inventive apparatus includes an 802.11 proto-
col device and a Bluetooth™ protocol device. The 802.11
protocol device includes an 802.11 radio and an 802.11
Medium Access Control (MAC). The Bluetooth™ protocol
device includes a Bluetooth™ radio and a Bluetooth™ MAC.
The inventive apparatus includes a means for disabling
802.11 transmissions during high-priority Bluetooth™
events. In one embodiment, the Bluetooth™ MAC transmits
Tx (transmit) disable commands directly to the 802.11 radio.
In another embodiment, the Bluetooth™ MAC transmits Tx
disable commands to the 802.11 MAC, which subsequently
disable transmissions by the 802.11 radio. An exemplary

dual-mode radio apparatus adapted for use with the present
invention 1s now described.

Exemplary Dual-Mode Radio (DMR) Adapted for Use with

the Present Invention

The exemplary dual-mode radio (DMR) provides coexist-
ence for Bluetooth™ and 802.11 when co-located 1n the same
device. Those skilled in the communication art shall recog-
nize that the DMR of FIG. 1 1s exemplary only, and therefore,
1s not meant to be a limitation to the present invention. Com-
ponents of the exemplary DMR of FIG. 1 are described in
greater detail 1n the incorporated Bluetooth™ and 802.11
specifications. A first exemplary DMR 1s now described with
reference to FI1G. 1.

FIG. 1 1s a block diagram showing a first exemplary DMR
for use with the present invention. As shown in FIG. 1, the first
exemplary DMR apparatus 100 includes a Bluetooth™ (BT)
device 110, an 802.11 device 150, an 802.11 antenna 190 and
a Bluetooth™ antenna 180. The 802.11 device 150 1s opera-
tively coupled to the 802.11 antenna 190. The BT device 110

1s operatively coupled to the Bluetooth™ antenna 180.

As shown 1n FIG. 1, the BT device 110 includes a BT radio
120 and a BT medium access control (MAC) 130. The 802.11

device 150 similarly includes an 802.11 radio 160 and an
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802.11 MAC 170. As 1s well known, a MAC ensures that the
physical medium (e.g., the 2.4 Ghz frequency band) 1s shared
in a fair, consistent and efficient manner (1.e., at a high per-
formance level ). The MAC controls client access to the physi-
cal communication medium. The MAC determines when cli-
ents are allowed to transmit on the physical medium and when
they are not allowed to transmut. In addition, 1f contentions are
permitted, the MAC controls the contention process and
resolves any collisions that may occur. The MAC 1s part of a
layered data transport protocol wherein the lowest data trans-
port layer 1s the physical signaling layer. The physical trans-
port layer 1s used to interface the higher communication pro-
tocol layers with the shared physical medium.

The BT device 110 provides a means for the higher com-
munication protocol Bluetooth™ communication layers to
transmit and receive data through the antenna 190. As shown

in FI1G. 1, the BT MAC 130 1s operatively coupled to the BT
radio 120, the 802.11 MAC 170 and the 802.11 radio 160.
When operating 1n BT transmission mode, the BT MAC 130
receives data from higher communication layers and trans-
mits data to the BT radio 120 for transmission via the Blue-
tooth™ antenna 180. When operating in a BT reception
mode, the BT MAC 130 rece1ves data from the BT radio 120
via the Bluetooth™ antenna 180 and transmits data to com-

munication higher layers. The BT MAC 130 recetves inifor-
mation from the 802.11 MAC 170 regarding 802.11 status

(e.g., 802.11 active or 1dle). The BT MAC 130 1s capable of
transmitting a transmit disable command to the 802.11 radio
160 via Tx Disable mput of the 802.11 radio 160 via Tx
Disable mput of the 802.11 radio 160.

Similarly, the 802.11 device 150 provides a means for the
higher communication protocol 802.11 communication lay-
ers to transmit and recetve data through the 802.11 antenna
190. The 802.11 MAC 170 1s operatively coupled to the
802.11 radio 160 and the BT MAC 130. When operating 1n an
802.11 transmission mode, the 802.11 MAC 170 receives
data from higher communication layers and transmits data to
the 802.11 radio 160 for transmission via the 802.11 antenna
190. When operating in an 802.11 reception mode, the 802.11
MAC 170 recerves data from the 802.11 radio 160 and trans-
mits data to higher communication layers. The BT MAC 130
samples the state of the 802.11 MAC 170 to determine
whether the 802.11 device 150 1s active or 1dle.

As described 1n more detail hereinbelow regarding the
present DMR method, the present invention can use the first
exemplary DMR 100 to provide coexistence between BT and
802.11 protocols. In one embodiment of the DMR method,
the BT MAC 130 transmits a transmit disable command to the
802.11 radio 160 whenever the BT MAC 130 receives infor-
mation regarding an 802.11 transmission event occurring in
the 802.11 device 150. The information i1s communicated to
the BT MAC 130 by the 802.11 MAC 170. The second
exemplary DMR 200 1s similar to the first exemplary DMR
100, and thus, identical components are not described herein.

As shown 1n FIG. 2, the BT device 210 includes a BT radio
220 and a BT MAC 230. The 802.11 device 250 includes an
802.11 radio 260 and an 802.11 MAC 270. The BT MAC 230
1s operatively coupled to the BT radio 220 and the 802.11
MAC 270. The BT MAC 230 1s capable of transmitting a
transmit disable command to the 802.11 MAC 270 via a Tx
Disable mput.

The 802.11 device 250 provides a means for the higher
802.11 communication protocol layers to transmit and
receive data through the 802.11 antenna 190. The 802.11
MAC 270 1s operatively coupled to the 802.11 radio 260 and
the BT MAC 230. The 802.11 MAC 270 transmits informa-
tion to the BT MAC 230 regarding 802.11 operating state
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(e.g., 802.11 active or 1dle). The 802.11 MAC 270 receives a
transmit disable command from the BT MAC 230. When the
transmit disable signal 1s received by the MAC 270, the
802.11 MAC 270 disables 802.11 transmissions. In one
embodiment, the 802.11 MAC 270 disables 802.11 transmis-
sions via software. In another embodiment, the 802.11 MAC
270 disables 802.11 transmissions by transmitting disable
transmit commands to the 802.11 radio 260. The present
inventive dual-mode radio method 1s now described.

Dual-Mode Radio Method of the Present Invention

The present mventive dual-mode radio method provides
Bluetooth™ and 802.11 functionality 1n a dual-mode radio.
The DMRs described above with reference to FIGS. 1 and 2
are adapted for use with the present inventive DMR method.
However, this 1s not meant to be a limitation to the present
invention, as those skilled in the communication arts shall
recognize that the inventive DMR method can be used with
different DMRs without departing from the scope or spirit of
the present invention.

When either the Bluetooth™ protocol or the 802.11 pro-
tocol in a DMR device has high volumes of user traific, either
protocol can utilize the radio channel predominantly to real-
ize higher throughput. However, when both protocols have
high volumes of user trailic, one or both protocols must
decrease throughput because of sharing of the common
physical medium of the ISM band.

The DMR method attempts to interleave the actions of
Bluetooth™ and 802.11 protocols 1n a DMR apparatus to
reduce percerved degradation in performance or reliability to
users. As 1s well known, both Bluetooth™ and 802.11 proto-
cols have “events”, which are defined as control or user data
transmissions or receptions. Some events (e.g., 802.11 bea-
cons and Bluetooth™ LMP messages) are system critical, or
very important to proper system operation, and thus, are
referred to as “high-priority” events.

The present inventive DMR method classifies Bluetooth™
protocol events according to their importance. In one embodi-
ment, referred to as the “basic DMR method”, the present
invention assigns two levels of importance or priority to Blue-
tooth™ protocol events: high and low. In another embodi-
ment, referred to as the “enhanced DMR method”, the present
invention assigns three levels of importance or prionty to
Bluetooth™ protocol events: high, low and promotable.

The DMR method allows high-priority Bluetooth™ events
to occur uninterrupted. Generally, high-priority Bluetooth™
events are short in duration with low duty cycles. In one

embodiment, the DMR method defines the Bluetooth T
events listed in TABLE 1 as high-priority Bluetooth™ events.

TABL

(L.

1

Exemplary Bluetooth ™ High-Priority Events

Sniff slots (human interface device (HID) 1s covered 1n this rule)
Park beacons

Keep Alive NULLs (mimmimum every 200 ms)

Page Response/Inquiry Response sequences

Page Scanning/Inquiry Scanning

Master slave switch

LMP messages

Paging

Inquiry

Transmissions to prevent link supervision timeout
High prionty L2CAP traffic (e.g., HID and VoIP)
Un-hold (until the response to the POLL 1s recerved)
Un-Sniff (until the response to the POLL is received)
Un-Park (until the response to the POLL is received)
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The exemplary high-priority events listed in TABLE 1 are
not meant to be an all-inclusive list. Those skilled 1n the
communication art shall recognize that different events can
be defined as high-priority Bluetooth™ events without
departing from the scope or spirit of the present invention. A
first DMR method 1s now described with reference to the
flowchart of FIG. 3.

The first dual-mode radio method is referred to as the
“basic DMR method”. The basic DMR method assigns either
high priority or low priority to Bluetooth™ protocol events.
These priority assignments can be predetermined or dynami-
cally selected during radio operation. The basic DMR method
queues low-priority Bluetooth™ events until the 802.11
device enters the 802.11 1dle state. For high-priority Blue-
tooth™ events, the basic DMR method prevents or disables
the 802.11 device from transmitting (e.g., by interrupting its
Tx enable signal) until the high-priority Bluetooth™ event 1s
completed.

The first or basic DMR method can be implemented with
the following enhancements. In a first enhancement, separate
priorities are assigned for general “Smiil” events and “HID”
events. In one embodiment, HID events are assigned highest
priority, whereas, general Snifl events are assigned lower
priority. In a second enhancement, “Page Scanning” and
“Inquiry Scanning” are assigned high priority only during
specified time intervals. For example, two consecutive scans
are assigned high priority and the subsequent two consecutive
scans are assigned low priority. In a third enhancement, both
devices are allowed to contemporaneously transmit using
different antennas. In a fourth enhancement, an additional
input 1s added to the Bluetooth™ device from the 802.11
device that indicates when an active reception occurs. For
example, the CCA output from the 802.11 baseband inte-
grated circuit can be used for this purpose.

FIG. 3 1s a flowchart of a first dual-mode radio method 1n
accordance with the present invention. As shown in FIG. 3,
the first DMR method 300 begins ata STEP 310 whereat the
method 300 waits for the occurrence of a Bluetooth™ event.
When a Bluetooth™ event 1s detected, the method 300 pro-
ceeds to a decision STEP 330 whereat the method 300 deter-
mines whether the event 1s a high-priority event. In the basic
DMR method, high-priority Bluetooth™ events are short 1n
duration and/or have low duty cycles. An exemplary list of
high-priority Bluetooth™ events 1s defined above and shown
in table 1. All Bluetooth™ events that are not high priority
are, by definition, low priority events.

If the method 300 determines that the event 1s a high-
priority event, the method 300 proceeds to a STEP 3350
whereat the method 300 enables protection (1.e., 802.11 trans-
missions are disabled). If the method determines that the
event 1s not a high priority event, the method proceeds to a
STEP 340 whereat the method 300 transmits and recerves
without modification (1.e., the radio operates 1n a normal
mode and does not disable 802.11 transmissions). After the
STEP 340, the method 300 returns to the STEP 310 to wait for
another event.

After the STEP 350, the method proceeds to a STEP 360
whereat the method transmits and receives with “enable pro-
tection” (1.e., transmits and receives 1 a protected mode,
which disables 802.11 transmissions). After the STEP 360,
the method proceeds to a STEP 370 and disables protection
(1.e., the method then allows 802.11 transmissions). After the
STEP 370, the method returns to the STEP 310 to await
another event.

The basic DMR method limits the throughput of the Blue-
tooth™ device when Bluetooth™ events are low priority and
the 802.11 device 1s active (1.e., not 1n the 802.11 1idle state).
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The low-priority Bluetooth™ events receive capacity (i.e.,
transmit and receive time allocations) only when the 802.11
device 1s 1n the 802.11 1dle state (except for possibly one
packet every N ms (N approximately equal to 125), when the
Bluetooth™ events are permitted to receive access to “keep-
alive” events over a specific physical link to main robustness
of the network). To facilitate a better understanding of the
basic DMR method, exemplary scenarios are now described.

In a first exemplary scenario, both the Bluetooth™ and
802.11 protocols have equal user data rates over the two links.
Consider an example where a personal digital assistant (PDA)
1s synchronized to a network-based server via a Bluetooth™
connection to a laptop computer and then over an 802.11
connection to a LAN. If the 802.11 radio has full use of the
radio channel (i.e., there 1s no Bluetooth™ activity or any
other interference on the radio channel), 1t can operate at a
user rate of approximately 4 Mbps. 11 the Bluetooth™ radio
has full use of the radio channel, 1t can operate at an asym-
metrical user rate of approximately 700 kbps.

I1 both the Bluetooth™ and 802.11 protocols operate using
an alternating use of the radio channel with efficient switch-
ing (1.e., 1f operating under a best case scenario of sharing the
radio channel), the optimal sharing of the “air time” 1s
approximately 15% allocated for 802.11 transmissions and
85% allocated for Bluetooth™ transmissions. In this case, the
net data rate for each protocol 1s approximately 600 kbps.
Thus, a realistic upper bound for the fraction of real time
allocated for Bluetooth™ transmissions 1s approximately
80%.

In a second exemplary scenario, the basic DMR method 1s
described i relation to an 802.11 device that 1s 1dle except for
beacon monitoring. In the basic DMR method, low-priority
Bluetooth™ events are allocated almost zero bandwidth
when the 802.11 device 1s active (1.e., when 1t 1s not 1n an 1dle
state). However, when the 802.11 is idle, the Bluetooth™
protocol uses as much bandwidth as possible to process low-
priority Bluetooth™ events. Thus, the overall bandwidth allo-
cated to the low-priority Bluetooth™ events equals the per-
centage of time that the 802.11 device 1s 1dle. However, this
bandwidth allocation may be unacceptable because Blue-
tooth™ transmissions can be completely halted when the
802.11 device transmits or recerves large files. Under typical
operating conditions, Bluetooth™ transmissions receive less
than approximately 20 kbps when the 802.11 device transmits
or recerves large files, which may or may not be acceptable to
the user. A second DMR method (i.e., an enhanced DMR
method) increases the throughput of low-priority Blue-
tooth™ events when the 802.11 1s active. The second or
enhanced DMR method 1s now described with reference to

FIG. 4.

The second DMR method (or the enhanced DMR method)
builds on the basic DMR method described above with ret-
erence to FIG. 3. The enhanced DMR method uses a simple
augmentation to the basic method that “guarantees™ the Blue-
tooth™ protocol some amount of bandwidth at all times (1.¢.,
regardless of whether the 802.11 radio 1s active). The
enhanced DMR method uses three prionty level events,
whereas the basic DMR method uses only two priority level
events. In both the enhanced and basic DMR methods, the
high and low prionty level events are defined similarly. The
three priority level events used by the enhanced DMR method
are defined as follows:

1. Low Priority (LP) Events: non-time critical Bluetooth™
events. LP events do not cause preemption of the 802.11
radio. LP events typically are allocated bandwidth only
when the 802.11 device 1s 1dle. LP events can also be
allocated bandwidth when events are triggered by other
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requirements (e.g., when the Bluetooth™ device 1is
going to poll at an 8 times/sec rate for power control).

2. Promotable Priority (PP) Events: non-time critical Blue-
tooth™ events that may be promoted to high-priority
event status. Promotion to high priority level event status
1s determined by a specified parameter (e.g., a QoS
parameter). A PP event preempts the 802.11 device
when it 1s not 1dle.

3. High Prionity (HP) Event: time critical Bluetooth™
events with typically short time durations. For example,
“smifl”, “park™, “LMP” sequences, power control polls
and “keep-alive” messages to slave devices. HP events
take priority over 802.11 events. As described below, the
enhanced DMR method interrupts the 802.11 device to
ensure servicing of HP events.

FIG. 4 1s a flowchart of the enhanced DMR method. The
enhanced method assigns one of three priorities to Blue-
tooth™ protocol events: high, low and promotable. These
priority assignments can be predetermined or dynamically
selected during radio operation. The enhanced DMR method
of FIG. 4 1s similar to the basic DMR method of FIG. 3, and
thus, identical STEPS are not described in detail herein.

As showni1n FIG. 4, the enhanced DMR method 400 begins
ata STEP 310 whereat the method waits for the occurrence of
a Bluetooth™ event. When a Bluetooth™ event 1s detected,
the method proceeds to a decision STEP 330 whereat the
method determines whether the Bluetooth™ event 1s a high-
priority event. If the method determines that the Bluetooth™
event 1s a high-priority event, the method 400 proceeds to a
STEP 350 whereat the method enables protection (1.e., the
method disables 802.11 transmissions). If the method deter-
mines that the Bluetooth™ event 1s not a high-priority event
at the STEP 330, the method proceeds to a decision STEP
335.

After enabling protection at the STEP 330, the method
proceeds to a STEP 360 whereat the method transmits and
receives with protection enabled. After the STEP 360, the
method then proceeds to a STEP 370 whereat the method
disables protection. After the STEP 370, the method returns
to the STEP 310 to await the occurrence of the next event.

At the decision STEP 335, the method determines whether
the Bluetooth™ event should be promoted from a low-prior-
ity event to a high priority event. An exemplary method of
determining whether to promote a low-priority event to a
high-priority event i1s described below with reference to the
QoS DMR method. If the method determines that the low-
priority Bluetooth™ event should be promoted to a high-
priority event, the method proceeds to the above-described
STEP 350 and transmits with protection enabled. Otherwise,
the method proceeds to a STEP 340 whereat the method
transmits and receives 1n a normal mode. After the STEP 340,
the method returns to the STEP 310 to await another event.
The enhanced DMR method controls 802.11 transmissions to
improve system capacity of both 802.11 and Bluetooth™
communications protocols 1n a DMR radio.

The enhanced DMR method 1s considered to be a “band-
width on demand” method because some bandwidth 1s guar-
anteed to be allocated to the Bluetooth™ device regardless of
the activity of the 802.11 device (1.e., whether or not the
802.11 device 1s operating 1in a power savings mode). When
bandwidth 1s not required by the Bluetooth™ device 1t does
not preempt the 802.11. In one embodiment referred to herein
as the “QoS DMR method”, the bandwidth on demand uses
quality of service (QoS) parameters such as service type,
token rate and latency, to allocate bandwidth in the DMR
apparatus. The QoS DMR method 1s now described with
reference to FIG. 5.
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The QoS DMR method uses QoS parameters to determine
whether to promote a promotable priority event to a high-
priority event (see, for example, STEP 335 of FIG. 4). In one
embodiment, the QoS DMR method uses parameters pro-
vided by the logical link control and adaptation protocol
(L2CAP). The L2CAP 1s a Bluetooth™ protocol thatrecerves
data from higher protocol layers and applications and trans-
mits the date over the lower layers. L2ZCAP passes packets
either to the host controller imtertace (HCI), or 1n a host-less
system, directly to the link manager (LM).

As described in the above-incorporated Bluetooth™ speci-
fication, the L2CAP accepts QoS parameters. The QoS
parameters can be established 1n order to request desired
service characteristics. The QoS parameters are exchanged
between the L2CAP levels of master and slave devices, and
thus, a master device can attempt to achieve a desired service
request by scheduling events. The L2CAP can transmit QoS
parameters to the LM using an HCI message. The following,
l1st 1s an exemplary list of QoS parameters that the QoS DMR
method can use to determine whether to promote a low-
priority event to a high-priority event:

Exemplary List of QoS Parameters:

1. Service_Type: indicates if the connection should be
treated as “Best Effort” or “Guaranteed”.

2. Token_Rate: the desired data rate (in bytes/sec).

3. Latency: effectively the maximum delay from when an
application delivers a packet of data to L2ZCAP and when
it 1s transmitted over the air link (in microseconds).

The QoS parameters are transierred from L2CAP to the
LM. The LM communicates the polling rate (Tpoll) over the
air link in the LMP_quality_of_service PDU 1n a well-known
manner. The slave device can request a “Tpoll” value. The
master device informs the slave device of the Tpoll that waill
be used by the master device to determine a minimum polling,
rate. Three exemplary embodiments of the QoS DMR method
are now described.

A first exemplary embodiment of the QoS DMR method 1s
also referred to herein as the “simple capacity allocation
(SCA)” method. The SCA method uses three QoS param-
eters, “Service_Type”, ““Token_Rate” and “Latency”, to guar-
antee that bandwidth 1s allocated to a Bluetooth™ device. The
SCA method uses the Service_Type parameter to identily
Bluetooth™ connections that should be assigned promotable
Bluetooth™ prionity. The SCA method assigns higher prior-
ity to Bluetooth™ connections for which “Guaranteed” ser-
vice 1s requested. The SCA method attempts to provide the
requested service even 1f the 802.11 transmissions must be
pre-empted. The SCA method 1s now described with refer-
ence to FIG. 5.

FIG. 5 1s a first exemplary embodiment of the QoS DMR
method 1n accordance with the present invention. As shown in
FIG. 5, the SCA method 500 begins at a STEP 510 whereat
the method determines a polling rate (“Tpoll”) in units of
slots. In one embodiment, the method uses the “Latency”
parameter to get a “I'poll” value by converting the latency
value (1n microseconds) mto a Tpoll value (1n units of slots)
using the following conversion equation:

[7poll]z arene, (10 units of slots)=Latency/625

After the STEP 510, the SCA method proceeds to a STEP
520.

At the STEP 520, the SCA method 500 determines a
required minimum packet rate value ([Tpoll] . ). The inven-
tive SCA method determines the required minimum packet
rate because allowing one packet for each Tpoll interval may
not meet the requested capacity requirements. In one embodi-

10

15

20

25

30

35

40

45

50

55

60

65

12

ment, the SCA method determines the required minimum
packet rate by selecting either the [ Tpoll], ., or the [ Tpoll]
= (1.€., a Tpoll value that 1s based on the requested data rate
(1.e., Token_Rate)). The SCA method determines the required
minimum packet rate ([Tpoll], .. ,) by assuming that DHS5
packets can be used (sulliciently low packet error rate) over
the air link. In Bluetooth™, DHS5 packets are the highest
bandwidth packet available containing 339 bytes of informa-
tion. When transmitted every 3.75 ms the unidirectional data
rate for DHS5 packets 1s 723.2 kbps. With one DHS packet
every Tpoll period, the required interval to meet the data rate
request can be determined in accordance with the following
equation:

[Tpoll] gy 1n slots = (339 /0.625)« 1000/ (Token Rate in bytes/sec)

= 542400/ (Token Rate).

The SCA method determines the required minimum packet
rate by selecting the minimum of these two values as shown in
the following equation:

[Tpﬂll] HSEJ:MIN( [TpDH] lxtericyr [TPDH]E W)

This interval would meet both the latency and the band-
width requirements assuming that one DHS5 packet can be
delivered without error every polling time. A potential prob-
lem in the DMR device 1s that the time windows that this
interval leaves for the 802.11 device controller may be 1nad-
equate. If the Bluetooth™ protocol carries one packet pair
cach poll event this consumes 6 or 10 slots, depending on
whether the packet pairis a S slot plus 1 slot ACK, oritisa 5
slot plus 5 slot, for symmetrical data flows. Thus, as the value
of Tpoll decreases, the time available for the 802.11 trans-
missions ( ITpoll minus 10 slots) may be too short to be effec-
tive. Adding to the complexity is the fact that the packet sizes
for 802.11 transmissions can vary from well under a mailli-
second to more than 10 milliseconds. If both directions of the
802.11 communications protocol are communicating data
packets (rather than one communication comprising a simple
“acknowledge” (ACK) transmission), the 802.11 protocol
can require as much as 20+ milliseconds to carry out a single
packet pair. Thus, as Tpoll approaches 40 slots (the recom-
mended default in Bluetooth™) this can become a critical

1ssue. After the STEP 520, the SCA method proceeds to a
decision STEP 530.

At the decision STEP 530, the SCA method determines
whether the poll period required by the QoS latency con-
straint (1.e., the [1poll]; ,,.,..,.) 18 greater than the poll period
required by the bandwidth constraint (1.e., the [Tpoll] ;). It
s0, the SCA method proceeds to a STEP 540, else, the SCA
method proceeds to a decision STEP 550. At the STEP 540,
the SCA method 500 has the option of using a polling interval
that has a duration up to the longer [1poll], .., value. The
method also can carry more than one packet at each Tpoll time

event. After the STEP 540, the SCA method 500 proceeds to
the decision STEP 550.

At the decision STEP 550, the SCA method determines

whether the partitioning of the bandwidth allocation between
the Bluetooth™ and 802.11 protocols violates the recom-
mended 20/80 bandwidth allocation split described above. In
one embodiment, the SCA method determines at STEP 550
whether the 802.11 bandwidth capacity 1s less than 20%. IT
so, the method proceeds to a STEP 560, clse the method
returns to the STEP 510 to determine the polling rate Tpoll as
described above.
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At the STEP 560, the inventive method modifies the band-
width allocation so that the 802.11 bandwidth capacity 1s
greater than or equal to 20%. In one embodiment, the Tpoll
and/or number of packets per poll event are modified to
achieve the required 802.11 bandwidth capacity. This modi-
fication can occur even when the Bluetooth™ bandwidth
capacity exceeds 80%. For example, when the 802.11 proto-
col device 1s 1dle, the Bluetooth™ protocol can temporarily
increase to a higher capacity. However, 1n typical operating
conditions, Bluetooth™ bandwidth capacity will not increase
to more than approximately 95% when the 802.11 1s moni-
toring an access point for beacon transmissions because the
802.11 beacon monitoring requires allocation of at least one
or two milliseconds every 100 milliseconds.

In another embodiment of the present inventive method,
under conditions where latency 1s not a concern for the Blue-
tooth™ protocol, the method 500 allows the 802.11 protocol
to transmit packets over the airlink using longer blocks of
time. In this embodiment, the ““Tpoll” bandwidth parameter 1s
expressed as a percentage of slots. The Bluetooth™ packets
are gathered together to increase the airlink time for the
802.11 protocol transmissions. Thus, under the conditions
wherein DHS5 packets are transmitted 1n one direction, and
one slot packets (e.g., DM1, DHI and NULL) are transmitted
in a reverse direction, the Tpoll bandwidth, expressed as a
percentage of slots, can be determined as shown in the fol-
lowing equation:

[Ipoll]gyro,=6/{Ipoll] 5y

A second exemplary embodiment of the QoS DMR method
1s also referred to herein as the “Accounting of Delivered
Data” (ADD) method. The ADD method takes account of
delivered data and adjusts the Bluetooth™ protocol band-
width allocations and the polling interval to maintain a
desired throughput of connections having a “Guaranteed”
service_type. In one embodiment of the ADD method, the
total delivered data 1s monitored based on acknowledgement
signals (ACKs). The Bluetooth™ master device shiits to
other slaves, or to the 802.11 activity, only when the requested
data rate (Token Rate) 1s met at each poll event.

A third exemplary embodiment of the QoS DMR method s
also referred to herein as the “Best Effort” (BE) method.
Bluetooth™ connections having a “Best Effort” service_type
will recetve poor service when the 802.11 protocol 1s busy.
The baseline capacity for any device 1s the poll rate for power
control and link maintenance of approximately 8 times/sec.
This results 1n a data rate that 1s less than or equal to 22 Kbps.
The BE method ensures a higher minimum rate by utilizing
the Latency parameter of the Bluetooth™ QoS interface to set
a Tpoll that 1s less than the 200 slots (imposed by the power
control function). Combined with a “max_slots” value, the
link can be limited to a certain data rate and the capacity
impact on the 802.11 communications protocol will be
known. For example, if the Tpoll value for such a device 1s as
small as the default value of 40 slots and DHS5 packets are
used, the data rate can be as high as 108 kbps. Under these
conditions, the 802.11 radio 1s allocated approximately 85%
of the real-time link and 1s segmented into 21 msec spans.
This has a significant impact on the resulting 802.11 band-
width capacity.

Exemplary Software Implementations of the DMR Method

In one embodiment, the above-described DMR method 1s
implemented 1n soitware. The exemplary software imple-
mentations can be used as an optional feature of a protocol
stack. In one embodiment, the exemplary software imple-
mentations are enabled through a separate build of code. In
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another embodiment, the exemplary software implementa-
tions are enabled through configuration parameters stored in
non-volatile memory (e.g., EEPROM or Flash memory),
where the protocol stack defaults to disable the exemplary
soltware implementations. In addition, when the 802.11 com-
munication protocol 1s mactive, the Bluetooth™ communi-
cations protocol functions normally. In one embodiment, the
exemplary software implementations are enabled and dis-
abled using an HCI command (using either a vendor specific
or standard, unused HCI command).

The first exemplary software implementation of the present
DMR method provides a mechanism for the basic and
enhanced DMR methods to enable protection for Blue-
tooth™ transmission and receptions. The first exemplary
soltware implementation determines 802.11 protocol status
(c.g., the mode of operation) and controls the Bluetooth™
activity. The first exemplary software implementation dis-
ables 802.11 transmissions whenever the Bluetooth™ proto-
col 1s transmitting and during high priority receptions.

In one embodiment, the first exemplary software imple-
mentation uses the BT_ACTIVE output to disable the 802.11
TX enable signal that 1s internal to the 802.11 reference
design (see, e.g., FIG. 1 above). The BT_ACTIVE is an active
high signal. The first exemplary software implementation
which 1s used to control the BT_ACTIVE output in master
and slave devices 1s now described with reference to FIGS. 6
and 7. The software implementation 1n a master device 1s
described with reference to FIG. 6. The software implemen-
tation 1n a slave device 1s described with reference to FIG. 7.

FIG. 6 1s a flowchart of the first exemplary software imple-
mentation of the DMR method for use 1n a master device. As
shown 1n FI1G. 6, the first exemplary software implementation
600 begins at a decision STEP 610 whereat the method deter-
mines whether the event 1s a high-priority Bluetooth™ event.
If so, the method proceeds to a STEP 612, else, the method
600 proceeds to a decision STEP 620.

At the STEP 612 the method sets the BT ACTIVE GPIO
output to a logical high value (1.e., “active”), which disables
802.11 transmissions in the manner described above. After
the STEP 612, the method proceeds to a STEP 614 whereat
Bluetooth™ transmissions are allowed. After the STEP 614,
the method proceeds to a STEP 616 whereat the Bluetooth™
radio recerves data. Thus, the Bluetooth™ protocol transmis-
sions and receptions are protected from interruption by the
802.11 transmissions. Alter the STEP 616, the method pro-
ceeds toa STEP 618 whereat the method 600 setsthe BT AC-
TIVE GPIO output to a logical low value (1.e., “inactive”),
which enables 802.11 transmissions in the manner described
above. After the STEP 618, the method returns to the decision
STEP 610 to determine 11 the event 1s a high priority event.

At the STEP 620, the method determines whether the
802.11 device 1s operating 1n an 1dle mode. If so, the method
proceeds to a STEP 622, else, the method 600 returns to the
decision STEP 610. At the STEP 622, the method sets the
BT_ACTIVE GPIO output to high or a logical one (i.e.,
active), which disables 802.11 transmissions. After the STEP
622, the method proceeds to a STEP 624 whereat the Blue-
tooth™ radio transmits data. After the STEP 624, the method
proceeds to a STEP 626 whereat the method sets the BT _AC-
TIVE GPIO output to a low or a logical zero value (i.e.,
inactive), which enables 802.11 transmissions. After the

STEP 626, the method proceeds to a STEP 628 whereat the
Bluetooth™ radio receives data. Thus, the Bluetooth™ pro-

tocol transmissions are protected from interruption (BT _AC-

TIVE=1), whereas the Bluetooth™ protocol receptions are
unprotected (BT_ACTIVE=0). After the STEP 628, the

method 600 returns to the decision STEP 610.
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FI1G. 7 1s a flowchart of the first exemplary software imple-
mentation of the DMR method for use 1n a slave device. As
shown 1n FIG. 7, similar to the implementation in the master
device (FIG. 6) the first exemplary software implementation
method 600' begins at a decision STEP 710 whereat the
method 600" determines whether the Bluetooth™ event 1s a
high-priority Bluetooth™ event. It so, the method proceeds to

a STEP 712, else, the method proceeds to a STEP 720.

At the STEP 712, the method sets the BT ACTIVE to a
logical high value (i.e., “active™), which disables the 802.11
transmissions. After the STEP 712, the method proceeds to a
STEP 714 whereat the Bluetooth™ transmissions are
allowed. After the STEP 714, the method proceeds to a STEP
716 whereat the Bluetooth™ radio receives data. Thus, the
Bluetooth™ protocol transmissions and receptions are pro-
tected from interruption by the 802.11 transmission. After the

STEP 716, the method proceeds to a STEP 718 whereat the
method 600 sets the BT_ACTIVE signal to a logical low
value (1.e., “inactive”), which enables 802.11 transmissions.
After the ST =P 718, the method returns to the decision STEP
710 to determine 11 the event 1s a high prlorlty event.

Atthe STEP 720 the Bluctooth™ radio receives data. After
the STEP 720, the method proceeds to a decision STEP 724
whereat the method determines whether the 802.11 device 1s
idle. If so, the method proceeds to a STEP 726, else, the
method returns to the decision STEP 710. At the STEP 726,
the method 600 sets the BT_ACTIVE signal to a high or a
logical one (1.e., “active’), which disables 802.11 transmis-
sions. At the STEP 728 Bluetooth™ transmissions are per-
mitted. After the STEP 728, the method proceeds to a STEP
730 whereat the method 600 sets the BT_ACTIVE signal to
low or a logical zero (1.e., “inactive™), which enables 802.11
transmissions. Thus, the Bluetooth™ protocol receptions are
unprotected from 802.11 interruption, whereas the Blue-
tooth™ protocol transmissions are protected. After the STEP
730, the method 600 returns to the decision STEP 710.

In summary, the first exemplary software implementation
of the present DMR method determines whether Bluetooth™
events are high priority and whether the 802.11 radio 1s trans-
mitting. The method sets the BT_ACTIVE signal to either a
high or low value depending upon the aforementioned deter-
minations and the Bluetooth™ frame structure. In addition,
the method does not restore transmit capability to the 802.11
communications protocol until the Bluetooth™ radio finishes
transmission attempts.

The second exemplary software implementation of the
present DMR method provides a mechamism for promoting,
promotable priority Bluetooth™ events to high-priority Blue-
tooth™ events. The method also provides a mechanism for
enabling protection for Bluetooth™ transmission and recep-
tions. The second exemplary software implementation of the
inventive DMR method determines 802.11 protocol status
(e.g.,the 802.11 mode of operation) and controls Bluetooth™
activity. The second exemplary software implementation dis-
ables 802.11 transmissions whenever the Bluetooth™ device
1s transmitting. 802.11 transmissions are also disabled when-
ever the Bluetooth™ radio 1s receiving high priority data.

In one embodiment of the second exemplary software
implementation, a counter 1s used to determine when to pro-
mote promotable Bluetooth™ events. In one embodiment,
the counter 1s 1mitiated in Bluetooth™ firmware when the
802.11 device 1s active (1.e., not operating 1n 1dle state). The
counter, referred to herein as “count”, counts the number of
timeslots (e.g. 625 us) while the 802.11 1s active subject to the
following rules:

1. The counter, count, 1s active while the 802.11 device 1s

active.
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2. The units of count are timeslots.
3. When 802.11 1s 1dle the counter remains at zero.

4. When count reaches a predefined maximum value,
MAX, the counter 1s reset to zero.

When the Bluetooth™ device, operating as master or slave
device, has no transmissions, 1t immediately sets count to
zero, thereby allowing the 802.11 protocol to gain access to
the channel.

The second exemplary software implementation of the
present DMR method promotes promotable Bluetooth™ pri-
ority events to high priority Bluetooth™ events 1n accordance
with the following rules:

1. While count is less than a threshold “thresh™ low priority

Bluetooth™ events are prohibited.

2. While count 1s greater than thresh, low priority events are
treated as 1 they were high priornity events, until count
reaches a maximum value, “MAX”’.

In one embodiment, the values for “MAX” and “thresh”
are virtually static and defined hereinbelow with reference to
TABLE 2. These values are likely to differ from those shown
in TABLE 2 depending on whether the device 1s a master or
slave. They may also be different from those shown depend-
ing on the required quality of service. Thus, latency 1s deter-
mined by the maximum amount of time that the 802.11 device
can be off the air without producing detrimental effects. The
second exemplary software implementation of the DMR
method ensures that the 802.11 protocol 1s able to receive at
least 1 out of every 3 beacons. Therefore, a time window of
approximately 110 ms (102.4 ms required for the beacon
interval and 1 ms required for the length of the beacon, with
some flexibility), or 176 slots, should be available every 307.2
ms (three beacon intervals). The closest integer number of
slots to 307.2 ms 1s 492 slots, or 307.5 ms. Thus, the Blue-
tooth™ communications protocol 1s allocated 64.2% of the
channel, while the 802.11 protocol 1s allocated 35.8%. This
channel allocation 1s exemplary only and different bandwidth
allocation ratios may be used without departing from the
scope or spirit of the present invention.

TABLE 2
Value Master Mode Slave Mode
MAX 492 492
Thresh 176 176

In another embodiment, the values for MAX and thresh are
based on the HCI_QoS_Setup message parameters. A second
exemplary soiftware implementation of the present DMR
method for controlling the BT_ACTIVE control signal in
master and slave devices 1s now described with reference to
FIGS. 8 and 9. FIG. 8 shows a flowchart of the second exem-
plary soitware implementation of the present DMR method
for use 1n a master device. FIG. 9 shows a flowchart of the
method for use 1n a slave device.

As shown 1n FIG. 8, the second exemplary software imple-
mentation of the DMR method begins at a STEP 810 whereat
the method checks whether the counter value 1s larger than
MAX. If the counter 1s large than MAX, MAX 1s subtracted

from the current value of count.

After the STEP 810, the method proceeds to a decision
STEP 812 whereat the method determines whether transmis-
sion or reception 1s required. If transmission or reception 1s
not required the method proceeds to STEP 814 where the
count 1s increased by 2 (e.g. two timeslots) to account for two
timeslots during which the 802.11 device 1s allowed to access

the channel. After the STEP 814, the method returns to the
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STEP 810. If transmission or reception 1s required at STEP
812, the method proceeds to STEP 820.

At the decision STEP 820, the method determines whether
the Bluetooth™ event 1s a high-prionity event. If so, the
method proceeds to a STEP 822, else, the method proceeds to
a decision STEP 830. At the STEP 822, the method sets the
BT_ACTIVE control signal to logical high or “one” value
(1.e., active), which disables 802.11 transmissions. After the
STEP 822, the method proceeds to a STEP 824 whereat the
Bluetooth™ device transmits data. The counter 1s increased
by 1,3, or 5 depending on the length of the packet transmuitted.
After the STEP 824, the method proceeds to a STEP 826
whereat the Bluetooth™ device recetves data. The counter 1s
increased by 1, 3, or 5 depending on the length ol the packet
received. Thus, the Bluetooth™ transmissions and receptions
are protected from interruption by 802.11 transmissions and
the timeslots used for these transmissions and receptions are
included 1n the count value. After the STEP 826, the method
proceeds to a STEP 828 whereat the method resets the
BT_ACTIVE control signal to a logical low or zero value
(1.e., “mnactive”), which enables 802.11 transmissions. After
the STEP 828, the method returns to the decision STEP 810.

Referring again to FIG. 8, at the decision STEP 830, the
method determines whether the 802.11 device 1s operating in
an 1dle state. If so, the method proceeds to a STEP 832, else,
the method proceeds to the decision STEP 850. At the STEP
832, the method sets the BT_ACTIVE signal to alogical high
or a logical one value (i.e., active), which disables 802.11
transmissions. After the STEP 832, the method proceeds to a
STEP 834 whereat the method resets the counter to zero.
After the STEP 834, the method proceeds to a STEP 838
whereat the Bluetooth™ device transmits data. After the
STEP 838, the method proceeds to a STEP 840 whereat the
method sets the BT_ACTIVE signal to low (logical zero)
(1.e., 1nactive), which enables 802.11 transmissions. After the
STEP 840, the method proceeds to a STEP 842 whereat the
Bluetooth™ device receives data. Thus, the Bluetooth™ pro-
tocol transmissions are protected from interruption by 802.11
transmissions, whereas the Bluetooth™ protocol receptions
are left unprotected. After the STEP 842, the method returns
to the decision STEP 810.

At the decision STEP 850, the method determines whether
the counter 1s greater than a threshold value (“thresh™). If so,
the method proceeds to the STEP 822, else, the method pro-
ceeds to a STEP 852. At the STEP 8352, the method incre-
ments to account for two timeslots durmg which the 802.11
device 1s allowed access to the channel. After the STEP 852,
the method returns to the STEP 810.

FIG. 9 1s a flowchart of the second exemplary software
implementation of the mventive DMR method for use 1n a
slave device. As shown in FIG. 9, the second exemplary
software implementation of the DMR method 800" begins at
a STEP 910 whereat the method checks whether the counter
value 1s larger than MAX. It the counter 1s greater than MAX,
MAX 1s subtracted from the current value of count.

After the STEP 910, the method proceeds to a decision
STEP 912 whereat the method determines whether transmis-
s10n or receptions are required. If transmissions or receptions
are not required, the method proceeds to STEP 914 whereat
the count 1s increased by 2 (e.g. two timeslots) to account for
two timeslots that the 802.11 device 1s allowed access to the
channel. After the STEP 914, the method returns to the STEP
910. If transmission or reception 1s required at STEP 912, the
method proceeds to decision STEP 920.

At the decision STEP 920, the method determines whether
the Bluetooth™ event 1s a high-prionity event. If so, the
method proceeds to a STEP 922, else, the method proceeds to
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a decision STEP 950. At the STEP 922 the method sets the
BT_ACTIVE control signal to a logical high value, or “one”
(1.e., active), which disables 802.11 transmissions. After the
STEP 922, the method proceeds to a STEP 924 whereat the
Bluetooth™ protocol device transmits data. The counter 1s
increased by 1, 3, or 5 depending on the length of the packet
transmitted. After the STEP 924, the method proceeds to a
STEP 926 whereat the Bluetooth™ protocol device recerves
data. The counter 1s increased by 1, 3, or 5 depending on the
length of the packet recerved. Thus, the Bluetooth™ trans-
missions and receptions are protected from interruptions by
802.11 transmissions. Alter the STEP 926, the method pro-
ceeds to a STEP 928 whereat the method resets the BT AC-
TIVE control signal to a logical low or zero value (i.e., 1nac-
tive), which enables 802.11 transmissions. After the STEP
928, the method returns to the decision STEP 910.

At the decision STEP 950, the method determines whether
the counter 1s greater than a threshold value (*thresh™). 11 so,
the method proceeds to the STEP 922, else, the method pro-
ceeds to a STEP 942. Atthe STEP 942, the method allows the
Bluetooth™ protocol device to receive data. The method also
increases the counter by 1, 3, or 5 depending on the length of
the recetved packet. After the STEP 942, the method proceeds
to a decision STEP 930 whereat the method determines
whether the 802.11 device 1s 1dle. If so, the method proceeds
to a STEP 932, else, the method proceeds to a STEP 960. At
the STEP 960, the method increments the counter by one to
account for a timeslot of bandwidth that 1s allocated for
802.11 transmissions. After the STEP 960, the method returns
to the STEP 910.

Atthe STEP 932, the method sets the BT ACTIVE control
signal to a logical high (or “one”) value (1.e., active), which
disables 802.11 transmissions. After the STEP 932, the
method proceeds to a STEP 934 whereat the method resets the
counter to zero. After the STEP 934, the method proceeds to
a STEP 938 whereat the Bluetooth™ protocol device trans-
mits data. After the STEP 938, the method proceeds to a STEP
940 whereat the method resets the BT_ACTIVE signal to a
low or a logical zero (1.e., mactive), which enables 802.11
transmissions. Thus, the Bluetooth™ protocol transmissions

are protected from interruptions from 802.11 transmission.
After the STEP 940 the method returns to the STEP 910.

SUMMARY

In summary, the present invention 1s a method and appara-
tus for a dual-mode radio (DMR) 1n a wireless communica-
tion system. The present invention provides coexistence
between Bluetooth™ protocol and 802.11 protocol devices
operating 1n a DMR.

The present mventive method classifies Bluetooth™ and
802.11 protocol events according to importance. In accor-
dance with a basic DMR method, the present mmvention
assigns two levels of importance or priority to Bluetooth™
events: “high” and “low”. In an enhanced DMR method, the
present invention assigns three levels of importance or prior-
ity to Bluetooth™ events: high, low and promotable.

The present inventive apparatus includes an 802.11 proto-
col device and a Bluetooth™ protocol device. The 802.11
protocol device includes an 802.11 radio and an 802.11
medium access control (MAC). The Bluetooth™ protocol
device includes a Bluetooth™ radio and a Bluetooth™ MAC.
The present mventive apparatus provides a means for dis-
abling 802.11 transmissions when high-priority Bluetooth™
events are detected. In one embodiment, the Bluetooth™
MAC transmits Tx (transmit) disable commands directly to
the 802.11 radio. In another embodiment, the Bluetooth™
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MAC transmits Tx disable commands to the 802.11 MAC,
which subsequently transmits Tx disable commands to the
802.11 radio.

A number of embodiments of the present invention have
been described. Nevertheless, 1t will be understood that vari-
ous modifications may be made without departing from the
spirit and scope of the mvention. For example, the present
inventive method and apparatus can be utilized with virtually
any wireless communication application that uses a dual-
mode radio. Accordingly, 1t 1s to be understood that the inven-
tion 1s not to be limited by the specific illustrated embodi-
ments, but only by the scope of the appended claims.

What 1s claimed 1s:

1. A method of implementing a dual-mode radio (DMR) 1n
a wireless communication system, wherein the communica-
tion system 1includes a plurality of dual-mode radios, and
wherein the DMR 1ncludes a Bluetooth™ radio, an 802.11
radi1o, and an antenna, and wherein the Bluetooth™ radio 1s 1in
communication with a Bluetooth™ medium access control
(MAC), and wherein the 802.11 radio 1s in communication
with an 802.11 MAC, comprising the acts of:

(a) determining whether a Bluetooth™ event 15 a low-
priority event or a high-priority event;

(b) operating the Bluetooth™ radio in an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event;

(¢) operating the Bluetooth™ radio 1n a protected mode of
operation 1f the Bluetooth™ event 1s a high-priority
event; and

(d) returning to the act (a);

wherein the 802.11 radio 1s disabled while the Bluetooth™
radio transmits and receives data i a protected mode of
operation; and

wherein the Bluetooth™ radio disables transmissions by the
802.11 radio during the act (c).

2. The method of claim 1, wherein the act of operating the
Bluetooth™ radio in a protected mode of operation com-

prises setting a BT_ACTIVE signal to a logical high value,
the BT_ACTIVE signal disabling the 802.11 device from
transmitting when set to a logical high value.

3. The method of claim 1, wherein the act of operating the
Bluetooth™ radio in a protected mode of operation com-
prises the following sub-acts:

(1)settinga BT_ACTIVE signal to a logical high value, the
BT_ACTIVE signal disabling the 802.11 device from
transmitting when set to a logical high value;

(2) transmitting the Bluetooth™ event;

(3) receiving a Bluetooth™ data signal; and

(4) setting the BT_ACTIVE signal to low.

4. A method of implementing a dual-mode radio (DMR) in
a wireless communication system, wherein the communica-
tion system 1includes a plurality of dual-mode radios, and
wherein the DMR 1ncludes a Bluetooth™ radio, an 802.11
radio, and an antenna, and wherein the Bluetooth™ radio 1s in
communication with a Bluetooth™ medium access control
(MAC), and wherein the 802.11 radio 1s in communication
with an 802.11 MAC, comprising the acts of:

(a) determining whether a Bluetooth™ event 1s a low-
priority event or a high-priority event;

(b) operating the Bluetooth™ radio in an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event;

(¢) operating the Bluetooth™ radio 1n a protected mode of
operation if the Bluetooth™ event 1s a high-priority
event; and

(d) returning to the act (a);
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wherein the act (b) of operating the Bluetooth™ radio 1n an
unprotected mode of operation comprises the following sub-
acts:

(1) determining whether the 802.11 radio 1s 1dle;

(2) returning to act (a) 1f the 802.11 radio 1s not 1dle;

(3) transmitting the Bluetooth™ event in a protected mode
of operation and receiving a Bluetooth™ data signal 1n
an unprotected mode 1f the 802.11 radio 1s 1dle; and

(4) returning to the act (a).

5. The method of claim 4, wherein the sub-act (3) com-
prises the following sub-acts:

(a) setting a BT_ACTIVE signal to a logical high value, the
BT_ACTIVE signal disabling the 802.11 device from
transmitting when set to a logical high value;

(b) transmitting the Bluetooth™ event;

(¢) setting the BT_ACTIVE signal to a logical low value;
and

(d) recerving a Bluetooth™ data signal.

6. A method of implementing a dual-mode radio (DMR) in
a wireless communication system, wherein the communica-
tion system 1includes a plurality of dual-mode radios, and
wherein the DMR includes a Bluetooth™ radio, an 802.11
radio, and an antenna, and wherein the Bluetooth™ radio 1s in
communication with a Bluetooth™ medium access control
(MAC), and wherein the 802.11 radio 1s in communication
with an 802.11 MAC, comprising the acts of:

(a) determining whether a Bluetooth™ event 1s a low-

priority event or a high-priority event;

(b) operating the Bluetooth™ radio 1n an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event;

(¢) operating the Bluetooth™ radio 1n a protected mode of
operation 1f the Bluetooth™ event 1s a high-priority
event; and

(d) returning to the act (a);
wherein the act (b) of operating the Bluetooth™ radio in an
unprotected mode of operation comprises the following sub-
acts:

(1) recerving a Bluetooth™ data signal 1n an unprotected

mode of operation;

(2) determining whether the 802.11 radio 1s 1dle;

(3) returning to the act (a) 11 the 802.11 radio 1s determined
not 1dle;

(4) transmitting the Bluetooth™ event 1n a protected mode
1f the 802.11 radio 1s determined to be 1dle; and

(5) returning to the act (a).

7. The method of claim 6, wherein the sub-act (4) com-
prises the following sub-acts:

(a) setting a BT_ACTIVE signal to a logical high value, the
BT_ACTIVE signal disabling the 802.11 device from
transmitting when set to a logical high value;

(b) transmitting the Bluetooth™ event; and

(¢) setting the BT_ACTIVE signal to a logical low value.

8. The method of claim 1, wherein a Bluetooth™ event 1s
determined to be a low-priority event 1f the Bluetooth™ event
comprises a non-time critical Bluetooth event.

9. The method of claim 1, wherein a Bluetooth™ event 1s
determined to be a high-priority event if the Bluetooth™
event 1s short in duration and has low duty cycles.

10. The method of claim 1, wherein a Bluetooth™ event 1s
determined to be a high-priority event 1n act (a) i the Blue-
tooth™ event comprises one of the following events: “sniff™
instant, park beacon, “keep alive” null, page response/inquiry
response sequence, page scanning/inquiry scanning, master
slave switch, LMP message, paging, inquiry, transmission to
prevent link supervision timeout, high priority L2ZCAP traffic,
un-hold, “un-sniff”, or “un-park”.
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11. The method of claim 10, wherein a “sniff” event 1s
assigned a different priority than a human interface device
(HID) event.

12. The method of claim 1, wherein a ratio of Bluetooth™
communications to 802.11 communications approximates 80
to 20.

13. The method of claim 1, wherein the Bluetooth™ radio
1s guaranteed to have a mimmimum bandwidth allocation.

14. The method of claim 1, wherein the act of operating the
Bluetooth™ radio 1n an unprotected mode of operation com-
prises the sub-acts of:

(1) determining whether to promote the Bluetooth™ event

from a low-priority event to a high-priority event; and

(2) operating the Bluetooth™ radio in an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event.

15. A method of implementing a dual-mode radio (DMR)
in a wireless communication system, wherein the communi-
cation system includes a plurality of dual-mode radios, and
wherein the DMR 1ncludes a Bluetooth™ radio, an 802.11
radio, and an antenna, and wherein the Bluetooth™ radio 1s 1in
communication with a Bluetooth™ medium access control
(MAC), and wherein the 802.11 radio 1s in communication
with an 802.11 MAC, comprising the acts of:

(a) determining whether a Bluetooth™ event 15 a low-

priority event or a high-priority event;

(b) operating the Bluetooth™ radio in an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event;

(¢) operating the Bluetooth™ radio 1n a protected mode of
operation 1f the Bluetooth™ event 1s a high-priority
event; and

(d) returning to the act (a);
wherein the act (b) of operating the Bluetooth™ radio 1n an
unprotected mode of operation comprises the sub-acts of:

(1) determining whether to promote the Bluetooth™ event
from a low-priority event to a high-priority event; and

(2) operating the Bluetooth™ radio in an unprotected
mode of operation 1f the Bluetooth™ event 1s a low-
priority event; wherein low-priority page scanning/in-
quiry scanning events are promoted to high priority only
during specified time intervals.

16. The method of claim 14, wherein the determination of
whether to promote the Bluetooth™ event from a low-priority
event to a high-priority event defined in sub-act (1) 1s based
upon at least one Quality of Service (QoS) parameter.

17. The method of claim 16, wherein the at least one QoS
parameter comprises a service type.

18. The method of claim 16, wherein the at least one QoS
parameter comprises a token rate.

19. The method of claim 16, wherein the at least one QoS
parameter comprises a channel latency parameter.

20. A dual-mode radio (DMR) for use 1n a wireless com-
munication system, comprising:

(a)an 802.11 communication device comprising an 802.11
medium access control (MAC) device and an 802.11
radio;

(b) a Bluetooth™ communications device, operatively
coupled to the 802.11 communications device, wherein
the 802.11 device transmits a status signal to the Blue-
tooth™ device comprising a Bluetooth™ medium
access control (MAC) and a Bluetooth™ radio, and
wherein the Bluetooth™ MAC directly transmits a
transmit disable signal to the 802.11 radio, the transmait
disable signal bypassing the 802.11 MAC device;

(c) an antenna comprising at least one antenna element,
operatively coupled to the Bluetooth™ device; and
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(d) an antenna comprising at least one antenna element,
operatively coupled to the 802.11 device.
21. The DMR of claim 20, wherein the Bluetooth™ device

COmprises:
(1) a Bluetooth™ medium access control (MAC), wherein

the Bluetooth MAC recerves the status signal from the
802.11 device, and wherein the Bluetooth™ MAC

selectively transmits the transmit disable signal to the
802.11 device; and

(2) a Bluetooth™ radio, operatively coupled to the Blue-
tooth™ MAC and the Bluetooth™ antenna.

22. The DMR of claim 21, wherein the Bluetooth™ radio

COmMprises:

(1)aradio element, operatively coupled to the Bluetooth™
MAC;

(2) a transmit port, operatively coupled to the radio ele-
ment,

(3) areceive port, operatively coupled to the radio element;
and

(4) a first bandpass filter, operatively coupled to the trans-
mit port, the recerver port and the antenna switch.

23. The DMR of claim 21, wherein the Bluetooth™ MAC
COmMprises:
(1) a MAC element, operatively coupled to the Blue-
tooth™ radio; and
(2) a plurality of GPIO input/output ports, operatively
coupled to the 802.11 device.
24. The DMR of claim 21, wherein the 802.11 MAC com-
Prises:
(1)an 802.11 MAC element; and
(2) a plurality of output ports, operatively coupled to both
the Bluetooth™ MAC and the 802.11 radio.
25. A dual-mode radio (DMR) for use 1n a wireless com-
munication system, comprising:
(a) an 802.11 communication device
(b) a Bluetooth™ communications device, operatively
coupled to the 802.11 communications device, wherein
the 802.11 device transmits a status signal to the Blue-
tooth™ device, and wherein the Bluetooth MAC device
selectively transmits a transmit disable signal to the
802.11 device;
(c) an antenna comprising at least one antenna element,
operatively coupled to the Bluetooth™ device; and
(d) an antenna comprising of at least one antenna element,
operatively coupled to the 802.11 device;

wherein the Bluetooth™ device comprises:

(1) a Bluetooth™ medium access control (MAC), wherein
the Bluetooth MAC receives the status signal from the
802.11 device, and wherein the Bluetooth™ MAC
selectively transmits the transmit disable signal to the
802.11 device; and

(2) a Bluetooth™ radio, operatively coupled to the Blue-
tooth™ MAC and the Bluetooth™ antenna;

wherein the 802.11 device comprises:

(1) an 802.11 medium access control (MAC), wherein the
802.11 MAC transmits the status signal to the Blue-
tooth™ MAC; and

(2) an 802.11 radio, operatively coupled to the 802.11
MAC, the Bluetooth™ MAC and the 802.11 antenna,
wherein the 802.11 radio receives the transmit disable
signal from the Bluetooth™ MAC;

wherein the Bluetooth™ radio comprises:

(1)aradio element, operatively coupled to the Bluetooth™
MAC;

(2) a transmit port, operatively coupled to the radio ele-
ment;
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(3) areceive port, operatively coupled to the radio element;
and

(4) a first bandpass filter, operatively coupled to the trans-
mit port, the receiver port and the antenna switch;
wherein the 802.11 radio comprises:

(1) an 802.11 radio element, operatively coupled to the
802.11 MAC;

(2) a logical OR gate, operatively coupled to the 802.11
MAC, the 802.11 radio element and the Bluetooth™

MAC, wherein the logical OR gate receives signals from
the 802.11 MAC and the Bluetooth™ MAC, and
wherein the logical OR gate outputs a logical signal to

the 802.11 radio element;
(3) a logical AND gate, operatively coupled to the 802.11
MAC, the 802.11 radio element and the Bluetooth™
MAC, wherein the logical AND gate receives signals
from the 802.11 MAC and the Bluetooth™ MAC, and
wherein the logical AND gate outputs a logical signal to

the 802.11 radio element;

(4) a transmit port, operatively coupled to the 802.11 radio;

(3) a recerve port, operatively coupled to the 802.11 radio;

(6) a switch control, operatively coupled to the 802.11
radio and the antenna switch, wherein the switch control
determines which elements of the antenna are coupled to
the transmit port and receive port;

(7) a second bandpass filter, operatively coupled to the
receive port and the antenna switch, wherein the second
bandpass filter filters a receive signal;

(8) a third bandpass filter, operatively coupled to the trans-
mit port, wherein the third bandpass filter filters a trans-
mit signal;

(9) an amplifier, operatively coupled to the third bandpass
filter, wherein the amplifier amplifies the transmit sig-
nal; and

(10) a lowpass filter, operatively coupled to the amplifier
and the antenna switch, wherein the lowpass filter filters
the transmit signal.

26. A dual-mode radio (DMR) apparatus, wherein the
DMR includes a Bluetooth™ radio, an 802.11 radio, and an
antenna, and wherein the Bluetooth™ radio 1s in communi-
cation with a Bluetooth™ medium access control (MAC) and
wherein the 802.11 radio 1s in communication with an 802.11
MAC, the apparatus further comprising:

(a) means for monitoring for a Bluetooth™ event;

(b) means for, inresponse to detecting a Bluetooth™ event,
determining whether the Bluetooth™ event 1s a low-
priority event or a high-priority event;

(c) means, operatively coupled to the determining means,
for transmitting and receiving in a normal mode 11 the
Bluetooth™ event 1s a low-priority event; and

(d) means, operatively coupled to the determining means,
for transmitting and recerving 1n a protected mode if the
Bluetooth™ event 1s a high-priority event;

wherein the 802.11 radio 1s disabled while the Bluetooth™
radio transmits and recerves data 1n a protected mode of
operation; and

wherein the Bluetooth™ radio disables transmissions by
the 802.11 radio during the protected mode of operation.

277. An apparatus for communicating according to the Blue-
tooth™ protocol, wherein the apparatus includes a Blue-
tooth™ radio, a second radio for a second protocol, and an
antenna, and wherein the Bluetooth™ radio 1s 1n communi-
cation with a Bluetooth™ medium access control (MAC),
and wherein the second radio 1s 1n communication with a
MAC device for the second protocol, the apparatus compris-
ng:

a detector for monitoring for a Bluetooth™ event;
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a classifier for, 1n response to detecting a Bluetooth™
event, classitying the Bluetooth™ event as a low-prior-
ity event or a high-priornity event, the apparatus config-
ured to operate 1n an unprotected mode of operation 1
the event 1s classified as a low-priority event, the appa-
ratus further configured to operate 1 a protected mode
of operation 1f the event 1s classified as a high-priority
event; and

a recewver for receiving a status signal from the second
radio;

wherein the second radio 1s disabled while the Bluetooth™
radio transmits and receives data 1n the protected mode
of operation; and

wherein the Bluetooth™ radio disables transmissions by
the second radio during the protected mode of operation.

28. The apparatus of claim 27, the second protocol being
the IEEE 802.11 protocol.

29. The apparatus of claim 27, further comprising a trans-
mitter for transmitting a disable signal to the second protocol,
the protected mode of operation comprising disabling the
second radio.

30. The apparatus of claim 29, the disabling the second
radio comprising preventing the second radio from transmit-
ting.

31. The apparatus of claim 27, the event classified as a
low-priority event 11 the event 1s a non-time critical event.

32. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s short in duration and has a
low duty cycle.

33. The apparatus of claim 27, the event classified as a
high-priority event 1f the event comprises one of the following
events: “smil” mstant, park beacon, “keep alive” null, page
response/1nquiry response sequence, page scanning/mnquiry
scanning, master slave switch, LMP message, paging,
inquiry, transmission to prevent link supervision timeout,
high priority L2CAP traffic, un-hold, “un-sniif”, or “‘un-
park’™.

34. The apparatus of claim 33, the event classified as a
low-priority event 1f the event 1s not classified as a high-
priority event.

35. The apparatus of claim 27, the apparatus turther con-
figured to promote a low-priority event to a high-priority
event based on at least one Quality of Service (QoS) param-
eter.

36. The apparatus of claim 35, the at least one QoS param-
cter comprising at least one of a service type, a token rate, and
a channel latency parameter.

37. A communications apparatus, wherein the apparatus
includes a first radio for a first protocol, a second radio for a
second protocol, and an antenna, the apparatus further com-
prising:

a detector for monitoring for an event according to the first

protocol;

a classifier for, 1n response to detecting an event, classify-
ing the event as a low-priority event or a high-priority
event, the apparatus configured to operate 1n an unpro-
tected mode of operation 1f the event 1s classified as a
low-priority event, the apparatus further configured to
operate 1n a protected mode of operation 1f the event 1s
classified as a high-priority event;

a recewver for receiving a status signal from the second
radio, the unprotected mode of operation comprising
delaying transmission of signals using the first radio
until the second radio enters an 1dle state; and

a transmitter for transmitting a disable signal to the second
radio, the protected mode of operation comprising dis-
abling the second radio;




US 7,643,463 Bl

25

wherein the second radio 1s disabled while the first radio
transmits and recerves data in the protected mode of
operation; and

wherein the firstradio disables transmissions by the second

radio during the protected mode of operation.

38. The apparatus of claim 37, the second radio operating
according to the 802.11 protocol.

39. A method for communicating according to the Blue-
tooth™ protocol, the method comprising:

monitoring for a Bluetooth™ event;

in response to detecting a Bluetooth™ event, classifying

the Bluetooth™ event as a low-priority event or a high-
priority event,

operating 1n an unprotected mode of operation 1f the event

1s classified as a low-priority event;

operating 1n a protected mode of operation if the event 1s

classified as a high-priority event; and
receiving a status signal from a secondary device, the sec-
ondary device configured to communicate according to
a secondary protocol;

wherein the secondary device 1s disabled while the Blue-
tooth™ radio transmits and recerves data in the pro-
tected mode of operation; and

wherein the Bluetooth™ radio disables transmissions by

the secondary device during the protected mode of
operation.

40. The method of claim 39, the secondary device being an
802.11 device, the secondary protocol being the 802.11 pro-
tocol.

41. The method of claim 39, further comprising transmit-
ting a disable signal to the secondary device, the protected
mode of operation comprising disabling the secondary
device.

42. The method of claim 41, the disabling the secondary
device comprising preventing the secondary device from
transmitting.

43. The method of claim 39, the event classified as a low-
priority event 1f the event 1s a non-time critical event.

44. The method of claim 39, the first event classified as a
high-priority event 1f the event is short in duration and has a
low duty cycle.

45. The method of claim 39, the event classified as a high-
priority event if the event comprises one of the following
events: “snifl’” instant, park beacon, “keep alive” null, page
response/1nquiry response sequence, page scanning/mnquiry
scanning, master slave switch, LMP message, paging,
inquiry, transmission to prevent link supervision timeout,
high prionity L2CAP ftraffic, un-hold, “un-sniff”, or “un-
park”.

46. The method of claim 45, the event classified as a low-
priority event 1f the event 1s not classified as a high-priority
event.

47. The method of claim 39, the apparatus further config-
ured to promote a low-priority event to a high-priority event
based on at least one Quality of Service (QoS) parameter.

48. The method of claim 47, the at least one QoS parameter
comprising at least one of a service type, a token rate, and a
channel latency parameter.

49. A method of implementing a dual-mode radio 1n a
wireless communication system, the dual-mode radio com-
prising a first device operating according to a {irst protocol
and a second device operating according to a second protocol,
the method comprising:

monitoring for an event according to the first protocol;

in response to detecting an event, determining whether the

event for the first protocol 1s a low-priority event or a
high-priority event;
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operating the first device 1 an unprotected mode of opera-

tion 1f the event 1s a low-priority event; and

operating the first device 1n a protected mode of operation

if the event 1s a high-priority event;

wherein the second device 1s disabled while the first device

transmits and receives data in the protected mode of
operation;

wherein the first device disables transmissions by the sec-

ond device during the protected mode of operation; and
wherein the first device 1s a radio and the second device 1s
a radio.

50. The method of claim 49, the operating the first device 1n
an unprotected mode of operation comprising delaying trans-
mission of the event until the second device enters an idle
state.

51. The method of claim 49, the second device providing a
logical status signal to the first device to indicate the state of
the second device.

52. The method of claim 49, the operating the first device 1n
a protected mode of operation comprising disabling the sec-
ond device while the first device transmaits data.

53. The method of claim 352, the disabling the second
device comprising preventing the second device from trans-
mitting.

54. The method of claim 52, wherein the first device dis-
ables the second device by providing a logical signal to the
second device.

55. The method of claim 49, wherein the event 1s deter-
mined to be a low-priority event 1 the event 1s a non-time
critical event.

56. The method of claim 49, wherein the event 1s deter-
mined to be a high-priority event 1f the event 1s short in
duration and has a low duty cycle.

57. The method of claim 49, wherein the first protocol 1s a
Bluetooth™ protocol, and the second protocol 1s an 802.11
protocol.

58. The method of claim 57, wherein the event 1s deter-
mined to be a high-priority event if the event comprises one of
the following events: “sniff” instant, park beacon, “keep
alive” null, page response/inquiry response sequence, page
scanning/inquiry scanning, master slave switch, LMP mes-
sage, paging, mquiry, transmission to prevent link supervi-
sion timeout, high priority L2CAP trailic, un-hold, “un-
smiil™, or “un-park™.

59. The method of claim 49, further comprising, during
operation of the first device 1 an unprotected mode, deter-
mining whether to promote the event from a low-priority
event to a high-priority event.

60. A method of implementing a dual-mode radio 1n a
wireless communication system, the dual-mode radio com-

prising a first device operating according to a {irst protocol
and a second device operating according to a second protocol,

the method comprising:
determining whether an event for the first protocol 1s a
low-priority event or a high-priority event;
operating the first device 1n an unprotected mode of opera-
tion 1f the event 1s a low-priority event; and
operating the first device 1n a protected mode of operation
if the event 1s a high-priority event;
the method further comprising, during operation of the first
device 1 an unprotected mode, determining whether to pro-
mote the first event from a low-priority event to a high-
priority event;
wherein low-priority page scanning/inquiry scanning events
are promoted to high-priority events only during specified
time 1ntervals.
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61. The method of claim 59, wherein the determination of
whether to promote the event from a low-priority event to a
high-priority event 1s based on at least one Quality of Service
(QoS) parameter.

62. The method of claim 61, the at least one QoS parameter
comprising at least one of a service type, a token rate, and a
channel latency parameter.

63. A dual-mode radio (DMR) for use 1n a wireless com-
munication system, comprising:

a first device for operation according to a first protocol, the
first device comprising a MAC device and a radio of first
protocol; and

a second device for operation according to a second pro-
tocol, the second device comprising a MAC device and
a radio of second protocol, the first device operably
coupled to the second device, the second device capable
of providing a status signal to the first device, the MAC
device of the first device capable of selectively and
directly providing a transmit disable signal to the radio
ol the second device, the transmit disable signal bypass-
ing the MAC device of the second device.

64. The dual-mode radio of claim 63, the first device con-
figured to provide the transmit disable signal to the second
device when the first device processes a high-priority event.

65. The dual-mode radio of claim 63, the first device con-
figured to delay transmission of a low-priority event until the
second device enters an 1dle state.

66. The dual-mode radio of claim 65, the first device con-
figured to promote a low-priority event to a high-priority
event based on at least one Quality of Service parameter.

67. The dual-mode radio of claim 66, wherein the first
protocol 1s a Bluetooth™ protocol, and the second protocol 1s
an 802.11 protocol.

68. The dual-mode radio of claim 63, the first device com-
prising a first MAC device and a first radio, the second device
comprising a second MAC device and a second radio.

69. A dual-mode radio (DMR) including a first radio for
operating according to a first protocol, a second radio for
operating according to a second protocol and an antenna, the
DMR further comprising:

means for monitoring for an event according to the first
protocol;

means for, in response to detecting an event, determining
whether the event according to the first protocol 1s a
low-priority event or a high-priority event;

means operably coupled to the determining means for
operating 1n an unprotected mode if the event 15 a low-
priority event;

means operably coupled to the determining means for
operating 1n a protected mode 1f the event 1s a high-
priority event;

wherein the second radio 1s disabled while the first radio
transmits and recerves data in the protected mode of
operation; and

wherein the first radio disables transmissions by the second
radio during the protected mode of operation.

70. The apparatus of claim 27, the event classified as a

high-priority event if the event 1s a “sniif” instant.
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71. The apparatus of claim 27, the event classified as a
high-priority event 1 the event 1s a park beacon.

72. The apparatus of claim 27, the event classified as a
high-priority event 11 the event 1s a “keep alive’ null.

73. The apparatus of claim 27, the event classified as a
high-priority event if the event 1s a page response or inquiry
response sequence.

74. The apparatus of claim 27, the event classified as a
high-priority event if the event 1s a page scanning or mquiry
scanning sequence.

75. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s a master slave switch.

76. The apparatus of claim 27, the event classified as a
high-priority event 1 the event 1s an LMP message.

77. The apparatus of claim 27, the event classified as a
high-priority event if the event 1s a paging event or inquiry
event.

78. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s a transmission to prevent
link supervision timeout.

79. The apparatus of claim 27, the event classified as a
high-priority event if the event 1s high-priority L2ZCAP traflic.

80. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s an un-hold event.

81. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s an un-sniff event.

82. The apparatus of claim 27, the event classified as a
high-priority event 1f the event 1s an un-park event.

83. The method of claim 39, the event classified as a high-
priority event 1f the event 1s a “sniff” instant.

84. The method of claim 39, the event classified as a high-
priority event 1f the event 1s a park beacon.

85. The method of claim 39, the event classified as a high-
priority event 1f the event 1s a “keep alive’ null.

86. The method of claim 39, the event classified as a high-
priority event if the event 1s a page response or mmquiry
response sequence.

87. The method of claim 39, the event classified as a high-
priority event if the event 1s a page scanning or iquiry scan-
ning sequence.

88. The method of claim 39, the event classified as a high-
priority event 1f the event 1s a master slave switch.

89. The method of claim 39, the event classified as a high-
priority event 1f the event 1s an LMP message.

90. The method of claim 39, the event classified as a high-
priority event 1f the event 1s a paging event or inquiry event.

91. The method of claim 39, the event classified as a high-
priority event if the event 1s a transmission to prevent link
supervision timeout.

92. The method of claim 39, the event classified as a high-
priority event 1f the event 1s high-priority L2CAP ftraffic.

93. The method of claim 39, the event classified as a high-
priority event 1f the event 1s an un-hold event.

94. The method of claim 39, the event classified as a high-

5 priority event 11 the event 1s an un-sniil event.

95. The method of claim 39, the event classified as a high-
priority event 1f the event 1s an un-park event.
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