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(57) ABSTRACT

An mmformation communication program, an information
communication apparatus and an information communica-
tion method make 1t possible for a mobile node to maintain
direct communication with some other terminal while 1t 1s
moving from a network to another 11 the some other terminal
1s always located on a particular network. An information
communication program for causing a computer to execute an
operation of controlling an information communication
apparatus having a static address and a dynamic address
comprises a receiving party’s address determining step that
determines the address of the party recerving the packets
delivered from an application of the information communi-
cation apparatus according to the address information of the
packets to be transmitted and the address mnformation of a
predetermined subnet 1n order to transmit them to the receiv-
ing party and an encapsulating step that encapsulates the
packets to be transmitted so as to transmit them by way of the

relay apparatus when the recerving party’s address 1s the first
subnet.

26 Claims, 13 Drawing Sheets
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INFORMATION COMMUNICATION
PROGRAM, INFORMATION
COMMUNICATION APPARATUS AND
INFORMATION COMMUNICATION
METHOD

BACKGROUND OF THE

INVENTION

1. Field of the Invention

This invention relates to an information communication
program, an information communication apparatus and an
information communication method for communication
adapted to use discriminately the address assigned by the
connected network and a specific address.

2. Description of the Related Art

The Mobile IP (Internet Protocol) 1s being used as tech-
nique for transferring packets to the destination terminal
when the packets are transmitted to the address of the desti-
nation terminal but the destination terminal 1s moving from a
network to another. Normally, a terminal that uses the Mobile
IP (to be referred to as mobile node hereinafter) has a home
address that 1s an inherent IP address. When the mobile node
1s located on the home network where it 1s supposed to be
normally found, the packets addressed to the mobile node
arrive at the mobile node that 1s located at the home address.

However, when the mobile node moves to a foreign net-
work that 1s different from the home network, a care-of
address that 1s an effective IP address on the foreign network
1s assigned to the mobile node and the corresponding rela-
tionship between the home address and the care-of address 1s
registered 1n the home agent of the home network. With this
arrangement, when packets are transmitted to the home
address of the mobile node and 11 1t 1s confirmed that the
mobile node that 1s the addressee of the packets 1s not located
on the home network, the home agent transters the packets to
the addressee mobile node that 1s found on the foreign net-
work.

The mobile node has the home address as 1ts own IP
address and 1t 1s normally assumed that some other terminal
that transmaits data to the mobile node sends out the packets of
the data to the home address of the mobile node.

Besides, 1n addition to the interface by way of which the
mobile node communicates (to be referred to as original
interface hereinafter), the mobile node has a Mobile IP virtual
interface as network interface for the purpose of generating
encapsulated packets for the Mobile IP and canceling the
encapsulation of the packets.

The prior art that relates to the present invention includes
Patent Document 1 [Jpn. Pat. Appln. Laid-Open Publication
No. 2002-118596, which proposes an address assigning
method for packets in a mobile communication system of the
third generation. With the proposed method, when a mobile
node 1s found on a foreign network, the home agent changes
the header of the packets to be transmitted to the mobile node
and the foreign agent of the foreign network or the mobile
node puts the care-of address to the arrived packets. With this
arrangement, 1t 1s possible to prevent the packets from being
refused by the firewall of the network.

However, 1t 1s assumed that the packets that are to be
received by mobile node are addressed to the home address of
the mobile node by way of the Mobile IP virtual interface.
This means that, if packets are transmitted to the mobile node
from some other terminal on the foreign network, they are
transmitted as packets addressed to the home address and the
home agent encapsulates and transfers them to the care-of
address of the mobile node. In other words, the packets pass
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2

through the Mobile IP virtual intertace without fail and there
ex1st no packets that are assumed to pass through only the
original interface.

When a mobile node 1s located on a foreign network and
some other terminal on the foreign network transmits packets
to the mobile node, the terminal transmits the packets to the
home address of the mobile node. In other words, the mobile
node receives the packets that are encapsulated by way of the
home agent. This 1s because the mobile node 1s 1dentified only
by means of 1ts home address.

In networks where the Mobile IP 1s 1nstalled, the packets to
be received by a mobile node are processed by way of the
Mobile IP virtual interface of the mobile node without fail. If
some other terminal on a foreign network where the mobile
node 1s currently located transmits packets to the care-of
address of the mobile node, the Mobile IP virtual intertace of
the mobile node tries to decapsulate of the received packets to
give rise to a problem of discarding packets and/or doing
undefined operations.

When the mobile node receives the packets at 1ts own
care-of address and then 1t tries to transmit packets to some
other terminal on the foreign network where the mobile node
1s currently located, the source address of the transmitted
packets 1s that of the home agent so that there arises a problem
of disagreement between the address to which the some other
terminal transmits packets, which is the care-of address of the
mobile node, and the address at which the mobile node
receives the packets, which 1s the home address of the mobile
node.

When, on the other hand, the mobile node that 1s currently
located on a foreign network transmits packets to some other
terminal on the same foreign network, the packets are trans-
mitted through the Mobile IP virtual interface, encapsulated
and then transferred to the some other terminal by way of the
home agent. In other words, 1t 1s not possible to directly
transmit the some other terminal only by way of the original
interface.

As described above, 1t 1s not possible for an existing mobile
node to maintain direct communication with some other ter-
minal while 1t 1s moving from a network to another 1f the some
other terminal 1s always located on a particular network.

SUMMARY OF THE INVENTION

In view of the above 1dentified problem, it 1s therefore an
object of the present invention to provide an nformation
communication program, an information communication
apparatus and an information communication method that
make 1t possible for a mobile node to maintain direct com-
munication with some other terminal while 1t 1s moving from
a network to another if the some other terminal 1s always
located on a particular network.

In an aspect of the present invention, the above object 1s
achieved by providing an information communication pro-
gram for causing a computer to execute an operation of con-
trolling an information communication apparatus having a
static address registered 1n an external first relay apparatus 1n
advance assigned to 1t and a dynamic address assigned to 1t on
a subnet connected to 1t, the program comprising: a receiving
party’s address determining step that determines the address
of the party receiving the packets delivered from an applica-
tion of the information communication apparatus according
to address imnformation of the packets to be transmitted and
address information of a predetermined first subnet 1n order to
transmit them to the receiving party, and an encapsulating
step that encapsulates the packets to be transmitted so as to
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transmit them by way of the first relay apparatus when the
receiving party’s address 1s the first subnet.

Preferably, an information communication program
according to the invention further comprises: a transmitting
party’s address determining step that determines the address
of the party that transmitted the packets when the packets to
be recerved arrive from a network according to address infor-
mation of the packets to be recerved and address information
of the first relay apparatus acquired in advance, and an encap-
sulation canceling step that cancels the encapsulation of the
packets to be recerved that are encapsulated by the first relay
apparatus when the address of the transmitting party 1s deter-
mined to be that of the first relay apparatus by the transmitting,
party’s address determining step.

Preferably, in an information communication program
according to the invention, the receiwving party’s address
determining step determines the address of the party receiv-
ing the packets to be transmitted according to address infor-
mation of the packets to be transmitted, address information
of the first subnet acquired in advance and address informa-
tion of a predetermined second subnet that 1s acquired in
advance, and further comprises a transmitting step that trans-
mits the encapsulated packets when the packets to be trans-
mitted are encapsulated by the encapsulating step but trans-
mits the packets to be transmitted without encapsulation
when the transmitting party’s address 1s determined to be the
second subnet by the transmitting party’s address determin-
ing step.

Preferably, in an information communication program
according to the mvention, the transmitting party’s address
determining step determines the address of the party trans-
mitting the packets to be received according to address infor-
mation of the packets to be recerved, address information of
the first relay apparatus acquired i advance and address
information of a predetermined second subnet acquired 1n
advance and, further comprises a recerving step that, when the
encapsulation of the packets to be received 1s cancelled by the
encapsulation canceling step, delivers the packets to be
received, for which the encapsulation 1s canceled, to the
application of the information communication apparatus but,
when the transmitting party’s address 1s determined to be the
second subnet by the transmitting party’s address determin-
ing step, delivers the packets to be received alone to the
application of the information communication apparatus,
while processes the packets to be received as unauthorized
packets when the transmitting party’s address determining
step determines that the transmitting party’s address 1s neither
the address of the first relay apparatus nor that of the second
subnet.

Preferably, an information communication program
according to the invention further comprises: a connected
subnet’s address mformation acquiring step that computa-
tionally determines the range of addresses of a subnet accord-
ing to the dynamic address and the address mask that are
assigned when the information communication apparatus 1s
connected to the subnet and provides the range of addresses as
address information of the second subnet.

Preferably, an information communication program
according to the mvention further comprises: a neighboring
subnet address imnformation acquiring step that transmits a
multicast message, for which the number of hops 1s limited, to
the network, receives a response message responding to the
multicast message, acquires subnet information from the
response message and provides the subnet information as
address information of the second subnet.

Preferably, in an information communication program
according to the invention, the information communication
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apparatus 1s connected to a plurality of subnets and a dynamic
address 1s assigned to 1t from each of the plurality of subnets,
while the recerving party’s address determining step acquires
address information of the plurality of subnets as address
information of the second subnet, and the transmitting step 1s
executed for each of the dynamic addresses.

Preferably, in an information communication program
according to the invention, different static addresses are
assigned to the information communication apparatus in
advance from the plurality of first relay apparatus, and the
transmitting party’s address determining step acquires
address information of the plurality of first relay apparatus,
while the encapsulating step 1s executed for each of the static
addresses.

Preferably, an information communication program
according to the mvention further comprises: a relay subnet
address information acquiring step that transmits a registra-
tion request message for assignment of a static address to the
first relay apparatus, receives a response message responding
to the registration request message from the first relay appa-
ratus and acquires address information on the address of the
first relay apparatus, the static address and the address of the
first subnet, the first relay apparatus being adapted to transmat
a response message mcluding information on the address of
the first relay apparatus, the static address and the address of
the first subnet 1in response to the registration request message
transmitted from the information communication apparatus.

Preferably, an information communication program
according to the invention further comprises: a corresponding
relationship registering step that transmits the corresponding
relationship between the static address and the first dynamic
address assigned by a first connection subnet to the first relay
apparatus when the information commumnication apparatus 1s
connected to the first connection subnet that 1s a subnet, and
a corresponding relationship reregistering step that transmaits
the corresponding relationship between the static address and
the second dynamic address assigned by a second connection
subnet to the first relay apparatus when the information com-
munication apparatus 1s connected to the second connection
subnet that 1s a subnet different from the first connection
subnet, a second relay apparatus, which 1s a relay apparatus
existing 1n the first connection subnet, being adapted to
acquire the corresponding relationship between the static
address and the first dynamic address transmitted by the cor-
responding relationship registering step and, when commu-
nication 1s conducted between the information communica-
tion apparatus connected to the second connection subnet and
a terminal connected to the first connection subnet by way of
the first relay apparatus, execute an address conversion of the
static address and the first dynamic address between the first
relay apparatus and the terminal connected to the first con-
nection subnet.

Preferably, in an information communication program
according to the invention, the second relay apparatus man-
ages an elfective period of the corresponding relationship;
between the static address and the first dynamic address.

Preferably, an information communication program
according to the invention further comprises: an address con-
verting step that executes an address conversion between the
first terminal connected to the first subnet and a second ter-
minal connected to the second subnet.

Preferably, in an information communication program
according to the invention, the recerving party’s address of
the packets 1s the static address of the information communi-
cation apparatus and the address converting step converts the
address of the party recerving the packets to the address of the
second terminal when the first terminal transmaits the packets
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to the second terminal, whereas the recerving party’s address
of the packets 1s the dynamic address of the imnformation
communication apparatus and the address converting step
converts the address of the party receiving the packets to the
address of the first terminal when the second terminal trans-
mits the packets to the first terminal.

Preferably, in an information communication program
according to the invention, the information communication
apparatus 1s amobile node for the Mobile IP, and the first relay
apparatus 1s a home agent for the Mobile IP, whereas the static
address 1s a home address for the Mobile IP, and the dynamic
address 1s a care-of address for the Mobile IP.

In another aspect of the present invention, there 1s provided
an information communication apparatus having a static
address registered 1 an external first relay apparatus in
advance assigned to 1t and a dynamic address assigned to 1t on
a subnet connected to 1t, the apparatus comprising: a receiv-
ing party’s address determining section that determines the
address of the party recerving the packets delivered to 1t
according to address information of the packets to be trans-
mitted and address information of a predetermined first sub-
net 1n order to transmit them to the receiving party; and an
encapsulating section that encapsulates the packets to be
transmitted so as to transmit them by way of the first relay
apparatus when the receiving party’s address 1s the first sub-
net.

Preferably, an information communication apparatus
according to the invention further comprises: a transmitting
party’s address determining section that determines the
address of the party that transmitted the packets when the
packets to be recerved arrive from a network according to
address information of the packets to be recerved and address
information of the first relay apparatus acquired 1n advance;
and an encapsulation canceling section that cancels the
encapsulation of the packets to be recerved that are encapsu-
lated by the first relay apparatus when the address of the
transmitting party 1s determined to be that of the first relay
apparatus by the transmitting party’s address determining
section.

Preferably, in an information communication apparatus
according to the invention, the receirving party’s address
determining section determines the address of the party
receiving the packets to be transmitted according to address
information of the packets to be transmitted, address infor-
mation of the first subnet acquired 1n advance and address
information of a predetermined second subnet that 1s acquired
in advance and, further comprises a transmitting section that
transmits the encapsulated packets when the packets to be
transmitted are encapsulated by the encapsulating section but
transmits the packets to be transmitted without encapsulation
when the transmitting party’s address 1s determined to be the
second subnet by the transmitting party’s address determin-
ing section.

Preferably, in an information communication program
according to the mvention, the transmitting party’s address
determining section determines the address of the party trans-
mitting the packets to be received according to address infor-
mation of the packets to be recetved, address information of
the first relay apparatus acquired 1in advance and address
information of a predetermined second subnet acquired 1n
advance and, further comprises a recerving section that, when
the encapsulation of the packets to be recerved 1s cancelled by
the encapsulation canceling section, outputs the packets to be
received for which the encapsulation 1s canceled but, when
the transmitting party’s address 1s determined to be the sec-
ond subnet by the transmitting party’s address determining
section, outputs the packets to be recerved alone, while pro-
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cesses the packets to be received as unauthorized packets
when the transmitting party’s address determining section
determines that the transmaitting party’s address 1s neither the
address of the first relay apparatus nor that of the second
subnet.

In still another aspect of the present invention, there 1s
provided an information communication method for control-
ling an information communication apparatus having a static
address registered 1n an external first relay apparatus in
advance assigned to 1t and a dynamic address assigned to 1t on
a subnet connected to 1t, the method comprising: a receiving
party’s address determining step that determines the address
of the party receiving the packets delivered from an applica-
tion of the information communication apparatus according
to address information of the packets to be transmitted and
address information of a predetermined first subnet 1n order to
transmit them to the recerving party; and an encapsulating
step that encapsulates the packets to be transmitted so as to
transmit them by way of the first relay apparatus when the
receiving party’s address 1s the first subnet.

Preferably, an information communication method accord-
ing to the mvention further comprises: a transmitting party’s
address determining step that determines the address of the
party that transmitted the packets when the packets to be
received arrive from a network according to address informa-
tion of the packets to be recetved and address information of
the first relay apparatus acquired 1n advance and an encapsu-
lation canceling step that cancels the encapsulation of the
packets to be received that are encapsulated by the first relay
apparatus when the address of the transmitting party 1s deter-
mined to be that of the first relay apparatus by the transmitting
party’s address determining step.

Thus, according to the present invention, 1t 1s possible for a
mobile node to maintain direct communication with some
other terminal while 1t 1s moving from a network to another 1f
the some other terminal 1s always located on a particular
network.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic block diagram of a first embodiment
of the present invention, illustrating the software configura-

tion of a mobile node thereof:;
FIG. 2 1s a schematic block diagram of the first embodi-

ment, illustrating a communication environment of the

mobile node of FIG. 1;
FIG. 3 1s an interface selection table that can be used for the

first embodiment;
FIG. 4 1s a flowchart of the transmission operation of the

mobile node of the first embodiment;

FIG. 5 1s a flowchart of the reception operation of the
mobile node of FIG. 1 of the first embodiment;

FIG. 6 15 a schematic block diagram of a second embodi-
ment of the present invention, illustrating a communication

environment of a mobile node thereot;
FIG. 7 1s an interface selection table that can be used for the

second embodiment;
FIG. 8 1s a schematic block diagram of a third embodiment
of the present invention, 1llustrating a communication envi-

ronment of a mobile node thereof;
FI(G. 9 1s an interface selection table that can be used for the

third embodiment;

FIG. 10 1s a schematic block diagram of a fourth embodi-
ment of the present invention, illustrating a communication
environment of a mobile node thereof;

FIG. 11 1s an interface selection table that can be used for
the fourth embodiment;
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FI1G. 121s a schematic block diagram of a fifth embodiment
of the present invention, 1llustrating a communication envi-
ronment of a mobile node thereof;

FIG. 13 1s a schematic illustration of the field of registra-
tion reply [RFC3344] of the fifth embodiment;

FI1G. 14 15 an interface selection table that can be used for
the fifth embodiment:

FIG. 15 1s a schematic block diagram of a sixth embodi-
ment of the present invention, illustrating a communication
environment of a mobile node thereof;

FIG. 16 1s a flowchart of the operation of nullifying the
corresponding relationship between CoA and HoA by FA of
the sixth embodiment;

FIG. 17 1s a schematic block diagram of a seventh embodi-
ment of the present invention, 1llustrating the software con-
figuration of a mobile node thereof;

FIG. 18 1s a schematic block diagram of the seventh
embodiment, illustrating a communication environment of
the mobile node of FIG. 17; and

FI1G. 19 1s a port mapping table of the seventh embodiment.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Now, preferred embodiments of the present invention will
be described 1n greater detail by referring to the accompany-
ing drawings.

First Embodiment

The mformation communication apparatus of this mven-
tion can be operated for both ordinary direct local communi-
cations with terminals of a neighboring network and remote
communications by way of a home agent according to the
Mobile IP. It 1s assumed in the following description that the
information communication apparatus of this invention,
which 1s a mobile node, 1s located on a network other than the
network where the home agent 1s found.

Firstly, the software configuration of the mobile node of
this embodiment will be described.

FI1G. 1 1s a schematic block diagram of the mobile node of
the first embodiment, illustrating the software configuration
thereol. The mobile node comprises an original interface 11,
a Mobile IP virtual interface 12, an IP 21, aTCP (transmlsswn
control protocol)/UDP (user datagram protocol) 22, applica-
tions 31a, 315 and an iterface control section 32. The appli-
cation 31a operates for local communications by way of the
TCP/UDP 22, the IP 21 and the oniginal interface 11. The
application 315 operates for remote communications by way
of the Mobile IP virtual interface 12 and the original interface
11.

An oniginal interface 11 1s an interface to be used for actual
communications by using a wireless LAN (local area net-
work), a W-CDMA (wideband-code division multiple
access), a PHS (personal handyphone system) or the like. A
Mobile IP virtual interface 12 1s a virtual interface arranged at
a layer above the original interface 11 so as to operate for
encapsulating IP packets and canceling the encapsulation.

The interface control section 32 manages the interface
selection table and selects the interface to be used. More
specifically, 1t uses only the original interface 11 for the local
network but it uses the Mobile IP virtual interface 12 and the
original interface 11 for a remote network. The interface
selection table has entries for each network and network
addresses for identiiying a network from the address field of
a packet, the address of the home agent and the interface to be
used for the network are registered 1n the table.
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Now, a typical communication environment of the mobile
node of the first embodiment will be described below.

FIG. 2 1s a schematic block diagram 1llustrating a commu-
nication environment of the mobile node of the first embodi-
ment. The communication environment has a local network
41 and remote networks 42a, 425, 42¢. The local network 41
1s connected to the remote network 426 and the remote net-
work 426 1s connected to the remote network 42qa, which
remote network 42q 1s by turn connected to the remote net-
work 42¢. A mobile node (MN) 31, that 1s a commumnication
transmission/reception apparatus according to the present
invention, a terminal (LCN) 352 that 1s operated for local
communications with the MN 51 and a DHCP (dynamic host
configuration protocol) server 53 are connected to the local
network 41. A home agent (HA) 61 1s connected to the remote
network 42a. A terminal (RCN) 62 that 1s operated for remote
communications with the MN 51 1s connected to the remote
network 42c.

The network to be used by the MN 51 for local communi-
cations 1s referred to as local network and each of the net-
works to be used by the MN 51 for remote communications 1s
referred to as remote network hereinaftter.

Now, the interface selection table will be described below.

FIG. 3 1s an interface selection table that can be used for the
first embodiment. Referring to FIG. 3, the network address,
the address of the home agent and the type of the interface are
registered as entries for each range of addresses to be used. In
the 1llustrated instance, the entries of LCN 52 for local com-
munications and entries of RCN 62 for remote communica-
tions are registered. The registered entries of the LCN 352
include the address of the LCN 52, which 1s a network
address, and the original interface, which 1s an interface, but
no address of a home agent 1s registered there. The registered
entries of the RCN 62 include the address of the RCN 62,
which 1s a network address, the address of the home agent P-A
61 and the Mobile IP virtual interface, which 1s an interface.

In the illustrated instance, any packet to be transmitted of
which the destination address i1s the address of the LCN or
included in the range of addresses in the column of network
address of the interface selection table 1s determined as packet
to be transmitted to the local network 41 so that 1t 1s trans-
mitted by using only the original interface 11, whereas any
packet to be transmitted of which the destination address 1s
not included 1n the range of addresses of the LCN 1s deter-
mined as packet to be transmitted to the remote networks 42a,
42b,42c so that 1t 1s transmitted by using the Mobile IP virtual
interface 12.

Similarly, any packet to be received of which the source
address 1s mcluded 1n the range of LCN in the column of
network address of the interface selection table 1s determined
to be recerved from the local network 41 so that it 1s recerved
by using only the original interface 11, whereas any packet to
be recetved of which the source address agrees with the
address 1n the column of address of the home agent in the
interface selection table 1s determined to be recerved from the
remote networks 42a, 425, 42¢ so that 1t 1s received by using
the Mobile IP virtual interface 12. If the address of the packet
to be received 1s other than those listed above, 1t 1s thrown
away as unauthorized packet.

Now, the operation of selecting a network address from the
above-described interface selection table will be described
below.

As the MN 51 moves to the local network 41, the DHCP
server 53 1n the local network 41 automatically assigns an IP
address to the MN 51. The IP address 1s treated as care-of
address (CoA) for the Mobile IP. The DHCP server 53 pro-

vides address mask information to the MN 51 1n addition to
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the IP address. The MN 51 computationally determines the
range of addresses of the LCN 52 on the local network 41
from the CoA and the address mask information and registers
it for the network address of the LCN 52 1n the interface
selection table.

The network address of the LCN 52 1n the interface selec-
tion table may be registered manually If the network 1s an ad
hoc network, the MN 51 may automatically register the link
local address as network address of the LCN 52.

Now, the operation of transmitting packets of the MN 51
will be described below.

FIG. 4 1s a flowchart of the transmission operation of the
mobile node of the first embodiment. Referring to FI1G. 4, the
interface control section 32 firstly receives the packets to be
transmitted from the applications 31a, 315 by way of the
TCP/UDP 22 and the IP 21 (S11) and determines 1if the
destination address of the packets to be transmitted 1s a spe-
cific network address or not by referring to the address fields
of the packets to be transmitted and the interface selection
table (S12).

If the address of the packets to be transmuitted 1s a specific
network address (S12, Y), the interface control section 32
delivers the packets to be transmitted to the original interface
11 (513) and the original interface 11 by turn transmits the
packets to the network (Step S14) to end the tlow of operation.
I1, on the other hand, the address of the packets to be trans-
mitted 1s not a specific network (812, N), the interface control
section 32 delivers the packets to be transmitted to the Mobile
IP virtual interface 12 and the Mobile IP virtual interface 12
by turn encapsulates the packets (S15) before 1t moves to the
processing step S13.

Now, the address fields of the packets that the MN 51
receives will be described below. The packets that are trans-
mitted to the local network 41 are transmitted to the commu-
nication partner only passing through the original interface
11. Therefore, the address fields of the packets show the
information as listed below.
source address=care-of address (CoA)
destination address=IP address of the communication partner

(LCN)

On the other hand, the packets that are transmitted to the
remote network 42 are encapsulated by the Mobile IP virtual
interface 12 and hence the address fields of the packets show
IP addresses at the inside and at the outside of capsule that are
different from each other. Thus, the address fields of the
packets show the information as listed below.
source address at the mside of capsule=home address (HoA)
destination address at the 1side of capsule=IP address of the

communication partner (RCN)
source address at the outside of capsule=CoA
destination address at the outside of capsule=address of the

home agent (HA)

Now, the operation of receiving packets by the MN 51 waill
be described below.

FIG. 5 1s a flowchart of the reception operation of the
mobile node of the first embodiment. Referring to FIG. 5, as
the MN 51 receives packets from the network (S21), the
interface control section 32 delivers them to the original inter-
face 11 so that the original mterface 11 executes a reception
process (S22). Then, the mterface control section 32 deter-
mines 1f the source address of the recerved packets 15 a spe-
cific network address or not by referring to the address fields
of the recerved packets and the interface selection table (S23).

If the source address of the received packets 1s a specific
network address (S23, Y), the interface control section 32
delivers the packets to the applications 31a, 316 from the

original interface 11 by way of the IP 21 and the TCP/UDP 22
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(S24) to end the flow of operation. If, on the other hand, the
source address of the received packets 1s not a specific net-
work address (523, N), the interface control section 32 deter-
mines 1f the source address of the recerved packets 1s the
address of the home agent or not by referring to the address
fields of the received packets and the interface selection table
(S25).

If the source address of the received packets 1s the address
of the home agent (525, Y), the interface control section 32
delivers the packets processed by the original interface 11 to
the Mobile IP virtual interface 12 and the Mobile IP virtual
interface 12 by turn decapsulate of the packets (526) betfore 1t
moves to the processing step S24. If, on the other hand, the
source A/D of the recetved packets 1s not the address of the
home agent (525, N), the interface control section 32 throws
away the recetved packets as unauthorized packets (S28) and
ends the processing operation.

As described above, when the MN 51 receives encapsu-
lated packets from the remote networks, 1t cancels the encap-
sulation of the packets by way of the Mobile IP virtual inter-
face 12. When, on the other hand, the MN 51 receives packets
that are not encapsulated from the local network, they arrive
only by way of the original interface 11. Therefore, according
to the present invention, the MN 31 determines 11 the recerved
packets are encapsulated or not, seeing the source address of
the packets, and selects either 1t 1t uses only the original
interface 11 or it receives the packets by way of the Mobile IP
virtual iterface 12.

Now, the address fields of the packets that the MN 51
receives will be described below. The packets that the MN 51
receives from the local network 41 are delivered to the appli-
cations only by way of the original interface 11. Therefore,
the address fields of the packets show the information as listed
below.

source address—=[LCN

destination address=CoA

On the other hand, the packets that are recerved from the
remote network 42 are encapsulated by the Mobile IP virtual
interface 12 and hence the address fields of the packets show
IP addresses at the inside and at the outside of capsule that are
different from each other. Thus, the address fields of the
packets show the mnformation as listed below.

source address at the mside of capsule=RCN
destination address at the inside of capsule=HoA

source address at the outside of capsule=HA
destination address at the outside of capsule=CoA

The interface control section 32 throws away the packets
that are neither from the local network 41 nor from the remote

networks 42 as unauthorized packets.

Thus, the above described embodiment of the present
invention enjoy the advantage of receiving the services 1t can
receive regardless of the network on which 1t 1s located by
communicating with the remote networks and also the ser-
vices 1t can recerve only when 1t 1s located on a specific local
network by communicating with the local network. Addition-
ally, as the mobile node automatically recognizes the type of
communication that the user 1s trying, selects and executes
the corresponding process, the user can recerve the services
without any particular efforts and also without using any
apparatus other than the mobile node to a great convenience
on the part of the user.

Additionally, the mobile node automatically recognizes
the local network and selects an appropriate interface by
using the DHCP and other arrangements found on the local
network.
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Second Embodiment

The mobile node of this embodiment recognizes the net-
work that 1s found 1n the neighborhood of the network where
it 1s located also as local network and expands the scope of
local network.

The software configuration of the mobile node of this
embodiment 1s similar to that of the mobile node of the first
embodiment.

Now, a typical communication environment of the mobile
node of the second embodiment will be described below.

FI1G. 6 1s a schematic block diagram illustrating a commu-
nication environment of the mobile node of the second
embodiment. In FIG. 6, the subjects same as or similar to
those of F1G. 2 are denoted respectively by the same reference
symbols and will not be described here any further. By com-
paring FIG. 6 with FIG. 2, it will be seen that the local
network 41 1s replaced by subnets 71a, 715, 71¢ and the
remote network 42¢ 1s not required. The subnet 71a and the
subnet 71¢ are connected to each other by way of arouter 34a.
The subnet 715 and the subnet 71 ¢ are connected to each other
by way of another router 545. The MN 51 1s connected to the
subnet 71c.

The operation of the MN 51 for expanding the local net-
work will be described below. Firstly, the MN 31 transmuits a
multicast message, for which the number of hops 1s limited, to
a nearby router. As the router 54a receives the multicast
message, 1t returns network address information on the sub-
nets 71a, 715 to which the router 54 1s connected to the MN
51 when the number of hops 1s found within the specified
range. The router 545 returns network address information on
the subnets 715, 71¢ to the MN 51 1n a similar manner.

The network address information returned from the routers
includes an IP address and address mask information like the
information provided by the DHCP server described above
tor the first embodiment. Upon receiving the network address
information from the router, the MN 351 computationally
determines the range ol network addresses that can be
regarded as those of the local network and registers the net-
work addresses 1n the interface selection table. The operation
of the MN 31 for transmitting packets and the operation
thereot for receiving packets of the MN 51 are same as those
of the first embodiment.

FI1G. 7 1s an interface selection table that can be used for the
second embodiment. Unlike the interface selection table of
the first embodiment, a plurality of entries (subnets 71a, 715,
71c¢) are registered as those that are found within the range of
network addresses that select the original interface 11.

Thus, with this embodiment, it 1s possible for the mobile
node to expand the scope of the local network with ease by
utilizing the functional features of the routers.

Third Embodiment

The mobile node of the third embodiment utilizes a plural-
ity of local networks.

While the software configuration of the mobile node of this
embodiment 1s same as that of the mobile node of the first
embodiment, original interfaces are generated as many as the
number of local networks.

Now, a typical communication environment of the mobile
node of the third embodiment will be described below.

FI1G. 8 1s a schematic block diagram 1llustrating a commu-
nication environment of the mobile node of the third embodi-
ment. In FIG. 8, the subjects same as or similar to those of
FIG. 2 are denoted respectively by the same reference sym-
bols and will not be described here any turther. By comparing,
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FI1G. 8 with FIG. 2, 1t will be seen that the local network 41 1s
replaced by local networks 41a, 415 and the remote network
42¢ 1s not required. The local network 41a 1s connected to
LCN 52a while the local network 415 1s connected to LCN
52b. The MN 31 1s connected to both of the local networks
41a, 415b.

When there are a plurality of local networks, care-of
addresses are assigned to the MN 31 by the respective local
networks and the MN 51 generates an original interface for
cach of the local networks.

In the illustrated instance, care-of address A (CoAA) 1s
assigned to the MN 51 by the local network 41a and care-of
address B (CoAB) 1s assigned to the MN 51 by the local
network 41b5. At this time, the MN 51 generates original
interface A to which CoAA 1s assigned and original interface
B to which CoAB 1s assigned.

FIG. 9 1s an interface selection table that can be used for the
third embodiment. Referring to FIG. 9, entries are registered
for each local network 1n the interface selection table. While
the operation of the MN 51 for transmitting packets and the
operation thereof for recerving packets ol the MN 51 are same
as those of the first embodiment, the MN 51 employs the
original 1nterface A, to which CoAA 1s assigned, when 1t
locally communicates with the LCN 52a found on the local
network 41a but 1t employs the original interface B to which
CoAB 1s assigned, when 1t locally communicates with the
LCN 525 that 1s found on the local network 415.

A single network 1nterface, which 1s a piece of hardware,
that corresponds to the plurality of original interfaces 11, may
be used 1n a switched manner or, alternatively, a plurality of
network interfaces may be provided for the respective origi-
nal interfaces 11.

Thus, with this embodiment, 1t 1s possible to selectively use

local communications that are conducted on a plurality of
local networks and remote communications.

Fourth Embodiment

In this embodiment, the mobile node utilizes a plurality of
remote networks.

While the software configuration of the mobile node of this
embodiment 1s same as that of the mobile node of the first
embodiment, Mobile IP virtual interfaces 12 are generated as
many as the number of remote networks.

Now, a typical communication environment of the mobile
node of the fourth embodiment will be described below.

FIG. 10 1s a schematic block diagram 1llustrating a com-
munication environment of the mobile node of the fourth
embodiment. In FIG. 10, the subjects same as or similar to
those of F1G. 2 are denoted respectively by the same reference
symbols and will not be described here any further. By com-
paring FIG. 10 with FIG. 2, 1t will be seen that the remote
networks 42a, 42¢ are replaced by remote networks 44a, 445,
44c.44d. The HA 61a 1s connected to the remote network 44a
and the HA 6154 1s connected to the remote network 445, while
the RCN 62a 1s connected to the remote network 44¢ and the
RCN 6256 1s connected to the remote network 444d.

When there exist a plurality of remote networks, a home
address 1s assigned to the MN 51 for each remote network and
the MN 51 generates a Mobile IP virtual interface 12 for each
remote network.

In the illustrated instance, home address A (HoAA) 1s
assigned to the MN 31 by the HA 61a and home address B
(HoAB) 1s assigned to the MN 51 by the HA 6156. At this time,
the MN 51 generates Mobile IP virtual interface A to which
HoAA 1s assigned and Mobile IP virtual interface B to which
HoAB 1s assigned.
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FIG. 11 1s an interface selection table that can be used for
the fourth embodiment. Referring to FIG. 11, entries are
registered for each remote network 1n the interface selection
table. As shown in FIG. 11, the address of the HA 61a1s HAA
and that ol the HA 6151s HAB. While the operation of the MN
51 for transmitting packets and the operation thereof for
receiving packets of the MN 51 are same as those of the first
embodiment, the MN 51 employs the Mobile IP virtual inter-
face A, to which HoAA 1s assigned, when 1t remotely com-
municates with the RCN 62a found on the remote network
44¢ but 1t employs the Mobile IP virtual interface B to which
HoAB 1s assigned, when 1t remotely communicates with the
RCN 625 that 1s found on the remote network 44d.

A single original interface and a single network interface,
which 1s a piece of hardware, that correspond to the plurality
of Mobile IP virtual interfaces 12, may be used 1n a switched
manner or, alternatively, a plurality of original interfaces and
a plurality of network interfaces may be provided for the
respective Mobile IP virtual interfaces 12.

Thus, with this embodiment, 1t 1s possible to selectively use
remote communications that are conducted on a plurality of
remote networks and local communications.

Fifth Embodiment

In this embodiment, the mobile node can automatically
acquire the scope of the remote networks.

The software configuration of the mobile node of this
embodiment 1s same as that of the mobile node of the first
embodiment.

Now, a typical communication environment of the mobile
node of the fifth embodiment will be described below.

FIG. 12 1s a schematic block diagram 1llustrating a com-
munication environment of the mobile node of the fifth
embodiment. In FIG. 12, the subjects same as or similar to
those of F1G. 2 are denoted respectively by the same reference
symbols and will not be described here any further. By com-
paring FIG. 12 with FIG. 2, 1t will be seen that the remote
networks 42a, 42b are replaced by subnets (SNs) 72a, 725,
72¢, 72d. The subnets 72¢, 72d are connected to the subnet
72a. HA 63a 1s connected to the subnet 72a while HA 6356 1s
connected to the subnet 725. The address of the HA 63a 1s
HM while that of the HA 635 1s HAB.

When the MN 51 registers the corresponding relationship
between the home address (HoA) and the care-of address
(CoA) in the HA 63a, it 1ssues a registration request
|[RFC3344]. As the HA63a receives the request and com-
pletes the registration, 1t notifies the MN 351 of the completion
of registration by means of a registration reply [RFC3344]

The HA 63a of this embodiment expands the field of reg-
istration reply [RFC3344]. FI1G. 13 15 a schematic 1llustration
of the field of registration reply [RFC3344]of the fifth

embodiment. Summarized information of the subnets that the
Mobile IP virtual intertaces 12 of the MN 51 use 1s contained
in the expanded field. In the i1llustrated instance, the three
subnets 72a, 72¢, 72d are described so as to be handled as so
many remote networks.

FIG. 14 1s an interface selection table that can be used for

the fitth embodiment. Referring to FIG. 14, the MN 51 reg-

1sters the entries of the subnets 72a, 72¢, 72d 1n the interface
selection table as remote networks that the Mobile IP virtual
interface 12 employs. The operation of the MN 51 for trans-
mitting packets and the operation thereof for recerving pack-
cts of the MN 51 are same as those of the first embodiment.

Thus, with this embodiment, it 1s possible for the mobile
node to automatically define the range of remote networks as
the home agent provides the scope of remote networks.
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Sixth Embodiment

In this embodiment, 1f the mobile node moves from a first
local network where 1t 1s making a local communication to a
second local network, 1t can continue the local communica-
tion it was making on the first local network.

-

The software configuration of the mobile node of this
embodiment 1s same as that of the mobile node of the first
embodiment.

Now, a typical communication environment of the mobile
node of the sixth embodiment will be described below.

FIG. 15 1s a schematic block diagram 1llustrating a com-
munication environment of the mobile node of the sixth
embodiment. In FIG. 15, the subjects same as or similar to
those of FI1G. 2 are denoted respectively by the same reference
symbols and will not be described here any further. By com-
paring FIG. 15 with FIG. 2, it will be seen that the local
network 41 1s replaced by an old local network 434 and a new
local network 4356 and the remote network 42¢ 1s notrequired.
The LCN 52 and foreign agent (FA) 35 are connected to the
old local network 43a. It 1s assumed here that the MIN 51

moves from the old local network 434 to the new local net-
work 43b. Note that the MN 51 has a home address (HoA).

Now, the operation of the MN 51 and that of the FA 55 will
be described below.

Firstly, as the MN 31 1s connected to the old local network
43a, care-of address A (CoAA) 1s assigned to 1t and the
corresponding relationship between CoAA and HoA 1s reg-
istered 1n the HA 61 as the MN 51 transmits a registration
request (or binding update). At this time, the FA 55 reads the
information in the registration request (or the binding update)
and preserves the corresponding relationship between the
CoAA and the HoA. Subsequently, the MN 51 makes a local
communication with the LCN 52 1n the old local network 43a.

Thereafter, as the MN 51 moves from the old local network
43a to the new local network 435, care-of address B (CoAB)
1s assigned to it and the corresponding relationship between
coAB and the HoA 1s registered 1n the HA 61 as the MN 51

transmits a registration request (or binding update). At this
time, as the FA 55 keeps on preserving the old corresponding
relationship between the CoAA and the HoA, the MN 51 can
continue the local communication with the LCN 52 in the old
local network 43a.

Now, the address fields of the packets for the above opera-
tion will be described below.

Firstly, an instance where the MN 51 connected to the new
local network 435 transmits packets to the LCN 52 connected
to the old local network 43a will be described below. In this

instance, the packets are transmitted by way of the routes as
described below.

(R11) the MN 31 connected to the new local network 4356
(R12) the HA 61

(R13) the FA 55 connected to the old local network 434
(R14) the LCN 52 connected to the old local network 434

On the route from R11 to R12, the MN 51 no longer regards
the old local network 43a as local network so that i1t encap-
sulates the packets by means ol the Mobile IP virtual interface
12 like the packets addressed to the remote networks. Thus,
the address fields of the packets to be transmitted show the
information as listed below.

source address at the mside of capsule=home address (HoA)

destination address at the iside of capsule=LCN 52
source address at the outside of capsule=CoAB

destination address at the outside of capsule=address of the
home agent (HA)
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Since the encapsulation of the Mobile IP packets 1s can-
celled by the HA 61, the address fields of the packets on the
route from R12 to R13 show the information as listed below.

source address—CoAB
destination address=1.CN 52 5

Since CoAA of the MN 51 that was etfective when the MN
51 was connected to the old local network 43a needs to be

used by the MN 51 to continue the current communication on
the route from R13 to R14, the FA 35 performs an address

conversion for the source address. At this time, the FA S5uses 10

the preserved corresponding relationship between CoAA and

HoA. As aresult of the address conversion, the address fields

ol the packets come to show the information as listed below.

source address=CoAA

destination address=LCN 52 15
Now, an instance where the LLCN 52 connected to the old

local network 43a transmits packets to the MN 51 connected

to the new local network 435 will be described below. In this

instance, the packets are transmitted by way of the routes as

described below. 20
(R21) the LCN 32 connected to the old local network 434

(R22) the FA 35 connected to the old local network 434
(R23) the HA 61
(R24) the MN 31 connected to the new local network 4356

Since CoAA needs to be used on the route from R21 to 25
R22, the address fields of the packets show the information as
listed below.
source address=LCN 52
destination address=CoAA

Since the FA 55 performs an address conversion, using the 30
corresponding relationship between CoAA and HoA, the
address fields of the packets on the route from R22 to R23
show the information as listed below.
source address=LCN 52
destination address=HoA 35

Since the HA 61 encapsulates the Mobile 1P, the address
fields of the packets on the route from R23 to R24 show the
information as listed below.
source address at the 1nside of capsule=LCN 352
destination address at the inside of capsule=HoA 40
source address at the outside of capsule=HA
destination address at the outside of capsule=CoAB

Since the source address at the outside of capsule 1s that of
the HA 61, the MN 51 that receives the packets can decapsu-
late by means of the Mobile IP virtual interface 12. 45

As described above, the FA 55 preserves the corresponding
relationship between CoAA and HoA. However, the address
of CoAA cannot be used forever 11 it keeps on preserving the
corresponding relationship. Therefore, when the effective
period of the corresponding relationship between CoAA and 50
HoA 1s over and CoAA 1s assigned to some other terminal by
the DHCP, the FA 35 nullifies the corresponding relationship
between CoAA and HoA.

FIG. 16 1s a tflowchart of the operation of nullifying the
corresponding relationship between CoA and HoA by FA of 55
the sixth embodiment. Referring to FI1G. 16, firstly as the MN
51 moves out from the old local network 43a (S41), the FA 55
acquires the registration request and the value of the effective
period of the Mobile IP contained in the registration reply.
Then, 1t multiplies the value of the eflective period of the 60
Mobile IP by n to use the product of multiplication as the
elfective period T for the corresponding relationship between
CoAA and HoA (S42). Thereatter, the FA 55 determines 11 the
time since it preserved the corresponding relationship has
exceeded T or not (543). If the time has exceeded T (543,Y), 65
the FA 535 nullifies the corresponding relationship between
CoAA and HoA (546) to end the tlow of operation.
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I1, on the other hand, the time has not exceeded T yet (S43,
N), the FA 55 monitors the message of the DHCP 1n the old
local network 43a (Step S44). With the DHCP, a terminal
acquires the IP address assigned to 1t by means of a DHCPOF -
FER message. Therefore, the FA 35 momitors the DHCPOF -
FER message and determines if an IP address same as CoAA
1s detected 1n 1t or not (Step S45). The FA 55 proceeds to the
processing step S46 when CoAA 1s detected (S45, Y),
whereas 1t proceeds to Step S43 when CoAA 1s not detected
(S45, N).

Thus, with this embodiment, the mobile node can access
the old local network 1n the ordinary manner 11 1t moves from
the old local network to a new local network and hence can
continue the ongoing communication with some other termi-
nal in the old local network.

Seventh Embodiment

The mobile node of this embodiment relays the communi-
cation between a terminal 1n one of the remote networks and
a terminal 1n the local network. This 1s effective for a private
network where the local network uses an NAPT feature.

The software configuration of the mobile node of this
embodiment will be described below.

FIG. 17 1s a schematic block diagram of the seventh
embodiment, illustrating the software configuration of a
mobile node thereof. In FIG. 17, the subjects same as or
similar to those of FIG. 1 are denoted respectively by the same
reference symbols and will not be described here any further.
By comparing FIG. 17 with FIG. 1, 1t will be seen that the
mobile node additionally comprises an NAPT (network
address & port translation) section 33.

-

The NAPT section 33 manages a port mapping table and
performs address conversions. When an NAPT {feature 1s
used, the IP address and the port number at the side of an
NAPT pnivate network and the IP address and the port number
at the side of a global network are mapped to show one-to-one
correspondence on a port mapping table. Thus, it 1s possible
for the NAPT section 33 to establish communication between
a private network and a global network by converting the
address fields of packets by means of a port mapping table.

Now, a typical communication environment of the mobile
node of the seventh embodiment will be described below.

FIG. 18 1s a schematic block diagram illustrating a com-
munication environment of the mobile node of the seventh
embodiment. In FIG. 18, the subjects same as or similar to
those of F1G. 2 are denoted respectively by the same reference
symbols and will not be described here any further. By com-
paring FIG. 18 with FIG. 2, 1t will be seen that the MN 51 of
FIG. 2 1s replaced by MN 36, which i1s also an information

communication apparatus according to the present invention.
The HA 61 has a home agent address (HA) and 1t 1s assumed

that a care-of address (CoA) 1s assigned to the MN 56 by the
local network 41.

This embodiment utilizes the UPnP (unmiversal plug-and-
play) service or an equivalent service. Additionally, 1t 1s
assumed here that UPnP expresses the type of service for the
service and the port number of the terminal LCN 1n the local
network 41. Thus, the terminal RCN 62 in the remote network
42¢ knows the service and the port number of the LCN and the
home address (HoA) of the MN 36.

Firstly, the RCN 62 enquires the MN 56 11 the local network
41 can provide the service 1t wants or not. At this time, the
RCN 62 transmits enquiry packets to the HoA of the MN 56.
The enquiry packets are encapsulated by the HA 61 and get to

the MN 56. Upon recerving the-enquiry packets, the MN 36
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cancels the encapsulation of the enquiry packets by means of
the Mobile IP virtual interface 12 and acknowledges the
request.

Then, the MN 56 enquires the local network 41 1f there 1s a
terminal that provides the service the RCN 62 wants or not by

means of the SSDP (simple service discovery protocol). The
enquiry gets to the LCN 52 by multicast if the MN 56 does not

know the IP address of the LCN 52 that provides the UPnP
service. Therefore, 11 the local network 41 provides the ser-

vice the RCN 62 wants, the LCN 52 sends back the own
address (LCN-ADDR) to the MN 356. Upon recerving LCN-
ADDR, the terminal MN 56 delivers the address to the RCN
62.

Thus, the terminal RCN 62 that recetved LCN-ADDR
comes to know LCN-ADDR and the port number (LCN-
PORT) found 1in the local network 41. Then, the RCN 62
specifies HoA of the MN 56 and an arbitrarily selected port
number (ANY-PORT) and asks the MN 36 to rewrite the port
mapping table.

FI1G. 19 1s a port mapping table of the seventh embodiment.
As the NAPT section 33 executes an address conversion

process, using the port mapping table, the local network side
gets LCN-ADDR and LCN-PORT while remote network side

gets HoA and ANY-PORT.

Theretfore, the RCN 62 can receive the desired service by
transmitted packets directed to HoA and the arbitrarily
selected port number to the MN 56, which are delivered to the
LCN 52. At this time, the packets are transferred by way of the
route as shown below.

(R31) RCN 62
(R32) HA 61
(R33) MN 56
(R34) LCN 52

Firstly, the address fields of the packets on the route from
R31 to R32 show the information as listed below.
source address=IP address of RCN 62 (RCN-ADDR)
source port=port number of RCN 62 (RCN-PORT)
destination address=HoA
destination port=ANY-PORT

Since the packets that arrive at HA 61 are encapsulated, the
address fields of the packets on the route from R32 to R33
show the information as listed below.
source address at the inside of capsule=RCN-ADDR
source port at the 1inside of capsule=RCN-PORT
destination address at the inside of capsule=HoA
destination port at the 1nside of capsule 32 ANY-PORT
source address at the outside of capsule=HA
destination address at the outside of capsule=CoA

The packets that arrive at the MN 56 are cancelled for the
encapsulation by the Mobile IP virtual interface 12 and the IP
address and the port number thereol are rewritten by the
NAPT section 33. Then, the packets are transmitted to the
LCN 52 1n the local network 41 by the original interface 11.
Thus, the address fields of the packets on the route from R33
to R34 show the information as listed below.
source address=RCN-ADDR
source port=RCN-PORIT
destination address=LCN-ADDR
destination port=LCN-PORT

Thus, the packets get to the LCN 52. In the opposite direc-
tion, the IP address and the port number of the packets from
the LCN 52 are rewritten by the NAPT section 33 of the MN
56 and the packets are encapsulated by the Mobile IP virtual
interface 12 1n a similar manner before they gets to the RCN
62.

Since the mobile node of embodiment has an NAPT fea-
ture, 1t 1s possible for a terminal in a local network and a
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terminal 1n a remote network to communicate with each other
if not equipped with the Mobile IP.

An mformation communication apparatus according to the
invention can be applied to an information communication
system with ease to enhance the performance of the informa-
tion communication system. Such an information communi-
cation system may be a LAN (local area network), a public
wireless LAN, a mobile communication system, an inter-
train vehicle communication system, an inter-automobile
communication system or some other system.

Additionally, the present invention provides an iforma-
tion communication program for causing the computer of an
information communication apparatus to execute the above-
described steps. Such a computer program can be executed by
the computer of an information communication apparatus
when 1t 1s stored 1n a computer-readable recording medium.
Computer-readable recording mediums that can be used for
the purpose of the present invention include ROMs and
RAMSs that are mounted in the inside of computers, portable
type recording mediums such as CD-ROMs, flexible disks,
DVD disks, magneto-optical disks and IC cards, data bases
for holding computer programs, external computers and their
data bases and transmission mediums on lines.

The recetving party’s address determining step and the
transmitting party’s address determiming step correspond to
the mterface control section of any of the above-described
embodiments. The encapsulating step and the encapsulation
canceling step correspond to the Mobile IP virtual interface of
any of the above-described embodiments. The transmitting
step and the receiving step correspond to the processing
operation of the original interface of any of the above-de-
scribed embodiments. The first relay apparatus corresponds
to the home agent of any of the above-described embodi-
ments. The second relay apparatus corresponds to the foreign
agent of any of the above-described embodiments.

The recerving party’s address determining section and the
transmitting party’s address determining section correspond
to the interface control section of any of the above-described
embodiments. The encapsulating section and the encapsula-
tion canceling section correspond to the Mobile IP virtual
interface of any of the above-described embodiments. The
transmitting section and the receiving section correspond to
the processing operation of the original interface of any of the
above-described embodiments.

What 1s claimed 1s:

1. A comouter readable medium recording thereon an
information communication program for causing a computer
to execute an operation of controlling an mformation com-
munication apparatus having a static address in advance
assigned thereto and registered in an external first relay appa-
ratus and a dynamic address assigned thereto on a subnet
connected thereto, the program to execute a process compris-
ng:

determinming the address of a party receiving packets gen-

crated by an application of the information communica-
tion apparatus according to address information of the
packets to be transmitted and address information of a
predetermined {irst subnet in order to transmit the pack-
ets to the receiving party; and

encapsulating the packets to be transmitted so as to trans-
mit the packets by way of the first relay apparatus when
the recerving party’s address 1s the first subnet;

wherein the program 1s to be executed by the computer
reading the computer readable medium.
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2. The computer readable medium according to claim 1,
wherein the process further comprising:
determining the address of a party that 1s to transmit the
packets when the packets to be recerved arrive from a
network according to address information of the packets
to be received and address information of the first relay
apparatus acquired 1n advance; and
canceling the encapsulation of the packets to be received
that are encapsulated by the first relay apparatus when
the address of the transmitting party 1s determined to be
that of the first relay apparatus by the determining the
address of the transmitted party.
3. The computer readable medium according to claim 2,
wherein,
determining the address of the transmitted party com-
Prises:
determining the address of the transmitted party accord-
ing to address information of the packets to be
recerved, address information of the first relay appa-
ratus acquired 1n advance and address information of
a predetermined second subnet acquired in advance
and the process further comprising:
upon the encapsulation of the packets to be received 1s
cancelled by the encapsulation canceling step, deliv-
ering the packets to be received, for which the encap-
sulation 1s canceled, to the application of the informa-
tion communication apparatus.
4. The computer readable medium according to claim 3,
wherein the process further comprising:
upon the transmitted party’s address 1s determined to be the
second subnet by the determining the address of the
transmitted party, delivering the packets to be received
alone to the application of the information communica-
tion apparatus.
5. The computer readable medium according to claim 4,
wherein the process further comprising:
upon the transmitted party’s address 1s determined to be
neither the address of the first relay apparatus nor that of
the second subnet by the determining the address of the
transmitted party, processing the packets to be received
as unauthorized packets.
6. The computer readable medium according to claim 2,
wherein
different static addresses are assigned to the information
communication apparatus 1in advance from the plurality
of first relay apparatus, and
determining the transmitting party’s address includes
acquiring address information of the plurality of first
relay apparatus, and
encapsulating the packets includes encapsulating the pack-
ets so as to transmit the packets by each of the static
addresses.
7. The computer readable medium according to claim 1,
wherein,
determining the address of the receiving party comprises:
determining the address of the receiving party according
to address information of the packets to be transmiut-
ted, address information of the first subnet acquired 1n
advance and address information of a predetermined
second subnet that 1s acquired 1n advance; and
the process further comprising;:
transmitting the encapsulated packets once the pack-
ets to be transmitted are encapsulated by the encap-
sulating the packets to be transmitted, and
transmitting the packets to be transmitted without
encapsulation once the transmitting party’s address
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1s determined to be the second subnet by the deter-
mining the address of the transmitting party.
8. The computer readable medium according to claim 1,
wherein the process further comprising:
computationally determining the range of addresses of a
subnet according to the dynamic address and the address
mask that are assigned when the information communi-
cation apparatus 1s connected to the subnet; and
providing the range of addresses as address information of
the second subnet.
9. The computer readable medium according to claim 1,
wherein the process further comprising:
transmitting a multicast message, for which the number of
hops 1s limited, to the network,
recerving a response message responding to the multicast
message,
acquiring subnet information from the response message,
and
providing the subnet information as address information of
the second subnet.
10. The computer readable medium according to claim 1,
wherein,
the information communication apparatus 1s connected to a
plurality of subnets and a dynamic address 1s assigned to
it from each of the plurality of subnets, and
determiming the recerving party’s address includes acquir-
ing address information of the plurality of subnets as
address information of the second subnet, and
the packets are transmitted to each of the dynamic
addresses.
11. The computer readable medium according to claim 1,
wherein the process further comprising:
transmitting a registration request message for assignment
of a static address to the first relay apparatus,
receving a response message responding to the registra-
tion request message from the first relay apparatus and
acquires address information on the address of the first
relay apparatus, the static address and the address of the
first subnet; and
wherein the first relay apparatus being adapted to transmiut
a response message including information on the
address of the first relay apparatus, the static address and
the address of the first subnet in response to the regis-
tration request message transmitted from the informa-
tion communication apparatus.
12. The computer readable medium according to claim 1,
wherein the process further comprising:
transmitting the corresponding relationship between the
static address and the first dynamic address assigned by
a {irst connection subnet to the first relay apparatus once
the information communication apparatus 1s connected
to the first connection subnet that 1s a subnet; and
transmitting the corresponding relationship between the
static address and the second dynamic address assigned
by a second connection subnet to the first relay apparatus
once the information communication apparatus 1S con-
nected to the second connection subnet that 1s a subnet
different from the first connection subnet,
wherein a second relay apparatus, which 1s a relay appara-
tus existing 1n the first connection subnet, being adapted
to acquire the corresponding relationship between the
static address and the first dynamic address transmitted
by the corresponding relationship registering step and,
when communication 1s conducted between the nfor-
mation communication apparatus connected to the sec-
ond connection subnet and a terminal connected to the
first connection subnet by way of the first relay appara-
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tus, execute an address conversion of the static address
and the first dynamic address between the first relay
apparatus and a terminal connected to the first connec-
tion subnet.

13. The computer readable medium according to claim 12,

wherein

the second relay apparatus to manage an effective period of
the corresponding relationship; between the static
address and the first dynamic address.

14. The computer readable medium according to claim 1,

wherein the process further comprising:

executing an address conversion between the first terminal
connected to the first subnet and a second terminal con-
nected to the second subnet.

15. The computer readable medium according to claim 14,

wherein

the receiving party’s address of the packets 1s the static
address of the mformation communication apparatus
and the address converting step converts the address of
the party recerving the packets to the address of the
second terminal once the first terminal transmits the
packets to the second terminal.

16. The computer readable medium according to claim 14,

wherein

the receiving party’s address of the packets 1s the dynamic
address of the information communication apparatus,
and

executing the address conversion includes converting the
address of the party receiving the packets to the address
of the first terminal when the second terminal transmits
the packets to the first terminal.

17. The computer readable medium according to claim 1,

wherein

the information communication apparatus 1s a mobile node
for a Mobile 1P, and

the first relay apparatus 1s a home agent for the Mobile IP,

whereas

the static address 1s a home address for the Mobile IP, and
the dynamic address 1s a care-of address for the Mobile IP.

18. An information communication apparatus having a

static address 1n advance assigned thereto and registered 1n an
external first relay apparatus and a dynamic address assigned
thereto on a subnet connected thereto, the apparatus compris-
ng:

an application execution section to execute an application
for generating packets;

a receving party’s address determining section to deter-
mine the address of a party receiving the packets gener-
ated by the application execution section according to
address information of the packets to be transmitted and
address 1information of a predetermined first subnet 1n
order to transmit the packets to the receiving party; and

an encapsulating section to encapsulate the packets to be
transmitted so as to transmit the packets by way of the
first relay apparatus when the receiving party’s address
1s the first subnet.

19. The apparatus according to claim 18, further compris-

ng:

a transmitting party’s address determining section to deter-
mine the address of a party that transmitted the packets
when the packets to be recerved arrive from a network
according to address imnformation of the packets to be
received and address information of the first relay appa-
ratus acquired 1n advance; and

an encapsulation canceling section to cancel the encapsu-
lation of the packets to be received that are encapsulated
by the first relay apparatus when the address of the
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transmitting party 1s determined to be that of the first
relay apparatus by the transmitting party’s address
determining section.

20. The apparatus according to claim 19, wherein

the transmitting party’s address determining section to
determine the address of the party transmitting the pack-
ets to be received according to address information of
the packets to be received, address information of the
first relay apparatus acquired in advance and address
information of a predetermined second subnet acquired
in advance.

21. The apparatus according to claim 20, wherein the appa-
ratus further comprising:

a recerving section that, once the encapsulation of the pack-
ets to be recetved 1s cancelled by the encapsulation can-
celing section, 1s to output the packets to be recerved for
which the encapsulation 1s canceled.

22. The apparatus according to claim 20, wherein the appa-
ratus further comprising:

a receiving section that, once the transmitting party’s
address 1s determined to be the second subnet by the
transmitting party’s address determining section, 1s to
output the packets to be received alone.

23. The apparatus according to claim 20, wherein the appa-
ratus further comprising:

a recewving section that, once the transmitting party’s
address determining section determines that the trans-
mitting party’s address 1s neither the address of the first
relay apparatus nor that of the second subnet, 1s to pro-
cess the packets to be recerved as unauthorized packets.

24. The apparatus according to claim 18, wherein

the recerving party’s address determining section to deter-
mine the address of the party recerving the packets to be
transmitted according to address information of the
packets to be transmitted, address information of the first
subnet acquired 1in advance and address information of a
predetermined second subnet that1s acquired 1n advance
and, further comprising

a transmitting section to transmit the encapsulated packets
once the packets to be transmitted are encapsulated by
the encapsulating section and to transmit the packets to
be transmitted without encapsulation once the transmiut-
ting party’s address 1s determined to be the second sub-
net by the transmitting party’s address determining sec-
tion.

25. An information communication method for controlling
an information communication apparatus having a static
address 1n advance assigned thereto and registered 1n an exter-
nal first relay apparatus and a dynamic address assigned
thereto on a subnet connected thereto, the method compris-
ng:

determining the address of a party recerving packets gen-

erated by an application of the information communica-
tion apparatus according to address information of the
packets to be transmitted and address information of a
predetermined {irst subnet in order to transmit the pack-
ets to the recerving party; and

encapsulating the packets to be transmitted so as to trans-
mit the packets by way of the first relay apparatus when
the recerving party’s address 1s the first subnet.
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26. The method according to claim 25, further comprising;: canceling the encapsulation of the packets to be received
determining the address of a party that transmitted the that are encapsulated by the first relay apparatus once the

address of the transmitting party 1s determined to be that

of the first relay apparatus by the transmitting party’s
5 address determiming step.

packets when the packets to be recerved arrive from a
network according to address information of the packets
to be received and address information of the first relay
apparatus acquired in advance; and I I
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