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APPARATUS, SYSTEM, AND METHOD FOR
ANALYZING THE ASSOCIATION OF A
RESOURCE TO A BUSINESS PROCESS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention relates to enterprise information systems.
Specifically, the invention relates to apparatus, systems, and
methods for analyzing the association of a resource to a
business process.

2. Description of the Related Art

Computer and information technology continues to
progress and grow 1n 1ts capabilities and complexity. In par-
ticular, software applications have evolved from single mono-
lithic programs to many hundreds or thousands of object
oriented components that can execute on a single machine or
distributed across many computer systems on a network.

Computer software and 1ts associated data 1s generally
stored 1n persistent storage organized according to some for-
mat such as a file. Generally, the file 1s stored in persistent
storage such as a Direct Access Storage Device. (DASD 1.e. a
number of hard drives). Even large database management
systems employ some form of files to store the data as well as
the object code for executing the database management sys-
tem.

Computer software generally separates functional mod-
ules from data produced or used by those modules. Recent
technologies such as eXtended Markup Language (XML)
blend instructions to a client or server module with data and

metadata such that the line between object code and data can
be blurred.

Business owners, executives, managers, administrators
and the like concentrate on providing products and/or ser-
vices 1n a cost effective and efficient manner. These business
executives recognize the efficiency and advantages software
applications can provide. Consequently, business people fac-
tor 1n the business software applications 1n long range plan-
ning and policy making to ensure that the business remains
competitive in the market place.

Instead of concerning themselves with details such as the
architecture and files defining a software application, busi-
ness people are concerned with business processes. Business
processes are internal and external services provided by the
business. More and more of these business processes are
provided at least in part by one or more software applications.
One example of a business process 1s internal communication
among employees. Often this business process 1s 1mple-
mented largely by an email software application. The email
software application may include a plurality of separate

executable software components such as a client, a server, a
Database Management System (DBMS), and the like.

Generally, business people manage and lead most effec-
tively when they focus on business processes mstead of work-
ing with confusing and complicated details about how a busi-
ness process 1s implemented. Unfortunately, the relationship
between a business process policy and 1ts implementation 1s
generally undefined, particularly 1n large corporations. Con-
sequently, the aflects of the business policy must be
researched and explained so that the burden imposed by the
business process policy can be accurately compared against
the expected benefit.

FIG. 1 illustrates a conventional system 100 for imple-
menting a business process. The business process may be any
business process. Examples of business processes that rely
heavily on software applications include an automated tele-
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2

phone and/or Internet retail sales system (web storefront), an
email system, an mnventory control system, an assembly line
control system, and the like.

Generally, a business process 1s simple and clearly defined.
Often, however, the business process 1s implemented using a
variety of cooperating soitware applications comprising vari-
ous executable files, data files, clients, servers, agents, dae-
mons/services, and the like from a variety of vendors. These
software applications are generally distributed across mul-
tiple computer platiforms.

In the example system 100, an E-commerce website 1s
illustrated with components executing on a client 102, a web
server 104, an application server 106, and a DBMS 108. 'To
meet system 100 requirements, developers write a servlet 110
and applet 112 provided by the web server 104, one or more
business objects 114 on the application server 106, and one or
more database tables 116 1n the DBMS 108. These separate
soltware applications interact to provide the E-commerce
website.

As mentioned above, each software application originates
from, or uses, one or more files 118 that store executable
object code. Similarly, data files 120 store data used by the
software application. The data files 120 may store configura-
tion settings, user data, system data, database rows and col-
umns, or the like.

Together, these files constitute resources required to imple-
ment the business process. In addition, resources may include
Graphical User Interface (GUI) icons and graphics, static web
pages, web services, web servers, general servers, and other
resources accessible on other computer systems (networked
or independent) using Uniform Resource Locators (URLs) or
other addressing methods. Collectively, all of these various
resources are required in order to implement all aspects of the
business process. As used herein, “resource(s)” refers to all
files containing both object code and data as well as soitware
modules used by the one or more software applications to
perform the functions of the business process.

Generally, each of the files 118, 120 1s stored on a storage
device 122a-c 1dentified by either a physical or virtual device
or volume. The files 118, 120 are managed by separate file
systems (FS) 124a-c¢ corresponding to each of the platiorms
104, 106, 108.

Suppose a business manager wants to implement a busi-
ness level policy 126 regarding the E-commerce website. The
policy 126 may simply state: “Backup the E-commerce once
a week.” Of course other business level policies may be
implemented with regard to the E-commerce website. For
example, a load balancing policy, a software migration policy,
a soltware upgrade policy, and other like business policies can
be defined for the business process at the business process
level.

Such business level policies are clear and concise. How-
ever, implementing the policies can be very labor intensive,
error prone, and difficult. Generally, there are two approaches
for implementing the backup policy 126. The first 1s to backup
all the data on each device or volume 122a-c. However, such
an approach backs up files unrelated to the particular business
process when the device 122a-c1s shared among a plurality of
business processes. Certain other business policies may
require more frequent backups for other files on the volume
122a-c related to other business processes. Consequently, the
policies conflict and may result 1n wasted backup storage due
to duplicate data. In addition, the time required to perform a
tull copy of the devices 122a-¢ may interfere with other
business processes and unnecessarily prolong the process.

The second approach is to identity which files on the
devices 122a-c are used by, atfiliated with, or otherwise com-
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prise the business process. Unfortunately, there 1s not auto-
matic process for determining what all the resources are that
are used by the business process, especially business pro-
cesses that are distributed across multiple systems. Certain
logical rules can be defined to assist in this manual process.
But, these rules are often rigid and limited 1n their ability to
accurately 1dentify all the resources. For example, such rules
will likely miss references to a file on a remote server by a
URL during execution of an infrequent feature of the business
process.

Generally, a computer system administrator must interpret
the business level policy 126 and determine which files 118,
120 must be included to implement the policy 126. The
administrator may browse the various file systems 124a-c,
consult user manuals, search registry databases, and rely on
his/her own experience and knowledge to generate a list of the
appropriate files 118, 120.

In FIG. 1, the implementation 128 1llustrates the results of
this manual, labor intensive, and tedious process. Such a
process 1s very costly due to the time required not only to
create the list originally, but also to continually maintain the
list as various software components of the business process
are upgraded and modified. In addition, the manual process 1s

susceptible to human error. The administrator may uninten-
tionally omit certain files 118, 120.

The implementation 128 includes both object code files
118 (i.e. e-commerce.exe. Also referred to as executables)
and data files 120 (i.e. e-comdatal .db. Also referred to as data
files). However, due to the manual nature of the process and
storage space concerns, efforts may be concentrated on the
data files 120 and data specific resources. The data files 120
may be further limited to strictly the critical data files 120
such as database files. Consequently, other important files
such as executables and user configuration and system spe-
cific setting files may not be included in the implementation
128. Alternatively, user data such as word processing docu-
ments may also be missed because the data i1s stored in an
unknown or unpredictable location on the devices 122a-c.

Other solutions for grouping resources used by a business
process have limitations. One solution is for each software
application that 1s mstalled to report to a central repository
what resources the application uses. However, this places the
burden of tracking and listing the resources used on one or
more developer who write and maintain the software appli-
cations. Again human error can result 1n certain files being
excluded. In addition, such reporting 1s generally only done
during the installation. Consequently, data files created after
that time may be stored in unforeseeable locations on a device

122a-c.

From the foregoing discussion, 1t should be apparent that a
need exists for an apparatus, system, and method that auto-
matically analyzes an association of a file or other resource to
a business process. Beneficially, such an apparatus, system,
and method would automatically discover substantially all
the resources used by a business process such that a business
level policy can be applied to the business process as a whole.
Such an apparatus, system, and method would use an 1denti-
fier and/or various characteristics or a single resource to 1den-
tify an 1mitial resource associated with the business process.
From the imitial resource, all other associated resources would
be automatically identified. In addition, the apparatus, sys-
tem, and method would apply heuristic routines to ensure that
all the appropriate resources are included. Furthermore, the
set of resources 1dentified as affiliated with a business process
would be modifiable to accommodate user needs and system
changes over time.
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4
SUMMARY OF THE INVENTION

The present mvention has been developed 1n response to
the present state of the art, and in particular, 1n response to the
problems and needs 1n the art that have not yet been met for
automatically analyzing the association of files and other
resources to a business process. Accordingly, the present
invention has been developed to provide an apparatus, sys-
tem, and method for automatically analyzing the association
of aresource to a business process that overcomes many or all
of the above-discussed shortcomings 1n the art.

An apparatus according to the present invention includes
an evaluation module and an identification module. The
evaluation module applies one or more heuristic routines to
trace data associated with a logical application representative
ol a business process to derive a set of candidate resources.
The evaluation module may add or remove resources from the
set of candidate resources 1n response to a result from a
heuristic routine. Each heuristic routine assigns a probability
to each candidate resource, and the evaluation module com-
bines the probability values assigned to a candidate resource
to define a combined probability value for the candidate
resource.

As used herein, “logical application” refers to a set of all
files and other resources required to provide the business level
services defined for a business process. The term “logical”
combined with “application” 1s intended to include software
applications which may be distributed across many computer
system, but 1s not limited to this interpretation.

In some embodiments, an origination module recerves a
business process 1dentifier that 1s used to 1dentily a resource
that becomes an 1initial member of the logical application. The
origination module may search system information in order
to determine the resource related to the business process
identifier. In certain embodiments, the business process 1s
identified by an identifier or a characteristic of the software
application.

The 1dentifier or characteristic may be provided through an
interface. The identifier may comprise the name of an execut-
able file or data file. The characteristic may comprise a well-
known function performed by the software application. Pret-
erably, the function 1s specific to the particular business
process. For example, the software application may perform
network communications using a well-known port number or
communicate with a particular server or software module.
Preferably, the i1dentifier or characteristic 1s umque to the
particular business process and clearly definable.

The 1dentification module examines the set of candidate
resources by applying a threshold to the combined probability
value of each candidate resource, and 1dentifies the candidate
resources that satisty a threshold value to be members of an
expanded logical application. In one embodiment, the evalu-
ation module and the 1dentification module operate 1teratively
on the expanded logical application to ensure that all appro-
priate files are 1dentified.

A method of the present invention 1s also presented for
automatically analyzing the association of a resource to a
business process. In one embodiment, the method 1ncludes
receiving an identifier for a business process. Then, system
data 1s examined to determine a resource that implements the
business process that 1s directly related the identifier, and the
resource 1s assigned to a logical application. Next, heuristic
routines are applied to trace data associated with the logical
application, and a set of candidate resources are dertved as a
result of the heuristic routines.

Each heuristic routine assigns a probability to each of the
candidate resources, and the probabilities are combined to
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produce a combined probability value for each candidate
resource. If a candidate resource’s combined probability
value exceeds a threshold value, the candidate resource 1s
identified as a member of the logical application. The method
may iterate until substantially all members of the logical
application have been 1dentified.

The present invention also includes embodiments arranged
as a system, and machine-readable instructions that comprise
substantially the same functionality as the components and
steps described above 1n relation to the apparatus and method.
The features and advantages of the present mvention will
become more fully apparent from the following description
and appended claims, or may be learned by the practice of the
invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the advantages of the invention will be readily
understood, a more particular description of the invention
briefly described above will be rendered by reference to spe-
cific embodiments that are illustrated 1n the appended draw-
ings. Understanding that these drawings depict only typical
embodiments of the mvention and are not therefore to be
considered to be limiting of 1ts scope, the mvention will be
described and explained with additional specificity and detail
through the use of the accompanying drawings, 1n which:

FIG. 1 1s a block diagram illustrating one example of how
a business level policy 1s conventionally implemented;

FI1G. 2 15 a logical block diagram illustrating one embodi-
ment of a system for automatically discovering and grouping,
resources used by a business process in accordance with the
present invention;

FIG. 3 1s a schematic block diagram illustrating one
embodiment of an apparatus for analyzing the association of
a resource to a business process of the present invention;

FI1G. 4 1s a schematic block diagram 1llustrating a system
for analyzing the association of a resource to a business
process 1n accordance with the present invention; and

FIG. 5 1s a schematic flow chart diagram illustrating a
method for analyzing the association of a resource to a busi-
ness process 1 accordance with the present invention.

FIG. 6 1s a schematic flow chart diagram illustrating a
method for identifying members of a logical application in
accordance with the present invention.

DETAILED DESCRIPTION OF THE INVENTION

It will be readily understood that the components of the
present invention, as generally described and illustrated in the
figures herein, may be arranged and designed in a wide vari-
ety of different configurations. Thus, the following more
detailed description of the embodiments of the apparatus,
system, and method of the present invention, as presented 1n
the Figures, 1s not intended to limit the scope of the mnvention,
as claimed, but 1s merely representative of selected embodi-
ments of the invention.

Many of the functional units described 1n this specification
have been labeled as modules, 1n order to more particularly
emphasize their implementation independence. For example,
a module may be implemented as a hardware circuit compris-
ing custom VLSI circuits or gate arrays, off-the-shell semi-
conductors such as logic chips, transistors, or other discrete
components. A module may also be implemented 1n program-
mable hardware devices such as field programmable gate
arrays, programmable array logic, programmable logic
devices or the like.
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Modules may also be implemented 1n software for execu-
tion by various types of processors. An 1dentified module of
executable code may, for instance, comprise one or more
physical or logical blocks of computer instructions which
may, for instance, be organized as an object, procedure, func-
tion, or other construct. Nevertheless, the executables of an
identified module need not be physically located together, but
may comprise disparate instructions stored in different loca-
tions which, when joined logically together, comprise the
module and achieve the stated purpose for the module.

Indeed, a module of executable code could be a single
instruction, or many instructions, and may even be distributed
over several different code segments, among different pro-
grams, and across several memory devices. Similarly, opera-
tional data may be identified and illustrated herein within
modules, and may be embodied in any suitable form and
organized within any suitable type of data structure. The
operational data may be collected as a single data set, or may
be distributed over different locations including over different
storage devices, and may exist, at least partially, merely as
clectronic signals on a system or network.

Reference throughout this specification to “a select
embodiment,” “one embodiment,” or “an embodiment”
means that a particular feature, structure, or characteristic
described 1n connection with the embodiment 1s included 1n at
least one embodiment of the present invention. Thus, appear-
ances of the phrases “a select embodiment,” “in one embodi-
ment,” or “in an embodiment™ 1n various places throughout
this specification are not necessarily all referring to the same
embodiment.

Furthermore, the described features, structures, or charac-
teristics may be combined in any suitable manner 1n one or
more embodiments. In the following description, numerous
specific details are provided, such as examples of program-
ming, soltware modules, user selections, user interfaces, net-
work transactions, database queries, database structures,
hardware modules, hardware circuits, hardware chips, etc., to
provide a thorough understanding of embodiments of the
invention. One skilled in the relevant art will recognize, how-
ever, that the invention can be practiced without one or more
of the specific details, or with other methods, components,
materials, etc. In other instances, well-known structures,
materials, or operations are not shown or described in detail to
avold obscuring aspects of the invention.

The 1llustrated embodiments of the mvention will be best
understood by reference to the drawings, wherein like parts
are designated by like numerals throughout. The following
description 1s mntended only by way of example, and simply
illustrates certain selected embodiments of devices, systems,
and processes that are consistent with the nvention as
claimed herein.

FIG. 2 1llustrates a logical block diagram of an apparatus
200 configured to automatically discover and group files used
by a business process. A business process may be executed by
a wide array of hardware and software components config-
ured to cooperate to provide the desired business services.
(1.e. email services, retail web storefront, inventory manage-
ment, etc.) For clanty, certain well-known hardware and soft-
ware components are omitted from FIG. 2.

The business process may include an operating system 202
that provides general computing services through a file I/O
module 204, network module 206, and process manager 208.
The file I/O module 204 manages low-level reading and writ-
ing of data to and from files 210 stored on a storage device 212
such as a hard drive. Of course the storage device 212 may
also comprise a storage subsystem such as various types of
DASD systems. The network module 206 manages network
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communications between processes 214 executing on the
apparatus 200 and external computer systems accessible via a
network (not shown). Preferably, the file I/O module 204 and
network module 206 are modules provided by the operating
system 202 for use by all processes 214a-c. Alternatively,
custom file I/O module 204 and network modules 206 may be
written where an operating system 202 does not provide these
modules.

The operating system 202 includes a process manager 208
that schedules use of one or more processors (not shown) by
the processes 214a-c. The process manager 208 includes
certain information about the executing processes 214a-c. In
one embodiment, the information includes a process 1D, a
process name, a process owner (the user that mitiated the
process), process relation (how a process relates to other
executing processes 1.e. child, parent, sibling), other
resources 1n use (open files or network ports), and the like.

Typically, the business process 1s defined by one or more
currently executing processes 214a-c. Each process 214
includes either an executable file 210 or a parent process,
which mitially creates the process 214. Information provided
by the process manager 208 enables identification of the
original source files 210 for the executing processes 214a-c,
discussed in more detail below.

In certain embodiments, the apparatus 200 includes a
monitoring module 216, analysis module 218, and determi-
nation module 220. These modules 216, 218, 220 cooperate
to dynamically 1dentify the resources that comprise a logical
application that corresponds to the business process. Typi-
cally, these resources are files 210. Alternatively, the
resources may be other software resources (servers, dacmons,
ctc) 1dentifiable by a network address such as a URL or IP
address.

The monitoring module 216 communicates with the pro-
cess manager 208, file /'O module 204, and network 1/0O
module 206 to collect trace data. The trace data 1s any data
indicative of operational behavior of a software application
(as used herein “application” refers to a single process and
“logical application” refers to a collection of one or more
processes that together implement a business process).

Trace data may be 1dentifiable both during execution of a
soltware application or after mitial execution of a software
application. One example ol a monitoring module 216 that
may be used with the present invention 1s a file filter module
described 1n U.S. patent application Ser. No. 10/681,357,
filed on Oct. 7, 2003, entitled “Method, System, and Program
for Processing a File Request,” hereby incorporated by refer-
ence. Certain trace data may also be identifiable after the
initial installation of a software application. For example,
soltware applications referred to as installation programs can
create trace data simply by creating new files 1n a specific
directory.

Preferably, the monitoring module 216 collects trace data
for a desired business process. In one embodiment, the moni-
toring module 216 collects trace data based on an 1dentifier,
discussed 1n more detail below, known to directly relate to a
resource 1mplementing the business process. Alternatively,
the monitoring module 216 may collect trace data for all the
resources of an apparatus 200 without distinguishing based
on an 1dentifier.

In one embodiment, the monitoring module 216 commu-
nicates with the process manager 208 to collect trace data
relating to processes 214 currently executing. The trace data
collected represents processes 214a-c executing at a specific
point 1n time. Because the set of executing processes 214a-c
can change relatively frequently, the monitoring module 216
may periodically collect trace data from the process manager
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208. Preferably, a user-configurable setting determines when
the monitoring module 216 collects trace data from the pro-
cess manager 208.

The monitoring module 216 also communicates with the
file I/O module 204 and network module 206 to collect trace
data. The file I/O module 204 maintains information about
file access operations including reads, writes, and updates.
From the file I/O module 204, the monitoring module 216
collects trace data relating to current execution of processes
214 as well as historical operation of processes 214.

Trace data collected from the file /O module 204 may
include information such as file name, file directory structure,
file size, file owner/creator, file access rights, file creation
date, file modification date, file type, file access timestamp,
what type of file operation was performed (read, write,
update), and the like. In one embodiment, the monitoring
module 216 may also determine which files 210 are currently
open by executing processes 214. In certain embodiments, the
monitoring module 216 collects trace data from a file I/O
module 204 for one or more file systems across a plurality of
storage devices 212.

As mentioned above, the monitoring module 216 may col-
lect trace data for all files 210 of a file system or only files and
directories clearly related to an identifier. The identifier and/
or resources presently included 1n a logical application may
be used to determine which trace data 1s collected from a file
system.

The monitoring module 216 collects trace data from the
network I/0O module 206 relating to network activity by the
processes 214a-c. Certain network activity may be clearly
related to specific processes 214 and/or files 210. Preferably,
the network I/O module 206 provides trace data that associ-
ates one or more processes 214 with specific network activity.
A process 214 conducting a network activity 1s identified and
the resource that mitiated the process 214 is thereby also
identified.

Trace data from the network I/O module 206 may indicate
which process 214 has opened specific ports for conducting
network communications. The monitoring module 216 may
collect trace data for well-known ports, which are used by
processes 214 to perform standard network communications.
The trace data may 1dentify the port number and the process
214 that opened the port. Often only a single, unique process
uses a particular network port.

For example, communications over port 80 may be used to
identify a web server on the apparatus 200. From the trace
data, the web server process and executable file may be 1den-
tified. Other well-known ports include 20 for FTP data, 21 for
FTP control messages, 23 for telnet, 53 for a Domain Name
Server, 110 for POP3 email, etc.

In certain operating systems 202 such as UNIX and
LINUX network 1/0 trace data 1s stored in a separate direc-
tory. In other operating systems 202 the trace data 1s collected
using services or daemons executing in the background man-
aging the network ports.

In one embodiment, the monitoring module 216 autono-
mously communicates with the process manager 208, file I/O
module 204, and network I/O module 206 to collect trace
data. As mentioned, the momtoring module 216 may collect
different types of trace data according to different user-con-
figurable periodic cycles. When not collecting trace data, the
monitoring module 216 may “sleep” as an executing process
until the time comes to resume trace data collection. Alterna-
tively, the monitoring module 216 may execute 1n response to
a user command or command from another process.

The monitoring module 216 collects and preferably for-
mats the trace data into a common format. In one embodi-
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ment, the format 1s 1n one or more XML files. The trace data
may be stored on the storage device 212 or sent to a central
repository such as a database for subsequent review.

The analysis module 218 analyzes the trace data to dis-
cover resources that are afliliated with a business process.
Because the trace data 1s collected according to operations of
soltware components implementing the business process, the
trace data directly or indirectly 1dentifies resources required
to perform the services of the business process. By 1dentify-
ing the resources that comprise a business process, business
management policies can be implemented for the business
process as a whole. In this way, business policies are much
simpler to implement and more cost effective.

In one embodiment, the analysis module 218 applies a
plurality of heuristic routines to determine which resources
are most likely associated with a particular logical application
and the business process represented by the logical applica-
tion. The heunstic routines are discussed i more detail
below. Certain heuristic routines establish an association
between a resource and the logical application with more
certainty than others. In one embodiment, a user may adjust
the confidence level used to determine whether a candidate
resource 1s included within the logical application. This con-
fidence level may be adjusted for each heuristic routine indi-
vidually and/or for the analysis module 218 as a whole.

The analysis module 218 provides the discovered
resources to a determination module 220, which defines a
logical application comprising the discovered resources.
Preferably, the determination module 220 defines a structure
222 such as a list, table, software object, database, a text
eXtended Markup Language (XML) file, or the like for
recording associations between discovered resources and a
particular logical application. As mentioned above, a logical
application 1s a collection of resources required to implement
all aspects of a particular business process.

The structure 222 includes a name for the logical applica-
tion and a listing of all the discovered resources. Preferably,
sufficient attributes about each discovered resource are
included such that business policies can be implemented with
the resources. Attributes such as the name, location, and type
ol resource are provided.

In addition, the structure 222 may include a frequency
rating indicative of how often the resource 1s employed by the
business process. In certain business processes this frequency
rating may be indicative of the importance of the resource. In
addition a confidence value determined by the analysis mod-
ule 218 may be stored for each resource.

The confidence level may indicate how likely the analysis
module 218 has determined that this resource i1s properly
associated with the given logical application. In one embodi-
ment, this confidence level 1s represented by a probability
percentage. For certain resources, the structure 222 may
include information such as a URL or server name that
includes resources used by the business process but not
directly accessible to the analysis module 218.

Preferably, the analysis module 218 cooperates with the
determination module 220 to define a logical application
based on an 1dentifier for the business process. In this manner,
the analysis module 218 can use the identifier to filter the trace
data to a set more likely to include resources directly related
to a business process of interest. Alternatively, the analysis
module 218 may employ certain routines or algorithms to
propose certain logical applications based on clear evidence
ol relatedness from the trace data as whole without a pre-
defined identifier.

A user interface (Ul) 224 may be provided so that auser can
provide the 1dentifier to the analysis module 218. The 1denti-
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fier 226 may comprise one of several types of identifiers
including a file name for an executable or data file, file name
or process ID for an executing process, a port number, and the
like. The resource 1dentified by the identifier 226 may be
considered a seed resource for the logical application as the
resource 1dentified by the identifier 226 1s included in the
logical application by default and 1s used to add additional
resources discovered by searching the trace data.

For example, a user may desire to create a logical applica-
tion according to which processes accessed the data base file
“Users.db.”” In the Ul 224, the user enters the file name
users.db. The analysis module 218 then searches the trace
data for processes that opened or closed the users.db file.
Heuristic routines are applied to any candidate resources
identified and the result set of resources 1s presented to the
user in the Ul 224.

The result set mcludes the same information as in the
structure 222. The UI 224 may also allow the user to modily
the contents of the logical application by adding or removing
certain resources. The user may then store a revised logical
application in a human readable XML structure 222. In addi-
tion, the user may adjust confidence levels for the heuristic
routines and the analysis module 218 overall.

In this manner, the apparatus 200 allows for creation of
logical applications that correspond to business processes.
The logical applications track information about resources
that implement the business process to a suificient level of
detail that business level policies such as backup, recovery,
migration, and the like may be easily implemented. Further-
more, logical application definitions can be readily adjusted
and adapted as subsystems implementing a business process
are upgraded, replaced, and modified. The logical application
tracks business data as well as the processes that operate on
that business data. In this manner, business data 1s fully
archivable for later use without costly conversion and data
extraction procedures.

FIG. 3 illustrates one embodiment of an apparatus for
analyzing the association of a resource to a business process.
The 1llustrated embodiment includes an analysis module 218,
which includes an evaluation module 312, an origination
module 314, and an identification module 316. The analysis
module 218 examines trace data 310 associated with a logical
application 318 to determine a set of candidate resources.
Candidate resource identifiers 328a-d for the candidate
resources may be entered into a candidate resource data struc-
ture 320.

In one embodiment, the origination module 314 may
receive an 1identifier that relates to a business process. Prefer-
ably, the 1dentifier 1s unique to the business process although
uniqueness 1s not required. The 1dentifier provides a starting
point for conducting the analysis ol trace data. In one embodi-
ment, an 1dentifier 1s known to be associated with the business
process and 1s automatically associated with the correspond-
ing logical application 318. The 1dentifier may be a seed for
determining which other resources are also associated with
the logical application 318. Alternatively, an association
between the 1dentifier an a particular logical application 318
may be suspected. However, after conducting the analysis the
correct associated logical application 318 may be discovered
as well as other resources associated with that logical appli-
cation 318.

The 1dentifier may be a file name for a key executable file
known to be involved 1n a particular business process. Alter-
nately, the identifier may be a process ID, a process name, a
process 1dentifier, a network socket, or the like. For example,
the identifier may comprise the fact that a software applica-
tion always conducts network 1/0 over port 80. An example
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identifier may be the inventorystartup.exe which 1s the first
application started when an inventory control system 1s 1niti-
ated.

The origination module 314 may search system informa-
tion and trace data 310 to determine a resource that is directly 3
related to the business process 1dentifier. For example, 1 the
identifier 1s a process name, the origination module 314 may
determine a parent process and subsequently determine a
resource that imtiated the parent process. In some embodi-
ments, the origination module 314 associates the resource to 10
a logical application 318 as an imitial member of the logical
application 318.

The evaluation module 312 may apply one or more heuris-
tic routines 322a-f to a set of trace data 310. Preferably, the
trace data 310 1s related to the logical application 318. Alter- 15
natively, the heuristic routines 322a-f are applied to all avail-
able trace data 310. In one embodiment, the evaluation mod-
ule 312 uses the heuristic routines 322a-f in conjunction with
members of the logical application 318. Each heuristic rou-
tine 322a-f may analyze the trace data in relation to the 20
members of the logical application 318. A heuristic routine
322a-f 1s an algorithm that examines trace data 310 using a
member of the logical application 318. The heuristic routine
322a-f seeks to 1dentily candidate resources for which the
trace data 310 indicates a potential relationship between a 25
candidate resource and members of the logical application
318. Because the relationship 1s heuristically determined, the
heuristic routine 322a-f assigns a probability that a candidate
resource 1s associated to the logical application 318. This
determination 1s very complex and difficult given such little 30
information, about the logical application 318. Consequently,

a plurality of heuristics of different probabailities are applied
to provide as accurate of a determination as possible.

As used herein, the term “heuristic” means “a technique
designed to solve a problem that ignores whether the solution 35
1s probably correct, but which usually produces a good solu-
tion or solves a simpler problem that contains or intersects
with the solution of the more complex problem.” (See defi-
nition on the website www wikipedia org).

In one embodiment, an 1nitial set of heuristic routines 40
322a-f1s provided and a user 1s permitted to add his/her own
heuristic routines 322a-f. Once a heuristic routine 322a-f
identifies a resource that may be associated with the logical
application 318, the candidate resource may be added to a set
of candidate resources as an entry 1nto the candidate resource 45
data structure 320. The depicted embodiment of the candidate
resource data structure 320 includes a row for each candidate
resource 328a-d and a column for the probability 324a-f
assigned by each heuristic routine 322a-f. A column 1is
included for a combined probability 326 that may be a 50
welghted average or a weighted product of each of the 1ndi-
vidual probabilities 324a-f for each candidate resource 328a-

d.

One heuristic routine 322a may 1dentify all resources that
are used by a member of the logical application 318. Another 55
heuristic routine 3226 may 1dentify all resources within a
parent directory of aresource used by a member of the logical
application 318. Another heuristic routine 322¢ may 1dentily
all resources within all directories owned by a member of the
logical application 318. 60

One heuristic routine 3224 may 1dentify all resources 1n a
package manager group that includes a member of the logical
application 318. Another heuristic routine 322¢ may 1dentily
resources that were used within a selected time interval after
initial execution of a member of the logical application 318. 65
One heuristic routine 322/ may identify all resources that
match a user-defined criterion. These rules may include or
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exclude certain resources based on site-specific procedures
that exist at a computer facility. For example, a user may
exclude resources of a temporary nature or with a .tmp file
extension from the candidate resource data structure 320.
Heuristic routines 322 may be added or deleted by a user of
the system.

In one embodiment, a candidate resource 328 identified by
the heuristic routines 322 1s added as a row 1n a candidate
resource data structure 320. Each heuristic routine 322a-f
assigns a probability 324a-f to each resource 328 a-d based
upon a likelihood that a specific heuristic routine 322a-f cor-
rectly identified the resource 328 a-d as being associated with
the logical application 318. For example, if a member of the
logical application 318 used a candidate resource 328a, it 1s
highly probable that the candidate resource 328a 1s associated
with the logical application 318. Alternately, 11 a candidate
resource 328 was used within a specified time period after
initiation of a member of the logical application 318, 1t 1s not
as probable that the candidate resource 328a 1s associated
with the logical application 318 since there 1s a chance that the
resource use was assoclated with a different process that
happened to be executing concurrently.

The evaluation module 312 combines the individual prob-
abilities 324a-f for each candidate resource 328a-d to pro-
duce a combined probability 326 for each candidate resource
328a-d. In one embodiment, the combined probability 326
comprises the product of the individual probabilities 324a-f.
In another embodiment, certain columns or values may be
given a higher weighting value during the combination of
probabilities. For example, if a probability of 100% 1s
assigned by a heuristic routine, the associated candidate
resource 328a-d may automatically be associated with the
logical application regardless of the probability values 324a-f
in other columns.

Candidate resources 328a-d may be evaluated according
two distinct methodologies. The first methodology 1s referred
to as a build-up scheme. Under this methodology, the heuris-
tic routines 322a-f are applied to augment the set of resources
currently within the logical application 318. In this manner,
the resource that 1s directly related to the business process
identifier, the seed, grows into a network of associated
resources as the heuristic routines 322a-f are applied and the
combined probabilities 326 are derived. Use of the build-up
scheme represents confidence that the heuristic routines
322a-f will not miss relevant resources and runs the risk that
some resources may be missed. However, this scheme may
exclude unnecessary resources.

The second methodology, referred to as the whittle-down
scheme, 1s more conservative but may include resources that
are not actually associated with the logical application. The
whittle-down scheme begins with a logical application 318
comprising a pre-defined superset such as all resources that
are accessible to the computer system(s) implementing the
business process. The heuristic routines 322q-f are then
applied using an inverse operation, meaning resources that
satisty a heuristic routine 330qa-f are removed from the logical
application 319. Regardless of the methodology used, the
analysis module 218 produces a set of candidate resources
328, which are likely to represent members of the logical
application 318.

Preferably, the analysis module 218 1s configured to apply
the heuristic routines 322a-f for each resource presently
included 1n the logical application 318. In some embodi-
ments, aifter the analysis module 218 identifies additional
resources as members of the logical application 318, the
analysis may be re-run against the expanded logical applica-
tion 318. In one embodiment, a determination to re-run the
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analysis may be based on a user configurable percentage of
change 1n the logical application 318 between iterations of the
analysis module 218. Alternatively, a user-configurable set-
ting may determine a pre-defined number of iterations.

In this manner, the logical application 318 continues to
grow or shrink based on relationships between recently added
or subtracted resources and resources already present in the
logical application 318. The logical application 318 may be
said to be stable if the membership within the logical appli-
cation 318 changes very little between 1terative applications
of the analysis module 218.

FIG. 4 illustrates one embodiment of a system 400 for
analyzing the association of a resource to a business process
in accordance with the present invention. The system 400
includes an operating system 202, a process manager 208,
and I/O module 506. The operating system 202 manages
execution of processes. The process manager 208 provides
information on running processes. The I/O module 506 pro-
vides information on file activity.

The system 400 may include a plurality of file systems (F'S)
508a-n that use corresponding storage devices 510a-n. The
I/O module 506 may provide file information for all the file
systems 308a-x.

A monitoring module 216 collects trace data 310 during
execution of soltware applications by the operating system
202. The monitoring module 216 may interact with the pro-
cess manager 208, I/O module 506, and file systems 508a-r to
collect trace data 310. To collect certain types of trace data
310, the monitor module 216 may include a process monitor
516, I/O monitor 518, network monitor 520, and FS monitor
522.

The monitoring module 216 provides the trace data 310 to
an analysis module 218 which analyzes the trace data 310 to
discover resources afliliated with a business process. The
analysis module 218 may also define a logical application
318. The logical application 318 may be defined within a
markup language data structure such as XML.

The system 400 automatically discovers the resources
(files, ports, etc.) used by a business process in a single sys-
tem. Typically, business processes are implemented using a
plurality of software applications. Even a single software
application can have a high number of resources stored 1n
various known and unknown locations on the same system.
The system 400 automatically identifies the logical applica-
tion that corresponds to the business process.

In certain mstances, this logical application corresponds to
a single software application. Because a logical application 1s
automatically discovered, operations can be performed on the
logical application as a whole rather than on sub-systems and
sub-modules independently. These operations may include
upgrading a logical application, deleting a logical applica-
tion, backing up a logical application, and the like.

FIG. 5 illustrates one embodiment of a flow chart of a
method 500 for analyzing the association of a resource to a
business process. The method 500 begins 510 after a candi-
date resource 328 has been selected for analysis. The evalu-
ation module 312 applies 520 one or more heuristic routines
322a-fto trace data 310 associated with members of a logical
application 318. Each heuristic routine 322a-f assigns 540 a
probability that the candidate resource 328 1s associated to the
logical application 318.

The evaluation module 312 then combines 350 the prob-
abilities assigned by the heuristic routines 322a-f to derive a
combined probability 326. In one embodiment, the evaluation
module 312 derives the combined probability 326 by taking,
the product of the individual probabilities 324. In another
embodiment, certain probabilities 324 may be given a higher
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weighting during the combination of probabilities. For
example, 1 a probability of 100% 1s assigned by one heuristic
routine 322, the candidate resource 328 may be assigned a
combined probability of 100% regardless of the probability
values from other heuristic routines.

If the combined probability 326 does not meet 560 a pre-
defined threshold, the method 500 ends 580. If the combined
probability meets 560 a predefined threshold, the candidate
resource 328 i1s identified 570 as a member of the logical
application, and the method 500 ends 380.

FIG. 6 1illustrates one embodiment of a flow chart of a
method 600 for identitying members of a logical application.
The method 600 begins 610 by recerving 615 an identifier for
the business process. In some embodiments, the 1dentifier 1s
received from a system user. Preferably, the identifier 1s
unique to the business process although uniqueness 1s not
required. The identifier provides a starting point for conduct-
ing the analysis of trace data 310. In one embodiment, an
identifier 1s known to be associated with the business process
and 1s automatically associated with a corresponding logical
application 318. The 1dentifier may be a seed for determining
which other resources are also associated with the logical
application 318.

The 1dentifier may be a file name for a key executable file
known to be involved 1n a particular business process. Alter-
nately, the identifier may be a process 1D, a process name, a
process 1dentifier, a network socket, or the like. For example,
the identifier may comprise the fact that a software applica-
tion always conducts network I/O over port 80. Another
example 1dentifier may be the iventorystartup.exe filename
identifier which 1s the first application started when an inven-
tory control system 1s 1nitiated.

The origination module 314 determines 620 a resource
known to have a direct affiliation with the identifier. The
origination module 314 may search trace data 310 and/or
system 1nformation to determine the resource that imple-
ments at least a portion of the business process associated
with the identifier. System information may include resource
related information. For example, system information may
include the contents of directories and relationships between
files and directories 1n a file system. System imnformation may
also 1include the listing of current processes running as well as
relationships between processes and logs of permitted and
prohibited network activity.

The origination module 314 may use the i1dentifier as a
starting point to search relationships in the trace data 310 or
system 1nformation that lead back to a resource associated
with the business process. For example, 11 the 1dentifier 1s a
process name, the origination module 314 may determine a
resource that imtiated the process. If the identifier 1s a port
name, the origination module 314 may determine a process
that 1s listening on the port, then identily the resource that
initiated the process. The search may entail examining a
sequence of process relationships recorded 1n the trace data
310 to discover the resource that 1s associated with the busi-
ness process.

In some embodiments, a portion of the trace data 310 may
include a list of all program executables that are uniquely
associated with business processes. The list may exclude
program executables that are shared between business pro-
cesses, such that identification of a program executable on the
list provides a unique 1dentification of a resource associated
with a business process. The origination module 314 may
continue to search relationships of processes and resources to
the identifier until a match 1s found with one of the list entries.
For example, an operating system process that 1s common to
many business processes may open a port. The parent process
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may also be common to multiple business processes. A search
through a sequence of parent processes and resources asso-
ciated with the parent processes may be conducted until a
resource on the list of unique program executables 1s 1denti-
fied. Alternatively, these shared resources may also be 1den-
tified as being associated with a logical application.

The method 600 assigns 625 the resource to a logical
application 318. In some embodiments, the origination mod-
ule 314 assigns 625 the resource to a logical application 318
as an mitial member of the logical application 318. The evalu-
ation module 312 applies 630 heuristic routines 322a-f to
trace data 310 associated with members of the logical appli-
cation 318 to derive 635 a set of candidate resources 328a-d
that may be associated with the logical application 318.

An example of a heuristic routine 322 1s the identification
of resources that are accessed by any member of the logical
application 318. In one embodiment, the trace data 310 1s
searched to 1dentify each resource that was accessed by any
member of the logical application 318. Identified resources
may be placed 1 a list. The list may be compared with
resources already 1n the logical application 318 and redun-
dancies may be eliminated. The remaining resources prefer-
ably become candidate resources 328a-d. Another example of
a heuristic routine 322 1s the identification of resources that
are 1n a directory wherein a member of the logical application
318 resides. In one embodiment, the trace data 310 1s
searched to i1dentity the parent directory of each member of
the logical application 318, and all non-redundant resources
in the parent directories become candidate resources 328a-d.

The heuristic routines 322a-f may assign 640 a probability
324a-f to each candidate resource 328a-d based upon the
degree to which the resource satisfies criteria of the heuristic
routine 322a-f. Alternately, the heuristic routines 322a-f may
assign a probability 324a-f based upon the probability that
satisfaction of criteria indicate association of the resource to
the logical application 318.

The evaluation module 312 then combines 645 the prob-
abilities assigned by the heuristic routines 322a-f to derive a
combined probability 326 for each candidate resource 328a-
d. In one embodiment, the evaluation module 312 derives the
combined probability 326 by taking a product of the indi-
vidual probabilities 324a-f. In another embodiment, certain
probabilities 324a-f are given a higher weighting during the
combination of probabilities. For example, 1if one heuristic
routine 322a-f assign a probability of 100%, the candidate
resource 328a-d may be assigned a combined probability 326
of 100% regardless of the probability values from other heu-
ristic routines.

The combined probability 326 for each candidate resource
328a-d 1s examined. If the candidate resource 328a-d com-
bined probability 326 meets 650 a predefined threshold, the
candidate resource 328a-d 1s 1dentified 655 as a member of
the logical application 318. If membership of the logical
application 318 changes 660 by addition of candidate
resource 328a-ds, control 1s transferred to step 630 where the
evaluation module 312 applies heuristic routines 322a-fto the
expanded membership of the logical application 318. If the
membership of the logical application 318 does not change
660 or 11 the degree of change 1s below a specified threshold,
the method 600 ends 665. Alternatively, 1n some embodi-
ments, rather than repeating the analysis loop (steps 630 to
step 660) until no more resources are added, or only a few new
resources are added, the method 600 may repeat the analysis
for a predetermined, user-defined, number of 1terations.

Of course the method 600 may be modified by those of skall
in the art without departing from the essence of the present
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invention. All such modifications are considered within the
scope of the present invention.

In summary, the present invention provides an apparatus,
system, and method for analyzing the association of a
resource to a business process. The apparatus, system, and
method automatically  discovers substantially all the
resources used by a business process such that a business level
policy can be applied to the business process as a whole. In
addition, the apparatus, system, and method applies heuristic
routines to ensure that all the appropriate resources are
included. Furthermore, the set of resources 1dentified as affili-
ated with a business process 1s modifiable to accommodate
user needs and system changes over time.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or essential character-
1stics. The described embodiments are to be considered 1n all
respects only as illustrative and not restrictive. The scope of
the invention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What 1s claimed 1s:

1. An apparatus for identifying resources associated with a
computer process, the apparatus comprising:

a storage device storing executable code;

a processor executing the executable code, the executable

code comprising;:

an origination module that derives an 1mitial member of a
logical application that implements a business process
from a business process 1dentifier recerved by the origi-
nation module, wherein the business process 1dentifier 1s
provided by a user and 1s a file name for an executable
file;

a monitoring module that collects trace data, the trace data
comprising a port number for a port and a process that
opened the port;

a determination module that stores the candidate resources
in an eXtended Markup Language (XML ) file, the XML
file comprising a logical name for the business process
and each candidate resource, a frequency rating indicat-
ing how often each candidate resource 1s employed by
the business process, and a confidence value comprising
a combined probability;

an evaluation module that applies one or more heuristic
routines to the trace data associated with the logical
application, each heuristic routine deriving a set of can-
didate resources and assigning a plurality of probabili-
ties to each candidate resource of the set indicating a
likelihood that the candidate resource 1s a file used to
implement the business process, a first heuristic routine
assigning a high probability value to a first probabaility
for each candidate resource that 1s used within a selected
time 1nterval after an 1mitial execution of the logical
application, a second heuristic routine assigning the
high probability value to a second probability for each
candidate resource within all directories owned by the
initial member, a third heuristic routine assigning the
high probability value to a third probability for each
candidate resource within each parent directory of each
resource used by the mnitial member, and a fourth heu-
ristic routine assigning the high probability to a fourth
probability for each candidate resource within directo-
ries owned by the initial member, the evaluation module
combining the probability values assigned to the candi-
date resource by each heuristic routine by calculating a
product of the probability values to define the combined
probability for the candidate resource;
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an 1dentification module that identifies the candidate
resource as a member of the logical application 1n
response to the combined probability satisfying a thresh-
old value.

2. The apparatus of claim 1, wherein the business process
identifier 1s selected from tie group consisting ol a network
socket, a process name, a process identifier, a universal
resource locator (URL), and a file.

3. The apparatus of claim 1, wherein one heuristic routine
derives the set of candidate resources comprising resources
matching a user-defined criterion.

4. The apparatus of claim 1, wherein the evaluation module
1s Turther configured to remove a candidate resource from the
set of candidate resources 1n response to a result from the
heuristic routine.

5. A system for analyzing the association of a resource to a
business process, comprising:

a storage device storing executable code;

a processor executing the executable code, the executable

code comprising:

an operating system managing execution ol processes;

a process manager providing information on running pro-
CEeSSes;

an Input/Output (I/0) module providing file activity infor-
mation;

a file system managing files stored 1n storage and providing,
metadata about the files;

a monitoring module collecting trace data during execution
ol at least one software process within the operating
system, the monitoring module interacting with at least
one of the process manager, the I/O module, and the file
system to collect trace data directly related to operation
ol a solftware application, the trace data comprising a
port number for a port and a process that opened the port;

a determination module storing the candidate resources in
an XML file, the XML file comprising a logical name for
the business process and each candidate resource, a ire-
quency rating indicating how often each candidate
resource 1s employed by the business process, and a
confidence value comprising a combined probability;

an analysis module comprising:

an origination module that derives an 1nitial member of

a logical application that implements a business pro-
cess from a business process 1dentifier recerved by the
origination module, wherein the business process
identifier 1s provided by a user and 1s a file name for an
executable file,

an evaluation module that applies one or more heuristic
routines to the trace data associated with the logical

10

15

20

25

30

35

40

45

application, each heuristic routine derving a set of 50

candidate resources and assigning a plurality of prob-
abilities to each candidate resource of the set indicat-
ing a likelihood that the candidate resource 1s a file
used to implement the business process, a first heu-
ristic routine assigning a high probability value to a
first probability for each candidate resource that 1s
used within a selected time interval after an 1nitial
execution of the logical application, a second heuris-
tic routine assigning the high probability value to a
second probability for each candidate resource within
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by the mmitial member, the evaluation module combin-
ing the probability values assigned to the candidate
resource by each heuristic routine by calculating a
product of the probability values to define the com-
bined probability for the candidate resource, and
an 1dentification module that identifies the candidate
resource as a member of the logical application 1n
response to the combined probability satisiying a
threshold value.
6. The system of claim 5, wherein the analysis module 1s
turther configured to add a candidate resource 1n response to
a result from a heuristic routine.
7. The system of claim 5, wherein the monitoring module
interacts with a plurality of file systems.
8. A storage device storing executable code executed by a
processor to perform operations for analyzing the association
ol a software resource to a business process comprising:
deriving an initial member of a logical application that
implements a business process from a business process
identifier, wherein the business process identifier 1s pro-
vided by a user and 1s a file name for an executable file;

collecting trace data, the trace data comprising a port num-
ber for a port and a process that opened the port;
storing the candidate resources 1n an XML file, the XML
file comprising a logical name for the business process
and each candidate resource, a frequency rating indicat-
ing how often each candidate resource 1s employed by
the business process, and a confidence value comprising
a combined probability;

applying at least one heuristic routine to the trace data
associated with the logical application, each heuristic
routine deriving a set of candidate resources and assign-
ing a plurality ol probabilities to each candidate resource
of the set indicating a likelihood that the candidate
resource 1s a file used to implement the business process,
a first heuristic routine assigning a high probability value
to a first probability for each candidate resource that 1s
used within a selected time interval after an 1nitial execu-
tion of the logical application, a second heuristic routine
assigning the high probability value to a second prob-
ability for each candidate resource within all directories
owned by the 1nitial member, a third heuristic routine
assigning the high probability value to a third probabil-
ity for each candidate resource within each parent direc-
tory of each resource used by the mitial member, and a
fourth heuristic routine assigning the high probabaility to
a fourth probability for each candidate resource within
directories owned by the mnitial member;

combining the probability assigned to the candidate

resource by each heuristic routine by calculating a prod-
uct of the probability values to define the combined
probability for the candidate resource; and

identitying the candidate resource as a member of the

logical application 1n response to the combined prob-
ability satistying a threshold value.

9. The storage device of claim 8, wherein the business
process 1dentifier 1s selected from the group consisting of a
network socket, a process name, a process 1dentifier, a uni-
versal resource locator (URL), and a file.

10. The storage device of claim 8, the operations further
comprising searching system information in order to deter-
mine the resource related to the business process identifier.

11. The storage device of claim 8, wherein one heuristic
routine derives the set of candidate resources comprising
resources accessed by the mitial member.

12. The storage device of claim 8, wherein one heuristic
routine comprises dermves the set of candidate resources com-
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prising all resources within each parent director of each
resource used by the initial member.

13. The storage device of claim 8, wherein a third heuristic
routine derives a third set of candidate resources comprising,
resources within a parent directory of each resource used by
the 1mitial member.

14. The storage device of claim 8, wherein one heuristic
routine derives the set of candidate resources comprising all
resources 1n a package manager group that includes the initial
member.

15. The storage device of claim 8, wherein one heuristic
routine derives the set of candidate resources comprising
resources matching a user-defined criterion.

16. The storage device of claim 8, the operations further
comprising removing a candidate resource from the set of
candidate resources 11 the candidate resource 1s of a tempo-
rary nature.

17. A method for 1dentifying resources associated with a
business process, the method comprising;

deriving, by use of processor, an initial member of alogical

application that implements a business process from a
business process 1dentifier provided by a user, wherein
the business process 1dentifier 1s provided by a user and
1s a file name for an executable file;

collecting trace data, the trace data comprising a port num-

ber for a port and a process that opened the port;
storing the candidate resources in an XML file, the XML
file comprising a logical name for the business process
and each candidate resource, a frequency rating indicat-
ing how oiten each candidate resource 1s employed by
the business process, and a confidence value comprising
a combined probability;

applying at least one heuristic routine to the trace data
associated with the logical application, each heuristic
routine deriving a set of candidate resources and assign-
ing a plurality ol probabilities to each candidate resource
of the set indicating a likelihood that the candidate
resource 1s a file used to implement the business process,
a first heuristic routine assigning a high probability value
to a first probability for each candidate resource that 1s
used within a selected time 1interval after an mitial execu-
tion of the logical application, a second heuristic routine
assigning the high probability value to a second prob-
ability for each candidate resource within all directories
owned by the mitial member, a third heuristic routine
assigning the high probability value to a third probabil-
ity for each candidate resource within each parent direc-
tory of each resource used by the initial member, and a
fourth heuristic routine assigning the high probabaility to
a fourth probability for each candidate resource within
directories owned by the mitial member;

combining the probability values assigned to the candidate

resource by each heuristic routine as a product of the
probability values to define the combined probability for
the candidate resource:; and

identifying the candidate resource as a member of the

logical application 1n response to the combined prob-
ability satisfying a threshold value.

18. A storage device storing executable code executed by a
processor to perform operations for analyzing the association
ol a software resource to a business process-comprising:
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providing a means for deriving an initial member of a
logical application that implements a business process
from a business process 1dentifier provided by a user,
wherein the business process 1dentifier 1s provided by a
user and 1s a file name for an executable file;

providing a means for collecting trace data, the trace data
comprising a port number for a port and a process that
opened the port;

providing a means for storing the candidate resources 1n an
XML file, the XML file comprising a logical name for
the business process and each candidate resource, a Ire-
quency rating indicating how often each candidate
resource 1s employed by the business process, and a
confidence value comprising a combined probability;

providing a means for applying at least one heuristic rou-
tine to the trace data associated with the logical applica-
tion, each heuristic routine deriving a set of candidate
resources and assigning a plurality of probabilities to
cach candidate resource of the set indicating a likelihood
that the candidate resource 1s a file used to implement the
business process, a first heuristic routine assigning a
high probability value to a first probability for each
candidate resource that 1s used within a selected time
interval after execution of the logical application, a sec-
ond heuristic routine assigning the high probability
value to a second probability for each candidate resource
within all directories owned by the initial member, a
third heuristic routine assigning the high probability
value to a third probability for each candidate resource
within each parent directory of each resource used by the
initial member, and a fourth heuristic routine assigning
the high probability to a fourth probability for each
candidate resource within directories owned by the 1ni1-
tial member;

providing a means for combiming the probability assigned
to the candidate resource by each heuristic routine as a
product of the probability values to define the combined
probability for the candidate resource; and

providing a means for identifying the candidate resource
associated with the logical application 1n response to the
combined probability satisiying a threshold value.

19. The apparatus of claim 1, the evaluation module further
applying a fifth heuristic routine assigning the high probabil-
ity value to a fifth probability for each candidate resource
used within a specified time period.

20. The system of claim 3, the evaluation module further
applying a fifth heuristic routine assigning the high probabil-
ity value to a fifth probability for each candidate resource
used within a specified time period.

21. The storage device of claim 8, the operations further
comprising applying a fifth heuristic routine assigning the
high probability value to a fifth probability for each candidate
resource used within a specified time period.

22. The method of claim 17, the method further comprising,
applying a fifth heuristic routine assigning the high probabil-
ity value to a fifth probability for each candidate resource
used within a specified time period.
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