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TRANSPARENT SHARING OF MEMORY
PAGES USING CONTENT COMPARISON

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority of U.S. patent application

Ser. No. 09/915,045, filed 25 Jul. 2001 now U.S. Pat. No.
6,789,156, which in turn claims priority of U.S. Provisional

Patent Application No. 60/293,325, filed 22 May 2001.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to the field of memory management
in computer systems.

2. Description of the Related Art

Most modern computers include at least one form of data
storage that has programmable address translation or map-
ping. In most computers, this storage will be provided by a
relatively high-speed system memory, which i1s usually
implemented using solid-state random-access memory
(RAM) components.

Although system memory 1s usually fast, 1t does have 1ts
weaknesses. First, 1t 1s usually volatile. Second, for a given
amount of data to be stored, system memory takes up more
physical space within the computer, 1s more expensive, and
requires more support in terms of cooling, component sock-
ets, etc., than does a conventional non-volatile storage device
such as a disk. Thus, whereas many gigabytes of disk storage
are commonly mcluded 1n even computers in the relatively
unsophisticated consumer market, such computers seldom
come with more than 128 or perhaps 256 megabytes of sys-
tem RAM.

Because higher speed access to stored data and code usu-
ally translates into faster performance, 1t 1s generally prefer-
able to run as much of an active application from system
memory as possible. Indeed, many applications requiring,
real-time processing of complex calculations such as voice-
recognition software, interactive graphics, etc., will not run
properly at all unless a certain amount of RAM 1s reserved for
their use while runming.

High-speed system memory 1s a limited resource and, as
with most limited resources, there 1s often competition for 1t.
This has become an even greater problem in modern multi-
tasked systems, in which several applications may be running,
or, at least resident 1n memory, at the same time. Even where
there 1s enough memory 1n a given system for all the appli-
cations that need 1t, 1t 1s still often advantageous to conserve
memory use: RAM costs money, and consumes both energy
and physical space. More efficient management of RAM can
reduce the cost, energy, or physical space required to support
a given workload. Alternatively, more efficient management
of RAM can allow a system to support a larger number of
applications with good performance, given a fixed monetary,
energy, or physical space budget.

Applications may be defined broadly as any body of code
that 1s loaded and executes substantially as a unit. Applica-
tions include, among countless other examples, common con-
sumer programs such as word processors, spreadsheets and
games; communications software such as Internet browsers
and e-mail programs; software that functions as an aide or
interface with the OS 1tselt, such as drivers; server-oriented
soltware and systems such as a web server, a transactional
database, and scientific simulations; and even entire software
implementations of whole computers, commonly known as
“virtual machines™ (VMs).
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One techmque for reducing the amount of system memory
required for a given workload, and thereby for effectively
“expanding” the amount of available system memory, 1s to
implement a scheme whereby different applications share the
memory space. Transparent page sharing, in the context of a
multi-processor system on which virtual machines are run-
ning, 1s described 1n U.S. Pat. No. 6,075,938, Bugnion, et al.,

“Virtual Machine Monitors for Scalable Multiprocessors,”
issued 13 Jun. 2000 (“Bugnion *938”). The basic 1dea of this
system 1s to save memory by eliminating redundant copies of
memory pages, such as those that contain program code or file
system buflfer cache data. This 1s especially important for
reducing memory overheads associated with running mul-
tiple copies of operating systems (e.g., multiple guest oper-
ating systems running as virtual machines—see below).

There are two main components to the technique disclosed

in Bugnion “938. First, candidate pages that could potentially
be shared are identified. Second, the pages are actually
shared, when possible, so that redundant copies can be
reclaimed.
The approach in Bugnion “938 for identifying pages 1s to
add hooks to the system to observe copies when they are
created. For example, a routine within the operating system
running within the virtual machine—the virtual operating
system VOS—that 1s used to explicitly copy memory regions
1s modified to allow copied pages to be shared. Note that the
VOS may also be considered to be a “guest” operating sys-
tem, since the virtual machine, although 1t 1s configured as a
complete computer system, 1s actually a software construct
that 1s running on an underlying, physical “host” system.

Another example 1s Bugnion *938’s interposition on disk
accesses, which allows disk transfers from a shared non-
persistent disk to be shared across multiple guests (virtual
machines). In this case, Bugnion "938 tracks disk blocks that
are already 1n main memory, so subsequent requests for the
same blocks can be shared. Similarly, support for special
devices 1s added to guests, such as a special virtual subnet that
supports large network packets, allowing guests to commu-
nicate with each other while avoiding replicated data when
possible.

The Bugnion *938 approach for sharing a page 1s to employ
an existing MMU (memory management unit) hardware
device to map the shared page read-only for each guest that 1s
sharing 1t, and to make private copies of the page on demand
if a guest attempts to write to it. This technique 1s known as
“copy-on-write” (COW), and 1s well-known 1n the literature.
In the context of virtual machines, page-sharing can be made
transparent to guest, that 1s, virtual, operating systems, so that
they are unaware of the sharing. This 1s done by exploiting the
extra level of indirection in the virtualized memory system
between the virtualized guest “physical” memory (which the
VM “believes” 1s the actual hardware memory, but which 1s
actually a software construct) and the actual underlying hard-
ware “machine” memory. In short, multiple guest physical
pages can be mapped copy-on-write to the same machine
page.

One disadvantage of the page-sharing approach described
in Bugnion *938 1s that the guest OS must be modified to
include the necessary hooks. This limits the use of the
Bugnion *938 solution not only to systems where such modi-
fications are possible but also to those users who are willing
and knowledgeable enough to perform or at least accept the
modifications. Note that such attempted modifications to
commodity operating systems may not be possible for those
other than the manufacturer of the operating system 1tself, and
then not without greatly increasing the probability that the
modifications will lead to “bugs™ or instability elsewhere.
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Another disadvantage of the Bugnion 938 system 1s that it
will often fail to identily pages that can be shared by different
VMs. For example, assume that each VM 1s using 1ts own
persistent virtual disk, that each VM 1s running a different
operating system as the guest OS, for example Windows NT4
and Windows 2000, respectively, and that each 1s running
completely different installations of the soitware package
Microsoit Oflice 2000. The executable code (for Office 2000)
will then be 1dentical for the two VMs, yet the Bugnion 938
system will notidentity this. Two complete copies of the same
program may then be resident 1n the system memory at the
same time, needlessly taking up many megabytes of memory
in order to store the redundant second copy of the program
code.

What 1s needed 1s a memory management system (and
corresponding method of operation) that can be implemented
without having to add hooks to the existing guest operating
system, and that 1s able to identily opportunities for page
sharing that are not found and exploited by existing memory
management techniques. The memory management system
should, however, remain transparent to the applications that
are using 1t. This invention provides such a memory manage-
ment system and related method of operation.

SUMMARY OF THE INVENTION

The mnvention provides a method and a related system
configuration for sharing memory units, such as pages, 1n a
computer system that imncludes a hardware memory and at
least one context. Each context has a virtual memory that 1s
divided into a plurality of virtual memory units that are map-
pable to corresponding hardware memory units. The memory
may be persistent or non-persistent. According to the inven-
tion, the system 1identifies virtual memory units that have
identical contents and then maps those virtual memory units
identified as having identical contents to a single instance of
a corresponding one of the hardware memory units.

In the preferred embodiment of the invention, candidate
memory units are selected from among the virtual memory
units and their contents are hashed. Identification of virtual
memory units that have identical contents 1s preferably car-
ried out by calculating a hash value by applying a hash func-
tion to the contents of a current one of the candidate memory
units. A data structure such as a hash table 1s then searched to
determine the presence of a previous data structure entry
corresponding to the calculated hash value. If a previous entry
1s not present in the data structure, then a new entry 1s inserted
into the data structure corresponding to the current candidate
memory unit. I a previous entry 1s present 1n the data struc-
ture, then the entire contents of the current candidate memory
unit are compared with the contents of the single instance
indicated by the previous entry.

According to one aspect of the preferred embodiment of
the mvention, all or only selected ones of the virtual memory
units that are mapped to the single instance are write-pro-
tected, such as by using a copy-on-write (COW) mechanism.
A request by any context to write to any write-protected
virtual memory unit 1s then sensed. Upon sensing such a
request, a private copy of the write-protected virtual memory
unit 1s generated in the hardware memory for the requesting,
context and the write-protected virtual memory umt 1is
remapped to the private copy.

In order to improve the efficiency of the mvention even
turther, any or all of several optimizations may be i1mple-
mented. One such optimization involves 1dentiiying virtual
memory units that have a relatively high probability of
impending modification and then designating these as tem-
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porarily non-sharable virtual memory units. For these tempo-
rarily non-sharable virtual memory units, mapping to the
single shared instance i1s then preferably deferred, for
example, until a different one of the virtual memory units 1s
subsequently 1dentified as having contents i1dentical to the
respective temporarily non-sharable virtual memory unit. As
yet another optimization, write-protection 1s deferred for any
candidate virtual memory unit for which no other virtual
memory unit has yet been 1dentified as having 1identical con-
tents.

The mvention provides different ways to select candidate
virtual memory units for content-based comparison with
other virtual memory units and for possible sharing. For
example, selection may be random, or according to any of
several heuristic criteria. Candidate virtual memory units are
preferably selected and examined for possible sharing during
a system 1dle time.

The preferred embodiment of the 1nvention 1s virtualized,
in which the computer system includes at least one virtual
machine, which forms a context and has at least one address
space that 1s divided into a plurality of virtual memory units.
The virtual machine also includes a virtual operating system
that maps each virtual memory unit to a corresponding inter-
mediate memory unit. In this embodiment, for each virtual
machine, the system also includes a software layer—a virtual
machine monitor—as an interface between the wvirtual
machine and the underlying system software and hardware.
Among other things, the virtual machine monitor implements
an intermediate mapping of each intermediate memory unit to
a corresponding hardware memory unit. In this virtualized
embodiment, the mtermediate memory units, instead of the
virtual memory units, are chosen and mapped to the shared
instances of hardware memory. Other procedural steps such
as content-based comparison, write-protection, etc., are then
also carried out based on the intermediate memory units. The
intermediate mapping provides an extra level of indirection
that 1s advantageously exploited by the virtualized embodi-
ment of the mvention.

In one alternative embodiment of the invention, at least one
context 1s a virtual disk.

In another “brute force” embodiment of the invention,
hashing 1s not used at all. Rather, 1n order to discover virtual
memory units that are identical to others, the system simply
compares the contents of each of the virtual memory units
with the contents of each of the other virtual memory units.

According to yet another aspect of the invention, the virtual
memory units are partitioned nto a plurality of classes. The
steps of 1dentitying virtual memory units that have identical
contents and of mapping those virtual memory units to a
single shared instance of a corresponding hardware memory
unit are 1n this case carried out separately and independently
for each of the classes. Sharing of single mstances of the
hardware memory units thereby takes place only among vir-
tual memory units in the same class. One example of possible
classes are page colors of the hardware memory units to
which the corresponding virtual memory units are currently
mapped. Another example 1s the case 1n which the computer
system has a multiprocessor architecture with a non-uniform
memory access (NUMA) property and a plurality of memory
modules having different access latency. In this case, the
classes are the memory modules to which the corresponding
virtual memory units are currently mapped.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram that 1llustrates the main hardware
and software components of the mnvention.
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FIG. 2 1s a block diagram that illustrates the main steps
performed by a memory sharing module implemented
according to the mnvention.

FIG. 3 shows the main sub-modules of a memory sharing,
module according to the invention.

FI1G. 4 illustrates a preferred structure for a hash table used
in the mvention.

FIG. 5 15 a block diagram that 1s similar to FIG. 1, but in
which the system includes a plurality of virtual machines that
are enabled to share memory pages transparently.

DETAILED DESCRIPTION

The main 1dea implemented by the mvention 1s content-
based 1dentification of units of a data storage space that dif-
ferent contexts may be able to share. This brief encapsulation
of the main 1dea uses terms that bear definition, namely,
“content-based idenftification,” “units of a data storage
space,” “contexts,” and “sharing.” Much of the rest of this
description relates to the concepts of content-based 1dentifi-
cation and sharing as used in the invention.

The invention may be used to more efficiently manage all
types of data storage, both volatile (non-persistent) and non-
volatile (persistent), as long as the addresses to data stored on
the storage medium or in the storage components can be
programmably translated or mapped. The mvention will be
most useful, at least given the technology now most com-
monly in use, where the data storage 1s system RAM memory;
this 1s therefore assumed in the description below by way of
example. Embodiments of the invention relating to transpar-
ent, content-based sharing of units of storage on persistent
media are, however, mentioned below. Any changes to adapt
the 1nvention to other data storage technologies will be obvi-
ous to skilled computer programmers.

As 1s well known, the system memory 1s typically divided
into individually addressable units or units, commonly
known as “pages,” each of which 1n turn contains many sepa-
rately addressable data words, which 1 turn will usually
comprise several bytes. Pages are identified by addresses
commonly referred to as “page numbers.” The invention does
not presuppose any particular page size: Any memory unit
may be used and will require little or no modification of the
preferred embodiment of the invention described below. All
that 1s required 1s that the memory unit be umquely 1dentifi-
able, that 1t can be write protected 1n some way, that its
contents (for example, the bits, or bytes, or words) can be
compared with those of other memory umts, and that
addresses can be programmably translated, that 1s, mapped.,
for example, using the support typically provided by the
memory management unit hardware in modern processors.

The write-protection feature of memory that the invention
uses 1s the ability to mark one or more pages, either individu-
ally or as a group, in such a way that any attempt to write to
those pages will be detected and can be prevented or at least
temporarily delayed. This 1s commonly known as “write pro-
tection.” In some systems, individual pages may be marked
write-protected, for example using the usual memory man-
agement unit (MMU ) and page table mechanism. In addition,
or mnstead, other systems include a feature, such as the
Memory Type Range Register (MTRR) feature of the Intel
IA32 architecture, that allows a limited number of contiguous
regions to be write-protected; 1n such systems, instead of
write-protecting an individual page, attempted writes to any
pages 1in any marked region will then be detectable. All that 1s
required in this invention 1s that any memory unit to be shared
can be marked in some way (including being copied nto a
larger, marked region), using any mechamsm, such that
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attempted writes can be detected. Merely by way of example,
it 1s assumed below that pages can be individually write-
protected.

The term “context’ 1s used here to refer to any software or
hardware component, device or system, that addresses and
reads from the hardware memory and that has 1ts own address
translation (mapping) state. For a traditional OS, a “context”™
would typically be a “process,” which has an address space
and associated page tables that contain information about
how to map virtual pages to physical pages (see below), and
also page-level protection information, such as “read-only”™
for COW pages. In the preferred embodiment of the invention
described below, the context i1s a virtual machine.

It 1s not necessary according to the invention that sharing
occurs between contexts; rather, page sharing may even be
within a single context. One example of this would be where
the context 1s a single virtual machine on which different
application programs are running and are using the same
virtualized physical memory.

The system according to the invention needs to determine
whether units of memory (such as pages) have identical con-
tents and can potentially share a single instance of the unait.
Unlike other memory sharing routines found 1n the prior art,
the method mmplemented by the system according to the
invention does not require any information about when,
where, or how page contents were generated, although some
of this information 1s used 1n refinements to the fundamental
embodiment of the ivention in order to improve different
aspects of performance.

This content-based approach according to the mnvention 1s
general-purpose, and has important advantages over the more
restrictive Bugnion *938 approach. First, the content-based
approach according to the invention can identify more oppor-
tunities for sharing; by definition, all potentially sharable
pages can be identified by their contents. Second, 1n one
embodiment of the invention that 1s used for memory man-
agement ol virtual machines, the mvention eliminates the
need to modily, hook, or even understand guest OS code,
which may be difficult or even impossible 1n many commer-
cial environments (e.g., no access to proprietary Microsoit
OS source code).

The features of the sharing system and method according
to the invention are described 1n greater detail below. Before
this, though, the main hardware and soitware components of
the invention are described.

Main System Components

As FIG. 1 shows, the main components of the system
according to the invention include an underlying hardware
platform 100, host system soitware 200, and a plurality of
soltware contexts 300, . . ., 300 that run on the host system
software 200 (which may constitute a context of 1ts own). As
in most computers, two different types of data storage are
typically provided: a relative fast system memory 120 (the
hardware machine memory), typically implemented using
any of the various RAM technologies, and usually a non-
volatile, often higher-capacity storage device 140 such as one
or more memory disks. Note that some systems do notinclude
any disk at all, such as handheld computers that employ flash
memory devices instead disks. FIG. 1 also shows that con-
ventional peripheral devices 400 may be connected to run on
the hardware 100 via the host system software 200; no par-
ticular peripheral devices are required by the invention.

As will become clearer from the description below, this
invention does not require any particular hardware platform.
Nonetheless, because 1t 1s so common, and by way of example
only, 1t 1s assumed below that the hardware platform 100 has
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an x86 architecture (used in the Intel IA32 line of micropro-
cessors). As 1n any x86 system, 1t 1s therefore turther assumed
that memory 1s divided 1nto, addressed, and write-protected
by pages, although, as 1s mentioned above, the invention may
operate with other schemes as well, such as using Intel’s
MTRR feature for several pages at once.

The system hardware 100 includes a central processor
(CPU) 110, which may be a single processor, or two or more
cooperating processors 1 a known multiprocessor arrange-
ment. As in other known systems, the hardware includes, or 1s
connected to, conventional registers, iterrupt-handling cir-
cuitry, and a memory management unit MMU 112. The
MMU 1s usually integrated on-chip 1n modern CPUs and uses
page table information that 1s established by the system soft-
ware. In the figures, the memory 120 1s shown being external
to the hardware platform 100 merely for convenience of
description; 1 actual systems, the memory 1s of course also
part of the computer’s hardware.

As 1n other computer systems, the system software 200
according to the invention includes a host operating system
HOS 220, which will include drivers 222 as needed for con-
trolling and communicating with the various devices 400 and,
usually, for the disk 140 as well. Because this invention does
not presuppose any particular host operating system, and
because the characteristics and functions of operating sys-
tems are so well known, the HOS 220 i1s not discussed 1n
greater detail, except insofar as 1t cooperates with the com-
ponents of the system unique to the mvention.

One of these unique components 1s a software module
referred to as amemory or page-sharing module 250, which 1s
described separately below. In one embodiment of the mnven-
tion, the memory-sharing module 250 1s implemented, using
known techniques, as a part of the memory-management
routines found within the existing host operating system. In a
preferred, virtualized embodiment of the invention, however,
the module 250 1s implemented within a separate software
mechanism used to control virtual machines (VMs). These
embodiments and aspects of the invention are described 1n
more detail below.

Memory Reads and Writes

Although it 1s not required by this mvention, reads and
writes of memory pages are typically carried out directly by
the CPU 110, 1n particular, by the MMU 112. Note that there
1s also usually a hardware cache of this page table information
(page tables are typically stored 1n ordinary RAM); which 1s
commonly referred to as a ““translation lookaside buiter”
(TLB). None of this 1s x86-specific.

The CPU usually handles reads and writes at a finer granu-
larity than pages; for example, 1t accesses mdividual 32-bit
words or even individual bytes. Translation, that 1s, mapping
of memory addresses and protection checks (such as read-
only) are usually done, however at the granularity of pages. In
the common case, this 1s all done 1n hardware 1n order to
increase speed, with faults in exceptional cases such as a TLB
miss, which may be handled in either hardware or software,
depending on the processor architecture.

Comparison of Memory Pages

In the mvention, 1t 1s assumed that the memory 1s, for
purposes ol addressing, divided into separately addressable
groups of memory units. The most common memory group 1s
a “page,” and this term 1s used here without loss of generality.
In the widely used Intel x86 architecture, a memory page
comprises 4 KB, that 1s, 1s 1024 thirty-two-bit data words, or
4096 eight-bit bytes. The techniques described below may be
casily adapted to any page or word size, however, by any
skilled programmer.
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The 1dea behind the invention 1s that the demand on the
system memory can be reduced by allowing one or more
contexts to share a single copy of a page when possible, but to
create private copies of the page when necessary. Sharing
may take place either intra-context or inter-context, or both.
In particular, there 1s no need to maintain two or more 1den-
tical pages in memory unless a context needs a private copy in
order to be able to change 1t. The invention must therefore 1n
some way determine when two pages are 1dentical.

One way to determine whether any two (or more) pages of
memory are identical would be simply to go through the
entire memory at predetermined times and compare the con-
tents of every possible page pair, remove all redundant copies,
and change all mappings to point to a single remaining copy.
In essence, 1n such a narve or “brute force” process, each set
of duplicate pages contaiming identical data would be col-
lapsed 1nto a single instance of the page. Such an exhaustive,
straightforward procedure, however, would clearly be pro-
hibitively expensive 1n terms of required processing time:
Such naive matching would require a number of comparisons
that grows quadratically with the number of pages.

According to the ivention, hashing 1s instead preferably
used to efliciently and dynamically 1identify pages with 1den-
tical contents and thus to reduce the effort imnvolved 1n 1den-
tifying copies. Using an appropriate hash function, the num-
ber of comparisons required to find all duplicates grows
approximately linearly, rather than quadratically, with the
number of pages.

Translation (Memory Mapping) and Address Terminology

The most straightforward way for all contexts to uniquely
identily a memory page would simply be for them all to use a
common set of page numbers. This 1s almost never done,
however, for many well-known reasons. Instead, contexts
normally refer to memory pages using one set of 1dentifiers,
which 1s then ultimately mapped to the set actually used by
the underlying hardware memory.

When a context requests access to the memory, the request
1s 1ssued usually with a “virtual address,” since the memory
space that the context addresses 1s a construct adopted to
allow for much greater generality and tlexibility. The request
must, however, ultimately be mapped to an address that 1s
issued to the actual hardware memory. This mapping, or
translation, 1s typically specified by the operating system. The
operating system thus converts the virtual page number
(VPN) of the request 1into a “physical” page number (PPN)
that can be applied directly to the hardware.

For example, when writing a given word to a virtual
address 1n memory, the processor breaks the virtual address
into a page number (higher-order address bits) plus an offset
into that page (lower-order address bits). The virtual page
number (VPN) 1s then translated using mappings established
by the operating system into a physical page number (PPN)
based on the page table entry (PTE) for that VPN 1n the page
table associated with the currently active address space. The
actual translation may be accomplished simply by replacing
the VPN (the higher order bits of the virtual address) with
their PPN mapping, leaving the lower order offset bits the
same. Normally this mapping 1s obtained quickly by looking,
it up 1n the hardware TLB. (If not, a “TLB miss™ occurs, and
the page tables 1n memory are consulted to update the TLB
before proceeding.) The TLB entry also contains various flags
or permission bits, such as “read-only” or “read-write.”

Trying to write to aread-only page will cause a fault, which
involves a jump to a predefined soiftware page fault handler;
this 1s what happens, for example, during a COW {fault. If the
page 1s “read/write” and other conventional checks succeed,
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then the write 1s allowed to proceed, and the physical address
1s constructed as the PPN (higher-order physical address bits)
concatenated with the lower-order address offset bits. The
write 1s then 1ssued using the physical address.

In the preferred embodiment of the mvention, the contexts
sharing the memory are virtual machines (VMs). This
embodiment 1s discussed 1n greater detail below, with refer-
ence to FIG. 5. For the sake of clarity and consistency of
terminology, however, the additional level of indirection in
memory management that virtualization introduces 1s dis-
cussed at this point: Applications running 1 a VM 1ssue
memory requests using virtual addresses (VPNs) exactly as in
non-virtualized systems and a corresponding virtual operat-
ing system (VOS) translates these into physical addresses
(PPNs). Although the VM “believes” the PPNs thus obtained
will be used to address the hardware memory, 1n fact they are
not. Each PPN passed from the VOS 1s thus a virtualized
physical page number, since it 1n fact refers to an address in a
memory space of a virtualized memory 312 (see FIG. 5 and
the related description below). An underlying software layer
(such as a virtual machine monitor) then remaps the VOS-
created PPN 1nto the actual hardware, machine memory page
number MPN, which may be done using the same structures
and techniques that are used for memory mapping 1n non-
virtualized systems.

The concepts “context,” virtual page number VPN, physi-
cal page number PPN, and machine page number MPN are
therefore analogous, but slightly different 1n virtualized and
non-virtualized (that 1s, “traditional”) system configurations.
In this description, these terms are used as follows:

Non-Virtualized Configuration:

Context: A process with its own address space.

VPN: A virtual page number associated with a process.

PPN: A physical page number that refers to the actual
hardware memory. The operating system specifies map-
pings irom VPNSs to PPNs, and the hardware MMU then
performs the actual translation of VPNs to PPNs using
these mappings.

MPN: A machine page number, 1dentical to PPN.

Virtualized Configuration:

Context: A virtual machine with 1ts own virtualized physi-
cal memory.

VPN: A virtual page number associated with a process
running 1n a guest OS within a VM, that 1s, 1n the virtual
operating system VOS. Each process in the VM has 1ts
own virtual address space.

PPN: A physical page number that refers to a virtualized
physical memory space associated with the VM. As 1s
mentioned above, the VM operates as though this PPN
refers to actual hardware memory, although 1t 1s actually
a soltware construct maintained by the VM software
layer. The guest OS (VOS) specifies mappings from
VPNs to PPNs.

MPN: A machine page number that refers to actual hard-
ware memory. The VM software layer (for example, a
virtual machine monitor VMM) specifies mappings
from each VM’s PPNs to MPNs. This adds an extra level
of indirection, with two address translations (mappings)
instead of one: a VPN 1s translated to a PPN using the
guest OS mappings, and then this PPN 1s mapped to an
MPN by the VM solftware layer. The VMM preferably
maintains 1ts own separate page tables from VPNs to
MPNs, so the hardware MMU 1s able to translate VPNs
directly to MPNss.

The main difference between the virtualized and non-vir-

tualized configurations 1s the point at which the address trans-
lation 1s modified to share pages. This determines the level of
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“transparency” when pages are shared. In the virtualized
case, the PPN-to-MPN translation 1s modified to implement
sharing, thereby making the sharing transparent to the virtual
machines and their guest operating systems. In the non-vir-
tualized embodiment, the VPN-to-MPN translation 1s modi-
fied to implement sharing, thereby making the sharing trans-
parent to processes, but requiring changes to the OS that
specifies the mapping.

The preferred virtualized embodiment thus has the signifi-
cant advantage of not requiring any modifications to existing
operating system code. This means 1n turn that this embodi-
ment of the invention 1s completely independent of the guest
operating system(s). This also means that the invention may
be used where the source code of the guest OS 1s not even
accessible or for some other reason cannot be modified.

In the following description, except where otherwise 1ndi-
cated, the term “context page number” CPN 1s used to 1ndi-
cate the page number ultimately used 1n the final mapping to
MPNs. Thus, i1n the non-virtualized -configuration,
CPN=VPN; 1n the virtualized configuration, CPN=PPN,
since the VPN generated by the VM context goes through the
intermediate VPN-to-PPN mapping.

Remapping
Assume now that first and second context page numbers
CPN1 and CPN2 map to corresponding MPNs MPN1 and

MPN2, respectively. Note that these two context pages may
be assoc1ated with different contexts (C1=C2) or with the
same context (C1=C2). Thus:

Map(CPN1)=MPN1 and Map(CPN2)=MPN2

Now 1 the mapping of CPN2 1s changed to MPN1, both
CPN1 and CPN2 will be translated to the same machme page
MPNI1. Thus:

Map(CPN1)=-MPN1 and Map(CPN2)=MPN1

As long as the contexts C1 and C2 will only ever try toread the
pages CPN1 and CPN2, then MPN2 could be freed for other
uses and neither context would ever be aware that the redun-
dancy was eliminated.

Such sharing of pages can often lead to large savings. One
type ol savings 1s that the likelihood of contention for
memory 1s reduced: In effect, through page sharing, more
memory becomes ireed for other use. Another type of savings
1s that sharing may allow the use of a smaller memory, that 1s,
tewer or smaller “chips;” this in turn saves not only cost but
also energy, design complexity, and physical space on circuit
boards. Such savings are often highly desirable, such as in
small, mobile systems; indeed, 1n some cases, such savings
may be necessary for a desired architecture to operate at all.
For example, it would normally be impossible to keep resi-
dent two separate 128 MB VMs, each running the same guest
OS, on a computer that has only 192 MB of system memory.
By sharing a single copy of the guest OS, both VMSs could be
accommodated.

Procedural Outline

FIG. 2 1s a flowchart that outlines the main procedural steps
of a basic embodiment of the invention. Most of these steps
are 1implemented in the page sharing module 250 and are
described 1n greater detail below, but are discussed generally
here 1n order to provide an overview of the particulars of the
invention. Certain modifications and refinements of the 1llus-
trated basic embodiment are also explained below. FIG. 3
illustrates the page structure of the memory 120, as well as the
corresponding main components of the memory sharing
module 250 according to the invention.

As FIG. 3 shows, the memory 120 includes pages P1,
P2, ..., Pnthatare allocated to various contexts; the memory
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will usually also comprise many other pages and memory
regions that are reserved for use by modules other than con-
texts and thus lie outside of any context’s address space. In
FIGS. 1 and 3, the pages P1, P2, . . . , Pn are illustrated
adjacent to each other, that 1s contiguous. This will be the 5
most common case 1n conventional computer systems, but it

1s not required by the invention. The mnvention does not
require any particular arrangement or distribution of pages.

One structure stored in memory 1s a data structure storing,
copy-on-write (COW) indicators (W1, W2, W3, . . ., Wn), 10
which may be arranged 1n any known manner. For example,
these COW indicators are preferably implemented for use
with the existing write-protect fault mechanism of the hard-
ware MMU. Particular pages are marked read-only 1n order to
trigger the software to create copies of the COW-marked 15
pages upon any attempt to write to them. Of course, the
system soitware and the contexts themselves will typically
also reside 1in memory and will occupy memory pages. In
FIGS. 1 and 3, the COW indicators W1, W2, W3, ..., Wnare
shown as being “aligned” with their respective memory pages 20
P1, P2, ..., Pn. This s done for the sake of ease of illustration
only. In actual implementations, as long as the COW 1ndica-
tors are properly associated with respective pages, then any
known data structure may be used to contain the COW 1ndi-
cators and may be stored anywhere 1n memory. 25

As a first step, a candidate selection sub-module 251 within
the module 250 selects a context page CP as a candidate for
possible sharing. All or some subset P* of the contents of CP
are then used as the argument to a hash function H imple-
mented 1n a hash module 252, 1n particular, 1n a hash compu- 30
tation sub-module 253, which calculates a hash key K=H
(P*).

No special hash function 1s required by the nvention,
although one with good statistical properties 1s preferred, for
example, a hash function that maps page contents to table 35
entries with an equal probability distribution. Hashing algo-
rithms are well known 1n the literature, and hash values are
sometimes referred to alternatively as fingerprints, message
digests, or checksums. In one prototype of the mnvention, for
example, the hash function was the widely used, public- 40
domain “Bob Jenkins™ 64-bit hash function.

Note that a hash value does not necessarily imply the use of
a hash table: As used here and 1n the art of computer program-
ming in general, a hash function 1s simply a function that takes
a larger body of data as an argument and outputs a represen- 45
tation (usually, a single number) of the data 1n a reduced form.

In other words, a hash function 1s a mathematical function
that maps a relatively large domain (here, the complete or
partial contents ol a page) onto a relatively smaller range
(here, the hash value or “key”), usually with the goal of 50
producing an even distribution on the smaller range.

In the preferred embodiment of the invention, the hash key
1s then used as a look-up value to index into a hash table 254,
which 1s 1tself stored in memory, and whose entries are pret-
erably 1nitially set to some null or 1nitial value. In the pre- 55
terred embodiment of the invention, only a portion K* of the
tull hash key 1s used to index into the hash table. In one
prototype of the invention, for example, each full hash key K
was 64 bits longs and K* consisted of its 18 low-order bits,
which were used to index into the hash table, which had 2718 60
entries. Of course, the s1ze of the hash table 254, the size of the
hash keys K, and how ({or example, what portion of) the hash
key 1s used to index into the table are design options that a
skilled programmer will be able to choose given the require-
ments ol any particular implementation of the invention. 65

The system then determines whether any previous virtual
page hashed to the same hash table index. In the preferred
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embodiment of the mnvention, this 1s done by traversing a list
of “frame” structures, as explained below.

I1 the hash table has no non-null entry/entries at the same
table index, then the corresponding entry of the hash table 1s
updated to reflect that the current candidate page hashed to
this entry. The existing CPN-to-MPN mapping of the candi-
date page continues to be used as usual. In the basic embodi-
ment of the invention, that CPN 1s also marked COW at this
time (an alternative 1s described below).

Assume, however, that at least one other virtual page pre-
viously hashed to the same table entry. In the preferred
embodiment of the invention, the full keys of the current
candidate page and the earlier page are then compared.
Assume that the earlier page was mapped to MPN1, and that
the current mapping of the current candidate page 1s to
MPN2. ITthe full keys of the candidate and previous pages are
identical, then the entire contents of the current candidate
page (located at MPN2) are compared with the contents of the
machine memory page MPN1 by a comparison module 255.
By way of example of the efficiency of the invention, note that
only 4096 byte-by-byte comparisons, or 1024 comparisons of
32-bit words, will at most be needed for a standard (Intel x86)
memory page. Note that a failure to match may be detected
before the entire page contents are compared, at which point
turther comparison will be unnecessary. If the contents are
not the same even though the full hash keys are identical, then
the system preferably simply views this relatively rare situa-
tion as a “false match” and does not proceed with any remap-
ping of the candidate page. 11, however, the contents are the
same, then this means that the contents of MPN2 are 1dentical
to the contents of MPN1. A single instance of this page may
therefore be shared, and the sharing will be completely trans-
parent to any context(s) that may ever need to read the current
candidate page or any previous page(s) that share the single

instance, MPN1. Note that any number of candidate pages
may be thus “collapsed” mnto the single instance found at
MPNI1. (Indeed, there will often be hundreds 1f not thousands
of “empty” pages, that 1s, pages contaiming only zeroes, all of
which could just as well be mapped to a single imnstance of an
empty page of actual hardware memory.) The mapping of the
current candidate page 1s then changed, for example by a
remapping module 256 that cooperates with the hardware
MMU, from MPN2 to MPN1, whereupon MPN2 1tself may
be freed for other use. In the preferred embodiment of the
invention, a reference counter is then also incremented to

indicate that one more page now maps to the single instance
MPNI1.

Hash Key Aliasing

In a prototype of the preferred embodiment of the iven-
tion, the public domain, 64-bit “Bob Jenkins™ hash function 1s
used. This makes it extremely unlikely that two pages with
different contents will hash to the same 64-bit value. Theo-
retically, the number of pages needed belore one would
expect to see a single false match is approximately sqrt(2°64),
or 4 G pages. On the largest currently-available Intel x86
systems, a machine may have at most 64 GB physical
memory, or 16M pages. The odds against encountering even
a single false match across all pages in memory are therefore
more than 100:1. As 1s mentioned above, the actual page
contents are preferably compared after a hash key match to
identify a true copy. False key matches are, however, rare
enough (on the order of one 1n a billion) that such pages can
simply be considered “unshareable” with the result that no
remapping 1s carried out for the current candidate page.
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Sharing Using Copy-on-Write (COW)

If one context were to change the contents of a shared copy
ol a page, typically by writing to the page, then this would
aifect other contexts (or other aspects of a single context)
sharing that page. In order to avoid the possibly large errors
this data corruption might cause, once a complete content-
based page match has been found, a COW technique based on
read-only mappings, like the approach used by Bugnion *938,
1s preferably employed to actually share the page(s), where-
upon each redundant copy can be reclaimed. Any subsequent
attempt to write to the shared page will then generate a copy-
on-write fault, which will in turn transparently result 1n the
creation of a private copy of the page for the writing context.

The COW technique may also be used even 1n cases where
no match 1s found for the newly hashed candidate page. In this
case, 1n addition to being iserted into the hash table, the
corresponding page may also be marked COW 1n anticipation
of future matches with later page lookups. Alternatively, the
system can simply refrain from sharing that particular page at
the current time. More sophisticated approaches may also be
used, for example, 11 information 1s available about the
expected probability of a future match.

Preterred Hash Table Structure

FI1G. 4 1llustrates the hash table 254 structure that was used
successiully 1 a prototype of the mnvention. Two main data
structures are preferably included: a table of “chains™ and
linked lists (possibly empty) of “frames”. Storage for each
structure 1s preferably pre-allocated during system 1nitializa-
tion as contiguous machine pages. The table of chains func-
tions as the “entry” point for the hash table as a whole, 1n that
the mndex (shown as running from O to N-1) identifying each
chain 1s the entry index of the table. The range of the chain
table index covers the range of possible partial hash keys K*.
As FIG. 4 1llustrates, each element of the chain table contains
either an mnitial, null value, or a pointer to a first frame that
corresponds to a page that hashed to the chain’s index value.

Each frame 1s a data structure preferably contaiming at least
the following values:

1) The full hash key of the page that hashed to the index
value. Recall that only a portion (for example, the 18
low-order bits of a full 64-bit key) of the full key 1s
preferably used to index into the hash table, so that
different full hash values may lead to the same chain;

2) The MPN of the shared or sharable page that generated
the full hash key. This will usually be the MPN mapping
of the first context page at CPN with the given full hash
key, although this 1s not certain in all cases or required by
the invention. Note that this page MPN may be shared by
any number of contexts.

3) A reference counter nrefs that indicates the level of
sharing, that i1s, the number of distinct context pages
currently sharing the page, or, in other words, how many
CPNs are currently mapped to a single shared instance
(MPN) of a page. One of the advantages of the nrefs
counter 1s that 1t eliminates the need to maintain a back-
map from the shared page in order to i1dentity all the
contexts and pages that are sharing the page—all that 1s
needed 1s for the system to know whether at least one
page has previously hashed to the particular entry, and
the nrefs counter will indicate this. Moreover, a single
counter may be kept compact (a single integer), with a
constant size, regardless of the level of sharing, whereas
a backmap grows linearly in size with the number of
sharers.

It 1s also possible that the system may need to decrement
the reference counter. Assume, for example, that a context
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wishes to write to CPNx, which 1s currently mapped to a
single, shared copy of an MPN. As 1s mentioned above, CPNx

will be marked COW. Thus, a write will generate a COW {.

fault
and the COW {fault handler will remap CPNx to MPNx
instead of to MPN. One fewer page, namely, CPNx, will then
be sharing MPN, so that the counter nrefs must be decre-
mented. If nrefs decrements to one, then the corresponding
frame can be removed from the hash table entirely, since the
corresponding MPN 1s effectively private. Toremove a frame,
the pointer of the preceding frame can be changed to point to
the frame after the frame to be removed and the frame 1tself
can be deallocated. Alternatively, the frame may be lett in the
table 1n anticipation of potential future key matching and page
sharing. If a COW {fault happens when nrefs=1, then the
system may similarly remove the frame from the table and
return 1ts MPN without copying it, since 1t 1s the last refer-
ence.

4) Fither a pointer to the next frame of the same chain, or an
END value indicating there are no more frames for the

respective chain.

Frames are thus preferably arranged as linked lists, which
the chain pointing to the first frame 1n the list. In one prototype
of the invention, each element in the chains table was encoded
using three bytes, that 1s, 24 bits. Sixteen bytes (128 bits) were
used for each frame, with 64 bits being used for the full hash
key, 24 bits for the shared MPN page number, 16 bits for the
reference counter, and 24 bits for the “next frame” pointer in
order to maintain a singly linked frames list.

In any given implementation of the preferred embodiment
of the imnvention, the table of chains (also known as “buckets™)
and the table of frames will be sized based on the total number
of MPNs 1n the system. Preferably, the table 1s sized to
accommodate the worst case, in which no pages are shared, 1n
which case there will be one frame per MPN, and with the
chains table preferably the next higher power of two 1n order
to stmplily indexing. In the prototype, the overhead per MPN
was therefore approximately 19 bytes (three for the chain
pointer and 16 for the frame data). Given a page size of 4K,
the overhead was therefore only 19/4096, or roughly 0.5%.

With a 16-bit reference counter, overtlows will be very rare
indeed: A 16-bit counter can represent up to 64K pages, each
of which 1s 4K bytes 1n size, for a total of 256 MB of memory.
In order to overtlow, fully 256 MB of pages would have to
contain identical contents. Nonetheless, 1n order to avoid even
potential problems with overflow, the system according to the
invention may include, or, upon sensed nrefs overflow, gen-
crate, a separate “‘overflow™ table that 1s used to store
extended frames with larger counts. If the maximum 16-bit
value of nrefs 1s reached, the system may then consult the
overflow table to obtain/update a reference count using a
larger (for example, 32-bit) overflow counter. The overtlow
frame 1n the overflow table could then also be deleted when
nrefs once again drops to within the normal range.

Virtualized Embodiment of the Invention

In the preferred embodiment of the invention, the contexts
are virtual machines (VMs). This embodiment 1s 1llustrated in
FIG. 5, in which structures that have already been described
retain the same reference numbers.

Virtual Machines

In the preferred embodiment of the invention, at least one
virtual computer 300, . . ., 3007, usually referred to 1n com-
puter science as a “virtual machine” (VM), 1s 1nstalled to run
as a guest on the host system hardware and software. As 1s
well known 1n the art, a VM 1s a software abstraction—a
“virtualization”—of an actual physical computer system. As
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such, each VM 300 will typically include one or more virtual
CPUs 310 (VPROC), a virtual operating system 320 (VOS)
(which may, but need not, simply be a copy of a conventional,

commodity OS), and virtual system memory 312 (VMEM), a
virtual disk 314 (VDISK), virtual peripheral devices 3350

(VDEVICES) and drivers 322 (VDRYV) for handling the vir-
tual devices 350, all of which are implemented 1n software to
emulate the corresponding components of an actual com-
puter. Although the key components of only one VM 300 are
illustrated 1n FI1G. 1 and discussed below, the structure of any
other VMs will be essentially 1dentical.

Of course, most computers are mtended to run various
applications, and VMs are usually no exception. Conse-
quently, by way of example, FIG. 5 illustrates a group of
applications 360 (which may be a single application) installed
to run at user level on the VOS 320; any number of applica-
tions, mncluding none at all, may be loaded for running on the
VOS, limited only by the requirements of the VM. If the VM
1s properly designed, then the applications (or the user of the
applications) will not “know” that they are not running
directly on “real” hardware. Of course, all of the applications
and the components of the virtual machine 300 are mstruc-
tions and data stored 1n memory, just as any other software.
The concept, design and operation of virtual machines are
well known 1n the field of computer science.

Virtual Machine Monitors

Some 1nterface 1s usually required between a VM and the
underlying “real” OS 220 (real 1n the sense of being either the
native OS of the underlying physical computer, or the OS or
other system-level software that handles actual 1/O opera-
tions, takes faults and interrupts, etc.) and hardware, which
are responsible for actually executing VM-1ssued instructions
and transferring data to and from the actual, physical memory
and storage devices 120, 140. This interface 1s often referred
to as a virtual machine monitor (VMM).

A VMM 1s usually a thin piece of soiftware that runs
directly on top of a host, or directly on the hardware, and
virtualizes all, or at least some subset of, the resources of the
machine. The interface exported to the respective VM 1s the
same as the hardware interface of the machine, or at least of
some predefined hardware platform, so that the virtual OS
cannot determine the presence of the VMM. The VMM also
usually tracks and either forwards (to the OS 220) or itself
schedules and handles all requests by 1ts VM for machine
resources as well as various faults and interrupts. The general
teatures of VMMs are known 1n the art and are therefore not
discussed 1n detail here.

In FIG. 5, VMMSs 500, . . ., 5300%, are shown, acting as
interfaces for their respective attached VMs 300, . .., 300z. It
would also be possible to include each VMM as part of its
respective VM, that 1s, in each virtual system. Moreover, it
would also be possible to use a single VMM to act as the
interface to all VMs, although it will 1n many cases be more
difficult to switch behveen the different contexts of the vari-
ous VMs (for example, 11 different VMs use different virtual
operating systems) than it 1s simply to include a separate
VMM for each VM. The important point 1s simply that some
well-defined, known 1ntertace should be provided between
cach virtual system 300, . . ., 3007z and the underlying system
hardware 100 and software 220.

In some conventional systems, VMMs run directly on the
underlying system hardware 100, and will thus act as the
“real” operating system for its associated VM. In other sys-
tems, the HOS 220 1s interposed as a software layer between
VMMs and the hardware. Still other arrangements are pos-
sible, one of which 1s discussed below and 1s illustrated 1n
FIG. 5. Each VMM will typically include other software
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components such as device emulators that emulate the char-
acteristics of respective physical devices. Such components,
and others such as an mterrupt handler, etc., are common 1n
VMMs but are not necessary to implement this invention and
are therefore not illustrated or described here.

One advantage of virtualization 1s that each VM can be
1solated from all others, and from all software other than the
VMM, which itself will be transparent to the VM ; indeed, the
user ol a VM will usually be completely unaware that 1t 1s not
a “real” computer. In the context of this mnvention, another
advantage 1s that each VM will operate completely within a
virtual address space that 1s defined by the VMM. As a result,
a change 1n mapping of physical addresses can be accom-
plished 1n a manner that 1s transparent to the VM, and that
does not require modifications to the underlying guest oper-
ating system. The memory sharing module 250 1n this virtu-
alized embodiment of the mvention 1s therefore preferably
located within a system-level software kernel 720, so that 1t
will be able to set up page sharing not only for different
applications within a single VM, but also between different
VMs.

The kernel may be configured to function simply as a
common interface between all VMMs and the HOS 220.
However, the kernel 720 may instead be configured so as to
act as and thus effectively to replace the HOS 1itself with
respect to scheduling of system resources and interrupt han-
dling. In FIG. §, the kernel 720 1s shown as being a part of
system soitware 220 along with the HOS 220 merely for the
sake of 1llustration; both configurations are possible accord-
ing to the mvention.

In the following description of the invention, merely for the
sake of simplicity, only one VM/VMM pair 1s discussed. The
discussion applies equally, however, to all suich VM/VMM
pairs that may be included 1n any given implementation of the
invention.

Applications 360 (and any other virtual component that
runs on the VOS) typically address virtual memory, just as in
a “real” computer. As 1s mentioned above, the VOS then maps
these virtual page numbers VPN to what 1t “believes™ are
machine page numbers, but which actually are not. An addi-
tional mapping must therefore take place 1n order to associate
a given VPN with the actual machine memory page MPN.
The VPN-to-PPN mapping takes place within the VM. For the
purposes of this invention, the most important component of
the VMM 1s thus a memory mapping module 510 that main-
tains a PPN-to-MPN map, which may be designed as any
other memory page map. When a VMM requests possible
sharing of a page, 1t therefore knows and can pass to the
sharing module 250 not only the CPN (111 this case, the PPN),
but also the corresponding MPN, just as 1n the non-virtualized
embodiment of the invention.

The kernel processes arequestto share a page froma VMM
by first ensuring that the page 1s not currently 1n use by the
kernel 1tself, that 1s, the active target of network or disk I/O. IT
the page 1s actively being used, then the request for sharing
simply fails, and can be tried again later. Once the kernel has
determined that the page 1s inactive, then the memory sharing
module 250 hashes the page contents and produces the key as
described above. As before, this key 1s used to search the hash
table data structure for a match, that 1s, entering at the chain
clement, 1t examines the full keys in each frame 1n turn until
it etther finds a match or reaches the end of the linked list of
frames. If a matching full key 1s found, then the contents of the
page with the matching key are compared with the contents of
the machine page MPN 1ndicated in the frame in order to
confirm a true full-content match as described above. If the
page contents are found to match, then the CPN-to-MPN




US 7,620,766 B1

17

mapping for the current candidate page 1s changed to point to
the MPN from the matching entry, and the candidate’s origi-
nal MPN i1s reclaimed, thus freeing the duplicate page.

The sharing procedure 1n the virtualized embodiment of
the invention 1s therefore essentially the same as in the non-
virtualized embodiment, except for the added degree of indi-
rection caused by the intermediate mapping PPN-to-MPN.
Even so, as 1s pointed out above, virtualization has several
advantages.

Locking

VMMs may be concurrently attempting to share pages via
the kernel. A lock 1s therefore needed for mutual exclusion to
protect the hash table data structure. A single lock may be
used to protect all page-sharing state, but such a single lock
could potentially be a bottleneck. Since the chains 1n the hash
table are independent, one alternative would be to use a lock
per chain. This solution would, however be costly in terms of
space. An intermediate locking granularity may therefore be
implemented using a smaller array of locks (with each lock
covering many chains) based on low-order or other predeter-
mined hash key bits, for example sixteen locks using four bits.
This would help reduce contention, and the number of locks
can be increased to further reduce any bottlenecks. A separate
lock (or set of locks) may then be implemented for frame
allocation and deallocation operations.

Higher-Level Policies and Heuristics

Given the basic content-based copy identification and
COW sharing mechanisms according to the invention, a vari-
ety of higher-level policies can be used to drive the overall
sharing process. In particular, different approaches can be
used to decide when and where the system should look for
copies, and which components should initiate attempts to
share. Many variations and extensions are possible.

A heuristics module 258 1s therefore preferably included 1n
order to implement the optimizations that the heuristics dis-
cussed below provide. This module may be designed using
known programming techniques given the description below
of1ts function. Note that different heuristics may be applied at
different stages of the sharing procedure. Thus, some of the
heuristics mvolve 1dentitying likely candidate pages before
any hashing takes place. Other heuristics, however, will be
usetul only after hashing has taken place. Either type or both
types of heuristic steps may be included 1n implementations
of the mvention.

Initiation of Sharing Attempts

There are several alternatives for deciding when and how
often to scan for copies. This 1s effectively a time-space
tradeoll, and different solutions may be appropriate for dif-
terent systems or workloads. One simple approach 1s to scan
for copies during 1dle time, for example, by adding this func-
tion to the main 1dle loop code typically found within oper-
ating systems. This has the benefit of reducing memory usage
over time while consuming only spare processor cycles.
Another option 1s to specily arate or fraction of the processor
that should be devoted to scanning for copies (for example,
0.5% of total CPU time). An adaptive policy could, alterna-
tively, dynamically change the scan rate based on the success
rate of locating copies (for example, the fraction of scanned
pages that are successtully shared).

One approach 1s for the memory sharing module 250 to
periodically scan pages 1n the system memory 1n order to
identily copies. For example, pages could be considered 1n
any sequential or heuristic (such as pages marked read-only
by the guest OS) or even random order. Their contents would
then be hashed, with the hash value being used as the lookup
key 1nto the hash table 254 as described above.
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In the virtualized embodiment of the invention, each VMM
may, for example, select its own pages (PPNs) randomly at a
fixed rate. In one prototype of the invention, for example, each
VMM randomly selected p pages per second, where p was a
user-configurable parameter set at 50. A selected page 1s then
made a candidate for sharing 11 it 1s not already shared and 1t
1s not currently “pinned” to a given MPN, that 1s, with a fixed
PPN-to-MPN mapping; other conditions may of course also
be imposed to qualily or disquality pages as “prospects™ for
sharing. The VMM then i1ssues a request to the kernel asking
it to attempt to share the page, if possible. Note that such a
request will be synchronous request, so that the VMM and its
corresponding VM are blocked pending a reply. This means
in turn that the VM 1s guaranteed not to be accessing the page
while 1t 1s being considered as a sharing candidate.

Identification of Good Sharing Candidates

One advantage of the invention 1s that no specific informa-
tion 1s required concerning the contexts themselves 1 order
for the mvention to operate properly. If such information 1s
available, however, 1t can be exploited to allow the invention
to focus on pages that are more likely to contain i1dentical
copies.

If the system could determine that a page will soon need to
be modified, for example, then 1t would 1n most cases be more
eificient simply to not share that page, since otherwise a
private copy would soon need to be created anyway. In other
words, i a COW 1fault 1s likely to be generated soon after the
page 1s shared, then 1t would be better not to go through the
comparison and remapping steps at all.

The problem remains how the system 1s to determine which
pages are likely to be modified soon, and just what 1s meant by
“soon.” “Soon” need not be defined precisely, but may be
chosen using any heurnistic. It 1s relatively unlikely, for
example, that executable code 1n standard programs will ever
be modified by any context.

Some examples of page characteristics that the system may
consider not only to decide where and in which order to look
for potential copies of pages, which can then be shared, but
also to 1dentily pages that should not be shared at all, include:

pages which contain code that has been executed

pages marked read-only by the guest OS

pages that were recent direct memory access (DMA) tar-
gets for disk reads

pages that were recent DMA targets for network reads

pages 1n particular address ranges

Likely “prospect” pages may be identified as such in any
known manner. For example, a “prospect indication” could be
stored 1n a dedicated data structure 1n the memory mapping
module 510 1n each VMM, or as an additional structure within
the memory sharing module 250.

Whether or not a match of page contents 1s immediately
found, it may be preferable to defer marking pages COW until
there 1s some evidence that the page 1s likely to remain read-
only for some period of time. For example, the system could
maintain a list or queue, for example, within the heuristics
module 258, of previous candidate pages, and rehash the
corresponding page contents at a later time (for example,
according to a set schedule, or during times when the contexts
are 1dle), inserting them 1nto the table only if the hash remains
the same. Many other variants of such an “aging” policy are
possible.

It may also be usetul to store a set of known hash values for
page contents that are “good,” that 1s, highly probable, shar-
ing candidates. For example, hash values could be pre-com-
puted for all code and read-only data pages 1n popular ver-
sions of operating systems and applications. When the
contents ol a page are hashed, a match 1n this set of “good
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candidates” would serve as evidence that the page 1s likely to
remain read-only. A “Bloom filter” data structure would be
particularly well suited to (statistically) maintaimng the
members of this set in a compact form. Bloom filters are well
known 1n the literature.

Avoidance of COW for Unshared Pages

In actual implementations of the invention, other than the
special case of the page containing all zeroes, many and,
sometimes, most pages will never need to be shared. Indeed,
in the degenerate, worst-case scenario, each page will be
unique. If the basic embodiment of the invention were imple-
mented here, then every page considered as a sharing candi-
date would give rise to a new frame, and the corresponding
MPN would be marked COW. Any attempt to write to any
previously hashed candidate page would therefore lead to the
creation of a private copy of the page, even though the page 1s
not yet actually being shared. In this case, the system might
therefore end up marking pages COW even where there 1s no
immediate or even foreseeable need for sharing. Such aggres-
stve COW marking could therefore lessen and indeed could
theoretically even outweigh the benefits that the immvention
otherwise provides. One way to improve the performance of
the system 1s therefore to avoid aggressively adding COW
traces for unshared pages for which there are entries 1n the
hash table.

Instead, a frame with a single reference (for example, the
first page that hashes to a given key) may be marked as a
speculative “hint” frame. On a subsequent tull hash key
match between the first page and a second page, the first page
1s rehashed to determine whether its hash value has changed.
I1 the hash value has not changed, then a frame for the second
page 1s added, the second page 1s marked COW, and a “hint
match” condition 1s signaled to indicate that the system
should retry sharing the first page. According to this optimi-
zation, the first page 1s thus marked COW only after a second
page hashes to the same full key. Similarly, a “hint stale”
condition can be signaled if the first page was modified and 1ts
hash key has become incorrect. A stale hint 1s then preferably
removed from the hash table.

Marking a hash table frame with a hint can thus defer the
need to mark the corresponding page COW. Rather, when a
subsequent page hashes to the same index, and the system
detects the existing hint, then and only then does the system
need to perform a full comparison. If there 1s a match, then
both pages can be shared and the hint can be removed.

The presence of a “hint” can be indicated 1n any known
manner, for example, by including a smgle “hint flag” bit in
the frame. In order to retry sharing for a given context page,
the system must be able to i1dentily 1t; some back-map 1S
therefore needed 1n order to 1dentily that page given only the
frame and the MPN it indicates. In one prototype of the
invention, a hint was indicated by the condition nretfs=0 and a
“backmap” reference to the first page that hashed to the frame
was also included in the frame 1n order to allow 1dentification
ol and rehashing of that page.

Memory Protection Alternatives

Depending on the hardware architecture, 1t may be possible
to use other memory protection mechanisms 1n addition to (or
instead on the ordinary read-only page mapping technique
described above. For example, the Intel IA32 architecture
provides memory type range registers (MTRRs) that enable
properties to be specified for ranges of physical memory. In
system with this hardware architecture, the “write-protected”
(WP) property could then be used to protect regions contain-
ing sets of shared pages. When used in conjunction with
ordinary read-only page mappings, this would provide an
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extra level of protection that would, for example, guard
against bugs in the VM soltware 1tself.

Alternative Hash Table Structures

In the preferred embodiment of the invention described
above, opportunities for sharing pages are detected via the
hash table: In the basic embodiment of the invention, 1f the
contents of different pages hash to the same index, then they
are compared in tull. If their contents are identical, then one
copy 1s shared. The hash table itself 1s arranged as chains (also
known 1n the literature as “hash table buckets”) whose ¢le-
ments are the entry points for linked lists of frames, where
cach list has entries relating to the pages that hashed to the
chain element index. Other hash table structures may, how-
ever, be used 1nstead and will be familiar to skilled computer
programmers. For example, the hash table may be imple-
mented using the technique known as “open addressing.”

Alternatives to the Hash Table

A hash table 1s a data structure with several well-known
advantages. Assuming a hash function with good statistical
properties, one advantage of the hash table used 1n the pre-
ferred embodiment of the invention 1s that 1t will quickly
identily potential page matches by comparing a page’s full
hash key with relatively few frames per chain (bucket). Even
in the preferred embodiment 1n which hashing 1s used to
provide a fast mitial evaluation of the likelihood that two
pages have identical contents, a hash table 1s not, however,
required 1n order to implement the efficient content-based,
transparent page sharing made possible by this invention. All
that 1s needed 1s some data structure that allows for searching
based on a key. Many such structures are described 1n well

known, standard texts such as “Introduction to Algorithms™
by Thomas H. Cormen, et al., The MIT Press, Cambridge,

Mass., 1990.

One alternative structure to a hash table is thus the class of
data trees, including structures known 1n the art as height-
balanced trees, binary trees, B-trees, etc. Rather than using
the key to imndex into the hash table, the memory sharing
module 250 would 1n such case implement an algorithm for
traversing and searching the chosen tree structure to find a
previous key (stored, for example, in a tree node) that matches
the key of a current context page. Another alternative data
structure would be the class of lists including linked lists
(sorted or unsorted), skip lists, or even simple arrays.

COW Memory lraces

In the prototype of the invention, pages are marked COW
by 1nstalling a special “write before” trace on a PPN 1n the
virtual machine monitor (VMM) page map module 510. In
particular, the page map module 510 1n the prototype 1mple-
ments the trace by updating a corresponding page table entry
(PTE) in order to mark the page as being write-protected. This
implementation leverages the standard tracing facilities of a
virtual machine monitor 1n systems that include at least one
virtual machine (VM). When a COW ftrace fires (for example,
due to a write by the VM) a private copy of the page 1s made,
and the COW ftrace 1s removed from the copy. The PPN-to-
MPN (that 1s, the CPN-to- MPN) mappmg 1s then updated
appropnately, and the old mapping 1s flushed from all caches.
A private copy 1s also made if the page 1s validated for writing
by the monitor itself, or explicitly pinned to a fixed MPN.

Sharing of Persistent Data Storage

As 1s mentioned above, the mnvention may be used to more
eificiently manage data stored on and 1n all types of media and
devices, including those that provide persistent storage; the
main requirements are that the addresses to data stored on the
medium or 1n the storage components can be programmably
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translated or mapped, and that some write-protection mecha-
nism 1s made available. Accordingly, the invention may also
be used for transparent, content-based sharing of units of
other types of memory that are persistent, such as a disk. The
main change 1n implementation in these cases 1s one of ter-
minology more than of procedure.

Accordingly, assume that the mvention 1s to be used to
provide page sharing of units of disk storage for one or more
VMs. In this case, each “context” will be one of the virtual
disks 314; the virtual memory unit, corresponding to pages
with VPNs, will be virtual disk blocks; the hardware memory
unit, corresponding to pages with MPNs, will be blocks of the
hardware disk 140; and the translation mechanism, corre-
sponding to the mapping tables, will be the virtual disk sub-
system that 1s included 1n each VMs corresponding VMM.
Hashing and content comparison can be carried out, just as
described above, 1n the software layer—such as the kernel
720—that forms the interface between the virtual systems
and the actual hardware disk. This embodiment of the mnven-
tion would allow disk memory to be saved both within a
single virtual disk, as well as across multiple virtual disks.

As another example, assume that the invention 1s to be used
in a traditional, that 1s, non-virtualized system. Even here the
procedure will be analogous to that described above. In this
case, the contexts could be files; file blocks would be analogs
to the virtual memory units; hardware disk blocks would be
the analogs to the hardware memory units; and the host oper-
ating system’s file system (such as the I-nodes 1n Unix-based
systems, which 1s analogous to a page table) would corre-
spond to an address-translation mechanism.

Hybrid Environments

Page sharing according to the mnvention 1s described above
with respect to either a virtualized environment, or a tradi-
tional environment. The invention may also be used in
“mixed” or “hybrid” environments, in which contexts include
both virtual machines and non-virtualized contexts such as
applications 600 (seec FIG. 5) that are also running on the same
system software 220.

Multiple Sharing Mechanisms

In the embodiments of the invention described above, all
context pages (CPNs) with identical contents are mapped to a
single hardware machine page (MPN). In some cases 1t may
be advantageous to partition the context pages with 1dentical
contents 1mto multiple sets, each of which 1s mapped to a

distinct MPN.

For example, suppose five context pages CPN1, CPN2,
CPN3, CPN4, and CPNS5 all have 1dentical contents. In the

basic embodiment, cach would be mapped to a single shared
machine page, MPN1. An alternative would be to map dis-
joint subsets of the context pages to different MPNs with

identical contents. For example, one such partitioning would
be:

{CPN1, CPN3, CPN5}—-=MPNI1
{CPN2, CPN4}—=MPN2.

Note that this redundancy reduces the number of pages that
can be reclaimed, so this technique may be most usetful or
practical only for heavily shared pages.

One example of when multiple sharing might be desirable
1s 1n the hybrid environment described above: Separate shar-
ing mechanisms could be included for each of the virtualized
and non-virtualized contexts in order to retain full 1solation of
the VMs from the non-virtualized portions of the system.
Other examples of when 1including multiple sharing mecha-
nisms may be useful include, for example, supporting page
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coloring, reducing memory latency in NUMA multiproces-
sors, and providing extra security. These examples are dis-
cussed here separately.

Page Coloring Effects on Cache Interference

Most computer systems include a small, high-speed hard-
ware cache of system memory in order to exploit locality in
memory accesses. In many cache architectures, the cache
index consists of the low-order bits of the machine memory
address. For a sufficiently large cache, the low-order bits of
the page number (MPN) are the same as the high-order bits of
the cache index. This effectively divides the machine memory
pages 1nto a set of classes, called “colors,” so that each entry
in the cache can refer to memory of only a single color. Some
operating systems manage page colors to reduce contention

for regions of the cache. Page coloring 1s well known 1n the
literature.

One side effect of transparent page sharing 1s that it may
not preserve the color of the original context page. For
example, suppose that the original (redundant) MPNs asso-
ciated with context pages CPN1, CPN3, and CPNS have color
A, while those associated with CPN2 and CPN4 have color B.
In the basic embodiment of the invention, these will all be
mapped to a single MPN1, which has color A. In this case, the
original page colors for CPN2 and CPN4 would not be pre-
served, and this could possibly impact cache contention and
result 1n a loss of performance.

In such a page-coloring environment, the page sharing
mechanism described above could take page colors into
account by attempting to preserve page colors when possible.
In the example, two replicated 1dentical machine pages could
be retained: MPN1 with color A, and MPN2 with color B,

with context mappings

{CPNI1, CPN3, CPN5}—-MPNI1 and {CPN2,
CPN4}—=MPN2 instead of the single mapping {CPN1,
CPN2, CPN3, CPN4, CPN5}—=MPN1.

Memory Latency in NUMA Multiprocessors

Some multiprocessor architectures exhibit a non-uniform
memory access (NUMA) property, in which the latency of a
memory access differs depending on the particular memory
module that 1s accessed. For example, a group or cluster of
processors may be physically closer to particular memory
modules, so that the latency of accessing a “local” module 1s
much lower than that of a “remote” module. NUMA archi-

tectures are well known 1n the literature.

In this configuration, one side effect of transparent page
sharing according to the invention 1s that 1t may not preserve
the physical memory module locality of the original context
page. For example, suppose that the orniginal (redundant)
MPNs associated with context pages CPN1, CPN3, and
CPNS are located at memory module A, while those associ-
ated with CPN2 and CPN4 are located at memory module B.
In the basic embodiment of the invention, these will all be
mapped to a single MPN1, at memory module A. In this case,
the original memory modules for associated with CPN2 and
CPN4 are not preserved, which may lead to an impact on
memory latency and resulting loss 1n performance.

The page sharing mechanism according to the mvention
may 1n such cases also take memory module locality into
account by attempting to preserve local access when possible.
In the example, two replicated 1dentical machine pages could
beretained: MPN1 located at module A, and MPN?2 located at
module B, with context mappings {CPN1, CPN3,
CPN5}—=MPN1 and {CPN2, CPN4}—=MPN2 instead of
{CPN1, CPN2, CPN3, CPN4, CPN5}—=MPNI1.
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Extra Security Measures

In many embodiments of the invention (such as the pre-
terred virtualized embodiment), contexts are securely 1so-
lated from one another. On the other hand, it 1s possible that
some 1mplementations of the invention may not have strict
isolation between contexts. Some high-security environ-
ments may, however, have stricter requirements for 1solating,
contexts into various security classifications, such as “unclas-
sified,” “confidential,” and “secret.” It may 1n such cases be
desirable to allow sharing only among certain classes of con-
texts; replicated identical machine pages could then be
retained for each class.

Related Work: Zero Compression

A different yet related technique 1s zero page compression,
in which all “empty” pages containing only zero bytes can be
reclaimed. If a reclaimed empty page 1s subsequently refer-
enced, the system can easily allocate a zero-filled page on
demand. This technique can be surprisingly effective, since
many operating systems zero unused pages. The VMware
ESX Server 1.0, for example, contains such a zero compres-
s10n feature that will automatically reclaim empty pages from
a VM when the VM would otherwise block waiting for more
memory to become available.

A related technique, outside the context of wvirtual
machines, 1s used for a modified Linux RAMdisk driver on
the Itsy handheld computer, as described 1n: Bartlett, et al.,
“The Itsy Pocket Computer”, Research report 2000/6, Com-
paq Western Research Lab, Palo Alto, Calif. (USA), October
2000, a revised version of which may be found in IEEE
Computer, April 2001.

Page sharing according to the invention has an advantage
over the zero-compression, even when only empty pages are
considered: Page sharing allows VMSs to read from an empty
page, and makes a private copy for a VM only 11 and when 1t
attempts to write to 1it. Stmple zero compression as used in the
prior art mentioned above, does not use a COW mechanism,
and so must create a private copy 1f an empty page 1s accessed
in any way, that1s, for both reads and writes. Page sharing thus
supports read-sharing of zero pages efliciently, while zero
compression does not.

Performance Example

One working prototype of the invention exported an inter-
face for configuring page sharing parameters and querying
status 1nformation. The output given below 1s a snapshot
taken when running the invention on a private build of
VMware ESX Server running on a dual-processor x86 plat-
form with support for page sharing and with the speculative
hint frame optimization procedure described above.

In the test from which this snapshot was taken, three VMs
were each running from a non-persistent virtual disk and
using Windows 2000 as the VOS. Two of the VMs were
configured for 128 MB memory, the remaining VM being
configured for 64 MB. Each VM ran a simple workload
consisting of the Microsoit Internet Explorer web browser,
Windows Task Manager, and a command prompt window.
Each VMM used a randomized policy to select candidate
pages for sharing, and scanned pages at a maximum rate ot 50
pages per second.
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The overhead required to use the invention in this test was
as follows:

OVERHEAD
name count pages KB
chains 131072 97 388
frames 112640 441 1764
total 538 2152

The status of various parameters at the time of the snapshot
was as follows:

STATUS
name pages MB % track % used
used 81919 319 — —
track 78143 305 100 95
COW 38770 229 75 71
cowl 244 0 0 0
hint 19373 75 24 23
unique 36194 141 46 44
shared 41949 163 53 51

One can see that, when the snapshot was taken, there were
75 MB worth of pages marked with hints. The parameter
“track’ indicates how many pages were examined by the page
sharing subsystem. At the time of this snapshot, 95% (78,143)
of all 81,919 pages were being tracked; 41,949 of the tracked
pages were being shared, the rest (36,194) of which were
unique. The “cowl” statistic indicates the number of pages in
the hash table that were marked COW (shown as the “cow”
parameter) but that had a reference count nrefs=1; there were
tewer than 1 MB of such pages, since most unshared pages
were maintained as hints. Note that, overall, more than half of
all used pages were reclaimed, for a net savings of 51% of all
used memory.

The snapshot also included a list of the eight most heavily
shared pages. Of the 15,686 pages that were involved 1n
sharing one of these eight, fully 14,310, that 1s, slightly more
than 91%, were pages containing all zeros. Zero pages made
up only around 34% of all shared pages, however, so that
roughly two-thirds of all reclaimed pages were non-zero
pages. Other pages with known contents were those contain-
ing all ones (78, or about 0.5%), as well as several dozen
copies of pages containing Windows environment variables.

What 1s claimed 1s:

1. A method for sharing memory 1n a computer system that
includes a hardware memory divided into a plurality of
memory units and at least one context that has an address
space having a plurality of context page numbers that are
mappable to the memory units, the method comprising:

selecting a candidate memory unit, the candidate memory
unit being one of the memory units;

calculating a current hash value that 1s a function of con-
tents of the candidate memory unit;

accessing a data structure to determine whether the data
structure includes a matching entry having a hash value
matching the current hash value, the data structure con-
taining previously calculated hash values and corre-
sponding memory units from which the hash values
were calculated;
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when the data structure imncludes the matching entry:
mapping context page numbers corresponding to the
candidate memory unit and the matching memory
unit to a single memory unit; and
write-protecting the single memory unit;
and when the data structure does not include the matching
entry:
creating a new entry for the candidate memory unit in the
data structure and
keeping a current write-protect status of the candidate
memory unit until another memory unit 1s 1dentified
having a matching entry.

2. The method of claim 1, wherein the selecting of the
candidate memory unit comprises selecting the candidate
memory unit according to 1ts context page number and trans-
lating the context page number to identity the candidate
memory unit.

3. The method of claim 2, wherein the selecting of the
context page number comprises selecting the context page
number at random from a set of context page numbers.

4. The method of claim 2, further including:

raising a fault when a requesting context attempts writing

to a write-protected memory unit and, 1n response to the
fault, generating a private copy of the write-protected
memory unit, and remapping a context page number
used by the requesting context when the write was
attempted to the private copy of the write protected
memory unit,

5. The method of claim 2, wherein the selecting of the
context page number comprises selecting the context page
number according to a predetermined heuristic criterion.

6. The method of claim 1, wherein the selecting of the
memory unit comprises randomly selecting the context page
number corresponding to the candidate memory unait.

7. The method of in claim 1, wherein the selecting of the

candidate memory unit comprises selecting the context page
number corresponding to the candidate memory unmit accord-

ing to a predetermined heuristic criterion.

8. The method of claim 1, wherein the selecting of the
memory units 1s performed 1n response to CPU load.

9. The method of claim 1, wherein the at least one context
comprises one or more virtual machines.

10. The method of claim 1, further comprising confirming
that the contents of the candidate memory unit and the match-
ing memory unit are identical prior to the mapping of the
context page numbers with the single memory unit.

11. The method of claim 1, wherein:

the computer system has at least one virtual machine

installed on the computer system, each virtual machine
accessing the hardware memory of the computer system
using physical page numbers, the physical page num-
bers being mapped by a virtual machine monitor to
machine page numbers, each of the machine page num-
bers directly referencing a memory unit in the physical
memory of the computer system, wherein applications
running 1n the virtual machine reference memory using
virtual page numbers which are translated by a virtual
operating system into the physical page numbers;

the selecting of the candidate memory unit comprises

selecting a candidate physical page number and 1denti-
tying the candidate memory unit as a memory unit that
corresponds to the selected candidate physical page
number; and

the mapping comprises mapping physical page numbers

that reference the candidate memory unit and matching
memory unit to the single memory unit.
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12. The method of claim 11, further comprising;:

sensing a request by a requesting virtual machine to write
to the single memory unit and, upon sensing such
request,

tor the requesting virtual machine, generating in the hard-

ware memory a private copy of the single memory unait;
and

remapping the physical page number used by the request-
ing virtual machine to the private copy.

13. The method of claim 11, wherein the selecting of the
physical page numbers comprises randomly selecting the
physical page numbers.

14. The method of claim 11, wherein the selecting of the
candidate memory unit further comprises selecting the physi-
cal page number according to a predetermined heuristic cri-
terion.

15. The method of claim 11, in which the selecting of the
candidate memory unit 1s performed during system 1dle time.

16. The method of claim 1, further comprising:

designating memory units having a relatively high prob-
ability of impending modification as being temporarily
non-sharable; and

deferring the mapping of the context page numbers corre-

sponding to memory units that are designated as tempo-
rarily non-sharable.

17. A computer system comprising:
a hardware memory;

at least one virtual machine that comprises at least one
address space and a virtual operating system, the address
space having a plurality of virtual page numbers and the
virtual operating system including program instructions
for mapping each virtual page number to a correspond-
ing intermediate page number;

for each virtual machine, a corresponding virtual machine
monitor including intermediate mapping means for
mapping each intermediate page number to a corre-
sponding memory unit identified by a permanent
machine page number, the corresponding memory unit
being a page of the hardware memory;

a memory sharing module comprising computer-execut-
able code for identifying multiple memory units that
have 1dentical contents, and, via the intermediate map-
ping means, for mapping intermediate page numbers
that refer to the multiple memory units having identical
contents to just one of the memory units.

18. In a computer system that includes a hardware memory
and at least one context, which has a virtual memory that 1s
divided 1nto a plurality of virtual memory units that are map-
pable to corresponding hardware memory units, a method
comprising the following steps:

identifying virtual memory units that have identical con-
tents by examination and comparison of the contents of
the virtual memory units;

identitying those of the virtual memory units that have a
relatively high probability of impending modification;
mapping those virtual memory units 1dentified as having

identical contents to a single instance of a corresponding
one of the hardware memory units;

turther comprising:

selecting candidate memory units from among the virtual
memory units;

in which the step of mapping the virtual memory units
having 1dentical contents further comprises write-pro-

tecting selected ones of the virtual memory units that are
mapped to the single mstance.
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19. A method as 1n claim 18, further comprising the fol- when the data structure does not contain the matching hash
low1ing steps: values, entering a hint flag ito the data structure to

designating as temporarily non-sharable the wvirtual indicate that the candidate memory unit 1s unshared;
memory units that have the relatively high probability of recalculating the hash value tfor the candidate memory unit
impending modification; and 5 at a later time to confirm that the contents of the candi-
deferring the step of mapping to the single instance for the date memory unit has not changed 1t the hash value 1s
temporarily non-sharable virtual memory units. determined at a later time to match a new candidate

memory unit.
27. A machine readable storage medium for sharing
10 memory 1n a computer system, the computer system 1nclud-
ing a hardware memory divided into a plurality of memory
units and at least one context that has an address space having
a plurality of context page numbers that are mappable to the
memory units, the machine readable storage medium
15 embodying program instructions causing the computer sys-
tem to implement a method, the method comprising:
selecting a candidate memory unit, the candidate memory
unit being one of the memory units;
calculating a current hash value based at least 1n part on
20 contents of the candidate memory unit;
accessing a data structure to determine whether the data
structure includes a matching entry having a hash value
matching the current hash value, the data structure con-
taining previously calculated hash values and corre-
25 sponding memory units from which the hash values
were calculated;
when the data structure includes the matching entry:

20. A method as in claim 18, further comprising the fol-
lowing steps:
designating as temporarily non-sharable the wvirtual
memory units that have the relatively high probability of
impending modification; and
deferring the step of write-protecting each temporarily
non-sharable virtual memory unit until a subsequent

identification of a different one of the virtual memory
units having contents identical to the respective tempo-
rarily non-sharable virtual memory unat.

21. A method for transparent, content-based memory page
sharing in a computer system having hardware memory and at
least one context, the hardware memory being divided into a
plurality of memory units each permanently assigned a
machine page number, the context having a virtual memory
address space having a plurality of context page numbers,
cach of the context page numbers being mappable to a corre-
sponding one of the memory units, the method comprising:

partitioning the memory units into a plurality of classes;

selecting a candidate memory unit; mapping context page numbers corresponding to the
identifying, among memory units having the same class as candidate memory unit and the matching memory
the candidate memory unit, excluding memory units of 3¢ unit to a single memory unit; and
other classes, one or more matching memory units hav- write-protecting the single memory unit;
ing contents 1dentical to contents of the candidate and when the data structure does not include the matching
memory unit; entry:
mapping a context page number corresponding to the can- creating a new entry for the candidate memory unit in the
didate memory unit to a single memory unit, mapping 35 data structure and
context page numbers corresponding to the one or more keeping a current write-protect status of the candidate
matching memory units to the single memory unit, and memory unit until another memory unit 1s 1dentified
write-protecting the single memory unit. having a matching entry.
22. The method of claim 21, wherein the classes are page 28. The machine readable storage medium ot claim 27,
colors of the memory units. 40 wherein the selecting of the candidate memory unit com-
23. The method of claim 21, wherein the computer system  Prises selecting the context page number corresponding to the
has a multiprocessor architecture with a non-uniform candidate memory unit and accessing contents of the candi-
memory access (NUMA) property and a plurality of memory date memory unit using the context page number, the context
modules having different access latencies, and in which the ~ page number being translated into a corresponding machine
classes are the memory modules. 45 page number that identifies the candidate memory unait.

29. The machine readable storage medium of claim 28,
wherein the selecting of the context page number comprises
selecting the context page number at random from a set of
context page numbers.

50  30. The machine readable storage medium of claim 28,
wherein the method further comprises:

raising a fault when a requesting context attempts writing

to any write-protected memory umt and, 1n response to
the fault, generating a private copy of the write-protected

55 memory unit, and remapping a context page number
used by the requesting context when the write was
attempted to the private copy of the write protected
memory unit.

31. The machine readable storage medium of claim 27,

24. The method of claim 21, wherein the 1dentifying com-
Prises:

calculating a hash value as a function of contents of the
candidate memory unit and finding 1n a data structure
any matching hash values calculated for other memory
unmits, the memory units having the matching values
being 1dentified as having contents 1dentical to the con-
tents of the candidate memory unit.

25. The method of claim 24, further comprising:

entering into the data structure the hash value calculated for
the candidate memory umit and corresponding page
number identifying the candidate memory unit;

deferring write protecting of the candidate memory unit

when no matching memory units are identified; and ¢, wherein the selecting of the memory unit comprises ran-
confirming at the time of the mapping, that contents ot the domly selecting the context page number corresponding to

matching memory umt are identical to contents of the the candidate memory unit.

candidate memory unit. 32. The machine readable storage medium of in claim 27,
26. The method of claim 24, further comprising;: wherein the selecting of the candidate memory unit com-
entering into the data structure the hash value calculated for 65 prises selecting the context page number corresponding to the

the candidate memory unit and corresponding page candidate memory unit according to a predetermined heuris-

number 1dentitying the candidate memory unit; tic criterion.
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33. The machine readable storage medium of claim 27,
wherein the selecting of the memory units 1s performed when
the computer system 1s 1dling.

34. The machine readable storage medium of claim 27,
wherein the at least one context comprises one or more virtual
machines.

35. The machine readable storage medium of claim 27,
wherein the method further comprises confirming that the
contents of the candidate memory unit and the matching
memory unit are identical prior to the mapping of the context
page numbers with the single memory unit.

36. The machine readable storage medium of claim 27,
wherein:

the computer system has at least one virtual machine

installed on the computer system, each virtual machine
accessing the hardware memory of the computer system
using physical page numbers, the physical page num-
bers being mapped by a virtual machine monitor to
machine page numbers, each of the machine page num-
bers directly referencing a memory unit in the physical
memory of the computer system, wherein applications
running in the virtual machine reference memory using,
virtual page numbers which are translated by a virtual
operating system into the physical page numbers;

the selecting of the candidate memory unit comprises

selecting a candidate physical page number and 1denti-
tying the candidate memory unit as a memory unit that
corresponds to the selected candidate physical page
number; and

the mapping comprises mapping physical page numbers

that reference the candidate memory unit and matching
memory unit to the single memory unit.

37. The machine readable storage medium of claim 36,
wherein the method further comprises:

sensing a request by a requesting virtual machine to write

to the single memory unit and, upon sensing such
request,

for the requesting virtual machine, generating in the hard-

ware memory a private copy of the single memory unit;
and

remapping the physical page number used by the request-

ing virtual machine to the private copy.

38. The machine readable storage medium of claim 36,
wherein the selecting of the physical page numbers comprises
randomly selecting the physical page numbers.

39. The machine readable storage medium of claim 36,
wherein the selecting of the candidate memory unit further
comprises selecting the physical page number according to a
predetermined heuristic criterion.

40. The machine readable storage medium of claim 36, in
which the selecting of the candidate memory unit 1s per-
formed during system 1dle time.

41. A machine readable storage medium for transparent,
content-based memory page sharing in a computer system
having hardware memory and at least one context, the hard-
ware memory being divided into a plurality of memory units
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cach permanently assigned a machine page number, the con-
text having a virtual memory address space having a plurality
of context page numbers, each of the context page numbers
being mappable to a corresponding one of the memory units,
the storage medium embodying program instructions causing
the computer system to implement a method, the method
comprising;

partitioning the memory units 1nto a plurality of classes;

selecting a candidate memory unit;

identilying, among memory units having the same class as

the candidate memory unit and excluding memory units
of other classes, one or more matching memory units
having contents identical to contents of the candidate
memory unit;

mapping the candidate memory unit and the one or more

matching memory units to a single memory unit, and
write-protecting the single memory unat.

42. The machine readable storage medium of claim 41,
wherein the classes are page colors of the memory units.

43. The machine readable storage medium of claim 41,
wherein the computer system has a multiprocessor architec-
ture with a non-uniform memory access (NUMA) property
and a plurality of memory modules having different access
latencies, and 1n which the classes are the memory modules.

44. The machine readable storage medium of claim 41,
wherein the 1dentifying comprises:

calculating a hash value as a function of contents of the

candidate memory unit and finding 1n a data structure
any matching hash values calculated for other memory
units, the memory units having the matching values
being 1dentified as having contents 1dentical to the con-
tents of the candidate memory unit.

45. The machine readable storage medium of claim 44,
wherein the method further comprises:

entering into the data structure the hash value calculated for

the candidate memory unit and corresponding page
number 1dentitying the candidate memory unit;
deferring write protecting of the candidate memory unit
when no matching memory units are identified; and
confirming at the time of the mapping, that contents of the
matching memory unit are identical to contents of the
candidate memory unit.

46. The machine readable storage medium of claim 44,
wherein the method further comprises:

entering into the data structure the hash value calculated for

the candidate memory unit and corresponding page
number 1dentitying the candidate memory unit;
when the data structure does not contain the matching hash
values, entering a hint flag mto the data structure to
indicate that the candidate memory umit 1s unshared;

recalculating the hash value for the candidate memory unit
at a later time to confirm that the contents of the candi-
date memory unit has not changed 11 the hash value 1s
determined at a later time to match a new candidate
memory unit.
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