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(57) ABSTRACT

A routing device including an operating system kernel, a
virtual router residing external to the kernel, a router manager
configured to manage the virtual router, an application resid-
ing external to the virtual router, and a number of physical
interfaces 1s disclosed. The application selectively interacts
with the virtual router and the kernel on a dynamic basis,
which perform a number of tasks for the application. The
virtual router includes a routing protocol stack configured to
handle a number of routing protocols, a number of interface
drivers configured to communicate with corresponding
physical interfaces, an IP stack configured to interact with the
routing protocol stack and perform a forwarding function via
the interface drivers, the IP stack having a forwarding infor-
mation table used to perform the forwarding function; and a
socket layer having a corresponding socket API configured to
facilitate interactions between the IP stack and one or more
socket applications.

6 Claims, 2 Drawing Sheets
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METHOD AND SYSTEM FOR
IMPLEMENTING EXTERNAL
APPLICATIONS USING REMOTE SOCKET
APPLICATION PROGRAMMING INTERFACE
FOR VIRTUAL ROUTERS

CROSS-REFERENCES TO RELAT
APPLICATIONS

D,

L1

The present application claims the benefit of priority under
35U.8.C. § 1191rom U.S. Provisional Patent Application Ser.
No. 60/455,706, entitled “METHOD FOR IMPLEMENT-
ING EXTERNAL APPLICATIONS USING REMOTE
SOCKET API FOR VIRTUAL ROUTERS” filed on Mar. 17,

2003, the disclosure of which 1s hereby incorporated by ret-
erence 1n its entirety for all purposes.

BACKGROUND OF THE INVENTION

The present invention generally relates to routers and, more
specifically, to virtual routers 1n a split plane architecture.

A physical router typically includes a number of physical
interfaces that are coupled respectively to corresponding
packet sources. Packets recerved from the packet sources are
received via the physical iterfaces and forwarded by the
physical router to their intended destinations.

A virtual router 1s generally defined as a collection of
threads, either static or dynamic, 1 a routing device that
provides routing and forwarding services similar to those
offered by physical routers. A virtual router need not be a
separate operating system process. The virtual router simply
has to provide the perception or illusion that a dedicated
router 1s available to satisiy the needs of the network(s) to
which 1t 1s connected. A virtual router, like 1ts physical coun-
terpart, 1s an element 1n a routing domain which may include
other routers that are either physical or virtual.

Virtual routers are used to implement Layer-3 virtual pri-
vate networks (VPNs). A VPN is defined as one or more wide
area network (WAN) links over a shared public network,
typically over the Internet or an IP (Internet Protocol) back-
bone from a network service provider that simulates the
behavior of dedicated WAN links over leased lines. Virtual
routers support VPNs at Layer-3 of the Open Systems Inter-
connections (OSI) mternetworking model. Network links
that constitute network ports, VL ANs (virtual local area net-
works) or virtual circuits are partitioned amongst the virtual
routers. The virtual routers then perform routing on the indi-
vidual links that are bound to them thus achieving network
separation.

A router generally comprises a routing element and a for-
warding element. To implement virtual routing, the routing,
and forwarding elements have to be distinctly separate. There
are multiple ways of achieving this separation.

BRIEF SUMMARY OF THE INVENTION

A routing device 1s disclosed. The routing device includes
an operating system kernel, a virtual router residing external
to the operating system kernel, a router manager configured to
manage the virtual router, an application residing external to
the virtual router, and a number of physical interfaces.

The application 1s able to selectively interact with the vir-
tual router and the operating system kernel on a dynamic basis
in order to have the virtual router and the operating system
kernel perform a number of tasks for the application.

The virtual router further includes a routing protocol stack
configured to handle a number of routing protocols, anumber
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ol interface drivers configured to communicate with corre-
sponding physical interfaces, an Internet Protocol (IP) stack
configured to interact with the routing protocol stack and
perform a forwarding function via the interface drivers, the IP
stack having a forwarding information table, information
from which 1s used to perform the forwarding function; and a
socket layer having a corresponding socket application pro-
gramming interface, the socket layer configured to facilitate
interactions between the IP stack and one or more socket
applications, such as, the routing protocol stack and other
external applications.

The remote socket application pro-
gramming interface 1s used to facilitate communications with
the socket layer. Furthermore, the socket application pro-
gramming interface allows multiple applications to interact
with the IP stack via the socket layer. The IP stack of the
virtual router resides external to the operating system kernel.

The operating system kernel further includes an associated
socket layer, the socket layer having a corresponding socket
application programming interface. The application 1s able to
communicate with the operating system kernel via the asso-
ciated socket layer using the corresponding socket applica-
tion programming interface to have the operating system
kernel perform one or more tasks.

In one exemplary implementation, the routing device of the
present invention 1s mcorporated into an UNIX system and
soltware 1s used to implement the virtual router and the router
manager.

Reference to the remaining portions of the specification,
including the drawings and claims, will realize other features
and advantages of the present invention. Further features and
advantages of the present invention, as well as the structure
and operation of various embodiments of the present inven-
tion, are described in detail below with respect to accompa-
nying drawings, like reference numbers indicate 1dentical or
functionally similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a simplified schematic diagram 1illustrating an
exemplary embodiment of the present invention; and

FI1G. 2 1s a simplified schematic diagram further illustrating
an exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention 1n the form of one or more exemplary
embodiments will now be described. According to an exem-
plary aspect, the method of the present mvention achieves
separation of elements in a router by having each virtual
router with its own IP (Internet Protocol) stack, routing pro-
tocol stack and forwarding information table. This 1s achieved
by implementing an IP stack that runs 1n the user space on
multi-user and multi-process system, such as, a UNIX sys-
tem. In a typical IP network element, the IP stack 1s always
part of the kernel. By running the IP stack in the user domain,
it 1s possible to build multiple virtual routers on a single
multi-process system. The forwarding information table 1s
implemented 1n hardware. The network links are on the line
cards that are associated with individual virtual routers. The
routing protocols are also part of the virtual router process and
exchange routing information over the network links and
update the routing table on the line cards.

According to one exemplary implementation, the TCP/IP
stack runs 1n the user space. The user space TCP/IP stack
provides the standard socket interface to the routing protocols
for updating the routing table, which facilitates easy porting
of the routing protocols. As will be further described below,
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the standard socket interface can also be used to allow an
application that 1s external to the virtual router to communi-
cate with the IP stack and have certain tasks performed via the
virtual router.

In one mmplementation, the IP stack 1s not modified.
Because the IP stack 1s not modified, 1t behaves exactly the
same as any other IP stack. As a result, the porting of routing
protocols or other applications that use sockets becomes easy.
Moreover, by not changing the IP stack, there 1s no need to
re-test the IP stack; otherwise, the IP stack would have to be
tested, the testing of which 1s a long drawn and expensive
pProcess.

Having separate TCP/IP and routing protocol stacks for
cach virtual router requires a large amount of memory. To
conserve memory, dynamic libranies of the TCP/IP and the
routing protocol stacks are created. By using dynamic librar-
1ies, the UNIX operating system 1s directed to maintain a
single copy of the stack libraries 1n the memory, thus reducing
memory requirements.

FIG. 1 1s a simplified schematic diagram illustrating one
embodiment of the present invention. As shown i FIG. 1, a
routing device 10 includes a number of physical interfaces 12,
a number of virtual routers 14 and a router manager 16. The
physical interfaces 12 are designed to be coupled or bound to
corresponding packet sources to recerve packets to be for-
warded. Each virtual router 14 1s designed to be coupled to
one or more of the physical interfaces 12. Different virtual
routers 14 can be coupled to different physical interfaces 14.
The router manager 16 controls the coupling of the virtual
router 14 to 1ts corresponding physical interfaces 12. The
coupling 1s performed on a dynamic basis. In other words, a
virtual router 14 can be coupled to different physical inter-
faces 12 at different times as managed by the router manager
16. In one implementation, upon startup of the routing device
10, none of the virtual routers 14 i1s bound to any physical
interfaces 12. The router manager 16 handles the subsequent
coupling of the virtual routers 14 to their corresponding
physical interfaces 12. The operator of the routing device 10
1s responsible for creating these bindings between the physi-
cal interfaces 12 and the virtual routers 14.

Furthermore, the routing device 10 includes at least one
application 18. The application 18 can be a process that runs
on the underlying operating system of the routing device 10.
The application 18 1s external to the virtual routers 14 and 1s
able to selectively communicate with the virtual routers 14 so
as to have tasks performed, as will be turther described below.
Optionally, the application 18 1s also able to communicate
with the underlying operating system of the routing device 10
to have tasks performed.

FI1G. 2 1s a sitmplified schematic diagram further 1llustrating,
an embodiment of the routing device 20. As shown 1n FIG. 2,
in this embodiment, the routing device 20 includes a number
of virtual routers 22 and an operating system kernel 34. Each
virtual router 22 includes a number of elements comprising a
routing protocol stack, a socket layer 28, an IP stack 30 and a
number of interface drivers 36. The routing protocol stack
includes a number of entities 26 that are capable of respec-
tively handling routing protocols supported by the virtual
router 22 including, for example, RIP (Routing Information
Protocol), OSPF (Open Shortest Path First), BGP (Border
Gateway Protocol) and the like. Other routing protocols may
be supported in the routing protocol stack depending on the
requirements of the virtual router 22. Each entity 26 1s asso-
ciated with a particular routing protocol and contains an
appropriate routing table.

As mentioned above, each virtual router 22 includes the
socket layer 28. The socket layer 28 facilitates communica-
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tions between the IP stack 30 and other elements, such as, the
routing protocol stack and the application 24. Communica-
tions with the socket layer 28 are achieved using a socket
application programming interface (API). In one exemplary
implementation, the socket API follows the standard Berke-
ley socket API. Based on the disclosure and teachings pro-
vided herein, a person of ordinary skill in the art will know of
other protocols or standards that can be used as the socket API
in accordance with the present mvention. The use of the
socket layer 28 and 1ts API will be turther described below.

Each virtual router also includes the IP stack 30. The IP
stack 30 contains a forwarding information base (FIB). Via
the socket layer 28, the IP stack 30 interacts with the entities
26 and uses the FIB to facilitate forwarding of packets to their
intended destinations; the IP stack 30 1s also able to commu-
nicate with the application 24 to carry out one or more tasks
for the application 24.

Virtual routers 22 may be configured 1n a similar or differ-
ent manner depending on the routing design and/or require-
ments of the routing device 20. One virtual router 22q within
the routing device 20 can be different from another virtual
router 22b with respect to their constituent elements. For
example, one virtual router 22a may have a routing protocol
stack that supports one set of routing protocols, while the
routing protocol stack of another virtual router 225 may sup-
port a different set of routing protocols; and one virtual router
22a may support one set of physical interfaces, while another
virtual router 2256 may support a different set ol physical
interfaces. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know of other
ways and/or methods to configure a virtual router 1n accor-
dance with the present invention.

Furthermore, having an IP stack in each virtual router 22
allows many applications that use the standard socket API to
be run. The routing sockets use the standard socket API to
update the FIB. Similarly, any application that require stan-
dard socket API can be run within the context of the virtual
router process.

As the number of applications grows, the size of each
virtual router process also increases thereby atfecting perfor-
mance. To overcome this performance 1ssue, 1n one embodi-
ment, the socket API 1s extended to support remote applica-
tions. This mvolves exporting the socket API to the remote
application using an interprocess communication infrastruc-
ture. The applications then use the remote socket API as it
they were directly connected to the socket layer sub-system.
Each of the socket calls made by the remote applications 1s
translated into remote procedure calls by the underlying
socket library.

The remote socket library 1s flexible enough to support
applications that are either internal or external. The library
that 1s linked controls how the socket calls are to be handled.
This implementation keeps 1n check the size of the virtual
router and at the same time improves application perior-
mance. Apart from performance improvements, this design
also offers tlexibility to replace either virtual router software
or the application software without affecting each other.

Under this implementation, the applications are made vir-
tual router aware, meaning that an applications when using
the socket API has to know the virtual router that it 1s com-
municating with.

In one exemplary aspect, as shown 1n FIG. 2, the applica-
tion 24 1s able to selectively communicate with the virtual
routers 22 and the operating system kernel 34 to carry out its
tasks. For example, the application 24 can communicate with
the virtual router 22a via the corresponding socket layer 28
using the associated socket API. Optionally, the application
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24 can also communicate with the operating system kernel 34
via a corresponding socket layer (not shown) using the asso-
ciated socket API. Consequently, the application 24 can uti-
lize combinations of virtual routers 22 and the operating
system kernel 34 to complete 1ts tasks. For example, 11 the
application 24 1s handling three (3) clients (not shown), the
application 24 can use virtual routers 22a and 225 and the
operating system kernel 34 to respectively execute tasks for
the three (3) clients. It should be understood that there can be
any number of virtual routers 22 implemented within the
routing device 20, depending on system and/or design
requirements and constraints. Based on the disclosure and
teachings provided herein, a person of ordinary skill 1n the art
will know of other ways and/or methods to use the virtual
routers and the operating system kernel to accommodate one
or more applications 1n accordance with the present imven-
tion.

In one mmplementation, the present invention 1s 1mple-
mented using the Solaris® system manufactured by Sun
Microsystems. The Solaris® system 1s an UNIX operating
system. In this implementation, the virtual routers 22 are
created 1n the user space. Furthermore, one UNIX process 1s
used per virtual router 22. Since the UNIX operating system
1s a time-shared system, i1t schedules the virtual router pro-
cesses appropriately thereby minimizing any scheduling
problem.

In an exemplary implementation, the present invention 1s
implemented using software 1n the form of control logic, 1n
cither an integrated or a modular manner. Alternatively, hard-
ware or a combination of software and hardware can also be
used to implement the present invention. Based on the disclo-
sure and teachings provided herein, a person of ordinary skill
in the art will know of other ways and/or methods to imple-
ment the present ivention.

It 1s understood that the examples and embodiments
described herein are for illustrative purposes only and that
various modifications or changes in light thereot will be sug-
gested to persons skilled 1n the art and are to be included
within the spirit and purview of this application and scope of
the appended claims. All publications, patents, and patent
applications cited herein are hereby incorporated by refer-
ence for all purposes 1n their entirety.

What 1s claimed 1s:
1. A routing device comprising:
an operating system kernel;

a plurality of physical interfaces configured to receive
packets to be forwarded;

a plurality of virtual routers, wherein the plurality of virtual
routers comprise a plurality of instructions for control-
ling a data processor to perform one or more tasks, the
instructions being stored on a computer readable
medium, and wherein the plurality of virtual routers are
external to the operating system kernel, wherein each
virtual router further comprises:

a routing protocol stack configured to handle a plurality
of routing protocols;

a plurality of intertace drivers configured to communi-
cate with at least a one of the plurality of physical
interfaces;

an Internet Protocol (IP) stack configured to interact
with the routing protocol stack and perform a for-
warding function via the plurality of interface drivers,
the IP stack having a forwarding information table,
information from which 1s used to perform the for-
warding function, wherein the routing protocol stack
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and the IP protocol stack are implemented using
dynamic libraries shared among the plurality of vir-
tual routers; and

a socket layer having a corresponding socket application
programming interface, the socket layer configured to
facilitate interactions between the IP stack and the
routing protocol stack and the application, wherein
the socket application programming interface 1s used
to facilitate communications with the socket layer;

a router manager configured to manage the plurality of
virtual routers, wherein the router manager 1s configured
to couple each virtual router to at least one of the physi-
cal interfaces, wherein the router manager controls the
coupling of the virtual routers to the physical interfaces,
and wherein the coupling 1s performed on a dynamic
basis; and

an application, wherein the application 1s situated external
to the plurality of virtual routers, and wherein the appli-
cation being configured to recerve requests to perform a
plurality of tasks for at least one client;

wherein the application 1s able to selectively communicate
with one or more of the plurality of virtual routers and
the operating system kernel on a dynamic basis to per-
form the plurality of tasks for the at least one client
application, wherein the application selects a virtual
router to perform a task based upon a set of routing
protocols supported by the virtual router and the task to
be performed;

wherein the IP stack of each of the plurality of virtual
routers resides external to the operating system kernel;

wherein the operating system kernel further includes an
associated socket layer, the socket layer having a corre-
sponding socket application programming interface;
and

wherein the application 1s able to communicate with the
operating system kernel via the associated socket layer
using the corresponding socket application program-
ming interface to have the operating system kernel per-
form one or more of the plurality of tasks.

2. The routing device of claim 1 wherein software 1s used to

implement the router manager.

3. An UNIX system incorporating the routing device as
recited 1n claim 1.

4. The routing device of claim 1 wherein software 1s used to
implement the plurality of virtual routers and the router man-
ager.

5. A routing device comprising:

an operating system kernel;

a plurality of physical interfaces configured to receive
packets to be forwarded;

a plurality of virtual routers, each virtual router having an
associated socket layer and an Internet Protocol (IP)
stack external to the operating system kernel, the asso-
ciated socket layer having a corresponding socket appli-
cation programming interface configured to facilitate
communications with the associated socket layer,
wherein each virtual router includes a routing protocol
stack configured to communicate with corresponding
physical interfaces, wherein the routing protocol stack
and the IP protocol stack are implemented using
dynamic libraries shared among the plurality of virtual
routers, wherein the virtual routers further include:

a plurality of interface drivers configured to communi-
cate with corresponding physical interfaces, wherein
the Internet Protocol (IP) stack 1s configured to inter-
act with the routing protocol stack and perform a
forwarding function via the plurality of interface driv-
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ers, the IP stack having a forwarding information
table, information from which 1s used to perform the
forwarding function; and
a socket layer having a corresponding socket application
programming interface, the socket layer configured to
facilitate interactions between the IP stack and the
routing protocol stack and the application, wherein
the socket application programming interface 1s used
to facilitate communications with the socket layer;
an application residing external to the plurality of virtual
routers; and
a router manager configured to manage the plurality of
virtual routers, wherein the router manager 1s configured
to couple each virtual router to at least one of the physi-
cal interfaces, wherein the router manager controls the
coupling of the virtual routers to the physical interfaces,
and wherein the coupling 1s performed on a dynamic
basis:
wherein the associated socket layer 1s configured to facili-
tate 1nteractions between the IP stack and the applica-
tion;
wherein the application 1s able to selectively interact with
one of the plurality of virtual routers via the associated
socket layer;
wherein the application 1s configured to receive requests to
perform a plurality of tasks for at least one client appli-
cation;

10

15

20

8

wherein the application uses the corresponding socket
application programming interface to interact with the
associated socket layer; and

wherein the application 1s able to selectively interact with
one or more of the plurality of virtual routers and the
operating system kernel on a dynamic basis in order to
have one or more of the plurality of virtual routers and
the operating system kernel perform a plurality of tasks
for the at least one client, wherein the application selects
a virtual router to perform a task based upon a set of
routing protocols supported by the virtual router and the
task to be performed;

wherein the operating system kernel further includes an
associated socket layer, the socket layer having a corre-
sponding socket application programming interface;
and

wherein the application 1s able to communicate with the
operating system kernel via the associated socket layer
using the corresponding socket application program-
ming interface to have the operating system kernel per-
form one or more of the plurality of tasks.

6. An UNIX system incorporating the routing device as

5 recited in claim 5.
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