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METHOD AND SYSTEM FOR IDENTIFYING
A MOBILE STATION TO A CONTENT
SERVER

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of U.S. applica-
tion Ser. No. 10/223,940, filed on Aug. 20, 2002, which 1s

tully incorporated herein by reference.

BACKGROUND

1. Field of the Invention

The present mnvention relates to telecommunications and,
more particularly, to methods and systems for identifying a
mobile station to a content server.

2. Description of Related Art

Wireless telecommunications technologies are continuing,
to develop 1n order to provide enhanced multimedia (e.g.,
data) service to wireless devices. The effort 1s currently
referred to as third-generation wireless or “3G.” For example,
the IS-2000 specification describes a CDMA air interface for
3G, and the IS-835 specification and various specifications of
the Third Generation Partnership Project 2 (*3GPP27)
describe the operation of third-generation wireless networks.

As presently envisioned, a 3G network includes a packet-
switched network that wireless customers can access to con-
nect to the Internet, browse the World Wide Web, send and
receive e-mails, etc. One difficulty 1in providing such services
to wireless customers 1s that they often use devices, such as
wireless telephones and personal digital assistants (PDAs),
that have limited capabilities. For example, such devices may
not be able to display the graphics that laptop and desktop
computers are able to display because of less pixel resolution,
less color resolution, and/or smaller screens. In addition,
handheld wireless devices often have differently-structured
user 1nterfaces, such as smaller keypads or pen-based input.
As aresult, while most Web content 1s currently written 1n the
Hyperlext Markup Language (HTML), Web browsers on
handheld wireless devices often require Web content to be
written 1n specialized markup languages, such as the Wireless
Markup Language (WML) or the Handheld Device Markup
Language (HDML), or in specialized versions of HTML,
such as cHTML or xHTML.

To accommodate such wireless customers, the 3G network
may include various applications to provide service tailored
to devices with limited capabilities. For example, the 3G
network may include a Web gateway that wireless customers
access to receive Web content, e.g., by using the Wireless
Application Protocol (WAP). The Web gateway may receive
content from a content server at a URL specified by the
customer and then transcode or render the content to facilitate
its display on the particular device the wireless customer 1s
using. The Web gateway may also apply a customer’s prefer-
ences when providing the content to the customer. As a resullt,
it 1s preferable for the Web gateway to have information
regarding the particular customer and wireless device recetv-
ing the content in order to transcode or render the content
appropriately and in order to apply the customer’s prefer-
ences.

In many implementations, however, the Web gateway or
other application may not be able to obtain reliable informa-
tion 1dentifying the customer 1t 1s serving or the particular
device the customer 1s using. For example, the Web gateway
or other application may only know the IP address of the
customer 1t 1s serving. In many cases, this IP address does not
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2

reliably identily the customer because 1t may be dynamically
assigned. Thus, a particular customer may use a particular 1P
address only for a particular session. When that customer’s
session ends, e.g., because the customer has logged off,
turned off the wireless device, moved out of range, or for
some other reason, the same IP address may be assigned to a
different customer. This may lead to the undesirable situation
of the Web gateway or other application applying the first
customer’s profile to the second customer simply because the
second customer was assigned the same IP address. In addi-
tion, the customer’s IP address does not typically indicate
what device the customer 1s using for network access. Indeed,
even the 1dentity of the customer may not reliably indicate
what device the customer 1s using, because a customer may
use different devices with ditlerent capabailities to access the
network at different times.

This lack of reliable identifying information can be a prob-
lem for content servers as well as for the Web gateway. For
example, 1n order to grant a particular customer access 1o 1ts
applications or services, a content server may require the
customer to present one or more valid 1dentifiers, such as a
network access identifier (NAI), which identifies the cus-
tomer, and/or mobile directory number (MDN), which 1den-
tifies the particular device the customer 1s using. Although
some customer devices may be able to include the necessary
identifving information in requests, e.g., HITP GET
requests, sent to content servers, this approach can create
additional problems. For example, this insertion process can
create an undesirable amount of overhead. In addition,
requests sent with such identifying information may be less
secure. Finally, many customer devices may be unable to
operate 1n this way, 1.e., may be unable to include the neces-
sary 1dentifying information 1n requests.

Accordingly, there 1s a need to obtain reliable information
regarding what IP address a particular customer 1s using and
reliable information that identifies the particular customer
and/or the particular device the customer 1s using for network
access.

SUMMARY

In a first principal aspect, an exemplary embodiment of the
present invention provides a method for commumnication
between a mobile station and a content server. The mobile
station 1s 1dentified by at least a first 1dentifier (e.g., an IP
address) and a second identifier (e.g., NAI or MDN). In
accordance with the method, a correlation 1s obtained
between the first 1dentifier and the second identifier. An
access request, requesting access to selected content, 1s
received from the mobile station. The access request includes
the first identifier. The second 1dentifier 1s determined based
on the first identifier and the correlation. Identitying informa-
tion 1s 1nserted 1nto the access request to provide a modified
access request. The identifying information includes at least
the second 1dentifier. The modified access request 1s transmit-
ted to the content server.

In a second principal aspect, an exemplary embodiment of
the present invention provides a method for communication
between a mobile station and a content server, via a gateway.
The mobile station 1s 1dentified by at least a first 1dentifier
(e.g., an IP address), a second 1dentifier (e.g., NAI), and a
third identifier (e.g., MDN). In accordance with the method,
a network presence server transmits network presence infor-
mation regarding the mobile station to the gateway. The net-
work presence information includes at least the first identifier
and the second identifier. The gateway stores the network
presence information. The gateway receives an access
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request, requesting access to selected content, from the
mobile station. The access request includes the first identifier.
The gateway determines the second identifier based on the
first 1dentifier and the network presence information. The
gateway 1nserts at least the second identifier 1into the access
request to provide a modified access request, and the gateway
transmits the modified access request to the content server.

In a third principal aspect, an exemplary embodiment of
the present mvention provides a system for identifying a
mobile station to a content server. The system comprises a
gateway and a network presence server. The gateway inserts
at least one 1dentifier (e.g., NAI and/or MDN) 1nto access
requests from the mobile station to identity the mobile station
to the content server. The network presence server transmits
network presence information regarding the mobile station to
the gateway. The network presence information includes the
at least one 1dentifier.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a simplified block diagram of a wireless telecom-
munications system, in accordance with an exemplary
embodiment of the present invention;

FIG. 2 1s a flow chart, in accordance with an exemplary
embodiment of the present invention;

FIG. 3 1s a flow chart, in accordance with an exemplary
embodiment of the present invention; and

FI1G. 4 1s a simplified call flow diagram, 1n accordance with
an exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

1. Exemplary Architecture

Referring to the drawings, FIG. 1 1s a simplified block
diagram of an exemplary telecommunications system 10 1n
which exemplary embodiments of the present invention may
be employed. Telecommunications system 10 includes a
packet-switched network 12. Packet-switched network 12
may include one or more wide area networks (WANSs) and/or
one or more local area networks (LANs). Packet-switched
network 12 may include one or more public networks, such as
the Internet, and/or one or more private networks. Packets
may be routed 1n packet-switched network 12 using the Inter-
net Protocol, and devices 1n communication with packet-
switched network 12 may be 1identified by a network address,
such as an Internet Protocol (IP) address.

A customer may use a customer device for communicating
over packet-switched network 12. The customer device may
be a wireless device, such as mobile station 14. Mobile station
14 may be a wireless telephone, a personal digital assistant
(PDA), a wirelessly equipped laptop computer, or other type
of wireless communication device, 1.e., a communication
device that communicates over an air interface. Alternatively,
the customer device may be a wireline device, such as wire-
line device 16. Although wireline device 16 1s shown as a
laptop computer in FIG. 1, wireline device 16 may be a
desktop computer, PDA, or other device that communicates
over a physical interface other than an air interface. In some
cases, a given customer device may have both wireless and
wireline communication capability. In addition, a customer
may, at different times, use different types of wireless and/or
wireline devices to communicate over packet-switched net-
work 12. In some cases, a customer may be able to use more
than one customer device at a time to communicate over
packet-switched network 12.
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4

To provide communications to wireless customer devices,
wireless telecommunications system 10 may includes a base
transcerver station (BTS) 18 that provides a wireless coverage
arca. BTS 18 may communicate over an air interface with one
or more wireless communication devices, such as mobile
station 14, located 1n 1ts wireless coverage area. The commu-
nications between BTS 18 and mobile station 14 may occur in
a digital format, such as CDMA, TDMA, GSM, or 802.11x,
or they may occur 1n an analog format, such as AMPS. A
preferred wireless communications format 1s “CDMA 2000,”
such as described 1n EIA/TIA/IS-2000 Series, Rev. A (pub-
lished March 2000), which 1s incorporated herein by refer-
ence.

BTS 18 may be controlled by a base station controller
(BSC) 20, which, in turn, may be controlled by a mobile
switching center (MSC) 22. MSC 22 may be connected to the
public switched telephone network (PSTN) 24. MSC 22 may
able to communicate with a home location register (HLLR) 24
and a service control point (SCP) 26, typically, via one or
more signal transier points (STPs), such as STP 28. Although
FIG. 1 shows MSC 22 connected to one BSC and shows BSC
20 connected to one BTS, 1n general, MSC 22 may be con-
nected to more than one BSC and each BSC, such as BSC 20,
may be connected to more than one BTS.

MSC 22 may use a signaling system, such as SS7, to route
calls through PSTN 24. The signaling between MSC 22 and
HLR 24 may conform to IS-41 specifications. A recent revi-
sion of the IS-41 specifications, ANSI-41 Rev. D, published
in July 1997, 1s incorporated herein by reference. The signal-
ing between MSC 22 and SCP 26 may conform to the speci-
fication “Wireless Intelligent Network,” TIA/EIA/IS-771,
published 1n July 1999, which is incorporated herein by ref-
erence. Other signaling protocols could be used, however. By
the use of such signaling, MSC 22, BSC 20, and BTS 18 may
be able to connect incoming calls from PSTN 24, which calls
may originate from landline telephones, mobile stations, or
other communication devices, to mobile station 14. Similarly,
serving MSC 22, BSC 20, and BTS 18 may be able to connect
calls originating from mobile station 14 through PSTN 24.

To provide wireless customer devices, such as mobile sta-
tion 14, access to packet-switched network 12, BSC 20 may
include a packet control function (PCF), and a packet data
serving node (PDSN) 30 may connect BSC/PCF 20 to packet-
switched network 12. The communications between BSC/
PCF 20, MSC 22, and PDSN 30 may conform to “third
generation” (3G) wireless network specifications. Examples
of such 3G specifications include “Wireless IP Network Stan-
dard,” 3GPP2 P.S0001-A, dated Jul. 16, 2001 and “3GPP2
Access Network Interfaces Interoperability Specification,”
3GPP2 A.S0001-A, dated June 2001, which are incorporated
herein by reference. Brietly stated, under these 3G specifica-
tions, when mobile station 14 requests packet data service,
BSC/PCF 20 may engage in signaling with MSC 22 and with
PDSN 30 to authenticate and authorize mobile station 14 and
to set up a data link with PDSN 30. If this process 1s success-
ful, a point-to-point protocol (PPP) session 1s established
between mobile station 14 and PDSN 30. PDSN 30 then acts
as anetwork access server, providing mobile station 14 access
to packet-switched network 12.

Telecommunications network 10 may also include a wire-
line network access server (NAS) 32 to provide wireline
customer devices, such as wireline device 16, access to
packet-switched network 12. A wireline customer device
may, for example, be able to connect to wireline NAS 32 via
a telephone line (e.g., by using a modem), digital subscriber
line (DSL), data-over-cable system, T1 line, or some other
wired connection.
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A customer device communicatively coupled to packet-
switched network 12 1s typically identified by a network
address, such as an IP address. The customer device may use
cither Simple IP or Mobile IP, and 1ts IP address may be
dynamically assigned. In a Simple IP process, PDSN 30
dynamically assigns IP addresses to wireless customer
devices, such as mobile station 14, communicating with 1it,
and wireline NAS 32 dynamically assigns IP addresses to
wireline customer devices, such as wireline device 16, com-
municating with 1it.

In a Mobile IP process, mobile station 14 may send a
registration request, via PDSN 30, to a home agent 34 asso-
ciated with mobile station 14. If home agent 34 approves the
registration request, home agent 34 may dynamically assign
mobile station 14 an IP address, or mobile station 14 may use
an IP address permanently assigned to 1t. Wireline NAS 32
may similarly forward Mobile IP requests from wireline cus-
tomer devices communicating with it, such as wireline device
16, to home agent 34. Relevant aspects of Mobile IP are
described 1n C. Perkins, “IP Mobility Support,” Request for
Comments 2002 (October 1996) and P. Calhoun and C. Per-
kins, “Mobile IP Network Access Identifier Extension for
Ipv4,” Request for Comments 2794 (March 2000), which are
incorporated herein by reference.

In addition to IP address, a customer device may be 1den-
tified 1n other ways. For example, mobile station 14 may be
identified by a mobile station identification (MSID) and/or by
a mobile directory number (MDN). Similarly, a customer
may be 1dentified by a network access 1dentifier (NAI). The
NAI may conform to B. Aboba, “The Network Access Iden-
tifier,” Request for Comments 2486 (January 1999), which 1s
incorporated herein by reference. In some cases, an NAI or
other user 1dentifier, may also serve as a device identifier, e.g.,
if the customer uses only one customer device.

To keep track of the various user 1dentifiers and/or device
identifiers, network 10 may include a directory 35. Directory
35 may store information regarding what various device 1den-
tifiers, such as MSIDs and MDNs, relate to the same device.
Directory 35 may also store information regarding what cus-
tomer devices, e.g., 1dentified by MSID and/or MDN, each
customer, e.g., identified by NAI, 1s authorized to use. In this
way, directory 35 may relate device identifiers, such as MSID
and MDN, and/or user identifiers, such as NAI, to each other.

Various network elements may be able to query directory
35 to obtain this identification information. As one example,
a network element may be able to query directory 35 to
determine the MDN that 1s used by a customer device with a
particular MSID. As another example, a network element
may be able to query directory 35 to determine what MDN 1s
used by a customer 1dentified by a particular NAI. Directory
35 may also be able to answer other types of queries, depend-
ing on the type of information stored by directory 35. In an
exemplary embodiment, the queries may conform to the
Lightweight Directory Access Protocol (LDAP). However,
other protocols could be used.

PDSN 30 and wireline NAS 32 may also exchange mes-
sages with an authentication, authorization, and accounting
(AAA) server 36, such as via packet-switched network 12.
This communication may conform to the RADIUS protocols

specified 1n “Remote Authentication Dial In User Service
(RADIUS),” Request For Comments 2138 (April 1997) and

“RADIUS Accounting,” Request For Comments 2139 (April
1997), which are incorporated herein by reference. Alterna-
tively, the communications with AAA server 36 may conform
to the DIAMETER protocol specified in Calhoun, et al.,
“Diameter Base Protocol,” Internet-Draft (June 2002), or to
some other protocol.
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PDSN 30 and wireline NAS 32 may query AAA server 36
to authenticate and authorize requests by customer devices,
such as mobile station 14 or wireline device 16, for access to
packet-switched network 12. PDSN 30 may also send to AAA
server 36 status messages, such as RADIUS accounting
START and STOP messages, regarding the services provided
to wireless customer devices. In accordance with the
RADIUS accounting protocol, PDSN 30 may generate a
RADIUS accounting START message when PDSN 30 begins
transmitting data to or recerving data from mobile station 14.
Thus, a RADIUS accounting START message typically indi-
cates that a new data session has been initiated or that a
existing data session that was dormant has become active.

In accordance with the RADIUS accounting protocol,
PDSN 30 may generate a RADIUS accounting STOP mes-
sage when the data session of mobile station 14 becomes
dormant. The data session becomes dormant when no data
traffic to or from mobile station 14 occurs for a certain period
of time, such as ten seconds. PDSN 30 also generates a
RADIUS accounting STOP message when the data session of
mobile station 14 has terminated. The data session may ter-
minate because mobile station 14 has logged out, turned off,
moved out of range, or because no data tratfic has occurred
over a sulficient period of time. A RADIUS accounting STOP
message may include a count of the number of data bytes
transmitted to mobile station 14 and a count of the number of
data bytes recetved from mobile station 14. A RADIUS
accounting STOP message may also indicate whether the
data session of mobile station 14 has ended or 1s simply
dormant, 1.¢., 1s being continued. Wireline NAS 32 may send
similar status messages, 1.€., RADIUS accounting START
and STOP messages, to AAA server 36 regarding the services
provided to wireline customer devices, such as wireline

device 16.

Although FIG. 1 shows only one PDSN, wireline NAS,
AAA server, and home agent connected to packet-switched
network 12, in general, multiple PDSNs, wireline NASs,
AAA servers, and home agents may be connected to network
12. Moreover, each AAA server may be associated with a
particular set of one or more PDSNs and/or wireline NASs, in
that those PDSNs and/or wireline NASs send authentication
requests and status messages to that particular AAA server.

When communicating over packet-switched network 12,
customer devices, such as mobile station 14 or wireline
device 16, may receive content from one or more content
servers, such as content server 40. Such content may include
voice, text, data, software, graphics, video, or other media.
Content server 40 may be a Web server, e-mail server, stream-
ing multimedia server, or other application that originates
content. Content server 40 may provide content in response to
a request from a customer device. Alternatively, content
server 40 may push content to a customer device.

Content server 40 may provide content to customer devices
via a content gateway 42. Content gateway 42 may transcode
or render the content to tailor it for a particular type of cus-
tomer device. Content gateway 42 may also apply customer
preferences 1n providing the content to a particular customer.
To find out how to transcode or render the content and what a
customer’s preferences are, content gateway 42 may obtain a
profile of device capabilities and customer preferences from a
capabilities and preferences (C/P) repository 44.

Content gateway 42 may also perform other functions. For
example, 1n some embodiments customer devices may com-
municate with content server 40 via the Wireless Application
Protocol (WAP), 1n which case content gateway 42 may func-
tion as a WAP proxy or gateway. Although content gateway
42 1s shown as one network element 1n FIG. 1, content gate-
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way 42 may be a distributed system made up of multiple
servers, proxies, and/or gateways.

Telecommumnications network 10 may also include a net-
work presence server 46. As described 1n more detail below,
network presence server 46 1s an application that obtains
network presence information, 1.¢., information regarding the
network presence of customer devices and provides the net-
work presence information to at least one destination. As used
herein, the “network presence” of a customer device refers to
the state of 1ts connectivity with packet-switched network 12.
Thus, network presence information may encompass such
information as whether the customer device has a network
connection and, 1f so, any information that relates to that
network connection, such as network addresses that relate to
the customer device, the identity of the customer and cus-
tomer device, and the state of the customer device’s data
session, such as whether 1t 1s active or dormant.

Network presence server 46 may be provided as machine
language 1nstructions stored in a data store and executable by
one or more processors, such as microprocessors. The data
store may be volatile, such random access memory (RAM), or
it may be non-volatile, such as read-only memory (ROM),
magnetically encoded tape, magnetically encoded disk, or
optically encoded disk.

In some embodiments, network presence server 46 may be
a stand-alone network element, such as shown in FIG. 1. In
other embodiments, network presence server 46 may be co-
located with another network element, such as AAA server
36. In still other embodiments, network presence server 46
may be distributed over multiple network elements.

Various destinations may receive the network presence
information from network presence server 46. The destina-
tion may be an application that provides content to customer
devices, such as content server 40 or content gateway 42. In
other cases, the destination may be an application that serves
other functions. For example, the application may be a diag-
nostic application 50 used for troubleshooting. The destina-
tion may also be a data store that stores network presence
information.

The destination or destinations may also include a central
network presence server 48. As noted above, multiple AAA
servers may be connected to packet-switched network 12.
Thus, telecommunications network 10 may include multiple
network presence servers, with each network presence server
being associated with a particular set of one or more AAA
servers. As a result, each network presence server may have
network presence information with respect to only part of
telecommunications network 10. However, network presence
servers may forward some or all of their network presence
information to central network presence server 48. In this
way, central network presence server 48 may serve as a cen-
tral repository of network presence information that other
network elements can then query as needed.

Network presence server 46 may include a Session Initial
Protocol (SIP) client for communicating with other network
clements. Relevant aspects of SIP are described 1n J. Rosen-
berg, et al., “SIP: Session Initiation Protocol,” Request For
Comments 3261 (June 2002) and 1n A. Roach, “SIP-Specific
Event Notification,” Internet Draft (July 2001), which are
incorporated herein by reference. However, network presence
server 46 may use other protocols instead of, or 1n addition to,

SIP.

2. Exemplary Operation

FI1G. 2 1s a tlow chart 1llustrating, at a high level, an exem-
plary method of obtaining and providing network presence
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information. This exemplary method may be carried out by
network presence server 46 alone or by network presence
server 46 1n combination with one or more other network
elements, such as AAA server 36.

In the first step, indicated by block 100, network presence
server 46 determines which destination or destinations are to
receive network presence mformation. In a preferred embodi-
ment, network presence server 46 makes this determination
based on a SIP SUBSCRIBE message that it receives. The
SIP SUBSCRIBE message may 1dentily, such as by network
address, one or more destinations to receive the network
presence information. The SIP SUBSCRIBE message may be
sent by a network element corresponding to one of the 1den-
tified destinations, or the message may be sent some other
network element.

The SIP SUBSCRIBE message may also specily what
types of network presence information each destination 1s to
receive. The requested network presence information may
include an 1dentification of each customer, e.g., by NAI, and
the network address being used by each customer. The cus-
tomer’s network address may be an IP address dynamically
assigned to a particular customer device being used by the
customer to access packet-switched network 12. The
requested network presence information could also include
the home agent address of the customer device (if Mobile IP
1s used), the MSID and/or MDN of the customer device (for
the case of wireless customer devices), and session status
information. Such session status information may include
whether the customer device has begun or ended a network
connection and/or whether the customer device 1s engaged 1n
an active or dormant data session. The network presence
information could also include other types of information,
such as an 1dentification of the type of device being used by
the customer.

The SIP SUBSCRIBE message may also include filtering,
criteria specitying for which customers or customer devices a
destination 1s to recerve the selected network presence inifor-
mation. For example, the SIP SUBSCRIBE message may
specily that a certain destination is to receive network pres-
ence information only for customer devices that use a par-
ticular home agent.

Finally, the SIP SUBSCRIBE message may specily when
cach destination 1s to recerve the selected network presence
information. For example, the SIP SUBSCRIBE message
may specily that a destination 1s to receive the selected net-
work presence information whenever a session begins or
ends. In other cases, the SIP SUBSCRIBE message may
specily that a destination 1s to receive the selected network
presence mformation whenever the data session goes from
active to dormant or vice versa, or that a destination 1s to
receive the selected network presence information at regular
time 1ntervals.

In place of, or 1n addition to, receiving SIP SUBSCRIBE
messages, the destinations for network presence information
may be determined 1n other ways. For example, one or more
default destinations may be used. Alternatively, other net-
work elements may be queried to determine destinations for
network presence information. Similarly, the types of net-
work presence information to send, filtering criteria, and the
times to send the network presence mnformation may be deter-
mined by default or by querying another network element,
instead of, or 1n addition to, relying on SIP SUBSCRIBE
messages or any other type ol message.

As indicated by block 102, status messages generated by
PDSN 30 and/or wireline NAS 32, such as RADIUS account-
ing START and STOP messages, are continually monitored
for selected network presence information. As noted above,
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PDSN 30 and wireline NAS 32 typically generate RADIUS
accounting START and STOP messages and transmit them to
AAA server36. RADIUS accounting START and STOP mes-
sages typically include much useful network presence infor-
mation. In this regard, each RADIUS accounting START and
STOP message normally includes the NAI of the customer,
the IP address being used by the customer device, the home
agent ol the customer device (1f Mobile IP 1s being used), and
the MDN and/or MSID of the customer device (af applicable).
However, 1f a destination 1s to receive network presence inifor-
mation that cannot be gleaned from RADIUS accounting,
START and STOP messaged, then other information sources,
such as directory 35, may also be monitored or queried.

If network presence server 46 1s co-located with AAA
server 36, then network presence server 46 may simply moni-
tor the status messages that AAA server 36 receives. If net-
work presence server 46 1s a separate network element from
AAA server 36, then AAA server 36 may forward the status
messages 1t recerves to network presence server 46. Alterna-
tively, PDSN 30 and wireline NAS 32 may copy network
presence server 46 on the status messages sent to AAA server
36, or network presence server 46 may query AAA server to
obtain the status messages.

In any event, when the selected network presence informa-
tion 1s encountered in the status messages, 1t 1s extracted, as
indicated by block 104. The extracted network presence
information may be stored 1n a data store, and it may be
reviewed to determine whether any destination 1s to be noti-
fied of 1t. As indicated by block 106, one or more destinations
are then provided with selected network presence informa-
tion. This step may be accomplished by transmitting a SIP
NOTIFY message containing the selected network presence
information to each destination meant to recerve 1t. However,
the network presence imnformation could be provided to each
destination in other ways.

FI1G. 3 1s a flow chart illustrating a more detailed example.
In this example, network presence server 46 operates 1n con-
junction with a network presence monitor that monitors
RADIUS accounting START and STOP messages, extracts
network presence information from the messages, and pushes
the extracted information to network presence server 46, as
described 1n more detail below. Various network elements
could be used as such a network presence monitor. For
example, since AAA server 36 normally receives RADIUS
accounting START and STOP messages, AAA server 36 may
be programmed to function as a network presence monitor.
Alternatively, the network presence monitor may be a net-
work element separate from AAA server 36.

The exemplary process of FIG. 3 begins with content gate-
way 42 sending a SIP SUBSCRIBE message to network
presence server 46, as summarized 1 block 110. The SIP
SUBSCRIBE message requests notification of the custom-
er’s NAI and IP address whenever a customer with home
agent 34 begins and ends a session. In response, network
presence server 46 sets content gateway 42 as the destination
and waits to recerve network presence information that satis-
fies the notification criteria set forth in the SIP SUBSCRIBE
message.

Meanwhile the network presence monitor, e.g., AAA
server 36, continually monitors the RADIUS accounting
START and STOP messages from PDSN 30 and/or wireline
NAS server 32 for selected network presence information, as
indicated by block 112. The messages may be monitored for
only the network presence information requested 1n the SIP
SUBSCRIBE message, 1.e., NAI and IP address. Alterna-
tively, the network presence monitor may also monitor the
messages for other types of network presence information,
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such as MDN, MSID, and/or home agent address. The net-
work presence monitor may apply the filtering criterion set in
the SIP SUBSCRIBE message, 1.¢., may monitor only mes-
sages from customer devices with home agent 34. Alterna-
tively, the network presence monitor may monitor a larger set
of messages, and network presence server 46 may do the
requested filtering.

The network presence monitor extracts the network pres-
ence nformation 1t monitors from RADIUS accounting
START and STOP records, as indicated by block 114. The
network presence monitor pushes the extracted network pres-
ence iformation to network presence server 116. When net-
work presence server 46 receives new network presence
information, network presence server 46 reviews it, as indi-
cated by block 118. In particular, network presence server
determines whether any destination should be notified of the
network presence mformation, as indicated by block 120.
Thus, 1n this example, network presence server 46 would
determine whether the network presence information
includes any of the network presence information requested
in the SIP SUBSCRIBE message, 1.e., NAI and IP address,
whether 1t meets the filtering critena, 1.e., corresponds to a
customer device with home agent 34, and whether 1t meets the
timing criteria, 1.€., corresponds to a data session either being,
initiated or terminated. As noted above, a RADIUS account-
ing START message corresponds to the beginning of a new
session when the session mvolving the NAI and IP address
was not previously dormant. A RADIUS accounting STOP
message corresponds to the end of a session when 1t does not
include a flag indicating the session 1s being continued, 1.e.,
that the session has simply become dormant.

I1 the new network presence information meets the criteria
for notitying the destination, then network presence server 46
sends the destination a SIP NOTIFY message containing the
new network presence information, as indicated by block
122. Thus, 1n this example, network presence server 46 would
send content gateway 42 a SIP NOTIFY message containing,
the customer NAI and IP address and an indication whether
the customer’s data session has begun or ended. In this way,
content gateway 42 may be notified when the network pres-
ence of customers begins and ends and also which customer
NAIs correspond to which IP addresses that content gateway
42 may encounter. If the new network presence information
does not need to be sent to any destination, then network
presence server 46 may store 1t and go back to the state of
reviewing any new network presence information that 1s
pushed to 1t.

Asnoted above, content gateway 42 1s only one example of
a destination that network presence server 46 may send net-
work presence information. In general, the destination may
be any application, data store, or any other destination that
network presence server 46 identifies to recerve network pres-
ence information. The selected network presence information
sent to a destination may also include parameters other than
NAI and IP address. In addition to the beginning and ending
ol sessions, network presence server 46 may send a destina-
tion the selected network presence information at other times,
such as when the session status changes from active to dor-
mant or {from dormant to active.

FIG. 4 15 a simplified call flow diagram further illustrating
an exemplary operation. At step 200, network presence server
46 recerves a SIP SUBSCRIBE message from content gate-
way 42. The SIP SUBSCRIBE message of step 200 identifies
content gateway 42 as the destination or subscribing applica-
tion to receive network presence information. The SIP SUB-
SCRIBE message also specifies which selected network pres-
ence information content gateway 42 1s to recerve and when
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content gateway 42 1s to be notified. For example, the SIP
SUBSCRIBE message may specity that content gateway 42
1s to be notified of the NAI and IP address of each customer
using home agent 34 whenever the customer’s session begins
or ends. The SIP SUBSCRIBE message might also specity
other 1dentifying information, such as MSID and/or MDN.

A customer using mobile station 14 wishes to access con-
tent available on content server 40. For example, the customer
may wish to access Web content at a URL corresponding to
content server 40. In this case, mobile station 14 1s configured
to use the Wireless Application Protocol (WAP) to access
such content, and content gateway 42 serves as the WAP
gateway for content server 40.

To begin the desired data session, mobile station 14 trans-
mits a connection request that 1s received by PDSN 30, as
indicated by step 202. The connection request includes the
customer’s NAI and password. For purposes of authentica-
tion, PDSN 30 sends the NAI and password to AAA server 36
in a RADIUS Access-Request message, as indicated by step
204. Inresponse, AAA server 36 determines that the NAI and
password are valid and so signals PDSN 30 1n a RADIUS
Access-Response message, as shown by step 206.

In this example, mobile station 14 uses Mobile IP and 1s
assigned to home agent 34. Accordingly, 1n step 208, PDSN
30 sends a Mobile IP Registration Request to home agent 34.
Inresponse, home agent 34 dynamically assigns an IP address
to mobile station 14. In step 210, home agent 34 sends PDSN
30 a Mobile IP Registration Response that includes the IP
address dynamically assigned to mobile station 14.

In accordance with the RADIUS accounting protocol,
PDSN 30 then sends a RADIUS accounting START message
to AAA server 36, as indicated by step 212. In this example,
AAA server 36 acts as a network presence monitor. Accord-
ingly, AAA server 36 extracts network presence information,
including the customer’s NAI, IP address, and home agent
address, from the RADIUS accounting START message of
step 212 and pushes the network presence information to
network presence server 46, as indicated by step 214.

Network presence server 46 recerves the network presence
information and determines that 1t meets the criteria set forth
in the SIP SUBSCRIBE message of step 200, 1n that a cus-
tomer assigned to home agent 34 has just begun a new data
session. Accordingly, network presence server 46 sends con-
tent gateway 42 a SIP NOTIFY message, as mndicated by step
216. The SIP NOTIFY message contains the selected network
presence information specified in the SIP SUBSCRIBE mes-
sage of step 200, e.g., the customer’s NAI and IP address and
an 1indication that the customer has just begun a data session.

In some cases, all of the selected network presence 1nfor-
mation specified 1n the SIP SUBSCRIBE message and pro-
vided 1n the SIP NOTIFY message may be included 1n the
network presence information pushed to network presence
server 46 1n step 214. In other cases, network presence server
46 may need to query other network elements, such as direc-
tory 33, to obtain all of the information specified 1n the SIP
SUBSCRIBE message. For example, the SIP SUBSCRIBE
message may specity MDN, whereas the information pushed
to network presence server may include MSID 1nstead of
MDN. Then, to obtain MDN, network presence server 46 may
query directory 35 to determine what MDN corresponds to
the MSID that network presence server 46 recerved.

In this way, content gateway 42 1s notified that this particu-
lar IP address 1s valid and corresponds to a particular NAI In
addition, content gateway 42 may also obtain key 1dentifying
information, such as NAI and/or MDN. Content gateway 42
may store the network presence information obtained 1n step

216.
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In step 218, mobile station 14 sends content gateway 42 an
access request. In this example, the access request 1s a Hyper-
Text Transter Protocol (HT'TP) GET request that requests
access to content at a URL corresponding to content server
40. The access request also 1dentifies a destination address to
receive the content, namely, the IP address dynamically
assigned to mobile station 14. The access request may also
identify the customer by NAI. In addition, the access request
may 1dentify a profile of device capabilities and/or customer
preferences available from C/P repository 44.

Content gateway 42 determines whether the destination
address provided 1n the access request of step 218 corre-
sponds to a valid IP address 1dentified by network presence
server 46. In this case, content gateway 42 determines that the
destination address 1s valid because 1t corresponds to the valid
customer IP address from the SIP NOTIFY message of step
216. As noted above, the SIP NOTIFY message of step 216
also 1dentified the NAI corresponding to the IP address. Thus,
if the access request of step 218 did not already include an
NAI, content gateway 42 may determine the customer’s NAI,
based on the destination IP address contained 1n the access
request of step 218.

Content gateway 42 may use the customer’s NAI 1n differ-
ent ways. For example, content gateway 42 may request a
customer’s profile from C/P repository 44, as indicated by
step 220. The profile request of step 220 may identity the
customer by NAI. C/P repository 44 may then provide the
requested profile 1n response, as indicated by step 222. The
proflle may specily the capabilities of mobile station 14 and/
or customer preferences. Content gateway 42 may use this
information to tailor the content forwarded to mobile station
14, as described 1n more detail below.

Content gateway 42 may forward to content server 40 the
HTTP GET request, or other access request received from
mobile station 14, as indicated by step 224. More particularly,
content gateway 42 may recerve the access request of step
218, modity 1t, and then forward the modified access request
to content server 40 in step 224. Content gateway 42 may
modily the access request by mserting 1dentifying informa-
tion 1nto a header field of the access request. As described in
more detail below, the 1dentifying information that content
gateway 42 inserts mnto the access request may include user
identifiers, such as NAI, and/or device 1dentifiers, such as
MDN. The specific identifyving information that content gate-
way 42 1nserts 1mto the access request may depend on the
requirements of the particular content server that 1s to receive
the access request. For example, some content servers may
require both NAI and MDN, whereas other content servers
may require only NAI. Still other content servers may not
require any 1dentifying information.

In response to the access request of step 224, content server
40 provides content gateway 42 with the requested content, as
indicated by step 226. Content gateway 42 then provides the
requested content to mobile station 14, as indicated by step
228. In so doing, content gateway 42 may tailor the content
provided to mobile station 14 based on the profile it recerved
in step 222. This tailoring may include transcoding or render-
ing the content to accommodate the particular capabilities of
mobile station 14 and/or the particular preferences of the
custometr.

At some point, the data session ol mobile station 14 ends.
This may occur, for example, because mobile station 14 has
logged out, been turned ofl, moved out of range, or been

dormant for a certain period of time. When the data session
ends, PDSN 30 sends a RADIUS accounting STOP message
to AAA server 36, as indicated by step 230. AAA server 36, in

turn, extracts network presence information from the
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RADIUS accounting STOP message, including the NAI and
IP address, and pushes the information to network presence
server 46, as indicated by step 232. Network presence server
46 then sends content gateway 42 a SIP NOTIFY message
indicating that the NAI and IP address have ended the data
session, as indicated by step 234. As a result, content gateway
42 no longer treats the IP address as a valid destination
address for providing content and no longer applies the profile
previously associated with that IP address. If content gateway
42 thereatfter receives an access request having that IP address
as 1ts destination address, content gateway 42 may determine
that the IP address either belongs to a different customer, in
which case content gateway 42 should have already received
network presence notification that the IP address corresponds
to a different customer NAI, or 1s invalid. If content gateway
42 1s not able to validate the IP address presented 1n an access
request, then content gateway 42 may refuse to provide the
requested content to the IP address.

3. Insertion of Identifying Information

As noted above, content gateway 42 may msert identiiying
information nto access requests from mobile station 14 1n
order to 1dentity mobile station 14 to content server 40. The
inserted 1dentitying information may include the user’s NALI,
as described above. In general, however, the inserted 1dent-
tying information could include one or more identifiers, such
as MDN, instead of or in addition to NAI. Thus, 1n an exem-
plary embodiment, content gateway 42 may insert both NAI
and MDN into the access requests that 1t forwards to content
servers. Content gateway 42 may insert some or all of the
identifying information in encrypted form.

In some cases, the 1dentifiers mserted by content gateway
42 may be included 1n the network presence information that
network presence server 46 transmits to content gateway 42,
e.g., in SIP NOTIFY messages. For example, when a mobile
station begins a session, content gateway 42 may receive a
SIP NOTIFY message from network presence server 46 con-
taining the NAI, MDN, and IP address for the mobile station.
Content gateway 42 stores this correlation between NAI,
MDN, and IP address. Then, when content server 42 recetves
an access request with that includes that particular IP address,
content server 42 determines the corresponding NAI and
MDN, based on the IP address contained 1n the access request
and on the stored correlation. Content gateway 42 then inserts
the NAI and MDN 1nto the access request that it forwards to
content server 40.

In other cases, however, the SIP NOTIFY messages may

not contain all of the i1dentifying information that content
gateway 42 mserts 1nto access requests. For example, content
gateway 42 may 1nsert both NAI and MDN into access
requests, whereas the network presence information provided
by network presence server 46 might include only one of
these two 1dentifiers. In such cases, content gateway 42 may
obtain additional 1dentifying information by querying other
network elements, such as directory 35, using the identifying
information that 1s provided by network presence server 46.
For example, if the network presence information provided
by network presence server 46 includes MSID, then content
gateway may query directory 35 to obtain the corresponding
MDN. In this way, the 1dentifying information that content
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gateway 42 1nserts 1nto access requests may be based, at least
in part, on the network presence information provided by
network presence server 46.

4. Conclusion

Exemplary embodiments of the present invention have
been described above. Those skilled 1n the art will under-
stand, however, that changes and modifications may be made
to these embodiments without departing from the true scope
and spirit of the ivention, which i1s defined by the claims.

What 1s claimed 1s:

1. A method for communication between a mobile station
and a content server, said mobile station being 1dentified by at
least a first identifier, a second 1dentifier, and a third identifier,
said method comprising;:

obtaining a first correlation between said first identifier and

said third 1dentifier;

obtaining a second correlation between said third 1dentifier

and said second 1dentifier;
receving an access request from said mobile station, said
access request requesting access to selected content,
said access request including said first identifier;

determining said second identifier based on said first 1den-
tifier and said first and second correlations;
inserting 1dentitying information into said access request
to provide a modified access request, said identifying
information including at least said second 1dentifier; and

transmitting said modified access request to said content
Server.

2. The method of claim 1, wherein said first identifier 1s a
network address.

3. The method of claim 2, wherein said network address 1s
an Internet Protocol (IP) address.

4. The method of claim 3, wherein said IP address has been
dynamically assigned to said mobile station.

5. The method of claim 2, wherein said second 1dentifier 1s
a user 1dentifier.

6. The method of claim 5, wherein said user i1dentifier 1s a
network access identifier (INAI).

7. The method of claim 2, wherein said second 1dentifier 1s
a device identifier.

8. The method of claim 7, wherein said device identifier 1s
a mobile directory number (MDN).

9. The method of claim 1, wherein obtaining a first corre-
lation between said first 1dentifier and said third i1dentifier
COmMprises:

recerving a network presence notification message, said

network presence notification message including said
first identifier and said third i1dentifier.

10. The method of claim 1, wherein obtaining a second
correlation between said third identifier and said second 1den-
tifier comprises:

transmitting a query to a directory, said query including

said third 1dentifier; and

receving a response from said directory, said response

including said second identifier.

11. The method of claim 10, wherein said first identifier 1s
an Internet Protocol (IP) address, said second identifier 1s a
mobile directory number (MDN), and said third identifier 1s a
network access 1dentifier (INAI).

12. The method of claim 1, wherein said identifying infor-
mation includes at least said second identifier and said third
identifier.

13. The method of claim 12, wherein said second 1dentifier
1s a network access 1dentifier (NAI) and said third identifier 1s
a mobile directory number (MDN).
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14. The method of claim 1, wherein said access request 1s
a Hyper'Text Transier Protocol (HTTP) GET request.

15. A method for communication between a mobile station
and a content server, via a gateway, said mobile station being
identified by at least a first identifier, a second 1dentifier, and
a third identifier, said method comprising:

a network presence server transmitting network presence
information regarding said mobile station to said gate-
way, said network presence information including at
least said first identifier and said second 1dentifier;

said gateway storing said network presence information;

said gateway receiving an access request from said mobile
station, said access request requesting access to selected
content, said access request including said {first identi-
fier;

said gateway determining said second i1dentifier based on
said first identifier and said network presence informa-
tion;

said gateway 1nserting at least said second identifier and

said third identifier 1nto said access request to provide a
modified access request; and

said gateway transmitting said modified access request to
said content server.

16. The method of claim 15, wherein said first identifier 1s
a network address.

17. The method of claim 16, wherein said network address
1s an Internet Protocol (IP) address.

18. The method of claim 15, wherein said second identifier
1S a user 1dentifier.

19. The method of claim 18, wherein said user identifier 1s
a network access identifier (NAI).
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20. The method of claim 15, wherein said second 1dentifier
1s a device 1dentifier.

21. The method of claim 20, wherein said device 1dentifier
1s a mobile directory number (MDN).

5 22. The method of claim 15, wherein said second 1dentifier

1s a network access 1dentifier (NAI) and said third identifier 1s
a mobile directory number (MDN).

23. The method of claim 15, wherein said network pres-
ence information further includes said third 1dentifier.

10 24. The method of claim 23, further comprising:

said gateway determining said third identifier based on said
first 1identifier and said network presence information.
25. The method of claim 15, further comprising said gate-
way determiming said third identifier by:

15 (a) transmitting a query to a directory, said query including
said second 1dentifier; and

(b) recerving a response from said directory, said response
including said third identifier.
26. The method of claim 135, further comprising:

20  obtaming said network presence information, at least in
part, from status messages transmitted from a network
access server to an accounting server regarding services
provided to said mobile station.

277. The method of claim 26, wherein said network pres-

25 ence information includes said third identifier, further com-

prising said network presence server obtaining said third
identifier by:
(a) transmitting a query to a directory, said query including
said second 1dentifier; and

30  (b)receiving a response from said directory, said response

including said third identifier.
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