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PROCESSING OF USAGE DATA FOR FIRST
AND SECOND TYPES OF USAGE-BASED
FUNCTIONS

BACKGROUND INFORMATION

For a varniety of reasons, Internet service providers are
moving Ifrom current, fixed-rate, all-you-can-use Internet
access billing plans to more complex billing plans. These new
plans charge by metrics, such as volume of data transierred,
bandwidth utilized, service used, time-of-day, and subscriber
class. An example of such a rate structure might include a
fixed monthly rate portion, a usage allocation to be included
as part of the fixed monthly rate (a threshold), plus a variable
rate portion for usage beyond the allocation (or threshold).
For a given service provider there will be many such rate
structures for the many possible combinations of services and
subscriber classes.

Many systems have been developed to enable service pro-
viders to measure usage of their networks by subscribers.
These systems must precisely measure the subscriber’s use of
the service provider’s network to enable accurate billing. The
billing data that 1s generated 1n this process may be volumi-
nous. However, since the data 1s used to prepare bills for
prompt payment, the billing data does not need to be stored
for a long period of time. Rather, typically, the data 1s stored
for a period of no more than several months. This need can be
met with relatively small data storage capacity in the service
provider’s system.

Network usage analysis 1s another emerging field that
monitors usage patterns of subscribers to assist service pro-
viders 1n meeting their subscribers’ needs. Systems for net-
work analysis provide information about how a service pro-
vider’s services are being used and by whom. This 1s vital
business information that a service provider can use to 1den-
tify fast-moving trends, to establish competitive prices, and to
define new services or subscriber classes as needed.

Many systems have been developed to extract these trends
for service providers based on raw usage data. These systems
typically focus on statistical analysis of usage data for the
subscribers on a service provider’s network. Thus, to accu-
rately 1dentily trends, these systems typically draw on data
that covers a longer period of time compared to the data used
for billing functions. This data 1s also typically maintained for
longer periods of time than required for billing purposes. This
need for accurate 1dentification of trends in subscriber usage,
thus, leads to service providers warehousing large volumes of
usage data for long periods of time.

Usage-based billing and network analysis systems begin
with the same raw usage data. However, due to differences in
function, the data 1s handled 1n dramatically different ways.
Service providers that implement both usage-based billing
and network analysis conventionally store large quantities of
data for long periods of time thus requiring extensive data
storage systems. This can be a very expensive undertaking for
network service providers.

SUMMARY

Therefore, there 1s a need 1n the art for systems and meth-
ods for processing raw usage data for use 1n implementing
both usage-based billing and network analysis with reduced
storage capacity requirements.

In one embodiment, a method for monitoring a network 1s
provided. The method includes collecting data contaiming,
information on usage ol a network by subscribers. The
method further aggregates the data for a first type of usage-
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based function. Further, the method, simultaneously with the
aggregating of the data, samples the data for a second, differ-
ent type of usage-based function.

In another embodiment, a usage monitoring system 1s pro-
vided. The system includes a usage collector that collects
usage records from a network. The system also includes a first
usage processor, responsive to the usage collector, that aggre-
gates data in the collected usage records to form a first set of
data for a first type of usage-based function. The system
turther includes a second usage processor, responsive to the
usage collector, that samples the usage records simulta-
neously with the first usage processor to form a second,
reduced set of data for a second type of usage-based function.

In another embodiment, a system for monitoring usage of
a network 1s provided. The system includes a first usage
processor that aggregates data in records of usage of a net-
work by subscribers for a first type of usage-based function.
The system further includes a second usage processor that
selects samples of the records for a second type of usage-
based function. The first usage processor aggregates the data
simultaneously with the second usage processor selecting
samples of the records.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of one embodiment of a usage
monitor for a network.
FIG. 2 1s a diagram of one embodiment of a usage record

for use 1n monitoring the usage of a network.
FIG. 3 1s a flow chart of one embodiment of a process for

monitoring the usage 1n a network.

DETAILED DESCRIPTION

In the following detailed description, reference 1s made to
the accompanying drawings that form a part hereot, and in
which 1s shown by way of illustration specific illustrative
embodiments 1n which the invention may be practiced. These
embodiments are described 1n suificient detail to enable those
skilled 1n the art to practice the invention, and 1t 1s to be
understood that other embodiments may be utilized and that
logical, mechanical and electrical changes may be made with-
out departing from the spirit and scope of the present inven-
tion. The following detailed description 1s, therefore, not to be
taken 1n a limiting sense.

FIG. 1 1s a block diagram of one embodiment of a usage
monitor, indicated generally at 100, for anetwork 102. In one
embodiment, network 102 comprises a service provider net-
work. For purposes of this specification, a service provider
network 1s a network that carries traffic, e.g., data, voice or
video, to and from subscribers. In one embodiment, the net-
work 102 comprises an access network that provides access to
the Internet or another network. In other embodiments, the
network comprises one or more ol a wired network and a
wireless network. In other embodiments, the network 102
comprises, by way of example and not by way of limitation,
a cable network, atelephony network, the Internet, an Internet
Protocol (IP)-based network, or any other appropriate com-
munication network that carries tratfic to and from subscrib-
ers.

Usage monitor 100 1s configured to monitor usage of the
network 102 to enable the service provider to perform two
different types of functions based on the same usage data
provided by the network 102. In one embodiment, usage
monitor 100 1s configured to enable the service provider to
implement both usage-based billing and network analysis
using the same data provided by the network 102.
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Network 102 provides messages to usage monitor 100
regarding each use of the network 102 to carry traffic to or
from a subscriber. In one embodiment, the messages com-
prise usage records from network elements 1n network 102.
For example, 1n one embodiment, the messages comprise
usage records from routers, switches, transmitters, receivers,
data logs, management terminals, etc. 1n the network. In other
embodiments, the messages comprise messages from routers
that contain information regarding each flow of traffic
through the network. For purposes of this specification, a flow
of traffic 1s a unidirectional stream of packets between given
source and destination end points through network 102.

Usage monitor 100 collects and processes the usage mes-
sages from network 102. Usage monitor 100 includes usage
collector 104. Usage collector 104 receives the messages
from network 102 with the imnformation on the usage of net-
work 102. Usage collector 104 provides this information to
first and second usage processors 106 and 108 such that each
of usage processors 106 and 108 receive a complete set of the
collected messages from network 102. In one embodiment,
first usage processor 106 and second usage processor 108 are
separate processors. In other embodiments, first usage pro-
cessor 106 and second usage processor 108 are implemented
on the same processor. In yet further embodiments, one or
more of first usage processor 106 and second usage processor
108 are implemented 1n a bank of multiple processors.

First usage processor 106 aggregates data in the usage
messages from network 102. First usage processor 106 pro-
vides the aggregated data to first usage-based function 110 for
turther processing. In one embodiment, first usage-based
function 110 1s a usage-based billing function.

Second usage processor 108 selectively retains a subset of
the usage messages received from network 102. For purposes
of this specification, the term “sample” means a finite part of
a statistical population whose properties are studied to gain
information about the whole. The samples are provided to
second usage-based function 112. In one embodiment, sec-
ond usage-based function 112 1s a network analyzer function
that 1s used to assist the service provider 1n planning modifi-
cations to 1ts network or service offerings by identifying
trends 1n network use, etc.

Second usage processor 108 processes the data from usage
collector 104 substantially simultaneously with the process-
ing of the data by first usage processor 106. For purposes of
this specification, the term “simultancous” means occurring
at, substantially at, or close to the same time. First usage
processor 106 creates a set of data that 1s an aggregation of the
usage data and 1s suitable foruse by a first type ol usage-based
function such as a billing function. Second usage processor
108 selectively retains a second, reduced set of data that 1s
based on samples of the usage data and 1s suitable for use by
a second, different type of usage-based function such as a
network analysis function. By creating two sets of data sub-
stantially simultaneously, usage monitor 100 reduces the stor-
age requirements for the service provider. The larger, aggre-
gate data set generated by first usage processor 106 1is
maintained for a shorter period of time, e.g., a few months for
billing purposes, and the smaller, reduced data set produced
by the second usage processor 108 1s maintained for a longer
period of time to allow for network analysis. Thus, only the
reduced set of data 1s maintained for a longer period of time
thereby reducing the data storage requirements for the service
provider.

In operation, usage monitor 100 processes messages relat-
ing to usage ol network 102 for first and second usage-based
tfunctions 110 and 112. When data passes through network
102, a usage message 1s created and provided to usage moni-
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tor 100. This message 1s collected 1n usage collector 104. The
data collected 1n usage collector 104 1s further processed by
first and second usage processors 106 and 108. In one
embodiment, first usage processor 106 aggregates the usage
information 1n usage collector 104 to create a first set of data
for a usage-based billing function 110. Second usage proces-
sor 108 samples the usage information 1n usage collector 104
substantially simultaneously with the operation of the first
usage processor 106. The second usage processor 108 pro-
duces a second, reduced data set for a second usage-based
function 112. In this manner, usage monitor 100 provides first
and second usage-based functions 110 and 112 with separate
sets of data to implement their respective functions starting
with the same data but applying separate processes.

FIG. 2 1s a diagram of one embodiment of a usage record,
indicated generally at 200, for use 1n monitoring the usage of
a network. Usage record 200, 1n one embodiment, comprises
the usage messages provided by network 102 of FIG. 1 and
collected 1n usage collector 104. In this example, the message
or usage record 200 includes a number of fields that contain
various statistics about a particular flow, e.g., source address
202, destination address 204, time 206, size 208, and type of
service 210. In one embodiment, the source address 202 and
destination address 204 fields contain addresses, e.g., 1P
addresses, Media Access Control (MAC) addresses, or other
appropriate addresses, for the source and destination end-
points of a traific flow. In one embodiment, the time field 206
contains information on the duration of a flow, e.g., the start
time, the end time or the total duration of the flow. In one
embodiment, the size field 208 contains an indication of the
quantity of data, e.g., the number of packets, number of bytes,
etc. 1n a particular flow. In one embodiment, the type of
service field 210 contains an 1ndication of the type of service
provided for the flow, e.g., constant bit rate. In other embodi-
ments, the usage records are supplemented with other infor-
mation to provide usage functions 110 and 112 with informa-
tion on these and other specific aspects of the usage of
network 102. In one embodiment, the usage message 1s trans-
mitted to the usage monitor 100 as a User Datagram Protocol
(UDP) message.

FIG. 3 1s a flow chart of one embodiment of a process,
indicated generally at 300, for monitoring the usage 1n a
network. The process begins at block 302 with the collection
of usage mnformation. In one embodiment, the process col-
lects the usage information from messages or usage records
from the network. In one embodiment, the usage records
comprise messages from network elements 1n the network
such as routers and the like. In one embodiment, the usage
records comprise messages from routers that contain infor-
mation regarding each flow of data through the network.

The usage mnformation 1s processed substantially simulta-
neously for two types of usage-based functions at blocks 306
and 308, respectively. At block 306, a first process 1s per-
formed on the usage information. In one embodiment, this
first process aggregates data from the usage information to
produce a first set of data. At block 310, the first set of data 1s
passed to a first type of usage-based function, e.g., a usage-
based billing function, for further processing. At block 308,
the usage information 1s processed for use in another type of
usage-based function. In one embodiment, the process retains
samples of the usage information to produce a second,
reduced set of data. At block 312, the reduced set of data 1s
passed to a second usage-based function, e.g., a network
analysis function, for further processing.

The methods and techniques described here may be imple-
mented 1in digital electronic circuitry, or with a programmable
processor (for example, a special-purpose processor or a gen-
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eral-purpose processor such as a computer) firmware, soit-
ware, or 1n combinations of them. Apparatus embodying
these techniques may include appropriate mput and output
devices, a programmable processor, and a storage medium
tangibly embodying program instructions for execution by
the programmable processor. A process embodying these
techniques may be performed by a programmable processor
executing a program of instructions to perform desired func-
tions by operating on mput data and generating appropriate
output. The techniques may advantageously be implemented
in one or more programs that are executable on a program-
mable system including at least one programmable processor
coupled to recerve data and 1nstructions from, and to transmuit
data and instructions to, a data storage system, at least one
input device, and at least one output device. Generally, a
processor will recerve instructions and data from a read-only
memory and/or a random access memory. Storage devices
suitable for tangibly embodying computer program instruc-
tions and data include all forms of non-volatile memory,

including by way of example semiconductor memory
devices, such as EPROM, EEPROM, and flash memory

devices; magnetic disks such as internal hard disks and
removable disks; magneto-optical disks; and DVD disks. Any
of the foregoing may be supplemented by, or incorporated 1n,
specially-designed application-specific integrated circuits
(ASICs).
What 1s claimed 1s:
1. A method for monitoring a network, the method com-
prising;:
collecting data containing information on usage of a net-
work by subscribers, wherein collecting data includes
collecting a message having a size field that indicates a
total number of data packets 1n a data tflow;

aggregating the data for a first type of usage-based func-
tion; and

simultaneously with the aggregating of the data, sampling

the data for a second, different type of usage-based func-
tion.

2. The method of claim 1, wherein aggregating the data for
a first type of usage-based function comprises aggregating the
data for a billing function.

3. The method of claim 1, wherein sampling the data for a
second, different type of usage-based function comprises
sampling the data for a network analysis function.

4. The method of claim 1, wherein collecting the data
comprises receving usage data from at least one network
clement.

5. The method of claim 1, wherein collecting the data
comprises recerving usage data from at least one router.

6. A method for monitoring a network, the method com-
prising:

collecting data from a network element of the network, the

data containing records of subscriber usage of the net-
work, wherein collecting data includes collecting a mes-
sage having a size field that indicates a total number of
data packets 1n a data flow;

in a first usage processor, aggregating the collected data to

form a first set of data for use 1n a billing system:;

in a second processor, selecting samples of the collected

data to retain to form a reduced set of data for use 1n a
network analyzer system; and
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wherein the second processor selects the samples of the
collected data simultaneously with the first processor
aggregating the collected data.

7. The method of claim 6, wherein collecting data com-
prises recerving usage statistics from at least one router 1n the
network 1 a User Datagram Protocol (UDP) message.

8. A usage monitoring system, the system comprising;:

a usage collector that collects usage records from a net-
work, wherein the usage records collection includes a
collection of a message having a size field that indicates
a total number of data packets in a data tlow;

a first usage processor, responsive to the usage collector,
that aggregates the collected usage records to form a first
set of data for a first type of usage-based function; and

a second usage processor, responsive to the usage collector,
that samples the usage records simultaneously with the
first usage processor to form a second, reduced set of
data for a second type of usage-based function.

9. The system of claim 8, wherein the usage collector 1s
adapted to recerve records of use of the network by subscrib-
ers from at least one router in the network.

10. The system of claim 8, wherein the first type of usage-
based function 1s a network analyzer function.

11. The system of claim 8, wherein the second type of
usage-based function 1s a billing function.

12. A system for monitoring usage of a network, the system
comprising:

a first usage processor that aggregates data 1n records of
usage ol a network by subscribers for a first type of
usage-based function, wherein the data aggregation
includes a collection of a message having a size field that
indicates a total number of data packets 1n a data flow;

a second usage processor that selects samples of the
records for a second type of usage-based function; and

wherein the first usage processor aggregates the data
simultaneously with the second usage processor select-
ing samples of the records.

13. The system of claim 12, wherein the first usage proces-

sor aggregates the data for a billing function.

14. The system of claim 12, wherein the second usage
processor samples the data for a network analyzer function.

15. A machine-readable medium having instructions
stored thereon for performing a method, the method compris-
ng:

recerving records containing data of usage of a network by
subscribers, wherein receiving records includes collect-
ing a message having a size field that indicates a total
number of data packets 1 a data flow;

aggregating data from the records to create a set of data for
use 1n a billing system; and

simultaneously with the aggregating of the data, selecting
samples of the records to create a second, reduced set of
data for use 1n a network analyzer system.

16. The machine-readable medium of claim 15, wherein
receiving records comprises recerving records of usage of the
network from at least one network element.

17. The machine-readable medium of claim 15, wherein
receiving records comprises recerving records of the usage of
the network from at least one router 1n the network.
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