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METHOD AND APPARATUS FOR SESSION
CONTROL

FIELD OF THE INVENTION

The present mvention relates to communications, and in
particular to providing session control 1n association with

communication networks.

BACKGROUND OF THE INVENTION

The volume of calls in a telephony network significantly
varies over time, and traditionally, such networks have been
engineered to support peak traffic levels associated with
social or business calling patterns. There are, however, certain
events that will generate traffic patterns that exceed the sup-
ported peak levels. Examples of such events include mass
calling events triggered by promotional or advertising cam-
paigns, catastrophic events including natural disasters and
acts of war, and denial of service attacks 1n packet-based
networks. Further, equipment failures, such as telephony
switch malfunctions, may also lead to situations where call
volumes exceed network capacity. Lelft unchecked, such situ-
ations may disable network equipment and significantly
impact the throughput of the entire network.

The role of network session controls 1s to localize the effect
of unexpectedly high traffic levels or malicious session
requests, and to maintain the agreed service levels for sub-
scribers. While individual telephony switches in a circuit-
switched network may implement nodal session control
mechanisms, the network session controls help to 1solate the
source ol undesired session requests and minimize the impact
on other calls. Traditionally, network call or session controls
for overload situations have been addressed in circuit-
switched networks using two mechanisms intended to throttle
or otherwise reduce the call volume arriving at a given switch.
The first mechanism incorporates trunk group management,
which dynamically reduces the number of trunks available
between switches during overload situations. The second
mechanism provides screening in service transier points
(STPs) 1n the call signaling network to effectively filter call
setup requests based on point codes, calling number, called
number, and the like.

Unfortunately, neither of the mechanisms used in the cir-
cuit-switched network are available for packet networks,
since packet-based soft switches do not have the concept of
trunk groups, and there are no STPs. Due to their open nature,
packet networks are more vulnerable to malicious attacks
executed under the guise of session initiation or establish-
ment. The only session or overload control solutions for
packet networks include discarding incoming messages or
responding to session request messages with a message 1ndi-
cating that service 1s unavailable. In the former case, discard-
ing incoming messages atiects not only new session initiation
attempts, but also sessions that are already established.
Responding to session request messages with service unavail-
able messages requires additional processing from the over-
loaded element, and doesn’t provide any remedial actions to
other nodes or elements in the network. Accordingly, there 1s
a need to develop a protection mechanism that allows service
providers to limit or prevent certain session requests from
being propagated throughout a packet network 1n an efficient
mannet.

SUMMARY OF THE INVENTION

The present invention provides a session filter associated
with an element, or group of elements, to be protected 1n a
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2

communication network. Session requests intended for the
protected element are processed by the session filter prior to
being forwarded to the protected element. The protected ele-
ment or a device associated therewith, or a human operator,
will provide event information indicative of undesirable ses-
sion conditions, such as an overload condition, which neces-
sitates a reduction or stoppage of incoming session requests
for the protected element. The session filter will directly or
indirectly receive the event information and take steps to
reduce or stop the session requests being sent to the protected
clement; The session filter may filter the incoming session
requests for the protected element and selectively send select
session requests to the protected element, as well as send
system protection responses to devices generating or for-
warding the imncoming session requests. The event informa-
tion will provide instructions to reduce, filter, or stop initia-
tion and forwarding of session requests. Accordingly, upon
receiving event information, the session filter can take the
appropriate action to mimmize the number of incoming ses-
sion requests for a protected element or group thereotf to
minimize the undesirable session condition or eliminate 1t
altogether.

The session filter can use various criteria, including infor-
mation provided in the event information, to determine how
to filter session requests or respond to them with the system
protection messages. The filtering of the session requests may
result in reducing the number of session requests to a certain
level, reducing them by a certain percentage, as well as con-
trolling the session requests to ensure that only a select num-
ber of sessions 1s established to a given protected element.

The session filter preferably operates in part over a packet
network, and more preferably 1n a Session Initiation Protocol
(SIP) network, wherein the session requests are INVITE mes-
sages or the system protection messages are some form of SIP
message. Further, the session filter may act as a call signaling
liatson between the call signaling network of a circuit-
switched network and a packet network. For example, the
session {ilter may be placed between the public switched
telephone network (PSTN) and a SIP network, wherein ses-
s1on requests for the PSTN are call setup messages, such as
Integrated Services User Protocol (ISUP) Initial Address
Messages (IAMs) and system protection messages for the
circuit-switched network are ISUP Overload messages.

Those skilled 1n the art will appreciate the scope of the
present invention and realize additional aspects thereot after
reading the following detailed description of the preferred
embodiments 1n association with the accompanying drawing
figures.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

The accompanying drawing figures incorporated in and
forming a part of this specification i1llustrate several aspects of
the invention, and together with the description serve to
explain the principles of the mnvention.

FIG. 1 1s a block representation of a network incorporating,
a session filter according to a first embodiment of the present
invention.

FIG. 2 1s a commumnication flow diagram illustrating opera-
tion of the present invention according to the first embodi-
ment.

FIG. 3 15 a block representation of a network incorporating,
a session lilter according to a second embodiment of the
present invention.
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FI1G. 4 1s a communication flow diagram illustrating opera-
tion of the present invention according to the second embodi-
ment.

FIG. 5 1s a block representation of a network incorporating,
a session lilter according to a third embodiment of the present
invention.

FI1G. 6 1s a communication flow diagram 1llustrating opera-
tion of the present invention according to the third embodi-
ment.

FI1G. 7 1s a communication flow diagram 1llustrating opera-
tion of the present mvention according to a fourth embodi-
ment.

FIG. 8 1s a block representation of a session {filter con-
structed according to one embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The embodiments set forth below represent the necessary
information to enable those skilled in the art to practice the
invention and 1llustrate the best mode of practicing the mnven-
tion. Upon reading the following description in light of the
accompanying drawing figures, those skilled in the art will
understand the concepts of the imnvention and will recognize
applications of these concepts not particularly addressed
herein. It should be understood that these concepts and appli-
cations fall within the scope of the disclosure and the accom-
panying claims.

With reference to FIG. 1, a communication environment 10
1s 1llustrated wherein a session filter 12 1s capable of process-
ing mcoming session requests intended for protected ele-
ments 14 and sent from source elements 16. The session
requests are those requests intended to mitiate a communica-
tion session between a protected element 14 and a source
clement 16. All other session messages, especially those after
a session 1s established, do not need to be processed by the
session {ilter 12. Notably, various types of networks may be
used to connect the source element 16, session filter 12, and
protected element 14.

Accordingly, the session filter 12 acts as a proxy for session
legs established with the protected element 14. The protected
clement 14 may be imnformed of the existence of the session
filter 12 through provisioning or dynamically by the session
filter 12 or other network entity. In operation, the protected
clement 14 may be capable of providing event information
directly or indirectly to the session filter 12. The event infor-
mation will identily an overload condition or other undesired
session condition mdicative of the need for the session filter
12 to protect the protected element 14 from all or select
session requests. Upon recerving the event information, the
session filter 12 will apply session processing rules to deter-
mine how to respond to all or select incoming session
requests. The processing rules will cause the session filter 12
to apply the selection criteria to the incoming session requests
and to filter the requests based on those criteria. Following the
rules, the session {filter 12 may provide system protection
responses 1n response to session requests that are not for-
warded to the protected element(s). For example, the session
filter 12 may filter the incoming requests to reduce the number
ol session requests sent to a protected element 14 to a desired
level, reduce the number of session requests provided to the
protected element 14 by a certain percentage, or limit the
number of simultaneous sessions with a particular protected
clement 14.

When the processing rules are applied to select session
requests, selection 1ndicia 1dentified within the event infor-
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4

mation by the protected element 14 or provided by the session
filter 12 may be used to 1dentify the session request to be
rejected. The selection criteria may 1nclude 1indicia indicative
of the identity of the source element 16 or the protected
element 14, such as a universal resource identifier in the
offending session request, the type of session, and the like.

The event information provided to the session filter 12 by
the protected element 14 may simply be information indica-
tive of an overload or other undesired condition, or may
actually provide numerous parameters describing the offend-
ing condition, selecting certain processing rules, providing
selection indicia for identifying the session request to pro-
cess, speciiying filtering techniques to apply to the session
request, identifying system protection responses, or any com-
bination thereof. As such, the sophistication of the event
information provided by the protected element 14 may vary,
and the session filter 12 and the protected element 14 will be
configured approprately to cooperate with one another and
elfectively process incoming session requests in light of the
event information provided by the protected element 14. Fur-
ther, the event information may be provided by a network
operator or a device that 1s capable of 1dentifying an overload
or other undesirable condition influencing the protected ele-
ment 14.

In operation, the session filter 12 will receive event infor-
mation and determine the appropriate processing rules to
apply to all or select ones of the subsequent session requests.
The session filter 12 may apply back pressure to the appro-
priate session request by sending the system protection
responses to the source elements 16 that sent the session
requests, or to another network element. The system protec-
tion messages are configured to reduce or stop the sending of
session requests for a defined amount of time or indefinitely.
As such, the offending source elements 16 or other network
clements will stop sending session requests and help alleviate
the undesirable session condition afflicting the protected ele-
ment 14. The session filter 12 will preferably apply various
filtering criteria to the mncoming session requests. The filter-
ing criteria may have the session filter 12 simply 1gnore all or
select session requests, wherein those session requests that
are 1gnored are not forwarded to the protected element 14.
The filtering may be based on the number of attempts, the
overall number of session requests, the source element 16,
and the like. By responding to event information from a
protected element 14 1n this manner, the session filter 12 can
act on behalf of the protected element 14 to assist in the
alleviation of the undesirable session conditions.

In a preferred embodiment, at least a portion of the com-
munication sessions established between the protected ele-
ment 14 and the source element 16 are facilitated using the
Session Imitiation Protocol (SIP). The specification for SIP 1s
provided in the Internet Engineering Task Force’s Request for
Comments (RFC) 3261: Session Initiation Protocol Internet
Drait, which 1s incorporated herein by reference in 1ts
entirety. In general, SIP 1s used to establish media sessions
between any number of endpoints, such as the source and
protected elements 16, 14. Typically, these endpoints may
support any number or combination of data, audio, and voice
media sessions, depending on the configuration of the device.
A SIP endpoint 1s capable of running an application, typically
referred to as a user agent (UA), which 1s capable of facili-
tating media sessions using SIP. In certain embodiment, user
agents may register their ability to establish sessions with a
SIP proxy by sending REGISTER messages to the SIP proxy,
such as that provided by the session filter 12. The REGISTER
message mforms the SIP proxy of the SIP universal resource
locator (URL) that identifies the user agent to the SIP net-
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work. The REGISTER message also contains information
about how to reach specific user agents over the SIP network,
typically by providing the Internet Protocol (IP) address and
port that the user agent will use for SIP sessions. When a user
agent wants to establish a session with another user agent, the
user agent iitiating the session may send an INVITE mes-
sage to the SIP proxy and specily the target user agent in the
TO header of the INVITE message. Identification of the user
agent takes the form of a SIP URL. The SIP proxy will use the
SIP URL 1n the TO header of the message to determine 11 the
targeted user agent 1s registered with the SIP proxy. Generally
the user name 1s unique within the name space of the specified
domain.

If the targeted user agent has registered with the SIP proxy,
the SIP proxy will forward the INVITE message directly to
the targeted user agent. The targeted user agent will respond
with a 200 OK message, and a session between the respective
user agents will be established as per the message exchange
required 1 the SIP specification. Media capabilities are
passed between the two user agents of the respective end-
points as parameters embedded within the session setup mes-
sages, such as the INVITE, 200 OK, and acknowledgement
(ACK) messages. Media capabilities may be exchanged 1n
other messages, such as the SIP INFO message. Media capa-
bilities are typically described using the Session Description
Protocol (SDP). Once respective endpoints are 1n an active
session with each other and have determined each other’s
capabilities, the specified media content may be exchanged
during an appropriate media session.

According to the Internet Engineering Task Force’s RFC
3261, a user agent 1s an application that contains both a user
agent client and a user agent server. A user agent client gen-
crally refers to a client application that initiates SIP requests,
wherein a user agent server 1s an application that contacts the
user when a SIP request 1s recerved, and returns a response on
behalf of the user. Typically, the response accepts, rejects, or
redirects the recerved request.

When implementing SIP, session requests are typically
INVITE messages, and the event information may be sent to
the session filter 12 using an appropriate SIP message, such as
NOTIFY, MESSAGE, and INFO messages. For the event
information, a session control header may be defined for the
SIP messages to include the approprate event information as
described above. Thus, upon recerving event information, the
session filter 12 will apply the necessary session processing
rules to INVITE messages meeting the selection criteria. The
session filter 12 may send system protection responses in a
SIP message back to the source element 16 or other entity, and
then provide filtering wherein all, none, or only select ones of
the incoming INVITE messages are actually forwarded on to
the protected element 14, and are thus allowed to 1nitiate a
session with the protected element 14.

An exemplary communication flow for a SIP environment
according to the embodiment of FIG. 1 1s provided 1n FIG. 2.
Initially, one or more source elements 16 will send INVITE
messages intended for the protected element 14, wherein the
INVITE messages are initially sent to the session filter 12
(step 100). Assuming there 1s no undesired session condition,
such as an overload condition, for the protected element or
clements 14, the session filter 12 will forward the INVITE
messages to the appropnate protected element 14 (step 102).
When an undesired session condition arises at the protected
clement 14, event information 1s directly or indirectly sent to
the session filter 12 (step 104). Assume that the event infor-
mation 1s indicative of an undesired session condition, and 1s
suificient to cause the session filter 12 to apply session pro-

10

15

20

25

30

35

40

45

50

55

60

65

6

cessing rules to INVITE messages meeting selection criteria
based on the event information (step 106).

Depending on the configuration of the session processing
rules and the event information, the session filter 12 filters the
incoming INVITE messages by applying appropriate filter-
ing criteria (step 108), and may respond to all or just the
ignored (blocked) INVITE messages with system protection
responses (step 110). As such, as the session filter 12 receives
additional INVITE messages from the source element 16,
only certain ol the INVITE messages will be forwarded to the
protected clement 14 (step 112). Notably, the session filter 12
in certain circumstances may act to effectively block all
incoming INVITE messages from being sent to the protected
clement 14. Accordingly, the session filter 12 effectively
applies back pressure to incoming INVITE messages by
sending the system protection messages to the source element
16, wherein the system protection messages will trigger the
source element 16 to reduce or stop sending the INVITE
messages. Further, the INVITE messages that continue to be
sent toward the protected element 14 are filtered by the ses-
sion filter 12 to further control the undesired session condi-
tion afflicting the protected element 14.

Based on these responses, the undesired session condition
will ultimately be abated, and as such, the session filter 12
may remove the back pressure and filtering after a certain
amount ol time, or upon recerving information directly or
indirectly from the protected element 14 indicating that the
undesired session condition 1s no longer present (step 114). At
this point, the session filter 12 will recetve the mmcoming
INVITE messages and forward them unfiltered to the pro-
tected element 14 (step 116).

As noted above, the system protection messages, indepen-
dent of form or format, may be sent to entities other than the
source element 16 to assist in stopping or reducing the num-
ber of session requests, such as INVITE messages, intended
for the protected element 14. With reference to FIG. 3, a
communication environment 10 1s illustrated wherein a ses-
sion filter 12S 1s provided 1n association with one or more
source elements 16, and a session filter 12P, as described
above, 1s associated with one or more protected elements 14.
In this manner, the session filter 12S associated with the
source elements 16 may receive system protection messages
from the session filter 12P associated with the protected ele-
ment 14, and act to provide initial filtering for session
requests emanating from the source element 16, as well as
provide system protection messages to the source element 16
to stop or minimize the origination of session requests
intended for one or more protected elements 14. Accordingly,
event information sent to session filter 12P for a protected
clement 14 may be propagated over a packet network 18 to an
appropriate session filer 12S associated with source elements
16. Session filter 12S may mmplement session processing
rules 1 a fashion similar to that described above. An exem-
plary communication flow for the communication environ-
ment 10 as 1llustrated in FIG. 3 1s provided in FIG. 4.

Initially, one or more source elements 16 will send INVITE
messages 1mtended to 1mitiate sessions with one or more pro-
tected elements 14. These INVITE messages are received by
session filter 128 (step 200), which will forward the INVITE
messages to session filter 12P, which 1s associated with the
protected element 14 (step 202). Assuming there are no
undesired session conditions, session filter 12P will forward
the INVITE messages to the protected element 14 (step 204).

At some point, an undesired session condition will occur
with respect to the protected element 14, and event informa-
tion 1s sent to session filter 12P (step 206), which will apply
session processing rules to INVITE messages meeting the
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selection criteria based on the event information (step 208).
As such, session filter 12P may filter the INVITE messages
according to the appropnate filtering criteria (step 210), as
well as respond to all or certain of the INVITE messages with
system protection messages (step 212). Preferably, the sys-
tem protection messages are sent to session filter 125, which
1s associated with the source element 16.

Based on the system protection message, session filter 125
will apply session processing rules to INVITE messages
received from the source element 16 (step 216). The session
processing rules may cause session filter 1285 to filter the
INVITE messages according to desired filter criteria (step
218), as well as send system protection messages to the
source element 16 (step 220). Again, the processing at session
filter 12S 1s intended to provide preliminary filtering on
INVITE messages, as we as apply preliminary back pressure
to Turther assist the processing at session filter 12P, which 1s
associated with the protected element 14. Accordingly,
INVITE messages from the source element 16 are mitially
filtered by session filter 125, and the filtered INVITE mes-
sages are sent to session filter 12P (step 222), which further
filters the INVITE messages and sends the filtered messages
to the protected element 14 (step 224). Notably, each of the
filtered INVITE messages sent to session filter 12P from
session filter 12S may elicit a system protection response
from session filter 12P (step not shown).

From the above, the present invention 1s clearly beneficial
for packet-based scenarios wherein the communication ses-
sions are predominantly packet-based between the source
clement 16 and the protected element 14. Notably, the present
invention 1s also particularly beneficial at the junction of
circuit-switched and packet networks. FI1G. 5 provides a basic
illustration of how a session filter 12 can be provided at the
junction of a packet network 18 and a circuit-switched net-
work 20, such as the Public Switched Telephone Network
(PSTN). The session filter 12 will reside 1n the call processing
area of the circuit-switched network 20, such as in the Sig-
naling System 7 (SS7) network, yet control circuit-switched
connections to a gateway acting as the session interface
between the packet network 18 and the circuit-switched net-
work 20. Accordingly, the session filter 12 will reside on a
network entity capable of facilitating session requests, such
as call setup requests or INVITE messages on the respective
networks. Those skilled 1n the art will recognize the various
entities 1n which a session filter function may be provided.
Further, the session filter 12 may be provided 1n a standalone
tashion.

Undesired session conditions may occur on either the
packet network 18 or the circuit-switched network 20, and as
such, session requests may need filtering and back pressure
may need to be provided to erther the packet network 18 or the
circuit-switched network 20. FIGS. 6 and 7 provide scenarios
in which filtering and back pressure 1s provided for both of
these networks.

With particular reference to FIG. 6, session requests 1n the
form of INVITE messages originate from the packet network
18 and undesirable session conditions occur 1n the circuit-
switched network 20. The undesirable session conditions
may be a telephony switch failure, trunk failure, or the like.
Initially, INVITE messages are generated in the packet net-
work 18 and sent to the session filter 12 (step 300). The
session filter 12 will act as a gateway and effectively provide
protocol translation from the packet network entities to those
of the circuit-switched network 20. Accordingly, a session
request 1n the circuit-switched network 20 may be a call setup
message, such as an Integrated Services User Protocol (ISUP)
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circuit-switched network 20 to the mtended protected ele-
ment 14 (not shown) (step 302). Thus, mcoming INVITE

messages to the session filter 12 results in call setup messages
sent over the circuit-switched network 20.

At some point, an undesirable session condition will occur
on the circuit-switched network 20 and appropriate event
information will be sent directly or indirectly to the session
filter 12 (step 304). The event information could be an ISUP
Overload message, or the like. In response to receiving the
event information, the session filter 12 will apply session
processing rules to the INVITE messages meeting any selec-
tion criteria that 1s available based on the event information
(step 306). As such, the session filter 12 may filter the INVITE
messages (step 308), as well as respond to the INVITE mes-
sages with system protection messages (step 310). Thus, the
filtered INVITE messages will result in a reduced number of
(filtered) call setup messages being sent over the circuit-
switched network 20 (step 312). This process will continue
for a select amount of time or until the session filter 12
otherwise determines that the filtering and back pressure 1s no
longer necessary (step 314), wherein the mmcoming INVITE
messages are no longer filtered, and a call setup message 1s
sent over the circuit-switched network 20 for each INVITE
message that 1s recetved (step 316).

With reference to FIG. 7, the overload or undesirable ses-
s1on conditions occur on the packet network 18, and session
requests 1n the form of call setup messages are originated in
the circuit-switched network 20. Thus, call setup messages,
such as the ISUP IAMs, are sent to the session filter 12 (step
400), which when no overload or undesirable session condi-
tions exist, will translate the call setup messages 1nto appro-
priate INVITE messages and send them over the packet net-
work 18 as desired (step 402). When an overload or
undesirable session condition occurs, event information 1s
sent to the session filter 12 (step 404) to trigger the application
ol session processing rules to the call setup messages meeting
certain selection criteria (step 406). The session filter 12 will
then provide any necessary filtering of the call setup messages
(step 408), as well as send system protection messages, such
as an overload or a throttle message, to the corresponding
telephony switches 1n the circuit-switched network 20 (step
410). As such, filtered INVITE messages corresponding to
those call setup messages that are deemed appropriate to
continue are sent over the packet network 18 to the appropri-
ate protected element 14 (step 412). Again, after the overload
or undesirable session condition 1s abated, the session filter 12
will either time out, or 1n response to an appropriate message,
remove the back pressure and filtering provided to the call
setup messages (step 414), and allow INVITE messages for

cach recerved call setup message to be sent over the packet
network 18 (step 416).

The functionality of a session filter 12 can be implemented
on an 1solated server-type device or may be implemented 1n
any number of packet or circuit-switched devices capable of
facilitating such functionality. In general, a device 1mple-
menting a session filter 12 1s configured as 1llustrated 1 FIG.
8. The session filter 12 will be associated with a control
system 22 having suilicient memory 24 for software 26,
which 1s capable of controlling the control system 22 to
implement the above-described functionality. The control
system 22 1s also associated with one or more communication
interfaces 28 to facilitate communications with various net-
work entities on eirther a packet network 18 or circuit-
switched network 20, as the configuration dictates.

Those skilled 1n the art will recognize improvements and
modifications to the preferred embodiments of the present



US 7,590,122 B2

9

invention. All such improvements and modifications are con-
sidered within the scope of the concepts disclosed herein and
the claims that follow.

What 1s claimed 1s:

1. A method of operating a session filter device to provide
session control for an element comprising:

a) recerving session requests for establishing a session
between a protected element and at least one source
element;

b) recerving event information indicative of an undesirable
condition associated with the protected element;

¢) processing the event information to determine select
ones of the session requests to forward to the protected
element; and

d) sending the select session requests to the protected ele-
ment, wherein incoming session requests are selectively
forwarded to the protected element upon receipt of the
event information.

2. The method of claim 1 further comprising sending a
system protection response configured to stop or reduce a
number of the session requests from being generated by the at
least one source element.

3. The method of claim 2 wherein the system protection
response 1s sent to the at least one source element.

4. The method of claim 2 wherein the system protection
response 1s sent to a session filter associated with the at least
one source element.

5. The method of claim 2 wherein the event information 1s
sent to a session filter associated with the at least one source
clement.

6. The method of claim 2 wherein the session requests are
received via a packet network and the system protection
response 1s sent over a call signaling network for a circuit-
switched network.

7. The method of claim 2 wherein the session requests are
received via a call signaling network for a circuit-switched
network and the system protection response 1s sent over a
packet network.

8. The method of claim 1 wherein the session request 1s a
call setup message from a circuit-switched network.

9. The method of claim 1 wherein the session request 1s a
session 1nitiation protocol INVITE message from a session
initiation protocol network.

10. The method of claim 1 wherein the event information 1s
received from the protected element.

11. The method of claim 1 wherein the event information 1s
received from an entity other than the protected element.

12. The method of claim 1 wherein the event information 1s
indicative of an overload condition for the protected element.

13. The method of claim 1 wherein the event information 1s
indicative ol a network failure affecting the protected ele-
ment.

14. The method of claim 1 wherein the event information 1s
indicative of a malicious session request attack for the pro-
tected element.

15. The method of claim 1 wherein the event information
turther provides information to assist 1 determining the
select session requests.

16. The method of claim 1 wherein the event information
provides information 1dentifying the at least one source ele-
ment from which the session requests are filtered.

17. The method of claim 1 wherein the event information
turther provides information in the group consisting of:

a) mformation indicative of a number of the session

requests that can be forwarded to the protected element;

b) information indicative of a desired reduction in the ses-
s1on requests forwarded to the protected element; and
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¢) information ndicative of a number of sessions capable
of being supported by the protected element.

18. The method of claim 1 wherein for certain event infor-

mation all session requests for the protected element are

blocked.

19. A session filter for providing session control for an
clement comprising:

a) at least one interface; and

b) a control system associated with the at least one interface

and adapted to:

1) receive session requests for establishing a session
between a protected element and at least one source
element;

11) receive event information indicative of an undesirable
condition associated with the protected element;

111) process the event information to determine select
ones of the session requests to forward to the pro-
tected element; and

1v) send the select session requests to the protected ele-
ment,

wherein mncoming session requests are selectively for-

warded to the protected element upon receipt of the

event information.

20. The session filter of claim 19 wherein the control sys-
tem 1s further adapted to send a system protection response
coniigured to stop or reduce a number of the session requests
from being generated by the at least one source element.

21. The session filter of claim 20 wherein the system pro-
tection response 1s sent to the at least one source element.

22. The session filter of claim 20 wherein the system pro-
tection response 1s sent to a session filter associated with the
at least one source element.

23. The session filter of claim 20 wherein the event infor-
mation 1s sent to a session filter associated with the at least one
source element.

24. The session filter of claim 20 wherein the session
requests are recerved via a packet network and the system
protection response 1s sent over a call signaling network for a
circuit-switched network.

25. The session filter of claim 20 wherein the session
requests are recerved via a call signaling network for a circuit-
switched network and the system protection response 1s sent
over a packet network.

26. The session filter of claim 19 wherein the session
request 1s a call setup message from a circuit-switched net-
work.

27. The session filter of claim 19 wherein the session
request 1s a session 1nitiation protocol INVITE message from
a session 1nitiation protocol network.

28. The session filter of claim 19 wherein the event infor-
mation 1s recerved from the protected element.

29. The session filter of claim 19 wherein the event infor-
mation 1s recewved from an enftity other than the protected
clement.

30. The session filter of claim 19 wherein the event infor-
mation 1s indicative of an overload condition for the protected
clement.

31. The session filter of claim 19 wherein the event infor-
mation 1s mdicative of a network failure affecting the pro-
tected element.

32. The session filter of claim 19 wherein the event infor-
mation 1s indicative of a malicious session request attack for
the protected element.

33. The session filter of claim 19 wherein the event infor-
mation further provides information to assist in determining,
the select session requests.
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34. The session filter of claim 19 wherein the event infor-
mation provides information identifying the at least one
source element from which the session requests are filtered.

35. The session filter of claim 19 wherein the event infor-
mation further provides imnformation 1n the group consisting

of:

a) mformation indicative of a number of the session
requests that can be forwarded to the protected element;

b) information indicative of a desired reduction in the ses-
s1on requests forwarded to the protected element; and

¢) information indicative of a number of session requests
capable of being supported by the protected element.

36. The session filter of claim 19 wherein for certain event

information all session requests intended for the protected
clement are blocked.

37. A method of operating a session filter device to provide

session control for an element comprising:

a) recerving session requests for establishing a session
between a protected element and at least one source
element:;

b) recerving event information indicative of an undesirable
condition associated with the protected element;

c) processing the event information to determine select
ones of the session requests; and

d) sending a system protection response configured to stop
or reduce a number of the session requests from being
generated by the at least one source element.
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38. The method of claim 37 further comprising sending the
select session requests to the protected element wherein

incoming session requests are selectively forwarded to the
protected element upon receipt of the event information.

39. A session filter for providing session control for an
clement comprising:

a) at least one interface; and

b) a control system associated with the at least one interface
and adapted to:

1) receive session requests for establishing a session
between a protected element and at least one source

element;

11) recerve event information indicative of an undesirable
condition associated with the protected element;

111) process the event information to determine select
ones of the session requests; and

1v) send a system protection response configured to stop
or reduce a number of the session requests from being,
generated by the at least one source element.

40. The session filter of claim 39 wherein said control
system 1s Turther adapted to send the select session requests to
the protected element wherein incoming session requests are
selectively forwarded to the protected element upon receipt of
the event information.
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