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LICENSING METHOD FOR USE WITH AN
IMAGING DEVICE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mvention relates to renewing an available
imaging substance supply for use by an 1maging device, and,
more particularly, to a licensing method for use with an 1mag-
ing device and/or imaging media.

2. Description of the Related Art

An 1maging device typically has associated therewith an
imaging media, such as for example, an 1k supply tank, an
ink jet cartridge, a toner tank, or electrophotographic process
(EP) cartridge, that stores a supply of an imaging substance,
such as for example 1k or toner, that 1s consumed during an
imaging process. Examples of such an imaging device
include an 1k jet printer and/or copier, or an electrophoto-
graphic printer and/or copier. During imaging with the imag-
ing device, the amount of the imaging substance 1s depleted.
Thus, eventually, once the imaging substance supply of the
imaging media 1s exhausted, the imaging media 1s either
discarded or 1s re-filled. In either event, the consumer must
provide a new supply of 1imaging substance 1n order to con-
tinue 1maging. Typically, the new supply of 1maging sub-
stance 1s acquired by the purchase of additional imaging
substance, or the purchase of an entirely new 1imaging media.
In either case, the purchasing process can inconvenience the
consumer due to mherent delays i the purchasing process.
For example, even when a vendor has the 1tem, 1.e., imaging
substance or 1maging media, 1n stock, the consumer either
must go to the vendor to obtain the desired 1tem, or await the
delivery of the desired item. Also, proper disposal of spent
imaging media can be an inconvenience to a consumer.

What 1s needed 1n the art 1s a licensing method for use with
an 1maging device and/or imaging media, wherein a con-
sumer can “‘renew’”’ an available supply of imaging substance,
while reducing or avoiding the traditional inconveniences
incurred by a consumer following exhaustion of the available
imaging substance from the imaging media.

SUMMARY OF THE INVENTION

The present invention provides a licensing method for use
with an 1maging device and/or imaging media, wherein a
consumer can renew an available supply of imaging sub-
stance, while reducing or avoiding the traditional inconve-
niences incurred by a consumer following exhaustion of the
available 1maging substance from the imaging media. As used
in connection with the present invention, the term *“con-
sumer’” 1s used to refer to any one or more of a user of the
imaging device, such as a home user or a business user, the
purchaser of the imaging device and/or imaging media, or the
purchaser of a usage license associated with the imaging
device and/or imaging media. Also, the terms “license” and
“licensing” are used to refer generally to any commerce trans-
action where a consumer 1s paying for usage of an 1maging
device and/or imaging media, which 1 addition, may be
purchased with or without an obligation to return the spent
imaging device and/or imaging media to the source thereof at
the expiration of the usage term.

The invention, 1n one form thereol, relates to a licensing
method. The licensing method includes the steps to establish-
ing a licensing vendor; providing an imaging device that uses
an 1maging media in forming printed 1images on print media,
the 1imaging media including an nitial supply amount of an
imaging substance; associating a usage license with at least
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2

one of the imaging device and the imaging media, the usage
license defining a first usage threshold at which a consumer 1s
prompted to acquire a new license; and providing a license
monitoring mechanism communicatively coupled with the
imaging device. The license monitoring mechanism performs
the steps of tracking an amount of usage of the imaging media
by the imaging device; determinming whether the amount of
usage of the imaging media by the imaging device has
reached the first usage threshold; and upon reaching the first
usage threshold, then prompting the consumer to acquire the
new license from the licensing vendor.

In another form thereot, the invention relates to a licensing,
method 1ncluding the steps of acquiring an 1imaging device,
the imaging device having a licensing monitoring mechanism
and a usage license associated therewith; tracking an amount
of usage of the imaging device; determining with the licens-
ing monitoring mechanism whether a consumer wants to
acquire a new license; and 1f the consumer wants to acquire
the new license, then the license monitoring mechanism
facilitating acquisition of the new license from a licensing
vendor.

In still another form thereof, the invention relates to a
licensing method, including the steps of acquiring an 1maging
media having a usage license associated therewith, the imag-
ing media having an 1nitial supply of an 1imaging substance
and a memory storing an identification number for the 1imag-
ing media, the usage license indicating a licensed amount of
the 1maging substance; providing a license monitoring
mechanism for accessing the memory of the 1maging media
and reading the 1dentification number for the imaging media;
tracking an amount of usage of the imaging media, the
amount of usage of the imaging media being related, at least
in part, to at least one of an amount of consumption of the
imaging substance and a rate of consumption of the imaging
substance; and the license monitoring mechanism determin-
ing whether the usage license has expired, the determination
being based on a comparison of a first value representing the
licensed amount of the imaging substance with a second value
representing the amount of usage of the imaging media.

In still another form thereof, the invention relates to an
imaging device. The imaging device includes an electronics
unmit, and an 1maging recording unit communicatively coupled
to the electronics unit. An 1imaging media carries a supply of
imaging substance. The imaging media includes a memory,
the memory being communicatively coupled to the electron-
ics unit. The memory includes storage locations for storing an
identification number of the imaging media, a first value
representing a licensed amount of the imaging substance and
a second value representing an amount of usage of 1maging
media. The electronics unit includes a communications inter-
face for facilitating communications with an 1imaging device
driver; an embedded processor communicatively coupled to
the communications interface; an imaging recording unit
interface communicatively coupled to each of the embedded
processor, the image recording unmit and the memory; a
counter communicatively coupled to each of the embedded
processor and the imaging recording unit interface; an
encryption key storage module; and an embedded license
authentication system (ELAS) communicatively coupled to
cach of the communications interface, the counter, the 1mag-
ing recording unit interface and the encryption key storage
module. The ELAS 1s programmed for performing the steps
ol: accessing the memory of the imaging media and reading
the 1dentification number for the imaging media, the first
value and the second value; tracking the amount of usage of
the 1maging media; and determining whether the usage
license has expired, the determination being based on a com-
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parison of the first value representing the licensed amount of
the imaging substance with the second value representing the
amount of usage of 1imaging media.

In still another form thereof, the invention relates to a
licensing method including the steps of providing an 1maging
device having associated therewith a usage license for a set
amount of usage, the 1maging device having an embedded
license authentication system (ELAS); providing a host on
which an imaging driver for the imaging device 1s installed;
the ELAS sending a message to the imaging driver that the
usage license 1s expiring, and indicating to the imaging driver
an amount of 1imaging substance remaining in the 1imaging
media; the ELAS imitiating a limited post-expiration use pro-
vision permitting limited post expiration use of the 1maging
device; the imaging driver generating a warning message that
prompts a consumer to purchase a new license via an e-com-
merce website of a licensing vendor, the warning message
being displayed at the host; the ELAS forwarding a license
renewal request secured by a secure encryption key to the
e-commerce website of the licensing vendor; the licensing
vendor sending to the ELAS of the mmaging device an
encrypted reply message, the encrypted reply message
including a new license; and the ELAS decrypting the
encrypted reply message, and enabling imaging operations
performed by the imaging device and the imaging media for
a duration of the new license.

In still another form, the invention relates to a licensing
method including the steps of providing an imaging device
having an embedded license authentication system (ELAS);
providing an imaging media for use with the imaging device,
the 1maging media having a usage license associated there-
with, the imaging media including a memory for storing
information associated with the imaging media, the informa-
tion including an 1maging media type, an imaging substance
{11l level of the imaging media, and a usage amount of the
imaging media, the usage amount being represented by a
plurality of usage bits, each bit representing an amount of use
of 1maging substance from the imaging media; the ELAS
accessing the memory to read the information associated with
imaging media; the ELAS setting an license i1dentification
number (ID) corresponding to the usage license associated
with the 1maging media; and the ELAS maintaining a count
representing a usage of the imaging media. When the count
achieves a value corresponding to a usage level for the imag-
ing media, the ELAS sets an appropriate usage bit of the
plurality of usage bits in the memory. When at least a portion
of the plurality of usage bits are set, thereby indicating the
usage license has expired, the ELAS goes into a limited
post-expiration use mode, wherein during the limited post-
expiration use mode a gradual reduction of a density of
printed 1mages occurs.

In still another form thereof, the invention relates to a
license authentication method for use with an 1imaging device.
The method includes the steps of determining an 1maging
media identification (ID) of an imaging media, and determin-
ing whether a license has been 1ssued corresponding to the
imaging media ID of the imaging media.

In still another form thereof, the invention relates to a
license authentication method, including the steps of deter-
mimng that an imaging media has been installed 1n an 1mag-
ing device; reading 1maging media usage data stored 1n an
imaging media memory of the imaging media; determining
whether a first use of the imaging media has expired; and
determining whether an imaging media 1identification (ID) of
the 1maging media 1s new to the imaging device.
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An advantage of the present invention 1s that a consumer
can renew an available supply of 1imaging substance without
leaving their home or place of business.

Another advantage of the present mvention 1s that a con-
sumer canrenew an available supply of imaging substance for
use with an 1maging device substantially immediately after
acquiring a new license via an e-commerce transaction, or
alternatively, via a telephone transaction.

Another advantage of the present invention 1s that a con-
sumer can renew an available supply of 1maging substance
without the traditional inconvenience and/or mess associated
with changing out an 1imaging media container, or with refill-
ing the imaging media with a new supply of 1imaging sub-
stance.

Another advantage of the present imvention 1s that a con-
sumer 1s given a grace period, referred to herein as “limited
post-expiration use”’, wherein 1maging can continue with the
imaging device following expiration of the usage license.

Another advantage of the present invention 1s that a con-
sumer 1s given multiple opportunities to conveniently acquire
a new license following expiration of the current usage
license.

Yet another advantage, in some embodiments of the
present 1nvention, 1s that a warning 1s provided to the con-
sumer that the current usage license 1s close to expiring.

BRIEF DESCRIPTION OF THE DRAWINGS

The above-mentioned and other features and advantages of
this invention, and the manner of attaining them, will become
more apparent and the invention will be better understood by
reference to the following description of embodiments of the
invention taken in conjunction with the accompanying draw-
ings, wherein:

FIG. 1 1s a diagrammatic depiction of a system for imple-
menting a licensing method of the present invention;

FIG. 2 1s a general flowchart of a licensing method of the

present invention;
FIGS. 3A and 3B form a more detailed flowchart directed

to one embodiment of the invention;

FIG. 4 1s a more detailed flowchart directed to a second
embodiment of the invention;

FIG. 5 1s a block diagram showing functional blocks of the
application specific integrated circuit of FIG. 1;

FIG. 6 1s a flow chart of a consumer purchasing cycle
utilizing the embedded license authentication system of the
application specific integrated circuit of FIG. 5;

FIGS. 7A and 7B form a flowchart of the interaction
between the embedded license authentication system of the
application specific integrated circuit and the memory of an
imaging media;

FIGS. 8 A and 8B form a tlowchart of one embodiment of a
license authentication method of the present invention; and

FIGS. 8 A and 8C form a flowchart of another embodiment
of a license authentication method of the present invention.

Corresponding reference characters indicate correspond-
ing parts throughout the several views. The exemplifications
set out herein 1llustrate preferred embodiments of the inven-
tion, and such exemplifications are not to be construed as
limiting the scope of the mvention in any manner.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, and particularly to FIG. 1,
there 1s shown a diagrammatic depiction of a system 10 for
implementing the licensing method of the present invention.
System 10 includes an imaging device 12, a host 14, a licens-
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ing vendor 16 and a license monitoring mechanism 18. Imag-
ing device 12 communicates with host 14 via a communica-
tions link 20. Licensing vendor 16 communicates with host
14 via a communications link 22.

Imaging device 12 includes a user interface 23, an 1image 5
recording unit 24, an 1maging media 26 and an Application
Specific Integrated Circuit (ASIC) 28. ASIC 28 communi-
cates with image recording unit 24 via a communications link
30. ASIC 28 communicates with imaging media 26 via a
communications link 32. Imaging device 12 can be, for
example, an ink jet printer and/or copier, or an electrophoto-
graphic printer and/or copier.

In the context of the examples for imaging device 12 given
above, 1image recording unit 24 can be, for example, an 1nk jet
printhead unit or an electrophotographic printing unit, and
includes an 1maging head 29 used for forming an 1image on a
substrate 34, such as a sheet of print media or a photoconduc-
tive member. For convenience, each type of substrate 34 will
be referred to by the element number 34, for example, print
media 34. Imaging media 26 can be, for example, an 1k
supply tank, an 1nk jet cartridge, a toner tank, or an electro-
photographic process (EP) cartridge, each of which contain-
ing a supply of an imaging substance, such as for example 1nk
or toner, that 1s consumed during an 1imaging process. Imag-
ing device 12 uses the imaging substance contained 1n 1mag-
ing media 26 to form an 1image on print media 34. Print media
34 can be, for example, sheets of paper, fabric or transparen-
cies.

Those skilled 1n the art will recognize that image recording,
unit 24 and 1imaging media 26 may be formed as individual
discrete units, or may be combined 1n an 1ntegral unit, these
options being depicted by dashed line 36.

Preferably, imaging media 26 has mounted thereto a
memory 33 for storing information relating to imaging media
26, such as for example, an 1maging media i1dentification
number, a value representing an initial amount of the imaging,
substance contained 1n 1imaging media 26, a value represent-
ing a licensed amount of the imaging substance contained 1n
imaging media 26, and a value representing an amount of
usage of 1maging media 26.

In one configuration of memory 33, for example, memory
33 includes sixteen bits. Two bits are reserved for the imaging
media 1dentification number, which 1s set by the manufac-
turer. Two bits represent the fill level, 1.e., the 1nitial amount of
the 1imaging substance contained 1n 1maging media 26. Two 45
bits represent the type of the imaging media, e.g., the type of
imaging head 29. Five bits are used as a usage gauge to
maintain a record ol usage of imaging media 26. And, five bits
are used to identily the usage license, and can include an
identification that, in a preferred embodiment, 1s randomly 50
selected and includes an 1ndication of the licensed amount of
usage.

By attaching memory 33 to imaging media 26, in essence,

a usage license associated with 1maging media 26 can travel
with 1imaging media 26 from one 1maging device to another. 55
The licensed amount of usage may be represented 1n a variety
of forms, such as for example, by the amount of 1maging
substance consumed from 1maging media 26, the number of
imaging dots formed on print media 34, the percent of image
coverage on the printed sheets of media 34, the number of 60
printed sheets of 1imaging media 26, the number of printed
sheets of 1maging media 26 exceeding a predetermined cov-
crage amount, or simply the number of 1maging operations
performed by imaging device 12. An alternative approach
would be to base the usage license on a fixed time duration.

In practicing the present invention, preferably, the mnitial

supply amount (fill level) of imaging substance contained 1n
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imaging media 26 1s greater than the licensed amount of the
imaging substance. For example, in one implementation of
the invention, the initial supply amount of the imaging sub-
stance contained in 1maging media 26 can be, for example, at
least two times greater than the licensed amount. It 1s impor-
tant to note, however, that while the 1itial amount of imaging
substance supplied with imaging device 12 and/or imaging,
media 26 1s more than suificient to accommodate one or more
license renewals, the consumer has been required to pay only
for the licensed amount at the time of the original purchase.

Host 14 may be, for example, a personal computer includ-
ing a display device 15, an mput device (e.g., keyboard), a
processor, mput/output (I/O) interfaces, memory, such as
RAM, ROM, NVRAM, and a mass data storage device, such
as a hard drive, CD-ROM and/or DVD umnits. During opera-
tion, host 14 includes in its memory a soiftware program
including program instructions that function as an 1imaging
driver 38 for imaging device 12. Imaging driver 38 1s 1n
communication with ASIC 28 of imaging device 12 via com-
munications link 20. Imaging driver 38 serves to facilitate
communications between imaging device 12 and licensing
vendor 16. In addition, imaging driver 38 serves in the tradi-
tional roll of providing formatted print data to imaging device
12.

Licensing vendor 16 provides to a consumer access to a
new usage license, the concept of which being more tully
described below. However, in summary, in the licensing
method of the invention, a usage license 1s associated with at
least one of 1maging device 12 and imaging media 26, and
when the usage of 1imaging device 12 and/or imaging media
26 has reached a predefined usage threshold, the consumer 1s
prompted to acquire a new license from licensing vendor 16.
This predefined usage threshold can, for example, represent a
usage amount that is associated with the license being close to
expliring, or a usage amount associated with license expira-
tion. In a preferred method of the invention, licensing vendor
16 has an e-commerce website which can be accessed by a
consumer via on-line communications over the Internet to
acquire the new license.

Communications link 20 may be established by a direct
cable or optical connection, or by a network connection such
as for example an Ethernet local area network (LAN). Com-
munications links 30 and 32 may be established by using
standard electrical cabling or bus structures.

Communications link 22 1s preferably established by an
Internet connection, or via a wide area network (WAN). Alter-
natively, however, communications link 22 graphically rep-
resents a communication by a consumer who physically visits
the premises of licensing vendor 16, or a telephone link to
licensing vendor 16.

License monitoring mechanism 18 1s a functional unit that
may reside 1n either of imaging device 12 or host 14, or may
reside 1n a combination of 1imaging device 12 and a host 14,
these options being depicted by the dashed line representing
license monitoring mechanism 18. In a preferred embodi-
ment, license monitoring mechanism 18 1s resident 1n the
combination of ASIC 28 of imaging device 12 and imaging
driver 38 of host 14. In general, license monitoring mecha-
nism 18 tracks an amount of usage of imaging media 26 by
imaging device 12, determines whether the amount of usage
of 1imaging media 26 by 1maging device 12 has reached a
usage threshold, and upon reaching the usage threshold, then
prompting the consumer to acquire a new license. Where a
consumer desires an on-line e-commerce acquisition of the
new license, license momtoring mechanism 18 mnitiates and
establishes communications with licensing vendor 16 for
acquiring the new license.
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The usage license may be structured to require a combina-
tion of a particular imaging device, such as imaging device
12, and a particular imaging media, such as imaging media
26. Such a combination can be verified by the i1dentification
numbers associated with the imaging device and imaging
media. Alternatively, the license may be structured such that
the license only applies to a particular imaging device orto a
particular imaging media.

FI1G. 2 1s a general flowchart of one licensing method of the
present invention, which will be described in conjunction
with FIG. 1.

At step S100, licensing vendor 16 1s established. Prefer-
ably, licensing vendor 16 includes a website and a computer
having a database that accommodates the remote acquisition
ol a new license, sometimes also referred to as a licensing
renewal, without the consumer having to leave their home or
place of business. However, alternatively, 1t 1s contemplated
licensing vendor 16 may be a licensing outlet center, such as
a retail store, that can provide information for a license
renewal via a site visit by the consumer, or via the telephone.

At step S102, imaging device 12 1s provided that uses
imaging media 26 1n forming printed images on print media
34. The imaging media includes an 1nitial supply of an 1imag-
ing substance, such as ik or toner.

At step S104, a usage license 1s associated with at least one
of 1maging device 12 and imaging media 26. The usage
license defines a first usage threshold at which a consumer 1s
prompted to acquire a new license. This prompting may
include determining whether the consumer wants to acquire
the new license by displaying a query message at one or both
of user interface 23 of imaging device 12 and display 15 of
host 14.

At step S106, license monitoring mechanism 18 1s pro-
vided communicatively coupled with imaging device 12.
Preferably, this provision 1s made by the manufacturer of
imaging device 12 and/or imaging driver 38. License moni-
toring mechanism 18 then proceeds to perform steps S108,
S110 and S112.

At step S108, an amount of usage of imaging media 26 by
imaging device 12 1s tracked. This tracking may be based, for
example, on the number of imaging dots formed on print
media 34; on the number of 1maging dots formed on print
media 34 as compensated for by such factors as temperature,
humidity and time; the percent of image coverage on the
printed sheets of media 34, the number of printed sheets
exceeding a predetermined coverage amount, or simply the
number of sheets of print media 34 processed by imaging,
device 12. Alternatively, this tracking could be based merely
on time. Preferably, this usage amount 1s stored as an updated
value 1n memory 33 that 1s mounted to imaging media 26.

At step S110, 1t 1s determined whether the amount of usage
of 1imaging media 26 by imaging device 12 has reached a
usage threshold. Preferably, a plurality of usage thresholds
are defined.

At step S112, upon reaching the usage threshold, then the
consumer 1s prompted to acquire a new license from licensing
vendor 16. As one aspect of the consumer prompt of step
S110, an amount of usage remaining in the usage license may
be visually conveyed to the consumer 1n one or more of a
gradual reduction of a density of the printed 1images, a text
message and an 1llumination of an indicator. Such a prompt
serves as a warning to the consumer of the upcoming expira-
tion of the current usage license. As another aspect of the
consumer prompt of step S110, where a remote licensing
renewal 1s desired by the consumer, license monitoring,
mechanism 18 establishes communications with licensing,
vendor 16 for acquiring the new license. For example, where
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a consumer desires a remote on-line acquisition of the new
license, license monitoring mechanism 18 establishes com-
munications with licensing vendor 16 for acquiring the new
license via the Internet.

FIGS. 3A and 3B represent a more detailed flowchart
directed to one embodiment of the invention. The portion of
the flowchart of FI1G. 3A 1s directed generally to the situation
where the usage license has not yet expired, whereas the
portion of the flowchart of FI1G. 3B 1s directed generally to the
situation where the usage license has expired.

At step S200, a consumer acquires imaging device 12
having a usage license associated therewith. Imaging device
may, for example, include an on-board life-time supply of an
imaging substance contained 1n imaging media 26. In any
event, however, 1imaging media 26 will include an mitial
supply of 1maging substance and the usage license will 1ndi-
cate a licensed amount of the imaging substance. The 1nitial
supply amount will be greater than the licensed amount. For
example, the mitial amount may be at least two times greater
than the licensed amount.

At step S202, license monitoring mechanism 18 deter-
mines whether the usage license has expired. This determi-
nation 1s based, for example, on a comparison of a value
representing the licensed amount of the 1maging substance
with a value representing the amount of usage of 1maging
media 26. IT YES, the process proceeds to step S300 of FIG.
3B; i NQO, the process proceeds to step S204.

At step S204, imaging device 12 1s considered available for
use. This availability means that currently the usage license 1s
not imposing any restrictions on the imaging operations.

At step S206, license monitoring mechanism 18 tracks the
amount of usage Ul of imaging device 12. As stated above,
this tracking will have some relationship to the amount and
rate of consumption of the imaging substance in 1maging
media 26. This tracking may be based, for example, on the
number of 1imaging dots formed on print media 34; on the
number of 1imaging dots formed on print media 34 as com-
pensated for by such factors as temperature, humidity and
time; the percent of 1image coverage on the printed sheets of
media 34, the number of printed sheets exceeding a predeter-
mined coverage amount, or simply the number of sheets of
print media 34 processed by imaging device 12. Alternatively,
this tracking could be based merely on time. Preferably, this
usage amount 1s stored as an updated value in memory 33 that
1s mounted to imaging media 26, although the usage amount
could be stored at a location remote (1.e., oif-board) from
imaging media 26.

At step S208, license monitoring mechanism 18 deter-
mines whether the usage license is close to expiring. The
usage license includes a predefined threshold value V11 that
1s associated with a usage amount that will be considered to
represent that the usage license 1s close to expiring. For
example, the value VT1 may represent the point when the
imaging media has been used for eighty percent of the
licensed amount. The usage amount Ul i1s compared to
threshold value VT1. If VT1 1s not equaled or exceeded by
usage amount U1, then 1t 1s determined that the usage license
1s not close to expiring, and the process returns to step S204.
IT V11 1s equaled or exceeded by usage amount U1, then 1t 1s
determined that the usage license 1s close to expiring, and the
process proceeds to step S210.

At step S210, the consumer 1s informed that the usage
license 1s close to expiring. This warning may be visually
conveyed to the consumer 1n one or more of a gradual reduc-
tion of a density of the printed images, or as a text message
and/or an i1lluminated indicator presented at display 15 and/or
user interface 23. As a part of this warning, an amount of
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usage remaiming in the usage license 1s conveyed to the con-
sumer. Upon purchase of a new license, either the amount of
the usage remaiming will be added to a fixed licensed amount
of usage, or alternatively, the price of the new license will be
adjusted downwardly based on the amount of usage remain-
ing so that the consumer only purchases the amount of usage
necessary to achieve the fixed license usage amount.

At step S212, license monitoring mechanism 18 deter-
mines whether the consumer wants to acquire a new license
now. This query may be in the form of a text message and/or
an 1lluminated indicator displayed at one or both of display 135
and user iterface 23. If the consumer does not want to
acquire a new license at that time, then the process returns to
step S202. If the consumer does want to acquire a new license
at that time, then the process proceeds to step S214.

At step S214, license monitoring mechanism 18 deter-
mines whether the current supply of 1maging substance in
imaging media 26 1s sufficient to accommodate a new license,
1.e., whether the licensed amount will exceed the current
supply amount available from imaging device 12 and/or
imaging media 26. The supply amount available may be
determined, for example, based on an estimate derived from
usage calculations, or alternatively, from the output of an 1nk
level sensor. This query may be 1n the form of a text message
and/or an illuminated indicator displayed at one or both of
display 15 and user interface 23. IT NO, the process proceeds
to step S216 to inform the consumer that the current supply of
imaging substance in 1maging device 12 and/or imaging
media 26 1s isuilicient to accommodate a new license.
Thereatter, the process returns to step S202. If YES, then the
process proceeds to step S218.

At step S218, license monitoring mechanism 18 estab-
lishes communications with licensing vendor 16 for acquir-
ing the new license. For example, where a consumer desires a
remote on-line acquisition of the new license, license moni-
toring mechanism 18 establishes communications with
licensing vendor 16 for acquiring the new license via the
Internet. Thereafter, the new license values are retrieved and
loaded 1nto memory 33, so that uninterrupted printing can
continue. The process then returns to step S202.

If, at step S202, license monitoring mechanism 18 deter-
mines that the usage license has expired, then the process
proceeds to step S300 (FIG. 3B).

At step S300, license monitoring mechanism 18 informs
the user that the license has expired. This information 1s
conveyed to the consumer via a visual warning. One aspect of
the warning may be a gradual reduction of a density of the
printed 1mages. Another aspect of the warning may be the
display of a text message and/or an indicator light at one or
both of imaging device 12 or host 14. Such a prompt serves as
a warning to the consumer of the expiration of the current
usage license.

As step S302, although 1t has been judged that the current
usage license has expired, a grace period, referred to herein as
“limited post-expiration use,” 1s provided wherein further
imaging operations are not precluded. During the limited
post-expiration use, the consumer 1s continually warned of
the imminent ending of imaging operations due to the license
expiration, such as for example, by displaying a text message
at one or both of display 15 and user interface 23, and/or by
the gradual reduction of a density of the printed 1images that
continues until no further images can be generated.

At step S304, license monitoring mechanism 18 deter-
mines whether the consumer wants to acquire a new license
now. This query may be 1n the form of a text message and an
indicator light displayed at one or both of imaging device 12
and host 14. If the consumer does want to acquire a new

10

15

20

25

30

35

40

45

50

55

60

65

10

license at that time, then the process returns to step S214. If
the consumer does not want to acquire a new license at that
time, then the process proceeds to step S306.

At step S306, license monitoring mechanism 18 deter-
mines whether the duration of the limited post-expiration use
has expired. If NO, then the process returns to step S300. IT
YES, the process proceeds to step S308.

By the time the process proceeds to step S308, the con-
sumer has had numerous opportunities to renew the license.
However, for whatever the reason, the consumer has chosen
not to acquire a new license. At this time, the reduction of the
print density will be at a level such that meaningtul printing
cannot be continued, and thus, the 1maging operations of
imaging device 12 for all practical purposes has ended. Alter-
natively, the 1maging operations may be disallowed, such as
for example, by not enabling 1maging head 29. The process
then proceeds back to step S300, wherein license monitoring
mechanism 18 again informs the user that the license has
expired, the process passes through step S302, since the lim-
ited post-expiration use period has expired, and the process
then proceeds to step S304 to still again determine whether
the consumer wants to acquire a new license.

FIG. 4 represents a more detailed tlowchart directed to a
second embodiment of the invention.

At step S400, a consumer acquires 1maging media 26 hav-
ing a usage license associated therewith. Imaging media 26
will include an 1nitial supply of imaging substance and the
usage license will indicate a licensed amount of the 1maging
substance. The 1nitial supply amount will be greater than the
licensed amount. For example, the mitial supply amount may
be at least two times greater than the licensed amount.

At step S402, license monitoring mechamism 18 accesses
memory 33 of imaging media 26 to read an identification
number (ID) assigned to imaging media 26. This step permits
license monitoring mechamsm 18 to track multiple licenses
in situations where multiple different imaging media are peri-
odically swapped in and out of imaging device 12. Once the
imaging media ID 1s read, the process proceeds to step S404.

At step S404, license monitoring mechanism 18 deter-
mines whether the usage license has expired. This determi-
nation 1s based on a comparison of a value representing the
licensed amount of the imaging substance with a value rep-
resenting the amount of usage of imaging media 26. IT YES,
the process proceeds to step S410; 11 NO the process proceeds
to step 5400.

At step S406, imaging media 26 1s considered available for
use. This availability means that currently the usage license
imposes no restrictions on the 1imaging operations based on
using imaging media 26.

At step S408, license monitoring mechanism 18 tracks the
amount of usage of imaging media 26. This amount of usage
of 1maging media 26 will have some relationship to the
amount and/or rate of consumption of the imaging substance
in 1maging media 26. This tracking may be based, for
example, on the number of 1maging dots formed on print
media 34, the percent of image coverage on the printed sheets
of media 34, the number of printed sheets exceeding a prede-
termined coverage amount, or merely the number of sheets of
media 34 processed by imaging device 12. Preferably, this
usage amount 1s stored as an updated value 1n memory 33 that
1s mounted to imaging media 26, although the usage amount
could be stored at a location remote (1.e., oif-board) from
imaging media 26 and associated via the imaging media ID.
Thereatter, the process then returns to step S404.

I1, at step S404, license monitoring mechanism 18 deter-
mines that the usage license has expired, then the process
proceeds to step S410.
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At step S410, license monitoring mechanism 18 informs
the user that the license has expired. This information 1s
conveyed to the consumer via a visual warning. One aspect of
the warning may be a gradual reduction of a density of the
printed 1mages. Another aspect of the warning may be the
display of a text message and/or an 1llumination of an indi-
cator at one or both of display 15 and user interface 23. Such
a prompt serves as a warning to the consumer of the expiration
of the current usage license.

As step S412, although 1t has been judged that the current
usage license has expired, a grace period, referred to herein as
“limited post-expiration use,” 1s provided wherein further
imaging operations are not precluded. During the limited
post-expiration use, the consumer 1s continually warned of
the imminent ending of imaging operations due to the license
expiration, and the gradual reduction of a density of the
printed 1mages can continue until no further images are
printed. Alternatively, at the designated end of the limited
post-expiration use period, 1imaging operations of 1maging,
device 12 based on the use of 1maging media 26 are prohib-
ited.

At step S414, license monitoring mechanism 18 deter-
mines whether the consumer wants to acquire a new license
now. This query may be 1n the form of a text message or an
i1lluminated indicator displayed at one or both of display 135
and user interface 23 of host 14 and imaging device 12,
respectively.

If, at step S414, the consumer does not want to acquire a
new license at that time, then the process proceeds to step
S410, wherein the consumer 1s again informed that the license
has expired. By this time, the consumer has had multiple
opportunities to renew the license. However, for whatever the
reason, the consumer has chosen not to acquire a new license.
By the end of the limited post-expiration use period, the
gradation of the print density will be at a level such that
meaningiul printing cannot be continued, and thus, the imag-
ing operations of imaging device 12 for all practical purposes
has ended. The process continues to repeat steps S410 and
S414, wheremn license monitoring mechanism 18 again
informs the user that the license has expired, and the con-
sumer 1s given further opportunities to acquire a new license.

I, at step S414, the consumer does want to acquire a new
license at that time, then the process proceeds to step S416.

At step S416, license monitoring mechanism 18 deter-
mines whether the current supply of 1maging substance in
imaging media 26 1s sufficient to accommodate a new license,
1.e., whether the licensed amount will exceed the current
supply amount available from 1imaging media 26. The supply
amount available may be determined, for example, based on
an estimate derived from usage calculations, or alternatively,
from the output of an 1nk level sensor. This query may be 1n
the form of a text message and/or an i1lluminated indicator
displayed at one or both of display 15 and user interface 23. If
NO, the process proceeds to step S418 to inform the con-
sumer that the current supply of 1maging substance in 1mag-
ing media 26 1s msuilicient to accommodate a new license.
Thereatter, the process returns to step S410. If YES, then the
process proceeds to step S420.

At step S420, license monitoring mechanism 18 estab-
lishes communications with licensing vendor 16 for acquir-
ing the new license. For example, where a consumer desires a
remote on-line acquisition of the new license, license moni-
toring mechanism 18 establishes communications with
licensing vendor 16 for acquiring the new license via the
Internet. License monitoring mechanism 18 then sends to
licensing vendor 16 a request for licensing renewal that
includes at least one of an 1dentification of the usage license
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and the imaging media ID of imaging media 26, and any other
pertinent security information. Thereafter, upon licensing
vendor 16 determining that the request for acquiring a new
license 1s proper, licensing vendor 16 sends, 1n a secure form,
the new license information. License monitoring mechanism
18 then receives the new license information, and the new
license values in the new license information are retrieved and
loaded 1nto memory 33, so that printing can continue. The
process then returns to step S404.

FIG. 5 1s a block diagram showing functional blocks of the
ASIC 28 of FIG. 1. ASIC 28 includes a communications
interface 50, an embedded processor 52, an 1imaging record-
ing unit interface 54, a counter 56, an encryption key storage
module 58 and an embedded license authentication system
(ELAS) 60.

Alternatively, one or more of counter 36, encryption key
storage module 538 and embedded license authentication sys-
tem (ELAS) 60 may be located on 1imaging media 26, such as
for example, on the silicon containing memory 33, or located
at some other location 1n 1imaging device 12, or located on
host 14. The decision where to locate one or more of counter
56, encryption key storage module 58 and an embedded
license authentication system (ELAS) 60 may be based on,
for example: the particular system within which the compo-
nent(s) will be installed; whether the license 1s to travel with
imaging device 12 or with imaging media 26; a desire to
provide heightened security against physical tampering; and/
or, a desire to provide heightened security against unautho-
rized programming access, such as by hackers.

Communications interface 50 facilitates communications
with imaging driver 38 of host 14 via commumnications link 20
(see also FIG. 1). Embedded processor 52 1s communica-
tively coupled to communications interface 50 via electrical
path 62. Imaging recording unit interface 54 1s communica-
tively coupled to embedded processor 32 via electrical path
64, 1s communicatively coupled to image recording unit 24
via electrical path 66, and 1s communicatively coupled to
memory 33 via electrical path 68. Counter 36 1s communica-
tively coupled to embedded processor 32 via electrical path
70, and 1s communicatively coupled to 1maging recording
umt interface 54 via electrical path 72. Embedded license
authentication system (ELAS) 60 1s communicatively
coupled to communications interface 50 via electrical path
74, 1s communicatively coupled to counter 56 via electrical
path 76, 1s communicatively coupled to image recording unit
interface 54 via electrical path 78, and 1s communicatively
coupled to encryption key storage module 58 via electrical
path 80.

ELAS 60 1s programmed to periodically access memory 33
of 1imaging media 26 and read the identification number of
imaging media 26, a value representing the licensed amount
of 1maging substance 1n 1maging media 26, and a value rep-
resenting the amount of usage of imaging media 26. The
amount of usage of imaging media 26 1s tracked, and the value
representing the amount of usage of 1maging media 26 1s
periodically updated in memory 33. ELAS 60 also determines
whether the usage license has expired. This determination 1s
based on a comparison of the value representing the licensed
amount of the imaging substance with the value representing
the amount of usage of 1maging media 26.

ELAS 60 1s further programmed to facilitate the acquisi-
tion of a new license via an e-commerce transaction. To do so,
ELAS 60 establishes Internet communications with licensing
vendor 16 (see FI1G. 1). The encryption key stored 1n encryp-
tion key storage module 58 1s accessed and retrieved. Then, a
licensing renewal request, including the 1dentification num-
ber of imaging media 26, 1s generated and 1s encrypted with
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the encryption key to form encrypted license renewal request
information. Of course, other information can be included as
a part of the encrypted license renewal request information.
The encrypted license renewal request information 1s then
sent to licensing vendor 16 via the Internet. If licensing ven-
dor 16 determines that the license renewal request informa-
tion 1s valid, then licensing vendor 16 responds with the
information associated with the new license, 1n encrypted
form. ELAS 60 then decrypts the new license information,
and stores information associated with the new license 1n
memory 33. Each time ELAS 60 recetves an encrypted mes-
sage, the ELAS 60 will decrypt the message and perform a
power-on-reset (POR) ofimaging device 12. The POR, which
takes several seconds to execute, will discourage hackers
from breaking into the encryption system by brute force by
increasing the amount of time needed to validate each key.

FI1G. 6 1s a flow chart of an exemplary consumer purchasing
cycle utilizing the ELAS 60 of the ASIC 28 included 1n
license monitoring mechanism 18.

At step S500, a consumer purchases imaging device 12
having associated therewith a usage license for a set amount
of usage, such as for example, a set amount of imaging sub-
stance 1n 1maging media 26, or a set amount of pages on which
images can be formed. An alternative approach would be to
base the usage license on a time duration.

At step S502, 1t 1s indicated that the consumer can produce
images normally until the usage license expires.

At step S504, ELAS 60 sends a message to imaging driver
38 that the usage license 1s expiring, and indicates to 1maging
driver 38 the amount of imaging substance remaining 1in
imaging media 26. Also, ELAS 60 mitiates a limited post-
expiration use mode. During the limited post-expiration use
mode, the consumer 1s continually warned of the imminent
ending of 1imaging operations due to the license expiration,
such as for example, by the gradual reduction of a density of
the printed 1mages that continues until no further images can
be generated. In an 1nk jet printer, for example, this gradual
reduction of a density of the printed images may be effected
by progressively reducing the number of 1nk jet nozzles in
imaging head 29 that are available to eject k. In an electro-
photographic printer, for example, this gradual reduction of a
density of the printed 1mages may be effected by progres-
stvely reducing the power to the illuminating printhead, 1.e.,
imaging head 29, or by progressively reducing the voltage
applied to the photoconductive substrate.

At step S506, imaging driver 38 generates a warning mes-
sage that prompts the consumer to purchase a new license
from licensing vendor 16 via an e-commerce website of
licensing vendor 16. This warning message 1s displayed as a
text message, or an 1lluminated indicator, on the display 15 of
host 14.

At step S508, assuming the consumer 1s proceeding to
acquire a new license, ELAS 60 forwards a license renewal
request secured by the secure encryption key stored in
encryption key storage module 38 to the e-commerce website
of licensing vendor 16. Included in the license renewal
request, for example, 1s an 1dentification of 1imaging device 12
and/or 1imaging media 26.

At step S510, assuming that licensing vendor 16 verifies
the license renewal request as being legitimate, the consumer
purchases the new license, such as for example, by providing,
credit card information to licensing vendor 16.

Atstep S512, licensing vendor 16 sends an encrypted reply
message to 1imaging device 12. Included in the encrypted
reply message are the specifics of the new license.

At step S514, ELAS 60 decrypts the encrypted reply mes-
sage using the key stored 1n encryption key storage module
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58, and re-enables normal 1imaging operations with 1maging
device 12 and 1imaging media 26 for the duration of the new
license. Thereafter, the process returns to step S502.

FIGS. 7A and 7B form a tlowchart depicting the interaction
between an embedded license authentication system, such as
ELAS 60 of application specific integrated circuit 28, and the
memory of an 1imaging media, such as memory 33 of imaging
media 26.

At step S600, the consumer purchases 1imaging media 26
with a usage license associated with it. Imaging media 26 may
be a replaceable component for use with imaging device 12.
Alternatively, such a purchase may, for example, be 1n the
form of a purchase of an 1maging device, such as 1maging
device 12, which includes a lifetime supply of imaging sub-
stance contained 1n 1imaging media 26.

At step S602, ELAS 60 accesses memory 33 to read infor-
mation associated with imaging media 26, including 1maging
media type and the imaging substance fill level, 1.e., an 1n1tial
amount of 1imaging substance, of imaging media 26. Counter
56 15 mitialized to a predefined start count.

At step S604, ELAS 60 will increment and set the license
identification number (ID). For example, memory 33 of imag-
ing media 26 includes five bits that are programmable by
ELAS 60 to assign a umique ID to the license associated with
imaging media 26. Alternatively, imaging media 26 may be
purchased with a predefined license 1D.

At step S606, during printing, embedded processor 52
receives print data from communications interface 50.
Embedded processor 52 then supplies the print data to image
recording unit interface 54 which 1s communicatively
coupled to imaging recording unit 24. In turn, image record-
ing unit nterface 54 supplies print related information to
ELAS 60. ELAS 60 converts this information 1nto a usage
count and increments the count maintained in counter 56. As
the consumer prints, ELAS 60 will increment the count main-
tained in counter 36.

Atstep S608, once counter 56 achieves a count correspond-
ing to a usage level, such as for example twenty percent,
ELAS 60 sets the appropriate percent usage bit(s) in memory
33 of imaging media 26. Memory 33 as a plurality of usage
bits, each bit representing an amount of use of 1maging sub-
stance from 1maging media 26. For example, each bit may
represent a predefined amount of reduction 1n the quantity of
imaging substance contained 1n imaging media 26. As a more
particular example, the programming of one bit can represent
a twenty percent usage ol 1maging media 26; the program-
ming of two bits can represent a forty percent usage of 1mag-
ing media 26; the programming of three bits can represent a
s1xty percent usage ol imaging media 26; the programming of
four bits can represent a eighty percent usage of 1imaging
media 26; and the programming of five bits can represent a
one-hundred percent usage of imaging media 26.

At step S610, when all usage bits are set, thereby indicating
that the usage license has expired, ELAS 60 goes mto a
limited post-expiration use mode. ELAS 60 communicates
with embedded processor 52 and 1maging recording unit
interface 34 to eflect a gradual reduction of a density of the
printed 1mage by 1maging head 29. In an ink jet printer, for
example, this gradual reduction of a density of the printed
images may be eflected by progressively reducing the num-
ber of ik jet nozzles of imaging head 29 that are available to
¢ject k. In an electrophotographic printer, for example, this
gradual reduction of a density of the printed images may be
elfected by progressively reducing the power to the 1llumi-
nating printhead, 1.e., imaging head 29, or by progressively
reducing the voltage applied to the photoconductive sub-
strate.
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At step S612, the consumer 1s given the option to purchase
a new license. This option may be 1n the form of a warning
message that prompts the consumer to purchase a new license
from licensing vendor 16 via an e-commerce website of
licensing vendor 16. This warning message 1s displayed as a
text message, or an 1lluminated indicator, on display 15 of
host 14 and/or user 1nterface 23 of imaging device 12.

At step S614, once the new license 1s purchased, licensing
vendor 16 sends the new license in encrypted form. ELAS 60
decrypts the encrypted new license using the key stored 1n
encryption key storage module 58, and re-enables normal
imaging operations with imaging device 12 and imaging
media 26 for the duration of the new license, 1.e., leaves the
limited post-expiration use mode and returns to a normal
printing mode.

At step S616, ELAS 60 sets the license ID of imaging,
media 26 to a new unique 1dentification number associated
with the new license. This unique identification number, for
example, may be included in a five-bit number that 1s ran-
domly generated.

Atstep S618, if embedded processor 52 does not recognize
the new license 1D of imaging media 26 as a valid number,
then 1maging operations are halted until this discrepancy 1s
climinated.

At step 5620, as the consumer prints, ELAS 60 increments
the usage count in counter 56. This step 1s substantially the
same as step S606 discussed above.

Atstep S622, once counter 56 achieves a count correspond-
ing to a usage level, such as for example forty percent, ELAS
60 scts the appropriate percent usage bit(s) in memory 33 of
imaging media 26.

At step S624, when all usage bits are set, ELAS 60 goes
into the limited post-expiration use mode. ELAS 60 commu-
nicates with embedded processor 52 and 1imaging recording,
unit interface 34 to effect a gradual reduction of a density of
the printed 1mage.

At step S626, printing can continue in the limited post-
expiration use mode with the continued reduction 1n 1image
density so long as imaging substance 1s present in 1imaging
media 26.

The process then returns to step S612. Accordingly, while
in the limited post-expiration use mode, the consumer 1s given
multiple opportunities to obtain a new license after the expi-
ration of the current usage license.

FIGS. 8A and 8B form a flowchart of an embodiment of a
license authentication method of the present invention,
wherein an 1maging media, such as imaging media 26, 1s
bound to a particular imaging device, such as imaging device
12. FIGS. 8A and 8C form a tlowchart of another embodiment
of a license authentication method of the present invention,
wherein an imaging media, such as imaging media 26, 1s not
bound to a particular imaging device and can be 1nstalled in
any 1maging device, including imaging device 12, that can
facilitate 1ts installation. Thus, FIG. 8 A 1s common to each of
these embodiments. With respect to the flowchart blocks of
FIGS. 8A, 8B and 8C, the abbreviation IM 1s used to refer to
the imaging media, and the abbreviation ID 1s used to refer to
identification.

At step S700, 1t 1s determined that imaging media 26 has
been installed 1n 1imaging device 12.

At step S702 embedded license authentication system
(ELAS) 60 records the imaging media ID of imaging media
26 1n memory of 1imaging device 12, such as 1n embedded
processor 32, the imaging media ID having been previously
stored in memory 33 of imaging media 26. An imaging device
ID unique to imaging media 26 may, for example, be written
to memory 33 at the time of manufacture of imaging media 26
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and/or written to memory on an ink jet printhead serving as
imaging head 29. Alternatively, imaging device 12 could
write into memory 33 aunique 1maging device ID when a new
imaging media 1s installed 1n 1imaging device 12. Further, the
unique 1maging device ID could be generated by 1maging
device 12, or by the e-commerce server of licensing vendor
16, at the time of license purchase, and then written to the
imaging media memory, such as memory 33, by imaging
device 12

At step S704 ELAS 60 reads imaging media usage data
stored in memory 33 of imaging media 26. The usage data 1s
an 1ndication of an amount of usage, for example the amount
ol 1imaging substance depletion, of imaging media 26. Such
usage data may be, for example, 1n the form of a count value,
such as for example, the number of 1nk jet nozzle firings.

At step S706, ELAS 60 determines whether a first use of
imaging media 26 has expired. By the term “first use”, 1t 1s
meant that no license renewal has occurred for that particular
imaging media 26.

I, at step S706, the determination 1s NO, then the process
proceeds to step S708 to determine whether the 1maging
media ID 1s new to imaging device 12.

I, at step S708, the determination 1s NO, then the process
proceeds to step S710.

At step S710, ELAS 60 copies the usage data stored 1n
memory 33 to the allocated memory of 1maging device 12,
such as 1n ASIC 28. The process then continues to step S714.

I, at step S708, the determination 1s YES, then the process
proceeds to step S712.

At step S712, ELAS 60 formats the allocated memory of
imaging device 12, such as 1n ASIC 28, and stores the usage
data in the allocated memory.

At step S714, ELAS 60 allows imaging until it 1s deter-
mined that the first use has expired.

At step S716, when the first use has expired, ELAS 60
writes a {irst use expiration code to memory 33 of 1maging
media 26.

At step S718, the consumer 1s 1nstructed to purchase a new
usage license through licensing vendor 16, such as through an
e-commerce server of licensing vendor 16. When the license
1s purchased through the e-commerce server of licensing
vendor 16, the e-commerce server of licensing vendor 16 can
keep a database of licensed 1maging media, such as 1maging
media 26, through recordation of a license 1dentification and
the associated imaging media ID.

Returning now to decision step S706, if the determination
1s YES, the first use has expired, 1.e., the first use expiration
code has been written to memory 33 ol imaging media 26, and
the process proceeds to step S720.

At step S720, it 1s determined whether the imaging media
ID 1s new to imaging device 12.

If, at step 5720, the determination 1s YES, the process
proceeds through path E1 to step S800 of FIG. 8B if the
system 1s designed such that imaging media 26 1s bound to
imaging device 12, or alternatively, the process proceeds
through path E2 to step S900 of FIG. 8C 1f the system 1s
designed such that imaging media 26 1s not bound to 1imaging
device 12. Each of FIGS. 8B and 8C will be discussed in detail
below.

I1, at step S720, the determination 1s NO, the process pro-
ceeds to step S722 to determine whether the license has
expired.

I, at step 8722, the determination 1s NO, then the process
proceeds to step S724, wherein ELAS 60 allows 1maging
until the license has expired.

I, at step S722, the determination 1s YES, the license has
expired, the process proceeds through path F1 to step S800 of




US 7,589,850 B2

17

FIG. 8B if the system 1s designed such that imaging media 26
1s bound to 1imaging device 12, or alternatively, the process
proceeds through path F2 to step S900 of FIG. 8C if the
system 1s designed such that imaging media 26 1s not bound to
imaging device 12.

As indicated above, the process of FIG. 8B 1s executed 11
the system 1s designed such that imaging media 26 1s bound to
imaging device 12.

Atstep S800, 1t 1s determined whether imaging media 26 1s
enabled.

It, at step S800, the determination 1s YES, then the process
proceeds to step S718 of FIG. 8 A, wherein the consumer 1s
instructed to purchase a new license through licensing vendor
16, such as through an e-commerce server of licensing vendor
16.

I, at step S800, the determination 1s NO, then the process
proceeds to step S802.

Atstep S802, ELAS 60 informs the consumer that imaging
media 26 1s empty, and that further imaging 1s disallowed. The
disallowing of 1maging can be effected, for example, by set-
ting a bit in memory 33 of imaging media 26, wherein 1mag-
ing device 12 examines the bit during a power on reset (POR)
of imaging device 12.

Also, as indicated above, the process of FIG. 8C 1s
executed i1f the system 1s designed such that imaging media 26
1s not bound to 1imaging device 12.

Atstep S900, 1t 1s determined whether imaging media 26 1s
enabled.

I, at step S900, the determination 1s NO, then the process
proceeds to step S902.

Atstep S902, ELAS 60 informs the consumer that imaging
media 26 1s empty, and that further imaging 1s disallowed. The
disallowing of 1maging can be effected, for example, by set-
ting a bit in memory 33 of imaging media 26, wherein 1mag-
ing device 12 examines the bit during a power on reset (POR)
of imaging device 12.

It, at step S900, the determination 1s YES, then the process
proceeds to step S904.

Atstep S904, ELAS 60 sends the imaging device ID to the
e-commerce server of licensing vendor 16. The process then
proceeds to step S906.

At step S906, the e-commerce server of licensing vendor
16 accesses its database to determine whether a license has
been 1ssued corresponding to the imaging device 1D of imag-
ing media 26.

I1, at step S906, the determination 1s YES, then the process
returns to step S724 of FIG. 8A, wherein ELAS 60 allows
imaging until the license has expired.

I, at step S906, the determination 1s NO, then the process
proceeds to step S718 of FIG. 8 A, wherein the consumer 1s
instructed to purchase a new license through licensing vendor
16, such as through the e-commerce server of licensing ven-
dor 16.

While this invention has been described as having a pre-
terred design, the present invention can be further modified
within the spirit and scope of this disclosure. This application
1s therefore intended to cover any variations, uses, or adapta-
tions of the invention using its general principles. Further, this
application 1s intended to cover such departures from the
present disclosure as come within known or customary prac-
tice 1n the art to which this invention pertains and which fall
within the limits of the appended claims.

What is claimed 1s:

1. A licensing method associated with an 1maging device
that uses an 1maging media 1n forming printed 1mages on print
media, said imaging media including an imitial supply amount
ol an 1maging substance, wherein a usage license 1s associ-
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ated with at least on of said 1maging device and said imaging
media, said usage license defining a first usage threshold at
which a consumer 1s prompted to acquire a new license; and
a license monitoring mechanism communicatively coupled
with said imaging device, said license monitoring mechanism
performing the acts of:

tracking an amount of usage of an 1imaging media by an

imaging device;

determining whether said amount of usage of said imaging,

media by said imaging device has reached a first usage
threshold; and

upon reaching said first usage threshold, then prompting

said consumer to acquire a new license from a licensing,
vendor, wherein said prompting act further comprising
determining whether said consumer wants to acquire
said new license, and 11 said consumer wants to acquire
said new license, then said license monitoring mecha-
nism performing the act of establishing communications
with said licensing vendor for acquiring said new license
from said licensing vendor.

2. The licensing method of claim 1, wherein said usage
license defines a licensed amount of said 1maging substance
that can be used during a term of said usage license, and
wherein said iitial supply amount 1s greater than said
licensed amount of said imaging substance.

3. The licensing method of claim 2, wherein said 1nitial
supply amount 1s at least two times greater than said licensed
amount.

4. The licensing method of claim 1, wherein said imaging,
substance 1s one of 1k and toner.

5. The licensing method of claim 1, wherein said imaging,
media 1s at least one of an 1nk supply tank, an ink jet cartridge,
a toner tank and an electrophotographic process (EP) car-
tridge, said imaging media having mounted thereto amemory
for storing a first value representing said initial amount of said
imaging substance and a second value representing said
licensed amount of said imaging substance.

6. The licensing method of claim 5, wherein a third value
representing said amount of usage 1s stored in said memory.

7. The licensing method of claim 3, wherein 11 said con-
sumer wants to acquire said new license, then said license
monitoring mechanism facilitating communications with
said licensing vendor for acquiring said new license from said
licensing vendor, said new license including a new licensed
amount that 1s stored as said second value.

8. The licensing method of claim 1, wherein said tracking,
act tracks a consumption of said imaging substance.

9. The licensing method of claim 1, wherein said tracking
act tracks at least one of a number of imaging dots formed on
said print media; a number of 1maging dots formed on said
print media as compensated for by at least one of temperature,
humidity and time; a percent of image coverage on printed
sheets of said print media; a number of printed sheets exceed-
ing a predetermined coverage amount; a number of sheets of
said print media; and, time.

10. The licensing method of claim 1, wherein said tracking
act tracks a consumption of sheets of said print media.

11. The licensing method of claim 1, wherein said tracking
act comprises determining a usage amount of at least one of
said 1maging substance and said print media.

12. The licensing method of claim 11, wherein said 1mag-
ing substance 1s one of ink and toner, and said print media 1s
sheets of paper.

13. The licensing method of claim 1, wherein when said
first usage threshold 1s reached, said imaging device informs
said consumer that said license 1s close to expiring.
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14. The licensing method of claim 13, wherein said con-
sumer 1s informed by posting a visual warning.

15. The licensing method of claim 14, wherein said visual
warning 1s a gradual reduction of a density of said printed
1mage.

16. The licensing method of claim 14, wherein said visual
warning 1s at least one of a text message and an 1lluminated
indicator.

17. The licensing method of claim 1, further comprising the
acts of:

defiming a second usage threshold of said imaging media,

said second usage threshold corresponding to said usage
license being expired; and

when said second usage threshold 1s reached, said imaging

device informs said consumer that said license has
expired.

18. The licensing method of claim 17, wherein said con-
sumer 1s informed by posting a visual warning.

19. The licensing method of claim 18, wherein said visual
warning 1s a gradual reduction of a density of said printed
image.

20. The licensing method of claim 18, wherein said visual
warning 1s at least one of a text message and an 1lluminated
indicator.

21. The licensing method of claim 1, further comprising the
acts of:

defining a second usage threshold of said imaging media,

said second usage threshold corresponding to said usage
license being expired;

determining whether said second usage threshold has been

reached; and

i said second usage threshold has been reached, then per-

mitting use of said 1maging device for a limited post-
expiration amount.

22. The licensing method of claim 21, further comprising
the act of determining whether said limited post-expiration
amount has been reached, wherein 11 said limited post-expi-
ration amount has been reached, then disallowing operation
an 1maging operation of said imaging device.

23. The licensing method of claim 1, further comprising the
acts of:

determining that said usage license has expired;

placing said imaging device in a limited post-expiration

use mode;

informing said consumer that said usage license has

expired; and

again determining whether said consumer wants to acquire

said new license.

24. 'The licensing method of claim 23, wherein a duration 1s
associated with said limited post-expiration use, wherein
when said duration 1s exceeded the method further compris-
ing the act of disallowing operation of said imaging device.

25. The licensing method of claim 1, said license monitor-
ing mechanism performing the act of facilitating communi-
cations with said licensing vendor for acquiring said new
license from said licensing vendor.

26. The licensing method of claim 1, said license monitor-
ing mechanism facilitating acquisition of said new license via
an e-commerce transaction.

27. The licensing method of claim 26, wherein said facili-
tating acquisition comprises the acts of:

establishing Internet communications with said licensing

vendor;

sending a request for licensing renewal that includes an

identification of said imaging media; and

receiving new license information associated with said

new license.
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28. The licensing method of claim 1, wherein said usage
license requires a combination of said imaging device with a
particular one of said imaging media.

29. A licensing method, associated with an imaging device,
said 1maging device having a licensing monitoring mecha-
nism and a usage license associated therewith, comprising the
acts of:

tracking an amount of usage of an 1imaging device;

determining with said licensing monitoring mechanism

whether a consumer wants to acquire a new license; and

11 said consumer wants to acquire said new license, then

said license monitoring mechanism facilitating acquisi-
tion of said new license from a licensing vendor.

30. The licensing method of claim 29, wherein said facili-
tating acquisition act comprises an on-line e-commerce trans-
action.

31. The licensing method of claim 29, further comprising
the acts of determining with said licensing monitoring
mechanism whether said usage license 1s close to expiring;
and informing said consumer that said usage license 1s close
to expiring.

32. The licensing method of claim 31, wherein said act of
informing comprises visually conveying a warning to said
consumer by a gradual reduction of a density of printed
images being produced by said imaging device.

33. The licensing method of claim 31, wherein said act of
informing comprises visually conveying a warning to said
consumer by at least one of a gradual reduction of a density of
printed images being produced by said imaging device, a text
message and an 1lluminated indicator.

34. The licensing method of claim 29, further comprising
the act of determining whether said usage license has expired.

35. The licensing method of claim 34, wherein 1t 1t 1s
determined that the usage license has expired, then said
license monitoring mechanism informs said consumer that
the license has expired.

36. The licensing method of claim 35, wherein said con-
sumer 1s informed by at least one of a gradual reduction of a
density of printed 1mages being produced by said imaging
device, a text message and an 1lluminated 1ndicator.

37. The licensing method of claam 34, whereimn 1t 1t 1s
determined that the usage license has expired then providing
a period of limited post-expiration use during which imaging
operations with said imaging device can continue.

38. The licensing method of claim 37, wherein during said
period of said limited post-expiration use, said consumer 1s
warned of the imminent ending of said 1imaging operations
due to the license expiration.

39. The licensing method of claim 38, wherein during said
limited post-expiration use said license monitoring mecha-
nism facilitates acquisition of said new license.

40. The licensing method of claim 29, wherein said license
monitoring mechanism facilitates acquisition of said new
license via an e-commerce transaction.

41. The licensing method of claim 29, wherein said track-
ing act comprises tracking at least one of a number of imaging
dots formed on a print media; a number of 1maging dots
formed on said print media as compensated for by at least one
of temperature, humidity and time; a percent of 1mage cov-
crage on printed sheets of said print media; a number of
printed sheets exceeding a predetermined coverage amount; a
number of sheets of said print media; and, time.

42. An imaging device configured for use with the licens-
ing method of claim 29.

43. A licensing method associated with an imaging media
having a usage license associated therewith, said 1maging
media having an 1mitial supply of an imaging substance and a
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memory storing an 1dentification number for said 1imaging,
media, said usage license indicating a licensed amount of said
imaging substance; and a license monitoring mechanmsm for
accessing said memory of said imaging media and reading
said 1dentification number for said imaging media, compris-
ing the acts of:

tracking an amount of usage of an 1maging media, said

amount ol usage of said imaging media being at least one
of an amount of consumption of said 1maging substance
and a rate of consumption of said 1imaging substance;
and

a license monitoring mechanism determining whether a

usage license has expired, said determination being
based on a comparison of a first value representing a
licensed amount of said imaging substance with a sec-
ond value representing said amount of usage of said
imaging media, informing said consumer that said usage
license has expired, wherein said act of informing com-
prises providing a visual warning to a consumer,
wherein said visual warning 1s a gradual reduction of a
density of printed images.

44. The licensing method of claim 43, wherein said visual
warning 1s at least one of a gradual reduction of a density of
printed images being produced by said imaging device, a text
message and an 1lluminated 1ndicator.

45. The licensing method of claim 43, wherein if 1t 1s
determined that said usage license has expired then providing
period of limited post-expiration use during which 1maging
operations using said imaging media can continue.

46. The licensing method of claim 45, wherein during said
period of said limited post-expiration use, said consumer 1s
warned of an imminent ending of said imaging operations due
to the expiration of said usage license.

47. The licensing method of claim 46, wherein said con-
sumer 1s warned by a gradual reduction of a density of images
generated using said imaging media.

48. The licensing method of claim 47, wherein during said
limited post-expiration use, said license momtoring mecha-
nism facilitating acquisition of said new license.

49. The licensing method of claim 43, said license moni-
toring mechanism facilitating acquisition of a new license.

50. The licensing method of claim 49, wherein said facili-
tating acquisition of said new license 1s via an on-line e-com-
merce transaction.

51. The licensing method of claim 49, wherein said facili-
tating acquisition act comprises the acts of:

establishing Internet communications with a licensing ven-

dor;

sending request for licensing renewal that includes said

identification number of said imaging media; and
receiving new license values associated with said new
license.

52. The licensing method of claim 51, further comprising
the act of storing said new license values 1n said memory.

53. An 1imaging device, comprising:

an electronics unit;

an 1maging recording unit communicatively coupled to

said electronics unit; and

an 1maging media carrying a supply of imaging substance

said 1maging media icluding a memory, said memory
being communicatively coupled to said electronics unit,
said memory including storage locations for storing an
identification number of said imaging media, a {first
value representing a licensed amount of the imaging
substance and a second value representing an amount of
usage of imaging media;

said electronics unit including:
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a communications intertace for facilitating communica-

tions with an 1imaging device driver;

an embedded processor communicatively coupled to said

communications interface;

an 1maging recording unit interface communicatively

coupled to each of said embedded processor, said image
recording unit and said memory;

a counter communicatively coupled to each of said embed-

ded processor and said imaging recording unit interface;
an encryption key storage module; and

an embedded license authentication system (ELAS) com-

municatively coupled to each of said communications
interface said counter said imaging recording unit inter-
face and said encryption key storage module, said ELAS
being programmed for performing:

accessing said memory of said imaging media and reading,

said 1dentification number for said imaging media, said
first value and said second value;

tracking said amount of usage of said imaging media;

determiming whether said usage license has expired, said

determination being based on a comparison of said first
value representing said licensed amount of said imaging
substance with said second value representing said
amount ol usage of 1imaging media.

54. The imaging device of claim 53, said ELAS being
programmed to perform the further act of facilitating acqui-
sition of a new license via an e-commerce transaction.

55. The imaging device of claim 54, wherein said facilitat-
ing acquisition comprises the acts of:

establishing Internet communications with a licensing ven-

dor:

accessing an encryption key stored 1n said encryption key

storage module;
generating a license renewal request including said 1denti-
fication number of said imaging media, and encrypting
said license renewal request with said encryption key to
form encrypted license renewal request information;

sending said encrypted license renewal request informa-
tion to said licensing vendor; and

recerving new license values associated with said new

license.

56. The imaging device of claim 54, wherein said new
license 1s recetved 1n an encrypted message, and said imaging
device performing a power-on reset upon receving any
encrypted message.

57. The imaging device of claim 53, wherein said electron-
ics unit 1s an application specific integrated circuit (ASIC).

58. A licensing method associated with an imaging device
having an embedded license authentication system (ELAS);
and an 1imaging media for use with said imaging device, said
imaging media having a usage license associated therewith,
said imaging media including a memory for storing informa-
tion associated with said 1imaging media, said information
including an 1maging media type, an imaging substance fill
level of said imaging media, and a usage amount of said
imaging media, said usage amount being represented by a
plurality of usage bits representing a corresponding plurality
of usage levels, each bit representing a usage level of imaging
substance from said imaging media, comprising the acts of:

an ELAS accessing a memory to read information associ-

ated with an 1maging media;

said ELAS setting a license 1dentification number (ID)

corresponding to a usage license associated with said
imaging media; and

said ELAS maintaining a count representing a usage of

said 1maging media,
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when said count achieves a value corresponding to one of
said plurality of usage levels for said 1imaging media,
said ELAS setting an appropriate usage bit of said plu-
rality of usage bits 1n said memory, and
when at least portion of said plurality of usage bits are set,
thereby indicating said usage license has expired, said
ELAS going into a limited post-expiration use mode,
wherein during said limited post-expiration use mode a
gradual reduction of a density of printed 1mages occurs.

59. The licensing method of claim 58, further comprising
the act of facilitating a purchase of a new license via an
e-commerce website of a licensing vendor.

60. The licensing method of claim 58, further comprising
the act of performing a power-on reset of said imaging device
upon recerving an encrypted message.

61. The licensing method of claim 60, wherein once a new
license 1s purchased, said licensing vendor sending said new
license 1n encrypted form, said ELAS decrypting said new
license 1n encrypted form, said ELAS leaving said limited
post-expiration use mode and returning to a normal 1maging
mode.

62. The licensing method of claim 61, wherein said ELAS
sets a new license 1dentification (ID) corresponding to said

new license associated with said imaging media.
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63. The licensing method of claim 62, wherein said new
license ID 1s randomly generated.

64. The licensing method of claim 62, wherein 1f said
imaging device does not recognize said new license ID as a
valid number then said 1maging operations are halted.

65. The licensing method of claim 58, wherein said 1mag-
ing device continues printing in said limited post-expiration
use mode with a continued reduction in said image density so
long as at least some of said imaging substance is present 1n
said 1maging media.

66. The licensing method of claim 38, wherein 1f said
imaging device 1s an 1nk jet printer, said gradual reduction of
said density of said printed 1mages 1s effected by progres-
stvely reducing the number of 1nk jet nozzles of an 1maging,
head that are available to eject k.

67. The licensing method of claim 38, wherein 1t said
imaging device 1s an electrophotographic printer said gradual
reduction of a density of the printed 1mages 1s effected by at
least one of progressively reducing the power to an 1maging
head and progressively reducing a voltage applied to a pho-
toconductive substrate.
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