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(57) ABSTRACT

An information storage apparatus capable of setting the num-
ber and sizes of partitioned areas resulting from partitioning a
memory area based on a user’s mtention 1s provided. For this
purpose, an information storage apparatus having a plurality
of partitioned areas of different security levels 1n a memory
area 1s provided with an area control section that controls
addresses of partitioned areas in the memory area, an area
update condition control section that controls update condi-
tions when the number or sizes of partitioned areas are
updated, an area update decision section that decides whether
a partition request requesting updating of the number or sizes
of partitioned areas satisfies the update conditions and an area
update section that executes, when the partition request sat-
1sfies the update conditions, updating of the partitioned areas
in the memory area according to the partition request. The
partitioned areas in the memory area of this information stor-
age apparatus are updated at a partition request reflecting the
user’s mtention 1n accordance with the user’s intention.
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INFORMATION STORAGE DEVICE HAVING
A DIVIDED AREA IN MEMORY AREA

TECHNICAL FIELD

The present mvention relates to an information storage
apparatus provided with a memory area such as a semicon-
ductor memory card and IC card.

BACKGROUND ART

In recent years, a semiconductor memory card provided
with a plurality of areas having different security levels and
access techniques on a single card 1s under development. For
example, a conventional technology described 1n the Unex-
amined Japanese Patent Publication No. 2001-14441 dis-
closes a semiconductor memory card having an authenticated
area accessible to only authenticated devices and a non-au-
thenticated area accessible without any authentication as a
storage area.

As shown 1 FIG.1, this memory card incorporates an IC
chip of a flash memory 303 making up a storage area and a
control IC 302 that controls write/read to/from the storage
area, and the flash memory 303 1s provided with an authen-
ticated area 332 that permits access only to devices authenti-
cated as licensed devices and a non-authenticated area 331
that permits access without any such authentication.

Furthermore, the control IC 302 1s provided with an
authentication section 321 that authenticates the validity of
another party device attempting to access this memory card
109, a command decision control section 322 that decides the
type of a command 1input through a command pin and controls
various components according to the type, an authenticated
area access control section 3235 that executes data write/read
to/from the authenticated area 332 of the flash memory 303
and a non-authenticated area access control section 326 that

executes data write/read to/from the non-authenticated area
331.

A terminal which accesses the authenticated area 332 of
this memory card 109 performs authentication with the
authentication section 321 of the memory card 109 and when
the authentication 1s completed successiully, the terminal 1s
allowed to perform data write/read to/from the authenticated
area 332 through the authenticated area access control section
325. Furthermore, data write/read to/from the non-authenti-
cated area 331 can be freely performed through the non-
authenticated area access control section 326.

The non-authenticated area 331 and authenticated area 332
of this memory card 109 are delimited at a certain address 1n
the flash memory 303 as a boundary and the size of each area
can be made variable by changing the boundary address.
When the area 1s changed, an apparatus accessing the
memory card 109 performs authentication with the memory
card 109 and then sends the size of the non-authenticated area
331 to the memory card 109 using an area change dedicated
command. Upon reception of the area change command, the
memory card 109 saves the value 1n a non-volatile work area
in the memory card 109 and executes access control over the
authenticated area 332 and non-authenticated area 331 using
the value as a new boundary address 1n subsequent accesses.

However, 1n such a conventional information storage appa-
ratus having a plurality of partitioned areas, a memory area 1s
already partitioned based on the intention of a card issuer at a
stage at which the card 1s 1ssued to a user. Thus, even when the
mode of use of the information storage apparatus differs from
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2

one user to another, each user cannot help but acquire an
information storage apparatus having only a preplanned par-
titioned area.

DISCLOSURE OF INVENTION

It 1s an object of the present invention to provide an infor-
mation storage apparatus allowing a user to set the number
and sizes of partitioned areas resulting from partition of a
memory area based on the user’s intention.

This object 1s attained by an information storage apparatus
including a plurality of partitioned areas with different secu-
rity levels in a memory area, provided with an area control
section that controls addresses of the partitioned areas in the
memory area, an area update condition control section that
controls update conditions when updating the number or sizes
of the partitioned areas, an area update decision section that
decides whether a partition request requesting updating of the
number or sizes of partitioned areas satisfies the update con-
ditions or not and an area update section that updates, when
the partition request satisfies the update conditions, the par-
titioned areas 1n the memory area according to the partition
request.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram showing the configuration of a
conventional semiconductor memory card;

FIG. 2 1s a block diagram showing the configuration of a
secure memory card;

FIG. 3 illustrates a block diagram showing the configura-
tion of the secure memory card;

FIG. 4A 1llustrates procedure conditions that specily a
procedure under area update conditions of the secure memory
card;

FIG. 4B illustrates entity conditions that specily an area
update entity under area update conditions of the secure
memory card;

FIG. 5 illustrates area control information on the secure
memory card according to an embodiment;

FIG. 6 illustrates a tlow chart showing the operation of the
secure memory card according to the embodiment;

FIG. 7 illustrates information stored by the area update
decision section of the secure memory card according to the
embodiment; and

FIG. 8 schematically illustrates a memory partitioned area
betfore and after updating.

BEST MODE FOR CARRYING OUT TH
INVENTION

(L]

With reference now to the attached drawings, an embodi-
ment of the present invention will be explained below.

Embodiment 1

An embodiment of the present invention will explain an
information storage apparatus having three areas of an
authenticated area, non-authenticated area and secure area as
areas whose size 1s set based on a user’s intention.

The information storage apparatus having the authenti-
cated area, non-authenticated area and secure area (here
referred to as “secure memory card™) i1s the card developed by
the present applicant recently and as shown in the block
diagram of FIG. 2, the information storage apparatus 1is
roughly provided with a control section 20, a large-volume
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non-volatile memory 50 made up of a flash memory and a
tamper resistant IC section 11.

The large-volume non-volatile memory 50 includes an
authenticated area 52 accessible to only authenticated
devices, a non-authenticated area 53 accessible without any
authentication, a secure area 51 accessible only to the IC
section 11 and an address information control area 54 that
stores address information on these areas.

The control section 20 1s provided with a data I/F section 21
that exchanges data with an R/W apparatus 69, a command
I/F section 22 that exchanges commands with the R/W appa-
ratus 69, a control authentication section 23 that authenticates
the R/W apparatus 69, a control command processing section
24 that interprets an accepted command and performs pro-
cessing according to the command, an access control section
25 that controls access to the large-volume non-volatile
memory 50 and serves as means for exchanging data with the
IC section 11 and a large-volume non-volatile memory I'F
section 26 that exchanges data with the large-volume non-
volatile memory 30.

On the other hand, the IC section 11 1s provided with an
internal non-volatile memory 41, an I'F section 12 that
exchanges data and command with the control section 20, an
IC command processing section 13 that interprets a command
and carries out processing according to the command, a file
control section 14 that controls data stored in the internal
non-volatile memory 41 and secure area 51 1n a file format, an
IC authentication section 15 that authenticates the R/W appa-
ratus 69 and permits the authenticated R/W apparatus 69 data
access to the internal non-volatile memory 41 and secure area
51, an encryption/decryption circuit 17 that performs encryp-
tion/decryption on write/read data to/from the internal non-
volatile memory 41 and secure area 51 using a key stored in
the internal non-volatile memory 41, a memory control sec-
tion 16 that controls the internal non-volatile memory 41 and
secure area 51 and an internal non-volatile memory I/F sec-
tion 18 that exchanges data with the internal non-volatile
memory 41.

The R/W apparatus 69 that performs data write/read
to/from the non-authenticated area 33 of this secure memory
card 10 sends a command to request access to the non-au-
thenticated area 53 to the secure memory card 10. The control
command processing section 24 interprets the command,
instructs the access control section 25 to perform access con-
trol over the large-volume non-volatile memory 50, and the
data sent from the R/W apparatus 69 through the data I'F
section 21 1s written into the non-authenticated area 53 and
the data read from the non-authenticated area 53 1s sent to the
R/W apparatus 69 through the data I/F section 21.

Furthermore, the R/W apparatus 69 that performs data
write/read to/from the authenticated area 52 sends a com-
mand to request authentication, performs authentication with
the control authentication section 23 and then sends a com-
mand to request access to the authenticated area 352. The
control command processing section 24 interprets the com-
mand, instructs, when the authentication has been completed
successiully, the access control section 23 to perform access
control over the large-volume non-volatile memory 50, and
the data sent from the R/W apparatus 69 through the data I/'F
section 21 1s written 1nto the authenticated area 52 and the
data read from the authenticated area 52 1s sent to the R/'W
apparatus 69 through the data I/'F section 21.

Furthermore, a command of the R/W apparatus 69 to
request data write/read to/from the secure area 31 is trans-
terred from the access control section 25 to the IC section 11
under the instruction of the control command processing
section 24 that has interpreted the command. The IC com-
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4

mand processing section 13 of the IC section 11 iterprets this
command and causes, when the command 1s requesting
authentication, the 1C authentication section 15 to perform
authentication processing on the R/W apparatus 69 and con-
firms, when the command 1s requesting data write/read
to/from the secure area 51, that the authentication processing,
on the IC authentication section 13 has been finished and then
instructs the memory control section 16 to perform data write/
read to/from the secure area 51. The memory control section
16 that has received the instruction requests the encryption/
decryption circuit 17 to encrypt the data sent from the R/'W
apparatus 69 to the IC section 11 through the access control
section 25 and writes the encrypted data into the secure area
51 of the large-volume non-volatile memory 50 through the
large-volume non-volatile memory I/F section 26. Further-
more, the data read from the secure area 51 1s decoded by the
encryption/decryption circuit 17 and sent to the IC command
processing section 13. This data i1s sent from the data I/F
section 21 of the control section 20 to the R/W apparatus 69.
Thus, 1n this secure memory card 10, the authenticated area
52 has a higher security level than the non-authenticated area
53 and the secure area 51 has a higher security level than the
authenticated area 52. The secure area 31 1s suitable as the
place to store highly confidential application or high-volume
data handled by the application installed 1n an IC card, while
the authenticated area 52 1s suitable as the place to store
contents whose copyright 1s protected. Furthermore, general
data that requires no confidentiality or encrypted data which
has no possibility of being decoded can be stored in the
non-authenticated area 53. For this reason, the user who tries
to store more highly confidential application wants the secure
area 51 to be wider, while the user who tries to store more
contents whose copyright 1s protected prefers the wider
authenticated area 32 and the user who only stores general
data which need not be kept in confidentiality wants the
non-authenticated area 53 to be expanded.

To allow the user to set the sizes of the authenticated area,
non-authenticated area and secure area of the secure memory
card based on this user’s intention, as shown in FIG. 3, the
secure memory card of this embodiment of the present inven-
tion 1s provided with a command transmission/reception sec-
tion 73 that receives a partition request command to request
repartition of the memory area 78 from the outside and trans-
mits the processing result to the outside, an area update con-
dition control section 71 that controls update conditions of the
memory area 78, an area update decision section 72 that
decides whether a partition request of the memory area 78
meets the area update conditions under the control of the area
update condition control section 71 or not, an area update
section 77 that reformats the memory area 78 when the area
partition request satisiies the area update conditions, an area
control section 76 that controls addresses, etc., of the memory
area 78, an mitialization section 75 that performs 1nitial par-
tition of the memory area 78 and stores 1nitial value data in the
partitioned areas and a receipt creation section 74 that creates
a receipt indicating that the repartition of the memory area 78
has been normally conducted based on the partition request.

Furthermore, the area update section 77 1s also provided
with area update sections 771 to 774 that set memory parti-
tioned areas at their respective security levels and memory
partitioned areas of diflerent security levels which are set in
the memory area 78 by some of those area update sections are
expressed here as area 1 (781) to area a (783).

The memory area 78 of this secure memory card 70 corre-
sponds to the large-volume non-volatile memory 50 1n FIG. 2
and the area 1 (781) to area a (783) correspond to the non-
authenticated area 53, authenticated area 52, secure area 51,
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etc., 1n FIG. 2. Furthermore, the area control section 76 1s the
section that controls the address information control area 54
of the large-volume non-volatile memory 50 in FIG. 2 and
including this area control section 76, the command transmis-
s1on/reception section 73, area update condition control sec-
tion 71, area update decision section 72, area update section
77, mtialization section 73 and receipt creation section 74 are
provided 1n the control section 20 1n FIG. 2.

As shown 1n FIG. 4A and FIG. 4B, the area update condi-
tion control section 71 controls a table specilying the area
update conditions. The area update conditions are made up of
procedure conditions (FIG. 4A) that specily a procedure and
entity conditions (FIG. 4B) that specily an enftity of area
updating. The procedure conditions specily the necessity of
authentication and the necessity of command encryption 1n
association with the timing of performing area partition,
while the entity conditions specily a partitionable count, a
maximum number of partitions of the memory area 78 and
maximuim size per memory partitioned area, etc. Here, these
procedure conditions and entity conditions can be determined
for various reasons by a card 1ssuer, service operator, etc., and
there can be naturally cases where the procedure conditions
may not be distinguished betfore and after 1ssuance of a card.

In the memory area 78 of the secure memory card 70 at the
stage of shipment, the mitialization section 75 sets the non-
authenticated area, authenticated area and secure area of pre-
determined sizes and the initialization section 75 writes initial
data in the respective memory partitioned areas.

The area control section 76 controls address information
on the memory partitioned area in this memory area 78. FIG.
5 illustrates area control information controlled by the area
control section 76. Here, area 1dentifiers indicating security
levels of the memory partitioned area, address values indicat-
ing the positions ol the memory partitioned areas 1n the
memory area 78 and address values indicating the range in
which actual data 1s stored 1n the memory partitioned area are
controlled.

When a user purchases this secure memory card 70 at a
shop, the secure memory card 70 1s set in an R/W apparatus at
the shop and the user sets a memory partitioned area of a
desired size 1n the memory area 78 through the operation of
the R/W apparatus.

The flow chart in FIG. 6 shows a procedure 1n the secure
memory card 70 1n which area partition takes place. Prior to
this processing, the R/W apparatus and secure memory card
70 execute mutual authentication and execute external
authentication with the card issuer specified under the proce-
dure conditions (FIG. 4A) of the area update conditions.

In the card, status transition 1n the card (referred to as “life
cycle” i the card terminology) 1s generally under control and
the moment the user password 1s set, the life cycle becomes an
“1ssued mode”. At the current stage at which no user pass-
word 1s set, the life cycle 1s “pre-1ssuance mode”, and there-
tore the processing specified under the “pre-1ssuance’ proce-
dure conditions 1s executed.

Furthermore, 1t 1s also possible to control the reception
situation of a partition processing request with a flag in the
card and determine the processing with reference to this flag.
In this case, “A (pre-1ssuance mode)” 1s set as a flag nitial
value, and when the first partition processing request 1s
received, processing 1s performed in the A mode and when
this processing 1s completed, the flag value 1s set to a “B
(post-1ssuance mode)” and subsequent partition processing
requests are processed 1n the B mode. The flag at the current
stage 1s “A (pre-1ssuance mode)” of the 1imitial value and the
processing specified under the “pre-1ssuance” procedure con-
ditions 1s executed.
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When the command transmission/reception section 73
receives a partition request command 1ncluding information
such as the number and si1zes of memory partitioned areas and
attributes, etc., from the R/W apparatus, the area update deci-
s10n section 72 acquires the information such as the number
and sizes of the memory partitioned areas and attributes, etc.,
(step 1) and decides whether the partition request satisfies the
entity conditions (FIG. 4B) of the area update conditions
controlled by the area update condition control section 71 or
not (step 2).

When the partition request satisiies the area update condi-
tions, as shown in FIG. 7, the area update decision section 72
records the 1tem related to the partition request, stores perma-
nently or temporarily, transmits the information of “size of
area to be partitioned this time” to the area update section 77
and requests the area update section 77 to update the memory
area 78. The area update section 77 finds an unused area 1n
which no actual data 1s stored from the area control informa-
tion of the memory area 78 controlled by the area control
section 76, reformats this unused area and sets a memory
partitioned area of the requested size using the area update
sections 771 to 774 at the corresponding security levels (step
3).

The mitialization section 75 stores necessary initial data
(or updated data) in the updated memory partitioned area
(step 4). Accompanying this processing, the area control sec-
tion 76 updates the area control information to be controlled.

The receipt creation section 74 creates a receipt including,
identification information of the secure memory card 70,
information on the size of the updated memory partitioned
area or difference size of the memory partitioned area before
and after updating (step 3). This receipt 1s output from the
command transmission/reception section 73 to the R/W appa-
ratus and displayed on a screen, etc., of the R/'W apparatus.

This secure memory card 70 1s 1ssued to the user after the
user’s password 1s written.

FIG. 8 schematically illustrates the memory partitioned
area before and after updating. More specifically, in FIG. 8,
reference numeral 810 schematically denotes the memory
partitioned area before updating, 820 denotes the updated
memory partitioned area reformatted according to the user’s
intention and the updated memory partitioned area (when the
secure area 1s not necessary), 830 denotes the updated
memory partitioned area (when the secure area 1s small) and
840 denotes the updated memory partitioned area (when the
secure area 1s large).

Thus, when this secure memory card 1s 1ssued to the user,
it 1s possible to divide the memory area thereof based on the
user’s intention. For this reason, the user can acquire an
original card, not an established one at a shop. On the other
hand, 1n order to respond to the customer’s request, a card
maker need not prepare various types of models with different
numbers and sizes of partitioned areas. Therefore, it 15 pos-
sible to avoid excessive stock of specific models.

Here, the case where the secure memory card 1s inserted 1n
the R/W apparatus and this R/W apparatus 1s operated to
output a partition request command of the memory area to the
secure memory card has been explained, but it 1s also possible
to store information on several patterns of area partition in the
secure memory card and select an area partition pattern to be
implemented 1n the secure memory card using the R/W appa-
ratus.

Furthermore, the user who 1s using an 1ssued card can also
get the memory area of the secure memory card reformatted
when the memory partitioned area needs to be changed.

In this case, the secure memory card brought by the user 1s
inserted into the R/W apparatus at the shop and the memory
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area 1s reformatted. The R/W apparatus and secure memory
card execute mutual authentication, performs external
authentication with the card issuer specified under the proce-
dure conditions (FIG. 4A) of the area update conditions and
check the owner against the password. Next, the processing 1in
FIG. 6 1s carried out 1n the secure memory card and the unused
area 1n which no actual data 1s stored 1s reformatted.

Or 1n this case, 1t 1s also possible to save the data stored in
the memory area before being reformatted 1n the R/W appa-
ratus once, reformat the memory area according to a partition
request and then write back the saved data into the updated
memory partitioned area.

Thus, 1t 1s possible to reformat the memory partitioned area
of the 1ssued secure memory card, and therefore when tastes
and preferences, and trends 1n the society change, the user can
just reformat the secure memory card without buying a new
one. On the other hand, the card maker has an opportunity to
contact users of 1ssued cards and take this opportunity to
expand services for the users.

Furthermore, this secure memory card can be constructed
so that the area partition of the memory area 1s elfective
through registration of the user’s password. In this case, the
secure memory card 1s provided with an output section (re-
ceipt creation section 74) that outputs information on the
updating of the memory partitioned area carried out by the
area update section and a reception section that receives user
confirmation registration in response to the information and
the secure memory card 1s constructed so that the update of
said partitioned are as becomes effective when the confirma-
tion registration 1s accepted. The user transmits a request for
area partition of the secure memory card to the card maker
beforehand, confirms the area partition through the receipt
created by the receipt creation section 74 when the user
receives the secure memory card formatted according to this
request at a shop, etc., and has the password registered in the
secure memory card. This registration allows the secure
memory card to be used.

Such an operation 1s quite useful when cards to which are
a partition of a special specification 1s applied are ordered 1n
large quantity and advance notification of an area partition
request allows the user to recerve the card without waiting at
a store, etc. Furthermore, 1t 1s also possible to distribute secure
memory cards without registered passwords through chan-
nels such as mail order and allow a user who acquires the
secure memory card to have a password registered from a
terminal and make the card available.

The R/W apparatus which updates the memory partitioned
area ol the card may be a dedicated fixed terminal at a shop or
may also be other portable terminal (cellular phone or PDA,
etc.). Furthermore, the card whose memory partitioned area is
updated may be attached to a portable terminal 1n a detachable
manner or may also be the form of a chip embedded 1n a
portable terminal, etc.

The information storage apparatus described above main-
tains update conditions for partitioned areas for partitioning a
memory area and updates, when a partition request satisties
the update conditions, the partitioned area according to the
request, and can be 1ssued with setting a partitioned area of the
user’s intention in the memory area, and also reset the
memory area ol the iformation recording apparatus after
1ssuance so as to meet the user’s intention. As a result, the
partitioned area 1n the memory area 1s updated at the partition
request that reflects the user’s intention.

Furthermore, since procedure conditions related to an
update procedure and entity conditions related to update con-
tents are specified as update conditions, 1f a partition request
satisfies the procedure conditions and entity conditions, the

10

15

20

25

30

35

40

45

50

55

60

65

8

memory area 1s partitioned according to the user’s intention
based on the partition request when the user accepts 1ssuance
by the information storage apparatus and the memory area of
the information storage apparatus used aiter reception of the
1ssuance 1s repartitioned based on the partition request.

Furthermore, any one of at least an updatable count, maxi-
mum number of partitioned areas and maximum size of the
partitioned area 1s specified as the enftity conditions, and
therefore 1t 1s possible to update the partitioned area when the
update count 1s within the count specified under the entity
conditions or when the number or sizes of partitioned areas
are within a specified range, the partitioned area can be
updated.

Furthermore, since the area update section repartitions an
unused area in which no actual data 1n the memory area 1s
recorded according to the partition request, even when the
partitioned area 1s updated, the already recorded actual data 1s
saved.

Furthermore, since a receipt creation section for creating a
receipt indicating that the partitioned area has been updated
successiully 1s provided and this receipt describes the size of
the updated partitioned area or the difference 1n size of the
partitioned area before and after updating, 1t 1s possible to
know the update result of the partitioned area by checking this
receipt.

Furthermore, the output section that outputs information
on the updating of the partitioned area in the memory area
carried out by the area update section and the reception sec-
tion that recetves the user confirmation registration for the
information are provided and the update of said partitioned
areas becomes effective when the confirmation registration 1s
accepted.

Owing to this scheme, for example, the user can transmit a
partition request of the information storage apparatus to the
card maker, and receive a password from the card or give a
password to the card maker in advance. When the user
receives the information storage apparatus whose area has
been partitioned according to this request at a shop, the user
input a password to the mnformation storage apparatus and
make the information storage apparatus available.

This application 1s based on the Japanese Patent Applica-
tion No. 2003-288794 filed on Aug. 7, 2003, entire content of

which 1s expressly incorporated by reference herein.

INDUSTRIAL APPLICABILITY

The present invention 1s applicable to a semiconductor
memory card, IC card, secure memory card, various kinds of
information recording apparatus called “secure device”, etc.,
and can reflect a user’s itention in formats of memory areas
in these information storage apparatuses.

What 1s claimed 1s:

1. An information storage apparatus to which devices write
and from which devices read, the information storage appa-
ratus comprising:

an information controller that, using a key held inside,

encrypts and writes data in a memory area, and decodes
and reads the encrypted data in said memory area, said
memory area including a plurality of partitioned areas,
wherein each of said partitioned areas 1s one of a non-
authenticated area accessible without any authentica-
tion, an authenticated area accessible only to authenti-
cated devices, and a secure area accessible only to said
information controller; and

a partition controller that controls reading from and writing

to said partitioned areas in said memory area, said par-
tition controller comprising:
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an area controller that controls addresses of said parti-
tioned areas 1n said memory area;

an area update condition controller that controls update
conditions when updating the number and sizes of
said partitioned areas; 5

an area update decider that recerves, from a user, a par-
tition request that requests updating of the number
and sizes of said partitioned areas and that decides
whether said partition request satisfies said update
conditions; and 10

an area updater that updates, when said partition request
satisfies said update conditions, the number and sizes
ol said partitioned areas 1in said memory area accord-
ing to said partition request,

wherein procedure conditions that specily necessity ol 15
authentication 1n association with a timing of updat-
ing said partitioned areas, and entity conditions that
specily conditions including the number of times said
memory area can be partitioned, a maximum number
of partitioned areas, and a maximum size per parti- 20
tioned area are specified as said update conditions,

wherein said timing of updating said partitioned areas 1s
one of before 1ssuance of the mnformation storage
apparatus from a card 1ssuer to the user and after
1ssuance of the information storage apparatus from 25
the card 1ssuer to the user, and

10

wherein said area update decider receives said partition
request from the user after 1ssuance of the information
storage apparatus from the card i1ssuer to the user.

2. The information storage apparatus according to claim 1,
wherein said area updater repartitions an unused area where
no actual data 1n said memory area 1s recorded according to
said partition request.

3. The information storage apparatus according to claim 1,
further comprising a receipt creator that creates a receipt
indicating that said partitioned area has been updated suc-
cessiully.

4. The information storage apparatus according to claim 3,
wherein said receipt further indicates the size of said updated
partitioned area and a difference 1n size of said partitioned
area before and after updating.

5. The information storage apparatus according to claim 1,
further comprising:

an outputter that outputs information on updating of parti-

tioned areas 1n said memory area carried out by said area
updater; and

a receiver that recetves user confirmation registration 1n

response to said information,

wherein the update of said partitioned areas becomes efiec-

tive when the confirmation registration 1s accepted.
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