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MOBILE STATION AND METHOD FOR
DETECTING ATTACKS IN A POWER SAVE
MODE FOR THE SAML.

FIELD OF THE INVENTION

The mvention relates to wireless communications, and par-

ticularly to amobile station and a method for detecting attacks
during a power save mode of the mobile station.

DESCRIPTION OF RELATED ART

For mobile stations, such as mobile phones, notebook com-
puters, personal digital assistants (PDAs), etc., electricity
resources are limited and valuable. Many mobile stations
have power save modes, 1n order to save electricity and keep
the mobile stations active and i1dle for a longer time after a
charge. The mobile stations consume much less electricity 1in
a power save mode than i a normal mode, so electricity 1s
clfectively saved.

When a mobile station 1s 1n a power save mode, and other
mobile stations transmit data to the mobile station via an
access point, the data sent to the mobile station are saved 1n a
buller of the access point. In such case, an attacker (also
known as a ‘sniffer’) can decerve the access point by using a
media access control (MAC) address of the mobile station,
and obtain the data before the data 1s sent to the mobile
station. Consequently, the mobile station cannot recerve the
data. That 1s, the mobile station 1n a power saved mode may
suifer from a smiffer attack, losing access to the inbound data.

SUMMARY OF THE INVENTION

An exemplary embodiment of the present invention pro-
vides a mobile station that detects smiffer attacks when 1n a
power save mode. The mobile station includes a dummy
module, a dummy mobile station, and a determining module.
The dummy module produces the dummy mobile station. The
dummy mobile station includes a producing module for pro-
ducing mock data. The determining module determines
whether the mock data 1s saved in the access point to detect
whether there 1s an attack.

Another exemplary embodiment of the present invention
provides a method for detecting attacks in a power save mode.
The method includes providing a mobile station and an access
point; entering a power save mode by the mobile station;
producing a dummy mobile station by the mobile station, and
initiating the dummy mobile station to commumnicate with the
access point; producing mock data and transmitting the mock
data from the dummy mobile station to the mobile station via
the access point; and determining whether the mock data 1s
saved 1n the access point to detect whether there 1s an attack.

Other advantages and novel features will become more
apparent from the following detailed description when taken
in conjunction with the accompanying drawings, in which:

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a schematic diagram of a wireless communication
system of a first exemplary embodiment of the present inven-
tion;

FI1G. 2 1s a schematic block diagram of functional modules
ol a mobile station of a second exemplary embodiment of the
present invention;

FI1G. 3 1s a schematic diagram of a first association request
frame of the second exemplary embodiment of the present
invention;
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FIG. 4 1s a schematic diagram of a second association
request frame of the second exemplary embodiment of the
present invention;

FIG. 5 15 a schematic diagram of an add traflic spec (AD-
DTS) request frame of the second exemplary embodiment of
the present invention;

FIG. 6 1s a flowchart of a method for detecting attacks in a
power save mode of a third exemplary embodiment of the
present invention;

FIG. 7 1s a flowchart of a method for detecting attacks in a
power save mode of a fourth exemplary embodiment of the
present invention;

FIG. 8 1s a schematic diagram of an authentication request
frame of the fourth exemplary embodiment of the present
imnvention;

FIG. 9 1s a schematic diagram of a third association request
frame of the fourth exemplary embodiment of the present
invention;

FIG. 10 1s a schematic diagram of a first media access
control (MAC) protocol data unit (MPDU) of the fourth
exemplary embodiment of the present invention;

FIG. 11 1s a schematic diagram of a power save polling
(PS-Poll) frame of the fourth exemplary embodiment of the
present invention;

FIG. 12 1s a schematic diagram of a second MPDU of the
fourth exemplary embodiment of the present invention;

FIG. 13 1s a flowchart of a method for detecting attacks 1n
a power save mode of a fifth exemplary embodiment of the
present invention;

FIG. 14 1s a schematic diagram of a beacon frame of the
fifth exemplary embodiment of the present invention;

FIG. 15 1s a flowchart of a method for detecting attacks 1n
a power save mode of a sixth exemplary embodiment of the
present invention;

FIG. 16 1s a schematic diagram of a third MPDU of the
sixth exemplary embodiment of the present invention;

FIG. 17 1s a schematic diagram of a quality of service
polling (QoS-Poll) frame of the sixth exemplary embodiment
of the present invention; and

FIG. 18 1s a schematic diagram of a fourth MPDU of the

s1xth exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 1s a schematic diagram of a wireless communication
system of a first exemplary embodiment of the present inven-
tion. In the exemplary embodiment, the wireless communi-
cation system includes an Internet protocol (IP) core network
10, an access point 20, a mobile station 30, and an attacking
mobile station 40. The mobile station 30 includes a dummy
mobile station 31 produced by the mobile station 30.

The access point 20 1s connected to the IP core network 10
in a wired connection. The mobile station 30 and the attacking
mobile station 40, may be devices such as notebook comput-
ers, mobile telephones, or personal digital assistants (PDAs),
etc., that can be connected to a wireless local area network.
That 1s, the mobile station 30 and the attacking mobile station
40 wirelessly communicate with the access point 20.

Because the mobile station 30 and the access point 20
communicate wirelessly via a frame, the attacking mobile
station 40 can receive the frame as well, and obtain a media
access control (MAC) address of the mobile station 30 from
the frame. When the mobile station 30 enters a power save
mode due to 1ts mactive use, and other mobile stations (not
shown) 1n the wireless communication system transmit data
to the mobile station 30 via the access point 20, the data before
being transmitted to the mobile station 30 are saved 1n a buiier
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of the access point 20. In such case, the attacking mobile
station 40 can deceive the access point 20 by using the MAC
address of the mobile station 30, and obtain the data meant for
the mobile station 30.

In this embodiment, a method for detecting a sniffer attack
provided. In the exemplary embodiment, when entering a
power save mode, the mobile station 30 produces the dummy
mobile station 31, and initiates the dummy mobile station 31
to communicate with the access point 20. Then the dummy
mobile station 31 produces mock data and transmits the mock
data to the mobile station 30 via the access point 20. Then the
mobile station 30 determines whether the mock data 1s saved
in the access point 20 to detect whether there 1s an attack. If
the mock data 1s saved in the access point 20, the mobile
station 20 determines that there 1s no attack. In such case, the
mobile station 30 can enter the power save mode. If the mock
data 1s not saved in the access point 20, the mobile station 20
determines there 1s an attack. Accordingly, the mobile station
30 exits the power save mode to avoid a further attack and
prevent further data loss.

FI1G. 2 1s a schematic block diagram of functional modules
of the mobile station 30 of a second exemplary embodiment
of the present invention. In the exemplary embodiment, the
mobile station 30 includes a dummy mobile station 31, a
dummy module 32, a transmitting module 33, a receiving
module 34, and a determining module 35. The dummy mod-
ule 32 produces the dummy mobile station 31. In the exem-
plary embodiment, when the mobile station 30 enters a power
save mode, the dummy module 32 produces the dummy
mobile station 31. The dummy mobile station 31 includes a
producing module 31a for producing mock data used for
detecting an attack.

The transmitting module 33 transmits the mock data pro-
duced by the producing module 31a via the access point 20. In
the exemplary embodiment, the access point 20 recerves and
saves the mock data. If the access point 20 does not suifer an
attack from the attacking mobile station 40, the mock data
will still be saved 1n the access point 20, 11 there 1s an attack,
the mock data will be gone.

The recerving module 34 receirves data from the access
point 20. In the exemplary embodiment, when the mobile
station 30 asks the access point 20 for data, and the access
point 20 transmits the data to the mobile station 30, the
receiving module 34 receives the data from the access point
20. The determining module 35 determines whether the mock
data 1s saved 1n the access point 20 to detect whether there 1s
an attack. In the exemplary embodiment, the determining
module 35 checks whether the recerved data 1s the same as the
mock data to determine whether the mock data 1s saved in the
access point 20. IT the received data 1s the same as the mock
data, then the mobile station 30 determines there 1s no attack.
If the received data 1s not the same as the mock data, the
mobile station 30 determines there 1s an attack.

In the exemplary embodiment, 1f the mobile station 30
transmits a power save request to the access point 20, the
access point 20 transmits back a power save response. When
the mobile station 30 receives the power save response from
the access point 20, the mobile station 30 enters the power
save mode. The power save mode includes a power save
polling (PSP) mode and an unscheduled automatic power
save delivery (U-APSD) mode.

When the mobile station 30 requests to enter a PSP mode,
the mobile station 30 will transmit a {irst association request
frame 100. Referring to FIG. 3, the first association request
frame 100 includes a power management field 101. Each
frame 1n the exemplary embodiment conforms to the standard
of the stitute of electrical and electronics engineers (IEEE)

10

15

20

25

30

35

40

45

50

55

60

65

4

802.11, and only relevant fields mstead of all fields of the
frame are disclosed 1n FIG. 3. The power management field
101 informs the access point 20 that the mobile station 30
requests to enter the power save mode. In the exemplary
embodiment, if the power management field 101 of the first
association request frame 100 1s setto 1, the mobile station 30
will request to enter a PSP mode.

When the mobile station 30 requests to enter a U-APSD
mode, the mobile station 30 will transmit a second association
request frame 200 of FIG. 4 or an add traflic spec (ADDTS)
request frame 300 of FIG. 5 according to different designs.
Referring to FIG. 4, the second association request frame 200
includes a power management field 201 and a quality of
service ((QoS) capability field 202. The power management
field 201 informs the access point 20 that the mobile station
30 requests to enter the power save mode. The QoS capability
field 202 further informs the access point 20 which access
category (AC) level 1s requested for entering the U-APSD
mode. The AC levels include a best effort (BE) level, a back-
ground (BK) level, a video (V1) level, and a voice (VO) level.
The QoS capability field 202 indicates one or more of the AC
levels 1s requested for entering the U-APSD mode, and other
AC levels which are requested for entering the PSP mode. For
example, 11 the QoS capability field 202 includes the voice
level, the voice level 1s requested for entering the U-APSD
mode, and the best effort level, the back ground level, and the
voice level are requested for entering the PSP mode.

Retferring to FIG. 5, The ADDTS request frame 300
includes a power management field 301, an automatic power
save delivery (APSD) field 305, a schedule field 307, and a
traffic spec identifier (TSID) field 309. The power manage-
ment field 301 informs the access point 20 that the mobile
station 30 requests to enter the power save mode. The APSD
field 305 further informs the access point 20 that the mobile
station 30 requests to enter the APSD mode. The schedule
field 307 further informs the access point 20 that the mobile
station 30 requests to enter the U-APSD mode. In the exem-
plary embodiment, 1f the power management field 301 1s set
to 1, the APSD field 305 1s set to 1, and the schedule field 307
1s set to 0, then the mobile station 30 enters a U-APSD mode.
The AC levels include the best effort level, the background
level, the video level, and the voice level. The TSID field 309
can 1ndicate one of the AC levels 1s requested for entering the
U-APSD mode, and other AC levels are requested for enter-
ing the PSP mode. That 1s, 11 the mobile station 30 requests to
enter the U-APSD mode, the TSID field 309 must indicate
one AC level.

FIG. 6 15 a flowchart of a method for detecting attacks in a
power save mode of a third exemplary embodiment of the
present 1nvention.

In step S600, the mobile station 30 enters a power save
mode. In step S602, the mobile station 30 produces a dummy
mobile station 31, and 1nitiates the dummy mobile station 31
to commumnicate with the access point 20. In step S604, the
dummy mobile station 31 produces mock data and transmits
the mock data to the mobile station 30 via the access point 20.
In step S606, the mobile station 30 determines whether the
mock data 1s saved 1n the access point 20 to detect whether
there 1s an attack. In step S608, the mobile station 30 exits the
power save mode to avoid a further attack if an attack 1s
detected.

FIG. 7 1s a flowchart of a method for detecting attacks in a
power save mode of a fourth exemplary embodiment of the
present 1nvention.

In step S700, the mobile station 30 enters a PSP mode. In
the exemplary embodiment, the mobile station 30 transmits a
first association request frame 100 of FIG. 3 to the access
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point 20 to request to enter a PSP mode. In the exemplary
embodiment, the power management field 101 of the first
association request frame 100 1s set to 1. Then the mobile
station 30 receives a first association response frame from the
access point 20, and enters the PSP mode.

In step S702, the mobile station 30 produces the dummy
mobile station 31, and initiates the dummy mobile station 31
to communicate with the access point 20. In the exemplary
embodiment, the mobile station 30 produces a dummy MAC
address to produce the dummy mobile station 31. The mobile
station 30 transmits frames to the access point 20 by using the
dummy MAC address. The access point 20 recerves the
frames, and the mobile station 30 with the dummy MA
address 1s regarded as a new mobile station, namely the
dummy mobile station 31.

The dummy mobile station 31 needs to authenticate and
associate with the access point 20 to 1mtiate communication
with the access point 20. The dummy mobile station 31 first
transmits an authentication request frame 400 to the access
point 20. Referring to FI1G. 8, the authentication request frame
400 1ncludes a basic service set identifier (BSSID) field 401,
a destination address (DA) field 402, and a source address
(SA) field 403. In the exemplary embodiment, the wireless
communication system 1s a basic service set (BSS) with an
infrastructure, so the BSSID field 401 1s set to an MAC
address of the access point 20. The DA field 402 1s set to the
MAC address of the access point 20. The SA field 403 1s set
to the MAC address of the dummy mobile station 31. Then the
dummy mobile station 31 recerves an authentication response
frame from the access point 20.

The dummy mobile station 31 further transmits a third
association request frame 500 to the access point 20. Refer-
ring to FIG. 9, the third association request frame 500
includes a BSSID field 501, a DA field 502, and a SA field
503. The settings of the BSSID field 501, the DA field 502,
and the SA field 503 of the third association request frame 500
are the same as the settings of the BSSID field 401, the DA
field 402, and the SA field 403 of the authentication request
frame 400. Then the dummy mobile station 31 recerves a third
association response frame from the access point, and suc-
cessiully communicates with the access point 20.

Referring again to FIG. 7, 1n step S704, the dummy mobile
station 31 transmits a first MAC protocol data unit (MPDU)
600 to the mobile station 30 via the access point 20.

As shown 1n FIG. 10, the first MPDU 600 i1ncludes a To
distributed system (DS) field 601, a From DS field 602, a
BSSID field 603, a DA field 604, a SA field 605, and a first
MAC service data unit (MSDU) 607. In the exemplary
embodiment, the To DS field 601 and the From DS field 602
are respectively set to 1 and 0, indicating that the first MPDU
600 1s destined for a distributed system. The BSSID field 603
1s set to the MAC address of the access point 20. The DA field
604 1s set to the MAC address of the mobile station 30. The
SA field 605 1s set to the MAC address of the dummy mobile
station 31, namely the dummy MAC address produced by the
mobile station 30. The first MSDU 607 includes data that the
dummy mobile station 31 transmits to the mobile station 30.
Themobile station 30 1s 1n the power save mode, so the access
point 20 receives the first MPDU 600, and saves the first
MSDU 607 of the first MPDU 600 1n a builfer of the access
point 20.

Referring back to FIG. 7, 1 step S706, the mobile station
30 transmits a power save polling (PS-Poll) frame 700 to the
access point 20 to ask for data.

As shown 1n FIG. 11, the PS-Poll frame 700 includes an
association identifier (AID) field 701, a BSSID field 703, and
a transmit address (TA) field 705. The AID field 701 includes
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16 bits ranging from a first bit to a sixteenth bit. A fifteenth bat
and the sixteenth bit of the 16 bits are both setto 1, and the first
bit to a fourteenth bit 1s set to the AID of the mobile station 30.
The AID of the mobile station 30 1s an 1dentifier of the mobile
station 30 distributed by the access point 20, 1n order to

distinguish the mobile station 30 from other mobile stations.
The BSSID field 703 1s set to the MAC address of the access

point 20. The TA field 705 1s set to the MAC address of the
mobile station 30.

Referring again to FIG. 7, 1 step S708, the mobile station
30 recerves a second MPDU 800 from the access point 20.

As shown 1n FIG. 12, the second MPDU 800 includes a
more data field 806 and a second MSDU 807. The more data
ficld 806 informs the mobile station 30 whether the access
point 20 still includes at least one MSDU required to be sent
to the mobile station 30. If the more data field 806 1s set to 1,
the access point 20 includes at least one MSDU required to be
sent to the mobile station 30. The second MSDU 807 includes
data sent by other mobile stations including the dummy
mobile station 31 in the wireless local network to the mobile
station 30 via the access point 20.

As shown 1n FIG. 7, in step S710, the mobile station 30
determines whether the second MSDU 807 1s the same as the
first MSDU 607.

It the second MSDU 807 is the same as the first MSDU

607, 1n step S716, the mobile station 30 determines there 1s no
attack.

If the second MSDU 807 1s not the same as the first MSDU
607, 1n step S712, the mobile station 30 determines whether
the more data field 806 of the second MPDU 800 1s O.

If the more data field 806 1s O, 1n step S714, the mobile
station 30 determines there 1s an attack.

I1 the more data field 806 1s not 0, going back to step S706,
the mobile station 30 further transmits the PS-Poll frame 700
to the access point 20 to ask for data. The above steps are
repeated until the more data field 806 of the second MPDU
800 1s 0. That 1s, the access point 20 includes no MSDU

required to be sent to the mobile station 30.

FIG. 13 1s a flowchart of a method for detecting attacks 1n
a power save mode of a fifth exemplary embodiment of the
present invention.

In the exemplary embodiment, the access point 20 broad-
casts a beacon frame 900 at each beacon 1nterval. Referring to
FI1G. 14, the beacon frame 900 includes a tratfic-indication
map (TIM) field 901. The TIM field 901 includes a mapping
table including an AID of each mobile station communicating
with the access poimnt 20. For each AID, 1 bit indicates
whether the buiier of the access point 20 includes data
required to be sent to the mobile station with the AID. There-
fore, when the mobile station 30 knows that the buflfer of the
access point 20 does not include data required to be sent to the
mobile station 30 according to the TIM field 901 of the
beacon frame 900, the mobile station 30 determines there 1s
an attack. However, 1f the bulfer of the access point 20
includes data required to be sent to the mobile station 30, the

mobile station 30 needs to follow steps S706, 5708, 5710, and
S712 of FIG. 7 to further detect an attack.

The steps S1300, S1302, and S1304 of this embodiment
are the same as the steps S700, S702, and S704 of FIG. 7,
respectively, so the descriptions are omatted.

In step S1306, the mobile station 30 receives the beacon
frame 900 as shown 1n FIG. 14 broadcast by the access point
20. In step S1308, the mobile station 30 determines whether
the access point 20 includes data required to be sent to the
mobile station 30, according to the TIM field 901 of the
beacon frame 900.
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If the access point 20 does not include data required to be
sent to the mobile station 30, 1n step S1310, the mobile station
30 determines there 1s an attack.

If the access point 20 includes data to be sent to the mobile
station 30, the mobile station 30 cannot determine whether an

attack exists. The mobile station 30 needs to follow steps
S706, S708, S710, and S712 of FIG. 7 to detect an attack.

FIG. 15 1s a flowchart of a method for detecting attacks in
a power save mode of a sixth exemplary embodiment of the
present invention.

In step S1500, the mobile station 30 enters the U-APSD
mode. In the exemplary embodiment, the mobile station 30
transmits the second association request frame 200 to the
access point 20 to request to enter the U-APSD mode. Refer-
ring back to FIG. 4, the power management field 201 1s set to
1, the QoS capability field 202 1s set to a voice level, so the
moblle station 30 requests the voice level to enter the
U-APSD mode, and requests other AC levels to enter the PSP
mode. Then the mobile station 30 recerves a second associa-
tion response frame from the access point 20, and enters the

U-APSD mode.

In another exemplary embodiment, the mobile station 300
transmits an ADDTS request frame 300 to the access point 30
to request to enter the U-APSD mode.

The step S1502 of this embodiment 1s the same as the step
S702 of FIG. 7, so the description of the step S1502 1s omit-
ted.

In step S1504, the dummy mobile station 31 transmits a
third MPDU 1000 to the mobile station 30 via the access point
20. As shown 1n FIG. 16, the third MPDU 1000 includes a To
DS field 1001, a From DS field 1002, a BSSID field 1003, a
DA field 1004, a SA field 1005, a QoS control field 1007 and
a third MSDU 1009. In the exemplary embodiment, the To DS
field 1001 and the From DS field 1002 are respectively set to
1 and 0. The BSSID field 1003 1s set to the MAC address of
the access point 20. The DA field 1004 1s set to the MAC
address of the mobile station 30. The SA field 1003 1s set to
the MAC address of the dummy mobile station 31. The QoS
control field 1007 includes a traific identifier (TID) field
1007 a for indicating the AC level.

In the exemplary embodiment, the AC level indicated by
the TID field 1007 1s the same as the AC level indicated by the

QoS capability field 202 of the second association frame 200.

The third MSDU 1009 includes data that the dummy
mobile station 31 transmits to the mobile station 20. The
mobile station 30 1s 1n a power save mode, so the access point
20 rece1ves the third MPDU 1000, and saves the third MSDU
1009 1n the butter of the access point 20.

In step S1506, the mobile station 30 transmits a Quality of
Service Polling (QoS-Poll) frame 1100 to the access point 20
to ask for data. Referring to FIG. 17, the QoS-Poll frame 1100
includes a type field 1101, a subtype field 1103, a DA field
1105, a BSSID field 1107, and a QoS control field 1108. The
type field 1101 and the subtype field 1103 indicate the type of
the QoS-Poll frame 1100. In the exemplary embodiment, the
(QoS-Poll frame 1100 1includes two kinds of frames, such as a
QoS data frame and a QoS null frame. When the type field
1101 1s setto 10, and the subtype field 1103 1s set to 1000, then
the QoS-Poll frame 1100 1s a QoS data frame. When the type
field 1101 1s set to 10, and the subtype field 1103 1s set to
1100, then the QoS-Poll frame 1100 15 a QoS null frame. The
DA field 1105 1s set to the MAC address of the access point
20. The BSSID field 1107 1s set to the MAC address of the
access point 20. The QoS control field 1108 includes a TID
field 1108a for indicating an AC level. In the exemplary
embodiment, the AC level indicated by the TID field 11084 1s
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the same as the AC level indicated by the QoS capability field
202 of the second association frame 200.

In step S1508, the mobile station 30 receitves a fourth
MPDU 1200 from the access point 20. Referring to FIG. 18,
the fourth MPDU 1200 includes a QoS control field 1207 and
a fourth MSDU 1209. The QoS control field 1207 includes a
TID field 1207a and an end of service period (EOSP) field
120775. The TID field 1207 a indicates the AC level. The EOSP
field 12075 informs the mobile station 30 whether the access
point 20 includes at least one MSDU required to be sent to the
mobile station 30. The fourth MSDU 1209 includes data sent
by other mobile stations including the dummy mobile station
31 1n the wireless local network to the mobile station 30 via
the access point 20.

In step S1510, the mobile station 30 determines whether
the fourth MSDU 1209 1s the same as the third MSDU 1009.

It the fourth MSDU 1209 1s the same as the third MSDU
1009, in step S1516, the mobile station 30 determines there 1s
no attack.

If the fourth MSDU 1209 1s not the same as the third
MSDU 1009, in step S1512, the mobile station 30 determines
whether the EOSP field 12075 of the fourth MPDU 1200 1s O.

If the EOSP field 12075 of the fourth MPDU 1200 1s O, 1in
step S1514, the mobile station 30 determines there 1s an
attack.

[fthe EOSP field 12075 of the fourth MPDU 1200 1s not O,
in step S1506, the mobile station 30 further transmits the
(QoS-Poll frame 1100 to the access point 20 to ask for data.
The above steps are repeated until the EOSP field 120756 of the
tourth MPDU 1200 1s 0. That 1s, the access point 20 does not
include MSDU required to be sent to the mobile station 30.

By employing the method for detecting attacks 1n a power
save mode of the present invention, the mobile station 30 can
detect the sniffer attack and avoid losing data. When detecting
an attack, the mobile station 30 exits the power save mode to
avoid a further attack and data loss.

While various embodiments and methods of the present
invention have been described above, 1t should be understood
that they have been presented by way of example only and not
by way of limitation. Thus the breadth and scope of the
present 1mvention should not be limited by the above-de-
scribed exemplary embodiments, but should be defined only
in accordance with the following claims and their equivalents.

What 1s claimed 1s:

1. A mobile station for detecting attacks 1n a power save

mode, comprising:

a dummy module for producing a dummy mobile station,
wherein the dummy mobile station comprises a produc-
ing module for producing mock data;

a recerving module for receiving data from an access point;
and

a determining module for checking whether the received
data 1s the same as the mock data to determine whether

the mock data 1s saved 1n an access point so as to detect
whether there 1s an attack.

2. The mobile station as claimed 1n claim 1, further com-
prising a transmitting module for transmitting the mock data
via the access point.

3. A method for detecting attacks in a power save mode,
comprising:

providing a mobile station and an access point;

entering a power save mode by the mobile station;

producing a dummy mobile station by the mobile station,
and mitiating the dummy mobile station to communicate
with the access point;
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producing mock data and transmitting the mock data from
the dummy mobile station to the mobile station via the
access point; and

determining whether the mock data 1s saved 1n the access

point to detect whether there 1s an attack.

4. The method as claimed 1n claim 3, further comprising:

exiting the power save mode to avoid a further attack 1f an

attack 1s detected.

5. The method as claimed in claim 3, wherein the step of
producing a dummy mobile station by the mobile station, and
initiating the dummy mobile station to commumnicate with the
access point comprises:

producing a dummy media access control (MAC) address

to produce the dummy mobile station by the mobile
station;

transmitting an authentication request frame from the

dummy mobile station to the access point;

receiving an authentication response frame from the access

point;

transmitting an association request frame from the dummy

mobile station to the access point; and

receiving an association request frame from the access

point.

6. The method as claimed 1n claim 3, wherein the power
save mode comprises a power save polling (PSP) mode.

7. The method as claimed 1n claim 6, wherein the entering,
step comprises:

transmitting an association request frame from the mobile

station to the access point to request to enter the PSP
mode.

8. The method as claimed in claim 7, wherein the step of
producing mock data and transmitting the mock data from the
dummy mobile station to the mobile station via the access
point comprises:

transmitting a first media access control protocol data unit

(MPDU) from the dummy mobile station to the mobile

station via the access point, wherein the first MPDU
comprises a first media access control service data unit

(MSDU); and
saving the first MSDU 1n the access point.
9. The method as claimed 1n claim 8, wherein the deter-
mimng step comprises:
transmitting a power save polling (PS-Poll) frame from the
mobile station to the access point to ask for data;

receiving a second MPDU from the access point, wherein
the second MPDU comprises a second MSDU and a
more data field;

determining whether the second MSDU 1s the same as the
first MSDU; and

determining there 1s no attack, 1 the second MSDU 1s the
same as the first MSDU.

10. The method as claimed 1n claim 9, wherein the deter-
mimng step further comprises:

determining whether the more data field 1s zero, 1t the
second MSDU 1s not the same as the first MSDU; and

determining there 1s an attack, 11 the more data field 1s zero.

11. The method as claimed in claim 8, wherein the deter-
mimng step comprises:

receiving a beacon frame from the access point;
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determiming whether the access point comprises data
required to be sent to the mobile station according to the
beacon frame; and

determiming there 1s an attack, if the access point does not

comprise data required to be sent to the mobile station.

12. The method as claimed 1n claim 3, wherein the power
save mode comprises an unscheduled automatic power save
delivery (U-APSD) mode.

13. The method as claimed 1n claim 12, wherein the enter-
ing step comprises:

transmitting an association request frame from the mobile

station to the access point to request to enter the
U-APSD mode.

14. The method as claimed 1n claim 12, wherein the enter-
Ing step comprises:

transmitting an add traflic spec (ADDTS) request frame

from the mobile station to the access point to request to
enter the U-APSD mode.

15. The method as claimed 1n claim 12, wherein the step of
producing mock data and transmitting the mock data from the
dummy mobile station to the mobile station via the access
point comprises:

transmitting a third media access control (MAC) protocol

data unit (MPDU) from the dummy access point to the
mobile station via the access point, wherein the third
MPDU comprises a third MAC service data unit
(MSDU); and

saving the third MSDU 1n the access point.

16. The method as claimed 1n claim 15, wherein the deter-
mining step comprises:

transmitting a quality of service polling (QoS-Poll) frame

from the mobile station to the access point to ask for
data;

recerving a fourth MPDU from the access point, wherein

the fourth MPDU comprises a fourth MSDU and an end
of service period (EOSP) field;

determining whether the fourth MSDU 1is the same as the

third MSDU:; and

determining there 1s no attack, if the fourth MSDU 1is the

same as the third MSDU.

17. The method as claimed 1n claim 16, wherein the deter-
mining step further comprises:

determiming whether the EOSP field 1s zero, 11 the fourth

MSDU 1s not the same as the third MSDU; and
determining there 1s an attack, if the EOSP field is zero.

18. A method for detecting attacks during a power save
mode of a mobile station, comprising:

establishing data-communication between an access point

and a mobile station able to enter a power save mode
thereof based on 1nactive use of said mobile station:
imitiating a dummy station defined 1n said mobile station to
be data-communicable with said access point when said
mobile station enters said power save mode;
transmitting mock data generated by said dummy station to
said mobile station via said access point; and
veritying said transmitted mock data based on originally
generated mock data by said dummy station to decide
whether there 1s an attack toward said mobile station and
said access point.
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