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(57) ABSTRACT

The present invention extends to methods, systems, and com-
puter program products for controlling the transfer of termi-
nal server data. In some embodiments, contending request to
send terminal server data are resolved by a flow control mod-
ule situated between a terminal server protocol and a trans-
port/network protocol. The flow control module utilizes
channel priorities along with amounts of previously sent data
per channel to determine how to distribute bandwidth in a
relatively controlled manner between contending channels.
The flow control module can be configured to intercept com-
munication between terminal server protocol and a transport/
network protocol to facilitate bandwidth distribution. In other
embodiments, data 1s simultaneously sent over multiple chan-
nels of terminal server connection. A first write operation
obtains a lock on a corresponding channel but the channel
lock does not prevent write operations on other channels.

15 Claims, 5 Drawing Sheets
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CONTROLLING THE TRANSFER OF
TERMINAL SERVER DATA

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

Not Applicable.

BACKGROUND

Background and Relevant Art

Computer systems and related technology aflect many
aspects of society. Indeed, the computer system’s ability to
process mnformation has transformed the way we live and
work. Computer systems now commonly perform a host of
tasks (e.g., word processing, scheduling, and database man-
agement ) that prior to the advent of the computer system were
performed manually. More recently, computer systems have
been coupled to one another and to other electronic devices to
form both wired and wireless computer networks over which
the computer systems and other electronic devices can trans-
fer electronic data. As a result, many tasks performed at a
computer system (e.g., voice communication, accessing elec-
tronic mail, controlling home electronics, Web browsing, and
printing documents) include the commumcation (e.g., the
exchange of electronic messages) between a number of com-
puter systems and/or other electronic devices via wired and/or
wireless computer networks.

In many environments, a single computer user has multiple
computing devices they use to perform computing tasks. For
example, a corporate employee may have a work computer, a
home computer, and a laptop. Each of these computer sys-
tems may be i and may move between different physical
locations. For example, the work computer may be 1n a cor-
porate building, the home computer may be inthe employee’s
home, and the laptop may be 1n various difierent locations as
the employee travels. However, the employee may desire
uniform access to work related applications and work related
data from any of their computer systems 1n any location.

Thus, 1t may be that all the applications installed at the
work computer are also installed on the home computer and
on the laptop. Installing the same applications on all of the
employee’s computer systems can provide a common look
and feel across all the computer systems. Installing the same
applications on all the employee’s computer systems can also
provide access to corporate applications and corporate data
access 1n a uniform fashion across all of the computer sys-
tems. However, installing the same application on multiple
computer systems also has a number of drawbacks.

A corporation supporting the applications may be required
to have a license for each version of an application that 1s
installed. Thus, 1f a computer user has three computer sys-
tems, the corporation 1s required, at least for some applica-
tions, to buy three licensed copies of the application. Addi-
tional license must be purchased even 1f some versions of an
application (e.g., on a home computer) are used infrequently.
Purchasing additional licenses increases the cost of providing
employees with uniform access to corporate applications and
corporate data.

Further, a corporation may have limited, if any, control
over one or more of the employee’s computer systems. For
example, a corporation may have limited control over an
employee’s laptop (even i1 the laptop 1s corporate property),
since the laptop may be used in various different physical
locations (e.g., hotels, airports, etc.) at the discretion of the
employee. A corporation may have essentially no control over
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an employee’s home computer system, since the home com-
puter system 1s 1n the employee’s home. Thus, there 1s no way
to 1nsure that corporate security mechanisms (e.g., firewalls,
SPAM filters, virus scanners, etc.) are used to protect one or
more of an employee’s computer systems, when those one or
more computer systems access corporate applications and
corporate data. Lack of access to corporate security mecha-
nisms 1s problematic since a security breach to a non-corpo-
rate application or non-corporate data can be propagated cor-
porate applications and data. For example, a virus recerved in
a personal e-mail at a home computer system can be propa-
gated to corporate data when the corporate data 1s subse-
quently accessed at the home computer system.

Due at last 1n part to these cost and security concerns, many
corporations (as well as other entities) use terminal servers to
provide remote access to applications and data. A terminal
server 15 a computer system that maintains applications that
can be remotely executed by client computer systems. Inputis
entered at a client computer system and transferred over a
network (e.g., using protocols based on the I'TU T.120 family
of protocols, such as, for example, Remote Desktop Protocol
(“RDP”)) to an application at the terminal server. The appli-
cation processes the mput as 1f the mput was entered at the
terminal server. The application generates output 1n response
to the recerved mput and the output 1s transterred over the
network (e.g., also T.120 based protocols) to the client com-
puter system. The client computer system presents the output
data. Thus, input 1s received and output presented at the client
computer system, while processing actually occurs at the
terminal server.

In most, 11 not all terminal server environments, input data
(entered at a client computer system) typically includes
mouse and keyboard data representing commands to an appli-
cation and output data (generated by an application at the
terminal server) typically includes video data for display on a
video output device. Many terminal server environments also
include functionality that extended protocols (e.g., developed
to transfer mput and output data) to transfer other types of
data.

For example, virtual channels can be used to extend the
RDP protocol by allowing plug-ins to transier data over an
RDP connection. Many such extensions exist. For example,
features such as printer redirection, clipboard redirection,
port redirection, etc., use virtual channel technology. Thus, in
addition to mput and output data, there may be many virtual
channels that need to transfer data. Accordingly, at least from
time to time, there may be requests to transfer output data and
one or more channel requests to transier other data contend-
ing for available network bandwidth.

A network stack component at the terminal server typically
manages bandwidth by maintaining a fixed number of net-
work butifers. When a virtual channel data or output data 1s to
be sent, a corresponding application layer module requests a
network buffer for 1ts data. The network stack component
allocates a bufler for use by the application layer module.

To transfer data, a virtual channel or module sending out-
put data requests a network butler from a network level packet
driver. For example, an RDP layer can request a network
packet from a TCP/IP layer. The RDP layer then fills the
network packet with data from the butfer (e.g., virtual channel
data or output data) and sends the packet over the network.
Once the data 1s sent to the lowest network layer the network
builer 1s then freed up for use by the next packet request.

Unfortunately, 11 no buifers are available when a request 1s
received, the calling application layer module 1s required to
wait until a butler i1s available. Further, 1f multiple contending,
requests are recerved, there 1s typically no controlled mecha-
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nism to determine which contending application layer mod-
ule should get the next available bufler. Some terminal serer
environments use synchronization events and thus rely on
process schedulers to determine which application layer
module 1s to receive the next builer. This often causes in
arbitrary assignment of the next available builer to one of a
number of contending application layer modules, which 1s not
suitable 1n many environments. For example, file printing or
file copying operations may be given a buffer over display
data thereby causing output at a client computer system to be
degraded.

Further, at least one terminal server environment allows
only one channel to write data at a time. When a server
component requests a builer for writing data, 1t acquires a
lock on the connection, preventing other channels from writ-
ing data on the connection.

BRIEF SUMMARY

The present invention extends to methods, systems, and
computer program products for controlling the transfer of
terminal server data. In some embodiments, it 1s determined
how to allocate bandwidth for transferring terminal server
data. A first request to transier terminal server data for a first
application layer module 1s recerved. The first application
layer module associated with a first priority. It 1s determined
that current bandwidth pressure has caused any buifers con-
figured for transierring terminal server data to be 1n use. A
second request to transier terminal server data for a second
application layer module 1s received. The second application
layer module, 1s associated with a second priority.

It 1s determined that the first request and the second request
are 1n contention for the next bufler that 1s freed up. The
number of bytes charged for application layer modules hav-
ing the first priority during at least the current bandwidth
pressure 1s calculated. The number of bytes charged for appli-
cation layer modules having the second priority during at
least the current bandwidth pressure 1s calculated. It is
detected that a buifer has been freed up. The number of bytes
charged for application layer modules having the first priority
1s compared to the number of bytes charged for application
layer modules having the second priority. The butifer1s appro-
priately allocated to transier terminal server data based on the
results of the comparison.

In other embodiments, a plurality of channel writes 1s
performed simultaneously on a terminal server connection.
First terminal server data corresponding to a write operation
on a first channel of a terminal server connection that includes
a plurality of channels 1s recetved. A write resource associated
with the first channel 1s locked to prevent other write opera-
tions on the first channel without locking write operations
other channels of the terminal server connection. Second
terminal server data corresponding to a write operation on a
second channel of the terminal connection 1s recerved. It 1s
determined that a write resource associated with the second
channel 1s not locked. At least a portion of the first terminal
server data on the first channel of the terminal server connec-
tion and at least a portion of the second terminal server data on
the second channel of the terminal server connection are
written simultaneously while the write resource associated
with the first channel 1s locked.

This summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identify key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter.
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Additional features and advantages of the invention will be
set forth 1n the description which follows, and 1n part will be
obvious from the description, or may be learned by the prac-
tice of the mvention. The features and advantages of the
invention may be realized and obtained by means of the
instruments and combinations particularly pointed out 1n the
appended claims. These and other features of the present
invention will become more fully apparent from the following
description and appended claims, or may be learned by the
practice of the invention as set forth hereinaftter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner 1n which the above-recited
and other advantages and features of the mmvention can be
obtained, a more particular description of the mmvention
briefly described above will be rendered by reference to spe-
cific embodiments thereolf which are illustrated 1n the
appended drawings. Understanding that these drawings
depict only typical embodiments of the invention and are not
therefore to be considered to be limiting of 1ts scope, the
invention will be described and explained with additional
specificity and detail through the use of the accompanying
drawings 1n which:

FIG. 1A 1llustrates an example computer architecture that
tacilitates controlling the transier of terminal server data.

FIG. 1B illustrates a first expanded portion of the example
computer architecture from FIG. 1A.

FIG. 1C illustrates a second expanded portion of the
example computer architecture from FIG. 1A.

FIG. 2 illustrates a flow chart of an example method for
determining how to allocate bandwidth for transferring ter-
minal server data.

FIG. 3 illustrates a flow chart of an example method for
simultaneously performing a plurality of channel writes on a
terminal server connection.

DETAILED DESCRIPTION

The present mvention extends to methods, systems, and
computer program products for controlling the transfer of
terminal server data. In some embodiments, it 1s determined
how to allocate bandwidth for transferring terminal server
data. A first request to transier terminal server data for a first
application layer module 1s received. The first application
layer module associated with a first priority. It 1s determined
that current bandwidth pressure has caused any buffers con-
figured for transferring terminal server data to be 1n use. A
second request to transfer terminal server data for a second
application layer module 1s received. The second application
layer module 1s associated with a second prionty.

It 1s determined that the first request and the second request
are 1n contention for the next bufler that 1s freed up. The
number of bytes charged for application layer modules hav-
ing the first priority during at least the current bandwidth
pressure 1s calculated. The number of bytes charged for appli-
cation layer modules having the second priority during at
least the current bandwidth pressure 1s calculated. It is
detected that a buifer has been freed up. The number of bytes
charged for application layer modules having the first priority
1s compared to the number of bytes charged for application
layer modules having the second priority. The builer1s appro-
priately allocated to transter terminal server data based on the
results of the comparison.

In other embodiments, a plurality of channel writes 1s
performed simultaneously on a terminal server connection. In
other embodiments, a plurality of channel writes 1s performed
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simultaneously on a terminal server connection. First termi-
nal server data corresponding to a write-operation on a first
channel of a terminal server connection that includes a plu-
rality of channels 1s received. A write resource associated
with the first channel 1s locked to prevent other write opera-
tions on the first channel without locking write operations on
other channels of the terminal server connection. Second
terminal server data corresponding to a write operation on a
second channel of the terminal connection 1s recerved. It 1s
determined that a write resource associated with the second
channel 1s not locked. At least a portion of the first terminal
server data on the first channel of the terminal server connec-
tion and at least a portion of the second terminal server data on
the second channel of the terminal server connection are
written simultaneously while the write resource associated
with the first channel 1s locked.

Embodiments of the present mvention may comprise a
special purpose or general-purpose computer including com-
puter hardware, as discussed 1n greater detail below. Embodi-
ments within the scope of the present invention also include
computer-readable media for carrying or having computer-
executable instructions or data structures stored thereon.
Such computer-readable media can be any available media
that can be accessed by a general purpose or special purpose
computer. By way of example, and not limitation, computer-
readable media can comprise computer-readable storage
media, such as, RAM, ROM, FEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to
store desired program code means 1n the form of computer-
executable 1nstructions or data structures and which can be
accessed by a general purpose or special purpose computer.

In this description and in the following claims, a “network™
1s defined as one or more data links that enable the transport
of electronic data between computer systems and/or modules.
When information 1s transierred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
computer-readable medium. Thus, by way of example, and
not limitation, computer-readable media can comprise a net-
work or data links which can be used to carry or store desired
program code means in the form of computer-executable
instructions or data structures and which can be accessed by
a general purpose or special purpose computer.

Computer-executable instructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of functions.
The computer executable instructions may be, for example,
binaries, intermediate format mstructions such as assembly
language, or even source code. Although the subject matter
has been described 1n language specific to structural features
and/or methodological acts, 1t 1s to be understood that the
subject matter defined 1n the appended claims 1s not neces-
sarilly limited to the described features or acts described
above. Rather, the described features and acts are disclosed as
example forms of implementing the claims.

Those skilled in the art will appreciate that the invention
may be practiced in network computing environments with
many types ol computer system configurations, including,
personal computers, desktop computers, laptop computers,
hand-held devices, multi-processor systems, microprocessor-
based or programmable consumer electronics, network PCs,
minicomputers, mainirame computers, mobile telephones,
PDAs, pagers, and the like. The imnvention may also be prac-
ticed in distributed system environments where local and
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6

remote computer systems, which are linked (either by hard-
wired data links, wireless data links, or by a combination of
hardwired and wireless data links) through a network, both
perform tasks. In a distributed system environment, program
modules may be located 1n both local and remote memory
storage devices.

FIG. 1A 1llustrates an example computer architecture 100
that facilitates controlling the transier of terminal server data.
Computer architecture 100 includes client 101 and server
instance 151. Each of client 101 and server instance 151 are
connected to network 121. Network 121 can be any type of
network, such as, for example, a Local Area Network
(“LAN™), a Wide Area Network (“WAN), or even the Inter-
net. Thus, the various components at client 101 and server
instance 151 can receive data from and send data to each
other, as well as other components connected to network 121.
Accordingly, the components can create message related data
and exchange message related data (e.g., Internet Protocol
(“IP”) datagrams and other higher layer protocols that utilize

IP datagrams, such as, Transmission Control Protocol
(“TCP”), Remote Desktop Protocol (“RDP”), Hypertext

Transier Protocol (“HTTP”), Simple Mail Transter Protocol
(“SMTP”), etc.) over network 121.

Generally, client 101 can be a computer system 1n commu-
nication with server instance 151 for remote execution of
applications at server instance 151. Thus, mput data (e.g.,
mouse and keyboard input) representing application com-
mands 1s received at input device drivers 102. The input data
1s transierred over network 121 to server instance 151. Input
module 152 recerves the mput data.

Input module 152 supplies the input data to the appropriate
application at the serer instance. The application generates
output data in response to the input data. Output display data
for presentation at a display device 1s output by display driver
153. The output display data is transferred over network 121
to client 101. Video driver 103 receives the output display data
and presents the output display data at a video display device
associated with client 101. Thus, input 1s recerved and output
presented at the client 101, while processing actually occurs
at the server instance 151.

Data transferred between plug-ins (e.g., plug-in 104P and
plug-in 106P) and corresponding applications (e.g., applica-
tion 104A and application 106A) can be exchanged over
virtual channels e.g., virtual channels 104 and 106) 1n a simi-
lar fashion. A plug-in can send client data to an application
and the application can return server data (e.g., results of
processing the client data) back to the plug-in. Communica-
tion between a plug-in and a corresponding application can
tacilitate features such as printer redirection, clipboard redi-
rection, port redirection, transier of multimedia streams,
transier ol Universal Serial Bus (“USB™) data, etc. Transier-
ring data between plug-ins and corresponding applications
can be facilitated over virtual channels, such as, for example,
virtual channels 104 and 106 of terminal server connection
122. Thus, 1t may be that data, 1n addition to mput data and
output display data, 1s exchanged over one or more virtual
channels of a terminal server connection.

At client101, client side data (1input data, plug-in data, etc.)
for transfer to server mstance 151 passes down through the
components of communication stack 198. Client side data 1s
first recerved at client component 111. Client component 111
can mark the client side data such that server component 161
can determine how to process the client side data at server
instance 151. For example, client component 111 can mark
client side data from plug-in 104P such that server component
161 can determine that the client side data 1s to be processed
by application 104A.
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Client component 111 can then request a buller from ter-
minal server protocol 112. In this description and in the fol-
lowing claims a terminal server protocol 1s defined as any
protocol based on or that extends the ITU T.120 family of
protocols, such as, for example, Remote Desktop Protocol
(“RDP”)). Terminal server protocol 112 can return a butfer to
client component 111. Client component 111 can {ill the
bufiler with the client side data and return the butifer to termi-
nal server protocol 112. Terminal server protocol 112 then
passes the filled butler to transport/network protocol 113. In
the description and in the following claims a transport/net-
work protocol represents 1s defined as any combination of
transport and network protocols, such as, for example, TCP/
IP. Transport/network protocol 113 places the filled butfer 1n
a network packet and sends the network packet, over network
121, to server instance 151.

Server 1nstance 151 receives the network packet and per-
forms essentially the iverse of the operations that were per-
formed at client 101. That 1s, the recerved network packet 1s
passed up through the components of communication stack
199. Transport/network protocol 113 receives the network
packet, removes the filled buifer from the network packet, and
passes the filled butler to terminal server protocol 161. Ter-
minal server protocol 161 removes the client side data form
the buffer and passes the client side data to server component
161. Server component 161 examines the data to determine 11
the data 1s marked for input module 152 or for some other
application. Based on how the data 1s marked, server compo-
nent 161 can send the data to input module 152 or, over an
appropriate virtual channel, to an application. For example, 1f
the client side data 1s from plug-in 104P, server component
161 can send the client side data, over virtual channel 104, to
application 104 A.

Logically (1.e., abstracted from lower layer protocols) ter-
minal server protocol 112 and terminal server protocol 162
can be viewed as establishing terminal server connection 122
between client 101 and server mstance 151.

When the bandwidth of network 121 1s not under pressure
(e.g., when remaining bandwidth capacity 1s sufficient to
satisty a further request to transfer data), server side data 1s
transterred back to client 101 similarly to how client side data
1s transiferred to server instance 151. However, when the
bandwidth of network 121 i1s under pressure (e.g., when
remaining bandwidth capacity 1s no suilicient to satisty a
turther request to transfer data), flow control module 164 can
be utilized to appropriately allocate bandwidth for transier-
ring terminal server data. Generally, flow control module 164
1s configured to intercept communication between terminal
server protocol 162 and transport/network protocol 163 to
facilitate distribution of available bandwidth 1n a relatively
controlled manner. Thus, the functionality of tlow control
module 164 may be particularly advantageous when a plural-
ity of contending butifer requests 1s submitted during a period
network bandwidth pressure. For example, 1t may be that two
or more bulfer requests are submitted to a transport/network
protocol when no butfers are available.

FI1G. 2 1llustrates a flow chart of an example method 200 for
determining how to allocate bandwidth for transferring ter-
minal server data. FIG. 1B illustrates a first expanded portion
of the example computer architecture 100. The method 200
will be described with respect to the components and data
depicted 1n FIG. 1B.

Method 200 includes an act of receiving a first request to
transier terminal server data for a first application layer mod-
ule, the first application layer module associated with a first
priority (act 201). Referring now to FIG. 1B, flow control
module 164 can intercept builer request 132 from terminal
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serer 162. Buiter request 132 can be sent from terminal server
protocol 162 (and destined for transport/network protocol
163) 1n response to recerving display data 131 (from display
driver 153). Flow control module 164 can refer to priorities
171 to determine that display data has priority 70. Alternately,

display data 131 can include an indication that 1t has priority
70.

Method 200 includes an act of determining that current
bandwidth pressure has caused any bullers configured for
transferring terminal server data to be in use (act 202). For
example, tlow control module can request a butier from trans-
port/network protocol 163. Transport/network protocol 163
can refer to butler availability 173 to determine if any buffers
are available. Transport/network protocol 163 can determine
that buffers=0 and thus no buifers are currently available.
Flow control module 164 can receive an indication from
transport/network protocol 163 that no buflers are available.

In some embodiments, flow control module 164 can main-
tain a queue of butler requests, such as, for example, butler
queue 177. Buller queue 177 can include a list of bulfer
requests on a per priority basis. In response to receiving an
indication that no buffers are available for buffer request 132
(a request to transier display data), flow control module 164
can insert butler request 132 into the list for Prionty 70. If
other butler requests of priority 70 are subsequently received,
those buller requests can be placed after builer request 132 in

the list for priority 70.

Method 200 includes an act of recerving a second request to
transier terminal server data for a second application layer
module, the second application layer module associated with
a second priority (act 203). For example, flow control module
164 can 1ntercept buller request 142. Builer request 142 can
be sent from terminal server protocol 162 (and destined for
transport/network protocol 163) 1n response to receiving vir-
tual channel data 141 (e.g., from application 104A). Flow
control module 164 can refer to priorities 171 to determine
that virtual channel data has priority 30. Alternately, virtual

channel data 141 can include an indication that 1t has priority
30.

Since no bulfers are available for bufler request 142 (a
request to transfer virtual channel data), flow control module
164 may insert butler request 142 into the list for Priority 30
(1n buffer queue 177). If other buffer requests of priority 30
are subsequently received (e.g., requests form other virtual
channels), those buller requests can be placed after buffer
request 142 1n the list for priority 30

Method 200 includes an act of determining that the first
request and the second request are in contention for the next
butiler that 1s freed up (act 204). For example, tlow control
module 164 can determine that buffer request 132 and butler
request 142 are 1n contention for the next buffer available
from transport/network protocol 163.

Method 200 includes an act of calculating the number of
bytes charged for application layer modules having the first
priority during at least the current bandwidth pressure (act
205). For example, flow control module 164 can calculate the
bytes charged to application layer modules having priority 70
at least for a current period of buffer unavailability experi-
enced by ftransport/network protocol 163. Method 200
includes an act of calculating the number of bytes charged for
application-layer modules having the second priority during
at least the current bandwidth pressure (act 206). For
example, flow control module 164 can calculate the bytes
charged to application layer modules having priority 30 at
least for a current period of butfer unavailability experienced
by transport/network protocol 163.
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Generally every time a number bytes are sent on a given
priority, the bytes charged for that priority 1s incremented by
the number of bytes. Charging a priority X for bytes used can
be facilitated 1n accordance with the following equation:

BytesCharged+=
BytesUsed*AllocationFactor_ForPriority X

For example when Priority_Display has allocation of 70%
and Priority_Channel has allocation of 30% thus 7 bytes sent
on Display are equivalent to 3 bytes sent on Channel. Thus,
AllocationFactor for Display can be 3 and AllocationFactor
tor Channel can be 7. Thus, when both of them send 10 bytes
cach, the bytes charged will be as follows:

Display_Bytes Charged=10%3=30

Channel_Bytes_Charged=10%70=70

A current calculation of the bytes charged per priority can
be stored 1n bytes charged 172.

The bytes charged for each priority can be rationalized.
Thus, when there are two priorities with charges o1 30 and 70
respectively, these charges can be stored 1n rationalized for-
mat of 0 and 40. Rationalization of byte charges can simplify
the maintenance by retaining the O charge for the least
charged priority.

Method 200 includes an act of detecting that a buiier has
been freed up (act 207). For example, in response to a current
network packet reaching 1ts destination, transport/network
protocol 163 can receirve an indication that a bufler 1s now
available. Transport/network protocol 163 can increment
butiler availability 173 (as indicated 1n the version surrounded
by the dashed line) to represent that one buil

er 1s now avail-
able. Since transport/network protocol 163 has outstanding
bufler requests, transport/network protocol 163 can send

butiler 174 to terminal server protocol 162. Flow control mod-
ule 164 can intercept buiier 174.

Method 200 includes an act of comparing the number of
bytes charged for application layer modules having the first
priority to the number of bytes charged for application layer
modules having the second priority (act 208). For example,
flow control module 164 can refer to bytes charged 172 to
compare the number of bytes charged to priority 70 (display
data) to number of bytes charged to priority 30 (virtually
channel data). Thus, flow control module 164 can compare O
charged bytes (1.e., 30-30) for display to 40 charged bytes
(1.e., 70-30) for Vlrtual channels. Since the bytes charged
Values were previously weighted using allocation factors,
direct comparisons are possible.

Method 200 includes an act of appropriately allocating the
butler to transfer terminal server data based on the results of
the comparison (act 209). For example, based on the charge
bytes for display being 30 and the charged bytes for virtual
channels being 70, flow control module 164 can allocate
butler 174 for butler request 132. As such display data 131
can be placed i bufier 174 and passed onto to transport/
network protocol 163. Transport/network protocol 163 can in
turn place buffer 174 in network packet 176 and transier
network packet 176 over network 111 (e.g., to video driver
103).

I, for example, charge bytes for display had been 80, flow
control module 164 can allocate buffer 174 for buifer request
142. Virtual channel data 141 can then be smartly transierred
over network 111 (e.g., to plug-in 104P).

Embodiments of the present invention can include a band-
width scheduler, for example, including in existing builer
management modules. The bandwidth schedule can schedule
the allocation of buifers based on priorities. When under
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bandwidth pressure the bandwidth scheduler can distribute
the bandwidth-among the requests, for example, using the
following scheme:

Reserved
Priority Bandwidth Notes
Priority_ Display 70 When there i1s a contention for
bandwidth 70% of the bandwidth
1s reserved for Display
Priority_ Channel 30 When there i1s a contention for

bandwidth 30% of the bandwidth

1s reserved for Channels

It may be that a bandwidth scheduler 1s invoked 1n periods
of bandwidth pressure, such as, for example, when the num-
ber of requested outbound buflers exceeds the number of
available outbound butfers. When there 1s no bandwidth pres-
sure, use of the bandwidth schedule may be by-passed.

New routines can be implemented in buifer management
modules to facilitate bandwidth scheduling. These new rou-
tines can accept “priority” as an additional parameter. Stack
drivers, when requesting bandwidth, can include a “priorty”™
for each buifer request. For compatibility with older clients
existing buller management routines can be retained. How-
ever, existing butier management routines can be modified to
forward buifer requests to new routines. For example, exist-
ing butfer management routines can be modified to include a
call to new routines. When calling a new routine, an existing
routine can provide a default “‘prionty” (e.g,
priority=Priority_Med) as input to the new routine. Accord-
ingly, behavior 1in existing routines that treats all requests
equally can be retained when appropnate.

Data structures representing channels can be augmented
with a field for storing priority. Priorities can be set dynami-
cally through routines that are configured to modify the value
of a priority field. Data structures representing other types of
data, such as, for example, multimedia/USB data can also be
augmented with a field for storing priority. They can priorities
can likewise be set dynamically through routines that are
configured to modily the value of a prionty field.

Buifers can be allocated based on priority. If there are
multiple channels contending within a same priority level
they can be served 1n a first in first out (“FIFO”) basis. For
example, according the order they were included 1n butfer
queue 177.

At least 1n some network environments, network band-
width pressure 1s not constant. That 1s, there are times when
the number of available buifers 1s sullicient to satisly existing
builer requests. For example, 1t may be that only one channel
X (say on Prionity A) 1s using all the available bandwidth
because there 1s nobody else who has any data to send. How-
ever, there may be another channel Y (on priority B) that
doesn’t have any data to send yet. If, after 100 K bytes have
been sent on the channel X, channel Y starts sending data 1t
may be inappropriate to charge the 100 K bytes against chan-
nel X since there was no contention when the 100 K bytes
were sent. To mitigate, and potentially avoid, such an occur-
rence, embodiments of the invention can utilize both active
and mactive priorities. For effective distribution of bandwidth
BytesCharged can be maintained relative to the currently
active channels.

A priority can be considered active 1f data associated with
the priority has been sent over a specified time frame, such as,
for example, within a range of 1 to 6 seconds. BytesCharged
can be normalized among active priorities. For example, 1f
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there are two active priorities with the BytesCharged 1000
and 2000 respectively, these values can be normalized to O
and 1000 respectively. These mechanisms help ensure that the
bandwidth scheduling 1s done only among contending chan-
nels. If there 1s no contention, the ByteCharged on the only 5
priority using the bandwidth can remain 0. Even during con-
tention, only those bytes sent over the specified period (e.g.,
within a range of 1 to 6 seconds) are changed against the
priority.

Embodiments can also include mechanisms to avoid rela- 10
tively large byte charges on active channels. For example, it
may be that channel A 1s sending data at 10 Kbps and Channel
B 1s sending data at 100 Kbps. However, channel A and
channel B may be assigned the same priority. Thus, on a 100
Kbps link bandwidth distribution can be 10 Kbps for A and 90 15
Kbps for B. Since channel A has more bandwidth allocated
(50 Kbps) than 1t 1s using, the charge on channel B will keep
on accumulating and may go unbounded. To avoid such accu-
mulation Channel A can receive a pass credit.

Pass credit can be credit given to a channel, when the other 20
channel doesn’t have any data to send when 1t turn comes.
Thus, when channel B has 1ts turn to send data; but doesn’t
have anything to send the pass credit 1s given to Channel A, it

can be calculated as follows:

25
PassCredit=ChargeOnChannel 4,2

ChargeOnChannel4=ChargeOnChannel4—-PassCredit.

This helps to ensure that no charges go unbounded. Pass
credit 1s can be given against old charges; thus reducing their 3
effect over time. This facilitates a bandwidth distribution
scheme 1 which given a constant packet size;
maxCharge<2*PacketSize.

FIG. 3 1llustrates a flow chart of an example method 300 for
simultaneously performing a plurality of channel writes ona 33
terminal server connection. FIG. 1C 1illustrates a second
expanded portion of the example computer architecture 100.
The method 300 will be described with respect to the com-
ponents and data depicted 1in FIG. 1C.

Method 300 includes an act of receiving first terminal 40
server data corresponding to a write operation on a first chan-
nel of a terminal server connection that includes a plurality of
channels (act 301). For example, server component 161 can
receive write operation 181, including data 184, over virtual
channel 104 from application 104 A. 45

Method 300 includes an act of locking a write resource
associated with the first channel to prevent other write opera-
tions on the first channel without locking write operations on
other channels of the terminal connection (act 302). Server
component 161 can maintain channel data structure per chan- 50
nel. Each maintained channel data structure can include a
resource 1n to indicate 1f writes on the channel are locked.
When there are no active writes on a channel, the resource can
indicate that the channel 1s unlocked. For example, channel
object 104C can indicate that virtual channel 104 1s unlocked. 55

Likewise, channel object 106C can indicate that virtual chan-
nel 106 1s unlocked.

In some embodiments, the channel data structure each
channel 1s of the format:

60

typedef struct _ ICA_ CHANNEL {
ICA HEADER Header;
LONG RefCount;
ERESOURCE Resource: 65
ERESOURCE WriteResource;

12

-continued

where “WriteResource™ 1s the resource that indicates 11 a
channel 1s locked or unlocked. WriteResource can be set on a
per channel basis without having to lock an entire terminal
serer connection, such as, for example, terminal server con-
nection 122.

Accordingly, 1n response, to receiving write operation 181,
server component 161 can modity the value of channel object
104C (as indicated 1n the version surround by the dashed line)
to lock further write operations on virtual channel 104. Thus,
il write operation 183 1s subsequently received belore write
operation 181 completes, data 185 will not be written over
virtual channel 104.

Method 300 includes an act of receving second terminal
server data corresponding to a write operation on a second
channel of the terminal server connection (act 303). For
example, server component 161 can receive write operation
182, including data 183, over virtual channel 106 from appli-
cation 106 A. Method. 300 includes an act of determining that
a write resource associated with the second channel 1s not
locked (act 304). For example, server component 161 refer to
the that the value of channel object 106C to determine that
write operations on virtual channel 106 are not locked. Server
component 161 can accept write operation 182 and subse-
quently modity the value of channel object 106C (as indicated
in the version surround by the dashed line) to lock further
write operations on virtual channel 106.

Method 300 includes an act of simultaneously writing the
at least a portion of the first terminal server data on the first
channel of the connection and at least a portion of the second
terminal server data on the second channel while the write
resource associated with the first channel 1s locked. For
example, server component 161 can simultaneously transier a
portion of data 184 over virtual channel 104 and a portion of
data 186 over virtual channel 106, while channel object 104C
indicates that virtual channel 104 1s locked for write opera-
tions. Thus, locking virtual channel 104 does not lock other
channels of terminal serer connection 122 and does not pre-
vent write operations on other channels.

Data 184 and data 186 can be sent to terminal server pro-
tocol 162, simultaneously sent over terminal server connec-
tion 122, and recerved at terminal server protocol 111. Ter-
minal server protocol 111 can pass data 184 and data 186 over
virtually channels 104 and 106 to plug-in 104P and plug-in
106P respectively.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or essential character-
istics. The described embodiments are to be considered 1n all
respects only as illustrative and not restrictive. The scope of
the invention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What 1s claimed:

1. At a computer system, a method for determining how to
allocate bandwidth for transferring terminal server data, the
method comprising:

recerving a first request to transfer terminal server data for

a first application layer module, the first application
layer module associated with a first priority;
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determining that current bandwidth pressure has caused
any buflers configured for transierring terminal server
data to be 1n use;

receiving a second request to transier terminal server data
for a second application layer module, the second appli-
cation layer module associated with a second priority;

determining that the first request and the second request are
in contention for the next bufler that i1s freed up;

a processor calculating the number of bytes charged for
application layer modules having the first priority during
at least the current bandwidth pressure;

the processor calculating the number of bytes charged for
application layer modules having the second priority
during at least the current bandwidth pressure;

detecting that a butier has been freed up;

the processor comparing the number of bytes charged for
application layer modules having the first priority to the
number of bytes charged for application layer modules
having the second priority; and

appropriately allocating the buffer to transier terminal
server data based on the results of the comparison.

2. The method as recited in claim 1, wherein receiving a
first request to transfer terminal server data for a first appli-
cation layer module comprises recetving a request to send
display data for presentation at a client.

3. The method as recited in claim 1, wherein receiving a
first request to transier terminal server data for a first appli-
cation layer module comprises intercepting a bulfer request
sent from a terminal server protocol to a transport/network
protocol.

4. The method as recited 1n claim 3, wherein intercepting a
butiler request sent from a terminal server protocol to a trans-
port/network protocol comprises intercepting a buifer request
sent from remote desktop protocol to TCP/IP.

5. The method as recited in claim 1, wherein receiving a
second request to transfer terminal server data for a second
application layer module comprises receiving a request to
send virtual channel data to a client.

6. The method as recited in claim 1, wherein determining
that the first request and the second request are 1n contention
tor the next butter that 1s freed up comprises receiving the first
request and the second request when no butifers are available.

7. The method as recited in claim 1, wherein calculating the
number of bytes charged for application layer modules hav-
ing the first priority during at least the current bandwidth
pressure comprises calculating number of bytes charged for
application layer modules having the first priority during a
specified period of time.

8. The method as recited in claim 1, wherein calculating the
number of bytes charged for application layer modules hav-
ing the first priority during at least the current bandwidth
pressure comprises calculating number of bytes charged for
application layer modules having the first priority in accor-
dance with a specified allocation factor of the priority such
that bytes changed can be directly compared to bytes charged
for other prionties.

9. The method as recited 1n claim 1, wherein detecting that
a bufler has been freed up comprises intercepting a butiler that
was sent from a transport/network protocol to terminal server
protocol.

10. The method as recited 1n claim 1, wherein comparing
the number of bytes charged for application layer modules
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having the first priority to the number of bytes charged for
application layer modules having the second priority com-
prises comparing bytes charge for display data to bytes
charged for virtual channel data.

11. The method as recited 1n claim 1, wherein appropriately
allocating the butler to transier terminal server data based on
the results of the comparison comprises allocating the buiier
to the first request.

12. The method as recited 1n claim 11, further comprising:

filling the buffer with terminal server data for the first

application layer module; and

sending the butifer to transport/network protocol for deliv-

ery to a client.

13. The method as recited in claim 1, further comprising;:

including the first request in a builer queue list correspond-

ing to the first priority; and

including the second request 1n a buller queue list corre-

sponding to the second priority.

14. A computer system, comprising;:

OnNe Or MOre Processors;

system memory; and

one or more computer-readable media having stored

thereon a terminal server flow control module, the ter-
minal server flow control module being including 1n a
communication stack situated between a terminal server
protocol and a transport/network protocol, the terminal
server flow control module configured to intercept com-
munication between the terminal server protocol and a
transport/network protocol to perform the following:
receive a first request to transfer terminal server data for
a first application layer module, the first application
layer module associated with a first priorty;
determine that current bandwidth pressure has caused
any builers configured for transferring terminal server
data to be 1n use;
receive a second request to transier terminal server data
for a second application layer module, the second
application layer module associated with a second
priority;
determine that the first request and the second request
are 1n contention for the next buifer that 1s freed up;
calculate the number of bytes charged for application
layer modules having the first priority during at least
the current bandwidth pressure;
calculate the number of bytes charged for application
layer modules having the second priority during at
least the current bandwidth pressure;

detect that a builer has been freed up;
compare the number of bytes charged for application
layer modules having the first priority to the number
of bytes charged for application layer modules having,
the second priority; and
appropriately allocating the builer to transfer terminal
server data based on the results of the comparison.
15. The computer system as recited in claim 14, wherein
the terminal server tlow control module being configured to
intercept communication between the terminal server proto-
col and a transport/network protocol comprises the terminal
server flow control module being configured to intercept

communication between the remote desktop protocol and
TCP/IP.
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