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SYSTEMS AND METHODS FOR PROVIDING
NON-DEDICATED WIRELESS BACKUP
SERVICE FOR MONITORED SECURITY

SYSTEMS VIA BLUETOOTH

RELATED APPLICATION

The application 1s a continuation-in-part application which
claims the benefit of the filing date of U.S. Non-Provisional
application Ser. No. 10/684,876, entitled Systems and Meth-
ods for “Providing Non-Dedicated Wireless Backup Service
for Monitored Security Systems” filed Oct. 13, 2003 now
U.S. Pat. No. 7,085,551, the entirety of which 1s incorporated
herein; which m turn claims the benefit of the filing date of
U.S. Provisional Application Ser. No. 60/461,933, entitled
Systems and Methods for “Providing Non-Dedicated Wire-
less Backup Service for Monitored Security Systems™ filed
Apr. 8, 2003, the entirety of which 1s incorporated herein.
This application also claims the benefit of the filing date of
U.S. Provisional Application Ser. No. 60/537,376, entitled
Systems and Methods for “Providing Non-Dedicated Wire-
less Backup Service for Monitored Security Systems via
BLUETOOTH” filed Jan. 15, 2004, the entirety of which 1s

incorporated herein.

FIELD OF THE INVENTION

The present invention relates 1n general to telecommuni-
cations and monitored security systems, and more particu-
larly, to providing a non-dedicated wireless backup service
for reporting alarm events and defective telephone lines 1n
which a BLUETOOTH connection 1s established and which
causes an intelligent interface to bypass a landline path to a
remote monitoring center, and to relay all alarm event data
from an alarm system control panel to the remote monitoring
center through a wireless backup.

BACKGROUND OF THE INVENTION

The secunity industry has long used momtored alarm sys-
tems to report burglaries, fire, smoke, and similar alarm
events. The typical monitored alarm system includes a control
panel that recetves data from sensors, intelligence that ana-
lyzes the data, and signaling components that report detected
alarm events to a remote monitoring center. Alarm events are
typically reported via a dial-up circuit switched data (CSD)
connection to a public switched telephone network (PSTN) or
other wireline network. The remote monitoring center
resolves the event by notifying and/or dispatching appropri-
ate responders, such as emergency medical services (EMS),
local security personnel, firefighters, and police departments.
Most alarm system control panels also include indicators that
warn the occupants of the residence or facility of the emer-
gency condition.

Standard phone lines may be unreliable, particularly
because events such as intentional tampering, fires, and major
calamities can compromise the physical communications
infrastructure. To address the reliability 1ssues, the alarm
industry has developed methods of using wireless communi-
cations technology to supplement PSTN-based alarm sys-
tems, or as the sole means of communicating alarm events to
remote monitoring centers.

Several approaches for wirelessly reporting alarm events
have evolved 1n the industry. Perhaps the most basic wireless
alarm event reporting system consists of a data interface to a
dedicated cellular transcerver. Alarm signals and other mes-
sages can be routed over a voice channel via the dedicated
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cellular transceiver. As an example, the GSM 1000™ system
transmits alarm signals over a GSM voice network. Conven-
tional systems have never previously implemented the use of
a cellular mobile handset that 1s not specifically dedicated to
a security alarm system and which 1s capable of dynamic
two-way communication with the security alarm system. At
most, optional key-fobs have been available that were limited
to wirelessly arming and disarming the security alarm system.
The key-fobs however do not support the transmaission and
receipt of alarm notification messaging, such as text messages
to indicate that the security alarm system 1s armed, disarmed
or breached.

Alternatively, digital signals may be transmitted over over-
head control channels via a dedicated wireless device. For
instance, the SKYROUTE™ transceiver uses the CELLEM-
ETRY® wireless technology and the SS§7/1S-41 network pro-
tocol to transmit short data messages without affecting the
voice channels of the cellular network.

Another approach provides wireless alarm event reporting
via a dedicated data-only packet-switched network, such as
the narrowband MOBITEX™ mobile data technology devel-
oped by ERICSSON®. In contrast to the alforementioned
systems, which use circuit-switched voice networks, a
packet-switched approach obviates the need for dedicated
connections for each reporting session, and potentially
reduces the cost of each transmission, which 1s based on the
number of packets sent rather than call connection time. How-
ever, this approach also introduces the additional cost of a
dedicated radio modem that utilizes the Mobitex Interface
Specification (MIS) open standard, which 1s administered by
the Mobitex Operators Association.

In many of these approaches, the alarm system wirelessly
communicates using the backup device only 11 the alarm
system cannot access a landline telephone service. The
backup device communicates with a mobile switching center
(MSC), which authenticates the backup device and routes the
call to a monitoring center.

In other approaches, the wireless communication technol-
ogy 1s the primary or sole means of communicating with the
remote monitoring center.

Typical wireless alarm event reporting approaches have
several disadvantages. According to many such approaches,
when an alarm event occurs, the alarm system control panel
first attempts to transmit data over a PSTN connection. After
detecting a transmission failure on the landline, the control
panel determines that the landline 1s unavailable or disrupted,
and transmits the data using the wireless backup device.
Theretore, the alarm system only detects a loss of line integ-
rity when the alarm system attempts to report another
detected event. An alarm system that uses such a backup
system may introduce a delay before reporting the disabled
landline and any other alarm event. Some alarm systems
attempt to address this shortcoming by periodically attempt-
ing a PSTN call to test the landline. However, this solution 1s
imperfect due to the unnecessary disruption of the user’s
ability to access the landline during these tests. The test calls
can also cause computer modems to lose carriers. Other alarm
systems periodically check the telephone line for dial tone,
but cannot detect loss of dial tone that occurs between sched-

uled checks.

The atorementioned systems determine the availability ofa
wireline connection before resorting to a backup system. To
contrast, in the context of call forwarding, systems and meth-
ods have been developed for detecting the availability of a
wireless device, and then performing a function in response
thereto. However, these systems and methods are typically

adapted to reroute to a wireline device incoming calls directed
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to the wireless device, rather than to route outgoing calls to
the wireless device for completion.

Typical wireless event reporting devices can be expensive,
due at least 1n part to the cost of the dedicated wireless device,
service fees for access to cellular voice or data channels, and
the cost of installation. Wireless alarm event reporting
devices are commonly 1nstalled by making electrical connec-
tions between a telephone line and the monitoring device
(such as an alarm system control panel), and between the
monitoring device and a power source. Separate connections
must also be made to connect the monitoring device to aradio
or a cellular device, which relays the reporting data to a
central station. The customer either directly or indirectly
bears the cost of installation, which may require the expertise
ol an electrician or other protfessional. Furthermore, the alarm
system control panel may have to be specially manufactured
or modified to accommodate communication over a wireless
network.

Thus, there 1s a need for a reliable, responsive, and less
expensive system and method for providing a wireless
backup to landline-based alarm systems for reporting alarm
events to remote monitoring centers.

SUMMARY OF THE INVENTION

The present invention fulfills the needs described above by
providing systems and methods for supplying non-dedicated
wireless backup service for monitored security systems. Gen-
erally, the invention provides an intelligent interface between
an existing alarm system control panel (ASCP) and a remote
monitoring center. The intelligent interface relays alarm event
data signals from the alarm system control panel to the remote
monitoring center via a landline connection—unless a wire-
less device, such as a typical cellular handset, has been placed
in a cradle that 1s integral to or associated with the interface.

The mnvention also includes a method for providing wire-
less backup to an alarm system control panel, wherein placing
a wireless device 1n the cradle automatically causes the intel-
ligent interface to bypass the landline connection, and to relay
all alarm event data from the ASCP to the wireless device. In
certain embodiments, the method includes determining
whether the cellular handset 1s available to the interface
betore the bypass can be effected. For example, the interface
may determine whether the cellular handset 1s suificiently
powered or has the requisite signal strength to place a wireless
call. The systems and methods of the various embodiments of
the invention are advantageous 1n many respects. No dedi-
cated wireless device 1s required, because the intelligent
interface provides wireless backup service to a landline-
based alarm event reporting system, using a standard cellular
handset or similar wireless device. When no wireless device
1s present, the mtelligent interface acts as a standard PSTN
network connector, such as an RJ31X jack. The RI31X jack
allows the ASCP to seize the plamn old telephone service
(POTS) line betfore the mnside house phone so that an inside
house phone cannot interrupt the reporting of alarms to a
remote monitoring center. The RJ31X jack may allow the
control ASCP to be disconnected from the POTS service
without interrupting POTS service to the internal house
phone.

Therefore, the intelligent interface 1s compatible with
existing control panels and remote monitoring centers with-
out modification thereof.

The intelligent interface also performs the functions of a
typical tabletop cradle for the wireless device, including pow-
ering and recharging the battery of the wireless device. The
intelligent interface can be powered by a DC power supply, or
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by the control panel. The intelligent interface receives signals
from the alarm system control panel via an mput that i1s
typically connected to v.32 analog modem tip and ring con-
nectors at the alarm system control panel. The 1input can be,

for example, a standard telephone connector (such as an
RJ-11 jack), or a hard-wired tip and ring interface.

Another aspect of the present invention includes providing
a non-dedicated wireless backup system for reporting alarm
events from an alarm control panel that monitors alarm events
to a remote monitoring center. The non-dedicated wireless
backup system includes an interface, that receives signals
from the alarm control panel and selectively relays the signals
to the remote monitoring center by either: 1) a wireless path
via an RF link, or 11) a landline path via a landline connector.

More specifically, one aspect of the present invention
includes a device for relaying signals from an alarm system
control panel to a remote monitoring center. The device
includes, but 1s not limited to, an mput for receiving the
signals from the alarm system control panel and an intelligent
interface communicatively associated with the input. As used
herein, the phrase “communicatively associated” means that
at least a one-way transmission path 1s created for exchanging
voice and/or data between two or more devices, components,
clements, entities, systems or networks. The intelligent inter-
face communicatively associates with the input in a variety of
different forms, including by a physical and or wireless con-
nection. The intelligent interface selectively relays the signals
to the remote monitoring center via either a wireless device or
a landline connector. The intelligent interface bases 1ts selec-
tion between the two communications paths on the presence
or absence of a wireless device 1n a cradle that 1s integrated
into the mtelligent interface. The cradle receives the wireless
device 1n such a manner that the intelligent interface can
detect that the wireless device 1s present 1n the cradle. The
presence ol the wireless device preferably mechanically
alters the communications path established by the internal
wiring ol the intelligent interface. Preferably, detecting that
the wireless device 1s present in the cradle causes the intelli-
gent iterface to bypass the RI31X or other landline connec-
tor and to communicatively associate the mnput from the alarm
system control panel with the wireless device. The bypass 1s
preferably effected by mechanically routing the Tip and Ring
connections from the alarm system control panel to the
respective Tip and Ring connections on the wireless device,
although electronic routing may be implemented. For
example, placing the wireless device 1n the cradle can cause
shorting bars to create a direct connection between the alarm
system control panel and the wireless device.

Once the wireless device 1s communicatively associated
with the input (and thus with the alarm system control panel),
any alarm event reporting signals generated by the alarm
system control panel are diverted away from the landline
connection and 1nto the wireless device. Preferably, an ana-
log-to-digital digital signal processor (DSP) “converter’” 1s
interposed between the input and the wireless device. The
converter provides dial tone and ringing signals to the alarm
system control panel, and can accept dual-tone multi-fre-
quency (D'TMF) signals from the alarm system control panel.
The converter receives signals from the alarm system control
panel via the mput, converts the signals 1nto digital signals,
and outputs or relays the converted signals to the wireless
device.

Upon recerving the signals, the wireless device places a
wireless call to the remote monitoring center and relays the
signals from the alarm system control panel (via the input) to
the remote monitoring center. The wireless call can be carried
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by any suitable wireless network, including voice-only, voice
and data, and data-only wireless networks.

The mntelligent interface also includes a landline connector,
which 1s preferably a two-wire voice jack, such as an RJ31X
jack. The landline connector 1s communicatively associated
with the alarm system control panel (via the input) and with a
public switched telephone network. When no wireless device
1s present 1n the cradle, the landline connector recerves the
signals from the mput, and relays the signals to the remote
monitoring center via the PSTN.

Preferably, detecting that the wireless device 1s present in
the cradle also causes the intelligent interface to place the Tip
and Ring connections of the internal telephones 1n direct
connection with the respective iputs to the PSTN network.

The intelligent interface preferably also includes status
indicators to indicate whether alarm event calls are routed to
a wireless device, and/or the availability of the wireless
device.

According to another aspect of the mnvention, systems and
methods for providing wireless backup to an alarm system
control panel are provided in which a BLUETOOTH connec-
tion 1s established which automatically causes the intelligent
interface to bypass the landline connection, and to relay all
alarm event data from the ASCP to the wireless device. Like-
wise, the wireless device may be utilized to report alarm
conditions to a central monitoring center via BLUETOOTH
technology. Moreover, the wireless device may be used as a
remote control key fob, and as a display device for reporting
alarms.

These and other objects, features, and/or advantages may
accrue from various aspects of embodiments of the present
invention, as described 1n more detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

Various exemplary embodiments of this invention will be
described 1n detail, wherein like reference numerals refer to
identical or stmilar components or steps, with reference to the
following figures, wherein:

FIG. 1 1s a block diagram of an exemplary environment;

FI1G. 2 15 a block diagram showing functional interconnec-
tions of the intelligent interface 1 landline mode, according,
to various embodiments of the invention;

FIG. 3 1s a block diagram showing functional interconnec-
tions of the intelligent interface in wireless mode, according,
to various embodiments of the invention;

FIG. 4 1s a circuit diagram showing the functional inter-
connections when the handset 1s not present 1n the cradle,
according to various embodiments of the invention;

FIG. 5 15 a circuit diagram showing the functional inter-
connections when the handset 1s present in the cradle, accord-
ing to various embodiments of the mnvention;

FIG. 6 1s a block diagram of an exemplary intelligent
interface device according to various embodiments of the
invention; and

FIG. 7 1llustrates an exemplary diagram of an intelligent
interface composed of a BLUETOOTH gateway device for
providing non-dedicated wireless backup service for report-
ing alarm events and defective telephone lines.

DETAILED DESCRIPTION

Particular embodiments of the present mnvention will now
be described 1n greater detail with reference to the drawings.
FIG. 11s a block diagram showing an exemplary environment
according to various embodiments of the invention. The envi-
ronment 100 shown 1s a residential structure 102 equipped
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6

with a monitored security system having an alarm system
control panel (ASCP) 104. The ASCP 104 can be any suitable
device that detects alarm events and transmits data over a
landline to a remote monitoring center. The ASCP 104 relays
signals related to detected alarm event to an intelligent inter-
face 106 that includes a means for selectively relaying the
signals to the remote monitoring center via either a wireless
device or a landline connector, based on the presence of the
wireless device. According to an exemplary embodiment of
the present invention, the intelligent interface 106 1s con-
nected 1n series with the ASCP 104 and a subscriber junction
box (SJB) 108. The SIB 108 1s generally the physical inter-
face between internal subscriber devices 110 and a subscriber
line 112 that transmits and recerves voice and data to and from

a PSTN network 114.

The intelligent interface 106 1s illustrated as a cradle
(shown 1n FIG. 6) for receving a wireless device, such as a
cellular handset 116. The intelligent interface 106 acts as a
standard network connector when the cellular handset 116 1s
not present 1n the cradle. More specifically, the intelligent
interface 106 enables the ASCP 104 to seize the subscriber
line 112 to place a call over the PSTN network 114 (via at
least one PSTN network interface device) to relay alarm event
signals to a remote momtoring center (RMC) 118. However,
when the cellular handset 116 has been received communi-
catively 1n the cradle, the intelligent interface 106 causes the
call, to the remote monitoring center 118, to be placed by the
wireless device 116 over a wireless network 120.

Dual Mode Operation

The selective relaying of alarm event calls by the intelligent
interface 106 will now be described in more detail. For clarity,
the intelligent mterface 106 will be described as a “dual-
mode” device, having a landline mode and a wireless mode.
The intelligent interface 106 transitions between the two
modes based upon the presence or absence of the cellular
handset 116 in the cradle (or as will be described later, the
intelligent interface 106 1n close proximity to the cellular
handset 116). As used herein, the terms “presence” and
“present” refer to a communicative association of the cellular
handset 116 with the intelligent interface 106, such that the
cellular handset 116 1s available for wireless communications
emanating from the intelligent interface. In the alternative,
the communicative association of the cellular handset 116
with the intelligent interface 106 may be created by a physical
connection with the cradle and/or by a wireless RF commu-
nicative association between the cellular handset 116 and the
intelligent interface 106. The terms “absence” and “absent™
refer to the lack of communicative association between the
cellular handset 116 and the intelligent interface 106.
Absence may indicate that the cellular handset 116 1s not
physically 1n association with the cradle, or that the cellular
handset 116 1s bypassed, powered down, unable to access the
wireless network, or 1s otherwise unavailable to the intelligent
interface 106.

The phrase “landline mode” refers generally to the condi-
tion and operating characteristics of the intelligent interface
106 when there 1s no cellular handset 116 1n the cradle com-
ponent of the intelligent interface 106, or the cellular handset
116 1s otherwise unavailable (e.g., because 1t 1s not in close
proximity or a predetermined distance from the intelligent
interface 106). The phrase “wireless mode” refers generally
to the condition and operating characteristics of the intelli-
gent interface 106 when a cellular handset 116 1s present (or
in close proximity to the intelligent interface 106) in the
cradle. However, the itelligent interface 106 can be manu-
ally placed 1n landline mode via a bypass mechanism, which
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can be activated despite the presence of the cellular handset
116 1n the cradle. Alternatively, the bypass mechanism may
be activated automatically upon the occurrence of an event
(such as placement of a powered down or otherwise disabled
cellular handset 116 1n the cradle), or according to a program
or schedule.

FI1G. 2 1s a generalized block diagram showing functional
interconnections of the intelligent interface 106 1n landline
mode, according to various embodiments of the mvention.
The intelligent interface 106 1s connected 1n series between
the ASCP 104 and the PSTN network interface device (PNID)
115, which may be an end office or other exchange. The
intelligent interface 106 1s also connected in series between
the ASCP 104 and the SIB 108.

In the landline mode, a conductive path from the PSTN
network 114 that 1s commonly referred to as the “tip wire” (T)
1s routed through the intelligent interface 106 directly to a
signaling tip terminal at the ASCP 104. A “ring wire” (R) 1s
routed through the intelligent interface 106 directly to a sig-

naling ring terminal at the ASCP 104. Alarm event signals can
be transmitted from the ACSP 104 to the RMC 118 over the

PSTN network 114 via these interconnections, in accordance
with known standard landline technology.

In the landline mode, the mtelligent interface 106 enables
the ASCP 104 to “seize” the landline by disrupting any ongo-
ing calls and preventing initiation of new calls by the internal
subscriber devices 110. To do so, the intelligent interface 106
functions as a standard PSTN network connector, such as an
RJ31X jack. The tip and ring wires (11 and R1) from the STB
108 are routed through the intelligent interface 106 directly to
corresponding secondary tip and ring terminals at the ASCP
104. When the ASCP 104 detects an alarm event, these series
tip and ring connections enable the ASCP 104 to provide
seizure or exclusion service—delivering dial tone to the
ACSP 104 while excluding (by electrically disconnecting)
the subscriber devices 110.

FI1G. 3 15 a circuit diagram showing the electrical intercon-
nections when the intelligent interface 106 1s 1n landline
mode, according to various embodiments of the mvention.
The ASCP 104 1s coupled with the intelligent interface 106
using a suitable known or later developed connection device,
such as an RJ-45 mimiature 8-position keyed connector or a
direct hard-wired connection. This connection device func-
tions as a means for recerving the signals from the ASCP 104.
The SJB 108 and the PNID 115 are coupled with the intell:-
gent interface 106 using suitable known or later developed
connection devices, such as a standard RJ-11 or RJ-14 min-
1ature 6-position connectors or direct hard-wired connec-
tions. In the figure, ASCP Pin 1 (the secondary ring terminal)
1s connected 1n series with SJIB Pin 1 (the SIB ring wire).
ASCP Pin 8 (the secondary tip terminal) 1s connected 1n series
with SIB Pin 2 (the SIB tip wire). PNID Pin 1 (the ring wire)
1s connected 1n series with ASCP Pin 4. PNID Pin 2 1s con-
nected 1n series with ASCP Pin 5.

FIG. 4 1s a generalized block diagram showing functional
interconnections of the intelligent interface 106 1n wireless
mode, according to various embodiments of the invention.
The telligent interface 106 1s connected in series between
the SJB 108 and the PSTN network interface device (PNID)

115. The intelligent interface 106 1s also connected 1n series
between the ASCP 104 and the cellular handset 116.

In the wireless mode, the series connections of tip and ring,
wires from the PNID 115 through the intelligent interface 106
directly to the SJB 108 allow subscriber devices 110 continu-
ous and uninterrupted access to the landline, regardless of the
activation state of the ASCP 104. The series connections of
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directly to the cellular handset 116 cause the ACSP 104 to
place alarm event reporting calls using the cellular handset
116.

Thus, 1n the wireless mode, the ASCP 104 has no need to
“sei1ze” the landline to report alarm events. Rather, when the
ASCP 104 detects an alarm event, the cellular handset 116 1s
directed to place a call to the remote monitoring center 118.
Alarm event signals to and from the ASCP 104 are converted
using a DSP (shown 1 FIG. 7) and transmitted via the wire-
less network 120.

In the wireless mode, the intelligent interface 106 may
cause the cellular handset 116 to refuse any incoming calls
and disable any manual override of an ongoing alarm event
reporting session. To do so, the intelligent intertace 106 may
1ssue control signals (e.g., disabling the keypad and/or can-
celing call waiting) prior to permitting the ASCP 104 to
initiate an alarm event reporting call.

FIG. 5 1s a circuit diagram showing the electrical intercon-
nections when the handset 1s present 1n the cradle (wireless
mode). The ASCP 104, SIB 108, PNID 115 are coupled with
the intelligent interface 106 using suitable known or later
developed connection devices and/or methods, as described
above with respect to FIG. 3. The cellular handset 116 1s
coupled with the intelligent interface 106 via a handset cradle
that 1s compatible with the make and model of the cellular
handset 116. Cellular handset cradles typically have at least a
positive DC (+DC) and a negative DC (-DC) power supply
terminal, and two pins—one designated as a tip terminal and
one designated as a ring terminal. When the cellular handset
116 i1s present 1n the cradle, the intelligent interface 106
transitions from landline to wireless mode. In wireless mode,
the cellular handset tip terminal 1s connected 1n series with the
ASCP tip terminal (Pin 5, as shown). The cellular handset
ring terminal 1s connected in series with the ASCP ring ter-
minal (Pin 4, as shown). Thus, all alarm event signals are
passed to the cellular handset 116. The transition to wireless
mode also causes the SIB tip and ring wires to be connected
in series with the respective PNID tip and ring wires.

The ivention 1s not limited to the connectors or pin assign-
ments shown, which are primarily designated by way of
example.

FIG. 6 1s a block diagram of an exemplary intelligent
interface 106 according to various embodiments of the mven-
tion. The intelligent interface 106 preferably includes an
enclosure 600 that defines a cradle 602 for receiving a cellular
handset 116 or other wireless device. The enclosure 600 also
defines an mput 604, an SJB jack 606, and a PSTN jack 608
for communicatively associating the ASCP 104, SIB 108, and
PSTN 114 with the intelligent interface 106, respectively. The
iput 604, SIB jack 606, and PSTN jack 608 are preferably
casily accessible from the exterior of the intelligent interface
106.

According to certain embodiments of the invention, a net-
work connector 610 1s interconnected with the input 604, SJB
jack 606, and PSTN jack 608. The network connector 610
functions as a PSTN network connector (such as an RJ-31X
connector) when the intelligent interface 106 1s in landline
mode—sei1zing the landline 112 and connecting the ASCP
104 1n series with the PSTN 114 when the ASCP 104 places
an alarm event reporting call. The network connector 610
functions as a wireless bypass connector when 1ntelligent
interface 106 1s 1n wireless mode—bypassing the landline
112 and placing the ASCP 104 in communication with the
cellular handset 116.

As mentioned above, a converter, for example DSP 612, 1s
preferably imterposed between the ASCP 104 and the cellular
handset 116, such that in wireless mode, signals from the
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ASCP 104 are converted from analog to digital. This conver-
sion allows the intelligent interface 106 to convert DTMF
tones generated by the ASCP 104 into signals that can be
interpreted by the cellular handset 116 as commands and
dialing information, and into data that can be transmitted over
a wireless network. The functionality of the DSP 612 may
alternatively be implemented in cellular handset 116.

The 1ntelligent interface 106 transitions between landline
mode and wireless mode primarily based on the absence or
presence of the cellular handset 116 1n the cradle 602. The
transition 1s preferably effected mechanically, by means of a
mechanical switching mechanism inside the cradle 602 that 1s
triggered by the insertion or removal of the cellular handset
116. In one embodiment, to transition to wireless mode, the
switching mechanism breaks or otherwise bypasses the con-
nection 614 between the ASCP 104 and the network connec-
tor 610 and creates an alternate connection 616 between the
ASCP 104 and the DSP 612, which 1s connected 1n series with
the communications port of the cellular handset 116.

The intelligent interface 106 may also be placed 1n landline
mode upon the activation of a bypass mechanism, such as a
manual bypass button on the cradle 602, despite the presence
of the cellular handset 116 1n the cradle 602.

The communications port 618 for interfacing with the cel-
lular handset 116 can be any known or later developed device
or system usable for communicatively associating a wireless
device to the intelligent interface 106, including an RS-232
serial port, infrared port, and a BLUETOOTH connection. It
tollows, therefore, that any such communications ports can
function as means for recerving the wireless device in lieu of
or 1n conjunction with the cradle described herein.

In certain other embodiments, the transition to and from
wireless mode 1s effected electronically, by means of an elec-
tronic switching mechanism. A set of contacts (not shown) in
the cradle 602 detect the presence of the cellular handset 116,
and send a corresponding signal to a controller (not shown)
that 1s integral to the intelligent interface 106. The controller
opens the circuit between the ASCP 104 and the network
connector 610 and closes an alternate path between the ASCP
104 and the DSP 612.

In addition, the transition to and from wireless mode may
be effected by an RF communicative association. For
example, BLUETOOTH, or some other RF technology, may
be employed as the communication association, or medium,
implemented between the intelligent interface 106 and the
cellular handset 116 that allows remote control and alarm
reporting to and from the ASCP 104 to occur. For purposes of
this exemplary embodiment, BLUETOOTH may be chosen
as the preferred RF technology. In this case, no physical
connection 1s required between the intelligent interface 106
and the cellular handset 116. A one-time BLUETOOTH
“patring” process 1s performed prior to communication
between the BLUETOOTH gateway device 161 and the cel-
lular handset 116 so that the devices can be authorized to
communicate with each other via a “paired link™ during a
BLUETOOTH communication session.

FIG. 7 1llustrates an intelligent intertace 106 composed of
a BLUETOOTH gateway device 161. The BLUETOOTH
gateway device 161 includes a BLUETOOTH interface 162,
an alarm panel agent 163, a communication port 164, a PSTN
network connector 165, and an analog-to-digital (A/D) signal
processor 166. The BLUETOOTH gateway device 161 1s
configured to communicate with the PNID 115, the SIB 108,
the ASCP 104, and the cellular handset 116. The BLUE-
TOOTH gateway device 161 {facilitates communication
between the ASCP 104 and the cellular handset 116 via a
BLUETOOTH RF link.
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In accordance with systems and methods of this invention,
numerous advantages may be realized by implementing a
BLUETOOTH RF link between the BLUETOOTH gateway
device 161 and the cellular handset 116. The overall stability
of the alarm system 1s improved since no physical connection
1s required between the cellular handset 116 and the BLUE-
TOOTH gateway device 161. Once the cellular handset 116 1s
brought within a predetermined distance of the BLUE-
TOOTH gateway device 161, a virtual connection 1s made via
a BLUETOOTH RF link between the intelligent interface 106
and the cellular handset 116. In accordance with this exem-
plary configuration, 1t 1s easier to transmit commands and/or
information to and from the cellular handset 116 and the
ASCP 104. Likewise, 1t 1s also easier to transmit information,
such as status reports, alarm reports, and notifications, from
the ASCP 104 to the remote monitoring center 118 via the
wireless network 120 and/or the PSTN network 114.

The BLUETOOTH gateway device 161 includes intelli-
gent software for handling BLUETOOTH communications
and signaling for various applications, such as: link access
control; service discovery; and data communications. BLUE-
TOOTH communications and data transier are familiar to
those skilled 1n the art, particularly 1n view of standards and
profile specifications promulgated by the BLUETOOTH SIG
and other industry entities. The BLUETOOTH communica-
tion between the cellular handset 116 and the BLUETOOTH
gateway device 161 can be composed of any now known, or
later developed, power rating class associated with various
BLUETOOTH transmission ranges.

The PSTN network connector 165 1s an intelligent inter-
face that may be implemented as an RJ31X jack. The RI31X
jack may be implemented as a standard voice jack, a series
jack behind a network interface, a two-wire, a T/R connec-
tion, a single line series T/R connection ahead of all station
equipment, a single line for alarm reporting devices, or the
like.

The communication port 164 1s the physical interface pro-
vided between a serial port on the ASCP 104 and the alarm
panel agent 163 of the BLUETOOTH gateway device 161.
The communication port 164 may be implemented as an
RS-232 adapter, and/or any other communication port now
known or later developed.

The A/D signal processor 166 1s a digital signal processor
(DSP) converter that: converts analog signals to digital sig-
nals; provides telephony analog signaling; and interacts with
the PSTN network connector 165 interface.

The alarm panel agent 163 may be implemented as soft-
ware that interacts with the ASCP 104 and the cellular handset
116 to send and receive alarms notifications, commands,
reports, and control BLUETOOTH communications.

The BLUETOOTH nterface 162 may be software based
and implemented to operate with BLUETOOTH to control a
BLUETOOTH radio chipset that interacts with the alarm
panel agent 163 and the A/D signal processor 166.

According to this exemplary embodiment, the cellular
handset 116 may be a BLUETOOTH enabled handset, such
as for example a GSM handset. The cellular handset 116 may
include a user interface 167 that contains various components
and/or processes that function 1n accordance with systems
and methods of invention. For example, the cellular handset
116 may provide BLUETOOTH communications and signal-
ing via itelligent software that handles BLUETOOTH sig-
naling for link access control, service discovery, and data
communications. An alarm panel agent may be implemented
into the cellular handset 116 that handles the alarm panel
protocol for communications and commands, and for inter-
acting with the alarm panel agent 163 that communicates with
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the alarm control panel 104. The user intertace 167 may
include soitware on the cellular handset 116 that 1s to be used
by the subscriber to configure various features, such as the
BLUETOOTH RF link, the security services, and/or to com-
municate with the alarm control panel 104, or the like.

In operation, the BLUETOOTH gateway device 161
allows the ASCP 104 to communicate with the cellular hand-
set 116 usmg a BLUETOOTH RF link. A one-time BLUE-
TOOTH pairing process may be completed prior to performs-
ing any one ol the operations described below. Various
aspects and/or features of this invention include using the
cellular handset 116 (within an enclosed space, for example,
within a subscriber’s residential structure 102) to: (1) send
commands to the ASCP 104; (2) receive status and alarm
reports from the ASCP 104; and (3) send alarm notification
from the ASCP 104 to the central monitoring center 118 over
the BLUETOOTH and GSM radio links.

In particular, the cellular handset 116 may be used to send
operational commands to the ASCP 104. That 1s, a subscriber
may elect to send commands with her cellular handset 116 to
an ASCP 104 1nside of the subscriber’s house. For example, a
subscriber may gain access to a particular ASCP 104 by
keying-in phone number (and perhaps and access code) via
her cellular handset 116 to the location where the ASCP 104

1s located. The cellular handset 116 may then communicate
the phone number to the ASCP 104 via the BLUETOOTH
gateway device 161. The compatibility of the cellular handset
116 and the BLUETOOTH gateway device 161 may then be
verified to ensure that they were appropriately configured to
communicate with each other. Commands can be sent over a
variety of transport services, such as SMS, MMS, WAP, and/
or any other medium, or format, capable of sending com-
mands that 1s now know or later developed.

The BLUETOOTH gateway device 161 and the cellular
handset 116 are configured to operate via BLUETOOTH
wireless technology within a personal-area-network, or pico-
net. The piconet 1s composed of a master and from atleast one
to numerous active slave devices. Once the piconet 1s estab-
lished, the participating devices randomly hop frequencies 1n
unison so that they stay in touch with one another and avoid
other piconets that may be operating 1n the same room, such
as a piconet formed between a television and 1ts remote con-
trol. The device designated as the master makes the determi-
nation of the channel (frequency-hopping sequence) and
phase (timing ofiset, 1.¢., when to transmuit) that shall be used
by all devices on the piconet. In accordance with systems and
methods of this invention, the master and slave relationship
may be implemented, and/or exchanged, between the cellular
handset 116 and the BLUETOOTH gateway device 161.

For purposes of this example, the BLUETOOTH gateway
device 161 operates as the master and the cellular handset 116
1s 1implemented as the slave. In accordance with standard
BLUETOOTH link control manager protocol, the BLUE-
TOOTH gateway device 161 broadcasts a beacon signal 1n
order to detect the presence of the cellular handset 116. In a
sniff mode, the cellular handset 116 detects the broadcast
beacon signal and verifies whether the beacon broadcasted
signal 1s valid. That 1s, the cellular handset 116 determines
whether an address associated with the broadcast beacon
signal transmitted from the BLUETOOTH gateway device
161 matches, or 1s paired with, an address associated with the
cellular handset 116. The broadcast and sniiffing operation
between the BLUETOOTH gateway device 161 and the cel-
lular handset 116 may be continuously intermittently per-
formed.

A “paired link™ connection 1s automatically nitiated
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way device 161 when the presence of the cellular handset 116
1s detected by the BLUETOOTH gateway device 161. When
the address from each of the devices 1s authenticated (1.e., a
paired link connection 1s formed) attached between the two
devices occurs. That 1s, a personal-area-network, or piconet 1s
created. Thereaiter, the BLUETOOTH gateway device 161
may evaluate and recognize the cellular handset 116 as a valid
client and may communicate via BLUETOOTH wireless
technology with the cellular handset 116.

Once the cellular handset 116 1s attached to the BLUE-

TOOTH gateway device 161, the subscriber may be prompted
to select from a variety of home security menu options, such
as: arm; disarm; panic; and/or any other security alarm menu
option now known or later developed. Access to perform the
various commands, such as arming and disarming the alarm
security system, may be performed by a variety of other
methods that are commonly known or later developed, such
as by entering and transmitting a security code on the ASCP

104.

After the alarm security system has successtully performed
the requested command, the ASCP 104 may then return a
status indication to the subscriber’s cellular handset 116 1ndi-
cating that the alarm security system has executed the
requested command.

Receiving Status and Alarm Reports From the ASCP

According to the second aspect of this invention, the cel-
lular handset 116 may receive information from the ASCP
104, such as status and alarm reports. For example, after the
alarm security system has successfully performed the
requested command as described above, the ASCP 104 may
then return an indication to the cellular handset 116 informing
the subscriber that the alarm security system has executed the
requested command.

By way of further illustration, the followmg assumptions
may be made. The alarm security system 1s armed and the
BLUETOOTH gateway device 161 has detected the presence

of, and recognized a cellular handset 116 (such as a GSM
handset BLUETOOTH handset) as a valid client. Thus, both

the BLUETOOTH gateway device 161 and the cellular hand-

set 116 are ready to communicate with each other. As
described above, the alarm security system has been activated
and has been previously configured to send alarm events to

the communication port 164 of the BLUETOOTH gateway
device 161.

In operation, an alarm event may be generated, such as for
example, when a particular zone being monitored by the
alarm security system 1s and then sends alarm event text (or an
alarm message) to 1ts commumnication port. The communica-
tion port 164 of the BLUETOOTH gateway device 161
receives the alarm event text from the communication port of
the ASCP 104. The alarm event text 1s read by the alarm panel
agent 163 that then sends an alarm message to the cellular
handset 116 using standard BLUETOOTH transmission pro-
cedures, as discussed above. The cellular handset 116
receives the transmission and displays the alarm message on
a display of the cellular handset 116. The alarm message
displayed on the cellular handset 116 can include any infor-
mation about alarm event, such as the status of the alarm,
and/or continuous reports generated by the ASCP 104.

In response, the subscriber may then be allowed to respond
to the message displayed on her cellular handset 116. Com-
munication between the cellular handset 116 and the ASCP

104 may be performed in real time or intermittently.
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Sending Alarm Notifications from the ASCP to the Remote
Monitoring Center (RMC) Over Bluetooth and/or Radio
Links

In accordance with a third aspect of this invention, the
cellular handset 116 may be configured to send an alarm
notification from the ASCP 104 to the RMC 118 over BLUE-
TOOTH and/or GSM radio links. In accordance with this
exemplary embodiment, it may be assumed that the home
security system alarm 1s 1n an alarm state, and the subscriber
may have already recerved the alarm notification identifying,
the current status of the alarm, as mention above.

In operation, the ASCP 104 mnitiates an off hook condition
with its analog port. The PSTN network connector 165
mechanically cross connects the analog port of the ASCP 104
to the A/D signal processor 166. The A/D signal processor
166 simulates a dial tone, and collects dual tone multi-fre-
quency (DTMF) digits from an analog modem that 1s 1n
communication with the ASCP 104, and signals the alarm
panel agent 163 to setup a BLUETOOTH voice path with the
cellular handset 116. The cellular handset 116 completes the
voice path with the BLUETOOTH gateway device 161. The
DTMF digits may be received from the ASCP 104, and a
circuit switched data call 1s placed to the RMC 118 over the
GSM network. The analog modem 1n the RMC 118 answers
the data call and completes the modem connection with the
ASCP 104. The ASCP 104 sends the alarm event message to
the RMC 118. The RMC 118 then goes on-hook, and the
analog data call may be completed.

Those skilled 1n the art will appreciate that, 1n addition to
the functions described above, the cradle 602 performs any or
all of the functions typically ascribed to such cradle devices,
such as battery charging. In certain embodiments, the cradle
602 1s adaptable to automatically power up the cellular hand-
set 116 when 1t 1s placed 1n the cradle 602 so that cellular
handset 116 1s available for wireless mode operation of the
intelligent mtertace 106 (subject to activation of the bypass
mechanism). In certain other embodiments, the cradle 602
can detect whether a cellular handset 116 1s not properly
seated so as to be connected to the communications port.
Accordingly, the intelligent interface 106 may be placed in
landline mode, and/or an audible or visible alert may emanate
from the cradle to notify the user that wireless mode cannot be
established. In certain embodiments, the cradle 602 can
detect the existence of a viable connection between the cel-
lular handset 116 and the power supply provided by the
cradle. If the cellular handset 1s not receiving power, then the
intelligent interface 106 may be placed 1n landline mode,
and/or an audible or visible alert may emanate from the cradle
to notily the user. Alternatively, 1n this situation, the cradle
602 may place the intelligent interface 106 1n landline mode
only 11 the level of charge maintained by the cellular handset
battery 1s insuilicient to place one or more wireless calls.

Although described with respect to a residential monitored
security system, the present invention can be implemented 1n
non-residential environments as well. Furthermore, the
present mnvention 1s not limited to implementation with cel-
lular handsets; rather, the intelligent interface can be con-
structed or adapted to interface with any suitable wireless
device, including personal digital assistants (PDAs), radio
transceivers, wireless modems, and wireless-enabled com-
puting devices. It should be understood that each of the cir-
cuits shown 1n FIGS. 1-7 can be implemented as portions of a
suitably programmed general purpose computer. Alterna-
tively, each of the circuits can be implemented as physically
distinct hardware circuits within an ASIC (Application Spe-
cific Integrated Circuit) chip, or using a programmable logic
device (PLD), or using discrete logic elements or discrete
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circuit elements. The particular form each of the circuits
shown 1n FIGS. 1-7 will take 1s a design choice and will be
obvious and predictable to those skilled 1n the art.

Another aspect of this invention 1s to provide a system for
transmitting signals from an alarm system control panel to a
remote monitoring center. The alarm system control panel
includes: an intelligent interface for recewving the signals
from the alarm system control panel, and for selectively relay-
ing the signals to the remote monitoring center via either a
wireless device or a landline based on the presence of the
wireless device. The intelligent interface includes detecting,
that the wireless device 1s present via BLUETOOTH; and
upon detecting that the wireless device 1s present, causing the
intelligent interface to bypass the landline and to relay the
signals to the monitoring center via the wireless device.

Another aspect of this invention 1s to provide a method for
switching a transmission path between an alarm system con-
trol panel to a remote monitoring center from a wireless path
to a landline path. The method including the steps of detecting
that the wireless device 1s present via BLUETOOTH; and
switching the transmission path from a landline to a wireless
path based on the detecting step.

This invention may be implemented utilizing a variety of
different radio solutions, including for example: Hyperlan,
WiIMAX, UWB, BLUETOOTH, WiFI, IR, 802.11, various
types of non-standardized unlicensed spectrum solutions and
any other now known or later developed radio solution. In
accordance with systems and methods of this invention, this

system may also be implemented with any type of protocol,
such as EDGE, TDMA, GSM, FDMA, GPRS, UMTS,

WCDMA, OFDM, and/or any other now known or later
developed technology.

Additions, deletions, substitutions, and/or modifications
can be made to the systems and processes disclosed herein
and the elements or embodiments thereof without departing
from the spirit and scope of various principles, features,
aspects, and advantages of the present invention.

The invention claimed 1s:

1. A system for reporting alarm events from an alarm
control panel that monitors alarm events to a remote moni-
toring center, comprising;:

an interface that receives signals from the alarm control

panel and selectively relays the signals to the remote

monitoring center by either: 1) a wireless path, or 11) a

landline path via a landline connector;

wherein the interface 1s configured to select the wireless

path without regard to whether the landline path 1s 1n an
abnormal condition solely i response to the wireless
device being associated with the interface via a wireless
communications medium, otherwise, the interface 1s
configured to select the landline path; and,

wherein the interface imcludes a BLUETOOTH gateway

comprising:

a BLUETOOTH interface that controls the transmission
of signals between the alarm control panel and the
wireless device;:

an alarm panel agent that communicates information
between the alarm control panel and the wireless
device;

a communication port for recewving signals from the
alarm control panel;

a network connector connected to a PSTN network; and

an analog-to-digital (A/D) signal processor that converts
analog signals to digital signals.

2. The system of claim 1, wherein being associated with the

interface comprises pairing a wireless transmitter and a wire-
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less recetver, one of which 1s located 1n the interface and the
other of which 1s located 1n the wireless device.

3. The system of claim 1, wherein the wireless device 1s
used as a remote control to send and receive iformation to
and from the remote monitoring center.

4. The system of claim 1, wherein the wireless device 1s
associated with the interface via the wireless communications
medium when the wireless device 1s brought within a prede-
termined distance of the interface.

5. A method for reporting of alarm events, comprising:

providing an interface that receives signals from an alarm
control panel;

selectively relaying the signals from the interface to a
remote monitoring center through either a wireless path
or a landline path via a landline connector;

wherein selectively relaying comprises selecting the wire-
less path without regard to whether the landline path1s 1n
an abnormal condition for relaying the signals via a
wireless device over a wireless network, if the wireless
device 1s associated with the interface via a wireless
communications medium, otherwise, relaying the sig-
nals over the landline path; and,
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imtiating an off hook condition with a communication port
associated with a BLUETOOTH gateway device via an
alarm control panel;
cross connecting an analog port of the alarm control port to
an A/D processor, wherein the A/D processor simulates
a dial tone;

collecting dual tone multi-frequency (DTMF) digits from
an analog modem that 1s 1n communication with the
alarm control panel;

signaling the alarm panel agent to setup a BLUETOOTH

voice path with the wireless device; and

completing the voice path with the BLUETOOTH gateway

device.

6. The method of claim 5, wherein the wireless device
being associated with the interface includes pairing a wireless
transmitter and a wireless receiver, one of which 1s located 1n
the mterface and the other of which 1s located 1n the wireless
device.

7. The method of claim 5, wherein the wireless device 1s
associated with the interface via the wireless communications
medium when the wireless device 1s brought within a prede-
termined distance of the interface.
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