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FTG 2A  REGISTRAR REGISTRATION USING REGISTRAR WEB SITE TO STORE
REGISTRATION INFORMATION FOR TRANSMITTAL TO THIRD PARTY
WEB SITES FROM REGISTRAR WEB SITE (MAY BE INVOKED BY THE
USER OR BY FIGS. 4)

START
REGISTRAR WEB SITE 100 RECEIVES WEB REQUESTFROMAUSER |~

REGISTRAR HOME PAGE 1S SENT TO THE USER WITH A DESCRIPTION Of
REGISTRAR SERVICES, A CAPABILITY FOR THE USER TO DETERHINE THIRD PARTY

WEB SITES ACCEPTING REGISTRAR REGISTRATION, AND A FILL-OUT FORM SO
THAT THE USER MAY REQUEST TO PROCEED WITH THE REGISTRATION PROCESS 208

DOES USER REQUEST TO PROCEED

212 WITH REGISTRATION?
NO . YES |

PERFORM THE STEPS OF FIG. 3 FOR OBTAINING
THE USER'S REGISTRATION INFORMATION 216

1
THE USER SUBMITS THE REGISTRATION
INFORMATION T0 THE REGISTRAR WEB SITE 220

DID THE USER SUPPLY AT LEAST ENOUGH
INFORMATION TO BE UNIQUELY IDENTIFIABLE

AT THE REGISTRAR WEB SITE 100?
NO YES
REGISTRAR REQUESTS ADDITIONAL REGISTRATION INFORMATION
INFORMATION FROM USER IS STORED IN REGISTRAR

DATA BASE 144 AT REGISTRAR
WEB SITE 100

RESPONSE IS REQUIRED 232 236

FLAG USER INFORMATION THAT
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REGISTRAR REQUESTS USER TO SELECT A USER
ID AND A PASSWORD THAT CAN AT LEAST BE

USED TO ACCESS THE USER'S REGISTRATION
240 INFORMATION AT THE REGISTRAR WEB SITE 100

USER SUBMITS 1D AND PASSWORD 10
Das THE REGISTRAR WEB SITE 100

D AND PASSWORD ACCEPTABLE FOR
UNIQUELY IDENTIFYING THE USER? ‘ 248

NO

VES
MARK USER SUPPLIED REGISTRATION
252-1 (INFORMATION AS UKVERIFIED
COMMENCE ENRICHMENT AND VERIHICATION
ve Of USER REGISTRATION INFORFMATION

FIG. 2B
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FIG.3  USERENTERS REGISTRAR INFORMATION
(MAY BE INVOKED BY FIGS. 2 AND 12)

START

WHAT INFORMATION HAS THE USER
304

REQUESTED TO ENTER AND/OR UPDATE?
BASIC ’ EXPANDED

EXPANDED INFORMATION FILL-OUT
FORMS ARE PRESENTED TO THE USER,
THE FORMS INCLUDING FIELDS SUCH

BASIC INFORMATION FILL-OUT
FORMS ARE PRESENTED TO THE
USER, THE FORMS INCLUDING

HELDS FOR: NAME, E-MAIL
ADDRESS, GENDER AND DATE OF
BIRTH

AS: EMPLOYER, TYPE OF EMPLOYMENT,
INCONE, CREDIT CARD NUMBER(S),
SOCIAL SECURITY NUMBER, HOUSEHOLD
SIZE, CHILDREN, CHILDREN'S AGES.

308

USER FILLS IN AT LEAST ONE
FIELD OF THE HILL-OUT FORMS 316

USER REQUESTS TO TERMINATE ENTERING INFORMATION tN

312

THE CURRENTLY PRESENTED FILL-QUT FORMS

320

374 DOES THE USER DESIRE TO ENTER

ADDITIONAL INFORMATION?
B

NO
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FIG. 4A  THEUSER REGISTERS AT THE REGISTRAR WEB SITE WHEREIN A
THIRD PARTY WEB SITE IS FIRST ACCESSED

START
404
THE USER ACCESSES THIRD PARTY WEB SITE 116

THE THIRD PARTY WEB SITE 116 RESPONDS WITH WEB SITE
HOMEPAGE HAYING A REGISTRATION FILL-QUT FORM 408

412 IS THE USER REGISTERED AT THE THIRD PARTY WEB SITE 116!
S ‘

TE
NO

DOES THE USER DESIRE TO REGISTER AT THIS

416 THIRD PARTY WEB SITE USING REGISTRAR?
YES ‘ N l

420

424

THE THIRD PARTY WEB SITE SENDS A THE USER EXPLICITLY SUPPLIES
REQUEST TO THE REGISTRAR WEB SITE REGISTRATION INFORMATION FOR THE

FOR REGISTERING THE USER AT THE THIRD PARTY WEB SITE AND/OR A
REGISTRAR WEB SITE DESIRED WEB SITE APPLICATION

PERFORM THE STEPS QF HGS. 2 FOR REGISTERING
THE USER AT THE REGISTRAR WEB SITE 498

THE USER SUBMITS THE REGISTRATION FILL-OUT FORM (RECEIVED
ABOVE FROM THE THIRD PARTY WEB SITE) TO THE THIRD PARTY WES
SITE: (A) INDICATING THAT REGISTRATION INFORMATION MAY BE

OBTAINED FRON THE REGISTRAR WEB SITE, AND (B) PROVIDING A

USER 10 (AND OPTIONALLY A PASSWORD) FOR THE REGISTRAR WEB
SITE TO BE USED AS {DENTIFICATICN

4372
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THE THIRD PARTY WEB SITE INVOKES THE PROGRAM OF

FIG. S TO OBTAIN THE USER'S REGISTRATION DATA 43¢
UPON VERIFICATION, THE USER S GRANTED ACCESS TO
THE DESIRED THIRD PARTY WEB SITE APPLICATION »

FIG. 48
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FIG. 5 REGISTRATION TRANSMISSION PROCESS BETWEEN REGISTRAR WEB
SITE AND THIRD PARTY WEB SITE (MAY BE INVOKED BY FIGS. 4)

504

THIRD PARTY WEB SITE PROVIDES REGISTRAR WEB SITE WITH THIRD
PARTY WEB SITE IDENTIFICATION, USER (D, (ANY) PASSWORD (AND

OPTIONALLY A RETURK PATH TO USER)

THIRD PARTY WEB SITE
[DENTIFICATION, USER ID AND
PASSWORD AUTHENTICATED?

YES SHOULD RETRY

BE ALLOWED?
(L8 T

512

508

INVYOKE PROGRAM OF FIGS. 6 FOR
SUPPLYING THE THIRD PARTY WEB
SITE WITH REGISTRATION

516 INFORMATION FOR THE USER
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FIG. 6A  PROGRAM FOR SUPPLYING A THIRD PARTY WEB SITE WITH
REGISTRATION INFORMATION FROM REGISTRAR WEB SITE

(MAY BE INVOKED BY FIG. 5) <5
START

PERFORM THE STEPS OF FIG. 7 FOR
RETRIEVING THE REGISTRATION

604

INFORMATION REQUESTED BY THE
THIRD PARTY WEB SITE FROM THE USER
REGISTRATION INFORMATION 144

608 MUST A USER 1D (AND OPTIONALLY PASSWORD) BE
l GENERATED FOR THE TRIRD PARTY WEB SITE?

YES

NO

GENERATE A UNIQUE USER 1D (AND ENCRYPT ALL USER INFORMATION TO BE
OPTIONALLY PASSWORD)TO BE SENT TO THE THIRD PARTY WEB SITE 12

SENT TO THIRD PARTY WEB SITE

SEND ENCRYPTED INFORMATION TO
THE THIRD PARTY WEB SITE
ENCRYPT ALL USER INFORMATION _ 616

T0 BE SENT TO THE THIRD PARTY
WEB SITE

644

LOG AN ENTRY INDICATING THE
REGISTRAT'ON INFORMATION SENT

648

WEB SITE
SEND ENCRYPTED INFORMATION TO TO THE THIRD PARTY 620
.| THETHIRD PARTY WEBSITE

WAIT FOR ACCEPTANCE RESPONSE FROM THE
THIRD PARTY WEB SITE; THE RESPONSE
POTENTIALLY NCLUDING THIRD PARTY
WEB SITE SUPPLIED 1D (AND OPTIONALLY
PASSWORD) IF THE USER WAS NOT
PREVIOUSLY REGISTERED AT THE THIRD
PARTY WEB SITE

WAIT FOR ACCEPTANCE RESPONSE
FROM THIRD PARTY WEB SITE
660 624

LOG AN ENTRY INDICATING THE

REGISTRATION INFORMATION SENT
TO THE THIRD PARTY WEB SITE

656
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664 LOG RESPONSE LOG RESPONSE 628

IS USER REGISTERED AT THE IS USER REGISTERED AT THE
668 THIRD PARTY WEB SITE? 632 THIRD PARTY WEB SITE?
YESNO NO ’ (ES
INVOKE PROGRAM OF FIG. 8 INVOKE PROGRAM OF FIG. 8
FOR STORING THE USER'S FOR STORING THE USER'S
REGISTRATION INFORMATION REGISTRATION INFORMATION
FOR THIS THIRD PARTY WEB FOR THIS THIRD PARTY WEB
SITE SITE
672 640
GENERATED USER
REGISTRATION
676 INFORMATION REJECTED?
NO . YES
REJECTED LESS THAN
A PREDETERMINED
680

NUMBER OF TIMES?
NO YES

SEND A MESSAGE TO THE USER THAT
REGISTRAR CANNOT CURRENTLY

SEND A MESSAGE TO THE USER THAT
REGISTRAR CANNOT REGISTER THE USER
AT THE THIRD PARTY WEB SITE AND
SUPPLY AREASON IF ONE WAS [NDICATED
BY THE THIRD PARTY WEB SITE

684 636

REGISTER THE USER AT THE THIRD
PARTY WEB SITt

FI1G. 6B
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PROGRAM FOR ACCESSING REGISTRATION INFORMATION FOR A THIRD
PARTY WEB SITE (MAY BE INVOKED BY FIGS. 6A AND {0)

IF NOT PREVIOUSLY RECEIVED BY REGISTRAR, SUBMIT A REQUEST TO THE THIRD PARTY

FIG. 7

704

WEB SITE REQUESTING AN INDICATION AS TO WHAT INFORMATION IS REQUIRED FOR
REGISTERING AT THE THIRD PARTY WEB SITE AND WAIT FOR A RESPONSE

WHAT REGISTRATION INFORMATION 1S

708 TO BE TRANSMITTED TO THE THIRD (S REQUESTED INFORMATION
PARTY WEB SITE? AVAILABLE?
BASIC . PROPRIETARY

EXPANDED

CUSTOM

ACCESS BASIC

US 7,529,725 B1

712

ACCESS BASIC
REGISTRATION
INFORMATION

RETAINED BY
REGISTRAR

720

716 REGISTRAR

728

ACCESS SPECIFICALLY ACCESS BASIC ACCESS
SELECTED USER AND EXPANDED REQUESTED USER | | REGISTRATION
INFORMATION FROM REGISTRATION INFORMATION INFORMATION
BASIC AND EXPANDED INFORMATION  FROM AL RETAINED BY
REGISTRATION RETAINED BY AVAILABLE USER REGISTRAR
INFORMATION RETAINED REGISTRAR INFORMATION
BY REGISTRAR RETAINED BY 732

TRANSMIT RETRIEVED REGISTRATION INFORMATION TO THE THIRD PARTY WEB SITE

736



U.S. Patent May 5, 2009 Sheet 11 of 19 US 7,529,725 B1

FIG. 8 REGISTRAR STORES THIRD PARTY WEB SITE USER ID AND PASSWORD
' (MAY BE INVOKED BY FIG. 6B)

DOES THIS USER HAVE A USER [D AND/OR PASSWORD FOR
800 THE THIRD PARTY WEB SITE THAT IS DIFFERENT FROM THE

USER'S REGISTRAR USER 1D AND/OR PASSWORD?

NO
YES

804

STORE USER (D (AND OPTIONALLY PASSWORD) WITH OTHER USER INFORMATION
IN REGISTRAR DATA BASE SO THAT (IF REQUIRED) IT MAY BE USED FOR A FUTURE
ACCESS OF THE THIRD PARTY WEB SITE BY THE USER

WILL THE REGISTRAR WEB SITE BE ACCESSED AUTOMATICALLY
IN SUBSEQUENT USER ACCESSES OF THE THIRD PARTY WEB

808 SITE FOR PROVIDING THE USER SPECIFIC ID (AND OPTIONALLY
PASSWORD) FOR THE THIRD PARTY WEB SITE?
W
YES

SEND A MESSAGE TO THE USER PROYIDING
HIM/HER WITH THE 1D (AND OPTIONALLY

PASSWORD) FOR THE THIRD PARTY WEB
SITE

812
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FIG o  REGISTRATION TRANSMISSION PROCESS BETWEEN REGISTRAR QN
THE USER'S NETWORK NODE AND A THIRD PARTY WEB SITE
(INVOKED BY THE USER)

START
THE USER SENDS A REQUEST TO ACCESS
A THIRD PARTY WEB SITE 904
THE THIRD PARTY WEB SITE RESPONDS WITH A HOME
PAGE HAVING A REGISTRATION FILL-OUT FORM 008

THE USER INDICATES ON THE FILL-OUT FORM THAT HE/SHE DESIRES TO

REGISTER AT THE THIRD PARTY WEB SITE AND THAT REGISTRATION

(NFORMATION CAN BE RETRIEVED USING REGISTRAR ON THE USER'S

CLIENT NODE 912

THE USER SPECIFIES THAT THE REGISTRATION FILL-OUT FORM 1S TO BE
SUBMITTED TO THE THIRD PARTY WEB SITE. NOTE, A REGISTRAR
PROGRAM IS (OR WILL HAYE BEEN) INYOKED ON THE USER'S NODE

THAT PERFORMS THE STEPS OF FIG. 10 FOR SUPPLYING THE
INFORMATION FOR REGISTERING AT THE THIRD PARTY WEB SITE 016

SEND A MESSAGE TO A REGISTRAR WEB SITE INDICATING THAT

THE USER HAS REGISTERED AT THE THIRD PARTY WEB SITE 920
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PROGRAM FOR SUPPLYING A THIRD PARTY WEB SITE WITH
REGISTRATION INFORMATION RETAINED BY REGISTRAR ON THE
USER'S NODE (MAY BE INVOKED BY FIG. 9)

FIG. 10

PERFORM THE STEPS OF FIG. 7 FOR ACCESSING THE REGISTRATION
INFORMATION REQUESTED BY THE THIRD PARTY WEB SITE

1004
PACKAGE THE ACCESSED REGISTRATION INFORMATION TOGETHER
WITH THE USER'S REGISTRAR 1D (AND OPTIONALLY PASSWORD)
FOR TRANSMITTAL TO THE THIRD PARTY WEB SITE 00
3

ENCRYPT ALL USER INFORMATION TO BE SENTTO THE THIRD PARTY WEB SITE 1016
SEND ENCRYPTED INFORMATION TO THE THIRD PARTY WEB SITE 1020

LOG AN ENTRY INDICATING THE REGISTRATION INFORMATION
SENT TO THE THIRD PARTY WEB SITE 1024

WAIT FOR ACCEPTANCE RESPONSE
FROM THE THIRD PARTY WEB SITE 1022

LOG RESPONSE  [™ 1032
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EIG. 11A  CHANGE USER INFORMATION IN REGISTRAR
(INVOKED BY THE USER)

WHERE IS THE USER'S REGISTRATION

USER NODE INFORMATION AVAILABLE FOR REGISTERING?

REGISTRAR WEB SITE ONLY

PERFORM THE STEPS OF
FIGS. 12 FOR CHANGING
THE REGISTRATION
INFORMATION AT THE
USER'S NODE AND FOR
TRANSMITTING THE
CHANGE(S) TO THE

1108

USER ACCESSES REGISTRAR WEB SITE WITH
REGISTRAR USER 10 AND OPTIONALLY PASSWORD

THE REGISTRAR WEB SITE RESPONDS WITH A PAGE OF

REGISTRAR WEB SITE OPTIONS INCLUDING CHANGING USER INFORMATION STORED
AT REGISTRAR WEB SITE AND THE USER SUBMITS THE PAGE TO
THE REGISTRAR WEB SITE INDICATING THAT HEAHE DESIRES
1128 1 TO CHANGE HISAHER REGISTRATION INFORMATION

USER ENTERS NEW INFORMATION INTO AN APPROPRIATE PAGE
RECEIVED FROM THE REGISTRAR WEB SITE 100, AND SUBHITS THIS
INFORMATION TO THE REGISTRAR WEB SITE

1116

DOES THE REGISTRAR WEB SITE STILL HAVE A
UNIQUE (D FOR THE USER TO ASSURE THAT
‘ THE USER REMAINS UNIQUELY IDENTIFIABLE?

NO

1120

YES

REGISTRAR WEB SITE REQUESTS
ADDITIONAL INFORMATION FROM
USER (E.G., A DIFFERENT USER D)

1124
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DETERMINE THE THIRD PARTY WEB SITES HAVING
OUTDATED USER REGISTRATION INFORMATION 119

FOR EACH THIRD PARTY WEB SITE DETERMINED, PROVIDE
THE PORTION OF THE NEWLY RECEIVED INFORMATION

NECESSARY TO UPDATE THE THIRD PARTY WEB STt

1136

DETERMINE WEB SITES
TO RESUBMIT NEW 1144

USER INFORMATION

HAVE ALL TRIRD PARTY WEB SITES RESPONDED

INDICATING CHANGES RECEIVED?
NO
1140

{3

FIG. 11B
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FIG. 12A  USER ENTERS REGISTRATION INFORMATION INTO THE USER'S CLIENT
NODE FOR TRANSMITTAL-FROM THE USER'S NODE TO THE REGISTRAR
WEB SITE (MAY BE INVOKED DIRECTLY BY THE USER OR BY FIGS. I1)

THE USER REQUESTS ACTIVATION OF REGISTRAR ON THE USER'S
CLIENT NODE FOR ENTERING INFORMATION FOR AUTOMATIC

REGISTRATION AT THIRD PARTY WEB SITES 1204

THE REGISTRAR REGISTRATION MODULE ON THE USER'S CLIENT NODE
PRESENTS THE USER WITH ONE OR MORE FILL-QUT FORMS FOR THE
USER TO PROYIDE NEW REGISTRATION INFORMATION 1208

1212 DOES THE USER REQUEST 10

B ’ OBTAIN A REGISTRAR USER 1D?
YES NO

INVOKE THE PROGRAM OF FIGS. 13

1232

REGISTRAR REQUESTS THE USER'S

TO PROVIDE THE USER WITH A REGISTRAR REGISTRATION USER 1D
REGISTRAR USER ID (AND (AND OPTIONALLY PASSWORD)
OPTIONALLY PASSWORD)

ASSUMING THE USER ENTERS
WAS AVALID REGISTRAR 1236 A REGISTRAR USER D, IS

1220
REGISTRATION 1D OBTAINED? WEUSER 1D YALID?

’ NO 1240
NO YES VES
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ad DOES THE USER

IF AN ACCEPTABLE REGISTRAR REQUESTTO EXIT?
USER 1D WAS OBTAINED, THEN NO

THE USER'S ID 15 STORED ON THE YES

USER'S NODE FOR A SUBSEQUENT
TRANSMITTAL TO A THIRD PARTY
WEB SITE DURING A
REGISTRATION PROCESS AT A
THIRD PARTY WEB SITE

PERFORM THE STEPS OF
FIG. 3 FOR OBTAINING |

NEW USER REGISTRATION
INFORMATION

1248

1224

DOES THE USER DESIRE

70 SUPPLY FURTHER USER

INFORMATION FOR

1228 REGISTRATION?
YES
NO

TRANSMIT (ANY) DESIRED NEWLY ENTERED USER
REGISTRATION INFORMATION TO THE REGISTRAR
WEB SITE FOR BACKUP STORAGE

1252

FIG. 12B
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FIG. 13A  REGISTRAR USER ID PROVIDED FOR USER WHEREIN THE USER'S WEB
SITE REGISTRATION IS MAINTAINED ON THE USER'S CLIENT NODE

REGISTRAR REQUESTS THE USER TO SELECT AUSER 1D AND A
PASSWORD THAT CAN AT LEAST BE USED TO ACCESS THE USER'S

REGISTRATION INFORMATION ON THE USER'S CLIENT NODE 1304

USER ENTERS A SELECTED ID AND OPTIONALLY PASSWORD
1308

REGISTRAR TRANSMITS THE USER SELECTED 1D (AND OPTIONALLY
PASSWORD) TO THE REGISTRAR REGISTRATION WEB SITE 312

1316 S THE USER'S SELECTED D ACCEPTABLE TO THE
REGISTRAR WEB SITE

NO ’ (R
1320

REGISTRAR WEB SITE STORES THE USER'S
REGISTRAR WEB SITE GENERATES AN 10 (AND OPTIONALLY PASSWORD)

ACCEPTABLE {D FROM THE USER
SUPPLIED (D AND TRANSMITS THE
GENERATED 1D TO THE USER

REGISTRAR WEB SITE TRANSHITS A
MESSAGE TO THE USER INDICATING THAT

THE USER'S SELECTED (D IS ACCEPTABLE

1324
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1340 DOES THE USER ACCEPT

‘ THE GENERATED 1D?

NO

1348 DOES THE USER

ENTER A NEW 1D
YES ‘

RETURN

FIG. 13B
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1

WORLD WIDE WEB REGISTRATION
INFORMATION PROCESSING SYSTEM

CROSS REFERENCES TO RELATED
APPLICATIONS

The present application 1s a divisional patent application of

U.S. patent application Ser. No. 10/411,829, filed on Apr. 10,
2003, and entitled, “World Wide Web Registration Informa-
tion Processing System™; which 1s a continuation patent
application of U.S. patent application Ser. No. 09/884,779,
filed Jun. 19, 2001, now U.S. Pat. No. 6,823,327 and entitled,
“World Wide Web Registration Information Processing Sys-
tem™; which 1s a continuation patent application of U.S.
patent application Ser. No. 09/128,913, filed Aug. 4, 1998,
now abandoned and entitled, “World Wide Web Registration
Information Processing System”; which 1s a continuation
patent application of U.S. patent application Ser. No. 08/595,
837, filed Feb. 2, 1996, now U.S. Pat. No. 5,790,785 and
entitled “World Wide Web Registration Information Process-
ing System’; which claims the benefit of U.S. Provisional
Application No. 60/008,736, filed Dec. 11, 1995, and entitled
“World Wide Web Registration Information Processing Sys-
tem””; the disclosures of which are hereby incorporated herein
in their entireties.

FIELD OF INVENTION

The present mmvention relates to a system for assisting
World Wide Web users in registering at World Wide Web web
sites. In particular, the present invention provides storage and
access to web site registration information provided by a user
ol the present invention so that, upon requesting to register at
a web site that cooperates with the present invention, the user
can request his/her web site registration information stored by
the present invention to be transmitted to the cooperating web
site.

BACKGROUND OF INVENTION

The World Wide Web (WW W) 1s a global communications
network having a client-server model as a paradigm for com-
munications. That 1s, users on client nodes utilizing so called
“web browsers” navigate the WWW to access desired server
nodes (known as web sites) for at least obtaining information
from the server nodes such as hypertext, audio, video, virtual
reality, data, etc. For many web sites, it 1s important to those
responsible for the design and maintenance of the web sites
that they be capable of accurately measuring both the number
and types o users accessing their web sites. In particular, such
measurements may be important in determining fees that can
be charged by web site developers for building and maintain-
ing a web site. Further, such mformation may be useful 1n
determining the degree of interest in services and products by
web site users. Thus, 1n order to obtain these web site mea-
surements, such web sites have begun requesting that each
user provide information about himself/herself prior to the
web site allowing access to web site services. That 1s, such
web sites require a user to “register” at the web site, wherein
the user 1s required to establish a user identification (user I1D)
and optionally a password with the web site as well as typi-
cally provide personal information such as, for example, the
city of residence or family size. However, registering at mul-
tiple web sites 1s burdensome for users in that 1t 1s: (a) time
consuming, and (b) the user 1s likely to have different user Ids
at different web sites, thus requiring a user to maintain a list of
user Ids (and optionally passwords) for the web sites to which
he/she 1s registered.
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Therefore, 1t would be advantageous to alleviate many of
the above difficulties by automating the registration process
at web sites so that users may register at a single web site and
use the mformation provided at this web sited to more easily
register at other web sites.

SUMMARY OF INVENTION

The present invention 1s a registration information process-
ing system for the World Wide Web that substantially auto-
mates the user registration process at web sites. The registra-
tion system of the present invention includes a World Wide
Web registration web site wherein a user accessing the World
Wide Web can utilize this web site as a repository for regis-
tration information so that the user can request this registra-
tion information to be transmitted substantially automatically
to another web site to which the user desires to register.
Furthermore, the present invention provides the user with a
common user 1D, and optionally common password, that can
be used to access a plurality of web sites so that there are
tewer web site user IDs and passwords for the user to remem-
ber. Additionally, the present invention may establish the
common user ID (and optionally password) through user
input such that the user may request a candidate user 1D (and
optionally password) and, if acceptable, the candidate user 1D
becomes the common user ID. However, 1f the candidate user
ID 1s unacceptable (e.g., because 1t 1s a duplicate of another
user’s common user 1D), then the present invention provides
the user with one or more alternatives for the common user 1D
(and optionally password) that the user may accept or reject.
Further, note that whenever possible the present mvention
provides the user with alternative common user Ids wherein
the alternatives are dertved from the candidate user 1D pro-
vided by the user.

The registration information processing system of the
present invention has a first embodiment using a first system
architecture wherein a user need not have any modules spe-
cific to the present mvention loaded on his/her World Wide
Web client node. In this embodiment, once the user has pro-
vided registration information to the registration web site of
the present invention, when the user subsequently requests to
register at a new web site cooperating with the registration
process ol the present invention, then the user provides this
new web site with a user ID and optionally password (e.g., the
above-mentioned common user ID) for the registration web
site of the present mnvention together with an indication that
any further information may be obtained from the registration
web site. The new web site subsequently 1s able to automati-
cally retrieve the user’s registration information from the
registration web site and register the user at the new web site.
In a second embodiment of the present invention having a
second architecture, World Wide Web client nodes have reg-
istration modules for the present invention loaded on them so
that these nodes may interact with the registration web site for
providing user registration mformation to cooperating web
sites to which the user requests to register. In this second
embodiment of the present invention, the user’s registration
information 1s stored both locally on the user’s client node
and at the registration web site, the web site being used as a
backup. Thus, when the user desires to register at a new web
site, the user’s registration information 1s provided to the web
site from the registration module residing on the user’s client
node.

In either embodiment, the present invention may also pro-
vide a “mass” registration capability, wherein a user may
request that the present invention automatically register the
user at a plurality of web sites. For example, the user may be




US 7,529,725 Bl

3

provided with a capability to search for web sites cooperating,
with the present invention by, for example, category and
request an automatic registration at multiple web sites sub-
stantially simultaneously.

Other features and benefits of the present mvention will
become apparent from the detailed description with the
accompanying figures contained hereinatter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of the web site registration
information processing system ol the present invention,

wherein this system 1s shown 1n the context of its connections
to various nodes of the World Wide Web;

FIGS. 2A and 2B provide a flowchart for describing the
steps performed when a user of the World Wide Web explic-
itly contacts the registrar web site 100 of the present invention
for supplying registration information to be used in register-
ing at third party web sites 116;

FIG. 3 1s a flowchart presenting the steps a user of the
World Wide Web performs when entering web site registra-
tion information into fill-out forms that are to be submitted to
the registrar web site 100 of the present invention;

FIGS. 4A and 4B present a flowchart for the steps per-
tormed when a user of the World Wide Web accesses a third
party web site 116, cooperating with the present mvention,
and 1n the process of registering at the third party web site the
user 1s automatically put in contact with the registrar web site
100 of the present invention so that registration information
may be provided to the present invention for registering the
user at the present third party web site as well as other third
party web sites that the user may subsequently request;

FIG. 5 1s a flowchart of the steps performed by the present
invention when transierring user registration information
from the registrar web site 100 to a third party web site 116 to
which the user has requested to register;

FIGS. 6A and 6B provide a tflowchart of the steps per-
formed when supplying a third party web site 116 with reg-
istration information from the registrar web site 100, assum-
ing that the third party web site has requested such
information and that the request has been authenticated at the
registrar web site 100;

FI1G. 7 presents a tlowchart of the steps performed by the
present invention when supplying a third party web site 116
with user registration imnformation from the user registration
information database 144;

FIG. 8 presents a flowchart of the steps performed when
storing 1n the user registration information database 144 a
user’s 1D (and optionally password) relating to a third party
web site 116 to which the user 1s registered via using the
present invention;

FI1G. 9 1s a flowchart of the steps performed when register-
ing at a third party web site 116 using the module 156 of the
present invention installed on the user’s client node 108;

FIG. 10 1s a flowchart of the steps performed when the
registration module 156 on the user’s client node 1s utilized in
supplying a third party web site 116 with registration infor-
mation;

FIGS. 11A and 11B present a tlowchart of the steps per-
tformed when a World Wide Web user of the present invention
changes his/her registration information stored in the present
invention;

FIGS. 12A and 12B present a tlowchart of the steps per-
formed when the architecture of the present invention
includes the registration module 156 provided at the user’s
client node 108 and the user requests to enter registration
information into the present invention using this module; and
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FIGS. 13A and 13B provide a flowchart of the steps per-
formed when a World Wide Web user requests a user ID for
the registration information processing system of the present
invention and the present invention includes module 156 on
the user’s client node 108.

DETAILED DESCRIPTION

FIG. 1 1s a block diagram of a web site registration infor-
mation processing system of the present invention, (herein-
alter also denoted by the name “registrar”) wherein this sys-
tem 1s shown 1n the context of 1ts connections to various nodes
of the World Wide Web (WWW). In a first embodiment, a web
site, denoted the registrar web site 100, provided by the
present ivention, 1s connected to the World Wide Web 104
for communicating with both World Wide Web client nodes
such as WWW client node 108, and with other web sites such
as third party web site 116, wherein the registrar web site 100
tacilitates the registration ofa userata WW W clientnode 108
when this user desires to register at the third party web site
116. In this first embodiment, the user accesses the World
Wide Web 104 through a WWW browser 120 on a WWW
client node 108 wherein, to use the registration facilities of the
registrar web site 100 for registering the user at a one or more
third party web sites 116, the user must 1n some manner
request explicit access to the registrar web site 100 for regis-
tering his/her registration information to the registrar web site
100. Additionally, 1n this first embodiment of the present
invention, the WWW client node 108 need not have execut-
able program modules designed specifically for interfacing
with the registrar web site 100. That 1s, substantially any
conventional World Wide Web browser may be used as the
WWW browser 120.

Thus, the first embodiment of the present invention may be
described as follows. In order for a user to register at one or
more third party web sites 116, the user at a WWW client
node 108 accesses the World Wide Web 104 and 1n a first
scenario explicitly navigates through the World Wide Web
104 to the registrar web site 100 wherein a registrar web site
100 home page 1s communicated back to the user’s WWW
browser 120. As one skilled 1in the art will appreciate, program
modules 128 (hereinafter denoted “registrar applications™)
output, to a World Wide Web network server 132, information
in, for example, a hypertext markup language (HTML)
related to capabilities of the registrar web site 100 1n assisting
the user in registering at third party web sites 116. Such
outputs from registrar applications 128, are subsequently
transmitted, via the network server 132 and the network inter-
face 136, to the user’s WWW browser 120 1n the hypertext
transier protocol (H1TTP), as one skilled in the art will appre-
ciate. Thus, upon presentation of the registrar web site 100
home page on the user’s WWW client node 108, the user
subsequently may request to provide registration information
to the registrar web site 100 so that he/she can have this
information at the registrar web site 100 automatically trans-
terred to a third party web site 116 when the user 1s requested
to register at such a third party web site. Subsequently, after
the user’s request to supply registration information 1s trans-
mitted to the registrar web site 100 (via World Wide Web 104,
network iterface 136 and network server 132), the registrar
applications 128 receive the request and output to the user’s
WWW browser 120 one or more “web pages™ having fill-out
forms to be presented to the user via the WWW browser 120.
Thus, upon submittal of the filled out forms by the user to the
registrar web site 100 (more precisely, the registrar applica-
tions 128), the user’s registration information 1s stored in the
user registration information database 144.
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Following the above registration procedure at the registrar
web site 100, the user may then substantially automatically
register at various third party web sites 116 that are afliliated
with the registrar web site 100 1n that an agreement has been
reached between each such third party web site 116 and the
registrar web site 120 for transmitting a user’s registration
information to the third party web site 116 when, for example,
the user requests such transmittal. Thus, assuming the user
accesses the third party web site 116 and, for example, the
home page for the third party web site 116 includes a form
ficld allowing the user to specily that the user’s registration
information 1s stored and accessible at the registrar web site
100, then the user can submit a response, via the World Wide
Web 104, to the third party web site 116 indicating that the
user’s registration information should be obtained from the
registrar web site 100. Thus, the third party web site 116
requests and recerves the user’s registration information from
the registrar web site 100 and stores the user’s registration
information 1n registration information database 148 directly
accessible by the third party web site 116. Additionally note
that when the registrar web site 100 receives a request from
the third party web site 116 for user registration information,
a registrar application 128 records the request for the user’s
registration information in a registrar access log data base
152. Thus, the registrar web site 100 maintains a log of the
third party web sites requesting registration information. Fur-
ther, such third party web sites 116 may periodically provide
the registrar web site 100 with information related to the
frequency that users registered at the registrar web site 100
have accessed the third party web sites 116. Therefore, by also
storing this information, for example, in the registrar access
log 152, the registrar web site 100 1s able to determine the
frequency and type of access of third party web sites 116 by
users.

In a second method of using the first embodiment of the
present invention, mstead of the user explicitly navigating the
World Wide Web 104 to the registrar web site 100 for provid-
ing registration information, the user may instead access a
third party web site 116 wherein the home page or registration
page for the third party web site includes input fields allowing,
the user to request that the registrar web site 100 automati-
cally be accessed so that the user can enter web site registra-
tion information at the registrar web site 100 and subse-
quently use the registration information provided to the
registrar web site 100 for automatically registering at the third
party web site 116 (as well as other third party web sites that
may be subsequently requested). That 1s, the newly entered
registration mformation 1s transferred to the third party web
site 116 by entering into a registrar specific portion of the
registration form for the third party web site 116 a registrar
user 1dentification and optionally a password for requesting,
that the third party web site access the registrar web site 100
to obtain the user’s registration information. Thus, the user’s
registration information automatically 1s communicated to
the third party web site 116 without the user explicitly having,
to navigate the World Wide Web 104 and access the registrar
web site 100 to register his/her web site registration informa-
tion.

Note that alternative embodiments are within the scope of
the present mvention, wherein program modules for the
present invention are distributed so that there 1s an executable
module provided on the user’s WWW client node 108 for
communication with the registrar web site 100 as well as with
third party web sites 116 that accept registration information
from the present invention. In one embodiment of such a
distributed architecture for the present invention, a registrar
registration module 156 1s integrated into the user’s WWW
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browser 120 for gathering the user’s web site registration
information and communicating with the registrar web site
100 as well as cooperating third party web sites 116 at which
the user desires to register. Such a registration module 156
may provide the user with easier access to his/her registration
information since the information resides locally on the
user’'s WWW client node 108 1n a persistent nonvolatile stor-
age. Further, the registrar registration module 156 may be
activated for entering or updating user registration informa-
tion without the user necessarily being connected to the
World Wide Web 104. Moreover, by integrating the registrar
registration module 156 1nto the user’s WWW browser 120,
the user 1s presented with an integrated set of functions for
registering and accessing third party web sites 116.

Thus, 1n such distributed architectures, after the user has
entered registration information into the registrar registration
module 156, this module will substantially automatically
contact the registrar web site 100 (via the World Wide Web
104) and thereby communicate the user’s registration infor-
mation to the registrar web site 100 so that, for example, the
user’s registration information may be reliably stored in case
there are failures at the user’s WWW client node 108. Thus, to
access a third party web site 116 that cooperates with the
registrar for registering the user, once the user has made
contact through the World Wide Web 104 with such a third
party web site 116, the user transfers his/her registration
information from the registration module 156 to the third
party web site. Further note that in the registration process of
the present embodiment, whenever the user registers at a third
party web site 116, the registrar web site 100 1s provided, by
(for example) the module 156, with information related to the
registration so that the user also has a off-site backup copy of
all registrations at third party web sites residing at the regis-
trar web site 100.

Note that other distributed architectures for the present
invention are also contemplated wherein the registrar regis-
tration module 156 on the user’s WWW clientnode 108 1s not
integrated with the user’s WWW browser 120. In such an
embodiment, the user may be faced with a different user
interaction technique for the module 156 than that of the
WWW browser 120. However, the user 1s provided with
added flexibility 1n choosing a WWW browser 120 and/or
using his/her existing browser 120 which may not contain as
part of the browser the registrar registration module 156.

InFIGS. 2A and 2B, a flowchart 1s presented describing the
steps performed when the user explicitly navigates the World
Wide Web 104 to contact the registrar web site 100 for sup-
plying registration information. Accordingly, assuming the
user contacts the registrar web site 100, 1n step 204 the web
site 100 recerves the user’s request for information. Subse-
quently, in step 208 the registrar web site 100 responds with a
home page describing the registrar services, a selection or
browsing capability for reviewing third party web sites 116
accepting registrar registrations, and a fill-out form so that the
user may request to proceed, i desired, with entering regis-
tration information at the registrar web site 100. In step 212
the user determines whether to proceed with the registration
process or not. Assuming the user elects to proceed, the
request to proceed 1s transierred back to the registrar web site
100 wherein a registrar application 128 examines the
response and outputs a fill-out form that1s transmitted back to
the user’s WWW browser 120 so that the user may enter
his/her registration information and submit 1t to the registrar
web site 100. Thus, 1n step 216 the steps of the tlowchart of
FIG. 3 are performed by the user when entering information
into the registration fill-out form provided by the registrar
web site 100. Subsequently, in step 220 the user initiates the
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transfer of his/her registration information to the registrar
web site 100. Note that the submattal of the registration infor-
mation may be performed by a conventional electronic trans-
ter through the World Wide Web 104 using any one of various
internet protocols or, alternatively, other techniques for trans-
ferring the information to the registrar web site 100 are also
contemplated. For example, the user may fax a printed copy
ol a completed registration form to the registrar web site 100
at which point the information may be manually input into the
user registration information database 144. In step 224, upon
receiving the user’s registration information, one or more
registrar applications 128 review the user’s registration infor-
mation for determining whether there 1s enough information
supplied to at least uniquely 1dentity the user. If not, then 1n
steps 228 and 232 a registrar application(s) 128 requests
additional information from the user and flags the user’s
information currently stored 1n the user registration informa-
tion database 144 indicating that a user response 1s required to
turther process the user’s information. As an aside, note that
other feedback loops to the user are contemplated that are
related to the loop of steps 224 through 232. For example, 1t
may be the case that the user has supplied suificient informa-
tion to be uniquely 1dentifiable at the registrar web site 100,
but the user has supplied insufficient information for the
registrar web site 100 to supply adequate information to most
third party web sites 116 that utilize registrar registration
capabilities. Thus, a similar feedback loop to loop 224
through 232 may be provided for requesting that the user
supply additional information so that a substantial number of
third party web sites 116 cooperative with registrar will allow
the user to register at them using only the information sup-
plied by the registrar web site 100.

Referring again to step 224, 11 a determination 1s made that
suificient registration information has been received at the
registrar web site 100, the user’s registration information 1s
stored 1n the user registration information database 144 (step
236) and subsequently a registrar application 128 outputs a
request to the user to selecta user ID and password that can be
at least used to access the user’s registration information at
the registrar web site 100 (step 240). Assuming, as in step 244,
that the user submits a user ID and a password to the registrar
web site 100, then 1n step 248 a determination 1s made by the
present mvention (more particularly, a registrar application
128) as to whether the user supplied ID and password 1s
acceptable for uniquely identifying the user. IT not, then steps
240 through 248 are repeated until an appropnate user ID and
password are entered by the user. Thus, assuming that an
acceptable user ID and password are provided, in step 252 the
registration information supplied by the user 1s marked as
unverified since there has been no independent confirmation
that the user supplied information 1s accurate. Subsequently,
in step 256 a registrar application 128 commences to enrich
the user’s supplied registration information with publicly
available information related to the user and, to the degree
possible (1.e., conforming with internet etiquette, privacy
concerns of users, and public policy), to venity the user’s
registration information. Note that by comparing the user
supplied information with information about the user from
other sources, a determination can be made as to the accuracy
of the user supphed information. Thus, whenever an 1tem of
the user supphed information 1s 1ndependently verified, then
that 1item 1s unmarked. Alternatively, 11 discrepancies arise
between the user-supplied mformation and other publicly
available information about the user, then the user may be
alerted to these discrepancies and requested to confirm his/
her 1nitial responses.
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Referring now briefly to FIG. 3, this flowchart presents the
steps a user performs when entering web site registration
information into the fill-out forms to be submitted to registrar.
Accordingly, in step 304 the user determines whether to sup-
ply basic information (i.e., requested by a substantial number
of third party web sites 116) as described 1n step 308 or to
supply expanded information (1.e., more extensive informa-
tion about the user so that, for example, registrar has suificient
user information to register the user at substantially all coop-
erating third party web sites 116). Note that at least 1n one
embodiment, the basic information supplied 1n step 308 (i.¢.,
the user’s name, e-mail address, gender and date of birth) 1s
also requested 1n the forms for expanded information 1n step
312. Thus, upon filling 1n at least one field from the fill-out
forms (step 316) presented 1n eirther step 308 or 312 the
present invention field checks the user’s unput for syntacti-
cally approprnate responses. Subsequently, 1n step 320, the
user iputs a request to terminate entering mformation in the
presently presented fill-out form(s) and in step 324 the user
determines whether to enter additional information 1n either
the basic registration information fill-out forms or the
expanded information fill-out forms. I the user indicates that
he/she desires to enter further registration information, then
step 304 1s again performed. Alternatively, the tlowchart
returns to the invoking program (tlowchart) with the user
supplied registration information.

FIGS. 4A and 4B present a flowchart for the steps per-
formed when the user accesses a present third party web site
116 cooperating with registrar, and 1n the process of register-
ing at the third party web site the user 1s automatically put 1in
contact with the registrar web site 100 so that registration
information may be provided to registrar for registering the
user at the present third party web site as well as other third
party web sites that the user may request. Accordingly,
assuming the user uses a WWW browser 120 to access a third
party web site 116 as in step 404, the third party web site
responds with a web site home page (step 408) typically
having a registration fill-out form into which the user 1s
requested to enter registration information. Note that the user
may or may not be registered at this third party web site. Thus,
if the user 1s registered, then he/she may only need to enter a
user ID and optionally a password 1n order to gain access to a
desired application at the third party web site. Further note
that for different third party web sites 116, the user’s 1denti-
fication (and optionally a password) may be different due to
constraints on user 1D (and password) syntax being different
at different third party web sites. Further, such user IDs at
different web sites may be different because a user ID
requested by the user may already have been assigned to
another user.

Subsequently, once the third party web site 116 has
received a response from the user, a determination 1s made as
to whether the user 1s registered at the web site (step 412). I
the user 1s registered, then no further processing related to the
present invention 1s required. Alternatively, 1f the user 1s not
registered at the third party web site, then a response 1s trans-

terred from the third party web site 116 through the World
Wide Web 104 to the user’s WWW browser 120 providing the
user with the fill-out forms 1 which the user 1s requested to
enter information for registering at the third party web site.
Note that 11 the third party web site 116 1s configured to accept
user registration information from the present invention, then
at least one fill-out form related to registering at the third party
web site 116 will request information related to registering,
the user by using the present invention. In particular, the third
party web site 116 may present the user with a fill-out form
requesting the user to enter a user ID and optionally a pass-
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word for the present imnvention (1.e., registrar) if the user 1s
registered at the registrar web site 100. Additionally, the pre-
sented f1ll-out forms may request the user to indicate whether
he/she prefers to register at the third party web site 116 by
using registrar. Thus, assuming the user desires to register at
the third party web site 116, a determination 1s made as to
whether the user wishes to register using the present invention
or register at the third party web site without using the present
invention (step 416). If the user chooses to not use the present
invention for registering at the third party web site 116, then
the user explicitly supplies registration information for the
present third party web site (step 420). Alternatively, if the
user chooses to use registrar to register, then once the present
third party web site 116 receives a response from the user
indicating the choice to use registrar to register, in step 424,
the present third party web site sends a request to the registrar
web site 100 for registering the user at the registrar web site
100. Subsequently, 1n step 428 the steps of FIGS. 2A and 2B
are performed for registering the user at the registrar web site
100. Subsequently, after registering at the registrar web site
100, in step 432, the user 1s automatically placed 1n contact
with the present third party web site so that he/she submits a
registration fill-out form to this third party web site 116: (a)
indicating that the user’s registration information may be
obtained from the registrar web site 100; and (b) providing a
user 1D (and optionally a password) for the registrar web site
100 to be used as 1dentification at the present third party web
site. Following this, in step 436 the third party web site 116
invokes the program corresponding to FIG. § to obtain the
user’s registration data from the registrar web site 100. Lastly,
upon verification by the third party web site 116 of the user’s
registration data, the user 1s granted access to the desired third
party web site and/or application (step 440).

In FIG. 5, a flowchart 1s presented of the registration data
transmission process from the registrar web site 100 to a third
party web site 116. Accordingly, 1n step 504 the third party
web site 116 provides the registrar web site 100 with 1denti-
fication of the third party web site, the user’s registrar user 1D
and (any) registrar password. Further, in some 1nstances, as
will be described below, the third party web site 116 also
supplies the registrar web site 100 with a return path to the
user through the World Wide Web 104. Following this, 1n step
508, a determination 1s made by the registrar web site 100 as
to whether the third party web site supplied information can
be authenticated. If not all third party web site information 1s
authenticated, then step 512 1s encountered wherein a deter-
mination 1s made as to whether to request that the third party
web site to resend the information of step 504. Note that such
a determination may be made in one embodiment depending
upon whether the third party web site identification 1s authen-
ticated. That 1s, 11 the third party web site identification 1s
authenticated, then a retry may be allowed. Otherwise, no
retry may be allowed. Alternatively, referring again to step
508, 1if all information transmitted from the third party web
site 116 1s authenticated at the registrar web site 100, then step
516 1s encountered. In this step, the program represented by
FIG. 6 1s performed for supplying the third party web site 116
with registration information related to the user from the user
registration information database 144.

Referring now to FIGS. 6 A and 6B, the tflowchart presented
here provides the steps for supplying a present third party web
site 116 with registration information from the registrar web
site 100, assuming that the present third party web site 116
has requested such information and that the request has been
authenticated at the registrar web site 100. Accordingly, 1n
step 604 the registrar web site 100 or, more precisely, a
registrar application 128 performs the steps of FIG. 7 for
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retrieving the user registration information requested by the
present third party web site 116 from the user registration
information database 144. Note that a third party web site 116
may request various categories of information from the reg-
istrar web site 100 related to the user. In particular, a third
party web site may request: (a) basic information as discussed
in step 308 of FIG. 3; (b) expanded information as discussed
in step 312 of FIG. 3; (¢) custom information, wherein
selected fields from the basic and expanded information are
provided; and (d) proprietary information wherein one or
more additional user related information 1tems may be pro-
vided wherein these 1tems have been obtained by the registrar
web site 100 by, for example, enriching and veritying the
registration information obtained from the user as in step 256
of FIG. 2B.

Following step 604, step 608 i1s encountered wherein a
registration application 128 determines whether the present
third party web site 116 requesting user mformation (for a
user attempting to register at this third party web site) requires
that a user ID (and optionally password) be generated spe-
cifically for this third party web site. That 1s, the third party
web site 116 may require a user 1D and/or password that
conforms with a format peculiar to the third party web site
116. Note that to perform the step 608, 1n at least one embodi-
ment of the present invention, information related to the
requirements of the present third party web site 116 are stored
at the registrar web site 100. In particular, the registrar web
site 100 may store a user information request template for
cach third coordinating party web site 116 having access to
user information at the registrar web site 100 such that a
registrar application 128 (upon identifying a particular third
party web site 116) may access a related user information
request template for determining what mformation may be
required by this third party web site.

If a user ID and optionally password need not be generated
specifically for the requesting third party web site 116, then 1n
step 612 the user information requested by the third party web
site 116 1s encrypted and 1n step 616 the encrypted informa-
tion 1s sent to the third party web site. Following this, in step
620 a registrar application 128 logs an entry or arecord in the
registrar access log database 152 indicating that registration
information for the user has been transmitted to the present
third party web site 116. Subsequently, 1n step 624 a registrar
application 128 (or, more precisely, an instantiation thereot)
waits for an acceptance response from the present third party
web site 116 to which the encrypted user information was
sent. Note that the response from the present third party web
site may include a third party web site specific user 1D (and
optionally password) 11 the user was not previously registered
at this third party web site. That 1s, the third party web site
may automatically generate at least a user 1D 11 the user was
not previously registered at the web site. Alternatively, it may
be the case that the present third party web site uses the user’s
registrar registration user ID and password for registering the
user at the third party web site 116. Note that in at least one
embodiment for registration processing at a third party web
site 116, the use of the registrar user ID does not create
ambiguity in the 1dentity of users registering at the third party
web site. For example, a user seeking access to a cooperating
third party web site may be required to indicate that his/her
user ID and/or password 1s a registrar generated user 1D
(and/or password) so that the third party web site can process
the entered user 1dentification differently from that of users
who have registered without using the present invention. Sub-
sequently, when an acceptance response from the requesting
third party web site 116 1s provided to the registrar web site
100 (or, more precisely, a registrar application 128), this
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response 1s logged 1n the registrar access log database 152 in
step 628. Following this latter step, 1n step 632, a determina-
tion 1s made as to whether the response from the present third
party web site 116 indicates that the user 1s now regi 1stered at
this third party web site. If no such indication is prowded
then 1n step 636 a message 1s sent to the user at the user’s
WWW client node 108 that registrar cannot register the user
at the present third party web site to which the user has
requested registration and access. Further, the registrar appli-
cation 128 performing step 636 may also supply the user with
a reason as to why the user cannot register through registrar at
the present party web site 11 such a reason was indicated by
this third party web site when the response of step 624 was
received.

Alternatively, 11 1n step 632 it 1s determined that the user 1s
registered at the present third party web site, then 1n step 640
the program corresponding to the flowchart of FIG. 8 1s per-
formed for storing at least the user’s ID (and optionally pass-
word) for the present third party web site at the registrar web
site 100 (more precisely, 1n the user registration information
database 144) as will be discussed hereinbelow.

Referring again to step 608 of FI1G. 6A, 11 a registrar appli-
cation 128 1s required to generate a user ID (and optionally
password) for the third party web site 116, then step 644 1s
next performed wherein a registrar application 128 generates
a user ID (and optionally password) to be transmitted to the
third party web site 116. Subsequently, the sequence of steps
648 through 668 are performed. Note that this sequence of
steps 1s substantially the same sequence of steps as steps 612
through 632. However, the response from the present third
party web site logged 1n step 664 may 1include an indication as
to whether the user generated by the registrar application 128
1s acceptable to the present third party web site 116.

Accordingly, continuing the discussion of FIGS. 6A and
6B from step 668, 11 the response from the present third party
web site 116 indicates that the user 1s registered at the desired
third party web site, then step 672 1s performed wherein the
program corresponding to the tlowchart of FIG. 8 1s again
used to store the user’s ID (and optionally password) for the
present third party web site 1n the user registration imnforma-
tion database 144 (as 1n step 640). Alternatively, 11 1n step 668
it 1s determined that the user 1s not registered at the present
third party web site 116, then 1n step 676 a determination 1s
made as to whether the generated user registration informa-
tion (1.€., user ID and optionally password) step 644 has been
rejected by the present third party web site. If so, then 1n step
680 a determination 1s made as to whether this rejection has
occurred less than a predetermined number of times (1.¢., the
sequence of steps 644 through 668 have been 1teratively per-
formed less than a predetermined number of times 1n attempt-
ing to register the user at the present third party web site). If
the results of the test 1n step 680 1s affirmative, then step 644
1s again encountered for generating alternative user registra-
tion information for the present third party web site. Note that
it 1s an aspect of the present invention that, at least in one
embodiment, such generations produce user IDs that are
meaningiul to the user and/or are related to other web site
registration user IDs for the user. Thus, 1n one embodiment of
the present invention, the step 644 uses the user’s registrar
user ID as a “seed” from which to generate a user 1D accept-
able to the present third party web site 116. Moreover, note
that the generation process of step 644 may use various heu-
ristics and third party web site constraints to generate accept-
able user 1D:s.

Alternately, 11 the negative branch from step 676 1s fol-
lowed, then the third party web site 116 may have rejected
registering the user for any of a number of reasons that may
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not be able to be alleviated 1n a timely fashion so that the user
can be registered at this third party web site 1n a short amount
of time. Accordingly, step 684 1s encountered wherein a mes-
sage 1s transmitted to the user’s WWW client node 108 1ndi-
cating that registrar cannot currently register the user at the
requested third party web site 116. Further, note that 1f 1n step
680 1t 15 determined that too many attempts have been made to
generate acceptable registration information for the third
party web site, then step 684 1s also encountered.

The flowchart of FIGS. 6 A and 6B is representative of the
processing variations within the scope of the present mnven-
tion for supplying a third party web site with registration
information. For instance, those skilled in the art will appre-
ciate that steps 624 and 660 may have a timer associated with
them whereby 1f there 1s no response from the third party web
site within a predetermined time period, then a default
response 1s provided by a registrar application 128 so that one
ol the steps 684 or 636 1s performed as part of the processing
when such a timer expires and subsequent steps 1n the flow-
chart are performed. Additionally, other steps may be
iserted, for example, on the negative branch from step 676
wherein these additional steps attempt to address other
anomalies 1ndicated 1n the acceptance response recerved 1n
step 660. For example, 11 the third party web site 116 requests
additional user information than what was provided 1n step
648, then 11 this additional information 1s in the user registra-
tion information database 144 and the user has indicated that
it 1s permissible to disseminate this mmformation, then the
additional information may be transmaitted to the present third
party web site 116. Also, 1n such a case, the transmuittal of this
additional information 1s recorded in the registrar access log
database 152.

Referring now to FIG. 7, wherein the flowchart for a pro-
gram 15 provided for supplying, from the user registration
information database 144, a requesting third party web site
116 with registration information related to a particular user.
Accordingly, i step 704 of FIG. 7, 1f the registrar web site
100 has not been previously supplied with an 1indication as to
what type of information 1s required by the requesting third
party web site, then a registrar application 128 constructs
such a request to be transmitted to the requesting third party
web site and subsequently the application may wait for a
response from this third party web site. Following step 704, in
step 708 1t 1s assumed that the registrar web site 100 has been
provided with an indication or specification as to what infor-
mation the requesting third party web site desires. Thus, the
registrar application 128 performing step 704 may now deter-
mine what registration information 1s to be transmitted to this
third party web site. Note that at least in one embodiment of
step 708, the user registration information requested may
require validation according to the following criteria:

(1.1) The type and amount of registration information for a
user that the user has indicated 1s available to be trans-
mitted to a requesting third party web site.

(1.2) The type and amount of information the requesting
third party web site 116 has contracted with the registrar
web site 100 for transmitting regarding a particular user
or category of users.

(1.3) The registration information available 1n the user
registration information database 144.

Thus, as discussed with respect to step 604 of FIG. 6A, either
basic, expanded, custom or proprietary registration informa-

tion related to a user 1s transmitted to the requesting third
party web site 1n step 736.

FIG. 8 presents a flowchart for storing, 1n the user registra-
tion information database 144, a user’s 1D and/or password
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for a third party web site 116 to which the user 1s registered
using registrar. More precisely, the user ID and/or password
for such a third party web site 1s stored via the steps of FIG. 8
11 this information 1s different from the user’s registrar user ID
and/or password. That 1s, it 1s believed that for many third
party web sites 116, the registrar user 1D and password for
users registered at the registrar web site 100 will be 1dentical
to the user’s user ID and password at third party web sites.
Note that there are significant advantages to third party web
sites 116 using, for each registered user, the user’s registrar
user ID and password (or, some other user ID and password in
common with other third party web sites to which the user 1s
registered). For instance, a user 1s required to remember fewer
user IDs and passwords associated with web sites and the web
sites providing this convenience may have a higher volume of
users accessing the web site due to the greater ease of access.

Regarding the steps of FIG. 8, 1n step 800 a determination
1s made as to whether the user has been provided with a user
ID (optionally password) for the third party web site 116 (to
which the user 1s attempting to register) that 1s different from
the user’s registrar user ID and/or password. If not, then there
1s nothing additional to store at the registrar web site 100 and
the tlowchart ends. Alternatively, if the decision of step 800
results 1n a positive answer, then step 804 1s performed
wherein the user’s specific user ID and optionally password
tor this third party web site 1s stored with other user registra-
tion information in the user registration information database
144. Note the following advantages accrue by storing user
registration information at the registrar web site: (a) each user
has the convenience of off-site storage backup for each such
third party web site to which the user 1s registered and (b)
depending on the registration process at the third party web
site, 1t may be expedient for such a web site (at least tempo-
rarily) to automatically contact the registrar web site 100 for
retrieving, for example, the user’s third party web site specific
user ID upon subsequent user accesses to the third party web
site.

Following step 804, in step 808 a determination 1s made as
to whether the third party web site has indicated that 1t wall
initiate requests as in (b) immediately above. If so, then no
turther processing needs to be accomplished here 1n that the
user may enter his/her user registrar web site 100 user ID (and
optionally password) when accessing the third party web site.
Alternatively, if step 808 yields a negative answer then step
812 1s performed wherein the registrar web site 100 sends a
message to the user at the user’s WWW client node 108
providing the user with the ID (and optionally password) for
the third party web site.

In an alternative embodiment of the present invention, a
registrar registration module 156 may be provided at the
user’'s WWW client node 108. This module (whether incor-
porated mto the WWW browser 120 or external to the
browser and communicating with the browser through, for
example, a browser 120 port) may store locally at the client
node 108 registration imnformation for accessing third party
web sites 116 to which the user has registered using the
present invention. In FIGS. 9-13, flowcharts are provided for
programs 1llustrating the processing of this alternative
embodiment of the present invention.

In FIG. 9, a flowchart 1s presented of the program for
registering at a third party web site 116 when the module 156
1s 1nstalled on the user’s client node 108.

Describing now the steps of FIG. 9, 1n step 904 the user
sends a request to access a third party web site 116 via the
user’'s WWW browser 120. Subsequently, upon receiving the
request, the accessed third party web site 116 responds with a
home page having a registration {fill-out form (step 908).
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Assuming that the registration fill-out form allows the user to
indicate that user registration information may be obtained
locally at the client node 108, 1n step 912 the user indicates on
the fill-out form that he/she desires to register at the third
party web site and that his/her registration information can be
retrieved using the registrar registration module 156 residing
on the user’s client node 108. Further note that the user may
be required to activate or alert the module 156 so that this
module can supply the appropriate user registration informa-
tion to be communicated to the third party web site 116. Also
note that the home page from the third party web site 116 may
indicate the type of information required to register the user
and this information may be used either manually or auto-
matically for determining the user registration information
stored on the user’s client node 108 that will be transmatted to
the third party web site. Subsequently, 1n step 916 the user
specifies that the registration fill-out form 1s to be submuitted to
the third party web site. Accordingly, the WWW browser 120
communicates with the registrar registration module 156 to
supply the registration information to the third party web site.
That 1s, the processing performed here includes the steps of
FIG. 10 which are described herein below. Subsequently, 1n
step 920 amessage 1s sent from the registration module 156 to
the registrar web site 100 indicating that the user has regis-
tered at the third party web site and additionally supplying the
registrar web site 100 with any user ID and password specific
to the third party web site. Note that by sending this informa-
tion as well as, for example, a copy of substantially all of the
user’s registration information stored locally to the registrar
web site 100, the user 1s provided with an automatic off-site
backup of his/her registration information. Additionally, the
user may be provided with other advantages by providing
his/her user registration information to the registrar web site
100. In particular, the registrar web site 100 may enrich the
user’s registration information with publicly available infor-
mation on the user and alert the user to discrepancies between
the user information and various publicly available records on
the user.

Referring now to the flowchart of FIG. 10, this flowchart
describes the steps performed when supplying a third party
web site 116 with registration information retained by the
registrar registration module 156 on the user’s node. In step
1004, the steps of the flowchart of FIG. 7 are performed for
retrieving the registration information requested by the third
party web site. Subsequently, 1n step 1008 the registrar reg-
istration module 156 packages the accessed registration
information for the third party web site together with the
user’s registrar ID (and optionally password) for transmuittal
to the third party web site. Subsequently, 1n step 1016 the
registration information packaged together 1in step 1008 1s
encrypted so that in step 1020 this encrypted information may
be sent securely to the third party web site via the World Wide
Web 104. Following this, in step 1024 the module 156 logs an
entry mto a local log on the client node 108 indicating what
registration imformation was sent to the third party web site.
Subsequently, 1 step 1028 a process may be instantiated to
wait for an acceptance response from the third party web site
so that when such a response 1s obtained it may be logged
locally at the client node 108 1n step 1032.

In one embodiment of the present invention the user may
configure the registrar registration module 156 to log all
activities with third party web sites 116 and provide the
records of this log to the registrar web site 100. This allows the
registrar web site 100 or personnel that maintain the registrar
web site 100 to analyze user activities on the World Wide Web
104. Such analysis may be usetful to both registrar users and
third party web site personnel 1n that, given a user’s World
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Wide Web 104 activity, the registrar web site 100 may suggest
additional third party web sites 116 of which the user may not
be aware. Further, by analyzing the user access logs of regis-
trar users, the registrar web site 100 may provide statistics to
the third party web sites 116 as to the number and types of
users accessing their respective web sites.

FIGS. 11A and 11B present a flowchart for the steps per-
formed by the present invention when the user changes his/
her registrar registration information. That 1s, the flowchart of
FIG. 11 encompasses both the architecture or embodiment of
the present invention wherein the user’s registration informa-
tion 1s stored substantially only at the registrar web site 100,
and also the architecture or embodiment wherein the user’s
registrar information 1s also stored at the user’s client node
108. Accordingly, in step 1104 a determination 1s made as to
where the user’s registration information 1s stored. Note that
this step 1104 1s unlikely to be explicitly performed by either
the present invention or the user. Instead, the embodiment of
the present invention determines which of the paths from this
step to follow (1.e., 1f module 156 exists, then the “USER
NODE” branch i1s followed; otherwise, the “REGISTRAR
WEB SITE ONLY” branch 1s followed). Accordingly, assum-
ing that the present invention 1s embodied such that the user’s
registration information 1s stored at the web site 100 only,
then step 1108 1s encountered wherein the user accesses the
registrar web site 100 from his’her WW W client node 108 by
entering his/her user ID and optionally password. Subse-
quently, 1n step 1112 the registrar web site 100 responds with
a web page having a number of options related to the user’s
registration information and registrar web site 100 processing,
of this information. Note that such options include a request
by the user to modily the user’s registration information
stored at the registrar web site. Additionally, other options
may be also provided to the user including: (a) an option for
requesting to be no longer atfiliated with the registrar web site
100 and have all the user’s registration information deleted;
(b) an option for requesting to examine all information
regarding the user stored at the registrar web site 100, includ-
ing all mnformation the registrar web site has obtained from
publicly available sources; (¢) a request for procedures and/or
addresses to contact publicly available databases that regis-
trar has accessed obtaining incorrect user information; and
(d) third party web sites 116 that are providing information
for a limited period of time and for which the user may be
interested. Following step 1112, in step 1116 the user enters
new 1nformation into an appropriate fill-out form received at
the user’s WWW client node 108 from the registrar web site
100. Note that this form 1s likely to be 1n a page different from
the page of options described 1n step 1112. That 1s, upon
submission of the page of options, the registrar web site 100
responds with a new page(s) having fill-out forms with the
presently stored user registration information presented in the
forms so that the user may change any of the fields on this
page(s).

Note that 1n at least one embodiment of the present inven-
tion, the user 1s allowed to change his/her registrar user 1D
and/or password. However, it may be the case that when a user
changes his/her registrar user 1D, that the new requested user
ID has already been assigned to another registrar user. Thus,
the registrar web site 100 may respond with a request for
turther information (such as a request for a different user 1D
from the user) wherein when the user submits the additional
information, the registrar web site 100 again checks to deter-
mine 1f the user 1s uniquely 1dentifiable. Note that the loop of
steps 1120 and 1124 are provided to represent the iterative
process described here of changing the user’s user ID. Further
note that in some embodiments of the present invention, the
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registrar web site 100 may respond with alternative variations
for a new user ID so that the user 1s not left to guess at a
registrar user 1D that 1s acceptable for uniquely identifying
the user.

Returning now to step 1104, 11 the user’s registration infor-
mation 1s stored locally at the user’s client node 108, then step
1128 1s performed instead of the steps 1108—1124. However,
for simplicity, a discussion of the processing performed 1n
step 1128 1s not described 1n detail here. Instead, a detailed
discussion of this step 1s provided by FIG. 12 and the discus-
sion ol FIG. 12 hereinbelow for changing the registration
information at the user’s client node 108 and for transmitting
the changes to the registrar web site 100.

Regardless of the branch of processing taken from step
1104, eventually step 1132 and the subsequent steps of FIG.
11B are encountered wherein the present invention updates or
alerts third party web sites having previously received user
registration information that this information may be out-
dated. Thus, the steps 1132-1140 are performed so that the
registration information provided to such third party web sites
via the present invention 1s consistent with the newly supplied
user registration information. However, in at least one
embodiment of the present invention, prior to providing any
newly entered user registration information to the third party
web sites, such information may be compared or correlated
with publicly available information regarding the user that 1s,
for example, accessible via certain third party web sites 116.
Further, the user may request his/her newly entered registra-
tion information by supplied to only selected web sites to
which the user 1s registered, or alternatively, the user may
request that the newly entered registration information be
supplied to all web sites to which the user 1s registered.

FIG. 12 presents a flowchart of the steps performed when
the registrar registration module 156 1s provided at the client
node 108 and the user enters registration information into this
module. Note that the steps of this flowchart may be per-
formed when the user 1s entering registration information for
registering the user with registrar, or when moditying regis-
tration information already supplied to registrar. Accordingly,
in step 1204 the user requests activation of the registrar reg-
istration module 156 on the user’s clientnode 108 for entering
information that will subsequently be used for registering
substantially automatically cooperating at third party web
sites 116 requested by the user. Subsequently, 1n step 1208 the
registrar registration module 156 on the user’s client node 108
presents the user with one or more fill-out forms for the user
to provide new registration mformation. Following this, in
step 1212 a determination 1s made as to whether the user
requests to obtain a registrar user ID. I1 so, then in step 1216
the program corresponding to the flowchart of FIG. 13 1s
performed to provide the user with a valid registrar user 1D
and optionally password. Subsequently, 1n step 1220 a deter-
mination 1s made as to whether the program of FI1G. 13 returns
a valid registrar user ID. If so, then step 1224 1s performed
wherein the new user’s registrar 1D 1s stored on the user’s
node 108 for a subsequent transmaittal to a third party web site
during a registration process at a third party web site that
accepts the registrar user 1D as the web site’s ID. Subse-
quently, regardless of the path taken from step 1220, step
1228 1s encountered wherein a determination 1s made as to
whether the user desires to enter further user registration
information.

If the user desires to enter further information, then step
1212 1s again encountered and a determination 1s made once
again as to whether the user requests to obtain a registrar user
ID. However, it 1s important to note that the steps provided in
this flowchart are only an indication of the processing pro-
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vided by the registrar registration module 156 and the user’s
browser. In particular, since the user interfaces typically used
by World Wide Web browsers allow a user to select the fill-out
form fields to modity, the positive branch from step 1212 1s
taken only when the user enters information 1n a fill-out form
field indicating that a registrar user 1D 1s requested. Similarly,
the negative branch from step 1212 is taken whenever user
information 1s entered into other fill-out form fields unrelated
to obtaining a registrar user 1D.

Accordingly, if the user desires to enter other information
than that required to obtain a registrar user 1D, then from step
1212, step 1232 1s encountered wherein the registrar registra-
tion module 156 explicitly requests the user’s registrar regis-
tration user ID (and optionally password). Subsequently, in
step 1236, assuming the user enters a registrar user ID, a
determination 1s made as to whether the registrar user ID 1s
valid. Note that this determination 1s initially made locally at
the user’s client node 108 without contacting the registrar
web site 100. However, 1n one embodiment of the present
invention, it 1s an option that 1f the registrar user 1D entered 1s
not found 1n the client node 108, then the registrar registration
module 156 may inquire of the user as to whether he/she
desires the registrar web site 100 to be interrogated for the
registrar user ID and password and, 11 found, download the
user’s registration information to the user’s clientnode 108. It
no valid registrar user 1D 1s determined 1n step 1236, then the
program ends 1n step 1240. Alternatively, if a valid registrar
user 1D 1s obtained, then in step 1244 a determination 1s made
as to whether the user requests to exit the present program and
thereby stop supplying registration information. Note that
this step 1s similar to step 1212 1n that 11 the user continues to
enter registration information 1n fill-out form fields, then the
negative branch from this step 1s followed and, alternatively,
i the user, for example, activates an exit button on the user
interface, then the positive branch from step 1244 will be
followed. Accordingly, if the negative branch i1s followed,
then 1n step 1248 the program of FIG. 6 1s performed for
obtaining new user registration information and, subse-
quently, step 1212 1s encountered (or, more precisely, the user
interface 1s provided that allows the user to request a registrar
user 1D).

Alternatively, if the positive branch 1s taken from step
1244, then step 1252 1s encountered wherein the registrar
registration module 156 transmits (or schedules the transmis-
sion of) any newly entered user registration information that
the user desires to be transmaitted to the registrar web site 100
for backup storage. Thus, in one embodiment of the present
invention, the step 1252 provides the user with the option to
discard the registration information provided in step 1248
above instead of transmitting this information to the registrar
web site 100.

In FIG. 13, a flowchart 1s presented of the program for
obtaining a registrar user 1D and optionally password for the
embodiment of the present invention wherein the registrar
registration module 156 retains the user’s registrar user 1D
(and optionally password) for automatically providing to
third party web sites at which the user requests registration
using the present invention. Accordingly, in step 1308 the
registrar registration module 156 requests the user to select a
registrar user ID and optionally a password that can be used to
access the user’s registration information at both the user’s
client node 108 and at the registrar web site 100. Assuming
that the user enters a user 1D and optionally password 1n step
1308, in step 1312 the registrar registration module 156 trans-
mits the user selected ID and optionally password to the
registrar web site 100. Subsequently, 1n step 1316 a determi-
nation 1s made by the registrar application 128 as to whether
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the user’s selected user ID and optionally password are
acceptable to the registrar web site. That 1s, a registrar appli-
cation 128 accesses the user registration information database
144 to determine 11 the selected user ID 1s sufliciently unique.
Note that other steps may be performed between steps 1308
and 1312. For example, the syntax for user IDs and optionally
passwords may be checked at the module 156 prior to trans-
mitting the user’s selected registration information to the
registrar web site 100.

Continuing with step 1316, a determination 1s made at the
registrar web site 100 as to whether the user’s selected user 1D
and optionally password are acceptable to registrar. If so, then
in step 1320 a registration application 128 stores the user’s 1D
and optionally password 1n the user registration information
database 144. Note that since it 1s unlikely that any further
information related to the present user 1s stored at the registrar
web site, the process of storing the user’s user ID and option-
ally password includes creating a new record 1n the database
144 and marking all remaining fields related to registration
information for this user to indicate that these fields are as yet
not valid. Following this, 1n step 1324 a registrar application
128 transmits a message to the user’s WWW browser 120
indicating that the user’s selected user ID and optionally
password 1s acceptable to registrar.

Alternatively, if the negative path 1s taken from step 1316,
then step 1336 1s encountered wherein a registrar application
128 attempts to generate an acceptable user ID and optionally
password as a substitute for the user’s proposed user ID (and
optionally password). Note that 1n generating alternative reg-
istration information, the registrar application 128 may use
the user supplied information as the basis or “seed” for gen-
erating an acceptable user ID (and optionally password) to be
transmitted back to the user. Accordingly, 1n step 1340, once
the user 1s presented with the newly generated registration
information on the user’s client node 108, the registrar regis-
tration module 156 provides the user with the option to accept
or reject the generated information. If the user accepts the
generated registration information, then the flowchart ends.
Alternatively, 11 the user rejects this information, then 1n step
1348 a further determination 1s made by the module 156 as to
whether the user enters a new user ID (and optionally pass-
word) as an alternative to the generated registration informa-
tion. If such new user registration imformation 1s provided,
then step 1312 and steps thereafter are again performed in
attempting to provide a registrar user ID (and optionally
password) to the user. Alternatively, 11 the user indicates in
step 1348 that no further proposed candidates for a user 1D
(and optionally password) will be forthcoming, then the tlow-
chart ends without an acceptable registrar user 1D being
obtained.

The foregoing discussion of the mvention has been pre-
sented for purposes of illustration and description. Further,
the description 1s not intended to limit the mvention to the
form disclosed herein. Subsequently, variation and modifica-
tion commensurate with the above teachings, within the skaill
and knowledge of the relevant art, are within the scope of the
present invention. The embodiments described hereinabove
are further intended to explain the best mode presently known
of practicing the invention and to enable others skilled 1n the
art to utilize the invention as such, or in other embodiments,
and with the various modifications required by their particular
application or uses of the ivention. It 1s intended that the
appended claims be construed to include alternative embodi-
ments to the extent permitted by the prior art.

The invention claimed 1s:

1. A computer server configured to facilitate secure access
to at least one third party web site by a user using a common
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user identifier wherein the common user identifier 1s used by
both the computer server and the at least one third party web
site to 1dentity the user comprising:

a first software module configured for storing user regis-
tration information and a common user identifier asso-
ciated with the stored user registration information;

a second software module, operatively connected to the
first soitware module, configured for communicating
the user registration information to at least one third
party web site upon recerving, from the at least one third
party web site, the common user 1dentifier, wherein the
common user i1dentifier 1s used by both the computer
server and the at least one third party web site to identify
the user;

whereupon communication of the registration information
to the at least one third party web site, the at least one
third party web site utilizes the registration information
to authenticate the 1dentity of the user when receiving a
request, from the user, instructing the at least one third
party web site to perform a given action.

2. A method for registering a user with a third party web
site, by utilizing user registration information provided to a
registration web site, comprising:

by a third party web site:

receiving arequest from a user to access the third party web
site;

determining whether the user 1s registered with the third
party web site;

when registered with the third party web site, allowing the
user to access the third party web site; and

when not registered with the third party web site, further
comprising;
providing the user with an option to register directly with

the third party web site; and

providing the user an option to register using a registra-

tion web site by:

directing the user to register with a registration web
site;

receving a notification that the user has registered
with the registration web site;

obtaining user registration mformation from the reg-
1stration web site; and

utilizing the obtained user registration information to
register the user with the third party web site.

3. The method of claim 2 further comprising receiving a
user 1dentifier and user password established with the regis-
tration web site.

4. The method of claim 3 further comprising establishing a
connection between the user and the registration web site;
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wherein, via the connection, user registration information 1s
provided to the registration web site; and a user identifier and
user password are associated with the information provided to
the registration web site.

5. The method of claim 4 further comprising providing the
user 1dentifier and user password to the registration web site
prior to obtaining user registration information from the reg-
istration web site.

6. The method of claim 5 further comprising providing a
third party web site identifier to the registration web site prior
to obtaining user registration information from the registra-
tion web site.

7. The method of claim 2 wherein the third party web site
1s accessed via the registration web site.

8. A system for facilitating the utilization, by a user, of a
third party web site using user registration mformation pro-
vided, by the user, to a registration web site, comprising:

a first server configured to present a third party web site to

a user; and

a second server, in communication with the first server,

configured to host a registration web site;
wherein upon establishment of a connection between a user
client node and at least one of the first server and the second
server, the user directs the third party web site to perform a
predetermined action by mputting a user 1identifier and a user
password, wherein the user identifier and the user password
are associated with user registration information previously
provided to the registration web site; whereupon 1nput of the
user i1dentifier and the user password the third party web site
authenticates the input and, when valid, the third party web
site obtains the third party web site the necessary user regis-
tration information from the registration web site and per-
forms the predetermined action.

9. The system of claim 8 wherein the first server and the
second server are collocated.

10. The system of claim 8 further comprising a registration
web site database adapted to store the user i1dentifier, user
password and user registration information.

11. The system of claim 10 further comprising a third web
site database adapted to store the necessary user registration
information obtained from the registration web site.

12. The system of claim 11 wherein the necessary user
registration information comprises a subset of the user regis-
tration information stored in the registration web site data-
base.

13. The system of claim 8 wherein the client node estab-
lishes a connection with at least one of the first server and the
second server via the Internet.
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