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EDGE SERVER FAILOVER

CLAIM OF PRIORITY

This application claims priority to U.S. Provisional Appli-
cation No. 60/812,397 entitled “Edge Server” by Traub et al.,
filed Jun. 9, 2006; and U.S. Provisional Application No.
60/812,460 entitled “Enterprise Server” by Traub et al., filed
Jun. 9, 2006; and U.S. Provisional Application No. 60/829,
921 entitled “Edge Server Failover” by Traub et al., filed Oct.
18, 2006; which are hereby incorporated by reference.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears in the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND OF INVENTION

The present invention relates to Radio Frequency Identifi-
cation (RID) edge Servers. RFID Tags are becoming more

and more popular as a way of tracking objects. Typically, as
shown 1n FIG. 1, an RFID tag 102 1s read by an RFID reader

104. The RFID data can then be transferred from the RFID

reader 104 to an RFID edge server 106 that can process the
RFID data.

The RFID edge server 106 can send the RFID data to
central server, such as RFID enterprise server 108.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1llustrates an RFID system.

FI1G. 2 1llustrates an RFID system with edge server failover
of one embodiment of the present invention.

FIG. 3 1llustrates a failover system for an RFID system of
one embodiment of the present invention.

DETAILED DESCRIPTION

One potential problem with the RFID system of FIG. 1 1s
that 11 the RFID edge server 106 goes down the RFID tag 102

can not be tracked.

FI1G. 2 shows a system where RFID server 202 provides for
tallover for a RFID edge server 210. The RFID edge servers

201 and 202 can determine what RFID edge server should be
connected to the RFID readers 204, 206 and 208. The other

RFID edge servers can drop any of their connections to any of
the RFID readers 204, 206 and 208.

One embodiment 1s a system comprising a first RFID edge
server 201 and a second RFID edge server 202 that arbitrate
which RFID edge server will be active.

Upon start up the first and second RFID edge server 201
and 202 can race to get RFID readers, then the RFID server
with the least number of RFID readers can give up the RFID
readers that it does have. In this way, the winning RFID server
will be connected to all of the RFID readers.

Automatic failover of the RFID edge servers 201 and 202
can be done. Reader connections can be reset during failover.

The first RFID edge server can be associated with a failover
agent that receives heartbeats from both the first and second

RFID edge servers 201 and 202.
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2

The failover agent can be a soitware component that starts,
stops, and monitors the health of an application, and takes
corrective actions to regain application availability upon fail-
ure.

Failover can be a backup operation that automatically
switches to a standby server if the primary system fails or 1s
shutdown. The system can be high availability such that it
remains available despite the failure of one’s components.

The failover agent or other code can receive heartbeats
from first and second RFID edge servers 201 and 202; and
arbitrate which of the first and second RFID edge servers 201
and 202 will be active. Upon start up the first and second
RFID edge server 201 and 202 can race to get RFID readers
204,206 and 208, and then arbitrate who will be connected to
all of the RFID readers.

An administrator of a system running the RFID edge server
can set up the system so that a primary RFID edge server can
fallover to a secondary RFID edge server 1 the primary edge
server fails or 1s shutdown. Automated faillover support for the
RFID edge server can allow for continuous and uninterrupted
operations.

The failover solution can entail the following:

Failover agents deployed for each RFID edge server

Automatic failover of primary RFID server to secondary
RFID server upon detection of edge server failure

Decision algorithm utilized by failover agent to determine
which edge server to start/stop

RFID Reader connections re-established with edge server
during failover processing

FIG. 3 shows a primary and secondary server each run an
RFID Edge Server and a Failover Agent. Upon startup, each
server can launch the failover agent. The failover agent deter-
mines whether or not to start the RFID server on that server
based on telemetry heartbeats received from both RFID edge
server instances.

Each failover agent can receive telemetry heartbeats from
both RFID Edge Servers. Based on a decision algorithm
documented, such as that below, one of the failover agents can
start 1ts RFID edge server instance. The RFID edge server
instance can connect to all of the configured RFID readers and
generate Electronic Product Code Information Service (EP-
CIS) event data.

The failover agent can utilize the following, or an alternate,
decision algorithm upon recerving a telemetry heartbeat or
upon a timer pop at a configured interval: The arbitration can
include a down state, an up state and a partial (12) up state.

In one case:

Serverl Serverl partial (2)  Serverl UP

DOWN State UP State State
Server2 DOWN  FOATL starts FOAIL starts FOALI starts
State RFTagAwarel RITagAwarel RFTagAwarel
Server2 partially FOAL stops FOAL1 starts/stops FOAI1 starts
(1/2) UP State RFTagAwarel RFTagAwarel RFTagAwarel
Server?2 UP FOATL stops FOATL stops |RFTagAwarel
State RFTagAwarel RITagAwarel 1S up

temporarily]

DOWN State: No telemetry heartbeat has been recetved 1n
the last n seconds

Partial (12) UP State: Telemetry heartbeat has been
received 1n the last n seconds, but TelemetryReports
indicate <50% of readers are up.
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UP State: Telemetry heartbeat has been received 1n the last
n seconds and TelemetryReports indicate >350% ol read-
ers are up.

I Server2 1s in DOWN state, then failover agent 1 can always
try to start RFID edge server.

If Server2 1s in UP state, then faillover agent 1 will attempt to
stop RFID edge server.

If Server2 1s 1n 12 UP state, then failover agent 1 will perform
the following:

Stop RFID edge serverl 11 Serverl 1s in DOWN state

Start RF'TagAwarel i1 Serverl 1s in UP state

Start or stop RFID edge serverl 1f Serverl 1s in partially 14

UP state

ECSpecs, subscriptions, and worktlows can be configured
ahead of time. The ALE API need not be used during normal
operation (other than the delivery of ECReports to existing
subscriptions).

An Administration console can display both primary and
secondary edge server status (future enhancement would dis-
play only the active edge server)

One embodiment may be implemented using a conven-
tional general purpose of a specialized digital computer or
microprocessor(s) programmed according to the teachings of
the present disclosure, as will be apparent to those skilled in
the computer art. Appropniate software coding can readily be
prepared by skilled programmers based on the teachings of
the present discloser, as will be apparent to those skilled in the
software art. The invention may also be implemented by the
preparation of integrated circuits or by interconnecting an
appropriate network of conventional component circuits, as
will be readily apparent to those skilled 1n the art.

One embodiment includes a computer program product
which 1s a storage medium (media) having instructions stored
thereon/in which can be used to program a computer to per-
form any of the features present herein. The storage medium

can 1nclude, but 1s not limited to, any type of disk including
floppy disks, optical discs, DVD, CD-ROMs, micro drive,

and magneto-optical disks, ROMs, RAMs, EPROMs,
EEPROMSs, DRAMs, flash memory of media or device suit-
able for storing 1nstructions and/or data stored on any one of
the computer readable medium (media), the present invention
can mclude software for controlling both the hardware of the
general purpose/specialized computer or microprocessor,
and for enabling the computer or microprocessor to iteract
with a human user or other mechanism utilizing the results of
the present ivention. Such software may include, but 1s not
limited to, device drivers, operating systems, execution envi-
ronments/containers, and user applications.

Embodiments of the present invention can include provid-
ing code for implementing processes of the present invention.
The providing can include providing code to a user 1n any
manner. For example, the providing can include transmitting
digital signals contaiming the code to a user; providing the
code on a physical media to a user; or any other method of
making the code available.

Embodiments of the present invention can include a com-
puter implemented method for transmitting code which can
be executed at a computer to perform any of the processes of
embodiments of the present invention. The transmitting can
include transfer through any portion of a network, such as the
Internet; through wires, the atmosphere or space; or any other
type of transmission. The transmitting can include imitiating a
transmission of code; or causing the code to pass mto any
region or country from another region or country. For
example, transmitting includes causing the transier of code

10

15

20

25

30

35

40

45

50

55

60

65

4

through a portion of a network as a result of previously
addressing and sending data including the code to a user. A
transmission to a user can include any transmission received
by the user 1n any region or country, regardless of the location
from which the transmission 1s sent.

Embodiments of the present invention can include a signal
containing code which can be executed at a computer to
perform any of the processes of embodiments of the present
invention. The signal can be transmitted through a network,
such as the Internet; through wires, the atmosphere or space;
or any other type of transmission. The entire signal need not
be 1n transit at the same time. The signal can extend 1n time
over the period of its transfer. The signal 1s not to be consid-
ered as a snapshot of what 1s currently 1n transit.

The forgoing description of preferred embodiments of the
present invention has been provided for the purposes of 1llus-
tration and description. It 1s not intended to be exhaustive or
to limit the invention to the precise forms disclosed. Many
modifications and variations will be apparent to one of ordi-
nary skill in the relevant arts. For example, steps preformed in
the embodiments of the invention disclosed can be performed
in alternate orders, certain steps can be omitted, and addi-
tional steps can be added. The embodiments where chosen
and described 1n order to best explain the principles of the
invention and 1ts practical application, thereby enabling oth-
ers skilled in the art to understand the invention for various
embodiments and with various modifications that are suited
to the particular used contemplated. It 1s intended that the
scope of the invention be defined by the claims and their
equivalents.

What 1s claimed 1s:

1. A system comprising:

a first RFID edge server adapted to interact with a RFID tag

reader; and
a second RFID edge server adapted to interact with the RFID
tag reader, wherein the first and second RFID edge server
arbitrate which of the first and second RFID edge servers will
be active;

wherein the first and second RFID edge servers are asso-

ciated with the RFID edge tag reader as well as other
RFID tag readers;

wherein the first and second RFID edge servers race to

obtain RFID tag readers upon startup;

wherein one of the first or second edge servers who has

obtained fewer RFID tag readers, gives up any RFID tag
readers 1t has obtained and puts itself 1n a down state and
the other of the first and second RFID edge servers
receives the given up RFID tag readers and puts 1tself 1n
an up state.

2. The system of claim 1, wherein the first RFID edge
server 1s associated with a failover agent that recerves heart-
beats from the second RFID edge server.

3. The system of claim 1, an automatic failover of the RFID
edge servers occurs between the first and second RFID edge
Servers.

4. The system of claim 3, wherein reader connections are
reset during failover.

5. The system of claim 3, wherein the arbitration includes
a down state, an up state and a partially up state.

6. The system of claim 5, wherein a RFID server 1in the up
state has priority over an RFID server in the down state.

7. The system of claim S, wherein a RFID server 1n the up
state has priority over an RFID server in the partially up state.

8. The system of claim 5, wherein a RFID server in the
partially up state will switch control if the other server 1s in the
partially up state.
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9. The system of claim 5, wherein upon start up the firstand
second RFID edge server race to get RFID readers, then
arbitrate who will be connected to all of the RFID readers.

10. A system comprising:

a first RFID edge server adapted to interact with a RFID tag

reader; and
a second RFID edge server adapted to interact with the RFID
tag reader, wherein the first and second RFID edge server
arbitrate which of the first and second RFID edge servers will
be active;

wherein upon start up the first and second RFID edge

server race to get RFID readers, then arbitrate who waill
be connected to all of the RFID readers;

wherein the first and second RFID edge servers are asso-

ciated with the RFID edge tag reader as well as other
RFID tag readers;
wherein the first and second RFID edge servers race to
obtain RFID tag readers upon startup;
wherein one of the first or second edge servers who has

obtained fewer RFID tag readers, gives up any RFID tag
readers 1t has obtained and puts itself 1n a down state and
the other of the first and second RFID edge servers
receives the given up RFID tag readers and puts 1tself in
an up state.

11. The system of claim 10, wherein the first RFID edge
server 1s associated with a faillover agent that receives heart-
beats from the second RFID edge server.

12. The system of claim 10, an automatic failover of the
RFID edge servers occurs between the first and second RFID
edge servers.

13. The system of claim 12, wherein reader connections are
reset during failover.
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14. The system of claim 12, wherein the arbitration
includes a down state, an up state and a partially up state.

15. The system of claim 14, wherein a RFID server in the
up state has priority over an RFID server in the down state.

16. The system of claim 14, wherein a RFID server 1n the
up state has priority over an RFID server in the partially up
state.

17. The system of claim 14, wherein a RFID server in the
partially up state will switch control i the other server 1s in the
partially up state.

18. A computer readable storage medium containing code
to:

recerve heartbeats from first and second RFID edge serv-
ers; and arbitrate which of the first and second RFID
edge servers will be active;

wherein upon start up the first and second RFID edge
server race to get RFID readers, then

arbitrate who will be connected to all of the RFID readers:

wherein the first and second RFID edge servers are
associated with the RFID edge tag reader as well as
other RFID tag readers;

wherein the first and second RFID edge servers race to
obtain RFID tag readers upon startup;

wherein one of the first or second edge servers who has
obtained fewer RFID tag readers, gives up any RFID tag
readers 1t has obtained and puts itself 1n a down state and
the other of the first and second RFID edge servers
receives the given up RFID tag readers and puts 1tself in
an up state.
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