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ENVIRONMENTAL EQUIPMENT ALARM
CIRCUIT VERIFICATION SYSTEM AND
METHOD

This application 1s a continuation-in-part application of 5
U.S. patent application Ser. No. 10/003,633 filed on Nov. 2,
2001 now U.S. Pat. No. 7,149,701.

BACKGROUND OF THE INVENTION

10
1. Field of the Invention

The present invention relates generally to servicing a very
large number of wide spread environmental equipment sys-
tems, and more particularly provides a system and method for
verilying that the associated alarm circuits for these systems 15
1s operational.

2. Description of the Prior Art

Many low volume wastewater treatment plants are owned
by individual homeowners or small entities who cannot real-
istically atford to employ personnel on a daily basis to main- »g
tain and repair their wastewater treatment facility.

Due to the high costs of daily service personnel for small
systems, environmental regulations may require that manu-
facturers of small wastewater treatment systems be certified
to make, sell, and service suitable systems and then permit the 35
smaller certified systems to be mspected and tested on a less
frequent, but periodic, basis, such as quarterly, biannually,
and the like. A system may be certified after extensive testing
of the system design by a suitable certification entity. Envi-
ronmental regulations/certifications may also require auto- 3¢
matic detection of system problems, e.g., a pump failure or
other types of failures. If a problem 1s detected, regulations/
certifications may also require that service personnel arrive
within a relatively short time, e.g., within forty-eight hours, to
promptly correct the problem. If the systems do not operate 35
properly, then untreated wastewater from the system may
eventually reach local streams. If such problems occur fre-
quently with thousands of small systems, then environmental
problems could result.

The alarm circuit for the systems, like any other compo- 40
nent, may also malfunction or lose power. 11 the alarm circuit
1s not operational, then problems may remain undetected.
Some states require that the alarm circuit be powered from a
different breaker than the environmental equipment so that 1f
the breaker trips due to system malfunction, that the alarm 45
will still operate for providing a warning. In at least one state,
regulators additionally want the power for the alarm circuit to
be tied to a light or other power circuit used by the home-
owner, so that the homeowner will be aware of a power failure
on the alarm circuit. Otherwise, the power to the alarm circuit sg
may fail without observation by the homeowner.

Wastewater systems for home owners are generally posi-
tioned away from the house. Installation may require running
cables and wires such as telephone lines, power lines, and the
like. Additional telephone lines may incur additional costs if 55
necessary for sending/recerving data.

Environmental regulations/certifications relating to regu-
lar maintenance and mspection, as well as prompt repairs of
wastewater treatment systems, are necessary and desirable to
protect the environment. In some cases, non-governmental 60
companies, such as NSF®, have been created to provide
certification of equipment for compliance with NSF®
requirements that relate to regulations, rules, and/or standards
for such systems. Certification requirements may relate to
maintenance, mspection, and repairs, as well as technical 65
requirements for system outputs/operation such as suspended
solids, pH, temperature, dissolved oxygen, color, oily film,

2

foam, noise, BOD, odor, reliability, and the like. Thus, as used
herein, environmental regulatory bodies may imnclude govern-

mental agencies, municipal governments, other governmen-
tal organizations, and private companies that effectively pro-
vide rules, standards, regulations, certifications, and the like
for wastewater systems.

Due to such regulations, rules, and standards, which may
vary from state to state, monitoring systems are presently
available for wastewater treatment systems. Upon sensing a
problem in the wastewater system, the monitoring systems
may be required to produce a visual and auditory warning that
will normally be readily detected by the homeowner. In this
way, 1deally, the homeowner would promptly contact his
service company for repairs, and 1deally, the service company
would promptly repair the problem within the time limit
required by regulation/certification. Some regulations require
that the service company name be displayed on the system to
permit easier contacting of the service company by the home-
owner. Some systems provide a telephone dialer to directly
contact the service company 1n case the homeowner does not
recognize the problem immediately or see/hear the monitor
warning signals. In some cases, the telephone dialer provides
two-way communication to provide the ability for additional
testing and remote servicing to thereby save service costs. In
some cases, regulations may also require stickers and punch-
out cards with the maintenance schedule mounted to the
systems to verily that scheduled maintenance and/or testing
has been timely performed. Not for profit organizations, such
as NSF®, may be used and/or required to certity the type of
equipment for suitable operation and certify that the manu-
facturer provides suitable maintenance plans for the equip-
ment owner and personnel qualified to maintain the equip-
ment. Homeowners often are required to purchase a
maintenance plan for a service time, such as two years, with
the manufacturers or other service providers who are certified
to 1nstall and maintain such plans. Homeowners are often
required by regulations to renew their imitial service contract,
which may be for two years, for as long as the equipment 1s
utilized; however, after extensive review and research 1n this
industry, the inventor has identified significant problems that
still exist with such systems and that are discussed hereinafter
in some detail. For instance, when homeowners obtain a
service contract, 1t 1s often difficult for homeowners to verily
that the required maintenance has actually been performed
and that repairs have been made by the service companies 1n
a timely manner.

Consequently, there remains a need to provide an improved
monitoring system to protect the environment. Those of skall
in the art will appreciate the present invention, which
addresses the above problems and other significant problems
uncovered by the iventor that are discussed hereinatter.

SUMMARY OF THE INVENTION

Accordingly, 1t 1s an objective of the present invention to
provide an improved service personnel detection system and
method capable of inexpensively monitoring service person-
nel at large numbers, perhaps tens or hundreds of thousands,
of remotely located and/or widespread environmental equip-
ment systems.

An objective of one preferred embodiment of the present
invention 1s to provide an improved system and method that
permits responsible parties and/or government agencies to
automatically monitor compliance by service providers in
providing maintenance and repairs to their environmental
equipment systems.
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These and other objectives, features, and advantages of the
present invention will become apparent from the drawings,
the descriptions given herein, and the appended claims. How-
ever, 1t will be understood that above-listed objectives and/or
advantages of the mvention are intended only as an aid 1n
understanding aspects of the ivention, are not intended to
limit the ivention in any way, and therefore do not form a
comprehensive or restrictive list of objectives, and/or fea-
tures, and/or advantages.

Accordingly, the present invention provides a method for
verilying operation of a plurality of alarm systems 1n a plu-
rality of environmental equipment systems. Each of the plu-
rality of alarm systems may comprise one or more sensors for
detecting a malfunction. The method may comprise steps
such as mounting a plurality of first communication nodes
physically proximate the plurality of alarm systems for the
plurality of environmental equipment systems. The plurality
of first communication nodes are in electronic communica-
tion with respective ones of the plurality of alarm systems.
Other steps may or may not comprise mounting a plurality of
second communication nodes within wireless communica-
tion distance of respective ones of the plurality of first com-
munication nodes and/or providing that the plurality of sec-
ond communication nodes may electronically communicate
with the plurality of first communication nodes and with at
least one remotely located server. The method may further
comprise programming the plurality of first communication
nodes to send a first verification signal to verily operation of
respective ones of the plurality of alarm systems to respective
of the plurality of second communication nodes at first pre-
determined intervals, and programming the plurality of sec-
ond communication nodes to detect when the first verification
signal 1s not received at the first predetermined intervals.

In one embodiment, the method may further comprise
providing programming so that the plurality of second com-
munication nodes send a second verification signal to verily
operation of the plurality of alarms to at least one remotely
located server at second predetermined intervals, and pro-
gramming the at least one server to detect when the second
verification signal 1s notreceived at the second predetermined
intervals.

The method may further comprise providing programming,
such that when the second communication node detects that
the first verification signal 1s not received at the first prede-
termined intervals, then one or more predetermined critena
are checked to determine whether or not the second commu-
nication node sends a notification signal to the at least one
server that a respective one of the alarm systems 1s not opera-
tional. The one or more predetermined criteria may comprise
determining whether the first verification signal 1s not
received for a preselected number of the first predetermined
intervals and/or determining whether the notification signal
has already been sent to the at least one server.

In one possible embodiment, the method may further com-
prise providing a cordless telephone connection for the elec-
tronic communication between the plurality of first commu-
nication nodes and the plurality of second communication
nodes. The method may or may not further comprise connect-
ing the plurality of environmental equipment systems to a
power line through respective first breakers, connecting the
plurality of alarm systems to the power line through respec-
tive second breakers, and connecting the plurality of second
nodes through respective third breakers.

The present invention may also comprise a system for
verilying operation of a plurality of alarm systems 1n a plu-
rality of environmental equipment systems. The plurality of
environmental equipment systems may be serviced by one or
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more service personnel from one or more service entities. A
plurality of responsible parties may be responsible for one or
more payments related to respective ones of the plurality of
environmental equipment systems. Each of the plurality of
alarm systems may comprise one or more sensors for detect-
ing a maltunction. A plurality of first communication nodes
may be utilized by the plurality of alarm systems wherein
cach first communication node 1s mounted physically proxi-
mate to respective ones of the plurality of environmental
equipment systems. The system may further comprise a plu-
rality of second communication nodes wherein each second
communication node 1s mounted within wireless communi-
cation distance of respective ones of the first communication
nodes. The plurality of second communication nodes are
operable for electronically communicating with the plurality
of first communication nodes and with at least one remotely
located server. The system may further comprise program-
ming to provide that the plurality of first communication
nodes send a {first verification signal to verily operation of
respective of the plurality of alarm systems to respective ones
of the plurality of second communication nodes at first pre-
determined intervals and programming to provide that the
plurality of second communication nodes detect when the
first verification signal 1s not recerved at the first predeter-
mined ntervals.

While the description above refers to a plurality of alarm
systems, plurality of environmental equipment systems, etc.,
it will be apparent that the invention contemplates singles of
such systems.

The present invention may comprise a method for detect-
ing a physical presence of a plurality of service personnel at a
plurality of environmental equipment systems positioned at a
plurality of different physical locations. The method may
comprise one or more steps such as, for instance, positioning
a plurality of environmental equipment systems at a plurality
ol physical locations and/or providing a service personnel
detection zone in substantially close proximity to the plurality
of physical locations. For instance, this may comprise a detec-
tion zone around the environmental equipment systems
which could be, 1n one possible embodiment, from 25 to 500
yards 1in diameter. If the service personnel enter this zone,
they are detected.

Other possible steps might comprise providing one or more
data storage units in communication with a plurality of envi-
ronmental equipment communication systems, such as dial-
ers or the like, and/or utilizing the plurality of environmental
equipment communication systems for sending the sensor
data for the plurality of environmental equipment systems to
the one or more data storage units.

Other steps may comprise providing a service personnel
locating system for creating service personnel detection
information when the service personnel enter the service
personnel detection zones and/or sending the service person-
nel detection information to one or more data storage units
and/or storing the sensor data and service personnel presence
detection information 1n the one or more data storage units.

The service personnel locating system might comprise a
plurality of GPS locators, cordless telephone transmitter/re-
ceivers or other radio wave detectors, or other types of elec-
tromagnetic detectors or the like for the plurality of service
personnel, and/or may further comprise designating a geo-
physical region 1n a service personnel detection zone such as
with a computer or by means of processor programming.

The method may further comprise providing a plurality of
GPS location communication systems which may utilize a
communication signal path for sending the service personnel
detection information that 1s different from the communica-
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tion signal path used by the environmental equipment com-
munication system. In one possible embodiment, the envi-
ronmental equipment communication system comprises a
dialer for dialing a telephone number. The plurality of GPS
location communication systems may or may not comprise a
wireless transmitter such as, for example only, a cellular
telephone, or a walkie-talkie, or some other type of radio
communication, which may connect by some means to the
dialer mechanism, 11 used. In one possible embodiment, the
plurality of GPS locators may be operable for communicating,
with the plurality of environmental equipment communica-
tion systems for transmitting the service personnel detection
information through the plurality of environmental equip-
ment communication systems to the one or more data storage
units.

In one possible embodiment, the plurality of GPS locators
are operable for storing service personnel geophysical loca-
tion information for a selected time period to create an accu-
mulation of service personnel geophysical location informa-
tion and for communicating the accumulation of the
personnel geophysical location information. For instance, a
unit may record the travel path of the service personnel and
then download this information along with other servicing
information at a later time.

The present invention also comprises a detection system
for detecting a physical presence of a plurality of service
personnel at a plurality of environmental equipment systems
positioned at a plurality of physical locations. Such systems
may comprise mdividual wastewater systems or other types
of environmental equipment systems.

The detection system may comprise, for instance, one or
more sensors for producing sensor data for each of the plu-
rality of environmental equipment systems and/or one or
more data storage units which may be remotely located. A
plurality of communication systems for the plurality of envi-
ronmental equipment systems, such as dialers or other means
for communicating, may be used for sending the sensor data
to the one or more storage units. A plurality of service per-
sonnel detection zones may be designated in close proximity
with each of the plurality of environmental equipment sys-
tems.

A plurality of service personnel locators may comprise
hand-held, or truck mountable or chargeable, or other devices
with an electromagnetic wave antenna. The electromagnetic
wave antenna may be operable for wireless communication of
data related to an electronic determination of entry of the
plurality of service personnel into respective of the plurality
ol service personnel detection zones. For instance, the per-
sonnel locator may be a proximity detector of some type, €.g.,
an RFID, a transponder, a homing signal generator, or the
like.

In one possible embodiment, the plurality of service per-
sonnel locators may further comprise a plurality of GPS loca-
tors. In this case, each of the plurality of service personnel
detection zones may be a selectable geophysical area which
may be designated with a computer program. For instance,
zones of 25 feet to 500 feet around each environmental equip-
ment system may be designated. Any selected geophysical
area could be used. A processor or computer program may be
used to determine when, and what time, and for how long, the
service personnel enters the service personnel detection zone.

In one possible embodiment, the detection system might
turther comprise a cellular communication system for the
plurality of GPS locators. The cellular communication sys-
tem may be operable for commumcating with the storage
units such that service personnel’s physical presence nfor-
mation 1s stored within the one or more storage units.
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The detection system may further comprise a website for
making available the sensor data from each of the plurality of
environmental equipment systems for use by at least one of a
regulatory body, the plurality of service entities, and the plu-
rality of responsible parties. The system may utilize cordless
telephone electronics and/or electronic cameras.

BRIEF DESCRIPTION OF DRAWINGS

For a further understanding of the nature and objects of the
present mvention, reference should be had to the following
detailed description, taken 1n conjunction with the accompa-
nying drawings, in which like elements may be given the
same or analogous reference numbers and wherein:

FIG. 1 1s a schematic block diagram of an environmental
compliance system 1n accord with the present invention;

FIG. 2 1s a schematic block diagram of one possible pre-
terred embodiment showing a configuration of 1nterconnec-
tions for an environmental compliance system in accord with
the present invention;

FIG. 3 1s a schematic flow diagram relating to operation of
an event data transmitter that may be utilized by each of a
plurality of environmental equipment systems 1n accord with
one possible preferred embodiment of the present invention;

FIG. 4 1s a schematic flow diagram relating to operation of
an event datarecerver that may be utilized to receive data from
a plurality of event data transmitters such as those described
by FIG. 4 1n accord with one possible preferred embodiment;

FIG. 5§ 1s a block diagram for a website that may be
accessed by a regulatory agent to obtain data related to com-
plhiance with regulatory requirements, such as scheduled
maintenance, timely repairs, maintenance contracts, and
responsible parties, for a plurality of environmental equip-
ment systems located 1n different locations 1n accord with one
possible embodiment of the present invention;

FIG. 6 1s a schematic showing a process ol computerized
scheduling of service personnel 1n accord with one possible
embodiment of the present invention;

FIG. 7 1s a schematic installation diagram for a two-way
wastewater system master transceiver data link to slave tele-
phone data modem, which may preferably utilize a previously
existing phone subscription for connection to the data
modem, and which preferably utilizes an electric motor
power wiring data link to the environmental system 1n accord
with one possible embodiment of the invention;

FIG. 8 1s a schematic installation diagram for a two-way
wastewater system master transcerver data link to slave tele-
phone data modem, which may preferably utilize a previously
existing phone subscription for connection to the data
modem, and which preferably utilizes a cordless telephone
transmitter/recerver link to the environmental system in
accord with one possible embodiment of the invention;

FIG. 9 1s a schematic installation diagram for a two-way
wastewater system with multiple wireless transceivers
whereby a communication path to the Internet through a
repeater pathway which comprises the multiple wireless
transcervers in accord with one possible embodiment of the
imnvention;

FIG. 10 1s a schematic showing a plurality of environmen-
tal equipment installations with at least one service personnel
detection zone encircling each one 1n accord with one pos-
sible embodiment of the present invention;

FIG. 11 1s a block diagram showing one possible embodi-
ment ol a portable GPS device which may be utilized to
produce data related to entry of service personnel into the
service personnel detection zones of FIG. 10 1n accord with
one possible embodiment of the present invention;
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FIG. 12 1s a schematic diagram showing one possible
embodiment of a portable wireless device for use with cord-
less telephone circuitry which may be utilized to produce data
related to entry of service personnel into the service personnel
detection zones of FIG. 10 i accord with one possible
embodiment of the present invention;

FIG. 13 1s a schematic diagram showing one possible
embodiment of a personnel detection sensor 1n the form of a
CCD which may also be utilized for remote diagnosis of
operation of an environmental equipment system 1n accord
with one possible embodiment of the present invention.

FI1G. 14 1s a schematic diagram showing an alarm verifica-
tion system for an alarm circuit 1n an environmental equip-
ment system 1n accord with one possible embodiment of the
present invention; and

FIG. 15 15 a flow diagram which describes operation of an
alarm verification system 1n accord with one possible
embodiment of the present invention.

While the present invention will be described 1n connection
with presently preferred embodiments, 1t will be understood
that 1t 1s not intended to limit the 1nvention to those embodi-
ments. On the contrary, 1t 1s intended to cover all alternatives,
modifications, and equivalents included within the spirit of
the 1nvention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

With small wastewater treatment systems, the systems may
be serviced by different service companies, owned by differ-
ent owners, and located at different locations. Generally, as
used herein, different locations will also refer to different
portions of land typically owned by different owners. The
locations may be adjacent each other or separated by thou-
sands of miles; however, the invention could also be utilized
to monitor multiple environmental equipment systems on
premises owned by a single owner such as a large plant,
refinery, or the like with many different systems spread out
over a wide area. The mvention could also be utilized by a
plurality of such plants or refineries located 1n different geo-
graphical areas of a country or in different countries to
thereby permit improved compliance control by appropnate
regulatory bodies.

Monitoring systems for environmental equipment such as
wastewater treatment systems are known, as discussed here-
inbefore; however, the inventor has determined that the fol-
lowing problems still exist that prevent or frustrate reliable
environmental regulation oversight by the approprnate envi-
ronmental regulatory body(s). The regulatory body typically
has a limited number of employees and limited funds, and
therefore has limited ability to conduct investigations of thou-
sands (or tens or hundreds of thousands) of separately owned
home wastewater treatment facilities to verity compliance
with regulations. For instance, 1t 1s presently impractical for a
regulatory body to reliably verily occurrence of equipment
failures at each of thousands of homeowner wastewater treat-
ment facilities and whether the equipment failures are timely
reported or reported at all. Even for those systems that auto-
matically report failures to the service company, the regula-
tory body has no practical way of determining 1f and when
repairs have been made. Moreover, if the homeowner decides
not to renew a maintenance contract with a certified service
company, the regulatory body has little or no practical way of
determining the renewal status of the maintenance contract
without use of extensive personnel time. I1 repairs are made,
there 1s also no practical way for the regulatory body to
determine whether repairs have been made within the time
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period, e.g., forty-eight hours, that 1s required by the regula-
tions. As well, there 1s no practical way for the regulatory
body to determine, without extensive mvestigative time and
money, whether routine inspections are consistently made
according to the inspection schedules required by regulations
and/or certification rules. For that matter, even the installation
owner who may be ultimately responsible for compliance
with regulations, such as a homeowner, may not know
whether routine 1nspections in accordance with the terms of
the service contract for which the installation owner pays are
made as per regulations and/or whether repairs were made in
a timely manner.

With reference now to the drawings, and more particularly
to FIG. 1, there 1s shown a presently preferred regulatory
compliance system 10 in accord with the present invention.
Compliance system 10 provides for remote monitoring and
notification for use with a plurality of environmental equip-
ment systems with different service companies and different
owners. In the presently preferred embodiment, controller 12
may be mounted with each of a plurality of different environ-
mental equipment systems, e.g., wastewater treatment sys-
tems, to collect data from each system and communicate the
data from the plurality of systems to receiver 14, where the
data 1s collected and stored. In FIG. 1, controller 12 1s 1llus-
trated for use with a single system 1, but as shown 1n FIG. 2,
a plurality of controllers 12 may preferably be utilized with
any number N of wastewater systems as designated by numer-
als 20, 22, and 24. Thus, FIG. 1 discloses the basic operation
of the invention with one environmental equipment system,
but the present invention 1s most highly useful for efficiencies
achieved when monitoring large numbers of units in the range
of thousands and ten thousands of units or more.

The alarm events detected by controller 12 may be for a
wide variety of events that use different sensors for producing
an alarm signal. For instance, pump pressures, motor cur-
rents/voltages, tluid levels, component temperatures, effluent
properties, and the like may be used to indicate normal opera-
tion, operation failure, impending failure, need for servicing,
and the like. The information for each event may be stored
and/or transmitted in any desired manner and may be con-
trolled by suitable programming and/or circuitry.

In a presently preferred embodiment, service personnel
detector 16 1s provided to detect the physical presence of
service personnel who are generally required by regulations
to 1mspect the environmental equipment 1n accord with an
ispection schedule and to timely repair the environmental
equipment whenever repair 1s required according to the dii-
terent sensors discussed above. Service personnel detector 16
may be used to determine when service starts and/or when the
environmental equipment unit 1s turned on again after being
shut down. Such information may be implied the facts
detected by programming, such as no previous equipment
operation, and/or may require additional input. In this man-
ner, the manufacturer will know for warranty purposes when
service began and be able to determine whether the environ-
mental equipment system 1s still under warranty. Service
personnel detector 16 may be provided 1n numerous different
constructions that vary in cost, complexity, amount of data
supplied, and so forth. In a presently preferred embodiment,
service personnel detector 16 may comprise a single
mechanical switch or button. When the service personnel
ispects/repairs the environmental equipment system, the
service personnel simply pushes the button. Controller 12
and/or receiver/processor 14 may utilize a clock to determine
the time/date of the moment the button 1s pushed by the
service personnel, thereby verifying physical presence of the
service provider at the environmental equipment 1nstallation.
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Thus, the clock 1s utilized to produce a time stamp related to
the service, whether the service 1s an mspection, a repair, or
both. To prevent or limit unauthorized use, the button may
have a lockout such that i1t can only be activated once every
twenty-four hours. Alternatively, the button may operate with
a program defining a time period in which a particular number
ol button pushes must be made within a specified time period
and are used to verily physical presence of an authorized
service technician, e.g., twelve button pushes within a one-
minute time period. In another embodiment, the button may
be covered with a lock to prevent unauthorized use. In another
embodiment, the button should be pressed when the service
personnel arrives and when the service personnel leaves to
provide the length of time of service on location, which may
be used for verification purposes. If identity information 1s
also provided as discussed below, then a record of how the
service personnel spent his time can be generated such as how
much time was spent on each location, the travel time
between locations, the sequence 1n which the service person-
nel worked on the environmental equipment systems, and so
torth.

For mstance, a keypad may be provided with a code known
by each service personnel whereby the data comprises not
only the time/date of service but also may provide the identity
of the certified service personnel. Other information may also
be provided by input through a keypad such as the type of
service or repair, time on location, items repaired, and the
like, as desired. Alternatively, authorization cards with mag-
netic strip readers, bar code readers, tag readers, and the like
may be utilized to quickly provide time/date/identity infor-
mation without the need for any keypad mput. In another
embodiment, the service personnel detector may be carried
by the service personnel. For mnstance, handheld computers
that may contain the service personnel’s schedule for the day,
equipment needed for repairs, directions to the locations, and
the like may be utilized by the service personnel and may have
a bar code scanner or other means to verity physical presence
and 1dentity of the service personnel. It will be understood
that those skilled 1n the art could design other electronic
means for performing the above-described functions. For
istance, other means could include GPS or the like mounted
to the service truck to perform as service personnel detector
16, which verifies physical presence, time/date, amount of
time at the location, and/or other information that may be
required by regulations to verify that the equipment has been
timely 1nspected/repaired. Thus, many possible electronic
configurations may be utilized to provide the function of
service personnel detector 16. A single button with a pro-
grammed lockout or time period for a specific number of
button presses 1s a presently preferred embodiment due to the
low cost.

Preferably, controller 12 provides a visual or auditory indi-
cation to the service personnel, such as an L.E.D. indicator, to
verily that his/her presence has been detected and thus ensure
that the correct data will be transmitted, as discussed herein-
alter.

Central receiver 14 and/or website servers 18 may be uti-
lized 1n accord with one preferred embodiment of the mven-
tion to accumulate data from a plurality of wastewater 1nstal-
lations and/or other data producers for distribution and
utilization of the data to verily regulatory compliance. FIG. 2
shows one possible basic configuration of such a system
whereby a plurality of any number N of wastewater 1nstalla-
tions as indicated at 20, 22, and 24 communicate with web
server 26. Web server 26 may distribute information by an
elficient low-cost means to any number N of regulatory bod-
ies as indicated at 28 and 30 and as discussed herematter. Web
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server 26 may also collect data from other sources, such as
subscriber contract active/cancelled status, along with other
service contract information or other data, from any number
N of service companies as indicated at 32, 34, and 36 for each
of the plurality of wastewater installations 20, 22, and 24. In
one embodiment, service from 1nstallation 10 does not start
until paid for by the service company who 1s required to
service the wastewater 1nstallation of concern. Therefore, 1t
may be assumed that the service company has already been
paid by the owner for the service contract. Thus, reports
related to service contracts to be forwarded to the regulatory
body may be generated automatically based on whether
monitoring services utilizing unit 10 has been paid for by the
service company. In one embodiment, an independent third
party may operate central receiver 14 and notify the environ-
mental body if contracts for monitoring using central receiver
14 and unit 12 are not renewed as discussed 1n more detail
subsequently.

With reference again to FI1G. 1, recerver/processor 14 may
be utilized to recerve data from any number N of environmen-
tal equipment 1nstallations, such as thousands of wastewater
treatment systems as indicated by 20, 22, and 24. In a pre-
ferred embodiment, recerver/processor 14 may also be uti-
lized to contact any number N of service companies to notily
the respective service company of an alarm from any particu-
lar environmental equipment installation that requires servic-
ing and/or any other responsible or interested party such as
homeowners. Alternatively, website 18 may be utilized to
provide alarm notifications to interested parties such as the
appropriate service company 38.

Receiver/processor 14 and website 18 may be combined
and eflectively operate utilizing common electronic equip-
ment or may be located at different locations. Website 18 may
be a website on the Internet, a network, or a bulletin board
accessible through a modem, an ISP, or any other suitable
means for communicating from computer to computer. Alter-
natively, and/or simultaneously with receiver/processor 14,
website 18 may recerve iformation directly from controller
12 as indicated by communication line 17 which may be a
telephone computer link up or any other data communication
channel.

In response to an alarm notification, receiver/processor 14
and/or website 18 may provide a central monitoring station
that i1dentifies the location, type of alarm event and, if
required, immediate notification to any 1nterested party such
as a designated service company either from receiver/proces-
sor 14, from website 18, or by other suitable means, as dis-
cussed 1 more detail subsequently. Service calls detected by
service personnel detector 16 that are designated as routine
inspections are preferably time-stamped and logged without
the need to provide immediate notification to the service
company, unless otherwise requested by the service company
or other interested parties, whereby such an option may be
provided on website 18. Notification warnings may be sent
from recerver/processor 14 and/or website 18 by e-mail/fax/
pager/program to the approprate service company and/or to
other interested parties by other suitable means, 11 desired.

Although not the preferred embodiment, other communi-
cation 1nterconnections may be utilized. For instance, trans-
mitter 12 might also connect directly to service company 38
to provide a warning or notice of event as indicated by dotted
communication line 39; however, 1 this case appropriate
communications should be provided to update the records
kept by recerver/processor 14. As one example for this con-
figuration, transmitter 12 may also transmit event data to
receiver/processor 14 and/or service company 38 may trans-
mit data to recerver/processor 14 through solid communica-
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tion line 41. Two-way communication may also be efiected
from maintenance entity 38 to controller 12 either by com-
munication line 39 or communication line 41 to allow for
testing, measurements, and controlling of the particular type
of environmental installation involved. Other communication
networks may be utilized for processing, forwarding, and
storing data in accord with the methods of the invention as
discussed herein.

Along with event data related to warnings, repairs, and
ispections, recemver/processor 14 and/or website 18 may
also receive and store data related to service contracts for each
environmental installation and thereby automatically route
the alarm to the correct environmental equipment installation.
Receiver/processor 14 and/or website 18 stores the service
contract data including renewal status and can send out
renewal notices either directly to the homeowner or simply
notily the approprate service company. If the service contract
1s not renewed, as will normally be required by regulations,
then recerver/processor 14 and/or website 18 stores this con-
tract status information and preferably forwards or makes
available the contract status information to regulatory agency
40. Responsible parties may also be notified. Regulatory
agency 40 preferably may utilize software or systems 1n
accord with the present invention that permit notification to
the responsible parties, such as the homeowner and/or service
company whose address and/or other contact information 1s
stored by receiver/processor 14 and/or website 18, of non-
compliance with regulations that require the homeowner to
renew the service contract.

For example, 1n a preferred embodiment regulatory agency
40 may download form letters filled 1n and ready to mail. If
desired, recerver/processor 14 and/or website 18 could also
be utilized to automatically forward the form letter to the
homeowner or responsible party on behalf of the regulatory
agency and/or notily the agency by e-mail or other means that
the noncompliance letter/e-mail/fax or the like has been sent
and the date of mailing. Other types of communication
besides form letters are also possible. When service contracts
are renewed, the respective service company 38 notifies
receiver/processor 14 and/or website 18 of the status, time
period, particular installation, ownership and responsibility
data, addresses, names, and so forth for the new contract. If
monitoring utilizing unit 10 1s not renewed, or 11 1t 1s renewed,
then such information may be immplied while providing
options to note changes. As discussed hereinafter, the respec-
tive service company and/or responsible party may simply fill
out a suitable on-line form 1n a website to effect this action. If
desired, verification of contract renewal and terms thereof can
be sent by receiver/processor 14 and/or website 18 to the
service company and homeowner or other responsible party
by any messaging means such as fax, e-mail, or the like.

Regulatory agency 40 can also obtain status reports regard-
ing timely repairs, €.g., the exact time when the sensor origi-
nally signaled that repair was necessary and the exact time
when the service personnel actually arrived at the environ-
mental equipment system location. Thus, 1n one embodiment
of the invention a status report can be printed by regulatory
agency 40 that includes all repairs that were not made within
the required time or that may not have been made at all. IT
desired, different levels of urgency can be assigned to the
situations based on the length of time the repairs are overdue,
whether repairs have been made at all, and/or repair history
for a particular 1nstallation, a particular service provider, or a
particular service personnel. Thus, form letters covering the
different status types can be sent out automatically from
regulatory agency 40 to the responsible parties.
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In a stmilar manner, regulatory agency 40 can conveniently
monitor whether the inspections for the environmental equip-
ment systems have been timely performed. Recerver/proces-
sor 14 and/or website 18 maintains the schedule required by
regulations for inspection for each of the plurality of environ-
mental systems and also records when service personnel has
arrived at the location. Suitable means may be provided to
determine whether a service call 1s for repatir, for inspection,
or for both 1n conjunction with service personnel detector 16.
For instance, if no repair warning has been sent, the service
call may be presumed by programming of receiver/processor
14 and/or website 18 to be a routine imnspection. Thus, because
data 1s available regarding when nspections are required, as
well as when 1inspections have been made, regulatory agency
40 can determine, by automatic control, exactly what level of
compliance with the regulations has been achieved. Again,
automatic notifications to responsible parties can be sent out
from the regulatory agency to the appropriate responsible
entity for nonconformance. Such notices may go to the ser-
vice company 11 1t appears the service company did not per-
form as per the service contract requirements. If desired,
conformance letters could also be sent out to those homeown-
ers and service companies providing conforming service as
proof of a history of past conformance to regulations and/or
history of repairs, inspections, and services as may be desired
by other parties such as purchasers of the houses, real estate
agencies, and the like.

System 10 may be utilized to signal when a wastewater
system has been taken out of service or when service 1s
initiated for the first time after manufacture or after the system
has been out of service for repairs.

To significantly aid service companies 38, website 18 may
also be utilized by service companies 38 to provide a record
and an easily accessible schedule for each environmental
equipment system for which the service company provides
service. This schedule can be utilized in setting up work
schedules for service personnel and so forth and provides a
significant bookkeeping/logistics convenience for service
companies 38. Additional records for each equipment system,
including past history, anticipated types of repairs, maps, and
the like, might be accessible by the appropriate service com-
pany and/or 1ts service personnel. The service company may
also be able to track personnel, determine efficiencies, deter-
mine time on locations, and so forth as may be useful for
improved management.

Responsible parties 37 (See FIG. 1) for the environmental
systems, such as wastewater systems, or any number of
homeowners 29 and 31 or any other responsible parties (See
FIG. 2), will also appreciate the present invention which
permits the homeowner or responsible party to view details
such as past history, alarms, times of response, time on loca-
tion, scheduled maintenance, and the like, for their own
wastewater system through website 18 and/or web server 26
and/or any other suitable communication means available
now or available 1n the future. For security reasons, access to
website 18 1s preferably limited for responsible parties to
information about their own wastewater systems. Respon-
sible party 37, such as a the homeowner, normally makes a
service contract with and pays a service company to provide
regular maintenance as well as make repairs within the
required response time. It 1s normally difficult for the home-
owner or responsible party to verily what has actually been
done 1n return for the service contract payments. Without use
ol the present invention, service personnel often come and go
without their presence being known by the homeowner. How-
ever, as discussed hereinbefore, system 10 automatically
accumulates and records this information and may, 1f desired,
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provide this information to the homeowner or other respon-
sible person. For instance, responsible parties or homeowners
might log into website 18 such as through server 26 or oth-
erwise communicate to obtain such information. In this way,
for instance, the homeowner can determine when mainte-
nance was required and when or whether the service company
actually performed these services. As well, if an alarm occurs,
then the homeowner can determine when or whether repairs
were made. If available, more detailed information such as
details about repairs, the name and number of the service
person or persons assigned to do work, and the like can be
provided online for the homeowners. If desired, system 14
may be utilized to send notifications/alerts to the homeowners
or responsible parties of any type, e.g., notification that an
alarm went off, notification that repairs were or were not
made within the required time period, notification that sched-
uled maintenance was performed within the required time
period or not, and so forth.

If desired, system 14 may also provide for online contracts
or sales with service providers of choice whereby the home-
owner or other responsible party can contract with, change
contracts, or the like, with a desired service company online
through website 18. Moreover system 14 may permit com-
munications between the service companies and responsible
parties concerning matters such as maintenance, contract
information, repairs, complaints, commendations, and the
like. If desired, service companies may place their own link
on website 18 for advertising and the like. Thus, the present
invention provides the capability for much greater oversight
and control over the environmental systems, such as a waste-
water system, by the responsible party.

Environmental equipment systems, such as wastewater
systems, 20, 22, and 24, may be any environmental equip-
ment system for which environmental related regulatory
oversight 1s required. For instance, according to ANSI/NSF
International Standard 40 definitions, a residential wastewa-
ter treatment system 1s considered to be an organized and
coordinated system ol components that functions to treat
wastewater generated by individual residences. A subdivision
may have a plurality of residential wastewater treatment sys-
tems, each of which has to be 1n compliance with environ-
mental regulatory requirements. Each wastewater treatment
system 1s then considered an environmental equipment sys-
tem for purposes of the present specification. As used herein,
servicing includes maintenance, inspection, repairs, or others
type of labor-related services when environmental equipment
systems are involved whether or not repairs are actually
made, 1mitiated, delayed, or completed, and even 11 no action
1s taken. Servicing may also include remote repairs and moni-
toring. Service personnel provide the labor of servicing that
should be made 1n a timely manner. Depending on regulatory
requirements, service personnel may be required to be autho-
rized representatives. Service personnel may be comprised of
organizations, groups, individuals, or other entities that may
be required to be authornized to distribute sell, install, and/or
service environmental equipment systems such as wastewater
treatment systems. Service companies may typically provide
such service personnel. Service companies may include orga-
nizations, groups, individuals, or other entities. Generally, an
owner for each environmental equipment system may be an
individual, municipality, government, corporate, or other
type of entity. The owner may typically be responsible for
servicing such as the labor of maintenance/repairs/inspec-
tions and so forth of the environmental equipment system and
may have contracted to have certified servicing performed by
a service company utilizing certified personnel. The service
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company, which may be the owner’s agent who has con-
tracted to provide the service, may then also be a responsible

party.

According to ISO Guide 2, which sets the internationally
accepted definitions for product testing and certification,
among many other things, the definition of a third-party is as
tollows: Person or body that 1s recognized as being indepen-
dent of the parties involved, as concerns the 1ssue 1n question.
For mstance NSF® 1s a third party that provides certification
services but not does not sell the units or service the units 1n
question. In one embodiment of the invention, recerver 14
and/or website 18 1s operated by a third-party that reports to

regulatory agency 40 regarding compliance or noncompli-
ance with regulations. Preferably communications are auto-
matic, but the third party may use any communication means
including written reports and the like as may be utilized by the
third-party to the regulatory body. The third-party 1s recog-
nized as independent because the third party has no clear
benefit 1f the duty to provide the labor of services such as
repairs and spections in accordance with regulations 1s not
met. Preferably, the third-party receives payment for reliable
reporting to thereby provide motivation to reliably and con-
sistently report noncompliance. Thus, a third party should be
suificiently independent of any motivation to avoid reporting
noncompliance that a government body or certification body
might reasonably recognize the third party as being indepen-
dent. On the other hand, a service provider or environmental
equipment system owner would not be independent because
such parties could significantly benefit from cost savings 1
repairs or mspections are not made, or 1f the repairs/inspec-
tions are not made 1n a timely manner, or 1f the noncompli-
ance with regulations was simply not reported. Thus, a third
party would have no motivation to avoid reporting noncom-
pliance with regulations and would not benefit by saving costs
such as a service provider or system owner might. The main
motivation for the third-party 1s to accurately track the actual
status of compliance with regulations and the third-party may
be paid for that service, just as other independent bodies such
as companies such as NSF® are paid to provide independent
certification. Thus, if desired, a third party entity, government
body, or other independent company could be utilized to
operate system 10 as a third party. For that matter, a purely
automatic system may comply with the definition of a third-
party because a machine has no motivation except to do that
for which 1t 1s programmed. In this case, an independent third
party might be required verily and certity operation of the
machine to verily that the machine, such as system 10, 1s
operating correctly to make accurate reports. Therefore, for
purposes of the present specification a third-party may be an
independent person, entity, or body, or may be a certified
system such as system 10. A third party should be suificiently
independent that the third party does not benefit from non-
compliance and should have a motivation to accurately report
noncompliance with regulations. Such motivation might
include as payment for accurate and reliable reporting. A
third-party for this specification might therefore also com-
prise a system, such as system 10, or components thereof,
owned and/or operated by an interested party 1 system 10 1s
certified or checked by an independent third-party and veri-
fied to act accurately and independently to determine whether
or not the environmental regulations related to environmental
equipment systems are being complied with.

FIG. 3, FIG. 4, and FIG. 5 provide additional details for a

presently preferred regulatory compliance system 10 as dis-
cussed 1n general terms hereinbetore 1n relation to FIG. 1 and

FIG. 2.
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FIG. 3 provides a schematical breakdown of certain fea-
tures/functions of controller 12, such as the transmaitter and/or
dialer 12 functions. As indicated and discussed above, various
types of inputs may be provided from sensors, such as equip-
ment failure alarms 42 and 44. As discussed above, many
different types of service personnel detectors 16 can be uti-
lized to provide routine inspection/repair service call mput
46. For example, alarms 42 may include two amperage sen-
sors that sense over currents 1n pumps in wastewater systems
whereby less expensive service 1s needed before the pumps
break down and require major repairs. If a wastewater system
has two pumps that may be used alternatively, then the spare
engine could be used while one pump 1s being repaired.
Utilizing two over current sensors with one sensor one each
pump would allow continued operation of the facility, while
shutting down either pump that 1s drawing too much current.
Dialer/processor 48 then sends a message to report the over
current condition so that repairs can be made. Other controls
shift the work load to the other pumps.

For initial processing of event data, dialer/processor 48
may be programmed to sense short-term false alarms. For
instance, with certain sensors a signal may occur that if moni-
tored for a longer period, perhaps two minutes, will then go
back to a normal range. For mstance, a fluid level may rise
momentarily above the trigger level but then soon drop back
into the normal range whereby service 1s not indicated. Thus,
false alarms can be reduced 1n some cases by programming
delays and signal averaging into the design of dialer/proces-
sor 48. Thus, dialer/processor 48 may be utilized to interpret
the alarm 1nput and be programmed to respond accordingly.
As another example, dialer/processor 48 may be utilized to
provide bounce delays for a mechanical button or switch such
as a programmed lockout time period or other means after an
initial contact to verify that the service personnel actually
activated the signal. Therefore, mput 46, which may, for
instance, be provided by personnel detector 16 (See also FIG.
1) may therefore be from a single switch or button, multiple
switches such as a key pad, an electronic reader of some type,
or any other means to indicate the actual physical presence of
a service provider. Input 46 may also include data that 1den-
tifies the particular service personnel such as a tag, magnetic
strip, bar code, or the like.

Processor/dialer 48 or other components 1n receiver 14 of
FIG. 1 may be utilized to determine the type of service pro-
vided by the service personnel, e.g., repair or routine 1mspec-
tion or both. Thus, processor 48 may refer to whether an alarm
1s active or not to interpret the meamng of the call. If a keypad
1s utilized, the service personnel could also indicate this infor-
mation by inputting the approprniate code for either a repair
service call, routine ispection, or both.

Dialer 50 may be used to send data to recerver 14 of FIG. 1
either by a standard telephone line or by cellular telephone
where a standard telephone line 1s not available or by any
suitable communication means. While a dialer 1s a low-cost
embodiment 1n accord with a presently preferred embodi-
ment, any other type of data communication line could be
utilized. If desired, dialer 50 may utilize the telephone com-
munications industry standard 4+2 format. Dialer 50 may in
one embodiment utilize a code, such as a hexadecimal code or
other type of code, that identifies a unique account number
associated with the particular environmental equipment sys-
tem, the alarm event, and/or the onsite report recognition of
the physical presence of a service personnel. Dialer 30 may
contain the phone number to be dialed in memory. The phone
number may be changed by two-way communication from
recetver 14, as desired. Account information will be transmit-
ted that permits recerver 14 and/or website 18 to 1dentify the
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particular environmental equipment system, type thereof,
manufacturer, owner, 1nstaller, service contract status, service
company, and so forth.

Programming of dialer 50 1s indicated at blocks 52, 54, 56,
58, and 60 to thereby control the operation of dialer 50 1n a
presently preferred manner. For instance, the type of phone
line connection may be programmed therein for receiver 14,
handshake connections, protocol for data, decision-making
as to resetting of alarms, and so forth. If a successtul call 1s
completed as indicated at 34, no further calls are needed, and
depending on whether the code i1s for an alarm or for an
ispection, a reset may or may not be made. If the call 1s not
successiul, as indicated at 56, then retry routine 38 may be
activated whereby the time between the next retry 1s deter-
mined along with the number of retries attempted. For
instance, phone lines may be down, and therefore routine 58
may delay further attempts until the next day after a certain
number of attempts have been made. Busy signals may pro-
duce a different response. If recerver 14 accepts the call as
indicated at 60, then the appropriate resets are made. While
this program of operation 1s presently desired, other possible
dialer operation formats may also be used.

FIG. 4 provides an overview of a presently preferred
embodiment of receiver/processor 14. As discussed earlier,
dialer 12, or another type of transmitter, sends data to recerver
62 by telephone lines, cellular transmission, or any other type
of data link. Various communication checks such as parity
checks, acknowledgments, and the like can be used to elimi-
nate transmission of incorrect data.

While recerver 62 1s preferably a single recerver, receiver
62 might also comprise multiple receivers that act together.
For instance, there could be a separate recerver 62 for differ-
ent geographical areas or countries, which then transmit the
data to another receiver or group of recervers; however, 1n one
presently preferred embodiment, all data 1s preferably stored
in a manner to be accessible 1n real time by the regulatory
body without the need to search multiple locations and/or
repeatably update a plurality of remote data collecting sys-
tems 62 to a central station or website 18. The collected data,
as discussed hereinbefore, relates to events that occur at each
of a plurality of environmental equipment installations. Upon
receipt, the data 1s translated by receiver 62 and the raw data
1s preferably stored in a data storage medium 64. Recetver 62
may also comprise a clock to time and date the receipt of each
event. If desired, a time stamp may already have been
attached to the event data from dialer 12, as discussed above.
If no previous time stamp was produced, or even 1f one was
produced, the time stamp of receiver 62 indicates when the
data was received by receiver 62. The time-stamp information
1s utilized to determine timely compliance with inspection
requirements and repairs. If desired, a hard copy of all events
for any desired period or for each event logged may be printed
at 66. Main processor 68 1s programmed to make decisions
upon receipt of the data. For instance, 1f a warning event
occurs such that repairs are necessary, then notification 1s
made at 70. Processor 68 stores information that permits
contacting the particular service company 72 that has an
existing contract for servicing the particular environmental
equipment system for which a repair warning event has been
recerved.

Notification module 70 may comprise programmed equip-
ment and/or may comprise a programming module operable
to contact service company 72 by virtually any desired com-
munication format such as, for instance, e-mail 74, pager 76,
and/or fax 78. By communications with the website 18, the
service company may have an option to select a desired com-
munication means. In one embodiment, 1f desired, a selected
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service personnel could be directly paged by notification
module for a particular group of environmental equipment,
although service company 72 may typically prefer to have all
communications go therethrough to continually update event
logging records.

Main processor 68 may be programmed by system admin-
istrator 80, who may contact main processor 68 through web-
site 18, by an Internet network connection, LAN, or another
type of network connection. Alternately, system administra-
tor 80 may contact or operate the website through main pro-
cessor 68. Backup maintenance 82 for the system may be
supplied depending on the particular configuration utilized
and may comprise backup programs, data, and the like to
restore the system in case of errors, power failures, and the
like. Administrator 80 also preferably sets up accounting/
billing module 84. Accounting/billing module 84 monitors
the number of events from history module 86 and may deter-
mine pricing based on the number of data events that occur for
cach environmental equipment system 1n conjunction with
other monthly fees and services provided.

Activity monitor 88 may be used to classify the events and
store a log of events. For instance, the events received by
receiver 62 might be classified as to whether they are alarm
events, routine inspections, system start-up, system shut-
down, contract renewal, and so forth. The cataloged data may
be supplied to history module 86 where 1t may be utilized for
accounting/billing purposes. Data may also be posted to web-
site 18 as indicated at 90. In a preferred embodiment, from
website 18 the regulatory agency can recetve notifications,
make 1nquiries, print forms, obtain status reports, and so forth
as desired. The regulatory agency could also send messages to
the respective homeowners, responsible parties, or service
company through the website, as desired. Subscribers 94,
such as service companies who subscribe to features such as
schedulers that keep track of all inspection requirements for
cach unit, may also contact the website.

FI1G. 5 provides an overview of various preferred functions
of website 18 that may be produced by one or more servers
and with data storage at one or more locations. Thus, inter-
active website/database 96 may comprise electronic equip-
ment located at the same general location as recetver/proces-
sor 16 and/or be located at different locations. Thus, website
18 servers and receiver/processor 16 may or may not utilize
common equipment, as desired, and may or may not be
located at the same physical location.

An administrator may remotely operate interactive website
96 as 1indicated at 98. Website 18 may utilize central station
database 100 for data storage and data backup storage, as
desired. Preferably, access to website 98 1s by unique pass-
word security as indicated at 102. Thus, each maintenance
entity 104 and each regulatory agency 106 and if desired, each
responsible party such as the homeowner has their own pass-
word. The passwords may preferably provide, or be associ-
ated with, different levels of access and/or services.

Items 108, 110, 112, 114, 116, and 118 give examples of
some presently preferred services available to the regulatory
agency 1n accord with the present invention. For instance, the
regulatory agency may obtain service company information
108, such as listings of environmental units under contract,
the make of the units, the dealer/installer, the address or
physical location of the units, the history of service for the
service company in percentages, noncompliance past history,
and so forth. Likewise, owner information 110 1s available,
such as addresses and names or, 1f the owner 1s not respon-
sible, other parties, such as operators, companies, or local
governments. Likewise, a history of past events, responses,
and so forth as well as a history of equipment failures may be
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obtained. This information may also be used as one factor 1n
extended time verification of operation or for granting certi-
fication for certain types of units. Scheduled maintenance/
inspection information 112 1s readily available, and histories
for each type of equipment can be obtained. From this and
event information such as the physical presence data and/or
data regarding classification as to ispection/repair visits, the
regulatory agency can also determine whether mnspections
have been timely performed 1n compliance with the regula-
tions. The regulatory agency can also obtain listings of all
alarm events as indicated at 114, the times of the related
responses, or whether any response has been made. Histories
with respect to particular service companies, regulators,
manufacturers, and/or owners can also be obtained. Event
histories may also be retrieved for particular time periods as
indicated at 116. To reduce the time required for the regula-
tory agency, preprinted noncompliance forms can be pro-
duced at 118 that are addressed to the responsible parties. It
will be understood that the data can be organized and
retrieved 1n many different ways and formats and that many
options may be provided for convenience and speed of opera-
tion by the regulatory agency. An oversight agency, through
password supervision, may access accounts of a local agency
and review their status. Searching may be made in many
different ways such as by specific time period, name, equip-
ment type, subscriber listings, service company, and so forth.
Thus, the present invention also allows an oversight agency to
review local agency compliance.

Likewise, service companies 104 can obtain many helpitul
and valuable services through interactive website 96 as indi-
cated at 120, 122, 124, 126, 128, and 130. Moreover, service
companies can enter a significant amount of data into website
96 for use by the service companies in the future for sched-
uling such as future inspections, future contract renewal
requests for homeowners, and the like. Thus, at subscriber
information 120, information about the service company 1s
input mcluding contact information, location, and so forth.
Scheduled maintenance/inspection schedules are available at
122 and may be provided as a convemience for companies that
might otherwise pay significant sums to develop or purchase
software for scheduling purposes. The website may be used
by companies to generate bills, renewal notices, service
notices, and other comments or advisories to customers or
other interested parties. In one embodiment, service person-
nel that are 1n a particular area for other reasons such as
repairs may be able to log into or have the service company
log into the scheduler to determine i efficiencies can be
achieved by performing inspections while the service person-
nel 1s already 1n that area. Thus, scheduler function 122 1s
likely to reduce operating costs for the service company.
Service companies may also be able to obtain event histories
124 relating to histories of operation, timely response, timely
repair, records of repair for each service personnel and for
cach environmental equipment installation, types of installa-
tions, and so forth. If desired, the data may be limited to data
related to those service companies’ operations. The type of
equipment installed on each site may be available at 126 along
with repair/maintenance history and so forth. At 128, the
service company inputs information about the subscriber
contract status and may have preprinted forms mailed to the
subscriber before the contract expires, with perhaps standard-
1zed warning letters to advise about regulations requiring
renewal of the service contract. The users may print or save
the above and other information to e-mail as desired as indi-
cated at 130.

Another benefit to maintenance entities, 1f desired, 1s an
online maintenance and repair scheduler and/or router 132.
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With this, the maintenance company and/or the serviceman
directly can receive a daily (two days, weekly) schedule for
cach serviceman which includes the locations for the day and,
iI desired, one or more maps of any desired detail which
shows driving directions to each location. The cost savings to
the maintenance entity are significant.

Many options are available for customizing the work
schedules to the needs of the maintenance company needs.
For instance, driving times, anticipated on-site maintenance
times, anticipated on-site repair times, and/or other factors,
can automatically be considered when automatically gener-
ating the work schedule for each service person. Scheduler
132 may provide a route that preferably limits driving time,
which information 1s available 1n many map programs, and
maximizes on-site time, €.g., provides a route where adjacent
locations are given priority. Scheduler 132 may also provide
exceptions, e.g., repairs due to alarms that must be made
within a short time period thereby necessitating a longer drive
to make the repair within the desired time period. As well, 1T
particular service personnel are in particular areas, then the
program may use those personnel because those service per-
sonnel may more efficient than others. Scheduler 132 may
operate to prepare a schedule based around the work schedule
of each serviceperson. For instance, 1f a serviceperson works
only a few hours one day, then scheduler 132 would provide
a limited schedule to that service person that day. If a servi-
ceperson 1s on vacation, then scheduler 132 may be pro-
grammed to automatically alter the schedules of other service
personnel.

Scheduler 132 may also be interactively utilized. For
instance, as one possible example only, FIG. 6 shows inter-
active daily schedule screen 138 of sites for which work 1s
due. Sites where maintenance 1s due are marked with an “M,”
a few of which are indicated by numeral 134. Sites where
repairs are required are marked by “R” a few of which are
indicated by numeral 136. Sites with repairs required are also
shown with the remaining number of hours from the initial
alarm 1n which the repairs are required to be made. I infor-
mation 1s available, the anticipated time required on location
for the repair 1s provided on the screen. Scheduler 132 may
automatically draw route 1, route 2, route 3, and so forth, as
indicated by the dotted lines. Alternatively, a supervisor may
verily these routes or change them as desired or completely
rework them. For instance, a supervisor may simply click on
cach site 1n a desired sequence to set up a route. Any site could
be removed from that route by double clicking on the site.

Once the routes for the day are set up, then detailed maps
can be automatically generated which give driving instruc-
tions, detailed maps for each site, and so forth, as indicated at
140. If the company utilizes GPS units for driving directions,
then the locations of each site may be automatically or manu-
ally mput into the associated GPS unit to provide driving
instructions. As well, the required services, needs for special
parts, and the like for each site may be provided as indicated
at 142 and 1s given to the service personnel. Thus, the present
invention provides a very convenient means for coordinating
what needs to be done where, setting up a schedule for each
service person, providing detailed driving instructions, and
providing instructions as to what service 1s required for each
site. The time and cost to service companies to do route
scheduling without the present invention can be high. For this
reason, the present invention 1s highly beneficial to the service
companies.

Thus, 1n accord with the operation of the present invention,
as discussed herein, a regulatory agency may set up an
account having a password 102 to website 96 that enables the
agency to view all accounts. If desired, only those accounts 1n
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noncompliance can be viewed and may be cataloged 1n vari-
ous ways such as, for mstance: alarm with no response,
ispection not reported i a designated time period, or an
account not actively in monitoring status. The present mven-
tion may verily compliance with standards such as the NSF
International specification for third-party certification that
requires that a wastewater treatment facility be repaired
within 48 hours after an alarm. The present invention may
also verity compliance with NSF International specifications
that requires that a unit be mspected on a minimum semian-
nual basis. The present invention may also verity NSF Inter-
national specifications requiring a service agreement to be
renewed at least on an annual or biannual basis. Additionally,
the regulatory agency 1s able to view the entity responsible for
maintaining the equipment, the contact person, the telephone
number, the equipment stalled on location, and the history
of all monitoring events. Should notification be necessary for
noncompliance, a preprinted form may be downloaded from
the website with the subscriber’s information automatically
inserted 1nto the form for mail-out. The service company also
benelits by the present invention in that a password-protected
account 1s available showing all subscriber accounts due for
maintenance, contract renewal, service personnel records for
those embodiments where the particular service person 1s
identified, and an all-events history for the equipment.

FIG. 7 shows one embodiment of a preferred two-way
telephone/power line data transmission installation 150
which will typically require no additional telephone charges
to the homeowner or other owner/operator of an environmen-
tal system, such as a wastewater treatment system. As well,
two-way telephone/power line data transmission installation
150 may be built into a system within minutes by the system
installer without the need for additional telephone wiring,
thereby significantly reducing the time and cost of mstalling
an environmental equipment system such as a wastewater
treatment system, lift station, or water well. While a preferred
embodiment of two-way telephone/power line data transmis-
sion installation 150 provides for two-way telephone data
transmission as discussed below, one-way telephone data
transmission as well as other or supplemental data transmis-
s10n means may also be utilized.

In the embodiment of preferred two-way telephone data
transmission installation 150 shown 1n FI1G. 7, power line 152
has already been connected between building 154, such as,
for example only, a homeowner’s house and control panel 156
ol a wastewater system. In certain systems, a power line 1s
necessary for purposes of running a motor or other equipment
at the 1nstallation. Power line 152 may be referred to, where
appropriate, as a local short distance transmission link,
because 1n at least one preferred embodiment power line 152
establishes a communication link that 1s generally less than
one mile and typically much shorter such as less than one or
two hundred yards and perhaps within a few vyards of the
homeowner’s house. Power line 152 may also be referred to
as a dedicated transmission link whereby the dedicated trans-
mission link 1s only utilized for communication between mas-
ter transmitter/receiver 162 and slave transmitter/receiver
164, which may hereinatter also be referred to as nodes.
Control panel 156 may typically be positioned at or near the
environmental system. Control panel 156 includes power line
inductive loop data interface connection 160 which may act
inductively to apply/recerve data pulses to power line 152
from master transmitter/receiver 162 via master data connec-
tion line 158. As noted above, master transmitter/recerver 162
may be referred to as a node or as a communication node
and/or a first communication node and/or master communi-
cationnode, depending on the configuration, which 1s capable
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of sending digital data over a communication link to another
communication node capable of forwarding the digital data to
another location. In the configuration of FIG. 7, master trans-
mitter/recerver 162 1s not necessarily capable of receiving
data from one or more other communication nodes and trans-
mitting the data to one or more subsequent communication
nodes, although 1n other embodiments of the present inven-
tion as discussed hereinafter master transmitter/receiver 162
may be operable for this function.

An inductive type of connection inherently provides a cer-
tain level of electrical 1solation with respect to the master/
slave transmitter due to the decreased inductive pick up at 60
Hz as compared to higher transmission signal rates and the
case of providing a notch 60 Hz filter. Other various filters or
other means, e.g. optical coupling, may also be utilized, either
in the alternative or in addition with inductive coupling, to
supply/recetve data to power line 152 1n a manner whereby
power line frequency i1s blocked from master transmitter
receiver/transmitter. While the present system preferably uti-
lizes two-way data transmission, for advantages such as poll-
ing to do diagnostics, queries, or checks on the environmental
system from a remote user through a server or the like, the
present invention could operate 1n a one-way data transmis-
s10n mode.

In one possible embodiment of the mvention using one-
way data transmission, the operation of each (or selected of)
master transmitters 162 of the system of FIG. 7 or each of
master transmitters 194 of the system of FIG. 8 may be
checked at desired intervals. For instance, 1f 1t 1s desired to
verily or check that each or selected of a plurality of master
transmitters 194 1s operating properly on a monthly basis,
then each (or selected) of the plurality of master transmitters
194 may be programmed to dial in monthly to verily opera-
tion of the communication system (and possibly also to pro-
vide a sensor status report because the call 1s being made
anyway). The location to which calls are made, such as a
central location, web site, or any suitable location, may be
programmed to expect and to verily calls recerved and to
classily any systems that do not call 1n as being out of service
or temporarily out of service. This check, which might be
called a heartbeat signal, may be performed at any desired
interval such as daily, weekly, monthly, or the like. The heart-
beat signal verifies that each communication system at each
environmental equipment system 1s functioning properly or i
not, then records this information for future action.

To reduce costs by eliminating unnecessary heartbeat sig-
nals, 11 a location 1s serviced, such as with a regular mainte-
nance service, then that system may be programmed to wait
tor the tull desired 1nterval before sending a heartbeat signal
to avoid unnecessarily checking 1n.

When the service personnel are at the location, and are
detected by the personnel detector as being at the location,
then the system may, 1f desired, be programmed to automati-
cally send data to thereby indicate service personnel are
present, and also to provide a confirmation signal, light,
sound, or the like for the service person so that the service
person knows the communication system 1s working, and also
knows that his presence was detected and communicated. In
this way, service personnel cannot later say they were at the
location but the communication system, personnel detector,
or the like failed to note their presence and they were not
aware of any communication system problems. A response or
response(s) to the confirmation signal by the service person-
nel may also be required to verily the service personnel prop-
erly heard, saw, or otherwise was made aware of the confir-
mation signal.
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If desired, automatic two-way operation from a pro-
grammed dialer at the central location, website, or the like
may be utilized for troubleshooting purposes. For instance,
cach system not calling in could be called to check that at least
the phone line 1s operating. In case a human answers the
phone, an automatic message could be programmed to say
that a problem may exist with the system commumnication
system, to please hang up and not answer 11 another automatic
call 1s made within the next minute to try to communicate
with the system. At this point, the system would at least know
the phone connection 1s operating, and perhaps might be able
to reestablish communication with the system. Automatic
troubleshooting could thereby eliminate some of the prob-
lems. Thus, the present invention provides the ability to verity
the communication system 1s operating utilizing either one-
way operation, two-way operation, or both. If no communi-
cation can be established within a selected time period, then
the service company, customer, regulatory agency, or the like,
can be automatically notified of the problem by any or several
selected preferably automated means including post, email,
automatic phone messaging, and the like. Progress to resolve
the problem can be monitored and recorded by the system
until the problem 1s resolved.

In the embodiment of FIG. 7, slave transmitter/receiver
164 connects via slave data connect line 166 and inductive
loop 168 to power line 152. Slave transmitter/recerver 164 1s
preferably mounted in conveniently mountable building
package 170 along with code processor/modem 173. As dis-
cussed hereinafter, conveniently mountable building package
170 may simply be inserted in a power socket 1n a customer’s
house to provide a quick, low-cost installation. For conve-
nience of terminology, slave transmitter/receiver 164 may be

referred to as a node or as a communication node and/or a
standard communication node and/or a second communica-
tion node and/or as a slave or master communication node
depending on the configuration, which 1s capable of rece1ving
digital data and then forwarding the digital information to a
different location, such as a remote location, over a different
communication link such as a telephone network which may
connect to a wide area network such as the Internet. Building
package 170 may be mounted by connecting to any power
socket and to any telephone jack of a house to establish a
communication link between power line 152 and user tele-
phone 174. Thus, the set up of a data communication link
between the environmental system, e.g., a home wastewater
system, and the Internet may be set up 1n minutes. By using
existing phone service 174, extra phone service subscriptions
are not required thereby reducing operation costs.

Master transmitter/recerver 162 may be under control of
CPU 180 and programmed to generally initiate communica-
tion with slave transmitter/receiver for connection with the
Internet or other desired data path to a desired location, e.g.,
website 18 discussed hereinbefore. Thus, after acquiring data
to be transmitted, or perhaps at predetermined times so as to
verily the existence of a working communications link, mas-
ter transmitter/receiver 162 may be programmed to send a
data package to slave transmitter/receiver 164. Slave trans-
mitter/receiver 164 then activates modem 172 which con-
nects to user telephone line 174 for communication with a
wide area network such as the Internet or the like. The data
communications link between slave transmitter/receiver 164
and servers or the like at website 18 or other locations may be
referred to herein, where appropniate, as a long distance com-
munication link which may be easily capable of sending data
hundreds or perhaps thousands of miles from slave transmit-
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ter/receiver 164 and may be located virtually anywhere
worldwide with a connection to the Internet perhaps through
the telephone network.

If desired, processor code/modem 172 may be pro-
grammed to receive service calls but not regular customer
calls using, for instance, instance, distinctive ring services
which are often available as a standard feature of telephone
subscription packages. In this way, master transmitter/re-
ceiver 162 may be contacted remotely, such as by service
personnel or a service diagnostic computer (not shown),
located a long distance from 1installation 150 to thereby save
service transportation costs where remote servicing 1S pos-
sible. Any other suitable means such as a customer switch, or
other signal detection means, may also be utilized to permut
diagnostics and/or sensor checking from remotely based ser-
vice personnel. Once the modem 1s activated such as by
receiving a telephone call, then slave transmitter/receiver 172
receives the signal and notifies master transmitter/receiver
162 and/or transmits data thereto, whereupon control panel
156 then operates 1 accord with programming ol master
CPU 180. Thus, master CPU 180, and slave processor/mode,
and possibly master/slave transmitter 162, may each be sepa-
rately programmed to coordinate operations thereof.

In some locations, such as remote locations or locations
without telephone service, or 1f otherwise desired, other types
of data links may be established. For instance, package 170
may provide a computer port connection to an installation
customer’s or user’s computer to thereby be operable to con-
nect to the Internet through a cable or satellite link to the
Internet. If desired, software may be included that provides
messages and so forth to the user related to operation/status of
communications by package 170. As another possible alter-
native, antennas, dishes, and the like may be mounted to panel
156 to connect via any signal paths, some possible examples
of which are discussed hereinatter.

To the extent the power utility company provides Internet
access over the power line, the link to building 154 may be
climinated, 1f desired, to provide a direct link to the Internet.
However, where necessary to reduce costs to a mimimum, 1t
may be desirable to provide a master/slave link even in this
scenario to avoid any additional Internet subscription costs.

In another embodiment, the present invention contem-
plates cellular telephone connections and the possibility of
programming the cellular telephone to use an existing cellular
account where possible to save costs. It 1s a general purpose of
the invention to provide low cost, quick and convenient instal-
lation as well as long term low cost operating service for the
communications link. The embodiments described herein
provide that result in a manner that as of this day are less
expensive than cellular telephone although the present mnven-
tion does not rule out the possible use of a cellular and/or
pager connection especially 1t the costs are kept low. For
instance, due to the large number of systems, and the typically
very low data transmission usage, specialized cellular tele-
phone contracts might be obtained which result in lower
costs. To keep costs low, a typical system may only commu-
nicate at service calls and/or maintenance request calls and/or
system checks as may take typically require less than one
minute.

Other features of control panel 156 may include various
options such as ID reader 176 whereby a serviceman may
have a magnetic strip card or bar code as discussed hereinbe-
tore which 1s read by the ID reader 176 to provide additional
information as to the identity of the serviceman, time of
service, duration of service, as discussed hereinbefore. If
desired, a manual reporting means, such as a button or keypad
as discussed hereinbetfore, may also be utilized so that areport
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may be sent from control panel 156 to the Internet or other
desired data link as desired. CPU/Command input portion
180 may comprise a programmed computer with various
interface mputs as desired for various sensors, testing, 1niti-
ating data communication, and so forth. Sensor inputs may
include operational data such as motor currents, speed, tem-
perature, pH, chemical properties, service personnel detec-
tors, and/or any other type of electronically detectable signals
some of which may also be discussed heremnbefore or after.

While a power line communication link 1s shown 1n FI1G. 7,
any type of suitable conductor of communication signals
might be utilized to provide a suitable communication link
preferably without the need to additional wiring that 1s not
also required for other operational purposes, e.g., metallic
pipes, conduits, and so forth.

FIG. 8 provides another possible embodiment of the
present mvention whereby two-way short distance radio wave
link data transmission installation 190 1s utilized but which 1s
otherwise similar to system. In one preferred embodiment, a
cordless type telephone link may be provided, e.g., a standard
900 MHz, or 2.5 GHz, or spread spectrum, or other types of
cordless telephone communication links may be utilized to
establish a cordless data communication link 192 between
master cordless transceiver 194 and slave cordless transceiver
196. Generally, the FCC or other regulatory agency desig-
nates particular frequency bandwidths for use as cordless
phone, Wi-fi, other short distance communication links.
Thus, a cordless phone for purposes of the present invention
may preferably utilize frequencies designated by governmen-
tal agencies for short distance transmission and may gener-
ally comprise non-broadcast type radio wave equipment, e.g.,
relatively low power equipment. CB transmissions or walkie
talkie transmission permit communications at distances from
zero to hundred miles but are generally not regulated as
broadcast radio 1n the sense that a license must be obtained,
are readily commercially available, and typically provide for
less than about 5 watts of broadcast power. Generally, pre-
terred wireless systems in accord with the present invention
would not produce undesirable emi interference. Existing
cordless phone circuitry 1s preferred due to the low cost, easy
availability, and compatibility with phone systems.

In this embodiment, module 198 1s simply connected to a
phone line plug which 1n many houses 1s often already pro-
vided for extension phones, thereby greatly simplifying
installation. Module 198 may receive power from the phone
line and charge a battery for operation of slave transmaitter/
receiver 196 or may also include a power cord for connection

to a power line. For convenmience of terminology, slave trans-
mitter/recetver 196 may be referred to as a node or as a
communication node and/or a first communication node and/
or as a master communication node, depending on the con-
figuration, which 1s capable of sending digital data over a
communication link to another communication node capable
of forwarding the digital data to another location. It will be
understood that module 198 may be provided in separate
modules such as a base unit and signal amplifier transponder
unit (not shown) to improve signal transmission over data link
192. Power for master transmitter/receiver 1s generally avail-
able either by a power line for a motor, by solar power and
battery, and/or other suitable means. As discussed hereinbe-
fore with respect to system 150, slave processor/modem 198
may connect to the Internet or to any data link using the
telephone network as desired.

In the configuration of FIG. 8, master transmitter/receiver
194 1s not necessarily capable of recerving data from another
communication node and transmitting the data to one or more
subsequent communication nodes, although 1n other embodi-
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ments master transmitter/recerver 194 may be operable for
this function as discussed hereinafter.

In another embodiment of system 190 shown 1n FIG. 8, or
as discussed below 1n conjunction with FIG. 9, walkie-talkie
communication links may be utilized with commercially
available transceivers, e.g, 130-138 Mhz, 225-238 Mhz, 113-
117 Mhz, 144-149 Mhz, and/or others, which may typically
provide arange ol 1 to 50 miles between a slave transmuitter/
receiver and one or more environmental systems. Generally,
the FCC or other regulatory agency assigns bandwidths for
these types of commumnication devices although any suitable
and permitted frequencies may be utilized 1n accord with the
present mvention. While one possible presently preferred
embodiment provides a single data link between a single
environmental system to a single local building, 1t will be
understood that the present invention 1s not limited to this
particular communication system architecture and that one or
more walkie-talkie communication nodes, or other wireless
communication nodes, may be established that operate 1n a
wide range ol possible communication topographies some of
which are discussed herein.

While a preferred mnexpensive and easily mountable rela-
tively short distance master/slave data link between the envi-
ronmental system and a local building has been described,
other wireless data links from an environmental system to a
proximate building may also comprise ultrasonic links, LED
links, optical links, spread spectrum audio links, vibration
transmitters, electromagnetic waves, and many other suitable
data transmission links. If desired, combinations of different
types of data transmission links may be utilized to provide
additional reliability based on cost/benefit for these links as
desired.

In another embodiment, data links such as two-way pager
data-only transmission links may be utilized which may pro-
vide less expensive communication links than cellular tele-
phones. In a preferred embodiment communication costs are
kept very low although other types of data links may be
utilized as developed or known or based on reduced prices
which may occur for those services in the future. Thus, wire-
less data commumnication links to the Internet or to other data
links may comprise satellite, blimp mounted transmitter/re-
ceivers, radio wave transmitters and/or receivers, cellular
towers, and the like. These devices may utilize any convenient
modulation, e.g. spread spectrum. In many cases, it may be
possible to utilize rather slow data transmission rates to save
costs because communication from any particular environ-
mental location may require infrequent communications of
small amounts of information.

The systems of FIG. 7 and FIG. 8 operate to provide a quick
and 1nexpensive means for providing communications to an
environmental equipment system. The system of FIG. 8 may
be especially suitable for environmental systems that do not
require motors or the like that would require power lines. In
this case, master transmitter/recetver 194 and the related sen-
sors and CPU may utilize solar power/batteries, and low
power drain circuitry.

FIG. 9 provides yet another possible embodiment of the
present invention. In FIG. 9, an example of a node-based
communication system 300 in a 100 square mile area is
shown wherein each node, which may be associated with an
environmental equipments system such as a wastewater pro-
cessing system, 1s within one to ten miles of each other to
thereby permit the use of low-cost wireless communications
such as, for example only, mexpensive readily available
walkie-talkie type transceivers at each node. Each node, such
as nodes 302, 304, 306, 308, and the like, has an 1dentical

transceiver, e.g. a walkie-talkie, and may also utilize 1dentical
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programming to thereby reduce costs. Each node will preter-
ably store information specific to that node such as location,
data history, alarms, schedules, installation dated, serial num-
bers, modifications, repairs, and the like as desired. Each node
may be programmed for either automatically transierring
information from other nodes or for storing information to be
transmitted until a desired time. A node communication
architecture as shown in FIG. 9 may be cost effective due to
climination of the separate modules required in each house
such as module 170, and by eliminating even the few minutes
required to istall module 170. System 300 does not require
that the homeowner be at home and/or that access to a local
building be provided, to initially set up the short distance
communication link. This architecture may also eliminate or
substantially reduce the need for phone dialers, modems, and
the like.

In this example of a node-based communication system
300, which might be used for a plurality of wastewater sys-
tems for example, a walkie-talkie type transceiver node 302
may be utilized at each wastewater station. To communicate
from node 302 to the Internet, a node-to-node communication
link 1s formed that sends a signal to an Internet access point.
For mstance, service shop 310 or a master nodes 314 or 315,
may be have access to the Internet. Accordingly, node 302
may communicate with nodes along a somewhat arbitrary
strongest signal and/or automatically predetermined node
path 303. Node path 303 might include, for instance, nodes
such as 304, to 306, to 308, and so forth, such that in the
node-to-node communication link each node acts as a signal
repeater to transmit the signal from a previous node 1n the
path to the next node until the signal reaches to service shop
310, master node 314, or other Internet access point. As
indicated above, node-to-node route 303 may be predeter-
mined and stored 1n the memory of each node for each node.
As an example, after receipt of a signal or perhaps as a once a
day update, service shop 310 then connects to Internet 312 to
send 1n the data received that day. If a rush signal were
obtained, then the connection might be made immediately.

In a preferred embodiment, each node may be programmed
to communicate with other nodes, and may be programmed
automatically set up a communication node-to-node link for
cach node based on the strongest signal channel available at
the particular moment so that arbitrary node path 303 would
automatically adjust to and provide the strongest signal path
data link to service shop 310. If a node was in the group of
nodes and communication was lost, €.g., due to a storm, then
the other nodes would detect the absence of a scheduled ping
or acknowledgment signal whereby service shop 310 would
be notified of a communication breakdown at the particular
node or nodes of concern. The same type of occasional ping or
acknowledgment signal may be used in the systems of F1G. 7
and FIG. 8 to provide information of a communication break-
down. The node-to-node communication scheme provides
two-way communication that does not require a user with a
telephone connection, or that a telephone ring in order to
receive communications, to the extent that might be of ben-
efit.

Each node may or may not be i1dentically programmed
and/or may be operable in different programming modes
which may be selected as desired. For instance, the nodes may
be collectively programmed to detect the strongest overall
signal path for each node and to store that signal path. Alter-
natively, each node may accept a predetermined manually
selected signal path as determined by an operator or a com-
puter such as at wastewater installation service shop 310.
Alternatively, the nodes may be programmed to select a new
path at selected intervals for each node and store the same in
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memory for use as needed, e.g., every two-day interval the
best signal path 1s determined and reported to service shop
310, 1f desired.

As an example, by starting with the closest installation to
the service shop or other master node, ¢.g., node 315, then the
adjacent nodes in communication are determined and their
signal strength 1s determined. Then those nodes check for the
adjacent nodes and signal strength. This process goes back
through the entire node network system 300. If a previous
system 15 already 1n memory, then a check 1s made that all
nodes are present and 1 not, attempts are made to contact any
missing node utilizing the nodes adjacent thereto. With all
nodes accounted for, a best signal path 1s developed whereby
cach node preferably utilizes a maximum signal strength
node-to-node connection as the primary send/receive node
for normal transmission of signals. Communication {from any
node then normally proceeds utilizing the primary node path
whereby a system of signal paths 1s established back to one or
more master nodes, e.g. shop 310 or nodes 314 or 3135 which
have Internet access or other communication access. If com-
munication 1s disrupted so that the primary send/recerve node
does not respond, then a node may communicate with any
node and request a check of the listed primary send/receive
node. The optimal signal path may be stored in a computer
memory at each node, such as within control panel 156 of
FIG. 7.

As well, each node may be provided with 1dentical trans-
mitter/recerver with approximately the same transmission
range whereby the mass production permits a relatively long
distance e.g. 10-15 mile range between nodes at a relatively
low cost. Each node-to-node link may be referred to where
appropriate as a medium distance link which 1s typically 1n
the range of several hundred to several miles but could be up
to one hundred miles or so. Note that range of sight transmis-
s10mns may not be possible directly between some nodes due to
hills and the like but that a connection may be possible
through other nodes. For maximum data transmission rates,
preferably each node will be able to send and receive simul-
taneously. However, by providing send/recerve signals at
irregular intervals for each node, or by synchronization sig-
nals, then one-way signal transmission techniques may be
utilized to provide reliable communication at a lower cost
because 1n a typical system the data tlow rate 1s relatively low.

If desired, some nodes may utilize less expensive walkie-
talkie type transcervers for the distance involved, e.g., a two-
mile range walkie-talkie for closely spaced together waste-
water installations. However, the current price of a ten-mile
walkie-talkie 1s relatively low, especially 1n large orders, and
may cost a few dollars each. In a node-to-node communica-
tions scheme, the cost of the telephone/cable modem may be
substantially eliminated. It will be noted that although fifty-
mile range walkie-talkies are available, these tend to be more
expensive but may be greatly reduced 1n price by use of mass
production for a single project that require only data trans-
mission and no voice transmission.

If desired, a combination of the systems of FIG. 7, FIG. 8,
and FIG. 9 may be utilized based upon cost and/or remoteness
from another node. For instance, consider node cluster 311,
whereby a group of nodes are relatively 1solated from the
majority of nodes. In this case, one or more of the relatively
local walkie talkie nodes may be established as a connection
link, utilizing the system of FI1G. 7 or FIG. 8, to connect to the
Internet. In this example, master nodes 314 and 3135 each have
an Internet link 319. The remainder of the nodes can commu-
nicate with each other and to master nodes 314 and 315., e.g.,
315,316, 318, 320, 322, may be set up within, for instance, a
10 mile area, to communicate with a plurality of environmen-
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tal systems. For this example, the node cluster 311 would
provide a relatively short distance communication link (up to
approximately 5-10 miles or so utilizing mmexpensive trans-
mitters) with a plurality of environmental systems, and inter-
connect the plurality of environmental system to website 18
discussed hereinbetfore or to any desired server or the like.
Master nodes, such asnodes 314 and 315, may also be utilized
to provide redundant communication paths to Internet 312 in
case Internet communications or other communications are
lost at any particular Internet access point.

As another example, cluster 311 may link to node-to-node
system 310 through alternate route 305. As another example,
clusters of nodes may such as multiple clusters 311 may be
interconnected. Master nodes may also comprise satellite
communication links, blimp communication links, and the
like to service very remotely located locations where power
and telephone connections are not available. Accordingly, 1t
will be appreciated that many variations of communication
topographies 1 node communication systems may be
elfected either automatically or manually.

As another benefit, 1t will be noted that node communica-
tion system 301 effectively creates an independent commu-
nication network that may be utilized, and rented out, for
other purposes. Such anode system interconnected with other

node systems may become very large, e.g., hundreds of
square miles, and form a network of fixed position computers
as might be usetul for many purposes such as collecting data.
For instance, the master computer, €.g., master computer 180
shown 1n FIG. 7 and FIG. 8, may be programmed to interface
with modules built by customers/suppliers of a large node
system. As an example, environmental sensors 1n a solar-
powered walkie talkie node could monitor the local streams
and/or rivers within the node network and communicate with
environmental equipment system nodes to the environmental
agency. In this way, it would be possible to monitor and detect
pollutants over wide areas, at many remote points, to thereby
pinpoint possible sources of pollution at a very early stage. In
another embodiment, the website 18 discussed hereinbetore
may be utilized to directly enter lab testing results of samples
and/or to receive the collected environmental sensor data
whereby the environmental agency will have immediate
access. Where appropnate, the data may be displayed on
maps or 1n other ways which enhance the value of the data.

As another example of use for purposes unrelated to envi-
ronmental installations, a standard weather package may be
connected to the node network to obtain many readings over
hundreds of square miles such as air temperature, humaidity,
pressure, ground temperature, rain levels, wind rates, and so
forth to thereby provide a valuable service which farmers,
television stations, and the like, may pay for in order to
provide more accurate imformation than competitors. Such a
system might also be useful for collecting data related to
tornado tracking/warning due to the ability to network
desired sensors to fixed locations over a wide area.

Anotheruse of the so created communication network may
be for location information of service personnel as might be
usetiul for wastewater maintenance service companies. For
instance, a transponder positioned on the service personnel
truck would provide automatic location and route tracking of
the truck as each node detects the presence thereof. The
arrival time, time on location, departure time, service truck
numbers, and so forth, could be automatically recorded by the
node as another embodiment of a system that does not require
single purpose, separate and permanently mounted personnel
detector as mentioned hereinbefore. If a service truck drops
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olf service personnel at various locations, then each service
personnel could be appraised of the location of the service
truck as may be useful.

Another use might be to activate equipment such as 1rriga-
tion equipment, anti-mosquito fogging equipment, spraying,
equipment, farm related equipment, and so forth.

Another use may be for animal or people tracking using
inirared sensors/movement sensors. Other data may also be
transmitted through the node to node network, e.g., email, and
the like. Accordingly, it will be understood that the present
invention may be utilized for purposes related or unrelated to
environmental systems.

Another use might be the creation of a wide range Wi-F1
Internet access network for relatively remote areas. Note that
the homeowner may receive an email of a system alarm or a
reminder of low chlorine levels, or the need for other chemi-
cals, or the like utilizing the present system.

In another embodiment of the invention, rather than manu-
facture node system 300, a pre-existing coast- to-coast walkie
talkie phone service with custom equipment design may be
available at a relatively overall low cost blanket manufactur-
ing/subscription rate from an OEM provider, assuming very
large numbers of nodes would be utilized for establishing
node networks.

However although specific examples are discussed imme-
diately above, e.g. walkie-talkies, 1t will be understood that a
local node system may utilize any suitable transmission
means as 1s available which may provide a suitable cost/
benefit and/or transmission distance available as current or
tuture technology permits. Specialized communication nodes
may also be utilized. For mstance, once designed and pro-
grammed, relatively low-cost specialized, highly reliable,
data communication systems may also be provided which
may operate using, for instance, spread spectrum transmis-
sion, which may take advantage of the relatively low speed
data rate communication links required to support wastewater
system monitoring, and which operate with slow data rates
but with highly reliable data communications links between
the nodes at longer distances, e.g., even 100 miles or so
whereby even very weak signals transmit slowly but very
accurately and reliably.

In another embodiment, each environmental system such
as a wastewater system would comprise a two-way walkie
talkie node capable of communicating with any other node
within 50 miles. Thus, a network of linked nodes could be set
up whereby a communication could cover hundreds of miles
so long as any particular wastewater system was within 50
miles of another node. Due to the need to provide only a
commercially available, substantially low cost walkie talkie
transceiver at each wastewater installation, and no other
equipment except a node such as the service shop where
Internet access 1s available, the costs may be even further
reduced.

In accord with one embodiment of communication system,
no external required phone line communication need be
installed. In one possible embodiment, the system may com-
prise an FM ftranscerver master controller module that 1s
located at the main control panel. The master controller com-
municates with a secondary or slave FM transceiver that 1s
located 1n a residence or facility which preferably has an
internal phone line extension, or a dedicated line to thereby
communicate system status to a central monitoring station
and/or website 18. In another embodiment an FM transceiver
signal 1s sent by 1njecting the signal onto the ac wiring of a
house. The master control sends the data to a secondary slave
which 1s located in the house and may conveniently be
plugged into an ac outlet. The house or facility preferably has
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an internal phone line extension, or a dedicated line to thereby
communicate system status to a central monitoring station
and/or website 18.

Although a particular compliance system organization has
been described, other computerized compliance system orga-
nizations could be used. For instance, each service personnel
could have a handheld computer that communicates data to a
desired location. Computer interconnections between the
handheld computer and controller 12 could be made either by
cable or wirelessly. The inspection data and details of repair
may then be transterred by the handheld computer. Thus, the
system may be set up quite differently and still effect the same
functions and purposes. Each service company might setup a
system that communicates between the service personnel, the
unit, and a centralized data collection center whereby the data
1s available from all sources to the regulatory agency.

FIG. 10 1s a schematic for a personnel detection system 400
in accord with one possible embodiment of the present mven-
tion indicating a plurality of environmental equipments sys-
tems such as systems 402, 404, 406, 408, and 410. In this
example, each system 1s surrounded by a service personnel
detection zone which may be of different sizes, shapes, and
relative positions with respect to the systems. For instance,
the service personnel detection zones might be 20 yards in
diameter or larger, e.g., a hundred or few hundred yards.
Generally, the zones are set electronically by wireless means
and may be configured 1n a desired size and shape. Moreover,
there may be several detection regions. For example, system
402 may utilize a smaller service personnel detection region
412, or a larger service personnel detection region 414, or
both. In the example shown 1n FIG. 10 with respect to system
402, for example, two service personnel detection regions
surround system 402. Instead of having system 402 at the
center, one or both detection regions could be adjacent or
somewhat ofl to the side. It will be understood that this 1s only
an example and that one service personnel detection zone
may be used for each system, such as system 402, but that
others may also be used.

In one preferred embodiment, the service personnel detec-
tion regions are defined wirelessly by suitable electronics. For
instance, FIG. 11 shows GPS locator 450 which may utilize
programming related to GPS signals to define a geophysical
region such as service personnel detection regions 412 or 414
or both. FIG. 12 shows personnel locator 500 which may
utilize cordless telephone technology to contact monitoring
clectronics 502 which monitors the environmental equipment
system as described hereinbetore. In this case, the transmis-
sion range of the cordless telephone electronics wirelessly
defines service personnel detection regions 412 or 414. In
another example, 1n FIG. 13, a camera such as camera 550,
which may be an inexpensive CCD device, may be utilized to
provide a wireless personnel detection region and may also be
utilized for visually monitoring environmental equipment
552. In this case, the camera visual range and orientation
wirelessly defines the service personnel detection zone. The
above and or other electronic service personnel detection
devices may be used by themselves or in combination. As
well, various communication means may be utilized 1n con-

0 junction with these systems for communicating the electronic
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detection of the service personnel to a database such as web
server 26 of FI1G. 2.

In FIG. 10, a service truck may travel along a service route
to all of the sites which require service for that day, leaving
from and returning to base 418. The route may have legs
between each stop, such as leg 416, 420, 422, and so forth,
which establish the route.
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FIG. 11 shows one possible GPS locator 450 which may, in
one possible embodiment, be mountable on a truck dashboard
or windshield, such as with a suction cup 454 and a power
connection to a cigarette lighter receptacle, for charging and
perhaps for viewing on display 452 of a road map showing the
route for the day, such as the route shown 1n FIG. 10. Upon
reaching a location 1n a truck, and parking the truck, such as
at parking spaces 424, 428, or the like, locator 450 may be
carried by the service personnel to the environmental equip-
ment system through a respective personnel detection zone.
Alternatively, the personnel detection zone may be large
enough to encompass the parking space for the truck so that 1t
1s notnecessary to remove GPS locator 450 from the truck. Or
both zones may be required to show the service personnel has
been detected depending on the programming. For instance,
parking space 424 1s within service personnel detection zone
430 but not within smaller personnel detection zone 408. In
any case, GPS antenna 456 and GPS 458 will show the geo-
physical position of the service personnel as he moves to
environmental equipment system 408 as being within the
service personnel detection zones 430 and 408.

There are numerous options for communicating GPS infor-
mation or service personnel detection information to servers
or the like using communication systems discussed hereinbe-
fore to provide a record of when the service personnel arrived
and/or how long he/she was on location. For instance, upon
leaving, the service personnel might utilize cellular phone
circuitry 460, 1f this component of device 450 1s available, by
pressing a button to send information that provides an accu-
mulation of time and location data which will show when the
service personnel arrived, how long the service personnel
stayed, the service personnel 1D, when the service personnel
departed, and any other desired information. Microprocessor
memory 462 may also contain the location of the service
personnel detection zone and microprocessor 461 may be
programmed to utilize cellular electronics 460 to send the
time of arrtval and departure without need of the service
personnel to press a button, and may save the information as
a backup in case the cellular line did not make a good con-
nection. As well, 11 the option 1s available, either manually or
under microprocessor control, service personnel detection
information might be sent via local cordless phone circuitry,
or by walkie talkie utilizing local wireless electronics 464.
GPS locator 450 may also comprise I/O 463 that may be
physically connected to a socket 1n the electronics of dialer 12
(See FIG. 1) at the environmental equipment system, or a
computer, or the like at base 418 (See FIG. 10) 1n order to
communicate the presence of the service personnel to a stor-
age unit such as web server 26. GPS locator 450 may also
comprise an electronic means for describing the services
made, the costs, and so forth which may also be downloaded
at base 418, or which could be transmitted as discussed above.
Accordingly, service personal detection information such as
arrival and departure times from location, and perhaps other
information, may be transterred to server 25 (See FIG. 2) or
the like.

GPS locator 450 need not comprise all of the above
described components, some of which are redundant. For
instance, 1n another embodiment shown 1n FIG. 12, ID device
500 may comprise cordless phone circuitry such as send/
receive 1tegrated circuit 504 or other cordless phone cir-
cuitry for wirelessly connecting to dialer 502. Thus, a send/
receive 1ntegrated circuit 1s not required, but may be an
inexpensive means for implementing the device. Dialer 502
may also comprise send/recerve integrated circuit 506. Dialer
502 may make a connection to a telephone line without need
for running wiring by using cordless phone circuitry to con-
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nect to a local phone line through send/receive integrated
circuit 510 which may be 1n a local building such as a house
where the environmental equipment 1s a wastewater system,
as described hereinbetfore 1n connection with FIG. 8. In this
example, each service personnel might be given 1D device
500 which may be 1n the form of a readable card, badge, or the
like. Upon reaching location, a button or any other means on
device 500 may be activated to send ID information such as
the service personnel’s identification number. The button
may also be pressed upon leaving thereby providing a record
of how long and when the service personnel was on location.
The service personnel detection information may then be sent
to server 25 (See FI1G. 2) through line 508. I dialer 502 does
not have a send/receive integrated circuit and instead uses a
hard wired line, then the send/receive chip may be built in or
may be added by connecting module 512 to a connector on
dialer 502 whereby module 512 contains the appropriate elec-
tronics and/or programming.

In FIG. 13, one or more low cost video cameras such as
charge coupled devices 550 may be utilized for monitoring
environmental equipment 552 and/or also for detecting ser-
vice personnel within a service personnel detection zone
which may be formed within a visual range of device 550. The
video data may show what the service personnel do, e.g.,
checking fluid levels. CCD 550 may be activated by pressing
a button, by motion or infra red sensors, or by device 500 or
the like. As well, video frames may be regularly taken and
then discarded except during time periods 1n which the ser-
vice personnel were on location. The video may be used 1n
conjunction with other devices discussed hereinbefore or by
itself. For purposes of the present invention, a CCD camera
sensitive to electromagnetic waves such as light waves may
be considered an electromagnetic antenna.

FIG. 14 1s a schematic diagram showing alarm verification
system 600 for veritying that alarm circuit 610 1n environ-
mental equipment system 606 1s operational, in accord with
one possible embodiment of the present invention. In this
embodiment of the invention, power 1s supplied to building
604 and environmental equipment system 606 from power
lines of power company 602. This power may typically, but
not necessarily, come from a single drop or outlet from a
power line transformer.

As discussed above, it will be understood that a large
number of environmental equipment systems 606, such as
aerobic wastewater treatment systems, are utilized by busi-
nesses and homeowners. The business or homeowner build-
ing 604 1s often located some relatively short distance from
the wastewater treatment system 606 as discussed above.

In one preferred embodiment, breaker box 608 may be
utilized with the wastewater treatment system 606 to provide
circuit overload protection. In this case, alarm circuit 610 may
utilize breaker 612 that 1s separate from the one or more
breakers 614 that supply power to other wastewater treatment
system electrical components 619. Therefore, 1f breakers 614
are tripped, then alarm circuit 610 still has power and will be
able to sense the failure of operation utilizing one or more
sensors as discussed hereinbefore. However, 1t1s possible that
breaker 612 that supplies power to alarm circuit 610 could
trip. In this case, it would be desirable that this malfunction be
detected. As well, 1t 1s possible that functionality of alarm
circuit 610 may be compromised in other ways. While a
seli-test may be utilized to verily sensor operation of alarm
circuit 610, e.g., motor current sensors, other problems may
develop. For instance, transmitter 616 that transmits the alarm
signal could fail.

As discussed above, a regularly scheduled heartbeat signal
may be sent from wastewater treatment system 606 to remote
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server 26 or recerver 14 or other server that would indicate a
failure 1n the event that a regularly scheduled transmission 1s
notreceived. For example only, 11 a heartbeat signal or regular
transmission signal were scheduled for once a month, then a
fallure may be indicated if the heartbeat signal 1s not recerved
by server 26 or recerver 14 within that time period. If desired,
the heartbeat signal could include any readings from alarm
sensors and/or may indicate that a seli-test shows that all
alarm sensors are within the acceptable range of readings.
The heartbeat signal may be sent to a server, such as a third
party server or service company server as discussed above,

In some cases, the cost of sending the heartbeat signal may
be negligible. For instance, if local calls are used or 1if email or
other computer connections are utilized, then a heartbeat
signal could be sent to a server very frequently, perhaps
several times per day or even more often. However, it tele-
phone costs are not negligible, or 1t 1s not desired to utilize the
local telephone line except 1n off hours, it may be desired to
reduce costs of sending the heartbeat signal so that, as a
non-limiting example, only one heartbeat signal 1s sent each
month or 1n any desired time period. Alternatively, 1t may be
desired to eliminate the heartbeat signal and call only 11 there
1s an actual failure in system 606, whether of alarm circuit 610
or equipment 619. Even when costs associated with transmis-
sion of the heartbeat signal are not negligible, 1t may be
desirable that the operational status be verified more ire-
quently than once a month. The present ivention provides
this functionality and/or other functionality without the need
for excessive communication costs or tying up the local tele-
phone line.

If desired, household circuits such as kitchen lights, or the
like, could be powered through breaker 612 which also
includes alarm circuit 610, as some regulators have indicated
may be a desirable option. With such a configuration, the
homeowner would be aware of the power failure due to the
tailure of the kitchen lights or other devices to operate, and
would know to take steps to restore power. However, provid-
ing a common breaker for the household and alarm circuit 610
may be more costly and require the cost of additional wiring,
between building 604 and environmental system 606. The
present invention also eliminates these costs and results 1n a
more reliable system.

As discussed above, such as in conjunction with FIG. 7-9,
system 600 may utilize slave transmitter or slave node 618 for
communication with environmental system 606, Transmitter
616 and slave node 618 may also be referred to herein as first
and second communication nodes. As also discussed above,
local nodes such as slave node 618 may be utilized to check
tor a heartbeat signal of other locally positioned nodes such as
transmitter 616. Accordingly, slave node 618 may be pro-
grammed to detect what 1s referred to herein as a local heart-
beat signal from transmitter 616 to slave node 618. Alarm
circuit 610 may verily operation, run self-tests or the like, and
be programmed to transmit a signal through transmaitter 616
to slave node 618 at any desired time interval, e.g., each
minute, each hour, or the like. If this local heartbeat signal 1s
not recerved by slave node 618, then slave node 618 may be
programmed to report the failure to recerver 14, server 24, or
the like, or wait to report the failure, as discussed below. If the
local heartbeat signal 1s received, then it can be assumed that
alarm circuit 610 and transmitter 616 are functionming prop-
erly 1n which case slave node 618 may be programmed, 1f
desired, to provide an external heartbeat signal to the server at
some desired interval, e.g., a monthly heartbeat signal to
receiver 14 or server 26 or other server to verily operation of
environmental system 606. In another possible embodiment,
the external heartbeat signal to the remote server may be
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climinated as unnecessary 1n light of the local heartbeat signal
between transmitter 616 and slave node 618.

With the local heartbeat signal between alarm circuit 610
and slave node 618, it 1s possible to verily system operation
virtually continuously without imncurring the frequent com-
munication costs to receiver 14, server 24, or the like.

In this non-limiting example, slave node 618 may be pow-
ered by a house circuit through a standard house breaker box
620, and may be used to turn off or flash house lights 622,
flash indicator lights 624, or the like within building 604, to
thereby notily the homeowner that power to alarm circuit 606
and/or other environmental equipment 619 has failed. For
instance, indicator lights 624 may comprise a green light
which stays on when there are no problems and a flashing
yellow light that indicates a problem. As another possibility
or additionally, slave node 618 may comprise a socket into
which a house lamp 622 i1s connected. Alternatively, slave
node 618 may comprise a controller for a house lamp 622 that
may be mounted through a power controller, such as are
commonly used 1n house or building lighting systems, e.g.
controllers that operate wirelessly or through the house wir-
ng.

When communication to the server 1s desired, slave node
618 may connect to a server or recerver, as described herein-
betore, e.g, recerver 14 and/or web server 26. Slave node 618
may connect to recerver 14 or web server 26 or other servers
or recervers via an 800 or 888 number or other toll free
number to avoid long distance phone costs. Alternatively,
slave node 618 may connect via local computer network
and/or via modem, wirelessly, through cable, through house
power line, or the like, to a local ISP (Internet Service Pro-
vider) to provide a warning over the Internet. Slave node 618
may comprise a dialer programmed for dialing the desired
number, perhaps at off times, e.g., 1 AM to 4 AM, to avoid
interference with other phone calls made by the business or
homeowner. To turther reduce communication costs where
groups ol environmental systems may be located, 1f desired,
a local number may be provided 1n the form of a local phone
number for the receiver 14 phone number. For example only,
if receiver 14 1s physically located in Hawaii, a telephone line
may be obtained 1n Hawai that has a Houston, Tex., tele-
phone number whereby callers 1n Houston calling to receiver
14 are charged only for a local call instead of a call to Hawaia.
Alternatively, the local number of an ISP in Houston, Tex.,
may be utilized by slave node 618 whereby an Internet con-
nection made by a local call in Houston, Tex., connects
through the Internet to a server in Hawaii, without incurring
long distance call costs.

As also discussed above, slave node 618 and alarm trans-
mitter 616 may be implemented 1n many ways. For instance,
slave transmitter 618 and alarm transmitter 616 may comprise
a cordless telephone link wherein relatively inexpensive cord-
less telephone itegrated circuits may be utilized. Slave node
618 may simply connect to any household telephone outlet
and may be plugged into a power socket for power. In this
embodiment, as discussed above, service personnel may
carry a badge or device with a similar cordless telephone
integrated circuit to connect to alarm transmitter 616 and/or
slave node 618 to verily their presence at environmental sys-
tem 606, as discussed hereinbetore.

Slave node 618 could be implemented 1n other ways. For
instance, slave node 618 may be programmed to call an ISP to
communicate through the Internet directly to server 24 or
another server. ISPs may be selected which utilize local tele-
phone numbers to reduce phone charges. Heartbeat calls or
communications to the server may include cumulative data
from multiple local heartbeat signals and may include the
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times related to the malfunction. As well, any desired updates
or changes to desired reporting frequency, additional local
telephone numbers to connect to the ISP from the server, or
the like, could be implemented by automatic downloads dur-
ing scheduled reporting times, Alternatively, local telephone
numbers may be set up for recerving local calls to a remotely
located receiver 14 without long distance phone costs, as also
discussed above.

Many possible constructions are available for slave node
618. Instead of being a box that plugs into a wall socket, slave
node 618 may be a circuit board that connects to a local
computer and/or may comprise a wireless connection to a
local network or the like. Other potential constructions of
slave node 618 are described above, such as 1n conjunction
with FIG. 3 and FIG. 7-10.

FIG. 15 1s a flow diagram for operation of slave node 618
which describes operation of alarm verification system 600 in
accord with one possible embodiment of the present mven-
tion. In this embodiment, slave node 618 continuously moni-
tors for a local heartbeat or transmission from transmitter 616
as 1ndicated by decision block 702. The time period may be
virtually any time period, e.g., each second, minute, hour, or
the like. A clock or timer may be provided in slave node 618
for this purpose. Slave node 618 does not need to make a
connection to receiwver 14 or server 24 or other remotely
located server for this purpose. Thus, it 1s not necessary to
incur telephone costs or tie up the local telephone line as slave
node 618 monitors for heartbeat transmissions from transmit-
ter 616. So long as the local heartbeat signal 1s received as
indicated at 704, then the operation of alarm 610 1s verified.

If the heartbeat signal 1s not recerved within a specified
time period as idicated at 706, then 1t may be desirable to
provide a period during which slave node 618 waits before
reporting a problem. The absence of the heartbeat signal may
be temporary due to servicing of the unit by service personnel
or other short term outages. Thus, 1 decision box 708 a
comparison may be made between the elapsed time since the
last heartbeat signal was received and the present time. If the
time 1s less than a desired elapsed time before reporting, e.g.,
12 hours, and/or an early morning reporting time, €.g., 1 AM
to 3 AM, then counter 710 may be used to count the elapsed
time or a clock may be utilized for comparison with a desired
reporting time, or other data may be utilized for making this
determination.

If the elapsed time has expired, or if the desired reporting
time 1s present, then a second check may be made as indicated
at decision box 712. For instance, 1t may be desirable to send
the report only once to avoid wasting phone costs and/or tying,
up the local line. I1 the report has not been sent 1n, 1t may be
desirable for slave node 618 to then contact receiver 14, server
24, or any desired location to report the problem, as indicated
at 714.

The report may state the time period during which the local
heartbeat signal was not recerved. The report may be viewed
by third party operators, regulators, respective service per-
sonnel, and the system owner. The information may be sent to
a service company who may be able to fix the problem
remotely such as by calling the homeowner and asking that
the breaker 612 be checked. If this solves the problem, then a
reset signal may be generated by transmitter 616 and/or by
slave node 618 as indicated at 712 so that should another
heartbeat signal be recetved, then the selected waiting period
betfore reporting will start again.

It desired, a monthly, bimonthly, or other time period heart-
beat signal may be sent from slave node 618 to a remote server
or recerver to verily that the connection between slave node
618 and the remote server or recetver 1s operational, as indi-
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cated at 718 and 720. However, due to the absence of a
working phone line, or warning lights 624 or 622, the home-
owner 15 likely to notice and repair such conditions. For
instance, 11 the phone line goes out, then because the line 1s
preferably the same line which the homeowner may normally
use, it 1s likely the homeowner will get this repaired. Like-
wise, 1f a breaker 1n breaker box 620 1s tripped, the absence of
a circuit 1s likely to be noticed and repaired. As well, power
company 602 may provide outage information that may be
monitored by receiver 14 or server 24, as indicated at 718.

Accordingly, 1n one possible embodiment, the present
invention provides a system which utilizes slave node 618 to
verily operation of alarm circuit 610 at relatively frequent
intervals, e.g., hourly, without the need for continuously con-
tacting a remotely located server or recerver, e.g., server 26,
receiver 14, or the like.

The foregoing disclosure and description of the mvention
1s therefore illustrative and explanatory of a presently pre-
ferred embodiment of the invention and variations thereof,
and 1t will be appreciated by those skilled in the art that
various changes in the design, organization, order of opera-
tion, means of operation, equipment structures and location,
methodology, and use of mechanical/electrical/software
equivalents, as well as 1n the details of the illustrated con-
struction or combinations of features of the various elements,
may be made without departing from the spirit of the mnven-
tion. As well, the drawings are intended to describe the con-
cepts of the invention so that the presently preferred embodi-
ments of the invention will be plainly disclosed to one of skall
in the art but are not intended to be manufacturing level
drawings or renditions of final products and may include
simplified conceptual views as desired for easier and quicker
understanding or explanation of the invention. As well, the
relative size and arrangement of the components may be
greatly different from that shown and still operate within the
spirit of the mvention as described heremnbeifore and 1n the
appended claims. It will be seen that various changes and
alternatives may be used that are contained within the spirit of
the mvention.

Accordingly, because many varying and different
embodiments may be made within the scope of the inventive
concept(s) herein taught, and because many modifications
may be made in the embodiment herein detailed 1n accor-
dance with the descriptive requirements of the law, it 1s to be
understood that the details herein are to be interpreted as
illustrative of a presently preferred embodiment and not in a
limiting sense.

What 1s claimed 1s:
1. A method for verifying operation of an alarm systems in
an environmental equipment system, said method compris-
ng:
mounting a first communication node physically proxi-
mate said alarm system for said environmental equip-
ment system, said first communication node being 1n
clectronic communication with said alarm system;

mounting a second communication node within wireless
communication range of said first communication node,
said second communication node being operable for
clectronically communicating with said first communi-
cation node and with at least one remotely located
server, said first communication node communicating,
only with said second communication node;

programming said first communication node to send a first
verification signal to verily operation of said alarm sys-
tem by said second communication node at a first pre-
determined interval; and
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programming said second communication node to detect
when said first verification signal 1s not received at said
first predetermined interval.

2. The method of claim 1, further comprising programming,
said second communication node to send a second verifica-
tion signal to verily operation of said alarm to said atleast one
remotely located server at a second predetermined interval,
and programming said at least one server to detect when said
second verification signal 1s recerved.

3. The method of claim 1, further comprising programming,
said second communication node such that when said second
communication node detects that said first verification signal
1s not recerved at said first predetermined interval, then one or
more predetermined criteria are checked to determine
whether or not said second communication node sends a
notification signal to said at least one server that said alarm
system 1s not operational.

4. The method of claim 3, wherein said one or more pre-
determined criteria comprise determining whether said {first
verification signal 1s not received for a preselected number of
said first predetermined intervals.

5. The method of claim 3, wherein said one or more pre-
determined criteria comprise determining whether said noti-
fication signal has already been sent to said at least one server.

6. The method of claim 1, further comprising providing a
cordless telephone connection for said electronic communi-
cation between said first communication node and said sec-
ond communication node.

7. The method of claim 1, further comprising connecting,
said environmental equipment system to a power line through
a first breaker, connecting said alarm system to said power
line through a second breaker, and connecting said second
node through a third breaker.

8. The method of claim 7, further comprising utilizing said
second communication node to produce a visual signal physi-
cally adjacent to said second communication node when said
first verification signal 1s not received at said first predeter-
mined interval.

9. The method of claim 1, comprising configuring said
second node to connect only to a phone system.

10. A system for verilying operation of an alarm system of
an environmental equipment system, said system comprising:

a first communication node for said alarm system wherein
said first communication node 1s mounted physically
proximate to said environmental equipment system;

a second communication node wherein said second com-
munication node 1s mounted within wireless communi-
cation range of said first commumcation nodes, said
second communication node being operable for elec-
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tronically communicating with said first communication
node and with at least one remotely located server, said
first communication node communicating only with
said second communication node;

said first communication node being programmed to send

a first verification signal to verily operation of said alarm
system to said second communication nodes at first pre-
determined 1nterval; and

said second communication node detecting when said first

verification signal 1s not received at said first predeter-
mined interval.

11. The system of claim 10, wherein said second commu-
nication node 1s programmed to send a second verification
signal to verily operation of said alarm to said remotely
located server at a second predetermined 1nterval, and said at
least one server being programmed to detect when said sec-
ond verification signal 1s recerved.

12. The system of claim 10, wherein said second commu-
nication node 1s programmed to detect that when said first
verification signal 1s not received at said first predetermined
intervals, then one or more predetermined criteria are
checked to determine whether or not said second communi-
cation node sends a notification signal to said at least one
server that said alarm system 1s not operational.

13. The system of claim 12, wherein said one or more
predetermined criteria comprise determining whether said
first verification signal 1s not received for a preselected num-
ber of said first predetermined 1ntervals.

14. The system of claim 12, wherein said one or more
predetermined criteria comprise determining whether said
notification signal has already been sent to said at least one
SErver.

15. The system of claim 10, further comprising a cordless
telephone connection between said first communication node
and said second communication node.

16. The system of claim 10, further comprising a first
breaker connecting said environmental equipment system to a
power line, a second breaker connecting said alarm system to
apower line, and a third breaker connecting said second node
to a power line.

17. The system of claim 16, further comprising one or more
visual indicators physically adjacent to said second commu-
nication node controlled by said second communication node
wherein said second communication node 1s responsive 1o
tripping of said second breaker to produce a visual signal.

18. The system of claim 10, comprising said second node
being configured to connect only to a phone system.



	Front Page
	Drawings
	Specification
	Claims

