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FIG. 4
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FIG. 6
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FIG. 8
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FIG. 10
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FIG. 12A
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INFORMATION PROCESSING APPARATUS
FOR ACCESSING MEMORY SPACES
INCLUDING A USER MEMORY SPACE AND
A SECURE MEMORY SPACE

BACKGROUND OF THE INVENTION

The present invention relates to an information processing,
apparatus for accessing memory spaces including a user
memory space and a secure memory space.

In maintaining security of a SD card, for example, the
password 1s decoded 1nto decrypted data by hardware using,
the encryption data and the encryption key 1n the SD card. In
the future, 1n order to meet the requirement of a plurality of
encryption events, the decryption may be executed by sofit-
ware for the contents service such as PDA (personal digital
assistant).

As a technique for preventing external leakage of the
decryption software, there 1s a method in which the areas
accessible by the user are differentiated 1n the privileged
mode and the normal mode of OS (operating system). There
1s also a method to prevent external leakage of the decryption
software by a hardware memory protection function such as a
memory management unit.

In PDA using an open source OS such as Linux, the soft-
ware development environment 1s widely disclosed to the
users. As a result, the development of applications 1s facili-
tated. On the other hand, the encryption key, the data and the
instructions stored in the secure memory space inaccessible
in the user mode are may be easily stolen by being transferred
to the user memory space or the external space using the
privileged mode of OS.

In Japan, the digitization in the broadcasting field 1s under
way since December 2000 when the BS digital broadcasting,
was started. The problem has since been encountered of the
violation of the copyright of the digital contents broadcast.
Some broadcast contents providers have come to seek strict
copyright protection in providing the contents. In order to
promote the digitization of the broadcasting media and the
smooth distribution of the digital contents, some action must
be taken to protect the rnight to the broadcast contents.

SUMMARY OF THE INVENTION

Accordingly, the primary object of this mvention 1s to
provide an information processing apparatus i which an
encryption key, data or instructions in secure memory space
cannot be read simply by use of the privileged mode granted
to an open development environment 1n spite of the transpar-
ency of the decryption algorithm.

The above and other objects, features and advantages will
be made apparent by the detailed description below.

A plurality of component elements are described below,
and each means may be configured of either hardware or
software, or a combination of hardware and software.

In order to solve the problems described above, the present
invention provides the following means:

(1) As a first solving means, according to this ivention,
there 1s provided an information processing apparatus for
accessing memory spaces including a user memory space and
a secure memory space, comprising component elements
having the functions ol a general purpose register, a secure
information unit, a data control unit and an address control
unit. The general purpose register 1s used for the CPU opera-
tion and has the function of receiving, delivering and storing,
the data. The secure information unit added to the general
purpose register 1s set to the state not requiring security in the

10

15

20

25

30

35

40

45

50

55

60

65

2

case where the data 1s transferred to the data unit of the
general purpose register from the user memory space, and 1s
set to the state requiring security in the case where the data 1s
transierred from the secure memory space to the data unit of
the general purpose register. The data control unit determines
whether the value of the secure information unit 1s 1n the state
requiring security or the state not requiring security when
writing the data of the general purpose register in the user
memory space, and determines whether the data transfer to
the user memory space 1s to be prohibited or not. The address
control unit has the function of determining which of the user
memory space and the secure memory space 1s indicated by
the address information and selecting the value of the secure
information unit.

The operation of the configuration described above 1s
described below. In the case where the data are stored 1n a
general purpose register by the CPU operation, the address
control unit checks which memory space the data 1s associ-
ated with. In the case where the data 1s read from the user
memory space, the address control unit sets the secure infor-
mation unit to the state requiring no security. In the case
where the data are read from the secure memory space, on the
other hand, the secure information unit 1s set to the state
requiring security. When transferring the data of the general
purpose register to the user memory space, the data control
unit checks the secure information unit, and 1n the case where
the state requiring no security prevails, the data transier 1s
allowed. In the case where the state requiring security pre-
vails, on the other had, the data transfer 1s prohibited.

As described above, the data duplication from the secure
memory space to the user memory space through the register
by the user program can be prohibited. In other words, the
decoding (hacking) ofthe secure program 1s prevented simply
by adding a bit constituting the secure information unit to the
general purpose register without changing the instruction set
of the CPU. Nor 1s 1t necessary to switch between the privi-
leged mode and the normal mode.

(2) In executing the secure program 1n the secure memory
space, assume that the mput contents are decoded and trans-
ferred to the user memory space. The data transfer occurs
from the secure memory space to the user memory space. The
data transfer from the secure memory space to the user
memory space occurs also 1n the case where the function used
for program execution 1s required to be accessed to save the
required data temporarily in the user memory space. If the
data transfer 1s prohibited 1n such a case, the specific opera-
tion of the secure program would be limited. Therefore, the
transier by the user program and the transfer by the secure
program are required to be discriminated from each other.
This protective measure 1s provided by the second solving
means described below.

To provide the second solving means, the information pro-
cessing apparatus according to the mvention comprises, 1n
addition to the component parts of the first solving means
described above, the functions including an instruction fetch
address control unit, an instruction butler, a user program and
a secure program. The instruction fetch address control unit
has the function of determining which of the user memory
space and the secure memory space 1s indicated by the
address information when storing the instruction code 1nput
from the data control umit, and notifying the data control unit
which of the user program and the secure program 1s
executed. The instruction buffer 1s used for processing the
instruction fetch by the CPU, and has the function of storing
the 1nstruction code input from the data control umit therein.
The user program 1s arranged 1n the user memory space and
generated mainly by the user. The secure program, which 1s
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arranged 1n the secure memory space, 1s generated mainly by
the developer and not disclosed to the user. Further, the data
control unit, when transferring the data from the data unit of
the general purpose register to the memory spaces 1n compli-
ance with a transfer mstruction, prohibits the data transier to
the user memory space, in the case where the instruction fetch
address control unit determines that the instruction is fetched
from the user memory space and the value of the secure
information unit 1s in the state requiring security.

The operation of the configuration described above 1s
explained. When transierring the data in the general purpose
register to the user memory space, the instruction fetch
address control unit checks which memory space the particu-
lar transfer instruction has been fetched from. In the case
where the instruction i1s fetched from the secure memory
space, the mstruction fetch address control unit informs the
data control unit, which in turn permaits the data transter from
the general purpose register to the user memory space. When
fetching the 1nstruction from the user memory space, on the
other hand, the instruction fetch address control unit informs
the data control unit, which in turn prohibits the data transier
from the general purpose register to the user memory space.

As described above, 1n the case where the developer devel -
Ops a secure program in the secure memory space, the privi-
lege 1s granted to freely load/store the data between the user
memory space and the secure memory space. In the case
where the user develops a user program in the user memory
space, on the other hand, the data transfer from the secure
memory space to the user memory space may be prohibited.
In other words, the right to freely handle the data 1n the secure
memory space can be discriminated by the secure program
and the user program.

(3) With the first solving means described above, 1t 1s
possible to prohibit the data transier from the secure memory
space to the user memory space through the general purpose
register by the user program. Nevertheless, the process 1s not
prohibited 1n which the result of the operation which may be
executed between general purpose registers, for example, 1s
stored 1n a new register and further 1in the user memory space.
The possibility remains, therefore, that the data 1n the secure
memory space 1s easily estimated by a dummy operation in
which the result of the AND operation between the data read
from the secure memory space into the register and the data of
all “1” 1s stored 1n another register. Therefore, the data usable
for the operation of the user program 1s required to be limited.
This protective measure 1s provided by the third solving
means described below.

In the third solving means, the information processing
apparatus according to the invention comprises, in addition to
the component parts of the second solving means, the func-
tions including a plurality of general purpose registers, a
plurality of secure information units and general purpose
register files. The plurality of the general purpose registers are
used to conduct the operation of the CPU, recerve and deliver
the data from and to the data control unit, and store the data
therein. The plurality of the secure information units are each
added to the corresponding one of the general purpose regis-
ters to set the value of the state requiring security, the status
not requiring security and the state of mnvalid security under
the control of the address control unit. The general purpose
register files have such a function that in the operation
executed between two or more registers using each of the
general purpose registers in compliance with the operation
instruction, the secure information unit of the general purpose
register for storing the result of the arithmetic operation 1s set
to the state of 1nvalid security in the case where the value of
the secure information unit of at least one of the general
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purpose registers 1s 1n the state requiring security. Further, the
data control unit 1s so configured as to prohibit the arithmetic
operation 1n the case where the instruction fetch address
control unit determines that the operation instruction 1is
fetched from the user memory space when the secure infor-
mation unit issues the operation instruction to the general
purpose register 1n the state of ivalid security.

The operation of the aforementioned configuration fol-
lows. Specifically, in accordance with whether the data stored
in the general purpose register and used for the arithmetic
operation are derived from the secure memory space or the
user memory space, the secure information unit 1s set to the
state requiring security or the state not requiring security. In
the case where at least one secure information unit 1s set to the
state requiring security when 1ssuing an operation istruction,
the general purpose register file sets the secure information
unit storing the operation result to the state of invalid security
and notifies the data control unit. The data control unit thus
notified prohibits the arithmetic operation.

As described above, with regard to the contents of the
register storing the data of the secure memory space, the
undesirable manipulation by the operation according to the
user program (for example, the dummy operation 1n which
the result of the AND operation between the data read from
the secure memory space into the register and the data of all
“1” 1s stored 1n another register) 1s prevented. As a result, the
contents stored in the secure memory space are prevented
from being estimated and thereby the secure program 1s pre-
vented from being decoded (hacked).

(4) In the case where registers of two or more values are
compared to each other by the user program, the data in the
secure memory space can be easily estimated by accessing a
status register holding the result of the comparative operation
without knowing the operation result. Many CPUs usually
have a status register. Therefore, the operation using the status
register according to the user program 1s required to be lim-
ited. This protective measure 1s provided by the fourth solving
means described below.

As the fourth solving means, the information processing

apparatus according to the invention further comprises, 1n
addition to the component parts of the second solving means
described above, a status register having the following func-
tions. Specifically, the status register 1s used for the arithmetic
operation of the CPU and has the function of holding the
value of the result of comparative operation as a comparative
flag. In performing the operation between two or more gen-
eral purpose registers in compliance with an operation
instruction, the value of each flag 1s not changed 1n the case
where the value of the secure information unit of at least one
general purpose register 1s in the status requiring security and
the mnstruction fetch address control unit determines that the
operation mnstruction has been fetched from the user memory
space.
The operation of this configuration 1s as follows. Specifi-
cally, in accordance with whether the data stored 1n the gen-
eral purpose register and used for comparison are derived
from the secure memory space or the user memory space, the
secure mnformation unit 1s set 1n the state requiring security or
the state not requiring security. Upon 1ssue of a comparison
instruction, the status register prohibits the comparative flag
from being changed in the case where at least one of the
secure mnformation units 1s 1n the state requiring security.

As described above, even in the case where the user pro-
gram makes the registers having two or more values using the
status register holding the value of the result of the compara-
tive operation as a comparative tlag, the estimation by com-
parison of the contents of the registers storing the data of the
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secure memory space 1s prevented and thus the secure pro-
gram 1s prevented from being decoded.

(3) In (1) to (4) above, 1n the case where the developer
debugs the secure program with the user system, the secure
program 1s required to be monitored 1n the user memory
space. In the process, the debug would be impossible 11 the
data transier from the secure memory space to the user
memory space 1s prohibited. It 1s therefore necessary to can-
cel the function of prohibiting the data transier through the
register. This protective measure 1s provided by the fifth solv-
ing means described below.

In the fifth solving means, the information processing
apparatus according to the invention comprises, 1n addition to
the component parts of the second solving means, the func-
tions including a user 10 space, a secure 10 space, an IC card
and a debug key. The user 10 space 1s a read/write 10 space
used for accessing the user memory space from outside. The
secure 10 space 1s aread/write 10 space used for accessing the
secure memory space from outside. The IC card 1s used con-
nected to the secure 10 space and has the function of storing
the data including the debug key therein. The debug key 1s
stored 1n the IC card and has the function of stopping the
address determination function of the struction fetch
address control unit and the address control unit when the
developer debugs the secure program for the user system and
the program 1s read 1nto the CPU through the secure 10 space.
Further, the data control unit 1s so configured that in the case
where the debug key 1s read into the CPU when transferring
the data from the data unit of the general purpose register to
the memory spaces 1n response to a transfer instruction, the
data transfer to the user memory space 1s not prohibited
regardless from which of the user memory space and the
secure memory space the mstruction is fetched.

The operation of this configuration 1s as follows. Specifi-
cally, in the case where the CPU starts the debug operation
with the IC card connected with the secure 10 space, the
debug key 1s read from the IC card and loaded into the CPU
through the secure 10 space, once the debug key 1s loaded, the
address discrimination function of the instruction fetch
address control unit and the address control unit 1s stopped. In
the case where an instruction 1s fetched from the user memory
space with the debug key not loaded, therefore, the data
transter to the user memory space from the general purpose
register 1s prohibited. In the case where the debug key 1s
loaded and the address discrimination function 1s stopped,
however, the prohibition described above fails to work, and
the data transier from the general purpose register to the user
memory space 1s permitted regardless of from which of the
secure memory space and the user memory space the instruc-
tion 1s fetched.

As described above, in the case where the developer debugs
the secure program with the user system, the function of the
additional b1t of the secure information of the general purpose
register 1s stopped, and free data transier becomes possible
between the user memory space and the secure memory
space, thereby making 1t possible to monitor the secure pro-
gram. Specifically, even 1n the user environment, the devel-
oper can easily debug the secure program with the IC card
having the debug key stored therein, and thus can acquire the
right equivalent to the conventional privileged mode.

(6) As sixth solving means, the information processing
apparatus according to the invention adapted to access
memory spaces including a user memory space and a secure
memory space, comprises the component elements having,
the functions of a secure information generating unit, a gen-
eral purpose register with secure information, a built-in RAM
space with secure information and a data output control unit.
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The secure information generating unit determines which of
the user memory space and the secure memory space 1s indi-

cated by the address information, and delivers the data with

the secure mnformation into the GENERAL PURPOSE REG-
ISTER. The general purpose register has the function of
receiving and holding the data with secure information. The
built-in RAM space receives and holds the data with secure
information from the general purpose register on the one hand
and delivers the data thus held to the general purpose register
at the same time. The data output control unit has the function
of transferring the data to an external space by the secure
information. The data output control unit further has the func-
tion of determining whether the data transfer to the external
space 1s to be prohibited or not, by the value of the secure
information set 1n the general purpose register.

The operation of this configuration 1s as follows. Specifi-
cally, when the data 1s transferred from the memory spaces to
the general purpose register, the secure information generat-
ing unit checks to see which of the user memory space and the
secure memory space 1s associated with the address informa-
tion, generates a corresponding secure information and stores
it with the data 1n the general purpose register. When the data
of the general purpose register 1s written 1n the built-in RAM
space, the particular data are written with the secure informa-
tion at the same time. Also, the data 1n the built-in RAM space
1s written 1n the general purpose register with the secure
information for the particular data. As a result, the secure
information of the data 1s held. When the data of the general
purpose register 1s transferred to an external space, the data
output control umt checks the secure information of the par-
ticular data and 1n the case where the secure information
indicates that the data 1s derived from the user memory space,
permits the transier of the particular data. In the case where
the secure information indicates that the data 1s derived from
the secure memory space, on the other hand, the data transfer
1s prohibited.

As described above, the data transfer from the secure
memory space to an external space by the user program
through the register can be prohibited. In this way, the decod-
ing (hacking) of the secure program 1s prevented. In this case,
the only need 1s to add a bit to the general purpose register as
secure information, and the instruction set of the CPU 1is not
required to be changed. Also, no switching operation 1s
required between the privileged mode and the normal mode.

Further, the security management of the data through the
built-in RAM space 1s made possible, and since the secure
information 1s added to the data, the data of the secure
memory space and the data of the user memory space are
allowed to coexist in the built-in RAM space. In compliance
with the instruction of the user memory space, the secure data
on the built-in RAM space 1s permitted to be rewritten. Thus,
the security management of the built-in RAM space 1s made
possible without affecting the normal use.

(7) As seventh solving means, the information processing
apparatus according to the invention for accessing memory
spaces including a user memory space and a secure memory
space comprises the component elements having the func-
tions described below. Specifically, the information process-
Ing apparatus comprises a secure information generating unit,
a general purpose register with secure information, an
istruction decoder with secure information, a built-in RAM
space with secure information, an interrupt save information
unit with secure information and a data output control unait.
The secure information generating unit determines which of
the user memory space and the secure memory space 1s 1ndi-
cated by the address information, and delivers the data and
instructions with secure mformation added thereto into the
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GENERAL PURPOSE REGISTER. The general purpose
register has the function of recetving and holding the data
with secure iformation. The instruction decoder has the
function of determining whether the istruction under execus-
tion 1s the one derived from the user memory space or the one
derived from the secure memory space. The built-in RAM
space has the function to receive and hold the data with secure
information from the general purpose register and also to
deliver the data thus held to the general purpose register. The
interrupt save information unit has the function of adding the
secure information of the instruction decoder to the data
saved 1n the stack area of the built-in RAM space. The data
output control unit has the function of controlling the data
transter to the external space by the secure information. Fur-
ther, the data output control unit 1s configured 1n such a
manner as to determine whether or not the data transter to the
external space 1s to be prohibited by the value of the secure
information set in the general purpose register.

The operation of the configuration described above 1s as
tollows. Specifically, when the data and/or the instruction 1s
transierred from the memory spaces to the general purpose
register, the secure information generating unit checks to see
from which of the user memory space or the secure memory
space the address information 1s dertved, generates the secure
information corresponding to each space, and stores the data
with secure information in the general purpose register. Also,
the struction decoder holds the decoded instruction with
secure information. In the case where the event of an interrupt
or the like occurs during the execution of the instruction, the
interrupt save information unit saves the data in the stack area
of the built-in RAM space. In the process, the secure mnifor-
mation of the instruction decoder 1s added to the data saved. In
this way, the secure information of the saved data 1s held.
When transierring the data of the general purpose register to
the external space, the data output control unit checks the
secure mformation of the particular data, and in the case
where the secure information indicates that the data 1s derived
from the user memory space, the data transier 1s permitted,
while 1n the case where the secure information indicates that
the data 1s derived from the secure memory space, on the other
hand, the data transter 1s prohibited.

As described above, by adding the secure mnformation to
the data saved 1n the built-in RAM space by an interrupt or the
like, the security management 1s made possible in reading the
data automatically saved in the built-in RAM space. Thus, the
important task of defense against hacking in the secure
memory space 1s made possible.

(8) As an eighth solving means, the information processing
apparatus according to the invention for accessing memory
spaces mcluding a user memory space and a secure memory
space comprises the component elements having the func-
tions described below. The component elements 1include a
secure information generating unit, a general purpose register
with secure information, an instruction decoder with secure
information, a built-in RAM space with secure information,
an interrupt save information unit with secure information, a
stack pointer and a save mnformation rewrite control unit. The
secure information generating unit determines which of the
user memory space and the secure memory space 1s indicated
by the address information, and delivers the data and the
instruction with secure information into the GENERAL
PURPOSE REGISTER. The general purpose register has the
function of recerving and holding the data with secure infor-
mation. The instruction decoder has the function of determin-
ing whether the instruction under execution 1s the one dertved
from the user memory space or the one derived from the
secure memory space. The built-in RAM space has the func-
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tion to recerve and hold the data with secure information from
the general purpose register and also to deliver the data thus
held to the general purpose register. The mterrupt save infor-
mation unit has the function of adding, when an event of an

il

interruption or the like occurs, the secure information of the

instruction decoder to the data saved in the stack area of the
built-in RAM space. The stack pointer defines a part of the
built-in RAM space as a stack area. The save information
rewrite control umit controls the rewrite operation of the stack
area of the built-in RAM space. Further, in the case where the
instruction of the instruction decoder 1s dertved from the user
memory space and intended to rewrite the stack area of the
built-in RAM space, the save information rewrite control unit

prohibits the rewrite operation.

The operation of this configuration 1s as follows. Specifi-
cally, the save information rewrite control umt checks the
instruction of the mstruction decoder and 1n the case where
the 1nstruction of the instruction decoder 1s derived from the
user memory space and intended to rewrite the stack area of
the built-in RAM space, prohibits the rewrite operation.

As described above, the return address to the secure
memory space saved in the built-in RAM space 1s prohibited
from being rewritten in response to the mstruction of the user
memory space by a user interrupt or the like during the execu-
tion of the mstruction of the secure memory space. As a result,
the normal restoration of the secure memory space 1s guaran-
teed, while at the same time limiting the access to the secure
memory space by the instruction of the user memory space. In
addition, the security management of the stack area 1s made
possible by switching the rewrite control operation by the
space indicated by the stack pointer without physically divid-
ing the normal area and the stack area of the built-in RAM
space.

(9) As a ninth solving means, the information processing
apparatus according to the invention for accessing memory
spaces including a user memory space and a secure memory
space comprises the component elements having the func-
tions described below. Specifically, the information process-
ing apparatus comprises a DMA with secure information, a
secure nformation generating unit, a built-in RAM space
with secure information and a data output control umt. The
secure mformation generating unit determines which of the
user memory space and the secure memory space 1s indicated
by the address information, and delivers the data with secure
information mto the DMA. The built-in RAM space has the
function to recerve and hold the data with secure information
from the DMA and also to deliver the data thus held to the
DMA. The data output control unit has the function of con-
trolling the data transier to the external space by the secure
information. Further, the data output control unit 1s config-
ured 1n such a manner as to determine whether or not the data
transier to the external space 1s prohibited by the value of the
secure mnformation set in the DMA.

The operation of the configuration described above 1s as
follows. Specifically, the security management of the data
through the DMA 1s made possible by causing the secure
information to follow the DMA data transterred not through
the CPU. Also 1n the case where the data and the 1nstructions
in the secure memory space are used by being developed 1n
the built-in RAM space by the DMA, the security manage-
ment of the data and the instructions in the secure memory
space 1s made possible. Also 1n the case where the data and the
instructions in the built-in RAM space are transierred to the
external space by the DMA, the security management of the
data and the 1nstructions 1n the secure memory space 1s made
possible.




US 7,523,279 B2

9

(10) As a tenth solving means, the information processing
apparatus according to the invention for accessing memory
spaces mcluding a user memory space and a secure memory
space comprises the component elements having the func-
tions described below. Specifically, the information process- 2
Ing apparatus comprises a secure information generating unit,
a general purpose register with secure information, an
instruction decoder with secure imformation, an operating
unit with secure information and a data output control unait.
The secure information generating unit determines which of
the user memory space and the secure memory space 1s 1ndi-
cated by the address information, and delivers the data and

instructions with secure information into the GENERAL
PURPOSE REGISTER. The general purpose register has the

function of recerving and holding the data with secure infor-
mation. The mstruction decoder has the function of determin-
ing whether the istruction under execution 1s the one dertved
from the user memory space or the one derived from the
secure memory space. The operating unit has the function of
reflecting the secure information of the instruction decoder in
the arithmetic operation executed in accordance with an
instruction decoded in the instruction decoder. The data out-
put control unit has the function of controlling the data trans-
fer to the external space by the secure information. Further,
the data output control unit 1s configured 1n such a manner as
to determine whether or not the data transier to the external
space 1s prohibited or not by the secure information set in the
general purpose register and the secure information set in the
operating unit.
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The operation of the configuration described above 1s as

tollows. Specifically, this configuration provides a protective
means against the leakage of the result of the arithmetic
operation into the external space. In the case where an instruc-
tion of the secure memory space for performing the arith-
metic operation 1s executed without any secure information in
the arithmetic operation result, the particular arithmetic
operation result 1s liable to be read out into the external space.
Even 1n the case where all the data to be arithmetically oper-
ated are derived from the user memory space or the secure
data 1s not expressly indicated 1n the secure information unit,
therefore, the secure information added to the nstruction of
the secure memory space 1s reflected in the secure informa-
tion of the operatmg unit. By doing so, the arithmetic opera-
tion result 1s prevented from flowing out into the external 45
space, and the estimation of the contents of the mstruction of
the secure memory space from the arithmetic operation result

1s prevented.

35
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The foregoing and other aspects will become apparent
from the following description of the invention when consid- 50
ered 1n conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic diagram showing a configuration of 2

an information processing apparatus according to a {first
embodiment of the invention;

FIG. 2 1s a flowchart showing the operation of the infor-
mation processing apparatus according to the first embodi-

. . 60
ment of the invention;

FIG. 3 1s a schematic diagram showing a configuration of
an mformation processing apparatus according to a second
embodiment of the invention;

FI1G. 4 1s a flowchart showing the operation of the infor- 65
mation processing apparatus according to the second embodi-
ment of the invention:
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FIG. 5 1s a schematic diagram showing a configuration of
an information processing apparatus according to a third
embodiment of the invention;

FIG. 6 1s a flowchart showing the operation of the infor-
mation processing apparatus according to the third embodi-
ment of the invention;

FIG. 7 1s a schematic diagram showing a configuration of
an 1nformation processing apparatus according to a fourth
embodiment of the invention;

FIG. 8 15 a flowchart showing the operation of the infor-
mation processing apparatus according to the fourth embodi-
ment of the invention;

FIG. 9 1s a schematic diagram showing a configuration of
an 1formation processing apparatus according to a fifth
embodiment of the invention;

FIG. 10 1s a flowchart showing the operation of the infor-
mation processing apparatus according to the fifth embodi-
ment of the invention;

FIG. 11 1s a schematic diagram showing a configuration of
an information processing apparatus according to a sixth
embodiment of the invention;

FIG. 12A 15 a schematic diagram showing a built-in RAM
space with secure information according to the sixth to tenth
embodiments of the invention, and FIG. 12B 1s a schematic
diagram showing a general purpose register with secure infor-
mation;

FIGS. 13A and 13B are diagrams showing the state of
accessing the built-in RAM space according to the sixth to
ninth embodiments of the invention;

FIG. 14 a schematic diagram showing a configuration of an
information processing apparatus according to a seventh
embodiment of the invention;

FIG. 15A 1s a schematic diagram showing an instruction
decoder with secure information according to the seventh,
eighth and tenth embodiments of the invention, and FIG. 15B
1s a schematic diagram showing an interrupt save information
unit with secure information;

FIG. 16 1s a schematic diagram showing a configuration of
an 1nformation processing apparatus according to an eighth
embodiment of the invention;

FIGS. 17A and 17B are status diagrams of a stack area in
the built-in RAM space with secure information according to
the eighth embodiment of the mvention;

FIG. 18 1s a schematic diagram showing a configuration of
an information processing apparatus according to a ninth
embodiment of the invention;

FIG. 19 1s a schematic diagram showing a DMA with
secure information according to the ninth embodiment of the
imnvention;

FIG. 20 1s a schematic diagram showing a configuration of

an information processing apparatus according to a tenth
embodiment of the invention; and

FIG. 21 1s a schematic diagram showing an operating unit
with secure information according to the tenth embodiment
of the mvention.

In all these figures, like components are indicated by the
same numerals.

DESCRIPTION OF THE PR.
EMBODIMENTS

s
Y

ERRED

The mformation processing apparatus according to pre-
terred embodiments of the invention 1s explained below with
reference to the drawings.
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First Embodiment

FIG. 1 1s a schematic diagram showing a configuration of
an information processing apparatus according to a first
embodiment of the invention. In FIG. 1, reference numeral 5
100 designates an information processing apparatus, numeral
101 a CPU, numeral 102 a general purpose register {ile,
numeral 103 a general purpose register, numeral 104 a secure
information unit, numeral 105 a data control unit, numeral
106 an address control unit, numeral 107 a data/address bus, 10
numeral 110 a user memory space (RAM), and numeral 120
a secure memory space (ROM). Of these component parts,
the information processing apparatus 100 represents the
whole block of the apparatus connected externally with a user
memory space 110 and a secure memory space 120. 15

The CPU 101 has the general purpose register file 102, and
by accessing the user memory space 110 and the secure
memory space 120, reads and writes the data from and 1nto the
general purpose register 103. The general purpose register file
102 has the general purpose register 103 and the secure infor- 20
mation unit 104 corresponding thereto. The general purpose
register 103 1s used for the arithmetic processing by the CPU
101, and has the function of recerving and delivering the data
from and to the data control unit 105 and storing the data
therein. The secure information unit 104 1s added to the gen- 25
eral purpose register 103, and under the control of the address
control unit 106, can be set to the value of the state requiring
security or the state not requiring security.

The data control unit 105 writes the data mput from the
data/address bus 107 in the general purpose register file 102, 30
and outputs the data recerved from the general purpose reg-
ister file 102 to the data/address bus 107 and writes the par-
ticular data in the user memory space 110. The data control
unit 105 has the function, in performing this write operation,
to check the value of the secure information unit 104 and to 35
perform the control operation as to whether the write opera-
tion 1s to be prohibited or not.

The address control unit 106 has the function of determin-
ing which of the user memory space 110 and the secure
memory space 120 1s indicated by the address information 40
input from the data/address bus 107, and selecting the value of
the secure information unit 104 in the general purpose register
file 102.

The data/address bus 107 connects the data control unit
105, the address control unit 106, the external memory data 45
bus 130 and the external memory address bus 140 to each
other, and has the function of recerving and delivering the data
or the address from and to them.

The user memory space 110 1s a read/write memory, and
has the function of inputting or outputting the data from and 50
to the external memory data bus 130 by the address informa-
tion input from the external memory address bus 140.

The secure memory space 120 1s a read-only memory, and
has the function of outputting the data to the external memory
data bus 130 by the address information input from the exter- 55
nal memory address bus 140.

The external memory data bus 130 has the function of
receiving and delivering the data between the mformation
processing apparatus 100 and the user memory space 110 or
the secure memory space 120. 60

The external memory address bus 140 has the function of
delivering the address information recerved from the infor-
mation processing apparatus 100 to the user memory space
110 or the secure memory space 120.

Next, the operation of the information processing appara- 65
tus according to the first embodiment having this configura-
tion 1s explained.
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FIG. 2 1s a flowchart showing the operation of the first
embodiment. In FIG. 2, numeral 601 designates the step of
1ssuing a load istruction, numeral 602 the step of identifying
a load address, numeral 603 the step of setting the state
requiring security, numeral 604 the step of setting the state not
requiring security, numeral 605 the step of storing the data in
the general purpose register, numeral 606 the step of 1ssuing
a store instruction, numeral 607 the step of determining the
security state, numeral 608 the step of storing the data in the
user memory space, and numeral 609 the step of prohibiting
the storage 1n the user memory space.

The step 601 of 1ssuing a load instruction 1s to 1ssue a load
instruction to the external memory from the CPU 101. Upon
completion of this step, the process proceeds to the step 602
of identifying the load address.

In the step 602 of determining the load address, the address
control unit 106 determines whether the address information
input from the data/address bus 107 1s associated with the
secure memory space 120 or not. This 1s to determine from
which the data to be stored 1n the general purpose register 103
1s to be read, the secure memory space 120 or the user
memory space 110. In the case where it 1s determined that the
data 1s derived from the secure memory space 120, the pro-
cess proceeds to the step 603 of setting the state requiring
security. Otherwise (1.e. 1n the case where the data 1s derived
from the user memory space 110), the process proceeds to the
step 604 of setting the state not requiring security.

The step 603 of setting the state requiring security 1s such
that the address control unit 106 sets the value of the secure
information unit 104 to the state requiring security. This step
1s executed in the case where the data to be stored in the
general purpose register 103 1s read from the secure memory
space 120, 1n which case the operation 1s required to be set to
the state requiring security. Upon completion of this step, the
process proceeds to the step 6035 of storing the data in the
general purpose register.

The step 604 of setting the state not requiring security 1s
such that the address control unit 106 sets the value of the
secure information unit 104 to the state not requiring security.
This step 1s executed 1n the case where the data to be stored 1n
the general purpose register 103 1s read from the user memory
space 110, in which case the operation 1s set to the state not
requiring security. Upon completion of this step, the process
proceeds to the step 603 of storing the data in the general
purpose register.

The step 6035 of storing the data in the general purpose
register 1s such that the CPU 101 stores in the general purpose
register 103 the data recerved from the external memory
through the external memory data bus 130, the data/address
bus 107 and the data control unit 105. Upon completion of this
step, the process proceeds to the step 606 of 1ssuing a store
istruction.

In the store nstruction 1ssue step 606, the CPU 101 1ssues
a store mstruction to the external memory. Upon completion
of this step, the process proceeds to the security state deter-
mining step 607.

The security state determining step 607 1s such that the data
control unit 105 determines whether the value of the secure
information umt 104 1s 1n the state not requiring security or
not. In the case where the result of determination shows the
state not requiring security, the process proceeds to the step
608 of storing the data 1n the user memory space. Otherwise
(1.e. 1in the case of the state requiring security), the process
proceeds to the step 609 of prohibiting storage in the user
memory space.

The step 608 of storing the data in the user memory space
1s such that the CPU 101 stores 1n the user memory space 110
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the data received from the general purpose register 103
through the data control unit 105, the data/address bus 107
and the external memory data bus 130. Upon completion of
this step, the operation 1s over.

The step 609 of prohibiting the data storage in the user
memory space 1s such that the CPU 101 prohibits the storage,
in the user memory space 110, of the data recerved from the
general purpose register 103 through the data control unit
105, the data/address bus 107 and the external memory data
bus 130. Upon completion of this step, the operation 1s over.

Specifically, the data are allowed to be transierred from
cither the user memory space or the secure memory space to
the general purpose register. The data received from the user
memory space 1s allowed to be transierred from the general
purpose register to the user memory space, whereas the data
received from the secure memory space 1s prohibited from
being transterred from the general purpose register to the user
memory space.

The aforementioned configuration can prohibit the data
duplication from the secure memory space to the user
memory space through the register by the user program. In
this way, the decoding (hacking) of the secure program can be
prevented. In this case, the feature of this embodiment lies in
that the only need 1s to provide an additional bit representing,
the secure information unit 1in the register, but there 1s no need
of changing the instruction set of the CPU. Nor 1s 1t necessary
to switch between the privileged mode and the normal mode,
thereby exhibiting the conspicuous effect of providing a pro-
tective means 1n simplistic fashion.

Second Embodiment

The first embodiment described above harbors the follow-
ing problem. Specifically, in the case where the secure pro-
gram 1s executed 1n the secure memory space, the data may be
transierred from the secure memory space to the user memory
space. In the fee-charging music distribution service, for
example, the MP3 contents distributed are decoded and the
decoded WAVE data are transierred to the user memory
space. The need of data transier from the secure memory
space to the user memory space occurs also 1n the case where
the function used at the time of program execution 1s accessed
and the necessary data 1s required to be temporarily saved 1in
the user memory space. The prohibition, 1f any, of the data
transier in such a case would pose the problem that the opera-
tion based on the secure program 1s limited. A new mecha-
nism 1s necessary, therefore, to discriminate the transier
based on the user program and the transfer based on the secure
program from each other. A protective measure against this
problem 1s provided by the second embodiment of the inven-
tion. The configuration of the information processing appa-
ratus according to the second embodiment 1s explained
below.

FI1G. 3 1s a schematic diagram showing the configuration of
the information processing apparatus according to the second
embodiment of the invention. In FIG. 3, similar blocks to
those of the first embodiment shown 1n FIG. 1 are designated
by the same reference numerals, respectively, and not
described again.

Numeral 108 designates an instruction fetch address con-
trol unit, numeral 109 an 1nstruction buifer, numeral 110p a
user program, and numeral 120p a secure program.

The 1nstruction fetch address control unit 108 has an
instruction buifer 109 and determines which of the user
memory space 110 and the secure memory space 120 1s
indicated by the address information input from the data/
address bus 107 when the instruction code mput from the data
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control unit 105 1s stored 1n the nstruction bufier 109. The
instruction fetch address control unit 108 notifies the data
control unit 105 which of the user program 110p and the
secure program 120p 1s executed as the result of the determi-
nation.

The 1nstruction buffer 109 1s used for the instruction fetch
process by the CPU 101, and has the function of storing
therein the mstruction code mput from the data control unit
105.

The user program 110p 1s arranged 1n the user memory
space 110 and generated mainly by the user.

The secure program 120p 1s arranged 1n the secure memory
space 120 and generated mainly by the developer. The con-
tents of the secure program 120p are not disclosed to the user.

Next, the operation of the information processing appara-
tus according to the second embodiment having the above-
mentioned configuration 1s explained.

FIG. 4 1s a flowchart showing the operation of the second
embodiment. In FIG. 4, the same steps as those explained 1n
the first embodiments are designated by the same reference
numerals, respectively, and not described again.

In the case where the data to be stored in the general
purpose register 103 are read from the secure memory space
120, the secure information umt 104 is set 1n the state requir-
ing security in step 603. In the case where the data to be stored
in the general purpose register 103 are read from the user
memory space 110, on the other hand, the secure information
umt 104 1s set 1n the state not requiring security in step 604.

Numeral 701 designates a load address determining step.
In this step, the instruction fetch address control unit 108
determines whether the address information mput from the
data/address bus 107 1s associated with the secure memory
space 120 or not. This step 1s executed by determining with
which of the secure program 120p in the secure memory
space 120 and the user program 110p 1n the user memory
space 110 the mstruction 1s associated. In the case where the
determination shows that the address information 1s dertved
from the secure memory space 120, the process proceeds to
the step 608 of storing the data 1n the user memory space.
Otherwise, the process proceeds to the step 609 of prohibiting
the storage in the user memory space.

Specifically, in the case where the data read from the secure
memory space into the general purpose register 1s mainly the
secure program, and the particular secure program attempts to
use the user memory space, the attempted use of the user
memory space 1s permitted. In the case where the data read 1s
mainly the user program and the particular user program
attempts to use the user memory space, however, the
attempted use of the user memory space 1s prohibited.

In the case where the secure program 1s developed 1n the
secure memory space by the developer with the configuration
described above, the privilege of freely loading/storing in the
areas of the user memory space and the secure memory space
can be granted. In the case where the user develops the user
program 1n the user memory space, on the other hand, the data
transier from the secure memory space to the user memory
space can be prohibited. In other words, the significant effect
1s achieved 1n which the right to freely handle the data in the
secure memory space 1s differentiated between the secure
program and the user program.

Third Embodiment

The first embodiment described above also poses the 1ol-
lowing problem. Specifically, the data transfer from the
secure memory space to the user memory space through the
general purpose register according to the user program can be
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prohibited. In the mutual anithmetic operation between the
general purpose registers, however, the process of storing the
result of the arithmetic operation 1n a new register and storing,
it 1n the user memory space 1s not prohibited. As an example,
the problem 1s that the data 1n the secure memory space can be
casily estimated by a dummy operation in which the data read
from the secure memory space into the register and the data of
all “1” are subjected to the AND operation and the result of
the AND operation 1s stored 1n another register. It 1s neces-
sary, therefore, to provide anew mechanism by which the data
usable for the operation of the user program 1s limited. A
protective measure against this problem 1s provided by the
third embodiment of the invention. The configuration of the
information processing apparatus according to the third
embodiment 1s explained below.

FIG. 5 1s a schematic diagram showing a configuration of
the information processing apparatus according to the third
embodiment of the invention. In FIG. 5, the same blocks as
those 1 FIGS. 1 and 3 described in the first and second
embodiments are designated by the same reference numerals,
respectively, and not described again.

Numeral 300 designates a {irst general purpose register,
numeral 301 a second general purpose register, numeral 302
a third general purpose register, numeral 303 a first secure
information unit, numeral 304 a second secure information
unit, and numeral 305 a third secure information unit.

The first general purpose register 300, the second general
purpose register 301 and the third general purpose register
302 are used for the anthmetic operation by the CPU 101 to
receive and deliver the data from and to the data control unit
105 and have the function of storing the data therein.

The first secure information unit 303, the second secure
information unit 304 and the third secure information unit
305 are added to the first general purpose register 300, the
second general purpose register 301 and the third general
purpose register 302, respectively, and under the control of
the address control unit 106, can be set to the state requiring,
security or the state not requiring security or the state of
invalid security.

Next, the operation of the information processing appara-
tus according to the third embodiment having the above-
mentioned configuration 1s explained.

FIG. 6 1s a flowchart showing the operation of the third
embodiment. In FIG. 6, the same steps as those 1n FIGS. 2 an
4 described in the first and second embodiments are desig-
nated by the same reference numerals, respectively, and not
described again.

In the case where the data to be stored in one of the general
purpose registers 1s read from the secure memory space 120,
the corresponding secure information units are set in the state
requiring security in step 603. In the case where the data to be
stored 1n one of the general purpose registers 1s read from the
user memory space 110, on the other hand, the secure 1infor-
mation unit 1s set to the state not requiring security in step 604.

Numeral 801 designates the step of storing the data 1n the
first and second general purpose registers, numeral 802 the
step of the CPU 1ssuing an arithmetic operation instruction
using the first and second general purpose registers, numeral
803 the step of determining whether the first secure informa-
tion unit 1s 1n the state requiring security or not, numeral 804
the step of determining whether the second secure informa-
tion unit 1s 1n the state requiring security or not, numeral 805
the step of setting the third secure information unit to the
value of invalid security, numeral 806 the step of setting the
third secure information umit to the state of mnvalid security,
numeral 807 the step of storing the result of the arithmetic
operation of the third general purpose register, numeral 808
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the step of the CPU issuing an instruction of the arithmetic
operation using the third general purpose register, numeral
809 the step of determining whether the third secure infor-
mation unit 1s in the state requiring security or not, numeral
810 the step of prohibiting the arithmetic operation, numeral
811 the step of the CPU 1ssuing a clear instruction to the third
general purpose register, and numeral 812 the step of setting
the third secure mformation unit to the state not requiring,
security.

The step 801 of storing the data in the first and second
general purpose registers 1s such that the CPU 101 stores the
data recerved from the external memory through the external
memory data bus 130, the data/address bus 107 and the data
control unit 105 1n the first general purpose register 300 and
the second general purpose register 301. Upon completion of
this step, the process proceeds to the step 802 of the CPU
1ssuing the instruction for the arithmetic operation using the
first and second general purpose registers.

The step 802 of the CPU 1ssuing the instruction for arith-
metic operation using the general purpose registers (1 and 2)
1s such that the CPU 101 executes some arithmetic operation
(ADD, SUB, etc.) using the first general purpose register 300
and the second general purpose register 301. Upon comple-
tion of this step, the process proceeds to the step 803 of
determining whether the first secure information unit 1s in the
state requiring security or not.

In step 803, the data control unit 105 determines whether
the value of the first secure information unit 303 1s 1n the state
requiring security or not. In the case where the result of this
determination indicates that the first information unit 303 1s 1n
the state requiring security, the process proceeds to the step
805 of setting the third secure information unit to the state of
invalid security. Otherwise (1.e. 1n the case of the state not
requiring security), the process proceeds to the step 804 of
determining whether the second secure information unit 1s 1n
the state requiring security or not.

In step 804, the data control unit 105 determines whether
the value of the second secure information unit 304 1s 1n the
state requiring security or not. In the case where the result of
determination shows the state requiring security, the process
proceeds to the step 803 of setting the third secure informa-
tion unit 1n the state of mvalid security. Otherwise (1.e. 1n the
case of the state not requiring security), the process proceeds
to the step 806 of setting the third secure information unit in
the state not requiring security.

In step 805, the address control unit 106 sets the value of
the third secure information unit 303 to the state of mvalid
security. Upon completion of this step, the process proceeds
to the step 807 of storing the result of the arithmetic operation
in the third general purpose register.

In steps 803 to 805, the value of the third secure informa-
tion unit 305 1s set to the state of invalid security in the case
where at least one of the data stored in the first general
purpose register 300 and the data stored 1n the second general
purpose register 301 1s read from the secure memory space
120.

In step 806, the address control unit 106 sets the value of
the third secure information unit 305 to the state not requiring
security. Upon completion of this step, the process proceeds
to the step 807 of storing the result of the arithmetic operation
in the third general purpose register.

In the process of steps 803 to 806, the value of the third
secure 1nformation unit 305 1s set to the state not requiring
security 1n the case where both the data stored in the first
general purpose register 300 and the data stored 1n the second
general purpose register 301 are read from the user memory
space 110.
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In step 807, the result of the arithmetic operation of the first
general purpose register 300 and the result of the arithmetic
operation of the second general purpose register 301 are
stored 1n the third general purpose register 302. Upon
completion of this step, the process proceeds to the step 808
in which the CPU 1ssues operating instructions.

The step 808 of 1ssuing the CPU operation instruction
using the third general purpose register 1s such that the CPU
101 executes some process (store, jump, etc.) for arithmetic
operation using the third general purpose register 302. Upon
completion of this step, the process proceeds to the step 809
of determining whether the third secure information unit is 1n
the state requiring security or not.

In step 809, the data control unit 105 determines whether
the value of the third secure information unit 305 is in the state
of 1nvalid security or not. In the case where the result of
determination 1s 1n the state of 1nvalid security, the process
proceeds to the step 810 of prohibiting the arithmetic opera-
tion. Otherwise (1.e. 1n the state not requiring security or the
state requiring security), the process proceeds to the step 811
in which the CPU 1ssues a clear instruction to the third general
purpose register.

In step 811, the CPU 101 executes the process of clearing,
(CLR) the third general purpose register 302. Upon comple-
tion of this step, the process proceeds to the step 812 for
setting the third general purpose register to the state not
requiring security.

In step 812, the address control unit 106 sets the value of

the third secure information unit 305 to the state not requiring,
security. Upon completion of this step, the operation 1s over.

Specifically, in the case where the data 1s read from the
secure memory space into the general purpose register and
turther the arithmetic operation 1s to be performed using the
particular data, the arithmetic operation 1s prohibited by set-
ting the value of the secure information unit 305 to the state of
invalid security.

With the configuration described above, the contents of the
registers storing the data derived from the secure memory
space cannot be subjected to the arithmetic operation (i.e.
arithmetic operation under the four rules, including ADD (+),
SUB (-), MUL (x), DIV (+)) according to the user program.
As aresult, the estimation of the contents stored 1in the secure
memory space 1s prevented. Assuming that the dummy opera-
tion 1s allowed 1n which the result of the AND operation (for
example, 8'b11010011 & 8'11111111=8'"b11010011)
between the data read from the secure memory space into the
register and the data of all *“1” 1s stored in another register,
then the secure program may be decoded (hacked) through
the estimation of the data in the secure memory space.
According to this embodiment, however, a significant effect
1s exhibited in which the decoding of the secure program 1s
prevented.

Fourth Embodiment

The first embodiment described above also poses the fol-
lowing problem. Specifically, by comparing the registers 1n
binary or more digits according to the user program, the data
in the secure memory space may be estimated easily by
accessing a status register holding the result of the compara-
tive arithmetic operation without knowing the result of the
arithmetic operation. Substantially all of the many CPUs
existing 1n this world have a status register. Therefore, a new
mechanism 1s required to limit the arithmetic operation using,
the status register according to the user program. A protective
measure 1s provided by the fourth embodiment of the mven-
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tion. The configuration of the information processing appa-
ratus according to the fourth embodiment 1s explained below.

FIG. 7 1s a schematic diagram showing a configuration of
the information processing apparatus according to the fourth
embodiment of the invention. In FIG. 7, the blocks similar to
those of the first to third embodiments shown 1in FIGS. 1, 3
and 3 are designated by the same reference numerals, respec-
tively, and not described again.

Numeral 400 designates a status register which 1s used for
the arithmetic operation by the CPU 101 and has the function
of holding the value of the result of the comparative arith-
metic operation as a comparative flag.

Next, the operation of the information processing appara-
tus according to the fourth embodiment having this configu-
ration 1s explained.

FIG. 8 1s a flowchart showing the operation of the fourth
embodiment. In FIG. 8, the steps similar to those of the first to
third embodiments shown 1n FIGS. 2, 4 and 6 are designated
by the same reference numerals, respectively, and not
described again.

In the case where the data to be stored 1n one of the general
purpose registers 1s read from the secure memory space 120,
the corresponding secure information unit 1s set to the state
requiring security in step 603. In the case where the data to be
stored 1n a given general purpose register 1s read from the user
memory space 110, on the other hand, the secure information
unit 1s set to the state not requiring security in step 604.

Numeral 901 designates the step of comparative arithmetic
operation of the first and second general purpose registers,
numeral 902 the step of prohibiting the change of the com-
parative flag of the status register, and numeral 903 the step of
changing the comparative tlag of the status register.

In step 901, the CPU 101 executes the process of compara-
tive arithmetic operation (CMP, etc.) using the first general
purpose register 300 and the second general purpose register
301. Upon completion of this step, the process proceeds to the
step 803 of determining whether the first secure information
unit 1s set to the state requiring security or not.

In the determining step 803, the data control unit 105
determines whether the value of the first secure information
unmit 303 1s in the state requiring security or not, and 1n accor-
dance with the result of determination, the process proceeds
to step 902 or 804. In the determining step 804, the data
control unit 105 determines whether the value of the second
secure information unit 304 1s 1n the state requiring security or
not, and 1n accordance with the result of determination, the
process proceeds to step 902 or 903.

In step 902, the value of the comparative tlag of the status
register 400 1s prohibited from being changed in accordance
with the result of the comparative arithmetic operation in the
comparative arithmetic operation process 901 of the first and
second general purpose registers. Upon completion of this
step, the operation 1s over.

In steps 803, 804 and 902, the value of the comparative tlag
of the status register 400 1s prohibited from being changed 1n
the case where the at least one of the data stored 1n the first
general purpose register 300 and the data stored 1n the second
general purpose register 301 1s read from the secure memory
space 120.

In step 903, the value of the comparative flag of the status
register 400 1s changed in accordance with the result of the
comparative arithmetic operation in the step 901 of compara-
tive arithmetic operation between the first and second general
purpose registers. Upon completion of this step, the operation
1S over.

In steps 803, 804 and 903, the value of the comparative tlag
of the status register 400 1s allowed to be changed and the
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comparative arithmetic operation 1s permitted in the case
where both the data stored 1n the first general purpose register
300 and the data stored 1n the second general purpose register
301 are read from the user memory space 110.

Specifically, in the case where the data are read from the
secure memory space into a general purpose register, the
comparison, which may be attempted using the particular
data, 1s prohibited.

With this configuration, even in the case where the registers
of binary or digits are compared using a status register hold-
ing the result of the comparative arithmetic operation as a
comparative flag, the estimation of the register contents
stored 1n the secure memory space by comparison 1s pre-
vented. In other words, the significant effect of preventing the
decoding of the secure program 1s exhibited.

Fitth Embodiment

In the case where the developer debugs the secure program
for the user system in the first to fourth embodiments
described above, the secure program 1s required to be moni-
tored 1n the user memory space. The prohibition of data
transier from the secure memory space to the user memory
space poses the problem that the debugging 1s impossible. A
new mechanmism 1s required, therefore, to cancel the function
of prohibiting the data transfer through a register. A protective
measure against this problem is provided by the fifth embodi-
ment. The configuration of the information processing appa-
ratus according to the fifth embodiment 1s described below.

FIG. 9 1s a schematic diagram showing a configuration of
the information processing apparatus according to the fifth
embodiment of the invention. In FIG. 9, the blocks similar to
those described in the first to fourth embodiments shown in
FIGS. 1, 3, 5 and 7 are designated by the same reference
numerals, respectively, and not described again.

Numeral 500 designates a terminal PC, numeral 501 a user
10 space (RAM), numeral 502 a secure 10 space (RAM),
numeral 503 an IC card and numeral S503 a debug key.

The terminal PC 500 1s used by the developer when debug-
ging the secure program 120p and connected to the user 10
space 501. This terminal PC 500 has the function of debug-

ging the program to be debugged 1n the user memory space
110.

The user 10 space 501 1s a read/write space used for access-
ing the user memory space 110 from outside.

The secure 10 space 502 1s a read/write space used for
accessing the secure memory space 120 from outside.

The IC card 503 1s used connected with the secure 10 space
502 and has the function of storing the data such as the debug

key S503 therein.

The debug key S503 1s stored 1n the IC card 503, and when
read out by the CPU 101 through the secure 10 space 502
when the developer debugs the secure program 120p for the
user system, stops the address determiming function of the
instruction fetch address control unit 108 and the address
control unit 106.

Next, the operation of the information processing appara-
tus according to the fifth embodiment having the above-men-
tioned configuration 1s explained.

FIG. 10 1s a flowchart showing the operation of the fifth
embodiment. In FIG. 10, the steps similar to those described
in the first to fourth embodiments shown 1n FIGS. 2, 4, 6 and
8 are designated by the same reference numerals, respec-
tively, and not described again.

Numeral 1001 designates the step of iputting the debug
key, numeral 1002 the step of loading the debug key, numeral
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1003 the step of stopping the instruction fetch address control
umt, and numeral 1004 the step of stopping the address con-
trol unit.

The debug key mput step 1001 1s to mput the debug key
S503 from the IC card 503 1nto the secure 10 space 5302. Upon

completion of this step, the process proceeds to the debug key
load step 1002.

The debug key load step 1002 1s such that the CPU 101
reads the debug key S503 from the secure 10 space 502
through the external memory data bus 130, the data/address
bus 107 and the data control unit 105. Upon completion of this
step, the process proceeds to the step 1003 of. stopping the
instruction fetch address control unit.

The instruction fetch address control unit stop step 1003 1s
to stop the function of the instruction fetch address control
umt 108 to determine the address. Upon completion of this
step, the process proceeds to the address control unit stop step

1004.

The address control unit stop step 1004 1s to stop the
function of the address control unit 106 to determine the
address. Upon completion of this step, the process proceeds
to the load instruction 1ssue step 601.

Subsequently, like 1n the first embodiment, the step 608 1s
executed through steps 601 to 606. Steps 607 and 609 of the
first embodiment are not included 1n the fifth embodiment.
When the debug key 1s loaded from the I1C card connected, the
user program 1s allowed to use the user memory space in the
case where the data 1s read from the secure memory space into
the general purpose register and the main part of the data thus
read 1s constituted of the user program.

With this configuration, when the developer debugs the
secure program for the user system, the function of the addi-
tional bit of the secure information of the general purpose
register 1s stopped by connecting the IC card with the debug
key stored therein and loading the debug key. As a result, free
data transier becomes possible between the areas of the user
memory space and the secure memory space, thereby making
it possible to monitor the secure program. Specifically, the
developer can debug the secure program easily by the IC card
with the debug key stored therein even 1n the user environ-
ment. In short, the significant effect 1s exhibited whereby the
right equivalent to the privileged mode 1n the prior art can be
acquired.

Sixth Embodiment

FIG. 11 1s a schematic diagram showing the configuration
of the information processing apparatus according to a sixth
embodiment of the mvention. The information processing
apparatus according to this embodiment 1s configured of a
secure memory space 201, a user memory space 202, a data
bus 203, an address bus 204, a secure information generating
unmt 205, a built-in RAM space 206 with secure information,
a CPU 208, a general purpose register 209 with secure infor-

mation, a data output control unit 211 and an external space
212.

Further, as shown in FIGS. 12A and 12B, the built-in RAM
space 206 includes an internal secure information unit 207,
and the general purpose register 209 includes an internal
secure information unit 210.

The CPU 208 designates an address through the address
bus 204 when reading the data from the secure memory space
201 or the user memory space 202.

The secure memory space 201 or the user memory space
202 outputs the data in accordance with the address informa-
tion designated by the address bus 204.
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The secure information generating umt 205 receives the
data coincident with the designated address information, and
determines which of the user memory space 202 and the
secure memory space 201 1s indicated by the designated
address information. In the case where the result of determi-
nation shows that the data 1s associated with the user memory
space 202, the data with “0” added thereto as secure informa-
tion 1s delivered to the general purpose register 209. In the
case where the data 1s derived from the secure memory space
201, on the other hand, the data with “1” added thereto as
secure information 1s delivered to the general purpose register
209. The secure mnformation 1s stored 1n the secure informa-
tion unit 210 1n the general purpose register 209.

The operation of transtferring the data of the general pur-
pose register 209 to the built-in RAM space 206 and the
external space 212 1s explained with reference to FIGS. 13A
and 13B.

Numeral 2064 designates the first state of the built-in RAM
space 206, numeral 2065 the second state ol the built-in RAM
space 206, numeral 207a the first state of the secure informa-
tion unit 207, numeral 2075 the second state of the secure
information unit 207, numeral 209a the first state of the
general purpose register 209, numeral 2095 the second state
of the general purpose register 209, numeral 210q the first
state of the secure information unit 210, and numeral 21054 the
second state of the secure information umt 210.

The CPU 208 writes the data of the first state 209a of the
general purpose register 209 1n the first state 206a of the
built-in RAM space 206. At the same time, the value of the
first state 210a of the secure information unit 210 1s written 1n
the first state 207a of the secure information unit 207. As a
result, these values are converted to the second state 20654 of
the built-in RAM space 206 and the second state 2075 of the
secure information unit 207, thereby holding the secure infor-
mation.

The data of the second state 2065 of the built-in RAM
space 206, when read by the CPU 208, 1s delivered to the
second state 2095 of the general purpose register 209. At the
same time, the second state 2075 of the secure information
207 1s delivered to the second state 2105 of the secure 1nfor-
mation unit 210. As aresult, the secure information of the data
passed through the built-in RAM space 206 1s held.

When the CPU 208 outputs the data of the general purpose
register 209 to the external space 212, the data output control
unit 211 prohibits the data output to the external space 212 in
the case where the value of the secure information unit 210 in
the general purpose register 209 1s <17,

With this configuration, the data transfer to the external
space from the secure memory space through the register
according to the user program can be prohibited. In other
words, the decoding (hacking) of the secure program 1is pre-
vented. In this case, the feature ot this embodiment lies 1n that
only an additional bit 1s mnserted i1n the register, and the
instruction set of the CPU 1s not required to be changed. Nor
1s 1t necessary to switch between the privileged mode and the
normal mode.

Further, the secure information 1s rendered to follow also
the built-in RAM space thereby making possible the security
management of the data passing through the built-in RAM
space. In this case, since the secure information 1s added to the
data itselt, the data of the secure memory space and the data
of the user memory space coexist in the built-in RAM space.
Thus, a signmificant effect 1s exhibited in that the rewriting of
the secure data on the built-in RAM space 1s permitted in
compliance with the instruction of the user memory space,
and the security management of the built-in RAM space 1s
made possible free of effect on normal operation.
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Seventh Embodiment

FIG. 14 15 a schematic diagram showing the configuration
ol the information processing apparatus according to a sev-
enth embodiment of the invention. In FIG. 14, the blocks
similar to those of the sixth embodiment shown in FIG. 11 are
designated by the same reference numerals, respectively, and
not described again.

In FIG. 14, numeral 213 designates an interrupt control
unmit, numeral 214 an interrupt save information unit with
secure information, and numeral 216 an instruction decoder
with secure information.

As shown 1n FIGS. 15A and 15B, the interrupt save infor-
mation unit 214 has an internal secure information unit 215,
and the 1nstruction decoder 216 has an internal secure infor-
mation unit 217.

The CPU 208, when reading data or fetching an instruction
from the secure memory space 201 or the user memory space
202, designates an address through the address bus 204.

The secure memory space 201 or the user memory space
202 outputs the data and the instruction 1n accordance with
the address information designated on the address bus 204.

The secure information generating umt 205 receives the
data and the instruction coincident with the designated
address information, and determines which of the user
memory space 202 and the secure memory space 201 1s
indicated by the designated address information. In the case
where the result of determination shows that the data 1s asso-
ciated with the user memory space 202, the data with “0”
added as secure information 1s delivered to the general pur-
pose register 209. In the case where data 1s associated with the
secure memory space 201, on the other hand, the data with
“1” added thereto as secure information 1s delivered to the
general purpose register 209. The secure information 1s stored
in the secure information umt 210 (see, F1G. 12) in the general
purpose register 209.

In the case where the result of determination by the secure
information generating unit 205 indicates that the instruction

1s associated with the user memory space 202, an instruction
with “0” added thereto as secure information 1s delivered to
the 1instruction decoder 216. In the case where the 1instruction
1s associated with the secure memory space 201, on the other
hand, an instruction with “1” added thereto as secure infor-
mation 1s delivered to the instruction decoder 216. The secure
information 1s stored 1n the secure information unit 217.

The operation of transferring the data of the general pur-
pose register 209 to the built-in RAM space 206 1s similar to
the corresponding operation explained 1n the sixth embodi-
ment, and therefore not described again.

Assume that an interrupt process 1s generated by the inter-
rupt control unit 213. In order to manage the security of the
data saved automatically 1n a part of the built-in RAM space
206, the secure information 1s attached to the data saved, 1in
accordance with which of the user memory space 202 and the
secure memory space 201 1s associated with the 1nstruction
under execution.

-

I'he instruction under execution can be determined from
the value of the secure information unit 217 in the instruction
decoder 216. The secure information 1s 0 in the case where

the mstruction 1s associated with the user memory space 202,
and “1” 1n the case where the instruction 1s associated with the

secure memory space 201.

In order to clearly indicate whether the information saved
automatically at the time of generation of an interrupt is
secure information or not, the value of the secure information
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unit 217 1n the nstruction decoder 216 1s transmitted to the
secure information unit 215 1n the mterrupt save information
unit 214.

Further, the data of the mterrupt save information unit 214
1s saved 1n a part of the built-in RAM space 206, while at the
same time transmitting the value of the secure information
215 1n the nterrupt save information unit 214 to the secure
information unit 207 (see, FIG. 12) in the built-in RAM space
206. As a result, the secure information of the data saved 1s
held.

The operation of transferring the data of the built-in RAM
space 206 to the general purpose register 209 1s equivalent to
the corresponding operation explained in the sixth embodi-
ment, and therefore not described again.

When the CPU 208 outputs the data of the general purpose
register 209 to the external space 212, the data output control
unit 211 prohibits the data output to the external space 212 in
the case where the value of the secure information unit 210 in
the general purpose register 209 1s <17,

This configuration makes possible the security manage-
ment 1n reading the data saved automatically 1n the stack areas
constituting a part of the built-in RAM space by causing the
secure information to follow the stack save information due to
an nterrupt or the like. In this way, a significant effect 1s
achieved, 1n which the hacking of a crucial task in the secure
memory space which may be caused as the execution PC
(program counter) executing the instruction of the secure
memory space, for example, 1s read into the external space.

Eighth Embodiment

FIG. 16 1s a schematic diagram showing the configuration
of the mformation processing apparatus according to an
cighth embodiment of the invention. In FIG. 16, the blocks
similar to the corresponding ones of the sixth and seventh
embodiments shown 1n FIGS. 11 and 14 are designated by the
same reference numerals, respectively, and not described
again.

In FIG. 16, numeral 218 designates a stack pointer and
numeral 219 a save information rewrite control unit.

The CPU 208 designates an address through the address
bus 204 when reading data or fetching an instruction from the
secure memory space 201 or the user memory space 202.

The secure memory space 201 or the user memory space
202 outputs the data and the instruction in accordance with
the address information designated by the address bus 204.

The secure mnformation generating unit 2035 recerves the
data and the nstruction coincident with the designated
address information, and determines which of the user
memory space 202 and the secure memory space 201 1s
indicated by the designated address information. In the case
where the result of determination shows that the data 1s asso-
ciated with the user memory space 202, the data with “0”
added thereto as secure information 1s delivered to the general
purpose register 209. In the case where the data 1s associated
with the secure memory space 201, on the other hand, the data
with “1” added thereto as secure information 1s delivered to
the general purpose register 209. The secure information 1s
stored 1n the secure information unit 210 (see, FIG. 12) 1n the
general purpose register 209. Also, in the case where the
instruction 1s associated with the user memory space 202, the

secure information generating unit 205 delivers an instruction
with “0” added thereto as secure information to the instruc-

tion decoder 216. In the case where the instruction 1s associ-

ated with the secure memory space 201, on the other hand, an
instruction with “1”” added thereto as secure information 1s
delivered to the 1instruction decoder 216. The secure intforma-
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tion 1s stored 1n the secure information unit 217 (see, FI1G. 15)
in the instruction decoder 216.

In the case where an interrupt or the like process 1s gener-
ated by the interrupt control unit 213, the data automatically
saved 1n the stack area indicated by the stack pointer 218 of
the built-in RAM space 206 1s subjected to security manage-
ment. For this purpose, the secure information 1s attached to
the data saved, 1n accordance with which of the user memory
space 202 and the secure memory space 201 1s associated
with the instruction under execution. The operation of adding
the secure information 1s similar to the corresponding opera-
tion 1n the seventh embodiment and not described again.

Also, the operation of transierring the data 1n the normal
area and the stack area of the bult-in RAM space to the
general purpose register 209 1s similar to the corresponding
operation 1n the sixth embodiment and therefore not
described again.

This configuration makes possible security management 1n
reading the data automatically saved 1n the stack area consti-
tuting a part of the built-in RAM space, by adding the secure
information to the imnformation saved 1n the stack area by an
interruption or the like.

Further, the operation of transferring (writing) the data of
the general purpose register 209 to the normal area of the
built-in RAM space 206 1s similar to the corresponding opera-
tion 1n the sixth embodiment and therefore not described
again.

In the case where the data of the general purpose register
209 1s transferred (written) to the stack area of the built-in
RAM space 206, the save information rewrite control unit 219
determines which of the user memory space 202 and the
secure memory space 201 1s associated with the 1nstruction
under execution, according to the value of the secure infor-
mation unit 217 (see, FIG. 15) 1n the instruction decoder 216.
Further, the address of the space of the transfer destination 1s
compared to the stack pointer 218. In the case where the result
shows that the 1nstruction 1s associated with the user memory
space 202 and that the transfer 1s destined for the stack area,
then the data transfer 1s prohibited.

The operation of saving and restoring the data to the stack

area constituting a part of the built-in RAM space 206 is
explained with reference to FIGS. 17A and 17B.

Numeral 206¢ designates the first state of the built-in RAM
space 206, numeral 2064 the second state of the built-in RAM
space 206, numeral 207 ¢ the first state of the secure informa-
tion unit 207, numeral 218c¢ the first state of the stack pointer
218, numeral 218d the second state of the stack pointer 218,
numeral 701c¢ the first state of the stack area, numeral 701d the
second state of the stack area, numeral 702¢ the first state of
the normal area, numeral 702d the second state of the normal
area, and numeral 703¢ the stack save information.

The second state 2064 of the built-in RAM space 206 1s
defined as the initial state. In the case where an interrupt
occurs during the execution of an instruction for the secure
memory space 201 and the process proceeds to the user
memory space 202, the data of the interrupt save information
unit 214 1s saved 1n the second state 2064 of the built-in RAM
space 206, and consequently becomes the stack save infor-
mation 703c¢ 1n the first state 206¢ of the built-in RAM space
206.

Under this condition, the secure information 1s added to the
stack saved information, and therefore the security manage-
ment 1s possible 1n reading the data saved 1n the stack area.
Also, since the first state 701 ¢ of the stack area 1s prohibited
from being rewritten 1n accordance with the mstruction of the
user memory space 202 by the saved information rewrite
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control unit 219, the security management 1s possible 1n writ-
ing the data saved 1n the stack area.

Once the stack saved information 703c¢ 1s restored by the
restoration from the interrupt, the first state 218c¢ of the stack
pointer becomes the second state 2184 of the stack pointer.
The area of the stack saved information 703 ¢ that 1s no longer
required 1s opened to the first state 702¢ of the normal area
and becomes the second state 7024 of the normal area.

With this configuration, the return destination address to
the secure memory space saved 1n the built-in RAM space 1s
prohibited from being rewritten from the instruction of the
user memory space by a user interrupt or the like during the
execution of an instruction of the secure memory space. As a
result, the normal restoration to the secure memory space 1s
guaranteed, while at the same time limiting the access to the
secure memory space not permitted for the instruction of the
user memory space. In addition, a significant eifect 1s
achieved 1n which the security management of the stack area
1s made possible by switching the rewrite control operation by
the space indicated by the stack pointer without physically
dividing the built-in RAM space mnto the normal area and the
stack area.

Ninth Embodiment

FIG. 18 15 a schematic diagram showing the configuration
of the information processing apparatus according to a ninth
embodiment of the invention. In FIG. 18, the blocks similarto
the corresponding ones of the sixth embodiment shown in
FIG. 11 are designated by the same reference numerals,
respectively, and not described again.

In FIG. 18, numeral 220 designates a DMA with secure
information. As shown in FIG. 19, the DMA 220 has an
internal secure information unit 221.

The DMA 220 designates an address through the address
bus 204 at the time of data transfer from the secure memory
space 201 or the user memory space 202.

The secure memory space 201 or the user memory space
202 outputs data in accordance with the address information
designated by the address bus 204.

The secure information generating unit 2035 recerves the
data coincident with the designated address information, and
determines which of the user memory space 202 and the
secure memory space 201 1s indicated by the designated
address information. In the case where the result of determi-
nation shows that the data 1s associated with the user memory
space 202, the data with “0” added thereto as secure informa-
tion 1s delivered to the DMA 220. In the case where 1t 1s
determined that the data 1s associated with the secure memory
space 201, on the other hand, the data with “1” added thereto
as secure information 1s delivered to the DMA 220. The
secure mnformation 1s stored 1n the secure information unit
221 1n the DMA 220.

The operation of transferring the data of the DMA 220 to
the built-in RAM space 206 and the external space 212 1s
similar to the corresponding operation of the sixth embodi-
ment and therefore not described again.

The DMA 220 designates an address through the address
bus 204 at the time of data transfer from the built-in RAM
space 200.

In accordance with the address information designated by
the address bus 204, the built-in RAM space 206 outputs the
data having added thereto the secure information of the secure
information unit 207 (see, FI1G. 12).

The DMA 220 recerves the data coincident with the desig-
nated address information. At the same time, by reflecting the
secure information of the secure mformation umt 207 in the
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secure information unit 221, the secure information of the
data passed through the DMA 220 1s held.

With this configuration, the secure information is caused to
tollow each data transterred to and from the DMA without the
intermediary of a CPU, and thereby the security management
of the data passing through the DMA 1s made possible. The
data and the instruction of the secure memory space, also
when used by being developed 1n the built-in RAM space by
the DMA, can be subjected to the security management. Also,
a significant effect 1s exhibited that in the case where the data
and the instruction of the built-in RAM space are transferred
to the external space by the DMA, the security management
of the data and the 1nstruction of the secure memory space 1s
possible.

Tenth Embodiment

FIG. 20 1s a schematic diagram showing the configuration
of the information processing apparatus according to a tenth
embodiment of the invention. In FIG. 20, the blocks similar to
the corresponding ones of the sixth embodiment shown in
FIG. 11 are designated by the same reference numerals,
respectively, and not described again.

In FIG. 20, numeral 216 designates an instruction decoder
with secure imnformation, and numeral 222 an operating unit
with secure mformation. As shown 1n FIG. 21, the operating
umt 222 has an internal secure information unit 223.

The CPU 208 designates an address through the address
bus 204 at the time of reading data or fetching an mstruction
from the secure memory space 201 or the user memory space
202.

The secure memory space 201 or the user memory space
202 outputs the data and the instruction 1n accordance with
the address information designated by the address bus 204
The secure information generating unit 203 recerves the data
comncident with the designated address information, and
determines which of the user memory space 202 and the
secure memory space 201 1s indicated by the designated
address information. In the case where the result of determi-
nation shows that the data 1s associated with the user memory
space 202, the data with “0” added thereto as secure informa-
tion 1s delivered to the general purpose register 209. In the
case where 1t 1s determined that the data 1s associated with the
secure memory space 201, on the other hand, the data with
“1” added thereto as secure information 1s delivered to the
general purposeregister 209. The secure information 1s stored
in the secure information unit 210 (see, F1G. 12) 1n the general
purpose register 209. Also, the secure information generating,
unit 205 delivers to the mstruction decoder 216 an 1nstruction
with “0” added thereto as secure information in the case
where the mstruction 1s associated with the user memory
space 202. In the case where the mstruction 1s associated with
the secure memory space 201, on the other hand, the mnstruc-
tion with “1”” added thereto as secure information is delivered
to the struction decoder 216. The secure information 1s
stored 1n the secure information unit 217 (see, FIG. 15) 1n the
instruction decoder 216.

Once the operating instruction of the secure memory space
201 1s decoded by the instruction decoder 216, the data of the
general purpose decoder 209 1s delivered to the operating unit
222, which thus begins the arithmetic operation.

In the process, assume that at least one of the secure infor-
mation of the secure information unit 210 added to the data of
one or more general purpose registers 209 constituting an
object of arithmetic operation 1s “1”. The secure information
“1” of the secure information unit 210 1s transmitted to the
secure mformation unit 223 1n the operating unit 222, so that
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the secure information of the result of the arithmetic opera-
tion output from the operating unit 222 1s held.

In the case where all the secure information of the secure
information unit 210 added to the data of at least one general
purpose register 209 constituting an object of arithmetic
operation are “0”, on the other hand, the secure information
“1” of the secure information unit 217 1n the instruction
decoder 216 1s transmitted to the secure information unit 223
in the operating unit 222 thereby to hold the secure informa-
tion of the operation result output by the operating unit 222.

As the result of decoding the arithmetic operating instruc-
tion of the user memory space 202 by the instruction decoder
216, the data of the general purpose register 209 1s delivered
to the operating unmit 222, which thus begins the arithmetic
operation.

In the process, assume that at least one of the secure infor-
mation of the secure information unit 210 added to the data of
at least one general purpose register 209 constituting an
object of arithmetic operation 1s “1”. The secure information
“1” of the secure information unit 210 1s propagated to the
secure information unit 2223 in the operating unit 222,
thereby holding the secure information of the result of arith-
metic operation output by the operating unit 222.

In the case where all the secure information of the secure
information unit 210 added to the data of at least one general
purpose register 209 constituting an object of arithmetic
operation are “0”, on the other hand, the secure information
“0” of the secure information unit 217 in the instruction
decoder 216 1s propagated to the secure information unit 223
in the operating unit 222, so that the information indicating
the lack of security 1s added to the operation result output
from the operating unit 222.

The operation of transierring the data of the operating unit
222 to the external space 212 1s similar to the corresponding
operation of the sixth embodiment and not described again.

With the aforementioned configuration, assume that an
operating instruction associated with the secure memory
space 1s executed and that all the data constituting an object of
arithmetic operation are associated with the user memory
space or the fact that the data are the secure data 1s not clearly
indicated in the secure information unit. By reflecting the
secure information added to the instruction of the secure
memory space in the secure information of the operating unait,
the operation result 1s prevented from flowing out to the
external space. Thus, a significant effect 1s achieved 1n which
the contents of the instruction associated with the secure
memory space are prevented from being estimated based on
the result of arithmetic operation.

Embodiments of the invention are described in detail
above. According to this mvention, the value of the secure
information unit is set to the state not requiring security in the
case where the data 1s transferred to the general purpose
register from the user memory space, while the value of the
secure information 1s set to the state requiring security in the
case where the data 1s transferred from the secure memory
space to the general purpose register, thereby prohibiting the
data transier from the general purpose register with the value
ol the secure information unit 1n the state requiring security to
the user memory space. In this way, the secure program and
the secure data such as an encryption key on the secure
memory space are prevented from being read.

In similar fashion, the data transfer from the secure
memory space to the external space can be prohibited without
switching between the privileged mode and the normal mode.
Further, the secure information is caused to follow the built-in
RAM space also thereby making possible the security man-
agement of the data passed through the built-in RAM space.
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Also, the hacking which otherwise might be caused by read-
ing the interrupt saved data of the secure memory space 1s
prevented. Furthermore, the access to the secure memory
space not permitted for the instruction associated with the
user memory space 1s limited. In addition, the secure nfor-
mation 1s caused to follow the DMA ftransier data without
intermediary of the CPU, thereby making possible the secu-
rity management of the data passed through the DMA. What
1s more, the secure information 1s also caused to follow the
result of arithmetic operation thereby to prevent the leakage
to the external space and the estimation of the contents of the
instruction associated with the secure memory space.

Specifically, the provision of the secure information unit
leads to the advantage that the switching control operation
between the privileged mode and the normal mode which has
been carried out by the conventional operating system 1s
replaced entirely by the additional bit with only a small hard-
ware change. Especially, the ivention 1s expected to be
advantageously utilized for products development relating to
the PDA, digital TV and contents service.

From the above description, it will be apparent that the
present invention provides.

What 1s claimed 1s:

1. An mnformation processing apparatus for accessing
memory spaces including a user memory space and a secure
memory space, comprising:

a general purpose register used for an arithmetic operation
of a CPU and having a function of receiving, delivering,
and storing data, the general purpose register having a
data unait;

a secure mformation unit included 1n the general purpose
register and adapted to be set to a state not requiring
security in a case that the data 1s transferred from the user
memory space to the data unit of the general purpose
register, and adapted to be set to a state requiring security
in a case that the data i1s transferred from the secure
memory space to the data unit of the general purpose
register;

a data control unit having a function of determining
whether a value of the secure information unit 1s 1n the
state requiring security or the state not requiring security
when the data of the general purpose register 1s written in
the user memory space, thereby determining whether a
data transfer to the user memory space 1s prohibited or
not,

an address control unit having a function of determining,
which of the user memory space and the secure memory
space 1s indicated by an address information, and select-
ing the value of the secure information unit;

a user program arranged 1n the user memory space;

a secure program arranged in the secure memory space;

an 1nstruction fetch address control unit having a function
of determining which of the user memory space and the
secure memory space 1s indicated by the address infor-
mation when storing an instruction code input from the
data control unit, and a function of notifying the data
control unit which of the user program and the secure
program 1s under execution;

an 1nstruction buffer used by the CPU to fetch the instruc-
tion code and having a function of storing therein the
instruction code input from the data control unait;

a plurality of the general purpose registers and a plurality of
the secure information units included in each of the
general purpose registers, respectively, the secure infor-
mation units further being capable of being set to a state
of 1invalid security, and
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a general purpose register file, the general purpose register

file 1s configured to set, when performing the arithmetic
operations between at least two of the general purpose
registers 1n compliance with an operating instruction,
the value of the secure information unit of the general
purpose registers to which a result of the arithmetic
operation 1s stored to the state of mvalid security, if at
least one of the values of the secure mformation unit
indicates that the general purpose register having the
state requiring security 1s operated, wherein:

when the data control unit 1ssues the operating 1nstruction

to the general purpose register with the secure informa-
tion umt having the state of mvalid security, the data
control unit prohibits the arithmetic operation, 1f the
instruction fetch address control unit determines that the
operating instruction has been fetched from the user
memory space, and

when the data control unit executes the data transter from

the data unit of the general purpose register to the
memory spaces 1 compliance with a transfer nstruc-
tion, the data transfer to the user memory space 1s pro-
hibited, 1t the instruction fetch address control unait
determines that the 1nstruction code 1s fetched from the
user memory space and the value of the secure informa-
tion unit indicates the state requiring security.

2. The mmformation processing apparatus according to
claim 1, wherein

t
t

e user program 1s accessible mainly by a user, and
e secure program 1s accessible mainly by a developer and

contents of the secure program 1s not disclosed to the
user.

3. The mnformation processing apparatus according to
claim 1, wherein the data control unit determines whether the
data transier to the user memory space 1s prohibited or not
irrespective of a mode associated with a CPU.

4. The mnformation processing apparatus according to
claim 3, wherein the mode associated with the CPU includes
a privileged mode or an unprivileged mode.

5. An information processing apparatus for accessing
memory spaces including a user memory space and a secure
memory space, comprising;

a general purpose register used for an arithmetic operation

of a CPU and having a function of receiving, delivering
and storing data, the general purpose register having a
data unit;

a secure mformation unit included 1n the general purpose

register and adapted to be set to a state not requiring
security in a case that the data 1s transferred from the user
memory space to the data unit of the general purpose
register, and adapted to be set to a state requiring security
in a case that the data 1s transferred from the secure
memory space to the data unit of the general purpose
register;

data control unit having a function of determining
whether a value of the secure information unit is 1n the
state requiring security or the state not requiring security
when the data of the general purpose register 1s written in
the user memory space, thereby determining whether a
data transfer to the user memory space 1s prohibited or
not;

an address control unit having a function of determining,

which of the user memory space and the secure memory
space 1s indicated by an address information, and select-
ing the value of the secure information unit;

a user program arranged 1n the user memory space;
a secure program arranged in the secure memory space;
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an instruction fetch address control unit having a function
of determining which of the user memory space and the
secure memory space 1s indicated by the address infor-
mation when storing an instruction code input from the
data control unit, and a function of notifying the data
control unit which of the user program and the secure
program 1s under execution; and

an 1nstruction buffer used by the CPU to fetch the mstruc-
tion code and having a function of storing therein the
instruction code input from the data control unit; and

a status register used for the arithmetic operation of the
CPU and having a function of holding a value of a result
of a comparative arithmetic operation as a comparative
flag, the status register further having a function of keep-
ing a value of each comparative flag unchanged, when
the arithmetic operation 1s executed between at least two
of the general purpose registers 1n compliance with an
operating instruction, 11 at least one of the general pur-
pose registers indicates the state requiring security and
the instruction fetch address control unit determines that
the operating instruction has been fetched from the user
memory space, wherein:

when the data control unit executes the data transfer from
the data unit of the general purpose register to the
memory spaces 1 compliance with a transfer nstruc-
tion, the data transfer to the user memory space 1s pro-
hibited, 1t the instruction fetch address control unit
determines that the instruction code 1s fetched from the
user memory space and the value of the secure informa-
tion unit indicates the state requiring security.

6. An information processing apparatus for accessing
memory spaces including a user memory space and a secure
memory space, comprising:

a general purpose register used for an arithmetic operation

of a CPU and having a function of receiving, delivering,

and storing data, the general purpose register having a
data unait;

a secure mformation unit included 1n the general purpose
register and adapted to be set to a state not requiring
security in a case that the data 1s transferred from the user
memory space to the data unit of the general purpose
register, and adapted to be set to a state requiring security
in a case that the data i1s transferred from the secure
memory space to the data unit of the general purpose
register;

a data control unit having a function of determining
whether a value of the secure information unit 1s 1n the
state requiring security or the state not requiring security
when the data of the general purpose register 1s written in
the user memory space, thereby determining whether a
data transfer to the user memory space 1s prohibited or
not;

an address control unit having a function of determining,
which of the user memory space and the secure memory
space 1s indicated by an address information, and select-
ing the value of the secure information unit;

a user program arranged 1n the user memory space;
a secure program arranged in the secure memory space;

an 1nstruction fetch address control unit having a function
of determining which of the user memory space and the
secure memory space 1s indicated by the address infor-
mation when storing an instruction code input from the
data control unit, and a function of notifying the data
control unit which of the user program and the secure
program 1s under execution;
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an 1nstruction butfer used by the CPU to fetch the instruc-
tion code and having a function of storing therein the
instruction code input from the data control unit;

a read/write user 10 space used for accessing the user
memory space from outside; and

a read/write secure 10 space used for accessing the secure
memory space from outside, wherein:

the information processing apparatus 1s configured to
receive an IC card connectable to the secure 10 space
and having a function of storing data, the IC card further
including a debug key configured to stop, when read out
by the CPU through the secure 10 space when a devel-
oper debugs the secure program with a user system, an
address determining function performed by the instruc-
tion fetch address control unit and the address control
unit,
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when the data control unit executes the data transter from

the data unit of the general purpose register to the
memory spaces 1 compliance with a transfer nstruc-
tion, the data transier to the user memory space 1s pro-
hibited, if the instruction fetch address control unit
determines that the instruction code 1s fetched from the
user memory space and the value of the secure informa-
tion unit indicates the state requiring security, and

when transierring the data from the data unit of the general

purpose register to the memory spaces in compliance
with the transier 1nstruction, the data control unit per-
mits the data transfer to the user memory space regard-
less the instruction code 1s fetched either from the user
memory space or the secure memory space, if the debug

key 1s read by the CPU.
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