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PROGNOSTIC PROCESSOR SYSTEM FOR
REAL-TIME FAILURE ANALYSIS OF LINE
REPLACEABLE UNITS

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

|none|

BACKGROUND OF THE INVENTION

1. Field of Invention

The present invention relates generally to the field of fail-
ure or fault analysis (FA) of electronic systems, 1n particular
avionic electronic systems, and even more particularly line
replacement units (LRUs) 1n those systems.

2. Description of Related Art

Avionics electronic systems employ redundant LRUs so
that when one fails, the other 1s available during flight. Such
redundancy creates obvious increases the cost of the system.
There are additional costs in these systems with failing LRUs.
When a unit fails, aircraft are generally not allowed to operate
unless both redundant systems are functional. Since an
unscheduled delay of a Boeing 747 airplane can cost $1000 a
minute with customer, crew, and schedule impacts, 1t 1s
important to estimate when a LRU 1s about to fail. Histor-
cally, LRUs have been subject to failure analysis by manually
estimating when the units will fail.

U.S. Pat. No. 6,947,797 (Dean et al.) discloses a method
and system for diagnosing machine malfunctions through
Case Base Reasoning. Dean et al. does not, however, disclose
the prognosis of machine failure. Further, the *797 patent,
while suggesting collecting data 1n real-time, does not utilize
this data 1n real-time to predict failure, but employs the data
later over a selectively focused time interval to diagnose a
repait.

What 1s lacking in the prior art 1s a method and apparatus
for real-time failure analysis of a LRU using self-contained
computer-automated means.

SUMMARY OF THE INVENTION

Accordingly, an aspect of the present invention 1s to pro-
vide an automated computer driven system and method of

determining when electronic systems, such as a Line
Replacement Units (LRUs), are likely to fail.

The prognostic processor system of the present invention
employs a processor executing a predictive failure analysis
model, the model and processor interacting with processor
memory, sensors, peripherals, 1/O controllers and other simi-
lar failure analysis systems.

Preferably the prognostic processor 1s on a single chip that
1s proximate to or integral with a Line Replacement Unait
(LRU). The prognostic processor may interact with other
prognostic processors as part of a network interconnected
along a system bus.

The present mvention employs hierarchical prognostic
processing where one or more prognostic processors interact
with sensors and historic log information to predict failures
on one or more LRUs.

The sum total of all of the above advantages, as well as the
numerous other advantages disclosed and inherent from the
invention described herein, creates an improvement over
prior techmques.

The above described and many other features and attendant
advantages of the present invention will become apparent
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from a consideration of the following detailed description
when considered in conjunction with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Detailed description of preferred embodiments of the
invention will be made with reference to the accompanying
drawings. Disclosed herein 1s a detailed description of the
best presently known mode of carrying out the invention. This
description 1s not to be taken 1n a limiting sense, but 1s made
merely for the purpose of 1llustrating the general principles of
the invention. The section titles and overall organization of
the present detailed description are for the purpose of conve-
nience only and are not intended to limit the present mnven-
tion.

FIG. 1 1s a block diagram detailing a prognostic processor.

FIG. 2 1s a block diagram of a prognostic processor system
according to the present invention comprising a network of
three prognostic processors.

FIG. 3 15 a flowchart 1llustrating the method of the present
invention.

It should be understood that one skilled in the art may,
using the teachings of the present invention, vary embodi-
ments shown in the drawings without departing from the
spirit of the invention herein. In the figures, elements with like
numbered reference numbers 1n different figures indicate the
presence ol previously defined identical elements.

DETAILED DESCRIPTION OF THE INVENTION

Turning attention now to FIG. 1, the prognostic processor
of the present invention, there 1s shown a block diagram of a
single complete prognostic processor. A prognostic processor
10, preferably residing on a single integrated circuit, 1s inte-
gral with or proximate to a LRU (not shown). The prognostic
processor operatively mterconnects 1n a working relationship
a microcontroller or other compact processor 12 (generally, a
processor or CPU), non-volatile memory 14 (e.g. EPROM,
EEPROM, flash memory) that stores a time sequence of 1ndi-
vidual measurements obtained from sensors on the LRU, a
program memory 16 (e.g. ROM) where the prognostic model
or soltware program running the processor 12 of the present
invention resides, as well as any real-time operating system,

memory 20, which holds the program for operation of the
processor 12 after startup, I/0, which can be both digital and
analog 1/0, the I/O comprising sensor I/0O 22 and system 1/0
40 receiving and transmitting data, in a preferred embodiment
cach having 1ts own bus, and with all of these components
interconnected along an prognostic processor internal system

bus 24.

Although using the teachings of the present invention 1t 1s
possible to combine all busses described herein into a single
bus, 1n the preferred embodiment the sensor 1/O 22 and the
system 1/0O 40 are dual bus, that 1s, having separate busses
from one another. The sensor 1/O 22 generally senses data
generally transported in serial fashion (typically the data
being 1n the form of binary, analog and digital signals, such as
from on-chip and off-chip transducers), and has 1ts own sen-
sor I/O bus 23, while the system I/O 40 senses computer
commands (typically digital data in the form of binary digital
signals transported 1n parallel fashion), and has its own sys-
tem I/0 bus 41.

The sensor 1/0O 22 operatively interacts with internal (on-
chip) components and devices—e.g., A/D and D/A convert-
ers, digital I/0O, as well as on-chip sensors and on-chip trans-
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ducers—as shown i FIG. 1. On-chip components and
devices that interact with the sensor I/0 22 to send and receive
data from an LRU include A/D converters 26, D/A converters
28, digital I/O 30, as well as On-Chip Sensors and Transduc-
ers 32.

The sensor 1/0O 22 turther operatively interacts with exter-
nal (off-chip) components and devices—e.g., peripherals,
sensors, mstruments and transducers, such as O1f-Chip Sen-
sors and Transducers 33—to collect data from an LRU.

On-Chip Sensors and Transducers 32 are those sensors and
transducers that fit on a single 1C chip, and may include the
same sensors and transducers as found in the Off-Chip Sen-
sors and Transducers 33 described below, provided these
components and devices can {it on a single integrated circuat.
With MEMS, micromachines, nanotechnology and increased
mimaturization at the process level more and more sensors
and transducers previously off-chip are becoming feasible
on-chip.

The On-Chip Sensors and Transducers include, but are not
limited to: sensors/meters for measuring: electronic life,
accumulative vibration, noise, current, voltage, power (in-
cluding peak power), corrosion, temperature; resistance, con-
tinuity meters for indicating electric and/or mechanical con-
tact such as for packaging contact; sensors for measuring,
physical and logical parameters on an LRU such as the num-
ber of times a switch on the LRU was depressed, power
glitches, power-on hours of the LRU, accumulative vibration
on the LRU and other valuable test history. The On-Chip
Sensors and Transducers may be supplemented by physical
sensors such as thermistors, accelerometers, including latch-
ing accelerometers, voltage monitors, and strain gauges.

Off-chip components and devices that interact with the
sensor 1/0 22 to send and receive data from an LRU include
Off-Chip Sensors and Transducers 33 that monitor LRUs,
which include, but are not limited to: meters for measuring;:
electronic life, accumulative vibration, noise, current, volt-
age, power (including peak power), corrosion, resistance,
temperature; continuity meters for indicating electric and/or
mechanical contact such as for packaging contact; sensors for
measuring physical and logical parameters on an LRU such as
the number of times a switch on the LRU was depressed,
detection of biological or chemical agents, power glitches,
power-on hours, accumulative vibration on the LRU and
other valuable test history. The Off-Chip Sensors and Trans-
ducers may be supplemented by physical sensors such as
thermistors, accelerometers, including latching accelerom-
eters, voltage monitors, and strain gauges.

The sensor I/0O 22 may communicate along a sensor I/O bus
23, as indicated in the drawings with a double-headed arrow,
which may share 1dentical paths with the internal prognostic
processor system bus 24.

In addition to sensor I/O 22, the prognostic processor 10
has system 1I/O 40. System 1/O 40 operatively interacts with
components and devices, including other prognostic proces-
sors, to send and recerve data, as explained further herein, and
which may further include off-chip components and devices
such as maintenance devices, test devices, external peripher-
als, and other prognostic processors. System I/O 40 interfaces
with the processor 12 and may communicate along a system
I/0 bus 41, as indicated 1n the drawings with a double-headed
arrow, which share identical paths with system bus 24. Sys-
tem I/O may also communicate with other prognostic proces-
sors and maintenance equipment along a LRU System Bus
50, as explained further herein.

Asindicated in FI1G. 1, system 1/O 40 and 1ts associated bus
will support signals or messages defining system data com-
prising state and control messages such as Alerts 44, Control
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46 and Status 48 of the monitored LRU. The Alerts messages
will indicate to the external LRU system that a failure 1s being
predicted by the Fault Analysis model of the prognostic pro-
cessor. The Control messages will allow an external LRU
system, external equipment momitor or maintenance diagnos-
tic equipment (e.g., maintenance equipment 260 1n FI1G. 2), to
control and monitor the prognostic processor 10. For
istance, queries can be 1ssued to the prognostic processor to
read registers and obtain history data. Results requested
through Control messages to the prognostic processor are
returned by the prognostic processor to external devices
through Status messages.

The prognostic processor 10 communicates with an LRU
through LRU System Bus 50, which may be also part of a
network of LRUs and prognostic processors. Preferably both
sensor I/0 and system I/O interfaces are embodied with com-
mon, open-source standards, e.g., they may be USB, Firewire
(IEEE-1394), LVDS, or other senal, Ethernet, or parallel bus
interface.

The processor 12 preferably 1s a general-purpose processor
manufactured as high volume parts, but it may also be a
specialty ASIC, programmable FPGA, or any combination
thereof. Each such processor mteracts with memory, such as
volatile primary memory (e.g., RAM 20), which holds
dynamic and temporary results from the prognostic program
or FA model that predicts failure on LRUs as the program 1s
being run by the CPU 12, and non-volatile secondary memory
(e.g., a hard drive, flash memory 14, EEPROM, MRAM),
which holds permanent and historic information, such as the
FA model, run time operating system, and the data collected
from the sensors, 1n a log file used by the prognostic program
for maintenance and execution of the FA model. The log file
stored 1in non-volatile memory can hold cumulative data col-
lected from the sensors over time, to form a historic log.

An accurate clock 18 1s used by the prognostic processors,
which may be either externally applied to the processors 12
respectively, as shown, or be internal to the processor. A clock
1s necessary to estimate time to failure.

System soitware for the prognostic program for the present
invention, when standing alone with one prognostic proces-
sor or 1n a distributed system when 1n a network of such
prognostic processors, would include routines to manage the
collection of data at prescribed intervals (e.g., a time
sequence of imndividual measurements obtained from sensors
on the LRUs) and models of the relationships between the
various sensors and the deterioration processes they monitor.
Such a model may be as simple as counting button presses or
as complex as a causal network.

Turming attention to FIG. 2, there 1s shown an example
prognostic processor system according to the present mnven-
tion. The prognostic processor system 200 comprises a net-
work of three prognostic processors. In general, any number
ol prognostic processors may be networked. The prognostic
processor system of the present invention 1s hierarchical, in
that several prognostic processors may be connected together
through an interface to network a plurality of prognostic
processors, each of which may be standalone, and with one
prognostic processor controlling the others. In FIG. 2 similar
looking block diagram symbols indicate conceptually similar
components.

Thus shown 1n FIG. 2 are a plurality of prognostic proces-
sors 205, 210, 215, as explained herein, with each prognostic
processor monitoring a Line Replaceable Unit (LRU), A, B
and C, respectively. One or more olf-chip sensors are also
shown: off-chip sensors 220, 222 are shown associated with
prognostic processor 205; likewise prognostic processor 210
1s shown sampling off-chip sensors 224, 226, while prognos-
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tic processor 2135 1s operatively connected to off-chip sensors
228, 230. An LRU system bus 1s associated with each of the
LLRUs, and interfaces with the system I/O of each of the
prognostic processors, shown conceptually 1n FIG. 2 as LRU
System Buses 252, 254 and 256 for prognostic processors
205, 210, and 215, respectively, in order to network all of the
prognostic processors 205, 210 and 215 along a network
system bus 250. An external Maintenance Equipment unit
260 controls and monitors the prognostic processor of LRU
A, and through the network can control and momtor the
prognostic processors of the other LRUs 1n a hierarchical
manner (¢.g., LRU A can control LRUs B and C).

The network of FIG. 2 1s hierarchical, with the prognostic
processor 205 having a system I/0 252 interface that connects
to the other system I/0O interfaces 254 and 256 of other prog-
nostic processors 210 and 215. This hierarchy 1s desirable to
collect system fault information for presentation to mainte-
nance units, such as external maintenance equipment 260.
The highest prognostic processor (203, associated with LRU
A) 1n the system would analyze fault prediction results from
lower prognostic processors (210 and 215, associated with
LRUs B and C) to provide a robust complex system fault
prediction capability. This same connection scheme could be
used 1n a daisy-chained manner to provide simple system
fault failure detection. Further, the network of prognostic
processors may be peer-to-peer.

As explained herein, the off-chip sensors associated with
the prognostic processors provides access to a broad set of
system characteristics as they relate to LRUs, including but
not limited to voltage, current, power (including peak power
and power glitches and spikes), resistance, thermal param-
cters, temperature, electronic life, vibration (1including accu-
mulated vibration), detection of biological or chemical
agents, electrical and mechamical contacts including packag-
ing contacts, noise, resets of an LRU, the number of times a
switch 1s depressed on an LRU, power-on hours of an LRU,
acceleration, corrosion, mechanical stress and strain. In gen-
eral any instrument, transducer or sensor that can help predict
when failure 1s going to occur 1n a machine can be monitored
and sampled for data by the prognostic processor of the
present invention. Most sensors provide their data through an
analog interface; however, some sensors provide their data

through a standard computer interface such as parallel I/O,
serial I/O, and E

Ethernet. These sensors convert measurements
such as temperature, voltage, and resistance to a digital for-
mat and communicate using standard computer protocols to
convey that data over the standard computer interface The
sensor iterface of each prognostic processor provides access
to these digital control interfaces. The prognostic processor
maintains a time history of these physical and logical sensor
parameters to provide a history of measurements on the LRU
including LRU resets, the number of times a switch 1s
depressed, power glitches, power-on hours, accumulative
vibration, and other valuable test history.

For multiple LRU systems, when connected as shown in
FIG. 2, one of the prognostic processors (e.g., the prognostic
processor associated with LRU A) could maintain the history
as recorded from multiple prognostic processors (e.g. the
prognostic processors associated with LRUs A, B, C), and one
or more of these systems could execute models that predict
tuture system failures. A simple example of this history being
used for failure prediction 1s maintaining a count on the
number of times a button has been pushed. The sensor 1/O
monitors the voltage transition associated with the button
push and adds a count to an entry in a history log, which 1s
stored 1n permanent, non-volatile memory. Buttons are built,
purchased, and tested to perform a known quantity of pushes.
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As the button nears 1ts end of life, the prognostic processor
would recognize that the number of button pushes 1s nearing
this critical number. The prognostic processor would notify
the LRU or maintenance equipment of the impending failure
of the switch.

When the prognostic processors are connected together 1n
a network, be 1t daisy chained, hierarchical or a peer-to-peer
network, the software of the present mvention 1s software
distributed in a plurality of memories throughout the network,
and may 1nclude distributed objects.

The type of LRU sensors 42, 44, 46 may include ther-
mistors (to measure temperature variation), accelerometers
(to measure vibration), including latching accelerometers
(which capture the occurrence of shock and vibration levels
over a preset threshold), voltage monitors (to monitor low
voltages and voltage spikes), strain gauges (to measure move-
ment, stress, and strain), corrosion monitoring chip, and the
like.

Turming attention now to FIG. 3, an aspect of the present
invention 1s to provide a method for a system, controlled by
computer soltware, to predict failure on avionic electronics,
in particular LRUs. FIG. 3 shows a high-level flowchart 300
for the computer-controlled method used by the present
invention to achieve this end. The present invention may be
written as a software program 1n any language and 1n any style
e.g., as procedural, model based, or object-oriented event
driven. Though for exposition the flowchart of FIG. 3 1s
shown 1n a procedural format, the actual program may not
only be written in a procedural style but also be written 1n an
event driven style, with suitable count-down timers or thread
timing to allow the program to periodically perform certain
functions as described 1 FIG. 3.

At step decision box 310, the program residing in the
memory of the prognostic processor system determines
whether it 1s time to collect sensor data from sensors moni-
toring the LRU and associated with the prognostic processor.
If so, the program proceeds to step box 312, otherwise, the
program proceeds to the next decision box 318. As mentioned
previously herein, sensor data from LRUs comprise a wide
variety of data, including but not limited to: voltage, power,
peak power, thermal parameters, temperature, electronic life,
vibration, electrical and mechanical contacts, noise, resets of
an LRU, the number of times a switch 1s depressed on an
LRU, power glitches, power-on hours of an LRU, accumula-
tive vibration, electronic life, power glitches, acceleration
(e.g., as measured by an accelerometer), corrosion or strain.

At step box 312, the prognostic processor program queries
the I/O sensors of a prognostic processor, as described herein,
to sample data from on-chip and off-chip components and
devices, and any data collected 1s processed by the processor
12 of the prognostic processor, as shown in step box 314, with
the processed data added to a historical log for future refer-
ence, which 1s stored 1n the permanent non-volatile memory
ol the prognostic processor, as shown in step box 316. Flow of
the program then returns to step decision box 318.

At step decision box 318, the program determines whether
it 1s time to collect system data. If so, the program proceeds to
step box 320, otherwise, the program proceeds to the next
decision box 326.

At step box 320, the program queries for results from other
prognostic processors and equipment attached to the system
bus 250, as explained herein. This data i1s processed, as shown
in step box 322, the processed data 1s added to the historical
log data, as shown 1n step box 324, and the program proceeds
to the next decision box 326.

At step decision box 326, the program determines whether
it 1s time to run the failure or fault analysis model(s) associ-
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ated with the prognostic processor(s). The fault analysis (FA)
model may be proprietary or open-source, and the result of
executing the predictive model with the current sensor and
historic log information by the prognostic processor of the
present invention will be a prediction of failure. This predic-
tion can be used to calculate the probability that some com-
ponent (and consequently system) will fail over some finite
time period, such as a LRU 1n avionics electronics. The prog-
nostic model of the present invention could advise when the
probability of failure of a required subsystem 1n an avionics
package exceeds some finite time period. The prognostic
processor system of the present invention could advise when
the probability of failure of a required avionics subsystem
exceeds some threshold. Data from past field failures could
also be used in the FA model. Economic analysis could be
used to set the threshold, 1n terms of a cost/benefit analysis, 1n
addition to more conventional technical engineering analysis.

Thus, as shown 1n step box 328, the program executes the
FA model, taking into account the historical data collected by
prognostic processor 10 for a particular LRU associated with
the prognostic processor 10. Historical data from other simi-
lar LRUs and historic data of past field failures may also be
used. In addition, at step 328, the program could determine 1
multiple prognostic processors are present, such as 1n a net-
work of prognostic processors as shown in FIG. 2. If multiple
prognostic processors are present the program of the present
invention could divide the FA model tasks amongst the prog-
nostic processors for more efficient data flow load balance
and program flow management; e.g. one of the prognostic
processors from a group of multiple prognostic processors
could maintain the history of data collected by the other
prognostic processors, and other prognostic processors in the
group of multiple prognostic processors could execute the
failure analysis model or models to predict system failures in
the avionics electronics being monitored.

In step decision box 330, the program checks to see 1f the
FA model predicts a failure or fault 1s likely with a particular
LRU. If so, the program proceeds to step box 332; 11 not, the
program returns to step 310. At step box 332, the LRU 1s
notified of a predicted fault about to occur, or an external
monitor such as the Maintenance Equipment 260 1s notified,
and the program returns to decision box 310. This notification
would be 1ssued as a signal or message 1n the form of an Alerts
44 through the System 1/0 41 to the prognostic processor.

The tflow chart of FIG. 3 illustrates all significant process-
ing associated with the prognostics and fault prediction; how-
ever, 1t does not 1nclude other conventional typical back-
ground computer and operating system maintenance tasks.
These conventional and typical tasks should be understood by
one of ordinary skill in the art from the teachings of the
present invention. As an example, the flow chart does not
include a background task to produce, monitor, or process
system data, such as the Alerts 44, Control 46 and Status 48
messages described herein.

In general, the FA software running the present invention
employs a log file history, real-time execution of a predictive
model with log file history, a prognostic interface standard,
hierarchical processing capability to work with multiple
prognostic processors, and the ability to update the FA model
with data from field failures, 1n particular from avionics elec-
tronics comprising LRUs.

Further, although the present invention has been described
in terms ol the preferred embodiments above, numerous
modifications and/or additions to the above-described pre-
terred embodiments would be readily apparent to one skilled
in the art.
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It1s mtended that the scope of the present invention extends
to all such modifications and/or additions and that the scope
of the present mvention 1s limited solely by the claims set
forth below.

We claim:

1. A computer controlled method for predicting machine
tailure employing a prognostics processor chip comprising a
processor, memory, clock and I/O, components and devices
comprising on-chip and off-chip sensors operatively interact-
ing with the I/0; the I/O sending and recerving data from the
sensors; and a program stored 1n the memory and running the
processor, the program containing a failure analysis model for
predicting machine failure of a machine being monitored by
the prognostics processor chip, the method comprising the
steps of:

collecting sensor data from the sensors of the prognostics

processor by sampling the sensors through the 1/0;
processing the sensor data with the processor of the prog-
nostics processor;

storing the processed sensor data 1n a historic log 1n the

memory of the prognostics processor, wherein the
memory comprises non-volatile memory, and the his-
toric log maintains a cumulative collection of sensor
data over time:

executing a failure analysis model in the program, the

failure analysis model employing the sensor data from
the historic log,

operatively attaching to the prognostic processor an exter-

nal equipment monitor external to the prognostic pro-
cessor, the external equipment monitor separate and
apart from the machine being monitored by the prognos-
t1C processor;

creating a plurality of prognostic processors for a plurality

of machines to be monitored for failure analysis;
connecting each of the plurality of prognostic processors to
the machines being monitored for failure analysis;
establishing a network of prognostic processors from the
plurality of prognostic processors, said network con-
nected along a system bus;

notifying the machine that a prognostic processor 1s moni-

toring that a failure 1s likely;

1ssuing queries with the external equipment monitor to the

prognostic processor to read registers 1n the prognostic
processor and obtain the historic log data;

forming the network of prognostic processors so that the

I/0O of the prognostic processors share a common stan-
dard;

dividing tasks amongst the network of prognostic proces-

sors, wherein, the control and state messages of the
system data collected comprise Control messages that
will allow the external equipment monitor to control and
monitor the prognostic processor and Status messages
that return the prognostic processor results to the exter-
nal equipment requests, the model predicts likely failure
of a machine being monitored by the prognostics pro-
cessor, collecting system data for the prognostics pro-
cessor by querying the I/O for system data, the system
data comprising state and control messages, and storing,
the processed system data in the historic log in the
memory ol the prognostics processor, and the network
interacts with the external equipment monitor external
to the machines being monitored, and the failure analy-
s1s model in the program of the prognostic processors
indicates when at least one of the machines 1s likely to
fail.

2. The method according to claim 1, further comprising the
steps of:
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connecting the plurality of prognostic processors to create power glitches, power-on hours of the machine being

a hierarchical network, with a first prognostic processor
communicating with the external equipment monitor,
and the first prognostic processor controlling at least a
second prognostic processor through the external equip-
ment monitor.

monitored, accumulative wvibration, electronic life,
power glitches, acceleration, corrosion, mechanical
stress or strain; and further comprising the step of,

calculating 1n said failure analysis model when the prob-

ability of a component 1n a machine being monitored

3. The method according to claim 1, further comprising the will fail over a finite time period, and,
step of: calculating for said failure analysis model a threshold for
storing 1n said non-volatile memory past field failures of the probability of failure, based on the sensor data and
machines of the kind being monitored by the prognostics 10 the past field failure data.
processor; wherein, 4. The method according to claim 1, further comprising the
said sensor data 1s selected from the group of system char- steps of:
acteristics of the machine being monitored consisting of: calculating 1n the failure analysis model when the prob-
voltage, current, resistance, power, peak power, thermal ability ol a component 1n a machine being monitored
parameters, temperature, electronic life, vibration, elec- 15 will fail over a finite time period; and,
trical and mechanical contacts, noise, resets of the calculating for the failure analysis model a threshold for the
machine being momitored, the number of times a switch probability of failure.
1s depressed on the machine being momtored, detection
of biological agents, detection of chemical agents, I I
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