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METHOD AND SYSTEM FOR DEBUGGING
AN ELECTRONIC SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 09/724,583, filed on Nov. 28, 2000 now U.S. Pat.
No. 7,072,818. This application also claims the benefit of: (1)
U.S. Provisional Patent Application No. 60/168,266, filed
Nov. 30, 1999, and entitled “INTERACTIVE DEBUGGING
OF HDL SOURCE CODE”, and which 1s hereby incorpo-
rated by reference herein; and (1) U.S. Provisional Patent
Application No. 60/230,068, filed Aug. 31, 2000, and entitled
“HDL-BASED HARDWARE DEBUGGING™, and which 1s
hereby incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to electronic systems and,
more particularly, to debugging of electronic systems.

2. Description of the Related Art

Electronic systems are designed by designers to operate in
specific ways. Electronic systems are systems that contain
digital and/or analog electronic components connected
together to perform specific operations or functions. Besides
the electronic components, electronic systems may also
include software. Once designed, the electronic systems may
need to be debugged. Debugging electronic systems 1s a pro-
cess which mvolves detection, diagnosis, and correction of
functional failures. In the detection step, the designer of the
clectronic system observes a functional failure. When the
designer 1s able to gather enough information about the incor-
rect behavior of the electronic system, the designer of the
clectronic system can draw the necessary conclusions to diag-
nose the functional failure. For correction of the functional
failure, a fix 1s applied and subsequently tested. When the
design 1s provided in a Hardware Description Language
(HDL), such a fix may be a textual change to the HDL
description of the electronic system.

In general, debugging has conventionally been performed
by various different approaches. In particular, debugging has
been performed by computer soitware debugging, hardware
description language functional verification, hardware logic
level analysis, or hardware behavioral source level emulation.
These different approaches are discussed below.

Computer software debugging i1s conventionally per-
formed using a computer software debugger. A computer
soltware debugger 1s a software tool that allows a software
developer to control the execution of a running computer
solftware program by setting break-points, sequentially
single-stepping through the execution of the computer soft-
ware program, and looking at the program’s state by exam-
ining and displaying variables and expressions. One example
of such a software debugging tool 1s the GNU Debugger
(GDB), which can be obtained from Red Hat, Inc. in Sunny-
vale, Calif.

Soltware debuggers usually offer interactive debugging of
soltware programs which are sequentially executed on com-
puters. However, some software debuggers also support lim-
ited concurrency such as threaded program execution. Some
soltware debuggers support debugging programs written at
different levels of abstraction from high-level computer lan-
guages such as C++ down to assembler code and/or machine
code. To assist with debugging of programs written in high-
level computer languages, the software debugging system can

10

15

20

25

30

35

40

45

50

55

60

65

2

add extra debug information (e.g., symbolic names and ret-
erences to source code) to the compiled code during compi-
lation o the computer software program. In combination with
in-circuit emulators, software debuggers may provide a lim-
ited capability to analyze the underlying Central Processing
Unit (CPU) of the computer executing the computer software
program. A major disadvantage of software debuggers 1s,
however, that they cannot be used for efficiently debugging
general hardware of electronic systems.

Hardware description language functional verification 1s
used to verity that the parts of an electronic system which are
described using HDL match their functional specification.
Such functional verification can be achieved through func-
tional stmulation or formal verification.

Functional simulation 1s performed by a functional simu-
lator. A functional simulator 1s a software program that runs
on a host computer and simulates the operation of an elec-
tronic system using its HDL description. Examples of func-
tional simulators include VCS and VSS from Synopsys, Inc.
in Mountain View, Calif., and ModelSim from Mentor Graph-
ics Corp. 1n Wilsonville, Oreg. To increase simulation perfor-
mance some functional simulators additionally make use of
special purpose hardware which acts as a co-processor and
accelerates the simulation. An example of a hardware-accel-
erated functional simulator 1s the Hammer system from Tha-
ras Systems, Inc. 1n Santa Clara, Calif. Unfortunately, one
major disadvantage of functional simulation 1s the need for
simulation models. In order to be able to simulate, there must
exist a simulation model with the proper functional behavior
for each component of the HDL design for the electronic
system. For some components such simulation models may
not be readily available and must be generated. Additionally,
the HDL design must be stimulated by a testbench. Since the
ideal testbench must correctly and exhaustively match the
behavior of the target environment, creation of a testbench
can be very difficult and time consuming. On the other hand,
a testbench that 1s too simple will not provide the necessary
coverage to find all the design errors. Although functional
simulation 1s useful, using functional simulation to debug
design errors 1s too burdensome. Not only are the testbenches
difficult to create, but also the more complex the HDL design
1s, the lower the performance of functional simulation. For
state-of-the-art HDL designs simulation 1s now a million
times slower than the fabricated hardware. Hardware-accel-
eration can typically speedup functional simulation by a fac-
tor on the order of one-hundred. Accordingly, 1ts low perfor-
mance makes 1t impractical to use functional simulation
cither to debug real-time applications or to concurrently
debug hardware and software of complex electronic systems.

Formal verification 1s performed by a formal verification
tool. Formal verification can help with the problem of incom-
plete coverage 1n functional simulation due to testbench limi-
tations. One approach checks the HDL description for prop-
erties. Such properties may be explicitly provided by the
designer of the electronic system or implicitly extracted from
the HDL description by the formal verification tool. An
example of such a formal verification tool 1s Solidify from
Averant, Inc. in Sunnyvale, Calif. One disadvantage of formal
verification 1s that 1t 1s impractical to use to re-produce func-
tional failures observed 1n a running electronic system.

Both techniques, functional simulation and formal verifi-
cation, have the major disadvantage that they do not operate
on fabricated hardware. Instead, both techniques operate on a
model of the electronic system and a model of the environ-
ment 1n which the electronic system runs, 1.¢., a testbench.
Thus, their use 1s limited to debugging design errors. As such,
neither technique 1s applicable for debugging manufacturing
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faults, environment errors, timing errors and/or tool errors.
Also, inadequacies 1n the testbench have the potential to hide
or itroduce design errors in the HDL design during func-
tional simulation which can later, when the HDL design 1s
tabricated, show up as functional failures of the running elec-
tronic system.

Hardware logic level analysis 1s a technique that works at
the logic level of a fabricated electronic system. The logic
level of abstraction 1s also referred to as gate-level. Since
clectronic systems have been designed at the logic level for
many years (for example using schematic entry of logic gates
and flip-flops), there exists a wide variety of different tech-
niques for debugging at logic level, including: digital logic
analyzers, in-circuit emulators, Design-For-Test (DFT) tech-
niques, and hardware emulation, each of these difierent tech-
niques are discussed below.

Digital logic analyzers operate to probe a limited number
of digital signals and record their logic values. Probing is
accomplished by physically connecting probes of the digital
logic analyzer to exposed pins and/or circuitry on the fabri-
cated design. Recording 1s controlled by trigger conditions,
which are conditional expressions built upon the values of the
recorded signals provided by the probes. The values for the
recorded signals are stored in dedicated memory 1nside the
digital logic analyzer so as to be available for subsequent
display. Digital logic analyzers can be external devices or
blocks embedded 1nside the digital circuits of an electronic
system. An example of an external digital logic analyzer 1s the
Agilent 16715A from Agilent Technologies, Inc. in Palo Alto,
Calif. Examples of embedded logic analyzers are SignalTap
from Altera Corporation in San Jose, Calif., or ChipScope
from Xilinx, Inc. in San Jose, Calif. Another example of an
embedded loglc analyzer was presented at the 1999 IEEE
International Test Conference by Bulent Dervisoglu 1n
“Design for Testability: It 1s time to deliver it for Time-to-
Market”. Since embedded logic analyzers are added to the
circuitry of the design, they can probe internal signals. Thus,
embedded digital logic analyzers overcome the limited
access to internal signals problem of external logic analyzers
because access to the internal signals 1s not restricted by the
pins of the fabricated circuits.

An 1n-circuit emulator 1s a specialized piece of hardware
that connects to a CPU for debugging the CPU and the soft-
ware that runs on the CPU. An example of an in-circuit
emulator 1s visionlCE from Windriver in Alameda, Calif.
However, since in-circuit emulators only work for the specific
target CPU for which they were built, in-circuit emulators are
iappropriate for debugging general digital circuits.

DFT techniques, such as boundary scan and built-in self
test, provide access to the internal registers of a running
tabricated digital circuit. An example of such technique is
described 1n the IEEE 1149.1 JTAG standard available from
the Institute of Electrical and Electronic Engmeers in Piscat-
away, N.J. DFT techniques are also described in “Digital
Logic Testing and Simulation™ by Alexander Miczo, pub-
lished by Wiley, John and Sons Inc., 1985. DFT technjques
were originally developed for and applied to testing of manu-
facturing faults and have the major disadvantage that they do
not relate back to the HDL description.

Hardware emulation systems map a synthesized HDL
design onto special emulation hardware. Such emulation
hardware comprises many re-programmable FPGA devices
and/or special purpose processors. The emulation hardware
then executes a model of the HDL design. Thus hardware
emulation has the same disadvantage as functional simula-
tion, namely, that it works on a model of the electronic system
and not on the fabricated hardware. As a result, hardware
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emulation systems are limited to design error debugging, and
cannot be used for diagnosing manufacturing faults, tool
errors, timing errors, etc. An example of such a hardware
emulation system 1s System Realizer from Quickturn Sys-
tems, 1n San Jose, Calif. Specially built prototyping systems
comprising FPGAs/PLDs can also be seen as hardware emu-
lation systems. Since hardware emulation 1s usually much
faster than functional simulation, hardware emulation sys-

tems may enable use of the software that 1s supposed to run on
the HDL design to be used as a testbench. Even so, hardware
emulation typically runs at speeds below one MegaHertz
(MHz) while the HDL design 1s supposed to run at many
hundred MegaHertz. In some cases the emulator speed may
allow the user to connect the HDL design to the target envi-
ronment which makes the design of testbenches unnecessary.
Even so, with the high speeds of state-of-the-art HDL
designs, hardware emulation 1s not capable of debugging the
majority of real-time applications. Another disadvantage 1s
that the special synthesis, mapping, and multi-chip partition-
ing steps required to bring an HDL design into a hardware
emulation system are very complicated and time consuming.

A major drawback of all logic level debugging techniques
1s that they work at the logic level of abstraction. Since the
HDL-based demgn methodology of electronic systems 1s
much more eflicient for todays complex designs, HDL
designs have largely replaced logic level designs. Application
of logic level debugging techniques to HDL design method-
ology 1s highly nellicient. Since logic level debugging does
not relate back to the HDL description, it normally would not
provide the designer of the electronic system with sufficient
information to correctly diagnose a functional failure.

Hardware behavioral source level emulation provides
hardware emulation of source level designs. One technique
tor debugging HDL designs described at the behavioral level
HDL using hardware emulation 1s described in “Interaktives
Debugging algorithmischer Hardware-Verhaltensbeschrei-
bungen mit Emulation” by Gemot H. Koch, Shaker Verlag,
Germany, 1998. Some of which 1s also described 1n Koch et
al., “Breakpoints and Breakpoint Detection 1n Source Level
Emulation,” ACM Transactions on Design Automation of
Electronic Systems, Vol. 3, No. 2, 1998. The therein described
technique 1s referred to as Source Level Emulation (SLE) and
offers an approach for emulating HDL designs, however only
if such designs are described in behavioral VHDL. During
behavioral synthesis a behavioral HDL design is enhanced for
debugging by generating and adding additional circuitry for
break-point detection. The behavioral synthesis tool writes
out synthesized VHDL which contains a register transier
level description of the enhanced HDL design. The register
transier level description 1s then synthesized, mapped, and
multi-chip partitioned into the emulation hardware. During
hardware emulation with a hardware model of the HDL
design, the user 1s able to examine particular variables 1n the

behavioral HDL description.

Control 1s provided via break-points which are detected
using the additional circuitry inside the running hardware
model. Break-points in SLE have a very specific meaning. In
particular, such break-points are closely tied to behavioral
operations 1n the data-flow of the behavioral HDL descrip-
tion, and are associated with particular states of a controller
which 1s generated by the behavioral synthesis. Additionally,
break-points can be made conditioned upon particular values
of data-path registers. When a break-point i1s detected, the
execution of the hardware model 1s stopped. This 1s done by
halting some or all of the system clocks and prevents the
registers from changing their current values. Once halted,
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internal registers can be read. These registers form a scan-
chain such that their values can be read by an emulation
debugging tool.

Examination of variables in the behavioral HDL descrip-
tion 1s done 1n two ways. For variables which are mapped by
the behavioral synthesis into registers in the hardware model,
their values can be read and related back to HDL 1dentifiers.
This 1s done using map files which keep track of the transior-
mations in behavioral synthesis, register transier level syn-
thesis, mapping, and multi-chip partitioning. For variables
which have not been mapped to registers 1n the hardware
model, their values are computed using a functional model of
the behavioral HDL design. This functional model 1s created
during behavioral synthesis and requires the existence of
functional models of 1ts components. The values, either read
or computed, are then displayed in the behavioral HDL
description. Optionally, by overwriting some or all of the
registers ol the hardware model while the hardware model 1s
halted, the behavior of the HDL design can be modified once
the execution of the hardware model 1s resumed.

Although source level emulation provides a debugging
method which works at the level of the HDL description (in
this case behavioral VHDL), it has various drawbacks which
limits 1ts use 1n practice. Several of the drawbacks are as
follows. First, enhancements for source level emulation must
be done inside a behavioral synthesis tool, since 1t needs
special information about the behavioral HDL design which
1s only available during the behavioral synthesis process.
Second, source level emulation does not allow the designer to
perform customization. For example, a designer 1s not able to
select trade-olls between hardware overhead and debugging
support. Third, source level emulation cannot handle HDL
descriptions on levels of abstraction other than the one pro-
vided by behavioral VHDL. Explicitly, source level emula-
tion 1s not applicable for the most commonly used levels of
abstraction of RTL HDL and gate-level HDL. Fourth, source
level emulation supports neither hierarchy nor re-use of pre-
designed blocks. Fitth, there are various limitations and dii-
ficulties 1n relating registers back to behavioral HDL source
code. Sixth, 1n order to examine the state of the hardware
model, 1t 1s required that some or all of the system clocks be
halted and the hardware stopped, which makes source level
emulation mapplicable for debugging the majority of today’s
clectronic systems which are not to be stopped.

e

Thus, there 1s a need for efficient and effective approaches
for debugging HDL-based electronic system designs.

SUMMARY OF THE INVENTION

Broadly speaking, the invention relates to techniques and
systems for debugging an electronic system having instru-
mentation circuitry included therein. The invention facilitates
analysis, diagnosis and debugging fabricated hardware
designs at a Hardware Description Language (HDL) level.
Although the hardware designs (which were designed in
HDL) have been fabricated 1in integrated circuit products with
limited mput/output pins, the invention enables the hardware
designs within the integrated circuit products to be compre-
hensively analyzed, diagnosed, and debugged at the HDL
level at speed. The ability to debug hardware designs at the
HDL level facilitates correction or adjustment of the HDL
description of the hardware designs.

The mvention can be implemented i numerous ways
including, a method, system, device, and a computer readable
medium. Several embodiments of the invention are discussed
below.
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As a method for debugging an electronic system having
instrumentation circuitry included therein, wherein the elec-
tronic system 1s described with an HDL, one embodiment of
the invention includes at least the acts of: activating certain
design visibility, design patching or design control aspects of
the instrumentation circuitry available for examining or
moditying the electronic system via the instrumentation cir-
cuitry; determining configuration information based on the
certain design visibility, design patching or design control
aspects that are activated; configuring the instrumentation
circuitry 1n accordance with the configuration information;
receiving debug data from the configured instrumentation
circuitry operating within the integrated circuit product;
translating the debug data into HDL-related debug informa-
tion; and relating the HDL-related debug information to the
HDL description.

As a method for debugging an integrated circuit product
having instrumentation circuitry included therein, wherein
the integrated circuit product was designed with a high-level
HDL description, one embodiment of the invention includes
at least the acts of: activating certain aspects available for
examining or modifying by the instrumentation circuitry;
determining configuration information based on the certain
aspects that are activated; configuring the instrumentation
circuitry 1n accordance with the configuration information;
receiving debug data from the configured instrumentation
circuitry operating within the integrated circuit product;
translating the debug data into HDL-related debug informa-
tion; relating the HDL -related debug information to the high-
level HDL description; thereafter retrieving circuit status
information for the mtegrated circuit product via the instru-
mentation circuitry; and displaying state information con-
cerning the integrated circuit product based on the retrieved
circuit status information.

As a computer readable medium including at least com-
puter program code for debugging an electronic system hav-
ing instrumentation circuitry included therein, wherein the
clectronic system 1s described with an HDL, one embodiment
of the invention includes at least: computer program code for
activating certain design visibility, design patching or design
control aspects of the instrumentation circuitry available for
examining or modilying the electronic system via the instru-
mentation circuitry; computer program code for determining
configuration information based on the certain design visibil-
ity, design patching or design control aspects that are acti-
vated; computer program code for configuring the instrumen-
tation circuitry 1n accordance with the configuration
information; computer program code for recerving debug
data from the configured instrumentation circuitry operating
within the integrated circuit product; computer program code
for translating the debug data into HDL-related debug infor-
mation; and computer program code for relating the HDL-
related debug information to the HDL description.

Other aspects and advantages of the invention will become
apparent from the following detailed description taken 1n
conjunction with the accompanying drawings which 1llus-
trate, by way of example, the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The mvention will be readily understood by the following
detailed description 1n conjunction with the accompanying
drawings, wherein like reference numerals designate like
structural elements, and 1n which:

FIG. 1A 1s a block diagram of a hardware debugging sys-
tem according to one embodiment of the invention;



US 7,506,286 B2

7

FIG. 1B 1s a block diagram of a hardware debugging sys-
tem according to another embodiment of the invention;

FI1G. 2 1s a tlow diagram of basic instrumentation process-
ing according to one embodiment of the ivention;

FIG. 3 1s a block diagram of an instrumentation system
according to one embodiment of the invention;

FIGS. 4A and 4B are flow diagrams of detailed design
instrumentation processing according to one embodiment of
the 1nvention;

FIG. 5A 1s a flow diagram of selection processing accord-
ing to one embodiment of the invention;

FIG. 5B 1s a flow diagram of break-point processing
according to one embodiment of the invention;

FIG. 5C 1s a flow diagram of explicit trigger condition
selection processing according to one embodiment of the
imnvention;

FIG. 5D 1s a flow diagram of sampling signal selection
processing according to one embodiment of the invention;

FIG. 6 1s a diagram of a design instrumentation database
according to one embodiment of the invention;

FIG. 7A 1s a block diagram of an instrumentation system
according to one embodiment of the invention;

FIG. 7B 1s a diagram of a hard block resolution system
according to one embodiment of the invention;

FI1G. 8 1s a block diagram of a representative Design Instru-
mentation Circuit (DIC) according to one embodiment of the
imnvention;

FIG. 9 describes a representative generic configurable cir-
cuitry which can mmplement design sampling and design
patching according to one embodiment of the invention;

FIG. 10 1llustrates a representative generic configurable
trigger detection circuit according to one embodiment of the
imnvention;

FIG. 11 illustrates a representative state based Finite State
Machine design control circuit according to one embodiment
of the invention;

FIG. 12 1llustrates a representative transition based Finite
State Machine design control circuit according to one
embodiment of the invention;

FIG. 13 illustrates a representative data-path register
design control circuit according to one embodiment of the
invention;

FIG. 14 illustrates a representative part of the design con-
trol circuit according to one embodiment of the invention;

FI1G. 15 15 a block diagram of a portion of an instrumenta-
tion system which includes a cross-reference analysis module
and a cross-reference database according to one embodiment
of the invention;

FIG. 16 1s a block diagram of a portion of an instrumenta-
tion system which includes a DFT analysis module according
to one embodiment of the invention:

FIG. 17 1s a data flow diagram 1llustrating DIC creation
processing according to one embodiment of the invention;

FIG. 18 15 a flow diagram of HDL-based hardware debug-
ging processing according to one embodiment of the mven-
tion;

FIG. 19 1s a data tlow diagram of a debugging process
performed by a HDL-based hardware debugger according to
one embodiment of the invention:

FIG. 20 1s a block diagram of a hardware/software co-
debugging system according to one embodiment of the mven-
tion; and

FIG. 21 1s a block diagram of a hardware/software co-
debugging system according to one embodiment of the mnven-
tion.
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8
DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to techniques and systems for
debugging an electronic system having instrumentation cir-
cuitry included theremn. The mmvention facilitates analysis,
diagnosis and debugging fabricated hardware designs at a
Hardware Description Language (HDL) level. Although the
hardware designs (which were designed 1n HDL) have been
fabricated in integrated circuit products with limited mput/
output pins, the mmvention enables the hardware designs
within the integrated circuit products to be comprehensively
analyzed, diagnosed, and debugged at the HDL level at speed.
The ability to debug hardware designs at the HDL level facili-
tates correction or adjustment of the HDL description of the
hardware designs.

The following discussions will be made clearer by a brief
review of the relevant terminology as it 1s typically (but not
exclusively) used. Accordingly, to assist readers 1n under-
standing the terminology used herein, the following defini-
tions are provided.

“Software” 1s deemed as but not limited to programming,
language content written using a programming language.
Examples of programming languages include C, C++, Basic,
assembly, and Java.

“HDL” 1s a Hardware Description Language. A hardware
description language 1s defined as any programming lan-
guage that can describe the hardware portion of an electronic
system. Examples of HDLs include VHDL which 1s
described 1n the IEEE Standard VHDL Language Reference
Manual available from the Institute of Electrical and Elec-
tronic Engineers in Piscataway, N.J., which 1s hereby 1ncor-
porated by reference; Verilog HDL which 1s described in
Hardware Modeling with Verilog HDL by Eliezer Sternheim,
Rajvir Singh, and Yatin Trivedi, published by Automata Pub-
lishing Company, Palo Alto, Calif., 1990, which 1s hereby
incorporated by reference; and SystemC which stems from
the Open SystemC Initiative (OSCI) originally started by
Synopsys, Inc. of Mountain View, Calif. General purpose
programming languages such as C++, C, and assembly lan-
guages may also be used as a HDL.

A “high level HDL description” 1s a HDL description 1n
which at least a portion of the description 1s at register transier
level (RTL) or higher. For VHDL this synthesizable, register
transier level subset 1s described in the EEE 1076.6-1999
Standard for VHDL Register Transter Level (RTL) Synthesis,
available from the Institute of Electrical and Electronic Engi-
neers 1 Piscataway, N.J., which 1s hereby incorporated by
reference. The synthesizable register transier level subset of
the Verilog HDL 1s described 1n “Verilog HDL: A Guide to
Digital Design and Synthesis” by Samir Palnitkar, SunSoft
Press, 1996.

A “RAM” 1s a Random Access Memory—defined as an
clectronic component capable of storing data.

“ASIC” 1s an Application Specific Integrated Circuit. An
ASIC device 1s an electronic component of a system. ASICs
are custom devices created for a specific purpose within the
clectronic system. ASIC devices are easier and faster to create
with respect to a full custom semiconductor device. An ASIC
may be described using HDL and implemented using synthe-
S18S.

An “FPGA” 1s a Field Programmable Gate Array. FPGAs
are electronic components that have a configurable function.
These devices are able to change their functionality via an
information stream transferred to the device. These electronic
components are available from a number of different suppli-
ers 1n a wide range of sizes and speeds. One example of these
devices are the Virtex FPGA devices from Xilinx, Inc. located
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in San Jose, Calif. An FPGA design may be described using
HDL and implemented using synthesis.

A “Central Processing Unit” or “CPU” 1s circuitry control-
ling the interpretation and execution of software programmed
instructions, performs arithmetic and logical operations on
data, and controls input/output functions. For the following
descriptions the term CPU will be used to also denote other
processing elements such as microprocessors, digital signal
processors, microcontrollers, etc.

A “register” 1s an element 1n digital circuitry which can
store one or more bits. Examples for registers are the various
types of tlip-tflops and latches.

A “PLD” 1s an Programmable Logic Device. PLDs are
clectronic components that have a configurable function.
These devices are able to change their functionality via an
information stream transferred to the device. These electronic
components are available from a number of different suppli-
ers 1n a wide range of sizes and speeds. One example of these
devices are the Apex PLD devices from Altera Corporation 1n
San Jose, Calif. A PLD design may be described using HDL
and implemented using synthesis.

“Electronic Components™ are defined as but not limited to,
transistors, logic gates, integrated circuits, semi-custom inte-
grated circuits, full custom integrated circuits, application
specific itegrated circuits (ASICs), gate arrays, program-
mable logic devices (PLDs), field programmable gate arrays
(FPGAs), CPUs, Random Access Memory (RAM), mixed
signal integrated circuits, systems on a chip (SOC), and sys-
tems on a printed circuit board.

An “Electronic System” 1s defined as a system that con-
tains one or more digital and/or analog Electronic Compo-
nents connected together to perform specific operations or
functions. An Electronic System can be implemented entirely
of hardware (Electronic Components) or consist of a mix of
hardware and software (programming language content).

“Mixed-signal designs” are defined as Electronic System
designs which incorporate both digital and analog signals.

The “HDL Design™ 1s referred to as the portion of the
clectronic system which 1s described 1n HDL and imple-

mented in hardware. It 1s also referred to as the “Design under
Test” (DUT).

An “SOC” 1s a System On Chip. A SOC 1s defined as a
device large enough to contain an entire electronic system
implementation. SOC devices can integrate a number of elec-
tronic devices 1nto one device.

An “HDL description” 1s the textual description of an HDL
Design.

“HDL source code” 1s referring to the text files which
contain the HDL description.

An “HDL 1dentifier” 1s an object 1n an HDL description
which represents a signal, a set of signals, a storage element,
or a set of storage elements and which can take a value from
a set of possible values. Each HDL identifier 1s associated
with a particular scope defined by the syntax of the underlying,
hardware description language.

A “Technology Mapping Process™ 1s defined as the process
of transforming a particular representation of an electronic
design 1into a design consisting entirely of primitive electronic
clements from a design library for a target technology. The
representation of said electronic design from which the Tech-
nology Mapping Process begins 1s dependent on the particu-
lar Technology Mapping Process being employed. However,
said representation usually consists of simple boolean ele-
ments. For example, said representation may consist entirely
of an mterconnected set of 2-mnput/1-output logic elements
with each said element performing the NAND function. An
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example of a tool that performs the Technology Mapping
Process 1s Design Compiler from Synopsys in Mountain

View, Calif.

“Synthesis” 1s defined as the process of creating an elec-
tronic 1implementation from the functional description of a
system. An example of a tool that performs this operation 1s
Design Compiler from Synopsys in Mountain View, Calif.
which reads electronic system descriptions written 1n a syn-
thesizable subset of VHDL and Verilog and produces a tech-
nology mapped design as an output.

“Behavioral HDL” 1s an HDL description at an algorithmic
level of abstraction in which neither the timing behavior nor
the structure of the HDL Design 1s explicitly described.

“Behavioral synthesis” transforms a behavioral HDL
description 1nto a register transier level (RTL) description
where the timing behavior and the structure of the HDL
Design 1s fixed. This RTL description i1s then processed 1n
synthesis and technology mapping. An example of a tool that
performs behavioral synthesis 1s Behavioral Compiler from
Synopsys, Inc. of Mountain View, Calif.

A “System Clock” 1s defined as a main timekeeping signal
in a design. All operations that are relative to the System
Clock will proceed when the System Clock becomes active.

“Constraints” are defined as limits placed on parameters
for the implementation of an electronic system. Parameters of
an electronic system can include but are not limited to register
to register propagation delay, system clock frequency, primi-
tive element count, and power consumption. These con-
straints can be used by synthesis tools to guide the implemen-
tation of the electronic design.

“Fabrication” 1s the process of transforming a synthesized
and technology mapped design into one or more devices of
the target technology. For example, the fabrication of ASICs
involves manufacturing and the fabrication of FPGAs and
PLDs mnvolves device configuration.

“DFT” 1s Design-for-test. DFT 1s defined as a process in
which an electronic system designer will include structures in
the electronic system that facilitates manufacturing testing.

“Design Rule Check” (DRC) are checks performed before
integrated circuit manufacturing to ensure that in the placed
and routed technology mapped design none of the rules of the
target technology process 1s violated. Examples for such
DRC are checks for shorts, spacing violations, or other
design-rule problems between logic cells. An example for a
tool that does DRC 1s Dracula from Cadence Design Systems,
Inc. 1n San Jose, Calif.

A “Functional Specification™ 1s defined as the documenta-
tion that describes the necessary features and operations of a
system.

A “functional failure™ 1s a behavior of a design which does
not meet the functional specification which was used in the
creation of the design. Every step 1n the design process can
potentially cause a functional failure. Functional failures can
be classified depending on which step of the design process
caused the functional failure.

A “fault” 1s a specific type of functional failure. This type
of failure 1s due to one or more manufacturing defects causing
a Tunctional failure 1n the fabricated design.

A “design error” 1s a specific type ol functional failure
where the HDL description’s behavior did not match the
functional specification.

A “tool error” 1s a specific type of Tunctional failure which
was mtroduced by design tools because the HDL description
was not properly processed such that the functional specifi-
cation 1s not met by the implementation.
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An “environment error’ 1s a specific type of functional
failure caused by a particular combination of environmental
parameters such as temperature, humidity, pressure, etc.

A “Functional Simulator” 1s a tool that mimics the func-
tional behavior of a model of an electronic system which 1s
described using HDL.

A “Testbench” 1s defined as an electronic system descrip-
tion that presents stimulus to and/or gathers information from
the target electronic system design to be verified. In some
cases the testbench 1gnores the response from the target elec-
tronic system design. A testbench 1s used to mimic the behav-
1or of the target environment in which the electronic system
being developed will operate. A testbench may comprise both
hardware and software.

A “Target Environment” 1s the system the electronic sys-
tem 1s specified to interact with and/or to run 1. A target
environment may comprise both hardware and software.

The “Target Speed” of an electronic system 1s the speed
and/or the speed range the electronic system 1s specified to
run at. Examples for measures for the target speed and the
speed range are clock frequency, response time, time to
propagate, and cycle time.

“Debugging” 1s the process of comparing the behavior of
an implementation of the electronic system to the electronic
system functional specification. The purpose of debugging 1s
to find causes and remedies for functional failures.

“Co-Debugging” or “hardware/software co-debugging™ 1s
defined as the process of debugging the software and hard-
ware of an electronic system concurrently.

A “FSM” 1s Finite State Machine—defined as an electronic
system control structure. The design and implementation of
FSM 1s described in great detail in Synthesis and Optimiza-
tion of Digital Circuits, by Giovanni DeMicheli, McGraw
Hill, 1994.

A “HDL Building Block” 1s a functional unit of an HDL
Design from which the HDL Design 1s constructed. A HDL
Buﬂdmg Block (BB) performs calculations on the signals to
which 1t 1s connected and communicates with other BBs in the
design. The communication is through connecting internal
signals of a BB to communication ports of the BB and/or
connecting internal signals of the BB to communication ports
of other BBs 1n the HDL Design. Examples of BBs are Enti-
ties 1n the VHDL language and Modules 1n the Verilog lan-
guage.

A “Hard Block”™ 1s an electronic system which has a pre-
defined functionality and which can be incorporated into
another electronic system. Commonly, the form of the Hard
Block 1s such that the functionality of the Hard Block can not
be altered. An example of a hard block 1s an HDL Design
which implements a industry standard bus controller.

A “Design State” 1s defined as the logical values taken by
the storage elements of the design at a particular time, com-
bined with the logical values taken by the inputs of the design
taken at the same particular time.

The “System State” or “State of the System”™ 1s a synonym
for “Design State.”

“Real-time™ means a task, process or response occurs sub-
stantially immediately. The term 1s used to describe a number
of different computer features. For example, real-time oper-
ating systems are systems that respond to input immediately.
Real-time 1s also used for describing tasks 1n which the com-
puter must react to a steady flow of new information without
interruption. Real-time can also refer to events simulated by a
computer at the same speed that they would occur 1n real life.

Embodiments of this aspect of the invention are discussed
below with reference to FIGS. 1-21. However, those skilled in
the art will readily appreciate that the detailed description
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given herein with respect to these figures i1s for explanatory
purposes as the mvention extends beyond these limited
embodiments.

FIG. 1A 1s a block diagram of a hardware debugging sys-
tem 100 according to one embodiment of the invention. The
hardware debugging system 100 operates to debug a hard-
ware product referred to herein as a Device Under Test (DUT)
102. The DUT 102 1s typically part of a larger hardware
product referred to as an electronic system 104. The DUT 102
can pertain to a single integrated circuit chip, multiple 1nte-
grated circuit chips, a system on a chip, or a system on a
printed circuit board.

According to the invention, the DUT 102 includes Design
Instrumentation Circuitry (DIC) 106. The DIC 106 is pro-

vided within the DUT 102 1n order to facilitate debugging of
the DUT 102. The DIC 106 can be provided within the DUT

106 1n eitther a centralized or distributed manner.

The hardware debugging system 100 operates to determine
the DIC 106 that 1s provided within the DUT 102. In this
regard, an original HDL description 108 of the electronic
system 104 1s received at an instrumentor 110. The 1nstru-
mentor 110 modifies or alters the original HDL description
108 to produce an instrumented HDL description 112. The
istrumented HDL description 112 represents not only the
clectronic system 104 with the DUT 102 provided therein, but
also the DIC 106 that 1s provided within the DUT 102. The
instrumentor 110 also stores DIC information to a design
instrumentation database 114. By storing the DIC informa-
tion 1n the design instrumentation database 114, the hard-

ware-based debugging of the DUT 102 1s facilitated.

The hardware debugging system 100 also includes synthe-
s1s and place & route systems 116. The synthesis and place &
route systems 116 recerves the instrumented HDL description
112 and performs conventional synthesis as well as place &
route operations in order to produce an instrumented design
118. Although not shown in FIG. 1A, other additional tools
can be utilized to produce or enhance the instrumented design
118. Examples of additional tools include a Design-For-Test
(DFT) tool or a Design Rule Check (DRC) tool. The 1nstru-
mented design 118 represents a description (e.g., design files)
of the electronic system 104 that would be thereaiter fabri-
cated. Hence, once the instrumented design 118 1s available,
tabrication 120 can be performed. The fabrication 120 pro-
duces the electronic system 104 having the DUT 102 with the
DIC 106 provided therein. Fabrication 1s the process of trans-
forming a synthesized and technology mapped design (e.g.,
the mnstrumented design 118) into one or more devices of the
target technology. For example, 1f the target technology 1s
Application Specific Integrated Circuits (ASICs) then the
fabrication involves manufacturing, and if the target technol-
ogy 1s Field Programmable Gate Arrays (FPGAs) or Pro-
grammable Logic Devices (PLDs) the fabrication involves

device configuration.

At this point, the electronic system 104 1s a hardware
product that has been produced. This hardware product can
then be debugged using a HDIL-based hardware debugger
122. More particularly, the HDL-based hardware debugger
122 couples to the DIC 106 so that 1t 1s able to communicate
with the DIC 106 when debugging the DUT 102. The HDL-
based hardware debugger 122 also couples to the design
instrumentation database 114 so that access to the DIC infor-
mation 1s available. As a result, the HDIL.-based hardware
debugger 122 enables a user to debug the DUT 102 and/or
hardware and/or software interacting with the DUT 102 in
close relation to the original HDL description 108. Further, 1n
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one embodiment, debugging can be performed while the elec-
tronic system 104 and the DUT 102 operate in the target
environment, at target speed.

FIG. 1B 1s a block diagram of a hardware debugging sys-
tem 150 according to another embodiment of the mvention.
The hardware debugging system 150 1s similar to the hard-
ware debugging system 100 and includes many of the same
components. Hence, the hardware debugging system 150
enables a user of the HDL-based hardware debugger 122 to
debug the DUT 102 of the electronic system 104 and/or
hardware and/or software interacting with the DUT 102, as
noted above. However, the hardware debugging system 150
includes a synthesis and place & route system 152 that
includes an instrumentor 154. Hence, the original HDL
description 108 1s supplied to the synthesis and place & route
system 152. The synthesis and place & route system 152 can
then produce the mnstrumented design 118 while using not
only synthesis and place & route tools but also the instrumen-
tor 154. In this embodiment, the instrumentor 154 1s able to be
embedded within synthesis and place & route system 152.
Here, the instrumentor 154 assists with producing the instru-
mented design 118 which represents the electronic system
104 having the DIC 106 provided within the DUT 102. How-
ever, with the hardware debugging system 150, the original
HDL description 108 need not be modified to produce an
instrumented HDL description.

FIG. 2 1s a flow diagram of basic instrumentation process-
ing 200 according to one embodiment of the imvention. The
basic nstrumentation processing 200 1s, for example, per-
formed by the mstrumentor 110 illustrated 1n FIG. 1A or the
instrumentor 154 illustrated 1n FIG. 1B.

The basic mstrumentation processing 200 mnitially recerves
202 a HDL description for an electronic system. The HDL
description 1s then analyzed 203 to understand the character-
istics of the electronic system. Next, parts (or portions) of the
clectronic system that are to be examined and/or modified are
determined 204. Typically, the parts of the electronic system
to be examined and/or modified (e.g., mstrumented) are
within a DUT such as the DUT 102 illustrated in FIGS. 1A
and 1B. Hence, the parts of the electronic system to be exam-
ined and/or modified represent various signals and/or com-
ponents within the DUT. After the parts of the electronic
system to be examined and/or modified have been determined
204, design instrumentation circuitry (DIC) 1s generated 206.
Preferably, the DIC 1s determined 204 based on the parts of
the electronic system to be examined and/or modified. In this
regard, the DIC can be at least partially customized to the
application such as the amount or degree of testing or debug-
ging desired. Thereatter, the DIC 1s incorporated 208 1nto the
clectronic system. The DIC can be imncorporated 208 into the
clectronic system (namely, the DUT) 1n various ways. In one
embodiment, the DIC can be incorporated by adding HDL to
the original HDL for the electronic system. In another
embodiment, the DIC can be incorporated by modifying a
netlist description for the electronic system. Following the
operation 208, the basic instrumentation processing 200 1s
complete and ends.

Design instrumentation (DI) 1s a process by which a HDL
description of an electronic system 1s analyzed, and then a
DIC computed. The DIC 1s thereafter incorporated (e.g.,
added) mnto the electronic system to facilitate debugging. The
DIC can be added to the electronic system 1n a variety of
ways. In one embodiment, DIC can be added to the electronic
system by adding an HDL description of the DIC to the HDL
description of the electronic system. In another embodiment,
the DIC can be added to the electronic system during synthe-
s1s. The DIC provides mechanisms to control the examination
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and/or modification of a running electronic system. Thus, the
DIC allows to analyze, diagnose, and/or debug the DUT by
giving detailed and accurate information about 1ts current
state of operation, as well as the state history.

FIG. 3 1s a block diagram of an instrumentation system 300
according to one embodiment of the invention. The 1nstru-
mentation system 300 operates to perform design mnstrumen-
tation operations to produce an approprate DIC.

The instrumentation system 300 includes an mstrumentor
302. The mstrumentor 302 operates to determine the appro-
priate DIC for the electronic system (namely, the DUT) that 1s
to be eventually hardware debugged. The instrumentor 302
receives an original HDL description 304 as well as instru-
mentation directives 306. The instrumentation directives 306
are mstructions to the instrumentor 302 that inform the instru-
mentor 302 of the portions, parts or areas of the original HDL
description 304 that are to be examined and/or modified. The
instrumentation directives 306 can be predetermined or inter-
actively provided by a user through a user interface. Addi-
tionally, the instrumentor 302 can further receive design con-
straints 308, Design For Test (DFT) information 310,

mstrumented pre-designed blocks 312 and DIC template(s)
314.

The design constraints 308 are constraints on the particular
design associated with the original HDL description 304.
More particularly, design constraints are limits placed on
parameters for an 1implementation of an electronic system.
Some examples of the parameters that can be limited by
design constraints include register-to-register propagation
delay, system clock frequency, primitive element count, and
power consumption. The constraints on the parameters are
used by synthesis and place & route tools to guide the imple-
mentation of the electronic design.

The DFT information 310 i1s information about features
(e.g., structures) of the original HDL description 304 that
pertain to testing. The DFT information 1s used to facilitate
manufacturing testing. For example, the DFT information
310 can provide a description of a scan-chain provided within
the original HDL description 304. The instrumentor 302 can
utilize portions of the DFT information 310 to reduce the
circuitry required for the DIC.

The DIC can make use of previously instrumented pre-
designed blocks 312. In case the electronic system contains
pre-designed blocks which have been mstrumented, the DIC
can communicate with the previously mstrumented pre-de-
signed blocks 312 to {facilitate their debugging. The DIC
template(s) 314 provide one or more templates for the mstru-
mentor 302 to utilize when producing the DIC.

The mstrumentor 302 outputs an instrumented description
316. In one embodiment, the mstrumented description 316
can be represented as an instrumented HDL description 1n
which the original HDL description 304 has been enhanced to
include a HDL description of the DIC (see FIG. 1A). In
another embodiment, the instrumented description 316 can
represent an instrumented netlist (see FIG. 1B). The 1nstru-
mentor 302 also produces an optional DIC HDL description
318. The DIC HDL description 318 can be utilized by a
functional simulator or synthesis and place & route tools. The
istrumentor 302 can also produce an optional DIC simula-
tion model 322 that permits functional simulation of the
instrumented description 316. Still further, the instrumentor
302 can output synthesis and place & route constraints 324
and modified DFT information 326. The synthesis and place
& route constraints 324 can be utilized by the synthesis and
place & route tools. The modified DFT information 326 can
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also be used by the synthesis and place & route tools, so that
the resulting electronic system 1s able to be tested as origi-
nally designed.

The instrumentation system 300 also includes a design
instrumentation database 320 that stores instrumentation 3
information. The instrumentation information includes infor-
mation on the types of instrumentations that have been done,
the DIC and other information as explained in greater detail
below. As noted above, an HDL-based hardware debugger
(e.g., debugger 122) eventually utilizes the DIC information 10
stored 1n the design mstrumentation database 320 when per-
forming hardware debugging of the electronic system. Addi-

tional details on the design instrumentation database 320 are
provided i FIG. 6 below.

FIGS. 4A and 4B are flow diagrams of detailed design 1°
instrumentation processing 400 according to one embodi-
ment of the imvention. The detailed design instrumentation
processing 400 1s, for example, performed by the instrumen-
tor 110 illustrated in FIG. 1A, the instrumentor 154 illustrated
in FIG. 1B, or the instrumentor 302 1illustrated 1in FI1G. 3. 20

The detailed design istrumentation processing 400 1ni-
tially receives 402 a HDL description of an electronic system.
The HDL description 1s then parsed and analyzed 404. The
analysis 404 of the HDL description can identify portions that
cannot be mstrumented or that can only be mstrumented 1n
certain ways. The result of the analysis 404 can be used to
determine whether particular instrumentation directives are
valid, and thus can be followed by the mstrumentor.

25

Additionally, one or more of design constraints, DFT infor-
mation, predetermined 1nstrumentation directives, or pre-de-
signed blocks may also optionally be received 406. Then,
instrumentation directives are determined 408. Here, instru-
mentation directives can be predetermined and thus provided
or can be determined through user interaction. FIGS. 5A-5D,
discussed below, pertain to user interaction to produce instru-
mentation directives.

30

35

After the instrumentation directives are determined 408, a
customized DIC 1s produced 410 based on the HDL descrip-
tion and the mnstrumentation directives. Hence, the custom- 4
1zed DIC 1s tailored to the particular HDL description and the
particular instrumentation directives. By tailoring the DIC to
the particular HDL description and the particular instrumen-
tation directives, the customized DIC makes efficient use of
its circuitry. Since the DIC consumes area (e.g., die space) on 45
the hardware product (e.g., semiconductor chip), making the
customized DIC efficient and compact 1s advantageous. In
producing the customized DIC, the detailed design instru-
mentation processing 400 1s able to reuse pre-designed blocks
that have already been instrumented. In other words, the 5,
customized DIC can commumnicate with existing DICs of
pre-designed blocks that represent other portions of the elec-
tronic system (or even external systems).

Additionally, the DIC can be optimized 412 to reduce
hardware overhead and/or maximize coverage. Here, the 55
optimization 412 to the DIC enables the hardware overhead
associated with the DIC to be reduced which 1s advantageous
in producing or using integrated circuit products. For
example, cost analysis can be performed during the optimi-
zation to explore the different structures 1n the context of a 60
given 1mplementation technology and given design con-
straints. Variations of the DIC can thus be explored in order to
mimmize the overhead of the DIC onthe hardware 1n terms of
area, delay, power consumption, routability, and/or testabil-
ity. Variations of the DIC can be described via DIC templates. 65
The optimization 412 can also try to increase the effects of the
instrumentation with regards to the hardware overhead. For
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example, 1 some certain signals can be examined, some other
signals may also be able to be examined without any or
minimal hardware overhead.

Next, a decision 414 determines whether design con-
straints have been provided. Typically, the design constraints
are provided in a file which contains specifications for area,
delay, power consumption, routability and testability. When
the decision 414 determines that design constraints have been
provided, then the DIC may be modified 416 in view of the
design constraints. Also, modifications to the design con-
straints may be performed so that the overall design of the
clectronic system (including the DIC) complies with the
intent of the original design constraints. For example, timing
constraints may be changed to reflect the insertion of the DIC.
In addition, additional design constraints might be generated,
which, for example, may be used to guide synthesis and place
& route tools 1 optimizing the DIC.

Following operation 416, as well as following the decision
414 when design constraints are not provided, a decision 418
determines whether DFT information has been provided.
When the decision 418 determines that DFT information has
been provided, then the DFT information 1s complied with or
reused 420. When complied with, the detailed design instru-
mentation processing 400 renders the customized DIC com-
patible or compliant with the DFT information (e.g., existing,
DFT structures in the design). For example, scan-chains or
boundary-scans can be provided or modified to take ito
account the DIC. Alternatively, when the DFT information 1s
reused, the customized DIC can make use of portions of the
circuitry made available through the DFT information and
thereby make use of existing circuitry. The modifications to
the DFT information can reflect the ability of the DIC to
utilize portions of the circuitry within the electronic system
associated with the DFT information as well as with the
ability to modily the DFT information to preserve the intent
of the designer after the DIC 1s included within the electronic
system.

Following the operation 420, as well as following the deci-
sion 418 when the DFT information 1s not provided, a deci-
sion 422 determines whether mstrumented, pre-designed
blocks have been provided. When the decision 422 deter-
hat instrumented, pre-determined blocks have been

mines t
provided, then the DIC of each instrumented, pre-designed
block 1s connected 424 to the current DIC. This facilitates
debugging of the electronic system which contains pre-de-
signed blocks.

Following operation 424, as well as following the decision
422 when instrumented, pre-designed blocks are not pro-
vided, DIC information 1s stored 426 to a design instrumen-
tation database. The DIC information includes a description
of the DIC, the instrumentation directives, and DIC connec-
tivity information. The DIC information can also include
cross-reference data that relates elements 1n the design of the
clectronic system (i.e., hardware implementation) to and
from the HDL description. Then, the customized DIC can
then be added 428 to the electronic system. The customized
DIC can be added 428 to the electronic system 1n a variety of
different ways. For example, with respect to an embodiment
such as 1llustrated 1n FIG. 1A, the customized DIC can be
added 428 to the electronic system by producing the 1nstru-
mented HDL description which describes the electronic sys-
tem with the DIC included therein. Alternatively, with respect
to an embodiment such as illustrated 1n FIG. 1B, the custom-
1zed DIC can be added to the electronic system by moditying
a netlist that defines the electronic system.

Following operation 428 the detailed design instrumenta-
tion processing 400 operates to produce and output 430 the
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instrumented description, an optional DIC simulation model
and an optional DIC HDL description. The DIC simulation
model can be used by a simulator when functionally simulat-
ing the operation of the DUT. The DIC HDL description may
for example also be used for simulation. Following the opera-
tion 430, the detailed design instrumentation processing 400
1s complete and ends.

As noted above, the instrumentation directives can be pre-
determined and thus provided or can be determined through
user interaction. When the instrumentation directives are pre-
determined, they can be obtained from a design instrumenta-
tion file. In one embodiment, the instrumentation directives
specily design visibility, design patching and design control
criteria for particular portions of the design for the electronic
system.

Design Visibility (DV) 1s monitoring the entire or partial
state of the DUT at, and relative to, predetermined events. An
important aspect of DV 1s relating the states of operation back
to 1dentifiers 1n the original HDL description for examination
during HDL-based hardware debugging. In one embodiment,
DV 1s done by sampling the values of one or more signals of
the DUT {for a particular time interval determined by one or
more predetermined events. The events are determined by
Design Control which 1s described below. Design Visibility
serves to monitor the state of operation of the DU'T, but does
not alter the DUT’s behavior 1n any way. However, in some
situations, 1t 1s advantageous to have a method to alter the
behavior of the DUT after the hardware has been fabricated.
Design Patching (DP) 1s to alter the behavior of the DUT to a
predetermined particular desired state at predetermined
events. The events are determined by Design Control which 1s
described below. A particular desired state of a DUT 1s a
particular setting of the values of all or a subset of all storage
components 1n the DUT.

Design Control (DC) provides the designer with a method
to specily the events that control DV and DP. DC can be
accomplished by one or more trigger conditions. A trigger
condition 1s a conditional expression comprising HDL 1den-
tifiers where the conditional expression denotes a combina-
tion comprising a particular state and/or state transition, and/
or history of states and/or history of state transitions, the
DUT, or a portion of 1t, can be in. Each time a particular
trigger condition 1s met an associated trigger event 1s pro-
duced. One or more trigger events can be combined to 1ssue a
particular predetermined trigger action which may control the
DV and DP and may control other functions related to HDL-
based hardware debugging. A unique combination compris-
ing one or more units ol DV and/or DP all controlled by the
same trigger action forms a trigger action group.

A watch-point is a special case of a trigger condition which
1s explicitly defined using a predetermined conditional
expression of HDL i1dentifiers. A watch-point has no direct
relationship with the HDL description other than its expres-
s10n 1s made up with 1dentifiers of the HDL description.

A break-pointis a special case of a trigger condition, where
the trigger condition 1s 1implicitly specified by selecting a
particular source code location 1n the HDL description. A
source code location 1s a unique combination comprising a
file name, a line number and a column position within a
textual HDL description.

An error trap 1s a special case of a watch-point where the
trigger condition describes an erroneous or undesired state of
the hardware. A property check 1s a special case of an error
trap where the trigger condition 1s explicitly specified by a
particular property of a portion of the hardware. In the event
such property 1s not fulfilled the trigger condition 1s met.
Properties to be checked can etther be implicitly derived from
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the functionality of the hardware or explicitly given by the
designer of the electronic system.

FIG. SA 1s a flow diagram of selection processing 500
according to one embodiment of the invention. The selection
processing 500 pertains to user interaction with the HDL
description to produce instrumentation directives. The selec-
tion processing 300 1s, for example, performed by operation
406 illustrated 1n FI1G. 4A when determining instrumentation
directives.

The selection processing 300 mnitially displays 502 a HDL
description. The HDL description pertains to the electronic
system. At this point, a user can interact with a graphical user
interface to make a specific istrumentation directive with
respect to the HDL description being displayed. Optionally,
to guide a user 1n his selections, the results of an analysis of
the original HDL description can be displayed as well (e.g.,
operation 404, FIG. 4A). Examples of the particular types of
instrumentation directives include a selection of a trigger
condition, a sampling signal or a patching signal. Hence, a
decision 504 determines whether a trigger condition selection
has been made. When the decision 504 determines that a
trigger condition selection has been made, then trigger con-
dition selection processing 506 1s performed. Alternatively,
when the decision 504 determines that a trigger condition
selection has not been made, then a decision 508 determines
whether a sampling signal selection has been made. When the
decision 508 determines that a sampling signal selection has
been made, then sampling signal selection processing 510 1s
performed. On the other hand, when the decision 508 deter-
mines that a sampling signal selection has not been made,
then a decision 512 determines whether a patching signal
selection has been made. When the decision 512 determines
that a patching signal selection has been made, then patching
signal selection processing 314 is performed. Following any
of operations 506, 510 and 514, as well as following the
decision 512 when a patching signal selection has not been
made, mstrumentation optimization can be performed 516.
The mstrumentation optimization operates to consolidate the
various selections so that the DIC required to implement the
various trigger conditions, sampling signals and patching
signals can be efficiently implemented. Following the opera-
tion 516, a decision 518 determines whether more selections
are to be made by the user. When the decision 518 determines
that more selections are to be made, then the selection pro-
cessing 500 returns to repeat the decision 504 and subsequent
operations. Alternatively, once the decision 518 determines
that no more selections are to be made, the selection process-
ing 500 1s complete and ends.

The trigger condition selection processing 506 illustrated
in F1G. 5A can be utilized to select or establish implicit trigger
conditions or explicit trigger conditions. An example of an
implicit trigger condition 1s a break-point, and an example of
an explicit trigger condition 1s a watch-point, or an error trap,
or a property check.

FIG. 5B 1s a flow diagram of break-point processing 520
according to one embodiment of the mvention. The break-
point processing 520 represents an embodiment of the trigger
condition selection processing 306 1n the case 1n which an
implicit trigger condition (namely, a break-point) 1s involved.

The break-point processing 520 initially identifies 522 fea-
sible break-point conditions and types. Typically, such infor-
mation 1s obtained analyzing the original HDL description
(e.g., operation 404, F1G. 4A). Next, the feasible break-point
conditions and types are displayed 524. Here, the feasible
break-point conditions and types can be displayed to a user by
a user interface. At this point, a user 1s able to select a location
within the HDL description of the electronic system where a
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break-point 1s to be set. In one embodiment, a user intertace
assists the user in making such a location selection with
respect to the HDL description (1.e., HDL location). A deci-
sion 326 determines whether a HDL location has been
selected. When the decision 526 determines that a HDL loca-
tion selection has not yet been made, then the decision 526
causes the break-point processing 320 to await such a selec-
tion. Once the decision 526 determines that a HDL location
has been selected, then a decision 528 determines whether the
selected HDL location 1s permitted. In other words, the deci-
sion 528 determines whether it 1s valid to istrument the
location within the HDL description of the electronic system
with a break-point. When the decision 528 determines that the
selected HDL location 1s not permitted, then an error message
1s displayed 530. On the other hand, when the decision 528
determines that the selected HDL location 1s permitted, then
the status type of the selected break-point 1s updated 532.
Next, break-point information 1s entered 534 into the trigger
condition database for later processing. The break-point
information comprises the HDL location of the selected
break-point, and the current status type. According to one
embodiment, the status type for a selected break-point is
“selected”.

FIG. 5C 1s a flow diagram of explicit trigger condition
selection processing 540 according to one embodiment of the
invention. As noted previously, one example of an explicit
trigger condition 1s a watch-point. The explicit trigger condi-
tion selection processing 540 begins with a decision 542 that
determines whether a trigger condition expression has been
received. In one embodiment, a user interface assists the user
in providing such information. The trigger condition expres-
s1on defines the explicit trigger condition being set. When the
trigger condition expression has not yet been received, the
decision 542 causes the explicit trigger condition processing
540 to await receipt of such information (selections). When
the decision 542 determines that a trigger condition expres-
s10n has been received, the status type of the selected trigger
condition 1s updated 544. For example, the status type for the
selected (explicit) trigger condition 1s “selected”. Then trig-
ger condition information 1s entered 546 1nto the trigger con-
dition database. The trigger condition imnformation includes
the trigger condition expression, the HDL 1dentifiers involved
in building the trigger condition expression, and a status type.

Although the break-point processing 520 and the explicit
trigger condition processing 340 illustrated in FIGS. 5B and
5C pertain to selection and/or entry of trigger conditions, 1t
should be noted that selections can also be made to de-select
previously selected trigger conditions. Such processing 1s
generally similar to the selection processing, with the major
exception being that the status type of the selected trigger
condition 1s updated to “non_selected”, meaning that no
instrumentation shall be performed regarding to that portion
of the HDL description.

FIG. 5D 1s a flow diagram of sampling signal selection
processing 560 according to one embodiment of the inven-
tion. The sampling signal selection processing 560 1s, for
example, one representative implementation of the sampling
signal selection processing 510 illustrated 1n FIG. SA.

The sampling signal selection processing 360 begins with
a decision 562 that determines whether a signal selection has
been recerved. Here, a user 1s able to select signals by selec-
tion of an HDL identifier within the HDL description of the
clectronic system. In one embodiment, a user interface assists
the user 1n making such a selection with respect to the HDL
description. Hence, the decision 562 determines whether
such a signal selection has occurred. When the decision 562
determines that a signal selection has not yet occurred, the
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sampling signal selection processing 560 awaits such a selec-
tion. Once the decision 5362 determines that a signal selection
has been received, then a decision 564 determines whether the
selected signal 1s to be associated with an existing trigger
action group of a prior signal selection or whether 1t becomes
a member of a new trigger action group. When decision 564
determines that the signal selection 1s to be associated with an
existing trigger action group, a decision 566 determines
whether the user has selected an existing trigger action group.
In one embodiment, a user interface assists the user in making
such a selection. When the decision 566 determines that a
trigger action group selection has not yet been received, the
sampling signal selection processing 560 awaits such a selec-
tion. Once the decision 566 determines that a trigger action
group has been selected, the selected signal 1s associated 568
with the selected trigger action group. On the other hand,
when the decision 564 determines that the selected signal
shall become a member of a new trigger action group, a new
trigger action group 1s created 370 and the selected signal 1s
associated 568 with that new trigger action group. Following
operation 368, the status type of the selected signal 1s updated
572. The status type for a selected signal 1s updated 572 to
“selected”, meaming that the selected signal 1s selected for
instrumentation. Following operation 372 the selected signal
1s entered 570 into a signal database (see FIG. 6). Following
the operation 570, the sampling signal selection processing
560 1s complete and ends.

Patching signal selection processing can also be performed
in a similar manner as the sampling signal selection process-
ing 560 1llustrated in FIG. SD. In other words, the patching
signal selection processing 514 1llustrated in FIG. SA can also
be represented by the processing 560 1llustrated in FIG. 3SD.
Besides selection of sampling or patching signals 1n accor-
dance with the processing illustrated in FIG. 5D, similar
processing can also be performed to de-select sampling or
patching signals, with the major exception that the status type
of the selected signal would be updated to “non_selected”,
meaning that no mstrumentation shall be performed regard-
ing that particular signal.

Design mstrumentation databases can be structured 1n a
variety of ways. FIG. 6 1s a diagram of a design mstrumenta-
tion database 600 according to one embodiment of the inven-
tion. The design instrumentation database 600 1s, for
example, suitable for use as the design instrumentation data-
base 114 1llustrated 1n FIGS. 1A and 1B or the design instru-
mentation database 320 illustrated in FIG. 3.

The design instrumentation database 600 includes a break-
point database 602 that stores break-points. The design
instrumentation database 600 also includes a signal value
database 604 that stores signals within the electronic system
that are to be sampled or patched. Hence, the break-points and
the signal values, respectively stored in the break-point data-
base 602 and the signal value database 604, represent instru-
mentation directives (e.g., design visibility, design patching
and/or design control criteria) that govern the characteristics
of the resulting DIC and its capabilities. Additionally, the
design instrumentation database 600 includes a DIC database
606, a cross-reference database 612, and a Register-to-Physi-
cal (R2P) database 614. A representation of the resulting DIC
that 1s produced by the instrumentor 1s stored in the DIC
database 606. The cross-reference database 612 stores the
associations of HDL identifiers (variables) within the HDL
description to broaden the design visibility. The R2P database
614 stores translations from registers to physical addresses.
The registers are, for example, registers of the DIC used to
configure the DIC and hold the status of the DIC and the DUT

during hardware debugging. Physical addresses are given for
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cach register to access that register 1n 1ts 1implementation
inside the DIC. Further, the design instrumentation database
600 includes a text-to-netlist (T2N) database 608 and a
netlist-to-text (N2'1) database 610. The T2N database 608 and
the N2T database 610 provide for each HDL identifier the
associations between the HDL location and elements within
the netlist (internal representation of the electronic system).

FIG. 7A 1s a block diagram of an instrumentation system
700 according to one embodiment of the invention. The
instrumentation system 700 represents a more detailed block
diagram of an instrumentor together with a design instrumen-
tation database. For example, the instrumentation system 700
can be a more detailed embodiment of the instrumentation
system 300 1llustrated in FIG. 3.

The instrumentation system 700 receives a HDL descrip-
tion 702 of an electronic system. A Design Instrumentation
(DI) graphical user interface 704 can display the HDL
description on a display device. A user can interact with the
graphical user imnterface 704 to make or enter instrumentation
directives. A front-end module 706 receives the HDL descrip-
tion 702 and parses the HDL description 702 to form a parse-
tree structure. The resulting parse-tree structure 1s stored in a
parse-tree database 708. A code generation module 710 reads
the parse-tree structure from the parse-tree database 708 and
produces a hierarchical design representation associated with
the electronic system. The hierarchical design representation
provides a description of the designs behavior and structure,
such as a hierarchical netlist. The hierarchical design repre-
sentation 1s stored 1n a hierarchical design database 712. A DI
optimization module 714 interacts with the nformation
stored 1n the hierarchical design database 712. The informa-
tion stored in the hierarchical design database 712 1s also
supplied to an analysis module 716. The analysis module 716
interacts with the parse-tree database 708 as well as the hier-
archical design database 712 to analyze the HDL description
ol the electronic system design. The analysis includes control
flow analysis which determines the feasible break-points
which are stored 1n a trigger condition database 718. Control
flow analysis 1s further described 1n “High-Level Synthesis™
by Daniel D. Gajski et al., Kluwer Academic Publishers,
1992, which 1s hereby incorporated by reference. For each
location 1n the HDL description which correlates to a control
flow branch condition node, a unique combination of the
HDL location and the trigger condition given by the control
flow condition can be added as a feasible break-point into the
trigger condition database 718. The purpose of control flow
analysis 1s to reflect that break-points can be set at very
particular locations 1n the HDL description which pertain to
HDL control tlow statements.

The mstrumentation system 700 also includes a location
module 724 that interacts with the parse-tree database 708
and the hierarchical design database 712 to produce source
code location information represented as T2N information
for a T2N database 726 and N2T information for a N2T
database 728. The T2N information provides a method to
obtain all elements 1n the parse-tree database 708 or the
hierarchical design database 712 which refer to an 1dentifier
at a given location 1n the HDL description. The N2T infor-
mation provides a method to relate a given element of the
parse-tree database 708 or the hierarchical design database
712 to the origmating location 1 the HDL description. A
location query manager 730 interacts with the T2N database
726 and the N2'T database 728 to allow a DI manager 732 to
relate a location within the HDL description 702 to an ele-
ment within a netlist (1.e., the parse-tree and/or the hierarchi-
cal design representation) and vice versa. The DI manager
732 recewves the mstrumentation directives, processes them
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and adds them to the appropriate database (1.e., the trigger
condition database 718 or the signal database 722). Instru-
mentation directives can be given using file-based DI critena
734, interactively by the graphical user intertace 704, or via
pragmas 1n the HDL description. The use of instrumentation
directives 1s explained 1n greater detail below. The DI man-
ager 732 then interacts with the trigger condition database
718, the signal database 722, the location query manager 730,
and the DI optimization module 714 to check each instrumen-
tation directive for its validity. The information regarding the
validity 1s available in the trigger condition database 718 and
the signal database 722.

The DI optimization module 714 recerves trigger condi-
tions from the trigger condition database 718 and also
receives a DIC template from a DIC template database 720.
Still further, the DI optimization module 714 interacts with a
signal database 722 to recerve signals that are to be examined
and/or modified. The DI optimization module 714 performs
various optimizations regarding the instrumentation direc-
tives to reduce the hardware overhead and/or broaden the
instrumentation coverage. Additional details on DI optimiza-
tion are provided below.

For the above-mentioned location determinations with
respect to selections, the DI manager 732 queries the location
query manager 730 to refer to 1identifiers in the HDL descrip-
tion 702, elements 1n the parse-tree database 708, and ele-
ments 1n the hierarchical design database 712.

Selection status types are used to hold the selection 1nfor-
mation (1.e., the instrumentation directives) and exchange the
selection information between the DI user interface 704, the
DI manager 732 and the DI optimization module 714. The
selection status types used for the selection of implicit trigger
conditions, explicit trigger conditions, sampling selections
and patching selections can comprise: feasible, selected,
implied, and not_selected.

The mnstrumentation directives can be provided in at least
three ways, namely, user-based (interactive), file-based, and
via pragmas in the HDL description. The user-based
approach has been described above. In general, a user (e.g., an
clectronic system designer) makes design visibility, design
patching, and design control selections. More particularly,
the designer can select 1n the HDL description which break-
points, watch-points, error-traps, and property checks will be
available for activation during HDL-based hardware debug-
ging. These selections are stored in the trigger condition
database 718. The designer also selects in the HDL descrip-
tion which signals shall be available for examination during
HDL-based hardware debugging. These selections are stored
in the signal database 722. The designer selects in the HDL
description which signals shall be available for patching dur-
ing HDL-based hardware debugging. These selections are
stored 1n the signal database 722.

When instrumentation directives are provided 1n a file, the
file-based DI criteria 734 1s a human and/or computer read-
able rule set which describes which signals shall be made
visible, which signals shall be made patchable, which break-
points are enabled, and which trigger conditions shall be
made detectable. The directives 1n the file-based DI critena
734 may be expressed in any of the HDL languages that the
system accepts as mput or may be expressed 1n a specifically
designed language. The directive to select an explicit trigger
condition can, for example, comprise a keyword to denote
that the selection 1s a trigger condition, and a conditional
expression of HDL 1dentifiers which must be met to 1ssue a
trigger event. Implicit trigger conditions, such as break-
points, can, for example, be specified by a source code loca-
tion 1nthe HDL description. The directive to select a signal for
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sampling can, for example, comprise a keyword to denote that
the selection 1s for a to-be-sampled signal, the unique HDL
identifier of the selected signal, and an associated trigger
action group. The directive to select a signal for patching can,
for example, comprise a keyword to denote that the selection
1s Tor a to-be-patched signal, the unique HDL identifier of the
selected signal, and an associated trigger action group. The
file-based DI criteria 734 can be directly read by the DI
manager 732 which stores selections of trigger conditions
into the trigger condition database 718 and stores selections
of signal values to be made visible and/or patchable into the
signal database 722.

As noted above, the mstrumentation directives can be pro-
vided via pragmas 1n the HDL description of an electronic
system. Pragmas are HDL code fragments which are inserted
into the HDL description to define design visibility, design
patching and design control. These pragmas are added to the
HDL description such that the behavior of the design of the
clectronic system 1s not altered. One implementation adds
pragmas to a HDL description as specially-marked HDL
comments. By placing the pragmas in comments, other tools
which read the HDL description containing the pragmas will
be unaffected. However, the front-end module 706 can rec-
ognize and interpret these pragmas inside the comments.
More particularly, providing instrumentation directives via
pragmas can be accomplished by the front-end module 706
recognizing the pragmas enclosed within comments and plac-
ing the appropriate information into the parse-tree database
708. This information 1s read by the DI manager 732 which
stores the necessary information in the trigger condition data-

base 718 and the signal database 722.

Several examples of pragmas are provided below. These
pragmas are written in the form of a HDL comment with an
indicator (e.g., “B2SI”) to differentiate them from other com-
ments. In the following examples, following the i1dentifier
“B2SI”, the remainder of the pragma describes either a design
control, or a design visibility, or a design patching directive.
The exact form of the pragmas depend on the HDL language
being used. The following are examples of pragmas written in

Verilog HDL.

The following example shows a comment including a
pragma for design control.

always @(aorborcordoreort)begin
if( cond ==4'b1111 ) begin
// B2SI trigger(*“trigger _name”, (a ==
(d*e<f+5bl1100));
end
end

2'b10) &&

This pragma produces a trigger condition that 1s active 1f the
expression

(a==2'b10) && (d*e<f+5'b1100)

evaluates to true. The expression has the same meaning and
variable scoping as it would were 1t a regular HDL expres-
sion. This trigger can also be placed 1n the control tlow of the
design so the trigger will not be active unless the control flow
1s active. In this example, (cond==4'b1111) must also be met
to 1ssue a trigger event. The trigger condition has a name
(“trigger_name™) so that other pragmas may refer to this
trigger condition.
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The following example shows a comment including a
pragma for signal visibility.

module modl1( 1nl, in2, 1n3, out );
input inl, 1n2;
input mm3; // B2SI visible
output out;

Here, the visibility pragma 1s being used to mark “in3” as
visible.

The following example shows a comment including a
pragma for signal patching.

module mod2( inl1, in2, mn3, out );
input ml, in2;
input in3;
oufput out;
reg [1:0] aa; // B2S81 patchable

Here, the patching pragma 1s being used to mark “aa” as
patchable. The trigger condition for the sampling and/or
patching can be specified by associating 1t with a trigger
action group (by referring to a trigger name, for example
“trigger_name”), or during HDL-based hardware debugging.

The optimization of the design instrumentation can
enhance its eflects and can reduce hardware costs of the DIC.
One example of an optimization for enhancing the effects of
the instrumentation 1s implication analysis. One example for
an optimization which aims to reduce the hardware costs of
the DIC 1s resource sharing.

The selections of various trigger conditions and signals for
sampling and/or patching may potentially imply other signal
selections based on their controlability and observability
dependencies. Controlability and observability are, for
example, commonly used concepts 1n Automatic Test Pattern
generation of combinational and sequential logic. See D.
Bhattacharya and J. P. Hayes, “Hierarchical Modeling for
VLSI Circuit Testing,” Boston: Kluwer, 1990, p. 1359, which
1s hereby incorporated by reference. Implication analyms
works as follows. Initially, the hierarchical design database
712 and the DI optimimization module 714 are consulted to
determine whether a trigger condition with the status type
““selected” implies certain other trigger conditions. If so, the
implied trigger conditions can also be detected during HDL--
based hardware debugging, have their status type set to
“mmplied”, and be stored into the trigger condition database
718. Secondly, the hierarchical design database 712 and the
DI optimization module 714 can be consulted to determine
whether certain other signal values are implied by the selected
signals. In particular, the implied signals can be dertved from
the selected signals plus some calculations during HDL-
based hardware debugging. Fach implied signal 1s then stored
with its status type set to “implied” into the signal database

722.

Resource sharing 1s a widely used optimization which 1s,
for example, used 1n synthesis. Although resource sharing can
be performed using many different approaches, 1 one
approach to resource sharing, the DI optimization module
714 operates to share resources in the DIC as follows. First,
by consulting the DIC template database 720, the DI optimi-
zation module 714 knows about the structure and the cost
model of the DIC and can determine whether trigger condi-
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tions and signals to be sampled have commonalities which
can be utilized for resource sharing. Second, the hierarchical
design database 712 and the DIC template database 720 can
be consulted by the DI optimization module 714 when deter-
miming whether other signals should instead be sampled,
since such signals imply all the selected signals, but their
sampling requires less hardware overhead or leads to addi-
tional signal visibility. Third, by consulting the DIC template

database 720, the DI optimization module 714 knows about
the structure and the cost model of the DIC and can determine
whether trigger conditions and signals to be sampled have
commonalities which can be utilized for resource sharing.
Fourth, by consulting the DIC template database 720, the DI
optimization module 714 knows about the structure and the
cost model of the DIC and can determine whether signals to
be patched have commonalities which can be utilized for
resource sharing.

Once the trigger conditions and the signals to be sampled
and/or patched are determined, other portions of the HDL
design can be integrated even if such portions are not
described by a synthesizable HDL description but are avail-
able as synthesized and physically realized hard blocks, such
as previously designed hard blocks. If the hard blocks are
synthesized from instrumented HDL and include DIC,
regardless whether the DIC 1s a complete or a partial, the
previously inserted DIC can be re-used for debugging the
hard blocks. The distinction between partial versus complete
DIC 1s described 1n greater detail below.

In order for a hard block to be re-used, it should have
associated DI data stored in an associated design instrumen-
tation database. FIG. 7B 1s a diagram of a hard block resolu-
tion system 750 according to one embodiment of the mnven-
tion. The data needed are a hard block’s DIC database 752, a
hard block’s trigger condition database 7354, a hard block’s
signal database 756, and optionally HDL description 758.
Often, vendors of hard blocks do not want to expose the
internal workings of their design by showing 1ts HDL descrip-
tion (e.g., source code). To accommodate this need, the HDL
description 1s not required to describe the entire hard block’s
functionality. Some minimal HDL description providing just
enough text to examine signals, to set watch-point expres-
s1ons for the signals, and to set break-points at HDL locations
which refer to implemented trigger detection circuitry 1s
enough to enable HDL-based hardware debugging of the hard
blocks. For example, a hard block implementing a simple
controller might expose the controller state variable for sam-
pling and for triggering on 1ts value. It might also allow a user
to set a break-point when the machine makes certain transi-
tions or recerves certain signals from the circuitry to which it
1s connected. A hierarchy and hard block resolver 760 pro-
cesses the mformation from the hard block’s DIC database
752, the hard block’s trigger condition database 754, the hard
block’s signal database 756 and the optional HDL description
758, and merges same into the current HDL design’s DIC
database 736, the trigger condition database 718, the signal
database 722, and the original HDL description 702. As a
result, the resolved information will be available during
HDL-based hardware debugging.

The instrumentor 700 can also perform cross-reference
analysis to gather and store data in the design instrumentation
phase such that the HDL-based hardware debugger will be
capable of examining signals 1n the HDL description. Addi-
tionally, 11 the design instrumentation optimization deter-
mines that other signals could be derived from the sampled
signals, the HDIL-based hardware debugger needs the HDL

expressions to compute the derived signals “on the fly” from
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the sampled signals. The expressions are calculated during
cross-reference analysis and stored in the cross-reference

database 1504,

FIG. 15 1s a block diagram of a portion of an instrumenta-
tion system 1500 which includes a cross-reference analysis
module 1502 and a cross-reference database 1504 according
to one embodiment of the invention. The cross-reference
analysis module 1502 can be provided within the instrumen-
tation system 700, and the cross-reference database 1504 can
be provided within the design instrumentation database 612
and utilized by the instrumentation system 700. The cross-
reference analysis module 1502 can couple to the location
query manager 730, the hierarchical design database 712 and
the signal database 722. The cross-reference analysis module
1502 reads signal information from the signal database 722.
Each entry in the signal database 722 corresponds to one
signal that 1s either selected or implied to be made visible.
Each entry in the signal database 722 also comprises infor-
mation on whether the signal 1s to be sampled and/or patched
in the DIC or whether the signal 1s derived from other to-be-
sampled signals. In one embodiment, for each signal that 1s
derived from other to-be-sampled signals, the following
operations are performed. First, the cross-reference analysis
module 1502 queries the HDL location information of the
signal from the location query manager 730. The cross-rei-
erence analysis module 1502 looks up the signal 1n the hier-
archical design database 712 and determines the proper HDL
expression to compute the dertved signal from the set of
sampled signals. The cross-reference analysis module 1502
then writes the HDL expression into the cross-reference data-

base 1504.

The instrumentor 700 can also perform Design-for-Test
(DFT) analysis. If the electronic system contains additional
circuitry for testability such as scan-chains, boundary scan
logic, JTTAG tap-controllers or similar DFT features, and 1f
such circuitry 1s described in the DFT information (file) 310,
then the circuitry can be shared to reduce the hardware over-
head of the DIC. Example formats of such a DFT information
file 1s the Boundary-Scan Description Language (BSDL) or
Hierarchical Scan Description Language (HSDL), both
defined by the IEEE 1149.1 JTAG standard available from the
Institute of Electrical and Flectronic Engineers (IEEE) 1n
Piscataway, N.JI., which 1s hereby incorporated by reference.

FIG. 16 15 a block diagram of a portion of an instrumenta-
tion system 1600 which includes a DFT analysis module
1602 according to one embodiment of the invention. The DET
analysis module 1602 recerves information about the DFT
information 310, the current implementation of the DIC as
stored 1n the DIC database 736 and the hierarchical design
database 712, and the register-to-physical (R2P) address
translation information (e.g., table) provided 1in the R2P data-
base 614. The result produced by the DFT analysis module
1602 15 the modified DFT information 326, namely, altered
register-to-physical address translation information (e.g.,
table), which 1s needed by post-processing DFT tools. The
R2P database 614 needs to be updated each time DIC regis-
ters have been moved to different physical locations.

FIG. 17 1s a data flow diagram illustrating DIC creation
processing 1700 according to one embodiment of the mnven-
tion. The DIC and the instrumented design 1s created at the
end of the design instrumentation process. The DIC 1is
described by the DIC HDL description 318. The instrumented
design1s described by the instrumented HDL description 316.
Additionally, various components of the design instrumenta-
tion database 600 are established, including the R2P database
614, the DIC database 736, the signal value database 604, and
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the break-point database 602. The DIC creation processing,
1700 has a data flow described as follows.

First, the trigger condition database 718 and the signal
database 722 (which can result from the DI manager 732) are
processed by a trigger condition code generation module
1706 and a signal code generation module 1708, respectively.

Second, for each entry in the trigger condition database
718, the trigger condition code generation module 1706 gen-
crates the structures of the trigger detection circuitry for the
DIC according to the DIC template database 720. Then, such
structures are added to the hierarchical design database 712.
In addition, proper DIC register configuration rules can be

added to a DI rule database 1710.

Third, for each signal designated as to-be-sampled in the
signal database 722, the signal code generation module 1708
creates circuitry to sample such signal according to the struc-
ture i the DIC template database 720, and adds the structures
to the hierarchical design database 712 and the proper DIC
register configuration rules to the DI rules database 1710.

Fourth, for each signal designated as to-be-patched 1n the
signal database 722, the signal code generation module 1708
generates the circuitry to patch such signal according to the
structure 1n the DIC template database 720, and adds such
structures to the hierarchical design database 712 and the
proper DIC register configuration rules to the DI rule database

1710.

Fifth, a break-point analysis module 1712 then reads the
trigger detection circuitry from the hierarchical design data-
base 712 and the register configuration rules from the DI rule
database 1710. Knowing the structure of the DIC from the
DIC template database 720, the break-point analysis module
1712 creates the break-point database 602. The break-point
database 602 comprises all the rules for which the location
break-points are possible to be set. The break-point database
602 also comprises rules about mutual exclusivities between
break-points due to hardware restrictions 1n the DIC. For
example, a certain break-point may not be used with another
break-point because both break-points require the same hard-
ware resource in the DIC.

Sixth, signal analysis module 1714 then reads the signal
sampling/patching circuitry from the hierarchical design
database 712 and the register configuration rules from the DI
rule database 1710, and knowing the structure of the DIC
from the DIC template database 720, the signal value data-
base 604 1s created. The signal value database 604 comprises
all the rules about mutual exclusivities between signal values
tor sampling and/or patching due to hardware restrictions 1n

the DIC.

Seventh, the DIC generation module 1716 then reads the
DI rule database 1710 and the DIC template database 720 and
connects all trigger detection circuitry and all signal sam-
pling/patching circuitry to a trigger processing unit (TPU)
(see FIG. 8). Also, the configuration and the status registers,
and the communication controller are added and connected.
The complete structure of the DIC 1s then written to the
hierarchical design database 712 and the entire and complete
rule set to configure the registers of the DIC 1s written to the

DIC database 736.

Eighth, a DIC register-to-physical mapping module 1718
maps each register configuration and each status register in
the DIC into an address space of physical memory in the
design to produce the R2P database 614. For example, the
physical memory could be implemented as a set of scan-
chains, in which case the physical address of a configuration
or status register would be given by the mndex of the scan-
chain used and the bit position within the scan-chain.
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Ninth, a DIC writer module 1720 produces the synthesiz-
able HDL description of the DIC (e.g., DIC HDL description
318), defined by the configuration and status information 1n

the DIC database 736 and the DIC structure stored i1n the
hierarchical design database 712.

Tenth, the DIC writer module 1720 also reads in the origi-
nal HDL description 304, annotates 1t with the information
about the DIC from the hierarchical design database 712 and
the DIC database 736, and writes out the instrumented HDL
description 316 (e.g., annotated HDL source code) of the
instrumented design for further processing by synthesis and
place-and-route tools.

Eleventh, to support regression testing of the instrumented
design using functional simulation, the optional DIC simula-
tion model 322, including the necessary HDL wrapper files, 1s
written by a DIC simulation model generation module 1722,

Twellth, a design constraint analysis module 1724 reads
the design constraint file 308 which holds all constraints
created by the designer. The design constraint analysis mod-
ule 1724 then adjusts the original set of constraints to produce
the mstrumented design constraint file 324 for the instru-
mented design. Design constraint analysis 1s described in
greater detail below.

Annotating the HDL description adds the HDL description
of the DIC to the original HDL description and connects the
DIC to the portions of the original HDL description for which
design visibility, design patching, and design control has been
selected. The annotation can be performed automatically. The
result of the annotation 1s the instrumented HDL description.
The mstrumented HDL description 1s the orniginal HDL
description together with a small amount of HDL description
added for the DIC. The annotations may be added to the
hierarchical original HDL description 1n two ways: distrib-
uted or monolithic. Distributed annotations are added to each
hierarchical element of the original HDL description. Mono-
lithic annotations are added to the top-level element of the
HDL design and then connect to other parts of the design.
Since distributed annotations are more powerful and more
complex than monolithic annotations, distributed annotations
will be described 1n detail below.

A HDL description can be composed of one or more HDL
Building Blocks (BBs). Similarly, the DIC 1s composed of

one or more specially-tailored HDL BBs, the DICBBs. One
such DICBB can be inserted into each BB 1n the original HDL
description. The BB 1n the original HDL design 1s termed the
DICBB’s host BB (HBB). An example provided below i1s a
Verilog description of a simple building block which consists
of some simple logic.

module mod3( inl, 1n2, out );
input inl, m2;
output out;
assign out = ( 1nl > 1n2 );
endmodule

Another example provided below 1s a Verilog description of
the Host Building Block (HBB) above following annotation
(1.e., mstrumented building block) to include one of the
DICBBs with some simple building blocks which consist of
one HBB and some simple logic. In the Verilog language the
DICBB 1s an instantiation of a specially-tailored DIC Verilog
module.
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module mod3( inl, in2, out );

input ml, in2;

output out;

assign out = ( 1nl > 1n2 );

DIC__mod1 DIC__instance( inl, in2 );
endmodule

module DIC__modl1( mnl, m2 );

input mml, in2;

// specially-tailored DIC goes here
endmodule

Each DICBB communicates with 1ts associated HBB by
connecting to the HBB’s signals. Design visibility of a par-
ticular HDL identifier residing in a HBB can be accomplished
by connecting the identifier to the associated DICBB. The
internal circuitry of the DICBB is created using the knowl-
edge of the signal connections. This mechanism allows
design visibility, design patching, and design control to be
supported by the DIC. The above example shows a DICBB
connected to two HDL 1dentifiers “inl1” and “in2”. The cir-
cuitry inside DIC_mod]1 can utilize the signals for the pur-
pose of design visibility of one or both the signals and/or for

creating watch-points which monitor one or both of the sig-
nals.

If a symbolically-encoded HDL 1dentifier 1s made visible,
symbolic values can be displayed for it during HDL-based
hardware debugging. To do this, each symbolic value needs to
be associated with the actual binary code assigned to it during,
synthesis (116 1 FIG. 1A.). Since 1t 1s desirable for the
instrumentation to be independent of the synthesis, the HDL-
based hardware debugger cannot rely on any information
from the synthesis about the association between binary
codes and symbolic values. Consequently, each of the sym-
bolic values must be connected to the DICBB so that the
circuitry mnside the DICBB can explicitly know the binary
codes assigned to each symbolic value. During HDL-based
hardware debugging, the encoding information 1s obtained
from the instrumented HDL design.

Break-points are supported by adding signals to the HBB
which are active when the control flow which the break-point
1s modeling 1s active, and are 1active otherwise. The added
signals are then connected to the DIC associated with the
HBB and are used when the circuitry of the DIC 1s created.
The following example shows the Verilog HDL fragment of a
HBB which has simple control tflow logic.

module mod4( i1nl, in2, out );
input mml, in2;
output out;

always(@ ( inl or in2 ) begin
if ((inl =1'b0 ) | (in2==1'b1 )) begin
out = 1'bl;
end else begin
out = 1'b0;
end
end

i PR o R B L I LN S B N R

W o = O

endmodule

Line numbers have been added to the above example for
reference purposes, the line numbers are not part of the Ver-
1log description. There are two lines, line 6 and line 8, which
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can have a break-point. These lines correspond to the two
control flow branches which arise tfrom the “1f” conditional
statement on line 6.

The next example shows the Verilog HDL fragment of the
above example annotated such that the added circuitry sup-
ports two break-points.

module mod4( inl1, mn2, out );
input inl, in2;
output out;
reg bpl, bp2; // Added during instrumentation
always(@ ( inl or 1in2 ) begin
bpl = 1'b0;
bp2 = 1'b0;
if ((inl ==1b0) [l (1n2 ==1'b1 )) begin
out=1'bl;
bpl = 1'bl;
end else begin
out = 1'b0;
bp2 = 1'bl;
end
end
DIC__mod2 DIC_ instance( bpl, bp2 );
endmodule
module DIC__mod2( bpl, bp2 );
input bpl, bp2;
// specially-tailored DIC goes here
endmodule

Note signals “bpl” and “bp2” have been added to the HBB.
Each signal 1s active (set to logical 1) only when the control
flow branch that the signal 1s modeling is active. The signals
are connected to the associated DICBB DIC mod2 and can
be used by the circuitry inside the DICBB to create break-
point circuitry.

The DICBBs 1n the mstrumented HDL design communi-
cate with each other by connecting to i1dentifiers that have
been added to their respective HBBs and which are also
connected to the HBB’s ports. The following example shows

the Verilog HDL fragment which consists of two BBs. BB
modb6 1s instantiated by BB.

module mod5( 1nl, in2, 1n3, out );
input 1inl, 1mn2, 1n3;

output out;

wire tmp__out;

assign out = ( inl > tmp__out );
mod6 instance( in2, in3, tmp__out );
endmodule

module mod6( com1, com?2, out );
input coml1, com?2;

output out;

assign out = coml * com2;
endmodule

The following example shows the Verilog HDL fragment
of the above example after being annotated.

module mod5( inl, in2, in3, out );

input inl, in2, m3;

output out;

wire tmp__out;

wire DIC__com2; // Added during instrumentation
assign out = ( inl > tmp_ out );

mod6 instance( 2, in3, tmp_ out, DIC__com?2 );
DIC__mod3 DIC__inst3( DIC__com?2 );

endmodule
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-continued

module mod6( coml, com2, out, DIC_ com1 );

input com1, com?2;

output out;

inout DIC__com1; // Added during instrumentation
assign out = coml * com2;

DIC__mod4 DIC_ inst4({ DIC__coml );
endmodule

The annotation consists of: (1) DICBBs DIC_mod3 and
DIC_mod4 which have been added to their respective HBBs
modS and mod6. (2) Signal DIC_com1 which has been added
to HBB mod6, added to the port list of HBB mod6, and
connected to DIC_mod4. (3) Signal DIC_com2 which has
been added to the HBB modS and connected to the DIC
com] port of the DIC_mod4 DICBB and to the DIC_mod3
DICBB. Consequently, the DIC_mod4 DICBB communi-
cates with the DIC mod3 DICBB via the connection of DIC
mod4 to signal DIC_com1 which 1s connected through port
DIC_coml of mod6 to signal DIC_com?2 of mod5 which 1s
connected to DIC mod3.

An original design of the electronic system (e.g., original
HDL description) can be instrumented with either a complete
DIC or a partial DIC. A complete DIC comprises a commu-
nication controller and a trigger processing unit (TPU). While
a complete DIC, such as shown in FIG. 8, includes a commu-
nication controller and a TPU, a partial DIC does not include
these components. An original HDL design may be instru-
mented with a partial DIC 11 1t 15 to be used 1nside another
instrumented HDL design which has a complete DIC. For
example, an original HDL description could be mstrumented
with a partial DIC 1f 1t were to be used as a hard block.
Although an instrumented HDL design with a complete DIC
can be used as a hard block i1 1ts communication controller
and TPU are disabled, this wastes hardware and thus space.

Instrumenting with a complete DIC can be accomplished
by adding a special DICBB which 1s referred to as the “mas-
ter” DICBB (MDICBB) which comprises a communication
controller and a TPU. The MDICBB 1s placed into an HBB of
the original HDL design which allows the MDICBB to com-
municate with the host communication controller. For
example, 1n a Verilog design, the HBB of the MDICBB would
be the Verilog module which 1s the top-level module 1n the
design hierarchy—the HBB would be the one module in the
design which 1s not instantiated in the Verilog design. The
MDICBB 1s connected to the DICBB 1n the MDICBB’s
HBB. Consequently, the MDICBB can communicate with all
other DICBBs 1n the instrumented HDL design so that said
MDICBB can gather, process, and transmuit to the host com-
munication controller information from the other DICBBs.
The following example shows the Verilog HDL fragment of
an above example for a basic building block (re module
mod3) after it has been annotated.

module mod7( inl, in2, out, DIC_ com3 );

input ml, mn2;

output out;

inout DIC__ com3; // Added during instrumentation
assign out = ( inl > 1n2 );

DIC__mod5 MDICBB_ inst( DIC_ com3 );
endmodule

Note that 1n this example, mod7 is the top-level module of the
original HDL design and DIC_mod5 1s the MDICBB. DIC_
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modS communicates to the environment by connecting with
signal DIC_com?3 which has also been made a port of the
HBB mod7.

In performing design constraint analysis, the design con-

straint analysis module 1724 reads the design constraint file
308 which holds all constraints that ensure the HDL design
meets the area, delay, power consumption, routability, and/or
testability specifications made by the designer of the elec-
tronic system. The design constraint analysis module 1724
then analyzes the mstrumented HDL design stored in the
hierarchical design database 712 and adjusts the original set
ol constraints to the mserted DIC and possibly adds addi-
tional constraints. Both sets of the constraints together can be
written into the instrumented design constraint file 324 for the
instrumented HDL design. The additional constraints attempt
to minimize the impact of the DIC on the area, delay, power
consumption, routability, and/or testability of the HDL
design.

FIG. 8 1s a block diagram of a representative design 1nstru-
mentation circuit (DIC) according to one embodiment of the
invention. The representative DIC 800 includes a plurality of
probe circuits, namely probe circuitry 802, probe circuitry
804 and probe circuitry 806. The probe circuitry 802-806
couple to a trigger processing unit 808. The trigger processing
unit 808 1s configurable circuitry which 1s used to process
trigger events and 1ssue corresponding trigger actions. Such
correspondence between the trigger events and the trigger
actions can be given as complex trigger conditions. A com-
plex trigger condition can be a complex conditional expres-
sion between two or more trigger events. Propositional or
temporal logic may be used to describe such expressions. The
trigger processing unit 808 controls the ability of the DIC 800
to detect trigger conditions and to sample and/or patch signal
values. The acts of detection, sampling and patching can be
independent from each other. When trigger conditions are
detected, the trigger processing unit 808 triggers sampling
(visibility) or patching of signals within the DUT. In this
regard, the probe circuitry 802-806 couple to electrical sig-
nals within the DUT. Each of the probe circuitry 802-806 1s
designed to perform a sampling of a signal, a modification to
a signal, or a detection of a trigger condition. Typically, these
signals or conditions are digital conditions. However, 1n the
case 1n which the DUT includes analog and digital portions,
the probe circuitry 802 can include an analog-to-digital (A/D)
converter 810 so as to convert analog signals to digital signals
prior to being received at the probe circuitry 802. The repre-
sentative DIC 800 also includes status registers 812 and con-
figuration registers 814. The status registers 812 store certain
status information and the configuration registers 814 store
certain configuration information.

A communication controller 816 couples to the status reg-
isters 812 and the configuration registers 814. Hence, a HDL-
based hardware debugger 1s able to communicate with the
DIC via the communication controller 816. More particu-
larly, the HDL-based hardware debugger can read and set
registers within the status registers 812 as well as within the
configuration registers 814. As a result, the communication
controller 816 allows configuration data to be sent to the DIC
800 and status data to be retrieved from the DIC 800. The
communication controller 816 can implement a method (i.e.,
run-time method) for externally reading and writing the con-
figuration registers 814 which configure the DIC 800 and
externally reading the status registers 812 (memory) which
store the sample values. In one embodiment, the register
values can be read or set using a standard connection defined

by the IEEE 1149.1 JTAG standard, available from the Insti-
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tute of Electrical and Electronic Engineers in Piscataway,
N.J., which 1s hereby incorporated by reference.

In order to maintain flexibility in HDIL-based hardware
debugging, the DIC 1s configurable at run-time. Externally

configurable registers are used to change the detection of 5

HDL-based trigger conditions and the selection of signals to
be sampled and/or patched without the need to re-implement
the design of the electronic system.

There 1s also a general need for the DIC to communicate
with components which are not instrumented. This external
communication can be implemented by connecting signals
between the DIC and the other components. One example
would be an external signal that the DIC activates when any
trigger condition 1s met. In another example, the DIC has
external connections to notify and be notified about certain
conditions which occur 1n an optional embedded processing
unit (e.g., CPU) and thus support hardware/soltware co-de-
bugging.

Additional details concerning representative implementa-
tions for the trigger processing unit 808 and the probe cir-
cuitry 802-806 are provided below. This circuitry 1s added to
the original design of the electronic system. For the purposes
of the discussion below, it 1s assumed that the hardware
debugging system 100 of FIG. 1A 1s being used. Hence, the
circuitry for the DIC 1s added to the original HDL description
as additional HDL by the instrumentor 110 in producing the
instrumented HDL description 112.

FIG. 9 describes a representative generic configurable cir-
cuitry 900 which can implement design sampling and design
patching according to one embodiment of the mvention. The
circuitry 900 includes a register 902, a multiplexer 904, a
tri-state register 906, and a storage 908. When the register 902
1s to be sampled, a selector signal 910 selects a register input
912 to dnive the register 902 via multiplexor 904. A sample
enable signal 914 enables the tri-state buller 906 to drive a
register output 916 onto a data bus 918. The storage 908
couples to the data bus 918 and can thus store the value at the
register output 916. For each successive sample, the value on
an address bus 920 1s incremented. Alternatively, when the
circuitry 900 1s to be patched, the address bus 920 selects the
proper patch value from the storage 908. The multiplexor
selector signal 910 selects the data bus 918 to drive the input
to the register 902 via the multiplexor 904, and the selector
signal 914 disables the tri-state butier 906, thereby driving the
value from the storage 908 into the register 902.

Storage 908 can also be implemented by sampling cir-
cuitry. Sampling circuitry can use sets of registers or Random
Access Memory (RAM) as storage for sampling predeter-
mined signals. The sampled values can thereafter be read
from the storage and communicated to the HDIL-based hard-
ware debugger. One implementation of storage 908 1s a cir-
cular butfer of depth M which continuously samples prede-
termined signals. When a predetermined trigger action
occurs, sampling 1s stopped. At which point the circular
butiler contains the M last values of all sampled signals. To
save circultry, the sampling circuitry can be shared for many
signals. For example, a configurable crossbar, implemented
either as a full crossbar or as a multiplexor network, will allow
many signals to share the same storage (e.g., circular buifer).

Design patching can also be implemented by patching
circuitry. According to one embodiment, the patching cir-
cuitry provides a method for patching predetermined internal
signal registers. For each register 1in the design of the elec-
tronic system which 1s to be made patchable, the patching
circuitry can include a companion register and simple control
circuitry. The companion register holds the patch value(s) and
1s run-time configurable. The patching circuitry operates as
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tollows: First, during configuration of the DIC, the compan-
1ion storage 1s loaded with a desired value. Second, under the
control of a particular trigger action, the patching circuitry
forces the patched register to take some configured value
from the companion storage. This patching circuitry thus
allows patching to be used for many applications including,
but not limited to, debugging and fixing previously fabricated
hardware.

Design visibility and design patching are controlled by
particular trigger actions which are determined by design
control circuitry. FIG. 10 1illustrates a representative generic
configurable trigger detection circuit 1000 according to one
embodiment of the mvention. The trigger detection circuit
1000 operates to detect trigger conditions and 1ssue trigger
events.

The trnigger detection circuit 1000 includes a configurable
trigger register (I'R) 1002 that stores a trigger value that 1s
compared to a monitored signal (ISR) 1004 by a comparator
1006. The mode of the comparator 1006 can be controlled by
a configurable trigger comparison register (ITCR) 1008.
Examples of different comparison modes are test for equiva-
lence, test for smaller-than, etc. The ability to configure the
trigger register (1 R) 1002 and the trigger comparison register
(TCR) 1008 allows the electronic system designer the tlex-
ability to check for a wide variety of trigger conditions during
HDL-based hardware debugging. A configurable trigger
cnable register (TER) 1010 allows the trigger condition to be
activated or disabled. If the trigger condition implemented by
comparing the monitored signal (ISR) 1004 to the trigger
register (IR) 1002 1s met and the trigger enable register
(TER) 1010 1s enabled, a trigger condition signal 1012
becomes active to denote a trigger event. A trigger detected
register (DR) 1014 can be used to store such a trigger event,
which can be subsequently read during HDL-based hardware
debugging to determine whether a trigger event has occurred.

While FIG. 10 illustrates the representative generic con-
figurable trigger detection circuit 1000, for various more spe-
cific situations, specialized design control circuitry provides
more ellicient hardware. Examples of these specific situa-
tions, mcluding state based Fimte State Machines (FSMs),
transition based FSMs, data-path registers, and temporal
logic, are described below.

State based FSM design control circuitry provides a con-
figurable method to detect whether an FSM 1s 1n a particular
state—a condition which depends on the value of the FSM’s
state register. For simplicity, a one-hot encoded state-machine
1s described herein. For other state encodings, the design
control circuitry can be implemented similarly. FIG. 11 1llus-
trates a representative state based FSM design control circuit
1100 according to one embodiment of the invention. For each
FSM state register that 1s to be mnstrumented to detect particu-
lar states, the state based FSM design control circuit 1100 1s
added. A to-be-mnstrumented one-hot encoded FSM 1102 has
a state register 1104 which 1s n bits wide and which 1s sensi-
tive to the clock signal 1106. The state based FSM design
control circuit 1100 that 1s added includes a trigger register
1110 which has the same bit-width n as the state register 1104
and which 1s sensitive to the same clock signal 1106. An
output 1112 of the state register 1104 1s compared to an output
1114 of the trigger register 1110 using a combinatorial net-
work 1116. The combinatorial network 1116 implements a
trigger condition signal 1118. The trigger condition signal
1118 produced by the state based FSM design control circuit
1100 can be a single bit output function and can be described
in 1ts behavior by the following Verilog code:
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module m1116 (n1112, n1114, n1118);
parameter n = 32;
input [n-1:0] nl112;
input [n-1:0] nl1112;
output nllly;
wire nl:

endmodule

00 00 bO bO

= (nl1112 & n1114);

Thus to detect a particular current state 1n the one-hot encoded
FSM 1102, one can set the corresponding bit 1n the trigger
register 1110 to logical “1”. The trigger register 1110 can be
configured with appropriate values through a connection
(link) 1120. The trigger condition signal 1118 will then be
logically *“1” to denote the trigger event.

Transition based FSM design control circuitry provides a
configurable method to detect whether a FSM 1s undergoing
a particular state transition—a condition which depends on
the value of the state register and also on the activity and
values of the mnput signals of the FSM. For simplicity, a
one-hot encoded state-machine 1s described herein. For other
state encodings, the design control circuitry can be imple-
mented similarly.

FIG. 12 illustrates a representative transition based FSM
design control circuit 1200 according to one embodiment of
the 1invention. For each FSM that 1s to be instrumented for
detecting particular state transitions, the transition based
FSM design control circuit 1200 1s added. The to-be-instru-
mented one-hot encoded FSM 1202 has a state register 1204
which 1s n bits wide and which 1s sensitive to a clock signal
1206. The transition based FSM design control circuit 1200
that 1s added includes a trigger register 1208 which 1s sensi-
tive to the clock signal 1206, and is O bits wide where O 1is
the number of different state transitions of the FSM 1202. A
combinatorial network 1210 performs a unique one-hot
encoding of each different state transition into output 1212
and thus 1s connected to the n bit wide output 1214 of the state
register 1204 as well as to the m bit wide mput 1214 of the
FSM 1202. A combinatorial network 1216 1s connected to a
O bit wide output 1218 of the trigger register 1208 and the O
bit wide output 1212 of the combinatorial network 1210. A
trigger condition signal 1220 1s the single bit output of the
combinatorial network 1216 and can be described in 1ts
behavior by the following Verilog code:

module m1216 (n1218, n1212, n1220);

parameter o = 32;

input [o-1:0] nl218;

input [o-1:0] nl1212;
output nl220;
wire nl220 =|(nl218 & nl1212);
endmodule

Thus to detect a particular state transition in the one-hot
encoded FSM 1202, the bit 1in the trigger register 1208 corre-
sponding to the one-hot code of the particular state transition
must be set to logical “1”. A O bit wide connection 1222 can
be used to configure the trigger register 1208 with appropriate
values. The trigger condition signal 1220 becomes a logical
“1” whenever a state transition 1s active, which denotes the
trigger event.

For data-path registers, data-path register design control
circuitry provides a configurable method to detect whether a
data-path register has a particular current value, whether a
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data-path register has a particular relationship to other values,
or whether a data-path register has just changed 1ts value.
FIG. 13 1llustrates a representative data-path register design
control circuit 1300 according to one embodiment of the
invention. The data-path register design control circuit 1300
1s coupled to a data-path register 1302 which 1s sensitive to a
clock signal 1304 and which latches the n bit wide mput net
1306 into a n bit wide output net 1308. The data-path register
design control circuit 1300 includes one or more of n+1 bat
wide triggerregisters 1310, 1312, 1314 which all are sensitive
to the clock signal 1304. The n bit wide output 1308 of the
data-path register 1302 and all the n+1 b1t wide outputs 1316,
1318, 1320 of the trigger registers 1310, 1312, 1314 are then
connected as inputs to a combinatorial network 1322. The
combinatorial network 1322 provides configurable pair-wise
checking relations between the current value of the data-path
register 1302 and the n least significant bits of one of the
trigger registers 1310, 1312, 1314. The relation being
checked for can be the equality, non-equality, less than,
greater than, etc., and such relation can be determined by the
user. The most significant bit within each of the n+1 bit wide
trigger registers 1310, 1312, 1314 1s used for enabling (if the
bit 1s set to “1”) or disabling (if the bit 1s set to “0) the
checking of the relation and can be described 1n its behavior
by the following Verilog code:

module m1322 (n1308, n1316,n1318, n1320, n1324);
parameter n = 32;

input [n-1:0] nl1308;
input [n :0] nl316;
input [n :0] nl318;
input [n :0] nl1320;
output nl324;

wire check( =
nl316|n| & com-

pare0(nl12190,

nl3lé|n-
1:0]);

wire checkl =
nl31¥[n| & com-

parel(nl2190,
nl31¥[n-
1:0]);

wire check? =
nl320[n] & com-
pare2(nl2190,
nl320[n-
1:0]);

WIre

nl324 =

checkO | checkl |

check?2;
endmodule

IT one of the relations 1s satisfied, the trigger condition signal
1324 becomes logical “1” to denote a trigger event.

Temporal logic 1s an extension of conventional proposi-
tional logic which incorporates special operators that operate
with time as a variable. Using temporal logic, one can specily
how functions behave as time progresses. In particular, tem-
poral logic statements can make assertions about values and
relationships 1n the past, present, and the future. A subset of
temporal logic can be used to describe interdependencies
between trigger events over a certain time period relative to a
given event, at one or more cycles, or for trigger events of the
past. F1G. 14 1llustrates a representative design control circuit
1400 according to one embodiment of the invention that can
be used to implement temporal logic needed for relationships
which include signals or trigger events from previous clock
cycles. The trigger condition signal 1402 can be delayed by a
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configurable number of cycles of clock 1404 using delay
registers 1406, 1408 and 1410. A multiplexor 1412, under the
control of a trigger control register (1CR ) 1414, selects which
current or previous value of the signal 1402 1s sent to output
1416. The output 1416 can be used as an input to temporal
logic equations.

The selection of the signal to drive the clock mnput 1404 of
the delay registers 1406, 1408 and 1410 offers powerful func-
tionality as follows. First, when one of the system clock
signals 1s connected to the clock mput 1404 of the delay
registers 1406, 1408 and 1410, events can be delayed relative
to the system clock. Second, when a particular trigger condi-
tion signal 1s connected to the clock input 1404 of the delay
registers 1406, 1408 and 1410, the signal 1402 1s delayed
relative to the trigger condition signal.

To implement the capability to control the processing of
particular trigger events over relatively longer periods of
time, counters can be used. The counters operate by loading a
configured value, counting down from the loaded value to
zero, and then 1ssuing an event when zero 1s reached. The
selection of the signal to drive the clock mput of the counter
offers powerful functionality. First, when one of the system
clock signals 1s connected to the clock input of the counter,
trigger events can be delayed relative to the system clock.
Hence, trigger events can be made to depend on the system
time. For example, trigger events might be enabled for a
certain time period and become disabled otherwise, or
become enabled after some time period. Second, when a
particular trigger condition signal 1s connected to the clock
input of the counter registers, the operation of the counter 1s
dependent on the trigger condition signal.

As noted previously, a DIC includes a trigger processing
unit (1PU) to process all incoming trigger events and to 1ssue
appropriate outgoing trigger actions based on the mmcoming
trigger events. The TPU provides a configurable method for
calculating complex trigger combinations and other relation-
ships between one or more of the trigger events to produce the
trigger actions. The trigger events for processing by the TPU
are the trigger condition signals of the design control circuitry
of the DIC as described above or signals from circuitry exter-
nal to the DIC. For example, 1n hardware/soitware co-debug-
ging of embedded CPUs, such external signals may be the
error signals of the CPUs. In another example, when multiple
DICs are coupled (e.g., daisy-chained) to support debugging
of multi-chip systems, another such trigger event could be the
trigger action generated by the other DIC.

In any case, trigger actions computed by the TPU can be
used for (but not limited to) the following uses: (1) determine
the beginning and/or the end of the sampling period of one or
more sampled signals for design visibility; (11) initiate the
overwrite of one or more patch registers for design patching;
(111) provide a sampling clock 1n case none of the system clock
signals shall be used; (1v) notily the communication control-
ler within the DIC that one or more trigger events have
occurred, thereby notifying the HDL-based hardware debug-
ger; (v) communicate trigger events outside the electronic
system to attached devices through externally connected sig-
nals; (v1) communicate with sub-systems inside the electronic
system (e.g., during hardware/software co-debugging of
embedded CPUs, trigger actions may be used as notification
signals going into interrupt mputs of the CPUs); and (vi1)
connecting with the trigger event inputs of another DIC (e.g.,
when multiple DICs are daisy-chained to support debugging,
of multi-chup systems).

A trigger action can also be used to trigger multiple com-
ponents. A trigger action group 1S a unique combination
which comprises one or more units of design visibility and/or
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design patching circuitry which 1s/are controlled by the same
trigger action. The internal structure of the TPU can be (but 1s
not limited to) the following: (1) A simple TPU can be used
where each trigger event issues exactly one and only one
trigger action. (1) A TPU can include a configurable combi-
national network where all the trigger events are inputs to the
combinational network and trigger actions are outputs of the
combinational network. For example, the configurability can
be provided by a Random Access Memory (RAM) which can
be configured by the HDL-based hardware debugger and act
as look-up tables to implement a wide range of different
boolean combinational functions. (111) A TPU can be a con-
figurable fimite state machine where trigger events are inputs
to the state machine and trigger actions are outputs of the state
machine. In one example, the configurability 1s provided by a
set of registers or a Random Access Memory (RAM) which
defines the behavior of the finite state machine and which can
be configured by the HDL-based hardware debugger. (1v) A
TPU can be a pipelined CPU. The trigger events to be pro-
cessed can flow 1nto the TPU as input data, the trigger actions
to be 1ssued can be represented as output data of the CPU, the
instruction code of the CPU can implement complex relation-
ships between the trigger events which produce the trigger
actions. The trigger action computations may not be finished
until a number of clock cycles after the trigger events tlow
into the TPU. Consequently, the design visibility circuitry
should have enough memory to store the data which corre-
sponds to the latent trigger actions. Also, the HDL-based
hardware debugger should understand the latency of the trig-
ger actions to correctly associate non-latent sampling data to
the latent trigger actions.

Although the instrumentation techniques discussed above
pertain to digitial signals, 1t should be understood that these
same techniques can also apply to the digital portion of
mixed-signal designs. Still further, with respect to the analog
portion of mixed signal designs, an analog signal can be made
visible and also can be used to form trigger conditions. In one
embodiment, the analog signal can be made visible by con-
necting it to an analog-to-digital converter (ADC) which has
been added to the DIC. The digital outputs of the analog-to-
digital converter can then be monitored using the design
visibility techniques previously mentioned. A user interface
can convert the digital data back to an analog representation
for display to the designer. The analog signal can be used to
form a trigger condition by expressing the trigger condition 1n
terms of the digital outputs of the analog-to-digital converter.
Additionally, a graphical user interface (e.g., the graphical
user mtertace 704 of FIG. 7A) can convert an analog trigger
threshold set by the electronic system designer to an appro-
priate set of digital values which can be used to configure the
trigger condition.

As noted above, the DIC can be provided within the DUT
in either a centralized or distributed manner. More particu-
larly, 1n order to mimmize the impact of the DIC on the
clectronic system hardware, the DIC can be structured as a
monolithic block or as distributed circuitry. The option to
choose between these two structures allows the trade-off of
area, delay, power consumption, routability, and/or testability
of the hardware required for the DIC. As a monolithic block,
all signals to be monitored for trigger detection or to be
sampled and/or patched are physically routed from their
source to the DIC region where the trigger condition detection
and/or the signal value sampling/patching 1s physically
placed. As a distributed DIC, the circuitry comprising the DIC
1s placed close to the signals used for triggering, sampling,
and/or patching. For a monolithic DIC block, resource shar-
ing to reduce the area and power consumption overhead
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becomes an option. These gains are offset by the increased
delay and area needed for the long routes to the DIC block. A
distributed DIC, however, will not offer any resource sharing,
but promises short routes and therefore less impact on the
delays and the routability.

Moreover, the monolithic or the distributed structure for
the trigger detection circuitry can be selected independently
from the monolithic or the distributed structure for the signal
value sampling, patching, and storing circuitry. A special case
of DIC structure 1s a DIC with monolithic trigger detection
circuitry and monolithic signal value sampling and/or patch-
ing circuitry. The trigger detection and signal value sampling
and/or patching circuitry share the same signals. In such a
structure, trigger conditions can only be expressed using sig-
nals which are also sampled.

FIG. 18 15 a flow diagram of HDL-based hardware debug-
ging processing 1800 according to one embodiment of the
invention. The hardware debugging processing 1800 1s per-
formed after the electronic system has been fabricated to
include a customized DIC.

The hardware debugging processing 1800 1nitially starts
when the HDL-based hardware debugger 1s initiated 1802 on
a host computer. The HDL-based hardware debugger 1s pret-
erably a software program that operates on the host computer.
Next, the host computer couples 1804 with the operating
tabricated electronic system. For example, this coupling 1804
can occur through cables that couple the host computer to the
communication controller 816 of the DIC 800. The DIC 800
can be considered part of the DUT or part of the electronic
system. Thereafter, when debugging 1s to be performed, the
DIC 1s configured 1806 for examination and/or modification
of the fabricated electronic system. Here, for example, the
configuration registers 814 of the DIC 800 can be configured
1806 to perform the appropriate examination and/or modifi-
cation of the fabricated electronic system (namely, the DUT
therein). Next, the fabricated electronic system 1s operated
1808 1n the target environment and at speed. In other words,
the fabricated electronic system 1s the actual hardware that 1s
produced and then operated 1n 1ts normal operating environ-
ment (target environment) and at 1ts normal speed of opera-
tion. Hence, this facilitates debugging of the hardware (e.g.,
fabricated electronic system) 1n its actual environment and at
its actual speed. Thereatter, HDL-based hardware debugging
1s performed 1810 on the operating fabricated electronic sys-
tem. The HDL-based hardware debugging thus interacts with
the user to reference lines or areas of the HDL description
associated with the electronic system. As a result, users are
able to analyze, diagnose, and debug functional failures of the
clectronic system at the HDL level, and users are able to
interact with the electronic system at the HDL level to set
trigger conditions and examine and/or modily the electronic
systems behavior. Following the operation 1810, the hard-
ware debugging processing 1800 1s complete and ends.

Once the electronic system 104 having the DUT 102 with
the incorporated DIC 106 has been fabricated, the HDL-
based hardware debugger 122 can operate to debug the DUT
102. The HDL-based hardware debugger 122 interacts with a
user through one or more user interfaces and interacts with the
DIC 106 through a host communication controller. The HDL-
based hardware debugger 122 can, for example, operate to
support one or more of the following functions: (1) browsing
the original HDL description for the HDL design; (2) activat-
ing particular trigger conditions out of the set of possible
trigger conditions implemented 1n the DIC; (3) de-activating,
particular trigger conditions out of the set of activated trigger
conditions; (4) temporarily disabling trigger conditions out of
the set of previously activated trigger conditions; (5) enabling,
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temporarily disabled trigger conditions; (6) activating signals
to be sampled out of the set of possible signals 1n accordance
with the implementation of the DIC; (7) de-activating signals
out of the set of signals which were activated for sampling; (8)
temporarily disabling signals out of the set of signals acti-
vated for sampling; (9) enabling temporarily disabled sam-
pling signals; (10) activating signals to be patched out of the
set of possible signals 1n accordance with the implementation
of the DIC; (11) de-activating signals out of the set of to-be-
patched signals; (12) temporarily disabling signals out of the
set of signals activated for patching; (13) enabling tempo-
rarily disabled patching signals; (14) translating HDL-based
trigger conditions given by the designer to the proper register
configuration of the DIC; (15) associating trigger conditions
with the clock/begin/end events of sampling and/or patching
circuitry; (16) controlling execution of the DIC at run-time
such as starting, stopping, single-stepping, running for a
given number of cycles, resetting, etc.; (17) capturing the
entire or the partial state of the HDL design, downloading 1t
ofl the DIC, and storing 1t in the proper databases; (18) trans-
lating the DIC status registers and the sampled Slgnal values
back to the HDL source code; (19) displaying the DIC status
in one or more formats, including the current data as well as
data history; (20) displaying the signal sampling data 1n one
or more formats, including the current data as well as data
history; (21) interfacing with other debugging tools, such as
functional simulators and software debuggers; (22) perform-
ing license checks to determine the legality of running the
DIC; and (23) performing version checks of the DIC, and
consistency checks of the DIC and the design instrumentation
database.

FI1G. 19 1s a data flow diagram of a debugging process 1900
performed by a HDL-based hardware debugger according to
one embodiment of the invention. An activation user interface
1902 displays the original HDL description 304 and provides
the designer with a method to activate and de-activate break-
points and other trigger conditions and to activate and de-
activate signals for sampling and/or patching. Once signals
for sampling and/or patching are activated, the activations
may be grouped together to form a unique trigger action
group. Each trigger action group then gets one or more trigger
condition associated therewith that control the trigger action
group. These activations are used by the HDIL-based hard-
ware debugger to configure the DIC at run-time.

Additional details on trigger condition activations are as
follows. The structure of the DIC limits trigger conditions to
the set of locations (for break-points) and explicit trigger
condition expressions (for watch-points) 1n the HDL descrip-
tion 304 which were selected or implied during design instru-
mentation. Additional hardware restrictions of the DIC may
also limait the activation of trigger conditions in certain cases.
In accordance with the structure of the DIC, an active break-
point database 1904 lists the status type of each trigger con-
dition implemented 1n the DIC as one of: possible (1.e., the
corresponding trigger condition can be activated); activated
(1.e., designer has activated); and forbidden (i1.e., the trigger
condition cannot be activated due to a mutual exclusivity
relationship with one or more currently activated trigger con-
ditions. Initially, a break-point manager 1906 copies over the
set of trigger conditions from the break-point database 602
into the active break-point database 1904 and marks all
entries as possible. To guide the designer 1n his activations,
the user mtertace 1902 reads the active break-point database
1904 and displays the current status for each trigger condition
listed. Whenever the designer activates a trigger condition out
of the set of possible trigger conditions, the user interface
1902 marks the trigger condition as activated in the active
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break-point database 1904 and notifies the break-point man-
ager 1906. Likewise, whenever the designer de-activates a
trigger condition out of the set of activated trigger conditions,
the user interface 1902 marks the trigger condition as de-
activated 1n the active break-point database 1904 and notifies
the break-point manager 1906. The break-point manager
1906 applies the rules 1n the break-point database 602 which
describe the interdependencies of all trigger conditions and
theirr mutual exclusivity to the current setting 1n the active
break-point database 1904. Under such rules, any trigger
condition which 1s mutually exclusive with the activated (or
de-activated) trigger condition 1s marked as forbidden (or
possible), as appropriate.

Additional details on signal sampling and patching activa-
tion are as follows. To utilize the signal sampling and patch-
ing circuitry in the DIC, the designer activates signals for
sampling and/or patching, groups these activations into one
or more trigger action groups, and associates one or more
trigger conditions by which each trigger action group 1s con-
trolled. For patching, the designer also specifies one or more
patch values and the trigger condition settings under which
cach patch value shall be applied. To reflect limitations of the
DIC 1n the sharing of sampling and/or patching resources, a
similar activation mechanism for signal values exists as for
trigger conditions. An active signal value database 1908 lists
the status type of each signal that has been made visible as one
of: possible (i.e., the signal can be activated for sampling
and/or patching); activated (designer has activated); and for-
bidden (1.e., the signal cannot be sampled/patched due to a
mutual exclusivity relationship with one or more currently
sampled/patched signals). Imitially, a signal value manager
1910 copies over the set of all signals listed 1n the signal value
database 604 1nto the active signal value database 1908 and
marks them as possible. To guide the designer in making
activations, the user interface 1902 reads the active signal
value database 1908 and displays the current status for each
signal listed. Whenever the designer activates a signal out of
the set of possible signals, the user interface 1902 marks the
signal as activated 1n the active signal value database 1908
and notifies the signal value manager 1910. Likewise, when-
ever the designer de-activates a signal out of the set of pos-
sible signals, the user mterface 1902 marks the signal as
de-activated i the active signal value database 1908 and
notifies the signal value manager 1910. The signal value
manager 1910 applies the rules in the signal value database
604 which describe the interdependencies of all signals and
theirr mutual exclusivity to the current setting 1n the active
signal value database 1908. Under these rules, any signal
which 1s mutually exclusive with the activated or de-activated
signal 1s marked as forbidden or possible, as appropniate.

After the various activations have been made with respect
to run-time configuration of the DIC, the designer notifies a
run-time controller 1912 through a run-time user interface
1914 to configure the DIC. Using the rules i the DIC data-
base 736, a DIC configuration manager 1916 translates the
information 1n the active break-point database 1904 and the
active signal value database 1908 to the proper values for the
DIC’s configuration registers and writes a DIC configuration
file to a DIC configuration database 1918. A register-to-
physical address translator 1920 (R2P {translator) then
accesses the R2P database 614 (i.e., register-to-physical
address translation table) and translates the DIC configura-
tion file to the proper physical memory locations within the
DIC and produces a raw configuration file 1922. The raw
configuration file 1922 1s then uploaded 1nto the DIC by a host
communication controller 1924 that communicates with the
client communication controller 816 inside the DIC 800. This
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configures the DIC to detect the proper trigger conditions and
to sample/patch the proper signals as specified by the
designer. For efficiency, the host communication controller
1924 provides a method of handling incrementally the raw
configuration file 1922 and uploads only changed data into
the DIC 800. The host communication controller 1924 com-
municates with the client commumnication controller 816 by
transmitting control signals, uploading data, receiving con-
trol signals, and downloading data via one or more connec-
tions (commumnication links). When at least one trigger con-
dition 1s detected, the trigger processing unit 808 1nside the
DIC 800 informs the run-time controller 1912 via a commu-

nication link connected to the host communication controller
1924 .

The HDL-based hardware debugger also performs signal
value examination. When the HDL-based hardware debugger
has been notified that one or more trigger conditions have
been detected, the host communication controller 1924
downloads data from the DIC and stores 1t in a raw status file

1926. This raw status data 1s then split by the R2P translator
1920 1nto data from the DIC status registers and data from the
signal value sample memory. The data from the DIC status

registers 1s stored 1 a DIC status database 1928. The DIC
confliguration manager 1916 accesses the DIC database 736
and the active break-point database 1904 and determines
which of the activated trigger conditions were actually
detected. The detected trigger conditions are then marked as
triggered 1n the active break-point database 1904. The acti-
vation user intertace 1902 thereafter displays the detected
trigger conditions as marked. On the other hand, the data
(values) of the sampled signals from the signal value sample
memory are stored 1n a system state database 1930. A history

manager 1932 picks up values of the sampled signals from the
system state database 1930, analyzes the history based on the
sample clock periods, and appends them to a signal value
history database 1934. The signal value history database 1934
provides a method of storing sampled signals for particular
sample times. A signal value resolver 1936 reads the signal
value history database 1934, resolves the data back to HDL
identifiers by applying the resolution rules of the cross-refer-
ence database 612, and writes the data into a global signal
value database 1938. Any re-organization and/or transforma-
tion of the signal data to support HDL 1dentifiers with com-
plex values (for example multi-bit or symbolically encoded
values) can also be performed by the signal value resolver
1936. Signals, whether selectedor implied, which have not
been directly sampled but which can be dertved from sampled
values, are calculated by the signal value resolver 1936 and
stored 1n the global signal value database 1938. The global
signal value database 1938 comprises the current value and
the value history of all the signals, sampled and/or derived.
The value history can be used for display to the designer or for
further processing. A format translator 1942 accesses the
global signal value database 1938 and translates the data into
one or more different file formats. For example, the format
translator 1942 can produce vector change dump files 1944,
wave vector files 1946, or debug data files 1948 suitable for
turther processing by third party tools such as simulators. The
display manager 1940 gets directions from a display user
interface 1950 about which values to query for display from
the global signal value database 1938. The display user inter-
face 1950 uses the original HDL 304 to provide a method for
HDL-based signal examination for the designer.

When software debugging 1s also to be performed, the
debugging process 1900 can include a software debugger
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interface 1960 and a software debugger 1962. Additional
details on software debugging are provided below with
respect to F1G. 20.

Still further, the HDIL-based hardware debugger can per-
form check-point processing. The system state of the HDL
design 1ncluding the DIC 1s represented by the values of the
clectronic system’s registers and inputs. The HDL-based
hardware debugger provides a method for saving and restor-
ing the system state to the system state database 1930.
Depending on whether all the registers and inputs are
sampled, or only some of them, the system state can be saved
in full or partially. Sometimes a partial system state 1s suifi-
cient, sometimes the full system state 1s necessary. The capa-
bility to save and restore the electronic system’s state can be
used for many applications. As examples, one application can
set the electronic system to a known state during HDL-based
hardware debugging, and another application can integrate
the present invention with functional simulators.

HDL-based hardware debugging using the sampling and
trigger detection methods described 1n the present invention
still may not give every detail of every internal signal like an
event-driven functional simulator may give. Thus, 1t may be
desirable to combine both approaches and have one system,
where the HDL-based hardware debugging techniques are
used when there 1s a need for a high execution speed and/or
real-time behavior, and where a functional simulator 1s used
for time periods which are not speed-critical but where a great
level of detail 1s needed. In order to combine both styles, the
HDL-based hardware debugger described in FIG.19 provides
a way to exchange information about the system state with a
functional simulator. Most functional simulators provide a
method for saving the simulation state of a simulation model
of the HDL design in a checkpoint file using a variety of
different file formats. The file formats can be processed by a
checkpoint manager 1952. For uploading the state of the
simulation model into the HDL-based hardware debugger, a
simulator checkpoint mput file 1954 1s translated by the
checkpoint manager 1952 using the cross-reference database
612 and stored in the system state database 1930. To start the
functional simulation from a given state of the HDL design,
the checkpoint manager 1952, using the cross-reference data-
base 612, can convert the contents of the system state data-
base 1930 into a simulator checkpoint output file 1956 1n a
format suitable for a functional simulator. A checkpoint file
1958 can be used for storing and retrieving the system state of
the DUT, for example, for subsequent runs of the HDL-based
hardware debugger.

Still turther, the HDL-based hardware debugger can per-
form mismatch processing. The mismatches can occur
between different runs of the DUT. In some situations 1t may
be useful to find mismatches 1n the sampling data gained from
running the same version of the DUT under different condi-
tions. For example, this could be used for verifying that the
functionality of an HDL design has not changed after the
HDL design has been modified. In some other situations 1t
may be useful to find mismatches in the sampling data gained
from running two different versions of the same DUT under
identical conditions. To make 1t easier for the designer to
understand any mismatches found, the HDL-based hardware
debugger can relate mismatches back to the original HDL
description and display both sets of signal values. The mis-
matches can also occur between the HDL description and the
DUT. In some situations 1t may be usetul to compare the
functional behavior of a fabricated electronic system with the
tfunctional behavior of the HDL description of the electronic
system. A mismatch 1n the comparison means that some step
in the design tlow was 1ncorrect. The electronic system need
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not be fully instrumented since some functional mismatches
can be caught with partial instrumentation.

A representative method for performing such a compari-
s10n 1s as Tollows: First, the HDL design 1s instrumented. The
instrumentation 1s most useful when the design visibility
covers the entire system state. Second, with the mstrumenta-
tion enabled, run the DUT 1n an environment and at a speed
for which 1t was targeted. Third, store all sample data gained
from the operation of the DUT. Fourth, starting with the
carliest clock cycle for which sample data 1s available, format
the sample data so that 1t will be accepted by a functional
simulator. Fifth, use the formatted data to set the 1nitial state
of the HDL design in a functional simulation of the HDL
design. If the HDL design was partially instrumented, substi-
tute the appropriate “UNKNOWN” simulation value for any
un-instrumented inputs or storage elements in the circuit.
Sixth, use the functional simulator to calculate the values of
the storage elements 1n the next clock cycle given the 1nitial
state set above. Seventh, compare the calculated values of the
storage elements with the sample data for the next clock cycle
and note any mismatches. If the HDL Design was partially
istrumented, any comparisons to an “UNKNOWN™ value
are NOT a mismatch. Eighth, take the sample data for the
inputs and storage elements from the next cycle, format as
appropriate, and use such to re-set the initial state of the
functional simulator. Ninth, while there 1s more design vis-
ibility data left, return to the sixth operation. The mismatches
found 1n the seventh operation are potential problems and
should be 1nvestigated by the designer. To make 1t easier for
the designer to understand any mismatches found, the HDL-
based hardware debugger can relate the mismatches back to
the original HDL description and display both sets of signal
values.

In the above representative method, mismatches are found
by comparing the sampling data with the values calculated
from the HDL description by a functional simulator. Obvi-
ously, the full power and generality of a functional simulator
1s not required here. Any method that can calculate delay-
independent functional values from an HDL description can
be used to find mismatches. For example, the cross-reference
database can contain a representation of the necessary func-
tion of the HDL description and can be used to calculate the
values directly.

FIG. 20 1s a block diagram of a hardware/software co-
debugging system 2000 according to one embodiment of the
invention. The hardware/software co-debugging system 2000

1s generally similar to the hardware debugging system 100 of
FIG. 1A or the hardware debugging system 150 of FIG. 1B,

but the DUT 102 includes not only the DIC 106 but also a
Central Processing Unit (CPU) 2002. The hardware/software
co-debugging system 2000 thus permits debugging not only
software that runs on the CPU 2002 but alsodebugging the
DUT 102. For debugging the software that runs on the CPU
2002, a software debugger 2004 1s used. The software debug-
ger 2004 15 a software program that runs on a host computer
and controls and observes the execution of the computer
software code which runs on the embedded CPU 2002. For
example, the software debugger 2004 can be the software
debugger 1962 1llustrated in FIG. 19. The software debugger
2004 allows program break-points to be set. Those program
break-points define the condition upon which the program
execution 1s halted such that the designer can examine the
operation of the software program. If the embedded system
(CPU 2002) cannot be halted, the soitware debugger 2004
takes a snapshot of the software program’s state for exami-
nation instead.
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FIG. 21 1s a block diagram of a hardware/software co-
debugging system 2100 according to one embodiment of the
invention. The hardware/software co-debugging system 2100

1s generally similar to the hardware/soitware co-debugging
system 2000 of FIG. 20 with the addition of an In-Circuit

Emulator (ICE) 2102. The ICE 2102 interfaces the software
debugger 2004 with the CPU 2002. The ICE 2102 1s, more
generally, a debugger interface. An example of such a debug-
ger mterface 1s described 1 ““The Nexus 5001 Forum Stan-

dard for a Global Embedded Processor Debug Interface,”
which 1s available by the IEEE-ISTO 1n Piscataway, N.J., and
which 1s hereby 1incorporated by reference. It should also be
noted that as shown 1n FIG. 21 the CPU 2002 may not be part
of the DUT 102. In general, the software being debugged can
execute on the CPU 2002. The CPU 2002 need not be within
the DUT 102. In other words, the CPU 2002 can be part of the
clectronic system 104 or can even be external to the electronic
system 104 11 coupled thereto.

Concurrent debugging of the HDL design and the CPU
software deals with the following two cases: (1) a trigger
condition set i the HDL-based hardware debugger and
detected at run-time 1n the DIC; and (11) a program break-
point 1s set 1n the software debugger 2004 and detected 1n the
CPU 2002 and/or the ICE 2102.

The setting and detecting of at least one trigger condition in
the DIC and examining the operation of the HDL design
and/or the software program can be done 1n the following
operations. First, a trigger condition 1s set 1n the HDL-based
hardware debugger (HHD) 122. Second, the HHD 122 con-
figures the DIC 106 via a communication link 2104. Third, 1f
the trigger condition 1s met, one or more trigger actions are
issued 1n the DIC 106. One trigger action 1n the DIC 106
notifies the HHD 122 via the communication link 2104. One
trigger action in the DIC 106 notifies the CPU 2002 via a
communication link 2106. On the CPU side, the communi-
cation link 2106 may be connected to an interrupt input.
Fourth, the HHD 122 then downloads the DIC status and the
sample values for processing and display. Fifth, the CPU
2002 then notifies the ICE 2102 via a commumnication link
2108. Sixth, the ICE 2102 then notifies the software debugger
2004 via the communication link 2110 that a trigger condition
was detected. Alternatively, the HHD 122 can directly notify
the software debugger 2004 via the software debugger inter-
face 1960. Seventh, the software debugger 2004 then takes a
snapshot of the current status of the software program and/or
halts the program’s execution. Eighth, the status and the
history of the operation of the HDL design and the software
program can then be examined in the user interface 2116.

The setting and detecting of at least one trigger condition in
the software debugger 2004 and examining the operation of
the HDL design and/or the software program can be done in
the following operations. First, a program break-point is set in
the software debugger 2004. Second, the software debugger
2004 sets up the ICE 2102 via the commumnication link 2110.
The ICE 2102 monitors some internal portions of the CPU
2002 (for example the 1nstruction pointer counter) to deter-
mine whether the program break-point 1s reached. Third, 1T
the program break-point 1s reached, the following actions are
issued: (1) one action 1ssued by the ICE 2102 notifies the
soltware debugger 2004 via the communication link 2110;
and (11) another action 1ssued by the CPU 2002 notifies the
DIC 106 via the communication link 2106. On the DIC’s side
the communication link 2106 can be connected to an external
trigger event input. Fourth, the software debugger 2004 then
takes a snapshot of the current status of the software program
and/or halts the program’s execution. Fifth, the DIC 106 then

processes the trigger event(s) and mnforms the HHD 122 via
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the communication link 2104. Sixth, the HHD 122 then
downloads the DIC status and the sample values for process-
ing and display. Seventh, the status and the history of the
operation of the HDL design and the software program can
then be examined in the user interface 2116. Depending on

the debugging tools utilized, the user interface 2116 can be
either integrated into the HHD 122 and/or into the software
debugger 2004.

The hardware debugging system according to the invention
can have numerous features. The hardware debugging system
can, for example, be the hardware debugging system 100
illustrated 1n FIG. 1A or the hardware debugging system 150
illustrated 1n FIG. 1B. Exemplary features of the hardware
debugging system might include one or more of those fea-
tures examined below.

One exemplary feature pertains to HDL-based hardware
debugging. While debugging an electronic system, the values
of numerous signals may be examined. Relating these values
of numerous signals back to the HDL description of the
clectronic system allows a user (e.g., designer) to gain an
understanding of the operation of the electronic system. This
enables the debugging to be performed at the same level of
abstraction and using the same text description that the
designer of the electronic system used to design and imple-
ment the electronic system. During the design phase of an
clectronic system, there are many transformations made to
the HDL description to produce the fabricated electronic
system. While such transformations conventionally often
make 1t very difficult to difficult to relate a signal in the
fabricated electronic system to the HDL description, the
invention 1s able to relate the signals automatically and thus
provides an efficient and effective approach to debugging the
clectronic system.

Another exemplary feature pertains to the ability to debug
in a target environment at target speed. Performing HDL-
based hardware debugging, while the electronic system 1s
running 1n an environment and at a speed for which the HDL
design 1s targeted, provides the following benefits: high pro-
cessing bandwidth, real-time debugging, and no need for
testbenches. During debugging, all operations may take the
same time as in normal (non-debugging) operation which
provides high processing bandwidth. For example, booting an
operating system 1s a task which requires many clock cycles
and 1s usually too time consuming to be done in functional
simulation. In HDIL -based hardware debugging, booting may
take the same amount of time which 1t takes 1n normal (non-
debugging) operation of the electronic system. Consequently,
the designer can re-run the booting as often as necessary to
tully debug the electronic system. Real-time debugging is
usetul for debugging electronic systems which have to main-
tain a specified real-time behavior 1 the sense that certain
operations must be performed within a very well-defined time
limit. Further, since a failure within the electronic system can
be observed, analyzed and diagnosed within the target envi-
ronment, there 1s no need to reproduce the failure 1n a model
of the target environment, such as a testbench, for functional
simulation or emulation.

Another exemplary feature pertains to the ability to com-
municate with hardware not istrumented. In some cases 1t
may be important for a DIC to communicate with other hard-
ware that was not, or could not be, instrumented. Such com-
munication can be done via dedicated ports of the DIC which
can be connected to other devices in the electronic system, or
to portions within the same device the DIC resides 1. These
ports can be uni-directional or bi-directional. One example
use of such ports 1s to communicate one or more trigger
actions to another part of the electronic system. Another
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example 1s to connect an interrupt signal from another device
to the DIC. The interrupt signal can then be used as a trigger
event inside the DIC.

Still another exemplary feature pertains to the ability of the
HDL-based hardware debugger to communicate with other
systems. The HDL-based hardware debugger 1s a software
system which can communicate with other software or hard-
ware systems. The communications can allow transier of
information into, or out of, the HDL-based hardware debug-
ger. For example, an electronic system may be able to execute
a soltware program and in such case the HDL-based hardware
debugger can communicate with a software tool which can
debug the software program. The HDL-based hardware
debugger may also communicate with hardware devices. For
example, the HDL-based hardware debugger may send reset
signals to hardware devices which connect to the DUT being
debugged. In one embodiment, the connection to other hard-
ware devices 1s used to form a JTAG daisy-chain.

Yet another exemplary feature pertains to the ability to
provide hardware and/or software debugging. Some elec-
tronic systems have the capability to execute a software pro-
gram. Software tools exist to debug the programmable hard-
ware. It 1s advantageous for the designer of the electronic
system to have the capability to debug both the hardware and
software aspects of the electronic system concurrently. The
HDL-based hardware debugger can enable such a capability
by debugging the hardware of the electronic system and inter-
facing with software debugging tools. Interfacing with the
soltware debugging tools can be done by using communica-
tion methods previously described. The combined hardware
and software debugging system allows the designer to con-
currently debug an entire electronic system including both
hardware and software aspects.

The HDL-based hardware debugging can be used in many
different applications. Different embodiments or implemen-
tations of the invention may be used in one or more of the
tollowing applications. Several example applications for the
HDL-based hardware debugging are examined below.

One exemplary application for the HDL-based hardware
debugging 1s property checking at target speed. Functional
simulation alone cannot guarantee that a HDL design meets a
functional specification for the HDL design. Consequently,
additional methods of gaining confidence 1n the correctness
of the functionality of a HDL design are necessary. A designer
can increase the level of confidence 1n the function of the
HDL design by adding DIC which can detect when the HDL
design 1s operating contrary to its functional specification.
The DIC can provide property checks to assist the designer
with 1dent1fymg various conditions. The designer might also
build 1n property checks to handle anticipated difliculties.
Typically, during HDL-based hardware debugging, the prop-
erty checks are activated and the electronic system 1s allowed
to run 1n an environment and at a speed for which 1t 1s targeted.
If the electronic system operates 1n a manner that causes a
property check to 1ssue a trigger event, the designer has found
a potential problem.

Software tools exist that formally prove that certain prop-
erty checks will never be triggered under any operating con-
ditions of the design. Unfortunately, such tools may have
tremendously long run-times since they must exhaustively
analyze the design. The HDL-based hardware debugging
approach does not have the problem of long run-times since
all property checking 1s done 1n hardware that 1s running at
target speed.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based hardware debugging of errors
in functional specifications. Some of the hardest functional
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failures to diagnose are misunderstandings of the target envi-
ronment the electronic system 1s designed to work . Such
misunderstandings may lead to mistakes in the functional
specification of the electronic system. Hence, comparing the
implementation of the electronic system with 1ts specification
will not reveal such functional failure. However, the func-
tional failure will become apparent when the electronic sys-
tem 1s run 1n 1ts target environment. While conventional meth-
ods for debugging, such as logic analyzers, can connect to
accessible pins to monitor the operation of the electronic
system within 1ts target environment, these conventional
methods do so only at a very low level of abstraction. In
contrast, the HDL-based hardware debugging system accord-
ing to the mvention supports analysis, diagnosis and debug-
ging of functional failures due to mistakes in the functional
specification. First, there 1s no need to reproduce the problem
in a testbench because the hardware 1tself 1s tested 1n 1ts target
environment. The ability to observe the HDL design while 1t
1s running 1n 1ts target environment at the targeted speed
allows the designer to immediately gather information about
the electronic system as well as the environment the system 1s
running in. Second, the information gathered 1s related back
to the HDL description, which 1s the highest level of abstrac-
tion.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDIL-based hardware debugging of design
errors. Design errors stem from mismatches in the behavior of
the HDL description written by the designer and the func-
tional specification. Conventionally, such problems are nor-
mally debugged by reproducing the observed error 1n a test-
bench for a functional simulator. Though functional
simulation gives information at a very detailed level, creating
and enhancing a testbench to reproduce a functional failure 1s
often a very tedious and difficult task. In contrast, with HDL-
based hardware debugging provided by the invention, there 1s
no need to reproduce the problem in a simulation model. By
running the electronic system 1n the environment where the
design error becomes apparent, sampling the desired portions
of the system state, and analyzing the observed behavior
which 1s related back to HDL i1dentifiers, a functional failure
can quickly be diagnosed. Having gained an understanding of
the operation of the system, the designer then can use patch-
ing to apply a fix. Then, by re-running the patched HDL
design in the target environment, the designer can check
whether the problem 1s fixed. In addition, the HDL-based
hardware debugger can write out the sampled information in
a format suitable for a functional simulator tool (check-point-
ing) so that the designer can use their preferred analysis tools.
The above-described check-pointing mechanism to forward
the sampled information to functional simulation can addi-
tionally be used.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based hardware debugging of tool
errors. Tool errors are functional failures which happen when,
for example, a synthesis tool involved in HDL design process
does not transform the HDL description into a correct fabri-
cated design. Such errors manifest themselves as mismatches
between the functional specification and the functionality of
the fabricated design, therefore debug techniques which work
on the HDL description cannot be used to debug such errors.
However, since HDL-based hardware debugging works on
the mstrumented design which was produced by the errone-
ous tool, the symptoms are able to be displayed to the
designer for diagnosis.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based hardware timing error analy-
s1s. Examples of timing errors in an HDL design are race
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conditions as well as setup and hold time violations in the
hardware implementation. One symptom of a timing error 1s
that some registers do not store the correct, expected values.
This symptom 1s easily detected using the method of check-
ing for mismatches between the functional simulation result
and the values sampled by the DIC. When the designer exam-
ines the values of the circuitry that drive the erroneous regis-
ter, the cause for the symptom can be quickly diagnosed. The

impact of signal noise on the behavior of the electronic sys-
tem can also be similarly analyzed and diagnosed.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDIL-based hardware fault analysis. Faults
stem from manufacturing defects. When faults show up occa-
sionally 1n a non-reproducible manner for one particular
device or for only certain devices out of a batch of other
devices, diagnosis becomes very ditficult. The HDL-based
hardware debugging can be used to diagnose faults, and relate
them back to HDL i1dentifiers to provide leads for the fault
analysis. Detection of faults 1s identical to the detection of
timing errors and 1s done by checking for mismatches
between functional simulation results and values sampled by
the DIC. The ability to relate sample values to the HDL
description 1s a significant advantage since the designer can
quickly identily the problem. Once the problem 1s located 1n
the HDL description, the designer can trace the problem all
the way to the layout level to determine the physical location
of the defect or defects that caused the fault. The designer can
then perform very precise design rule checks. The ability to
limit the area for the design rule checks to the neighborhood
of the defect location greatly reduces the effort. I the fault 1s
caused by a design rule violation, it thus can be quickly found
and fixed. Knowing the context of the fault may also help to
improve the manufacturing test program and/or improve the
manufacturing yield.

Another exemplary application for the HDIL-based hard-
ware debugging 1s HDIL-based critical-path analysis of hard-
ware. To analyze the timing and 1dentify critical paths 1in the
HDL design, the following 1s one method that can be used.
Initially, the HDL design 1s run at the target speed in the target
environment and using some predetermined trigger condi-
tions, some predetermined signals are sampled and the value
history 1s stored. Then, 1teratively, the frequency of one or
more clock signals 1s step-wise increased, the HDL design 1s
run at the increased clock speed/speeds while the HDL-based
hardware debugger samples the very same signals under the
very same trigger conditions as performed 1n the 1initial opera-
tion. For each iteration, the HDL-based hardware debugger
checks for a mismatch between the current sampling values
and the 1nitial sampling values. If a mismatch 1s detected, the
HDL-based hardware debugger informs the designer about
the mismatch and the designer can then analyze the portion of
the HDL design 1n which the mismatch occurred. The portion
of the HDL design 1in which the mismatch occurred 1s likely to
be a part of the critical path of the electronic system.

Another exemplary application for the HDIL-based hard-
ware debugging 1s analysis, diagnosis and debugging of envi-
ronmental errors. Environmental factors such as temperature,
pressure, radiation, electromagnetic fields, and aging effects
may cause transient or permanent failures of the electronic
system. Sometimes an electronic system works reliably in the
field for years until aging and/or environmental factors cause
tfunctional failures. I parts of the electronic system have been
instrumented, the mnvention can be used to diagnose the prob-
lem quickly by looking for mismatches between the function
of the electronic system and sampled data taken from the
tabricated design. If the electronic system has been instru-
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mented with design patching, the electronic system might be
patched to restore the proper behavior.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based hardware power analysis.
Power analysis of the electronic system needs to know about
the realistic stimuli and transitions 1n the electronic system to
come up with an accurate estimation of the power consump-
tion. In a hardware power analysis application accordmg to
the ivention, the system state of the HDL design running in
the target environment at target speed 1s sampled and stored
by the HDL-based hardware debugger and transformed 1nto
the proper format for describing such stimuli and transitions
which can be processed by tools which are specialized for
power calculations.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based hardware regression testing.
For regression testing of changes to the hardware design, the
invention can be used as follows. An 1nitial version of the
istrumented HDL design, which itself has been tested and
found correct, 1s run with some predetermined trigger condi-
tions and some predetermined signals to be sampled. The
sample values and their history are stored as a “golden”
reference file. Each HDL design which includes a design
change 1s then run again using the same trigger conditions and
sampling the same signals at the same events. The HDL-
based hardware debugger then checks for mismatches
between the reference file and the current sampling data and
1ssues warnings 1 mismatches are detected. Accordingly, the
design change that introduced the mismatched behavior can
be quickly 1solated and fixed.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based testbench optimization. The
reference file of the hardware regression testing application
can be used as stimuli to create a new testbench for functional
simulation, or optimize an existing testbench to more closely
mimic the behavior of the target environment.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDIL -based hardware device driver debug-
ging. The debugging of a particular device driver which inter-
acts with the HDL design 1s similar to hardware/software
co-debugging. The designer 1s thus able to see the effects of
the device driver on the HDL design 1t interacts with imme-
diately. In numerous applications of the invention, an elec-
tronic system shall be debugged after i1t has initially executed
certain setup operations. Having the electronic system
execute the operations for setup can be slow, tedious, and
cumbersome. For example, an operating system may be
booted and many other device drivers may be loaded before a
particular device driver and the hardware used by it can be
debugged. Now, 11 the designer has to iterate over the initial-
ization many times, 1t 1s advantageous that the system state
right after the mitialization be saved and restored before each
iteration (e.g., system state database 1930 of FIG. 19). The
restoring will operate to bring the HDL design into exactly the
same post-mnitialization state.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based software quality analysis in
target hardware. The invention can also be used 1n regression
testing and software quality assurance of the software that
runs on the HDL design. If one or more soitware regression
tests fail, the HDIL-based hardware debugger can be used to
quickly diagnose the failure.

Another exemplary application for the HDL-based hard-
ware debugging 1s HDL-based embedded systems debug-
ging. Software that runs on an embedded CPU within the
HDL design 1s able to be debugged by a software debugger.
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The software debugger can communicate with a HDL-based
hardware debugger that debugs the hardware of the HDL
design.

Still another exemplary application for the HDL-based
hardware debugging is in-field support. A common use of the
HDL-based hardware debugging system 1s to instrument an
clectronic system and then use the HHD 122 to debug the
system. After debugging and fabrication, copies of the fabri-
cated electronic system can be distributed to the designer’s
customers. At this point, the DIC 106 can be used 1n an
in-field mode. In the in-field mode, the DIC 106 1s used to
diagnose failures that occur while the electronic system 1s
being used by customers. The DIC 106 still resides in the
tabricated electronic system but the DIC’s normal state 1s
disabled. It will be enabled 1f there 1s a problem with the
clectronic system. In addition, a specially trained service
personnel can be sent to the customer’s site. The personnel
can attach the instrumented electronic system to a portable
host computer which runs the HHID 122, activate the DIC 106,
and debug the HDL design in the customer’s environment. If
the instrumented electronic system has been designed with a
telecommunications link between the DIC 106 and the HHD
122, remote debugging may avoid the need for service per-
sonnel to be sent to the customer’s site.

Yet another exemplary application for the HDL-based
hardware debugging 1s hardware performance monitoring.
Often 1t 1s important for a hardware system designer to moni-
tor the performance of a hardware system 1n order to under-
stand and optimize the system. This can be done by a software
simulation of the system. Unfortunately, this has the draw-
back that it requires a model of both the electronic system and
of the environment 1t operates 1. By adding performance
monitoring circuitry to the DIC 106 of the electronic system,
the designer can monitor the performance of the fabricated
clectronic system operating 1n 1ts target environment and at its
target speed. The process of adding the monitoring circuitry
begins with the instrumentor. The instrumentor displays the
HDL description and enables the designer to add perfor-
mance monitoring circuitry which relates to the HDL descrip-
tion. During debugging, the data from the performance moni-
toring circuitry 1s loaded from the DIC 106 to the HHD 122
alter a specified number of clock cycles or 1n response to
some trigger event. The HHD 122 then displays the data for
the designer 1n the proper format. The circuit performance
that can be monitored by this added circuitry 1s quite broad;
for example, a circuit performance parameter in which there
are events that can be counted—the number of times a First-
In-First-Out (FIFO) queue overtlows, a number of cache
misses, etc. Further, average values, such as average stack
depth, can also be monitored by using more complex cir-
cuitry.

Portions of the mvention are preferably implemented in
software. Such portions of the invention can also be embodied
as computer readable code on a computer readable medium.
The computer readable medium 1s any data storage device
that can store data which can be thereaiter be read by a
computer system. Examples of the computer readable
medium include read-only memory, random-access memory,
CD-ROMs, magnetic tape, optical data storage devices, car-
rier waves. The computer readable medium can also be dis-
tributed over a network coupled computer systems so that the
computer readable code 1s stored and executed 1n a distributed
fashion.

The many features and advantages of the present invention
are apparent from the written description and, thus, 1t i1s
intended by the appended claims to cover all such features
and advantages of the invention. Further, since numerous
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modifications and changes will readily occur to those skilled
in the art, 1t 1s not desired to limit the invention to the exact
construction and operation as illustrated and described.
Hence, all suitable modifications and equivalents may be
resorted to as falling within the scope of the mvention.

What 1s claimed 1s:

1. A hardware debugging system for debugging a fabri-
cated integrated circuit containing an electronic circuit
design, wherein the fabricated integrated circuit 1s configured
to operate 1n 1ts target environment and to run at its target
speed during debugging of the fabricated integrated circuit,
the hardware debugging system comprising:

an 1instrumentor comprising a first computer-readable

medium including data that, when executed by a first

computer, cause the first computer to perform opera-

tions, comprising:

receiving a high level HDL description of the electronic
circuit design, at least a portion of the high level HDL
description being written 1n a language selected from
the group consisting of VHDL, Verilog HDL, C, C++,
and SystemC;

determining aspects of the electronic circuit design to be
examined or modified during debugging;

determining additional circuitry to be incorporated into
the electronic circuit design to facilitate debugging;
and

producing a modified high level HDL description of the
clectronic circuit design by incorporating an HDL
description of the additional circuitry into the high
level HDL description of the electronic circuit design;

a design instrumentation database configured to store

information about the additional circuitry including
relationships between signals of the electronic circuit
design and portions of the modified high level HDL
description or the high level HDL description; and

an HDL-based hardware debugger comprising a second

computer-readable medium including data that, when
executed by a second computer, cause the second com-
puter to perform operations, comprising:
debugging the fabricated mtegrated circuit fabricated 1n
accordance with the modified high level HDL
description, the debugging comprising:
interacting with the electronic circuit design using the
additional circuitry; and
presenting debug information with respect to the
modified high level HDL description or the high
level HDL description,
wherein the second computer-readable medium further
includes data that cause the second computer to per-
form operations comprising computing additional
values of the aspects of the electronic circuit design to
be examined to broaden design visibility of the elec-
tronic circuit design.

2. The hardware debugging system of claim 1, wherein the
first computer-readable medium further includes data that
cause the first computer to perform operations comprising
determining additional aspects of the electronic circuit design
to be examined to broaden the design visibility of the elec-
tronic circuit design.

3. The hardware debugging system as recited 1n claim 1,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising selectively monitoring the electronic
circuit design at one or more watch-points, one or more error
traps or one or more property checks.

4. The hardware debugging system as recited 1n claim 2,
wherein the first computer-readable medium further includes
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data that cause the first computer to perform operations com-
prising executing automatic test pattern techniques of com-
binational and sequential logic to enhance the design visibil-
ity of the electronic circuit design.

5. The hardware debugging system as recited 1n claim 1,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising interacting with a functional stmulator
via a checkpoint manager.

6. The hardware debugging system as recited in claim 1,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising identifying mismatches between func-
tional behavior of the electronic circuit design and functional
behavior of the high level HDL description of the electronic
circuit design.

7. The hardware debugging system as recited 1n claim 1,
wherein the target environment includes real-time character-
1stics.

8. A hardware debugging system for debugging a fabri-
cated integrated circuit containing an electronic circuit
design, wherein the fabricated integrated circuit 1s operating
in its target environment without iterruption, and 1s config-
ured to run at 1ts target speed during debugging of the fabri-
cated integrated circuit, the hardware debugging system com-
prising;:

an mstrumentor comprising a first computer-readable

medium including data that, when executed by a first

computer, cause the first computer to perform opera-

tions, comprising:

receiving a high level HDL description of the electronic
circuit design, at least a portion of the high level HDL
description being written 1n a language selected from
the group consisting of VHDL, Verilog HDL, C, C++,
and SystemC;

determining aspects of the electronic circuit design to be
examined or modified during debugging;

determining additional circuitry to be incorporated into
the electronic circuit design to facilitate debugging;
and

producing a modified high level HDL description of the
clectronic circuit design by incorporating an HDL
description of the additional circuitry into the high
level HDL description of the electronic circuit design;

a design imstrumentation database configured to store

information about the additional circuitry including
relationships between signals of the electronic circuit
design and portions of the modified ligh level HDL
description or the high level HDL description; and

an HDIL -based hardware debugger comprising a second

computer-readable medium including data that, when
executed by a second computer, cause the second com-
puter to perform operations, comprising:
debugging the fabricated integrated circuit fabricated 1n
accordance with the modified high level HDL
description, the debugging comprising:
interacting with the electronic circuit design using the
additional circuitry; and
presenting debug information with respect to the
modified high level HDL description or the high
level HDL description.

9. The hardware debugging system as recited in claim 8,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising relating the debug information back to
the high level HDL description for the electronic circuit
design.
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10. The hardware debugging system as recited 1n claim 8,
wherein the first computer-readable medium further includes
data that cause the first computer to perform operations com-
prising enabling a user to determine the aspects of the elec-
tronic circuit design to be examined or modified during
debugging through interactive selection.

11. The hardware debugging system as recited 1n claim 8,
wherein the fabricated mtegrated circuit 1s part of an elec-
tronic system that also includes software, and wherein the
hardware debugging system further comprises a software
debugger operatively connected to the HDL-based hardware
debugger, wherein the software debugger 1s configured to
debug the software.

12. The hardware debugging system as recited in claim 11,
wherein the fabricated integrated circuit includes a processor,
and wherein the processor 1s configured to execute the sofit-
ware.

13. The hardware debugging system as recited in claim 11,
wherein the HDL-based hardware debugger and the software
debugger are synchronized during debugging of the fabri-
cated integrated circuit.

14. The hardware debugging system as recited 1n claim 8,
wherein the hardware debugging system does not require a
testbench.

15. The hardware debugging system as recited 1n claim 8,
wherein the electronic circuit design includes both analog and
digital aspects.

16. The hardware debugging system as recited 1n claim 8,
wherein the instrumentor 1s configured to permit alteration of
the additional circuitry to trade-off debugging coverage ver-
sus area cost.

17. A hardware debugging system for debugging an elec-
tronic system designed according to an electronic circuit
design, wherein the electronic circuit design 1s described by a
high level HDL description, and wherein the electronic sys-
tem 15 configured to operate 1n 1ts target environment and to
run at its target speed during debugging of the electronic
system, the hardware debugging system comprising:

an 1instrumentor comprising a first computer-readable

medium including data that, when executed by a first

computer, cause the first computer to perform opera-

tions, comprising:

receiving the high level HDL description of the elec-
tronic circuit design or a description derived there
from, at least a portion of the high level HDL descrip-
tion being written 1 a language selected from the
group consisting of VHDL, Verilog HDL, C, C++ and
System(;

determining aspects of the electronic circuit design to be
examined or modified during debugging;

determining additional circuitry to be incorporated into
the electronic circuit design to facilitate debugging;
and

incorporating the additional circuitry into the electronic
circuit design;

a design instrumentation database configured to store
information about the additional circuitry including
relationships between signals of the electronic circuit
design and portions of the high level HDL description;
and

an HDL-based hardware debugger comprising a second
computer-readable medium including data that, when
executed by a second computer, cause the second com-
puter to perform debugging operations, comprising:
interacting with the electronic circuit design using the
additional circuitry; and
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presenting debug information with respect to the high
level HDL description,

wherein the second computer-readable medium further
includes data that cause the second computer to per-
form operations comprising computing additional
values of the aspects of the electronic circuit design to
be examined to broaden design visibility of the elec-
tronic circuit design.

18. The hardware debugging system of claim 17, wherein
the first computer-readable medium further includes data that
cause the first computer to perform operations comprising
determining additional aspects of the electronic circuit design
to be examined to broaden the design visibility of the elec-
tronic circuit design.

19. The hardware debugging system as recited 1n claim 17,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising selectively monitoring the electronic
circuit design at one or more watch-points, one or more error
traps or one or more property checks.

20. The hardware debugging system as recited in claim 18,
wherein the first computer-readable medium further includes
data that cause the first computer to perform operations com-
prising executing automatic test pattern techniques of com-
binational and sequential logic to enhance the design visibil-
ity of the electronic circuit design.

21. The hardware debugging system as recited 1n claim 17,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising interacting with a functional simulator
via a checkpoint manager.

22. The hardware debugging system as recited in claim 17,
wherein the second computer-readable medium further
includes data that cause the second computer to perform
operations comprising identifying mismatches between func-
tional behavior of the electronic circuit design and functional
behavior of the high level HDL description of the electronic
circuit design.

23. A hardware debugging system for debugging an elec-
tronic system containing an electronic circuit design, wherein
the electronic circuit design 1s described by a high level HDL
description, wherein the electronic system 1s configured to
operate 1n its target environment and to run at 1ts target speed
during debugging of the electronic system, and wherein at
least a portion of the high level HDL description 1s written 1n
a language selected from the group consisting of VHDL,
Verilog HDL, C, C++ and SystemC, the hardware debugging
system comprising:

means for mstrumenting the high level HDL description of

the electronic circuit design or a description derived

therefrom, comprising:

means for recerving the high level HDL description of
the electronic circuit design or the description dertved
therefrom;
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means for determining aspects of the electronic circuit
design to be examined or modified during debugging;

means for determining additional circuitry to be incor-
porated 1nto the electronic circuit design to facilitate
debugging, and

means for incorporating the additional circuitry into the
electronic circuit design;

a design instrumentation database configured to store
information about the additional circuitry including
relationships between signals of the electronic circuit
design and portions of the high level HDL description;
and

means for performing HDL-based hardware debugging to
debug the electronic system, comprising;:
means for interacting with the electronic circuit design

using the additional circuitry; and
means for presenting debug information with respect to
the high level HDL description.

24. The hardware debugging system as recited 1n claim 23,
wherein the means for performing HDIL-based hardware
debugging further comprises means for computing additional
values of the aspects of the electronic circuit design to be
examined to broaden design visibility of the electronic circuit
design.

25. The hardware debugging system of claim 24 wherein
the means for performing HDL-based hardware debugging
turther comprises means for determining additional aspects
of the electronic circuit design to be examined to broaden the
design visibility of the electronic circuit design during debug-
ging ol the electronic system.

26. The hardware debugging system as recited 1n claim 23,
wherein the means for performing HDIL-based hardware
debugging further comprises means for selectively monitor-
ing the electronic circuit design at one or more watch-points,
one or more error traps or one or more property checks.

277. The hardware debugging system as recited 1n claim 25,
wherein the means for instrumenting the high level HDL
description of the electronic circuit design or a description
derived therefrom further comprises means for executing
automatic test pattern techniques of combinational and
sequential Logic to enhance the design visibility of the elec-
tronic circuit design.

28. The hardware debugging system as recited in claim 23,
wherein the means for performing HDIL-based hardware
debugging further comprises means for interacting with a
functional simulator via a checkpoint manager.

29. The hardware debugging system as recited 1n claim 23,
wherein the means for performing HDIL-based hardware
debugging further comprises means for identifying mis-
matches between functional behavior of the electronic circuit
design and functional behavior of the high level HDL descrip-
tion of the electronic circuit design.
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