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METHOD AND SYSTEM FOR FAULT
MANAGEMENT IN A DISTRIBUTED
NETWORK MANAGEMENT STATION

FIELD OF THE INVENTION

The present claimed 1invention relates to the field of com-
puter networking. Specifically, the present claimed imnvention
relates to a method and system for fault management in a
distributed network management station.

BACKGROUND ART

A network 1s a system that transmits any combination of
voice, video, and data between users. A network includes the
operating system (OS), the cables coupling them, and all
supporting hardware such as bridges, routers, and switches.
In today’s market, there are many types ol networks. For
example, there are communications networks and there are
telephone switching system networks. In general, a network
1s made up of at least one server, a workstation, a network
operating system, and a communications link.

Communications networks are normally broken down 1nto
categories based on their geographical coverage. For
example, there 1s a local area network (LAN) which 1s nor-
mally contained within a building or complex, a metropolitan
area network (MAN) which normally covers a city, and a
wide area network (WAN) which may cover an entire country.
The controlling software on a communications network 1s
normally a network operating system (such as NetWare,
UNIX, Windows NT, etc.) which resides on the server. Fur-
ther, a piece of the controlling software resides on each local
workstation and allows the workstation to read and write data
from the server.

A block diagram of an exemplary network computing sys-
tem 1s 1llustrated 1n FIG. 1. Generally speaking, the exem-
plary network includes personal computing system (PC) 104,
and switch 102. Although a specific number of PC 104s are
shown, the exemplary network may maintain any number of
PC 104s. Moreover, PC 104 may be a desktop computing
system, or a blade type of computing system designed to
comply specifically with a compact PCI chassis. In addition,
switch 102 may be a LAN, WAN, or PBX switch 102. Switch
102 1s a mechanical or electronic device which directs the
flow of electrical or optical signals from one side to the other.

A second block diagram of an exemplary networked com-
puting system with the addition of router 210 and ethernet 220
1s 1llustrated 1n FIG. 2. In FIG. 2, router 210 1s utilized as a
forwarding device. For example, router 210 1s used to move
data packets from one LAN, WAN or PBX to another. As a
result, router 210 can segment LANs, WANs or PBXs 1 order
to balance traific within workgroups and to filter tratlic over-
all. In the exemplary network illustrated in FIG. 2, switch 102
1s connected to an ethernet connection 220. Ethernet 220 1s
the most widely used LAN access method, defined by the
IEEE as the 802.3 standard.

On such an exemplary network as shown in FIGS. 1 and 2,
message transier 1s managed by a transport protocol such as
transmission control protocol/internet protocol (TCP/IP).
The physical transmission of data 1s performed by the access
method (ethernet, token ring, etc.) which 1s implemented in
the network adapters, while the actual communication takes
place over the interconnecting network cable.

Presently, networks such as these can be found 1n almost all
aspects ol modern life. They are used both at home, and 1n the
workplace. Networks are responsible for great expansions in
the area of technological access. For example, a company
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may use a network to link many cheaper, less powertul com-
puters to a few expensive, very powerful computers. In so
doing, the less powertul computers are able to do a greater
variety of work. Additionally, the less powertul computers are
able to utilize many different programs which would not fit on
their own hard drives. Neither of these advantages would be
possible without the network. Therefore, this ability to utilize
a network type system, maintaining many cheap computers
that have access to the few expensive ones, saves a company
large amounts of money.

Due to the many benefits of a network environment, many
companies rely heavily on them. With such a reliance upon
networks and networking capabilities, a need to maintain a
quality network with high reliability factors 1s paramount 1n
any workplace or industry. In fact, most companies are depen-
dent on a solidly structured network system. Due to this
requirement, a network management station 1s important to
ensure the proper upkeep of the network.

A network management station 1s used to monitor an active
communications network 1n order to diagnose problems and
gather statistics for administration and fine-tuning. Because
of the importance of a solid network management station,
there are many types of network management station possi-
bilities 1n the computer networking industry. Each station
maintains aspects ol diagnosis, statistical data, or fine tuning
capabilities which appeal to a specific industry network. In
some 1nstances, the appeal of the network management sta-
tion 1s simply due to the type of operating system run by the
network.

One disadvantage of a network 1n general and a network
management station in particular, 1s the possible inability to
resolve internal network issues resulting from conflicting
devices. Specifically, as a particular device 1s added to or
removed from a network, the rest of the network may expe-
rience difficulties arising from the change. For example, i
another main (NM) device 1s removed from the network
either accidentally or on purpose, the entire network may
become sluggish and possibly inoperative due to the loss of
the provisioning and monitoring functionality provided by
the NM device. Further, if a new device 1s added to the
network and it 1s a master device, a conflict between the two
master devices may result 1n network confusion and a pos-
sible network crash. Similar contlicts may result from the
addition of one network to another. Specifically, another net-
work may be combined with the original network 1n order to
keep up with the demands of a growing or expanding com-
pany. Upon combination of the two networks, a second mas-
ter device may accidentally be mtroduced. The introduction
of a second master will result 1n the same problems as
described above.

Another problem arises with the resolution techniques
based on the previously mentioned problems. Specifically, 1t
a network crashes due to either the loss of a master device or
the addition of a second master device, the network manage-
ment station must then apply time and personnel on the reso-
lution of the problem. For example, a situation resulting 1n
two competing master devices may take a network technician
quite a while to troubleshoot. In order to resolve the 1ssue, the
technician must debug the network and demote one of the
master devices to a secondary device. The other problem, e.g.
no master device, would require a technician to again debug
the network and promote one of the secondary devices to a
master device. This type of network debugging takes time to
resolve, thus costing the network users and owners a large
amount of money in lost productivity alone.

Thus, a need exists for a method and system for fault
management in distributed network management stations. A
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turther need exists for a method and system for fault manage-
ment 1 a distributed network management station which 1s
scalable. Another need exists for a method and system for
fault management 1n a distributed network management sta-
tion which automatically learns about the presence of other
participating devices. Yet another need exists for a method
and system for fault management 1n a distributed network
management station which 1s self-healing.

SUMMARY OF INVENTION

The present invention provides, 1n various embodiments, a
method and system for fault management 1n a distributed
network management station. The present invention initiates
a first device coupled to a network. Next, the present invention
broadcasts an information packet to a plurality of devices
coupled to the network. The first device then resolves the
status of the plurality of devices coupled to the network. In so
doing, the resolved network results 1n a distributed network
management station having a defined master device.

The distributed network management station further ini-
tiates a fail-over process. In the present invention, the fail-
over process results 1 a secondary devices re-evaluation of
the master device. Specifically, the re-evaluation 1s due to the
loss of communication with the master device. Thus, the loss
of communication results in the secondary devices question-
ing the state or status of the master device to ensure the
network re-establishes a master device.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and form a part of this specification, illustrate embodiments
of the invention and, together with the description, serve to
explain the principles of the mvention:

PRIOR ART FIG. 1 1s a block diagram of an exemplary
networked computing system 1n accordance with one
embodiment of the present invention.

PRIOR ART FIG. 2 1s a block diagram of an exemplary
networked computing system in accordance with another
embodiment of the present invention.

FIG. 3 15 a block diagram of the exemplary circuitry of a
computing system in accordance with one embodiment of the
present invention.

FIG. 4 1s a block diagram of the steps 1n an exemplary
process for a first device being coupled to a network 1n accor-
dance with one embodiment of the present invention.

FIG. 5 1s a block diagram of the steps 1n an exemplary
process for master device failure management in accordance
with one embodiment of the present invention.

FIG. 6 15 a flow chart of steps in an exemplary method for
fault management 1n a distributed network management sta-
tion, 1 accordance with one embodiment of the present
invention.

FI1G. 7 1s a flow chart of steps 1n another exemplary method
for fault management in a distributed network management
station, 1n accordance with one embodiment of the present
invention.

The drawings referred to in this description should be
understood as not being drawn to scale except 11 specifically
noted.

DESCRIPTION OF THE PR
EMBODIMENTS

L1
M

ERRED

In the following detailed description of the present mven-
tion, a method and system for fault management 1n a distrib-
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4

uted network management station, specific details are set
forth 1n order to provide a thorough understanding of the
present 1mvention. However, 1t will be recognized by one
skilled 1n the art that the present mvention may be practiced
without these specific details or with equivalents thereof. In
other instances, well-known methods, procedures, compo-
nents, and circuits have not been described 1n detail as not to
unnecessarily obscure aspects of the present invention.

Notation and Nomenclature

Some portions of the detailed descriptions that follow are
presented 1n terms of procedures, steps, logic blocks, process-
ing, and other symbolic representations of operations on data
bits within a computer memory. These descriptions and rep-
resentations are the means used by those skilled 1n the data
processing arts to most effectively convey the substance of
their work to others skilled in the art. A procedure, computer
executed step, logic block, process, etc., 1s here, and gener-
ally, concerved to be a selif-consistent sequence of steps or
istructions leading to a desired result. The steps are those
that require physical manipulations of physical quantities.
Usually, though not necessarily, these quantities take the form
of electrical or magnetic signals capable of being stored,
transierred, combined, compared, and otherwise manipulated
in a computer system. It has proven convenient at times,
principally for reasons of common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers, or the like.

It should be borne 1in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the following discussions, 1t 1s appreciated that
throughout the present invention, discussions utilizing terms
such as “mitiating”, “broadcasting”, “resolving”, “process-
ing’” or the like, refer to the action and processes of a computer
system (e.g., FIGS. 4 through 7), or similar electronic com-
puting device, that manmipulates and transforms data repre-
sented as physical (electronic) quantities within the computer
system’s registers and memories mto other data similarly
represented as physical quantities within the computer sys-
tem memories or registers or other such information storage,

transmission or display devices.

Aspects of the present invention, described below, are dis-
cussed 1n terms of steps executed on a computer system.
These steps (e.g., processes 600 and 700) are implemented as
program code stored 1n computer readable memory units of
computer systems and are executed by the processor of the
computer system. Although a variety of different computer
systems can be used with the present invention, an exemplary
wireless computer system 1s shown in FIG. 3.

With reference now to FIG. 3, portions of the present fault
management method and system are comprised of computer-
readable and computer-executable instructions which reside,
for example, in computer-usable media of a computer system.
FIG. 3 illustrates an exemplary computer system 312 used 1n
accordance with one embodiment of the present network
management station invention. It 1s appreciated that system
312 of FIG. 3 1s exemplary only and that the present invention
can operate on or within a number of different computer
systems including general purpose networked computer sys-
tems, embedded computer systems, routers, switches, server
devices, client devices, various intermediate devices/nodes,
stand alone computer systems, and the like. Additionally,
computer system 312 of FIG. 3 1s well adapted having com-
puter readable media such as, for example, a tloppy disk, a
compact disc, and the like coupled thereto. Such computer
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readable media 1s not shown coupled to computer system 312
in FIG. 3 for purposes of clarity.

System 312 of FIG. 3 includes an address/data bus 300 for
communicating information, and a central processor unit 301
coupled to bus 300 for processing information and instruc-
tions. Central processor unit 301 may be an 80x86-family
microprocessor. System 312 also includes data storage fea-
tures such as a computer usable volatile memory 302, e.g.
random access memory (RAM), coupled to bus 300 for stor-
ing information and instructions for central processor unit
301, computer usable non-volatile memory 303, e.g. read
only memory (ROM), coupled to bus 300 for storing static
information and instructions for the central processor unit
301, and a data storage unit 304 (e.g., a magnetic or optical
disk and disk drive) coupled to bus 300 for storing informa-
tion and 1nstructions. System 312 of the present invention also
includes an optional alphanumeric imnput device 306 including
alphanumeric and function keys coupled to bus 300 for com-
municating information and command selections to central
processor unit 301. System 312 also optionally includes an
optional cursor control device 307 coupled to bus 300 for
communicating user input information and command selec-
tions to central processor unit 301. System 312 of the present
embodiment also includes an optional display device 305
coupled to bus 300 for displaying information.

With reference next to FIGS. 4 through 7, tlow charts 600
and 700 are 1llustrations of the exemplary steps used by an
embodiment of the present invention. FIGS. 4 and 5 include
processes 400 and 500 of the present invention which, 1n one
embodiment, are carried out by a processor under the control
of computer-readable and computer-executable 1nstructions.
The computer-readable and computer-executable instruc-
tions reside, for example, 1n data storage features such as
computer usable volatile memory 302, computer usable non-
volatile memory 303, and/or data storage device 304 of FIG.
3. The computer-readable and computer-executable mstruc-
tions are used to control or operate 1n conjunction with, for
example, central processing unit 301 of FIG. 3.

With reference now to step 602 of FIG. 6 and FIG. 4, the
present invention mnitiates a first device coupled to a network.
In one embodiment, the first device may be a single process-
ing element (SPE) device. Further, the first device 1s comput-
ing system 312. Moreover, 1n one embodiment, computing
system 312 1s a desktop computing system connected to a
network. In yet another embodiment, computing system 312
1s a blade type of computing system designed to comply
specifically with a compact PCI chassis. Although only one
specific device 312 1s being mitiated 1n the present embodi-
ment, the exemplary process as illustrated 1n FIG. 4 may
maintain any number of devices 312 iitiating at the same
time. The reason for showing only one initiating first device
312 i1s merely for purposes of clarity and brevity.

In accordance with the mmitiation of a first device 312
coupled to a network as 1llustrated 1in process 400, first device
312 mitiates 402 as a secondary device 420. That 1s, upon
coupling to the network, first device 312 will enter as a sec-
ondary device 420. In general, mitiating 402 as a secondary
device 420 will occur independent of how first device 312 was
coupled to the network. Specifically, first device 312 will
initiate 402 as a secondary device 420 regardless of whether
it was introduced at the start-up of the network, or as a
plug-and-play device introduced 1nto a fully functional net-
work. The purpose of first device 312 mitiating 402 as a
secondary device 420 1s to refrain from an 1mitial contlict of
interest between a plurality of devices trying to function as
master device 418.
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As an example, during the iitial start-up of a network, 1f
cach device 312 mitiates 402 as a secondary device 420, the
conventional method of a voting process to decide the master
device 418 can be avoided. In 1ts place, process 400 illustrated
in FIG. 4 can be used to accomplish the same goal. Process
400 1ncreases network proficiency by streamliming both star-
tup time and contlict resolution. A further benefit to the net-
work 1s obvious 1n any plug-and-play type introduction of a
first device 312. Since first device 312 imtiates 402 as a
secondary device 420, there 1s no need to worry about 1ntro-
ducing a conflicting master device 418 1nto a well running
network. Therefore, any conflict which may have arisen by a
newly introduced first device 312 trying to dominate a pre-
existing network 1s resolved using process 400 of FIG. 4.

With reference now to step 604 of F1G. 6 and to process 400
of FIG. 4, first device 312 broadcasts an information packet
404 to a plurality of devices 312 coupled to the network. In so
doing, first device 312 introduces 1tself to the network. In one
embodiment, information packet 404 1s a multicast packet.
Information packet 404 includes a participating-device inter-

net protocol (IP) and a participating-device message authen-
tication code (MAC) specific to first device 312. In general,
the IP and MAC of first device 312 are addresses which
identify the source of information packet 404. For example,
the IP and MAC may include a chassis 1identification and slot
number of first device 312 1f 1t 1s located on a PCI chassis.

Information packet 404 further includes information
regarding the previous state of first device 312. Specifically,
the previous state refers to the position of first device 312
during 1ts last operational period. That1s, what job first device
312 had during 1ts previous use. For example, whether {first
device 312 was a master device 418 during its previous opera-
tional period or 11 1t was a secondary device 420. It may even
be possible that first device 312 had never been previously
activated. In such a case, the previous state of first device 312
would be non-existent.

Further the broadcast of information packet 404, includes
information regarding the current state of first device 312.
Specifically, the assumed state of first device 312 after the
startup logic. In general, the current state would be as a
secondary device 420 unless a startup logic had designated
first device 312 to be a master device 418 upon startup. A
reason for a master device 418 designation could be to further
increase the startup time of the network. Therefore, 1t 1s
appreciated that, 11 all other devices 312 default as secondary
devices 420, there would be absolutely zero contlict for mas-
ter device 418.

The last piece of information broadcast, 1n this embodi-
ment of information packet 404, regards the total system-up-
time (sysuptime) 416 of first device 312. Sysuptime 416 1s the
total time that first device 312 has in an operational mode.
This type of information 1s provided in information packet
404 as a final way to resolve any dispute with regard to which
device 312 should become master device 418 of the network.
In addition, the present invention 1s well suited to the addition
or subtraction of any portions of information packet 404.
However, 1in this embodiment, the intricacies of the resolution
technique established by the present invention in process 400
are outlined below.

With reference now to step 606 of FI1G. 600 and to FIG. 4,
the status of first device 312 coupled to a network 1s resolved.
The result 1s a distributed network management station hav-

ing a defined master device 418. In general, the status
between first device 312 and the plurality of devices 312 1s
resolved by an evaluation of each information packet 404
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from first device 312 and the plurality of devices 312. Spe-
cifically, the resolution 1s possible due to the implementation
of process 400 of FIG. 4.

With reference still to step 606 of F1G. 600 and to FIG. 4,
information packet 404 is broadcast to the network a specified
number of times. In one embodiment, information packet 404
1s broadcast three times. Between each broadcast of informa-
tion packet 404 first device 312 will listen for a specified
amount of time 1n order to receive a response 406. Alter each
broadcast of information packet 404, there 1s a decision made
by the logic. I1 there 1s no response to any of the broadcasts,
then after the specified number of broadcasts 1s reached, first
device 312 will assume the role of master device 418. In that
assumption, all nnghts and responsibilities of a network master
device 418 will be assumed by first device 312. However, 1f a
response 406 1s recerved, then an evaluation of the plurality of
devices 312 and their information packets 404 will be made.

With further reference to step 606 of FIG. 600 and to FIG.
4, the mitial evaluation of the response 406 will be a check to
se¢ 1 any of the plurality of devices 312 are designated as
master device 418. If any of the plurality of devices 312 1s
designated master device 418, then all other devices 312
including first device 312 will remain as secondary devices
420. In such an example, the resolution of master device 418
1s complete and a quick network integration 1s accomplished.

With reference still to step 606 of F1G. 600 and to FIG. 4,
il none of the plurality of devices 312 are designated as master
device 418, then a further comparison of information packet
404 must take place. The next criterion 1s the previous state of
first device 312. Specifically, whether or not any previous
state of first device 312 was as a master device 418. The same
evaluation 1s then used on each responding device 312. I first
device 312 was a master and no other responding devices 312
ever was a master device 418, then first device 312 becomes
master device 418. However, 11 any other of the plurality of
devices 312 were also a master device 418 during a previous
state, then an even deeper evaluation needs to take place. The
deeper evaluation 1s a comparison of sysuptime 416 to evalu-
ate which device 312 has priority. In such a comparison,
whichever device 312 has the most sysuptime 416 will
become master device 418 while all other devices 312 wall
remain as secondary devices 420.

However, 1f first device 312 was never a master device 418,
first device 312 will still evaluate each responding device 312
for prior master device 418 status. If any responding device
312 was a master device 418 during a previous state, then no
turther evaluation need take place. The responding device
312 which was a previous master device 418 will again
become master device 418 while all other devices 312 wall
remain as secondary devices 420. However, 11 no responding,
device 312 was ever a master device 312, then a further
evaluation of sysuptime 416 1s required to evaluate which of
the responding devices 312 has priority. In such a compari-
son, the responding device 312 with the most sysuptime 416
will become master device 418 while all other responding
devices 312 will remain as secondary devices 420.

By utilizing process 400, an established distributed net-
work management station 1s formed. There are many 1mpor-
tant aspects of the distributed network management station.
One aspect 1s the integration of plug-and-play capability of
cach of the plurality of devices 312 1nto the network. Specifi-
cally, adevice 312 can be introduced into the runming network
with minimal provisioning. In general, as a new component 1s
added 1t 1s simply tluxed into the network. That 1s, due to the
device 312 mmtiating 402 as a secondary device 420 and the
ability of any device 312 within the network to demote 1tsell,
seamless integration into a network operating in a stable state
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can take place. In addition, the above mentioned benefits of
the present invention are also benefits which are realized in
the scalability of the network. As a result, the plurality of
devices 312 utilized by the network may be expanded without
worry of multiple master devices 418 causing a conflict or
slowing the convergence of the network.

With reference now to step 702 of FI1G. 7 and to FIG. 5, the
present invention initiates a fail-over process. Specifically,
the distributed network management station integrates the
seli-healing capabilities of each of the plurality of devices
312 into the network. That 1s, 11 the network fails to hear from
the designated master device 418, process 500 1s applied to
resolve the 1ssue. As a result, the loss of master device 418 1n
the present invention, 1s not a network-crashing event. In fact,
with the utilization of process 500, the loss of master device
418 results 1n a quick replacement of master device 418 by the
next most-senior secondary device 420.

With reference now to step 704 of F1G. 7 and to FI1G. 5, the
present invention reevaluates the status of master device 418.
In general, upon loss of contact with master device 418, the
next most senior secondary device 420 begins process 500 in
order to establish the state and status of master device 418.
Initially, secondary device 420 checks to see 1 master device
418 1s 1n a paused 504 state. If master 418 1s paused 504, then
secondary SPE 420 will remain in 1ts secondary state. There
are many reasons for a master SPE 418 to enter a paused state.
One of the major reasons for a paused state 1s a network
configuration. Normally, during a pause 504 due to a network
configuration, master device 418 will 1ssue a statement telling
the plurality of devices 312 in the network not to transition.
This command will remain in effect for a given time period.
However, once the given time period 1s surpassed the need for
a status re-evaluation of master device 418 becomes neces-
sary. There are many additional reasons for a master device
418 to enter a paused state that are familiar to one skilled 1n
the art. However, they are not expressed herein for purposes
of brevity.

With reference still to step 704 of FIG. 7 and to FIG. 5, 1f
the master device 418 1s being re-evaluated and 1t 1s not 1n a
paused 504 state, then status 506 of master device 418 must be
turther questioned. If no response 1s recerved from master 15,
device 418, 1t 1s obvious that master device 418 has lost its
media sense 508. For example, the loss of media sense 508
may result from a crash within master device 418, or from a
TCP disconnect 502 from master device 418. If master device
418 returns no status, then secondary device 420 moves for-
ward through process 500. In so doing, secondary device 420
must ascertain its own media sense 508 as described above.
Specifically, the goal of ascertaining media sense 508 1s to
define whether or not secondary device 420 1s still in contact
with the network.

With reference now to step 706 of F1G. 7 and to FIG. 5, the
present invention re-establishes a master device 418. Specifi-
cally, once secondary device 420 recognizes 1ts media sense
508, 1t will then take over the role as master device 418. In so
doing, the possible network disruption, due to the loss of the
previous master device 418, 1s avoided. Further, any type of
network downtime and technical support are also negligible.
In addition, the use of a multicast packet such as information
packet 404 allows a sniffer tool to follow the flow of the
network and determine which of the plurality of devices 312
1s master device 418, and what process was accomplished by
the network to maintain 1tself during a fail-over. This ability
of the present invention to utilize smiler tools to analyze
traffic, and detect bottlenecks and problems 1n the network,
also allows for extremely efficient network troubleshooting.
Specifically, unlike the prior art wherein proprietary protocol
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contlict resolution cannot be followed precisely and network
troubleshooting 1s extremely time consuming and difficult,
the present invention allows both internal networking contlict
resolution and the ability to follow the decisions made by the
network via a sniffer tool.
Thus, the present invention provides, 1n various embodi-
ments, a method and system for fault management 1n a dis-
tributed network management station. The present invention
also provides a method and system for fault management 1n a
distributed network management station which 1s scalable.
The present invention further provides a method and system
for fault management in a distributed network management
station which automatically learns about the presence of other
participating devices. The present invention also provides a
method and system for fault management 1n a distributed
network management station which 1s self-healing.
The foregoing descriptions of specific embodiments of the
present invention have been presented for purposes of illus-
tration and description. They are not intended to be exhaus-
tive or to limit the ivention to the precise forms disclosed,
and obviously many modifications and variations are possible
in light of the above teaching. The embodiments were chosen
and described in order to best explain the principles of the
invention and its practical application, to thereby enable oth-
ers skilled 1n the art to best utilize the imnvention and various
embodiments with various modifications are suited to the
particular use contemplated. It 1s intended that the scope of
the invention be defined by the Claims appended hereto and
their equivalents.
What 1s claimed 1s:
1. A method for fault management in a distributed network
management station comprising:
mitiating a first device coupled to a network; and
determining a status of the first device as a master device of
the network or a slave device of the network by:
broadcasting, from the first device an information packet
over the network, the information packet indicating
whether the first device had a prior status as a master
device 1n a previous operational period,
listening, at the first device, for one or more responses to
the information packet from one or more second devices
coupled to the network, the one or more responses 1ndi-
cating a current state of the corresponding second
devices as either master or slave devices of the network,
and a prior status of the corresponding second devices as
master devices 1n previous operational periods, wherein
the information packet further comprises information
regarding a total system-up-time of the first device and
the responses indicate information regarding corre-
sponding total system-up-times of the one or more sec-
ond devices, the total system-up-times of the first device
and the one or more second devices to ndicate a total
time the corresponding first device or one or more sec-
ond devices have been 1n an operational mode,

comparing the total system-up-times of the first device and
the one or more second devices, and

determining the first device 1s the master device of the

network or slave device of the network according to the
comparison of the total system-up-times.

2. The method as recited in claim 1, wherein said first
device automatically 1nitiates as a slave device.

3. The method as recited in claim 1, wherein said informa-
tion packet comprises a participating-device internet protocol
(IP) of said first device.

4. The method as recited in claim 3, wherein said informa-
tion packet also comprises a participating-device message
authentication code (MAC) of said first device.

10

15

20

25

30

35

40

45

50

55

60

65

10

5. The method as recited 1n claim 1, further comprises
determining the first device 1s the master of the network when
no responses were recerved to the information packet.

6. The method as recited 1n claim 1,

wherein said information packet additionally comprises
information regarding a current state of said first device
as a slave device of the network; and

determining the first device 1s the master device of the

network based, at least 1n part, on any responses recerved
from the one or more second devices coupled to the
network.

7. The method as recited 1n claim 1, further comprises:

comparing the prior status of the first device with the prior
status of the one or more second devices received 1in the

response to the mformation packet when one of the
second devices 1s not currently the master device of the
network according to the recerved responses; and

determiming the first device 1s the master device of the
network or a slave device of the network according to the
comparison of the prior status of the first device with the
prior status of the one or more second devices.

8. The method as recited 1n claim 1, wherein said distrib-
uted network management station integrates plug-and-play
capability of each of the plurality of devices into said net-
work.

9. The method as recited 1n claim 1, wherein said distrib-
uted network management station integrates scalability of
cach of the plurality of devices into said network.

10. The method as recited 1n claim 1, wherein said distrib-
uted network management station integrates seli-healing
capabilities of each of the plurality of devices into said net-
work.

11. A method for fault management 1n a distributed net-
work management station comprising;:

determiming a status of a first device as a master device of
a network or a slave device of the network by:

broadcasting, from the first device, an information
packet over the network, the information packet indi-
cating whether the first device has a prior status as a
master device 1n a previous operational period,

listening, at the first device, for one or more responses to
the information packet from one or more second
devices coupled to the network, the one or more
responses indicating a current state of the correspond-
ing second devices as erther master or slave devices of
the network, and a prior status of the corresponding
second devices as master devicesin previous opera-
tional periods, wherein the information packet further
comprises information regarding a total system-up-
time of the first device and the responses indicate
information regarding corresponding total system-
up-times of the one or more second devices, the total
system-up-times of the first device and the one or
more second devices to indicate a total time the cor-
responding first device or one or more second devices
have been 1n an operational mode,

comparing the total system-up-times of the first device
and the one or more second devices, and

determining the first device 1s the master device of the
network or a slave device of the network according to
the comparison of the total system-up-times; and

inmitiating a fail-over process, wherein said fail-over process
results 1n at least one of said slave devices re-evaluating
which device coupled to the networks 1s said master
device.
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12. The method as recited in claim 11, wherein said infor-
mation packet broadcast by said first device further com-
Prises:

transmitting a participating-device internet protocol (IP) of

said first device;

transmitting a participating-device message authentication

code (MAC) of said first device;

transmitting information regarding the previous state of

said first device:

transmitting information regarding the current state of said

first device; and

transmitting information regarding the total system-up-

time of said first device.

13. The method as recited 1n claim 11, wherein said dis-
tributed network management station integrates plug-and-
play capability of each of the plurality of devices into said
network.

14. The method as recited in claim 11, wherein said dis-
tributed network management station integrates scalability of
cach of the plurality of devices into said network.

15. The method as recited in claim 11, wherein said dis-
tributed network management station integrates seli-healing,
capabilities of each of the plurality of devices into said net-
work.

16. The method as recited 1in claim 11, wherein said re-
evaluation by the slave device occurs due to a loss of com-
munication with said master device.

17. The method as recited 1n claim 16, wherein said re-
evaluation by the slave device comprises questioning said
master device for state or status.

18. The method as recited in claim 17, wherein said state or
status of said master device comprise at least one of said
master device 1 a paused state, said master device 1 a
crashed state, transmission control protocol (TCP) discon-
nect from said master device, or overall loss of master device.

19. A computer system comprising:

a bus;

a memory unit coupled to the bus; and

a processor coupled to the bus, the processor to broadcast

an 1information packet over a network, the information
packet indicating whether the computer system had a
prior status as a master device 1n a previous operational
period, to listen for one or more responses to the infor-
mation packet from at least another device coupled to the
network, the one or more responses indicating a current
stste of the corresponding other device as either master
or slave device of the network, and a prior status of the
corresponding other device as a master device 1n previ-
ous operational periods, wherein the information packet
further comprises information regarding a total system-
up-time of the computer system and the responses 1ndi-
cate mnformation regarding corresponding total systems-
up-time of the other device, the total system-up-times of
the computer system and the other device to indicate a
total time the computer system or other device have been
in an operational mode, the processor to compare the
total system-up-times of the computer system and the
other device and determine the computer system 1s the
master device of the network or the slave device of the
network according to the comparison of the total sys-
tem-up-times.

20. The computer system of claim 19, wherein said infor-
mation packet comprises at least one of a participating-device
internet protocol (IP) of said computer system,

a participating-device message authentication code

(MAC) of said computer system, information regarding
the total system-up-time of said first device.
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21. The computer system of claim 19, wherein said distrib-
uted network management station comprises at least one of
plug-and-play capability of said computer system, scalability
ol said computer system, or seli-healing capability of said
computer device.

22. The computer system of claim 19, wherein the proces-
sor 1s configured to re-evaluate the status of the computer
system as the master device or slave device of the network
when the computer system, as a slave device, loses commu-
nication with the master device.

23. The computer system of claim 19, wherein the proces-
sor configured to resolve the status of the computer system
by:

comparing the prior status of the computer system with the

prior status of the other device received 1n the response
to the information packet, and

determining the first device 1s the master device of the
network or the slave device of the network according to
the comparison.

24. The computer system of claim 23, wherein said state or
status of said master device comprise at least one of:

a paused state;

a crashed state;

a transmission control protocol (TCP) disconnect; or
overall loss of master device.

25. A computer-usable memory having computer-readable
program code embodied therein for causing a computer sys-
tem to perform fault management 1n a distributed network
management station that comprises:

broadcasting, from a {first device, an information packet
over a network, the information packet indicating
whether the first device has a prior status as a master
device 1n a previous operational period;

listening, at the first device, for one or more responses to
the information packet from one or more second devices
coupled to the network, the one or more responses 1ndi-
cating a current state of the corresponding second
devices as either master or slave devices of the network,
and a prior status of the corresponding second devices as
master devices 1n previous operational periods, wherein
the information packet further comprises information
regarding a total system-up-time of the first device and
the responses indicate information regarding corre-
sponding total system-up-times of the one or more sec-
ond devices, the total system-up-times of the first device
and the one or more second devices to 1ndicate a total
time the corresponding first device or one or more sec-
ond devices have been 1n an operational mode;

comparing the total system-up-times of the first device and
the one or more second devices; and

determiming the first device 1s the master device of the
network or the slave device of the network according to
the comparison of the total system-up-times.

26. The computer-usable memory of claim 235, wherein
said first device 1nitiates as a slave device.

27. The computer-usable memory of claim 25, wherein
said 1nformation packet comprises a participating-device
internet protocol (IP) of said first device.

28. The computer-usable memory of claim 27, wherein
said information packet also comprises a participating-device
message authentication code (MAC) of said first device.

29. The computer-usable memory of claim 25, further
comprises determining the first device 1s the master of the
network when no responses were received to the information
packet.
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30. The computer-usable memory of claim 25, wherein
said information packet additionally comprises information
regarding a current state of said first device as a slave device
of the network; and

determining the first device 1s the master device of the
network based, atleast in part, on any responses recerved
from the one or more second devices coupled to the
network.

31. The computer-usable memory of claim 25, further
COmMprises:

comparing the prior status of the first device with the prior
status of the one or more second devices recerved 1n the
response to the mmformation packet when one of the
second devices 1s not currently the master device of the
network according to the recerved responses; and

determining the first device 1s the master device of the
network or the slave device of the network according to
the comparison of the prior status of the first device with
the prior status of the one or more second devices.

32. The computer-usable memory of claim 25, wherein
said distributed network management station integrates plug-
and-play capability of said first device 1nto said network.

33. The computer-usable memory of claim 235, wherein
said distributed network management station integrates scal-

ability of said first device 1nto said network.

34. The computer-usable memory of claim 235, wherein
said distributed network management station integrates seli-
healing capabilities of said first device 1nto said network.

35. A system comprising:

means for broadcasting, from a first device, an information
packet over a network, the information packet indicating
whether the first device has a prior status as a master
device 1n a previous operational period;

means for listening, at the first device, for one or more
responses to the mformation packet from one or more
second devices coupled to the network, the one or more
responses indicating a current state of the corresponding
second devices as etther master or slave devices of the
network, and a prior status of the corresponding second
devices as master devices 1n previous operational peri-
ods, wherein the information packet turther comprises
information regarding a total system-up-time of the first
device and the responses indicate information regarding
corresponding total system-up-times of the one or more
second devices;
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means for comparing the total system-up-times of the first

device and the one or more second devices:; and

means for determining the first device 1s the master device

of teh network or the slave device of the network accord-
ing to the comparison of the total system-up-times.

36. The system of claim 35, wherein said {irst device 1ni-
tiates as a slave device.

37. The system of claim 35, wheremn said information
packet comprises a means for a participating-device internet
protocol (IP) of said first device.

38. The system of claam 37, wherein said information
packet also comprises a means for a participating-device mes-
sage authentication code (MAC) of said first device.

39. The system of claim 35, further comprising means for
determining the first device 1s the master of the network when
no responses were recerved to the information packet.

40. The system of claim 35, wheremn said information
packet additionally comprises means for providing informa-
tion regarding a current state of said first device; and

means for determining the first device 1s the master device

of the network based, at least in part, on any responses
received from the one or more second devices coupled to
the network.

41. The system of claim 335, further comprising;

means for comparing the prior status of the first device with

the prior status of the one or more second devices
received 1n the response to the mformation packet when
one of the second devices 1s not currently the master
device of the network according to the received
responses; and

means for determining the first device 1s the master device

of the network or the slave device of the network accord-
ing to the comparison of the prior status of the first
device with the prior status of the one or more second
devices.

42. The system of claim 35, wherein said distributed net-
work management station comprises a means for integrating
plug-and-play capability of said first device into said net-
work.

43. The system of claim 35, wherein said distributed net-
work management station comprises a means for integrating
scalability of said first device 1into said network.

44. The system of claim 35, wherein said distributed net-
work management station comprises a means for integrating
seli-healing capabilities of said first device into said network.
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