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(57) ABSTRACT

An IC card (processing terminal) divides a process 1nto pro-
cess blocks, and holds a time period required for processing
cach process block. A receiver (receiving terminal) notifies
the IC card of a time period which can be spent for processing
non-real-time process data when causing the IC card to per-
form the processing. The IC card processes the process blocks
which can be processed within the notified time period. After
the processing, the IC card once sends a response back to the
recerver, and then transitions into a state in which 1t can
receive a new request. Accordingly, it becomes possible for
the IC card to process real-time process data such as an ECM.
In the case where the receiver continues the suspended pro-
cessing, 1t notifies the IC card of the continuation of the
processing so that it causes the 1C card to continue the pro-
cessing of non-real-time process data.

27 Claims, 18 Drawing Sheets
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FIG. 6

Processing time information
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FIG. 7/

Suspension information identifier table
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FIG. 12

200 300
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FIG. 13

Real-time processing time table
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FIG. 16

Receive command
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FIG. 18
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PROCESSING TERMINAL, RECEIVING
TERMINAL AND RECEIVED DATA
PROCESSING SYSTEM

BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a digital content reproduc-
tion apparatus and a method of performing two or more types
of processing while switching them 1n a single task device
such as an IC card.

(2) Description of the Related Art

In recent years, content distribution services, in which
digital contents (hereimnatter referred to as “contents”) such as
music, video and game software can be distributed from a
server to a recerver via communication like the Internet, digi-
tal broadcast, cable television (CATV) and the like and used
on the receiver, have come 1nto practical use.

As services for distributing contents via broadcast, pay
broadcast services employing a broadcast satellite (BS) and a
communication satellite (CS) have already been in actual use.
These services use Conditional Access System (CAS) stan-
dardized by Association of Radio Industries and Businesses
(ARIB) that1s a Japanese organization for standardizing digi-
tal broadcasting systems. For detailed description of CAS,
see “Digital Houhou mi okeru Access Seigyo Houshiki (Ac-
cess Control System 1n Digital Method), version 4.1, ARIB,
2003 (Non-patent literature 1).

Under the current CAS, a broadcaster distributes encrypted
contents. When recerving an encrypted content, the recerver
obtains a key for decrypting the content from the IC card
inserted into the receiver, decrypts the content, and views the
content. In this CAS, a time-change key system 1s used 1n
which an encryption key 1s updated on a regular basis. There-
fore, the recerver needs to obtain the decryption key from the
IC card at every timing when the key 1s updated.

By the way, IC cards have been used recently 1n services
such as authentication and electronic money which require
security, as tamper-resistance of the IC cards have been
improved and storage capacity thereol have been increased.
In addition, server-type broadcasting services, namely, a type
ol user-iriendly content usage, are under consideration, 1n
which the contents which are previously distributed under the
above ARIB standard are stored in the receiver once and a
user views the content that the user wants to view when he/she
feels like viewing.

In order to use these various services, the user has to insert
the IC card specific to each service into the recerver every time
he/she uses 1t, which 1s inconvenient to the user. Therefore, as
a method of processing multiple services with a single IC
card, a multi-application card like a Java card has been sug-
gested. Using this multi-application card, all that the user has
to do 1n order to use various services 1s msert only one IC card
into the receiver, which 1s very convenient to the user.

By the way, an IC card which 1s currently distributed oper-
ates as a single task device. In other words, an IC card 1s a
device which starts the processing when accepting the pro-
cessing request from the receiver mto which the IC card 1s
inserted, and sends a response back to the receiver and termi-
nates the processing when completing the processing. While
such a single task device 1s performing one type of process-
ing, the receiver cannot have the device perform another type
of processing.

For example, 1t 1s assumed that an IC card performs the
processing regarding security 1n a content distribution sys-
tem. Generally speaking, the processing regarding security
requires high load processing such as encryption processing,
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2

and 1nterpretation of copyright information. Therefore, 11 the
IC card performs such processing, 1t 1s assumed that 1t takes a
long time to complete the processing and the recerver cannot
send a new processing request to the IC card during that
processing.

By the way, CAS currently 1n use employs a time-change
key for encrypting contents. Therefore, 1n the case where the
IC card performs the above-mentioned time-consuming pro-
cessing, there 1s a problem that a decryption key cannot be
obtained from the IC card at the timing when the decryption
key 1s updated and thus the content cannot be decrypted. In
other words, 1n the case where the IC card performs the
processing which needs to be performed 1n real time and the
processing which takes a long time to be performed while
switching between them, there 1s a problem that 1t could be
impossible to perform the real-time processing.

SUMMARY OF THE INVENTION

The present invention has been concerved in view of these
problems, and 1t 1s an object of the present invention to make
it possible for a single task device such as an IC card to
perform the processing which needs to be performed 1n real
time and the processing which takes a long time to be per-
formed by switching between them.

In order to achieve the above object, the processing termi-
nal of the present ivention 1s a processing terminal 1n a
received data processing system including a receiving termi-
nal and the processing terminal, the recerved data processing
system being intended for receiving real-time process data at
a predetermined timing and processing the real-time process
data in real time, and for processing non-real-time process
data 1n between the real-time processing, the real-time pro-
cess data being data which needs to be processed in real time,
and the non-real-time process data being data which does not
need to be processed in real time, the processing terminal
including: a commumnication unit operable to recerve the real-
time process data and the non-real-time process data from the
receiving terminal; and a processing unit operable to process
as much of the non-real-time process data as possible within
a time period which can be spent for processing of the non-
real-time process data, wherein the communication unit 1s
operable to send a result of the non-real-time processing
performed within the time period back to the receiving ter-
minal.

The receiving terminal of the present invention 1s a recerv-
ing terminal 1n a received data processing system including
the receiving terminal and a processing terminal, the recerved
data processing system being intended for recerving real-time
process data at a predetermined timing and processing the
real-time process data 1n real time, and for processing non-
real-time process data 1n between the real-time processing,
the real-time process data being data which needs to be pro-
cessed 1n real time, and the non-real-time process data being
data which does not need to be processed in real time, the
receiving terminal including: a recewving unit operable to
receive real-time process data and non-real-time process data
from an external apparatus; a non-real-time processing time
calculation unit operable to calculate a time period which can
be spent for processing of the non-real-time process data; and
a sending unit operable to send the real-time process data and
the non-real-time process data to the processing terminal.

According to the present invention, 1t becomes possible to
use a variety of services employing CAS and communication
networks with only one IC card and to reduce the costs for the
recerver, and thus user convenience 1s increased.
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Note that the present invention can not only be embodied as
such a receiving terminal or a processing terminal, but also as
a program for causing a computer to execute the characteristic
units included in the recerving terminal or the processing
terminal, as functions, as a recerved data processing method
including the characteristic units included 1n the receiving
terminal or the processing terminal, as steps, or as a medium
including data used for these characteristic units included 1n
the terminal device. It 1s needless to say that the program can
be distributed via a storage medium such as a CD-ROM or a
transmission medium such as the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a block diagram showing an overall configuration
of a content distribution system 1 an embodiment of the
present invention.

FI1G. 2 1s a block diagram showing an internal structure of
a recetver 1n the embodiment of the present invention.

FI1G. 3 1s a block diagram showing an internal structure of
an IC card in the embodiment of the present invention.

FIG. 4A 1s a diagram showing one example of a data
structure of a request message which 1s sent from the receiver
to the IC card to request the IC card to perform processing.
FIG. 4B 1s a diagram showing one example of a data structure
ol a response message which 1s sent from the IC card to the
receiver to respond to the request message shown 1n FI1G. 4A.

FIG. 5A 1s a diagram showing a data structure of a request
command APDU (Application Protocol Data Unit) which 1s
sent from the recerver to the IC card. FIG. 3B 1s a diagram
showing a data structure of a response command APDU
which 1s sent from the IC card to the receiver.

FIG. 6 1s a diagram showing one example of a table on
which time required for processing each of process blocks 1s
recorded 1n the case where non-real-time processing 1s
divided 1nto the process blocks.

FIG. 7 1s a diagram showing one example of a suspension
information identifier table which 1s held 1n a suspension
processing DB 1n the recever.

FIG. 8 15 a diagram showing one example of a suspension
information table which 1s held 1n a suspension information

DB 1n the IC card.

FI1G. 9 15 a diagram showing a data flow 1n the case where
the receiver decrypts an encrypted content distributed from a
server under CAS.

FI1G.10A and FI1G. 10B are diagrams showing an outline of
operations of the IC card in the case the IC card performs
non-real-time processing 1n between real-time processing.

FIG. 11 1s a diagram schematically showing a data struc-
ture of a transmission stream 1n which an encrypted ECM and
an encrypted content are multiplexed.

FIG. 12 1s a diagram showing relations of timing between
the encrypted content in the transmission stream and ECM
processing for updating Ks.

FIG. 13 1s a diagram showing one example of a real-time
processing time table which 1s referred to by the IC card for
calculating a time period which can be spent for non-real-
time processing.

FI1G. 14 1s a flowchart showing a processing procedure for

the receiver from its request waiting state until its transmis-
s1on of a request command to the IC card.

FI1G. 15 1s a flowchart showing a processing procedure for
the receiver from 1ts transmission of the request command to
the IC card until 1ts completion of processing corresponding,
to a response command.
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FIG. 16 1s a flowchart showing operations of the IC card
from 1ts reception of the request command until 1ts execution
of the processing for the request command.

FIG. 17 1s a flowchart showing operations of the IC card
from 1ts judgment of the completion of the processing for the
request command until 1ts transmission of the response com-
mand to the receiver.

FIG. 181s a diagram showing one example of a criterion for
judging whether non-real-time processing 1s performed after
being divided 1n the case where CAS programmed recording
1s set.

DESCRIPTION OF THE PREFERRED
EMBODIMENT(S)

A description of an embodiment of the present invention 1s
given below with reference to the diagrams.

FIG. 11s a block diagram showing an overall configuration
of a content distribution system i1n the embodiment of the
present invention. The content distribution system disclosed
here 1s a system in which a receiver reproduces a content
stored 1n 1itself or reproduces a content recetved via a com-
munication network while recerving an encrypted content via
digital broadcast, and includes a server 100, a receiver 200
and an IC card 300. The server 100 distributes encrypted
contents. The receiver 200 receives the content distributed
from the server 100, decrypts the encrypted content using a
scramble key obtained from the IC card 300 and views the
content. It obtains the scramble key distributed together with
the content and sets it 1n the receiver 200. For example, the
receiver 200 and the IC card 300 of the present embodiment
constitute a system 1n which a content stored 1n the recerver
200 1s reproduced according to a usage rule of license infor-
mation and a encrypted content distributed via digital broad-
cast 1s recorded during the reproduction of the stored content.

FIG. 2 1s a block diagram showing an internal structure of
the receiver 200 1n the embodiment of the present invention.

The recerver 200 15 a recerver which receives encrypted
contents, data to be processed 1n the IC card 300 and the like
via digital broadcast and a communication network, and
includes a recetving umt 201, a demultiplexing unmit 202, a
decryption unit 203, a decompression unit 204, a control unit
203, a suspension processing DB 206, a communication unit
207, a communication data processing unit 208, a message
processing unit 209, a processing time management unit 210
and a suspension mnformation management unit 211. The
receiving unit 201 receives encrypted contents distributed via
broadcast, communication or the like. The demultiplexing
umt 202 demultiplexes a transmission stream in which
MPEG-2 TS audio and video data and the like recerved by the
receiving unit 201 are multiplexed. The decryption unit 203
decrypts encrypted contents and the like. The decompression
unit 204 decompresses the audio and video data compressed
according to MPEG-2 or the like. The control unit 203 con-
trols each function unit of the receiver. The suspension pro-
cessing DB 206 holds the processing which 1s suspended 1n
the IC card 300. The communication unit 207 communicates
with the IC card 300. The communication data processing
unit 208 processes communication data which 1s compliant
with ISO7816-4 that 1s a standard defining a commumnication
protocol for IC cards. The message processing unit 209 pro-
cesses messages which are sent and received to and from the
IC card 300. The processing time management unit 210 man-
ages a time period in which the IC card 300 can perform the
processing. The suspension information management unit
211 manages a suspension information identifier table held 1n
the suspension mformation DB 206.
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FIG. 3 1s a block diagram showing an internal structure of
the IC card 300 in the embodiment of the present invention.

The IC card 300 1s a secure terminal device which pro-
cesses data which needs to be processed securely, among the
data received by the receiver 200, and includes a communi-
cation unit 301, a communication data processing unit 302, a
control unit 303, a processing time management unit 304, a
processing information DB 305, a request processing unit
306, amessage processing unit 307, a suspension information
management unit 308 and a suspension information DB 309.
Here, the processing which needs to be processed securely 1s,
for example, the processing for extracting a content key for
decrypting an encrypted content from the license information
received by the recerver 200, decrypting a scramble key from
multiplexed data of digital broadcast, or the like. The data
which needs to be processed securely 1s, for example, license
information including a content key and usage rules, an
entitlement management message (EMM) including an
encrypted work key, an enftitlement control message (ECM)
including an encrypted scramble key, and the like. The com-
munication unit 301 communicates with the receiving umit
200. The communication data processing unit 302 processes
communication data which 1s compliant with ISO7816-4 that
1s a standard defining a communication protocol for IC cards.
The control unit 303 controls each function unit of the IC card
300. The processing time management unit 304 manages a
time period in which the IC card 300 can execute non-real-
time processing which does not need to be executed 1n real
time. The processing information DB 305 holds information
of time required for the IC card 300 to execute various types
of processing. The request processing unit 306 processes a
request from the receiver 200. The message processing unit
307 processes a message which 1s sent and received to and
from the receiver 200. The suspension mformation manage-
ment umit 308 holds and restores the status of the processing,
which 1s suspended midway through the execution thereof.
The suspension information DB 309 holds the internal state
of various types ol suspension processing as suspension
information.

Next, a description 1s given of the structures of messages
and communication data used for the communication method
between the recerver 200 and the IC card 300 1n the embodi-
ment of the present invention.

A description 1s given of the structure of the messages
which are sent and received between the receiver 200 and the
IC card 300, with reterence to FIGS. 4A and 4B. F1IG.4A 1s a
diagram showing one example of a data structure of a request
message which 1s sent from the recerver 200 to the IC card 300
to request the IC card 300 to perform processing. FIG. 4B 1s
a diagram showing one example of a data structure of a
response message which 1s sent from the IC card 300 to the
receiver 200 to respond to the request message shown 1n FIG.
4A.

A request message 400 which 1s sent from the receiver 200
to the IC card 300 includes a message 1D 401, a message size
402 and a parameter 403. In the item of the message 1D 401,
a message ID indicating the type of the request message 1s
stored. In the item of the message size 402, data indicating the
s1ze of the 1tem of the parameter 403 1s stored. In the 1tem of
the parameter 403, various parameters required for the
request processing are stored.

A response message 410 which 1s sent from the I1C card 300
to the recerver 200 includes a message 1D 411, a message size
412 and result information 413. In the item of the message 1D
411, a message ID indicating the type of a response message
1s stored. In the 1tem of the message size 412, data indicating
the size of the result information 413 1s stored. In the 1tem of
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the result information 413, the result of the processing per-
tformed by the IC card 300 1s stored.

Next, a description 1s given, with reference to FIGS. 5A
and 5B, of the structure of communication data which 1s used
for communication between the recerver 200 and the IC card
300. FIG. SA 1s a diagram showing a data structure of a
request command APDU 500 which 1s sent from the receiver
200 to the IC card 300.

The request command APDU 3500 which 1s sent from the
recerver 200 to the IC card 300 includes CLA 501, INS 502,
P1 (503), P2 (504), Lc 505, a data area 506 and Le 507. The
CLA 1ndicates how much a command to be sent 1s compliant
with the data structure defined by ISO7816-4. The INS 502
indicates the type of the command. P1 (503 ) stores the param-
eters for the command. The Lc¢ 505 stores the size of the data
arca 506. The data area 506 stores various data required for
the request processing. The Le 507 stores the size of the
response commend which 1s expected to be received as a
response to the command to be sent.

The CLA 501 to the Le 507 are the elements of the data
structure defined as a command APDU under ISO7816-4.
The data area 506 of the command APDU 500 1n the present
embodiment further includes a process-executable time
period 508, a processing tlag 509 and processing information
510. The process-executable time period 508 stores the time
period 1n which the IC card 300 can execute non real-time
processing. The processing flag 509 stores a tlag speciiying
which the command APDU 500 indicates, the instruction to
start new processing or the instruction to continue suspended
processing. The item of the processing information 510 stores
the information required for the IC card 300 to perform the
processing. The processing information 510 stores the
request message 400 1n the case where the processing tlag 509
specifies the instruction to start new processing, and stores the
suspension information identifier of the suspended process-
ing to be continued 1n the case where the tlag 509 specifies the
instruction to continue that processing.

FIG. 5B 1s a diagram showing the data structure of a
response command APDU 520 which 1s sent from the IC card
300 to the recetver 200. Next, the response APDU 520 which
1s sent from the IC card 300 to the recerver 200 includes a data
areca 521 and SW1/5SW2 (522). The data area 521 stores
various types of information which are the results of the
processing performed by the IC card 300. The SW1/SW2
(522) stores the processing status of the IC card 300.

Thedataareas21 and the SW1/SW2 (522) are the elements
of the data structure defined as a response APDU under
ISO7816-4. The data area 521 of the response APDU 520 1n
the present embodiment further includes a processing status
flag 523, a data si1ze 524 and a processing response 325. The
processing status flag 523 notifies the processing status 1n the
IC card 300 as “processing completed/processing sus-
pended”. The data size 524 stores the size of the processing
response 525. The processing response 525 stores the result
of the processing performed by the IC card 300. Here, the
processing response 325 stores the response message 410 to
the processing 1n the case where the “processing completed”
1s stored 1n the processing status tlag 3523, and stores the
suspension processing identifier for identifying the sus-
pended processing in the case where the “processing sus-
pended” 1s stored.

Next, a description 1s given of the time information of the
processing required for dividing the processing based on
time, with reference to FIG. 6. FIG. 6 1s a diagram showing
one example of a table on which time required for processing
cach of process blocks into which non real-time processing 1s

divided.
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Processing time imnformation 600 1s one example of a table
for managing the time required for the processing performed
in the IC card 300. The IC card 300 manages, as the process-
ing time nformation 600, each process block required for
performing the non real-time processing and the time
required for that processing. More specifically, it manages the
time information of each process block such as the informa-
tion indicating that the time required for the processing of the
process block 1(601)1s xx1 ms (602), for example, 80 ms, the
time required for the process block 2 (603) 1s xx2 ms (604),
for example, 40 ms, . . . , the time required for the process
block N 605 1s xxN ms (606).

It becomes possible for the IC card 300 to judge whether or
not the processing of the process block to be processed will be
finished within an estimated time period, by referring to the
processing time information 600. For example, 1t can be
tudged, 1n the case where the processing of only 100 ms 1s to
be performed, that the process block 1 of 80 ms can be
processed, but the process block 2 of 40 ms cannot be pro-
cessed following the processing of the process block 1. The
IC card 300 holds this time management information 600 1n
the processing mnformation DB 305 1n 1tself.

Next, a description 1s given of a method of managing the
suspension mformation required for the receiver 200 and the
IC card 300 to manage the processing suspended in the IC
card 300.

FIG. 7 1s a diagram showing one example of a suspension
information identifier table which 1s held 1n the suspension
processing DB 206 of the receiver 200. First, the suspension
information held 1n the recetver 200 1s described with refer-
ence to F1G. 7.

In the case where the IC card 300 suspends the processing,
the recerver 200 holds, 1n the suspension mnformation 1denti-
fier table 700, the suspension information identifier 1ssued by
the IC card 300 for the suspension processing. More specifi-
cally, the suspension information identifier table 700 includes
suspension identifiers 701 to 703 1ssued by the IC card 300 for
suspension processing and processing types 704 to 706

for
identifying the types of respective suspended processing. The
receiver 200 holds this suspension information identifier
table 700 1n the suspension processing DB 206.

FIG. 8 1s a diagram showing one example of the suspension
information table which 1s held 1n the suspension information
DB 309 1n the IC card 300. Next, the suspension information
held 1n the IC card 300 1s described with reference to FIG. 8.

The IC card 300 holds the internal state in the case where
non real-time processing 1s suspended, as well as the suspen-
sion information 1dentifier 1n association with each other, as a
suspension information table 800. The suspension informa-
tion table 800 includes suspension information identifiers 804
to 807 and suspension information 808 to 811 corresponding,
to the respective suspension information identifiers. Each of
the suspension information 808 to 811 includes, for example,
a processing type 801 indicating the type of suspended pro-
cessing, a process block counter 802 indicating the number of
the block to be processed next, and various parameters 803
which are other internally held parameters. The position at
which non real-time processing 1s suspended 1n the IC card
300, namely, which process blocks have already been
executed, 1s 1indicated by the count number of the process
block counter 802. The IC card 300 holds this suspension

information table 800 1n the suspension information DB 309
in itself.

A description 1s given of a method of performing real-time
processing and non real-time processing while switching,
between them 1n the IC card 300 using the above-mentioned
constituent elements. It 1s described later 1n detail, but the
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processing for obtaining a decryptionkey in CAS 1s described
here, as an example of the real-time processing which needs
to be performed 1n the IC card 300 on a regular basis. Here-
inafter, this processing i1s referred to as CAS real-time pro-
cessing.

FIG. 9 1s a diagram showing a data tlow 1n the case where
the recetver decrypts an encrypted content distributed from
the server i CAS. First, CAS real-time processing 1s
described with reference to FIG. 9. Note that 1t suifices to
C
C

lescribe the outline of the CAS real-time processing, and the
letailed operations of the receiver 200 and the IC card 300 are
not described here.

It 1s assumed that the server 100 and the IC card 300 hold
in advance a master key 904 (hereinatter referred to as “Km”)
that 1s a common secret key. First, before encrypting and
distributing a content, the encryption unit 906 in the server
100 encrypts an EMM storing a work key 903 (hereinafter
referred to as “Kw”’) using the Km 904, and the multiplexing
unmt 907 multiplexes the encrypted EMM on a transmission
stream of MPEG-2 TS or the like, and distributes 1t.

The demultiplexing unit 908 1n the receiver 200 demulti-

plexes the encrypted EMM 1from the recerved transmission
stream, and sends 1t to the IC card 300. The IC card 300

decrypts the EMM using the Km 904 held 1n the decryption
unit 909, obtains the Kw 903 and holds 1it.

Next, the server 100 stores the scramble key 902 (herein-
alter referred to as “Ks”’) that 1s a key for encrypting contents
into an ECM, and the encryption unit 905 encrypts the content
using the Kw 903. The server 100 performs the above-men-
tioned processing every time the Ks 902 1s updated on a
regular basis (for example, every two seconds). Next, after
encrypting the ECM, the encryption unit 901 in the server 100
encrypts the content using the Ks 902. Then, the multiplexing
umt 907 multiplexes the ECM encrypted by the encryption
unit 903 and the content encrypted by the encryption unit 901,
and distributes them.

After the recerver 200 receives the transmission stream, the
demultiplexing unit 908 demultiplexes 1t into the encrypted
ECM and the encrypted content, and sends the encrypted
ECM to the IC card 300. The decryption unit 901 1n the IC
card 300 decrypts the encrypted ECM using the obtained Kw
903, and sends the Ks 902 stored 1n the encrypted ECM back
to the receiver 200. The decryption unit 911 in the recerver
200 decrypts the encrypted content using the Ks 902 obtained
from the IC card 300. The above-mentioned processing 1s
performed every time the Ks 902 1s updated on a regular basis.
Theretore, 1n the case where the processing for obtaining the
Ks 902 cannot be performed because the IC card 300 1is
performing some other processing, the receiver 200 cannot
decrypt the content.

FIG. 10A and FIG. 10B are diagrams showing the outline
of the operations of the IC card 300 1n the case where the IC
card 300 performs non-real-time processing in between real-
time processing. In FIG. 10A, exchange of real-time process
data between the recerver 200 and the IC card 300 1s repre-
sented by thin solid lines, and exchange of non-real-time
process data 1s represented by thick solid lines. As shown 1n
FIG. 10A, a program A for processing the real-time process
data and a program B for processing the non-real-time pro-
cess data are installed into the IC card 300. As already
described with reference to FI1G. 9, the server 100 updates the
Ks 902 on a regular basis (for example, every two seconds), so
the recerver 200 receives the encrypted ECM every two sec-
onds. The receiver 200 sends the recerved encrypted ECM to
the IC card 300, decrypts the encrypted ECM using Kw, and
sends a request command requesting the return of the
scramble key Ks. Generally speaking, the maximum process-
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ing time required for real-time processing of the program A 1s
defined to be within one second including the time for the
receiver 200 to send the request command to the IC card 300
and the time for the IC card 300 to return the Ks, as aresponse
to the request command, to the recerver 200. Therefore, in this
case, the time period which the program can spend for pro-
cessing non real-time process data 1s about one second up to
the reception of the next ECM. Note that in the case where the
time required for the real-time processing of this program A 1s
not defined to be within one second, the time which 1s previ-
ously stored in the recerver 200 and can be used for the
receiver 200 to perform non real-time processing shall be
calculated as the time required for this real-time processing,
and notified to IC card 300. As shown by the thick arrow 1n
FIG. 10A, 1n the case where the program B cannot execute
and complete the processing of the non-real-time process data
requested by the recerver 200 within one second or the time
notified by the recerver 200, 1t suspends the processing hali-
way, hands over the control to the program A so as to cause the
program A to execute the next real-time processing. In this
case, the program B holds the internal state at the time of the
suspension, and when the program A completes the real-time
processing, the program B restores the internal state at the
time of the suspension and continues the remaining non-real-
time processing. For example, as shown 1n FIG. 10B, 1n the
case where the non-real-time process data can be divided into
four process blocks 1 to 4, the program B can execute the
processing up to the process 3 per second. It judges that 1t
cannot execute the next process 4 at the stage where 1t com-
pletes up to the process 3, and suspends the non-real-time
processing. In this case, the program B holds the state in
which the processing has been completed up to the process 3,
and when the program A completes the real-time processing,
it restores the internal state at the time of the completion of the
process 3 and starts executing the process 4.

FIG. 11 1s a diagram schematically showing a data struc-
ture of a transmission stream 1n which an encrypted ECM and
an encrypted content are multiplexed. Next, a structure of a
transmission stream in which an encrypted ECM and an
encrypted content are multiplexed 1s described with reference
to FIG. 11.

A transmission stream 1000 to be multiplexed and trans-
mitted to the receiver 200 includes an encrypted ECM and a
part of the content encrypted using the Ks 902 stored in the
encrypted ECM. Since the Ks 902 15 a time-change key which
changes on a regular basis, the transmission stream 1000
includes content blocks depending on the Ks 902. More spe-
cifically, each content block includes, for example, an
encrypted ECM 1001 storing Ks1 as Ks 902 and an encrypted
content block 1002 that 1s a part of the content encrypted
using Ks1. In other words, 1n the case where the recerver 200
fails to obtain the Ks 902, 1t cannot decrypt the content prop-
erly for a time period X ms that 1s a key update interval 1003.

FIG. 12 1s a diagram showing relations of timing between
the encrypted content in the transmission stream and ECM
processing for updating Ks. The blocks of Scramble key
(even), Scramble key (odd), Scramble key (even), . . . 1n the
left side of FIG. 12 respectively represent encrypted contents
in the transmission scream, and 1t shows that the contents are
encrypted by the scramble key (even), the scramble key (odd)
and the scramble key (even), respectively. Also 1n this dia-
gram, the response from the IC card 300 to the recerver 200
show that both the scramble keys (even) and (odd) are
decrypted 1n one ECM processing. In other words, one
encrypted ECM 1ncludes two Ks, and one ECM processing
allows reproduction of contents for about four seconds 1n
total, that 1s, about two seconds for the content encrypted by
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the scramble key (even) and about two seconds for the content
encrypted by the scramble key (odd). However, 1n the case
where the scramble keys (odd) and (even) which are sent in
the next encrypted ECM cannot be received or decrypted,
when the scramble key (even) 1s updated four seconds later at
the time of key change, the following encrypted contents
cannot be reproduced until a new ECM 1s recerved and
decrypted. Note that the change of the scramble key 1s con-
trolled by the bit of “transport_scrambling control” 1n a
transport stream (1S) packet. Therefore, the recerver does not
need to know the time of updating the scramble key, and 1t
may send the request command for the ECM processing to the
IC card 300 every time 1t detects this bit of the TS packet, and
send the request commend for non-real-time processing
immediately after receiving the Ks as a response from the IC
card 300. Alternatively, itmay detect the update of ECM, send
the updated ECM to the IC card 200, detect the reception of
the response, and send the request command for non-real-
time processing.

All that 1s needed to avoid the above-mentioned problem 1s
that no processing 1s performed in the IC card 300 at the time
of updating a key. Therelore, other non-real-time processing
can be performed 1n between the processing which needs to
be performed 1n real time.

FIG. 13 1s a diagram showing one example of a real-time
processing time table which 1s referred to by the IC card 300
for calculating the time period which can be spent for non-
real-time processing. A method of calculating the time period
which the IC card 300 can spend for non-real-time processing
1s described below with reference to FIG. 13.

First, a description 1s given of a method of managing the
time required for the receiver 200 to perform real-time pro-
cessing. A real-time processing time table 1100 includes pro-
cessing types 1101 and 1102 for identifying the types of
real-time processing and processing time 1103 and 1104
required for respective types ol real-time processing. For
example, the time for performing ECM processing which
needs to be performed 1n real time 1n CAS 1s Y1 ms. The
processing time management unit 210 of the receiver 200
manages this real-time processing time table 1100.

Next, a description 1s given of a method of calculating the
time period in which non-real-time processing can be per-
formed 1n the IC card 300. The receiver 200 calculates the
process-executable time period which can be spent for non-
real-time processing 1 between the real-time processing in

the IC card 300 from “(Ks 902 update time interval)—(Time
required for real-time processing)”.

Therefore, if the IC card 300 completes non-real-time pro-
cessing within the process-executable time period which can
be used for the non-real-time processing, 1t becomes possible
to perform real-time processing without difficulty. So a
mechanism 1s needed for completing, within the process-
executable time period, the non-real-time processing in the IC
card 1in between real-time processing. A description 1s given
ol the respective operations of the recerver 200 and the IC card
300 for embodying this mechanism.

FIG. 14 1s a flowchart showing a processing procedure for
the recerver 200 from 1ts request waiting state until its sending
of a request command to the IC card 300. FIG. 15 1s a tlow-
chart showing a processing procedure for the recerver 200
from 1ts sending of the request command to the IC card 300
until i1ts completion of processing corresponding to the

response command. First, the operations of the receiver 200
are described with reference to FIG. 14 and FIG. 15.

First, 1t 1s assumed that the receiwver 200 is previously
activated and 1s 1n a request waiting state in ST1201.
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Next, after the recerver receives some events such as the
actions of the timer and the user, the control unit 205 judges
in ST1202 whether the processing 1n the IC card 300 1is
needed or not. Here, 1n the case where the processing in the IC
card 300 1s notneeded, the recerver goes to ST1203, and 1n the
case where the processing 1n the IC card 300 1s needed, 1t goes
to ST1204.

First, the case where the processing in the IC card 300 1s
needed 1s described below. In ST1204, the control unit 205
judges whether the subject to be processed 1s real-time pro-
cessing or not. Since the following description 1s given of the
ECM processing that 1s the CAS real-time processing as an
example, the control unit 205 judges whether or not the ECM
processing request 1s received from the demultiplexing unit
202. In the case where 1t 1s not the ECM processing as a result
of the judgment, 1t goes to ST1205, and 1n the case of the ECM
processing, 1t obtains the ECM delivered from the demulti-
plexing unit 202 and goes to ST1207.

In the case where it 1s not the ECM processing, the control
unit 205 judges, in ST12035, whether or not 1t 1s necessary for
the IC card 300 to switch the real-time processing during the
processing of the request. The control unit 205 makes this
judgment based on whether or not a content 1s now being,
viewed using CAS or whether another content 1s now being,
recorded in the background using CAS. Note that “back-
ground recording’ denotes recording ol a content received 1n
the background during viewing another content. In the case
where the CAS content 1s not being viewed nor another con-
tent 1s not being recorded in the background, the ECM pro-
cessing does not need to be performed in the IC card 300, so
the receiver 200 judges that the switching processing 1s not
necessary 1n the IC card 200 and goes to ST1207. In the case
where the CAS content 1s now being viewed or another con-
tent 1s being recorded in the background, the ECM processing,
needs to be performed i the IC card 300, so 1t goes to
ST1206.

In ST1206, the recerver 200 calculates the time period
which the IC card 300 can spend for non-real-time process-
ing. This calculation method 1s described above, and the
control unit 205 obtains the real-time processing time table
1100 from the processing time management unit 210. Next, 1t
obtains the time (Y1 ms) 1103 required for the ECM process-
ing 1101. Then, the control unit 205 calculates the process-
executable time period which can be spent for that ECM
processing by subtracting the Y1 ms from X ms that 1s the
update interval 1003 of Ks 902. In the present embodiment,
the value of “the minimum time interval of ECM update”™
defined in the above-mentioned non-patent literature 1 shall
be used as this update interval (X ms) of the Ks 902, but what
1s used as the update interval 1s not particularly limited here.

Next, a description 1s given of the processing performed 1n
the case where 1t 1s judged 1n ST1204 that the ECM process-
ing 1s requested.

Since the ECM processing needs to be performed in real
time without suspension, the control unit 205 does not set the
process-executable time period 1n the IC card 300. Therefore,
in ST1207, the process-executable time period shall be the
value “0” which means that “the process-executable time
period 1s not set”.

Next, in ST1208, the request message 400 for the request
processing 1s created. The control unit 205 sets various
parameters necessary for the request, in the message process-
ing unit 209, so as to have 1t create the corresponding request
message 400.

In ST1209, the control unit 205 creates the command
APDU 500 to be sent to the IC card 300. The control unit 205

sets the request message 400 created 1n ST1208, the process-
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executable time period calculated 1n ST1206 or ST1207, and
the processing flag specitying new processing. The commu-
nication data processing unit 208 stores the set process-ex-
ecutable time period into the process-executable time period
508, the set processing tlag into the processing flag 509, and
the set request message 400 into the processing information
510, respectively, 1in the data area 506, so as to create the
command APDU 3500. Note that the IC card 300 1s notified
here that the above processing 1s real-time processing and
thus there 1s no need to divide that processing using “process-
executable time period=0"" but 1t may be notified using a flag
or the like, and such notification does not particularly limit the
present invention.

Next, a description 1s given of the processing performed 1n
the case where there 1s suspension processing in S1T1203. The
control unit 205 inquires the suspension information manage-
ment unit 211 about whether the suspension processing 1s
performed or not. The suspension information management
umt 211 obtains the suspension information 1dentifier table
700 from the suspension processing DB 206, and checks
whether or not the suspension processing 1s described therein.
In the case where there 1s no suspension processing, 1t goes to
ST1201. In the case where there 1s the suspension processing,
it obtains the suspension mformation 1dentifier and the pro-
cessing type and returns them to the control unit 205. Then,
the suspension information management unit 211 deletes,
from the suspension information identifier table 700, the sus-
pension 1nformation identifier and the processing type
returned to the control unit 205, and records the suspension
information identifier table 700 in the suspension information
DB 206 again.

The control unmit 205 judges 1 ST1210 whether or not
real-time processing needs to be switched 1n the IC card 300
during the continuing processing of non-real-time process-
ing. There 1s no need to perform the ECM processing in the IC
card 300 in the case where a content 1s not now being viewed
nor recorded 1n the background using CAS, so the control unit
203 judges that the switching processing 1s not necessary 1n
the IC card 300 and goes to ST1212. The ECM processing
needs to be performed 1n the IC card 300 in the case where a
content 1s now being viewed or recorded 1n the background
using CAS, so 1t goes to ST1211.

The processing 1n ST1211 1s same as that in ST1206, and
the time period which the IC card 300 can spend for non-real-
time processing 1s calculated. Since the calculation method 1s
same as that in ST1206, 1t 1s not repeated here.

Since the processing i ST1212 1s also same as that in
ST1207, 1t 1s not repeated here.

Next, 1n ST1213, the command APDU 3500 for resuming
the suspended processing 1s generated. The control unmt 203
sets, 1n the communication data processing unit 208, the
process-executable time period calculated in ST1211 or
ST1212, the suspension mformation identifier obtained 1n
ST1203 and the processing flag indicating the continuation of
the processing. The communication data processing unit 208
stores the set process-executable time period, the set process-
ing flag and the set suspension information identifier into the
process-executable time period 508, the processing flag 509
and the processing information 510, respectively, 1n the data

area 506, so as to generate the command APDU 500.
In ST1214, the control unit 205 sends the command APDU

500 generated in ST1209 and ST1213 to the IC card 300 via
the communication unit 207.

The following description 1s given with reference to the

flowchart 1n FIG. 15. After that, in ST1215, the control unit
203 waits for the response APDU 3520 that 1s a response from
the IC card 300. In the case where the IC card 300 performs
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the processing and sends back the response APDU 520, the
control unit 205 goes to ST1216.

In ST1216, the recerver 200 judges whether the 1C card 300
has completed non-real-time processing or suspends the pro-
cessing 1n a midway process block. The control unit 205 sets,
in the communication data processing unit 208, the response
APDU 520 obtained via the communication unit 207. Next,
the control unit 205 obtains the processing status flag 523
from the communication data processing unit 208. Here, the
control unit 203 executes the processing of ST1217 when the
processing status flag 523 indicates the completion of the
processing, and executes the processing of ST1218 when 1t
indicates the suspension of the processing.

First, a description 1s given of the processing performed in
ST1217 1n the case where the processing 1s completed.

The control unit 205 obtains the response message 410
from the communication data processing unit 208, and sets 1t
in the message processing unit 209. The control umt 2035
performs the corresponding processing based on various
result information stored 1n the response message 410 set in
the message processing unit 209. For example, 1n the case
where the request for the IC card 300 1s the processing for
obtaining the Ks 902 from ECM, the control unit 2035 sets the
obtained Ks 902 1n the decryption unit 203, and resumes
decryption of the content. After the above-mentioned pro-
cessing, the control unit 205 returns to S1T1201 shown in FIG.
14.

Next, a description 1s given of the processing performed 1n
ST1218 1n the case where the processing 1s suspended.

The control unit 205 obtains the suspension information
identifier from the communication data processing unit 208.
Then, 1n ST1219, the control unit 205 associates the obtained
suspension information identifier with the processing type for
identifying the corresponding processing, and sets them 1n the
suspension mnformation management unit 211. The suspen-
sion information management unit 211 adds the above set
information in association with each other into the suspension
identifier table 700 held 1n the suspension information DB
206, and records 1t 1n the suspension imnformation DB 206
again. Alter the completion of the recording, the control unit
205 returns to S11201.

FI1G. 161s a flowchart showing the operations of the IC card
300 from 1ts reception of the request command until 1ts execu-
tion of the processing for the request command. FIG. 17 1s a
flowchart showing the operations of the IC card 300 from 1ts
judgment of the completion of the processing for the request
command until 1ts sending of the response command to the
receiver 200. Next, the operations of the IC card 300 are
described with reference to FIG. 16 and FI1G. 17.

In ST1301, the IC card 300 starts the processing upon
receipt of the command APDU 300 sent from the receiver
200.

First, in ST1301, the control unit 303 obtains the command
APDU 500 received via the communication unit 301. Then,
the control unit 303 sets the obtained command APDU 500 in
the communication data processing unit 302.

Next, 1n ST1302, the control unit 303 obtains, from the
communication data processing unit 302, the processing type
requested by the recerver 200. The communication data pro-
cessing unit 302 obtains INS 502 1n the set command APDU
500, and returns 1t as the processing type to the control unit
303. The control unit 303 sets the obtained processing type 1n
the processing time management umt 304.

Next, 1n ST1303, the control unit 303 imnquires the commu-
nication data processing unit 302 whether the process-execut-
able time period 1s specified or not when performing the
processing requested by the recerver 200. In the case where a
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value 1s stored in the process-executable time period 508, the
communication data processing unit 302 notifies the control
unit 303 that the process-executable time period 1s specified,
and 1n the case where “0” 1s stored, 1t notifies the control unit
303 that the process-executable time period 1s not specified.
Based on the noftified result, the control unit 303 goes to
ST1304 when the process-executable time period 1s specified,
and goes to ST1306 when 1t 1s not specified.

First, the case where the process-executable time period 1s
specified 1s described.

In ST1304, the control unit 303 notifies the processing time
management unit 304 that the processing needs to be divided
because the process-executable time period 1s specified. The
processing time management unit 304 obtains, from the pro-
cessing information DB 305, the processing time information
600 corresponding to the processing type set in ST1302.

In ST1305, the control unit 303 obtains the process-execut-
able time period 508 from the communication data process-
ing umt 302, and sets it 1in the processing time management
unit 304. The communication data processing unit 302
obtains the process-executable time period 508 and returns 1t
to the control umit 303. The processing time management unit
304 holds the set process-executable time period 1n itself.

Next, the case where the process-executable time period 1s
not specified 1s described.

In ST1306, the control unit 303 notifies the processing time
management unit 304 that there 1s no need to divide the
processing because the process-executable time period 1s not
specified and thus the processing can be performed 1n whole
(without being divided). The processing time management
unit 304 deletes the processing time information 600 held in
itsellf.

In ST1307, the control unit 303 inquires the communica-
tion data processing unit 302 about whether the recerver 200
requests to start new processing or to continue the suspended
processing. The communication data processing unit 302
judges whether the processing specified with the processing
flag 509 1s new processing or continuing processing, and
returns the judgment result to the control unit 303. The con-
trol unit 303 goes to ST1308 1n the case where the start of new
processing 1s requested, while 1t goes to ST1309 1n the case
where the continuation of processing 1s requested.

First, the case where the start of new processing 1s
requested 1s described.

In ST1308, the control unit 303 obtains the request mes-
sage 400 from the communication data processing unit 302.
Next, the control unit 303 sets the obtained request message
400 1n the request processing unit 306 and instructs it to start
the processing. The request processing umt 306 causes the
message processing unmt 307 to interpret the set request mes-
sage 400 so as to obtain the details of the processing, the
parameters necessary for the processing and the like. Next, 1t
sets the process block counter held 1n itself to be “17, and then
goes to S11310.

Next, the case where the continuation of the suspended
processing 1s requested 1s described.

In ST1309, the processing for returning the internal state to
the pre-suspension state 1s performed 1n order to continue the
processing which has been suspended. First, the control unit
303 obtains the suspension mformation identifier from the
communication data processing unit 302. The communica-
tion data processing unit 302 sends the value stored 1n the
processing information 310, as the suspension iformation
identifier, back to the control unit 303. Then, the control unit
303 sets the obtained suspension information identifier in the
suspension information management unit 308, and obtains
the corresponding suspension information (which includes
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the processing type 801, the process block counter 802, vari-
ous parameters 803 and the like). More specifically, the sus-
pension information management unit 308 obtains the sus-
pension 1nformation table 800 from the suspension
information DB 309, obtains the suspension information cor-
responding to the suspension information identifier, and
sends them back to the control unit 303. Also, 1t deletes, from
the suspension information table 800, the entry of the
obtained suspension information and the suspension infor-
mation 1dentifier corresponding to that information, and
records the suspension information table 800 after deleting,
into the suspension information DB 309. The control unit 303
restores the internal state to the pre-suspension state using the
suspension information holding the obtained various param-
cters, and then instructs the request processing unit 306 to
continue the processing.

After making preparations for the above processing start,
the request processing unit 306 starts the processing
instructed by the recerver 200.

A description 1s given below with reference to the tflow-
chart in FIG. 17. First, in ST1320, the request processing unit
306 checks whether or not the processing time management
unit 304 holds the processing time information 600, and
judges whether the requested processing 1s non-division pro-
cessing or not. When it 1s judged that the requested processing
1s non-division processing, the request processing unit 306
goes to ST1321, and when 1t 1s judged that the requested
processing 1s not non-division processing, it goes to ST1310.
First, the case where the requested processing 1s non-division
processing 1s described. In ST1321, the request processing,
unit 306 turther judges whether the non-division processing,
has been completed or not, and if the non-division processing,
has not yet been completed, it continues the non-division
processing 1 S11322 and returns to ST1321. If the non-
division processing has been completed, the request process-
ing unit 306 goes to the processing in ST1316.

In the case where the processing requested in ST1320 1s not
non-division processing, 1t goes to the processing in ST1310.
In ST1310, the request processing unit 306 judges whether
the processing has been completed or not. If the processing,
has been completed, 1t goes to ST1316. If the processing has
not yet been completed, 1t goes to ST1311.

First, the case where the processing has not yet been com-
pleted 1s described.

In ST1311, the request processing unit 306 sets, in the
processing time management unit 304, the value of the pro-
cess block counter held 1n 1tself, and inquires the processing
time management umt 304 about whether or not 1t 1s possible
to process the corresponding process block. The processing,
time management unit 304 obtains, from the processing time
information 600 held 1n itself, the processing time required
for processing the block of the corresponding number. Next,
the processing time management unit 304 compares the pro-
cess-executable time period held 1n 1itself with the required
processing time. Here, 1in the case where “process-executable
time period=required processing time”, the processing time
management unit 304 notifies the request processing unit 306
that that block can be processed, calculates “process-execut-
able time period=process-executable time period-required
processing time”, and then updates the process-executable
time period held 1n 1tselt. On the other hand, 1n the case where
“process-executable time period<required processing time”,
it notifies that 1t 1s not possible to continue the processing.
When notified that the block can be processed, the request
processing unit 306 goes to ST1312, while when notified that
it 1s not possible to continue the processing, 1t goes to ST1314.
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First, a description 1s given of the operations for the case
where 1t 1s notified that the blocks can be processed.

In ST1312, the request processing unmt 306 processes the
process blocks specified by the process block counter.

Next, 1n ST1313, the request processing unit 306 incre-
ments the processing counter held 1n itself by one, and returns
to ST1310 to judge the termination of the processing or to
check whether or not 1t 1s possible to process the next process

block.

Next, a description 1s given of the operations for the case
where 1t 1s nofified that 1t 1s not possible to continue the
processing.

In ST1314, the request processing unit 306 notifies the
control unit 303 to record the suspension information. The
control unit 303 obtains the internal state from the request
processing unit 306 based on the above notification. Then, 1t
sets the obtained internal state in the suspension information
management unit 308 and mstructs 1t to store the internal state
as suspension information. The suspension information man-
agement unit 308 assigns the suspension imformation 1denti-
fier to the set suspension information, and writes this addi-
tional information into the suspension information table 800
held 1n the suspension information DB 309. After the above
processing, the suspension information management unit 308
returns the generated suspension information identifier to the
control unit 303.

In ST1315, the control unit 303 sets, 1n the communication
data processing unit 302, the processing status tlag indicating
the suspension of the processing and the suspension informa-
tion 1dentifier obtained 1n ST1314 so as to 1nstruct the com-
munication data processing unit 302 to generate the response
APDU 520. The communication data processing unit 302
stores the set processing status flag into the processing status
flag 523, and the set suspension information identifier into the
result information 3525, and stores the size of the suspension
information identifier into the data size 524. Next, 1t stores the
status code 1indicating the normal termination into SW1/SW2
(522), and returns the created response APDU 3520 to the

control unit 303.

Next, a description 1s given of the operations for the case
where the processing has been completed.

First, in ST1316, the request processing unit 306 sets the
processing result 1n the message processing unit 307 so as to
instruct the message processing unit 307 to create a response
message 410. The message processing umt 307 stores the
message 1D of the response message to the request message
400 set1n ST1308 1nto the message ID 411, the size of the set
result information into the message size 412, and the set result
information into the result information 413, so as to create the
response message 410. The request processing unit 306
obtains the response message 410 from the message process-
ing unit 307, and sends the response message 410, together
with the processing completion notice, to the control unit 303.

In ST1317, the control umt 303 generates the response
APDU 520.

First, the control unit 303 sets the processing completion
notice recerved 1n ST1316 and the response message 410, as
a processing status flag and a processing response, respec-
tively, 1n the communication data processing unit 302, so as to
cause the communication data processing unit 302 to create
the response APDU 520, and obtains 1t. The communication
data processing unit 302 stores the set processing status flag
into the processing status flag 523, the size of the set process-
ing response into the data size 524, the set processing
response into the processing response 525, and the status code
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indicating the normal termination mto SWI1/SW2 (522),
respectively, and returns the created response APDU 520 to
the control unit 303.

The control unit 303 sends the response APDU 520 gener-
ated 1n ST1315 and ST1317 to the receiver 200 via the com-

munication unit 301.

As described above, the recerver 200 sets the process-
executable time period for the processing which the recerver
200 requests the IC card 300 to perform, so it becomes pos-
sible for the receiver 200 to cause the IC card 300 to perform
real-time processing and non-real-time processing by switch-
ing between them.

Note that 1n the present embodiment, the IC card 300 1s
described as an example, but the present invention 1s not
limited to this IC card. For example, an LSI, a board or the like

incorporated into the receiver 200 may replace the IC card
300.

Note that the receiver 200 notifies the IC card 300 of the

process-executable time period 508 as a condition for sus-
pending the processing, but 1t may notily the other conditions.
For example, 1t 1s also possible to specily, using a division
flag, “processing of one process block without division™ 1n
the command APDU 500, so as to control the range of pro-
cessing which the IC card 300 can perform within a process-
executable time period. In addition, as for specification of a
range ol processing, 1t 1s possible to specily the range so that
one process block 1s always processed without division, or to
specily the number of as many process blocks as possible that
the IC card 300 can process within the process-executable
time period.

The IC card 300 judges whether or not 1t can complete the
next processing within the process-executable time period
every time 1t completes the processing of one process block.
However, 1t 1s possible to make this judgment by measuring,
using a timer or the like, the accumulated time of the process-
ing of respective process blocks from the start of the non-real-
time processing, and comparing the time required for the
processing of the next process block with the remaining time
obtained by subtracting the accumulated time from the pro-
cess-executable time period. Or, 1t 1s also possible to judge
whether the IC card 300 can complete the next processing
within the process-executable time period by reading the time
required for the processing of each process block from the
processing time information and adding them, and comparing,
the added time with the process-executable time period.

Note that although the IC card 300 divides processing into
data blocks per function here, 1t may divide the processing
into data units per time period.

Note that although the IC card 300 judges i ST1311
whether 1t can process the next process block within a prede-
termined time period here, the recerver 200 may make this
judgment. In other words, 1t 1s possible for the recerver 200 to
obtain the processing time information 600 held 1n the IC card
300 and directly specily the range of process blocks to be
processed, namely, the process blocks that can be processed
within the process-executable time period. In addition, the
processing time information 600 may be obtained from the-
IC card 300 to be used, or from other devices and media and

the like.

Note that it 1s possible to structure the processing time
information 600 held 1n the IC card 300 so that 1t can be
updated. For example, in the case where a part or all of the
application on the IC card 300 1s updated via the Internet, the
processing speed in the IC card 300 may change. It becomes
possible to support even such a case by updating the process-
ing information 600.
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Note that the IC card 300 may hold a plurality of processing
time information 600 for one processing. The processing
capability of the IC card 300 varies depending on the supplied
operating frequency. Therefore, 1t becomes possible to select,
for the proper operation, the processing time information 600
which 1s referred to, depending on the supplied frequency.

Note that the suspension information identifier generated
by the IC card 30 in ST1314 1s used for i1dentification of
suspension processing, but this identifier may be generated by
the receiver 200. In this case, the receiver 200 notifies the IC
card 300 of the generated suspension information 1dentifier,
using the command APDU 500.

Note that the IC card 300 can hold suspension information
for each suspended processing, but the IC card 300 may hold
only one suspension information. In this case, there 1s no need
to provide a mechanism for selecting the suspended process-
ing which 1s to be resumed, using the suspension information
identifier. In the case where only one suspension information
1s held for each type of processing, there 1s no need to use the
suspension information identifier as well. That 1s why, 1n this
case, 1t 1s possible to uniquely 1dentify the processing to be
continued, based on the INS 502 and the processing tlag 509
of the command APDU 500.

Note that the IC card 300 stores the suspension information
into the suspension information DB 309, but the receiver 200
may hold 1t. In this case, the IC card 300 returns the suspen-
s1on information, instead of the suspension information iden-
tifier, 1n the response for the case where the processing 1s
suspended. The recerver 200 manages the returned suspen-
s1on information, instead of the suspension information 1den-
tifier 1n the suspension information identifier table 700, and
transmits the suspension information to the IC card 300 using
the command APDU 500, when it causes the IC card 300 to
continue the processing.

Note that in the case where the receiver 200 manages
suspension mnformation and there 1s suspended processing in
ST 1203, the recerver 200 always resumes the suspended
processing, but 1t may cancel the processing. In this case, 1t
may store the value indicating “process cancelled” into the
processing flag 509 of the command APDU 500 and store the
suspension information identifier to be cancelled into the
processing information 510. Also, 1n the case where the IC
card 300 holds the suspension information, it may cancel the
processing by operating in the same manner. In the case
where two or more types of processing are suspended, 1t may
set priorities to resume the processing depending on the types
of the processing.

As described above, the method according to the present
invention of performing a plurality of processing by switch-
ing between them in a single task device such as an IC card 1s
usetul in the case where a plurality of services are used in a
single IC card or the like.

Note that in the above embodiment, the example 1is
described where non-real-time processing 1s divided 1nto pro-
cess blocks 1n such a case where a content distributed via
digital broadcast 1s recorded in the background while the
receiver 200 and the IC card 300 are reproducing a storage
content or the like according to the usage rule, but the present
invention 1s not limited to that example. For example, also 1n
the case where a content distributed via CAS 1s programmed
to be recorded while the recerver 200 and the IC card 300 are
reproducing a storage content according to the usage rule, the
IC card 300 divides non-real-time processing mto blocks 1f
ECM processing needs to be performed during the non-real-
time processing. FIG. 18 1s a diagram showing one example
of a criterion for judging whether non-real-time processing 1s
to be performed after being divided 1n the case where CAS
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programmed recording 1s set. As shown in FIG. 18, in the case
where the control unit 205 performs non-real-time processing,
in the IC card 300, 1t judges the necessity of switching pro-
cessing depending on whether or not programmed recording
1s set during a no-division-required period in which the pro-
cessing does not need to be divided for processing (for
example, a period of time from the start of the non-real-time
processing until the lapse of the maximum processing time
required for the non-division processing of the non-real-time
processing). More specifically, 1if CAS programmed record-
ing 1s set during the no-division-required period, the control
unit 205 1nstructs division of the non-real-time processing.
Note that the control unit 205 may hold the no-division-
required period 1n advance or obtain that period from the IC
card 300, and from where the control unit 205 obtains the
period 1s not particularly limaited.

INDUSTRIAL APPLICABILITY

According to the IC card processing method of the present
invention, it becomes possible to perform a plurality of pro-
cessing by switching between them and thus to reduce costs
and 1improve user convenience. Therefore, the present mven-
tion 1s useful as a receiver 1n a content distribution service
using an IC card.

The recerver of the present invention 1s uselul as a receiver
in a recerved data processing system 1n which reproduction of
a content stored inside or a content recerved via a communi-
cation network 1s performed concurrently with reception of a
digital broadcast. The IC card of the present invention 1s
uselul as an IC card 1n a received data processing system in
which reproduction of a content stored inside or a content
received via a communication network 1s performed concur-
rently with reception of a digital broadcast.

What 1s claimed 1s:

1. A processing terminal 1 a received data processing
system comprising a receiving terminal and said processing
terminal, the received data processing system being intended
for recerving real-time process data at a predetermined timing
and processing the real-time process data in real time, and for
processing non-real-time process data in between the real-
time processing, the real-time process data being data which
needs to be processed 1n real time, and the non-real-time
process data being data which does not need to be processed
in real time, said processing terminal comprising:

a communication unit operable to recerve the real-time
process data and the non-real-time process data from
said recerving terminal, the non-real-time process data
being received with time information that indicates a
time period which can be spent for the processing of the
non-real-time process data;

a processing unit operable to divide the processing of the
non-real-time process data into a plurality of process
blocks; and

a storing unit operable to store processing time informa-
tion, the processing time information including a plural-
ity of required processing times, each of the plurality of
the required processing times indicating one time period
required by the processing terminal to process each of
the plurality of the divided process blocks,

wherein said processing unit 1s operable to determine how
many of the plurality of the required processing times
fall within the time period indicated by the time infor-
mation based on the processing time information, and to
process a number of the divided process blocks within
the time period which can be spent for processing of the
non-real-time process data, the number of the divided
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process blocks being corresponded to a number of the
plurality of the required processing times that are deter-
mined to fall within the time period indicated by the time
information,

wherein said communication unit 1s operable to send a
result of the non-real-time processing performed within
the time period back to said recerving terminal.

2. The processing terminal according to claim 1,

wherein said processing unit includes a processing time
measurement unit operable to measure a total time
period which has been actually used for the processing
of the divided process blocks, and

wherein said processing unit 1s operable to judge whether
or not a new process block can be processed within a
remaining time period that 1s a difference between the
time period indicated by the time information and the
measured total time period, and to process as many
process blocks that can be processed within the time
period mdicated by the time mnformation.

3. The processing terminal according to claim 1,

wherein said processing division unit 1s operable to divide
the processing of the non-real-time process data into
data units per function of the non-real-time processing,

wherein said storing unit further includes a processing time
table holding unit operable to hold a processing time
table that indicates a time period required for the pro-
cessing ol each process block, and

wherein said processing unit 1s operable to process as many
process blocks that can be processed within the time
period 1indicated by the time information, based on the
processing time table.

4. The processing terminal according to claim 1,

wherein said processing division unit 1s operable to divide
the processing of the non-real-time process data into
data units per predetermined processing time period,
and

wherein said processing unit 1s operable to calculate a
number of process blocks which can be processed dur-
ing the time period indicated by the time information,
based on the predetermined processing time period, and
to process the calculated number of process blocks.

5. The processing terminal according to claim 1,

wherein said communication unit 1s further operable to
receive, from said recerving terminal, a division flag that
instructs division of processing of non-real-time process
data 1nto process blocks, and

wherein said processing division unit 1s operable to divide
the processing of the non-real-time process data when
said communication unit receives the division flag.

6. The processing terminal according to claim 5,

wherein said processing unit 1s operable to process as many
process blocks that can be processed within the time
period indicated by the time information, when said
communication unit receives the division tlag, and to
perform the processing of the non-real-time process data
without being divided, when said communication unit
does not receive the division flag.

7. The processing terminal according to claim 5,

wherein said processing unit 1s operable to process only
one of the divided process blocks when said communi-
cation unit recerves the division flag.

8. The processing terminal according to claim 1,

wherein said processing unit 1s operable to process as many
process blocks that can be processed within the time
period indicated by the time information, and to suspend
the processing of the non-real-time process data includ-
ing the process blocks and to process the real-time pro-




US 7,493,638 B2

21

cess data 1n the case where the processing of the non-
real-time process data has not been completed.

9. The processing terminal according to claim 8,

wherein said communication unit 1s operable to notify said
receiving terminal that the processing of the non-real-
time process data has been suspended when the process-
ing has been suspended, and to notify that the processing
of the non-real-time process data has been completed

when the processing has been completed.

10. The processing terminal according to claim 8,

wherein said processing unit further includes a suspension
state holding unit operable to generate and hold suspen-
sion information that indicates a state of the processing,
ol the non-real-time process data at a point of time when
the processing 1s suspended, and

wherein said processing unit 1s operable to resume the
processing of the non-real-time process data from the
state at the time of the suspension indicated by the sus-
pension information after the processing of the real-time
process data has been completed.

11. The processing terminal according to claim 8,

wherein said processing unit 1s operable to perform the
processing ol the real-time process data without being
divided 1nto process blocks.

12. The processing terminal according to claim 1,

wherein said communication unit 1s operable to receive,
from said receiving terminal, non-real-time process data
which 1s divided 1nto process blocks,

wherein said processing unit includes a processing time
measurement unit operable to measure a total time
period which has been actually used for the processing
of the divided process blocks, and

wherein said processing unit 1s operable to judge whether
or not a new process block can be processed within a
remaining time period that 1s a difference between the
time period indicated by the time information and the
measured total time period, and to process as many
process blocks that can be processed within the time
period mdicated by the time information.

13. The processing terminal according to claim 1,

wherein said communication unit 1s operable to receive,
from said receiving terminal, non-real-time process data
which 1s divided 1nto process blocks,

wherein said storing unit 1s operable to store a processing
time table that indicates a time period required for the
processing of each process block, and

wherein said processing unit is operable to process as many
process blocks that can be processed within the time
period 1indicated by the time information, based on the
received processing time table.

14. The processing terminal according to claim 1,

wherein said processing unit further includes a time calcu-
lation unit operable to calculate a time period which can
be spent for the processing of the non-real-time process
data, based on an interval at which the real-time process
data 1s received, and

wherein said processing unit is operable to process as much
of the non-real-time process data as possible within the
calculated time period.

15. The processing terminal according to claim 1,

wherein said processing unit further includes a processing
division unit operable to divide the processing of the
non-real-time process data into process blocks,

wherein said communication umt 1s farther operable to
receive, from said recerving terminal, a division flag that
instructs division of processing of non-real-time process
data into process blocks, and

5

10

15

20

25

30

35

40

45

50

55

60

65

22

wherein said processing division unit 1s operable to divide
of processing of the non-real-time process data into pro-
cess blocks when said communication unit receives the
division flag, and

wherein said processing unit 1s operable to process as many
process blocks that can be processed within a predeter-
mined time period.

16. A recerving terminal 1n a recerved data processing
system comprising said recerving terminal and a processing,
terminal, the recerved data processing system being intended
for recerving real-time process data at a predetermined timing
and processing the real-time process data 1n real time, and for
processing non-real-time process data in between the real-
time processing, the real-time process data being data which
needs to be processed 1n real time, and the non-real-time
process data being data which does not need to be processed
in real time, said receiving terminal comprising;:

a recerving unit operable to receive real-time process data
and non-real-time process data from an external appa-
ratus;

a non-real-time processing time calculation unit operable
to calculate a time period which can be spent for pro-
cessing of the non-real-time process data; and

a sending unit operable to send the real-time process data
and the non-real-time process data with the calculated
time period to said processing terminal,

wherein said processing terminal 1s operable to receive the
real-time process data and the non-real-time process
data with the calculated time period from said receiving,
terminal,

wherein said processing terminal 1s operable to divide the
processing of the non-real-time process data into a plu-
rality of process blocks,

wherein said processing terminal 1s operable to store pro-
cessing time mformation, the processing time iforma-
tion mncluding a plurality of required processing times,
cach of the plurality of the required processing times
indicating one time period required by the processing
terminal to process each of the plurality of the divided
process blocks, and

wherein said processing unit 1s operable to determine how
many ol the plurality of the required processing times
fall within the time period indicated by the time infor-
mation based on the processing time information, and to
process a number of the divided process blocks within
the time period which can be spent for processing of the
non-real-time process data, the number of the divided
process blocks being corresponded to a number of the
plurality of the required processing times that are deter-
mined to fall within the time period indicated by the time
information.

17. The recerving terminal according to claim 16, further

comprising

a judgment unit operable to judge, based on the calculated
time period, whether or not the processing of the non-
real-time process data needs to be divided, depending on
whether or not real-time process data needs to be pro-
cessed while said processing terminal 1s processing the
non-real-time process data,

wherein said sending unit 1s operable to send, to said pro-
cessing terminal, a division instruction that indicates
that the processing of the non-real-time process data
needs to be divided into process blocks, when 1t1s judged
that the processing of the non-real-time process data
needs to be divided.

18. The recerving terminal according to claim 17, further

comprising
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an 1nstruction acceptance unit operable to accept an
instruction from a user,

wherein the real-time process processing 1s processing of
an enfitlement control message (ECM) that includes a
scramble key for decrypting an encrypted content which
1s recerved via broadcast, and

wherein said judgment unit 1s operable to judge that the
processing of the non-real-time process data needs to be
divided, 1n the case where said instruction acceptance
unit accepts an instruction of non-real-time processing,
during reproduction or recording of the encrypted
broadcast content.

19. The recerving terminal according to claim 17,

wherein said judgment unit 1s operable to judge that the
processing ol the non-real-time process data needs to be
divided, 1n the case where said instruction acceptance
umt accepts a programmed-recording instruction that
istructs start of recording of the encrypted broadcast
content before completion of the non-real-time process-
ng.

20. The recerving terminal according to claim 16, further

comprising

a processing time table holding unit operable to previously
hold a processing time table that indicates a time period
required for processing of each of divided process
blocks depending on a type of non-real-time processing,

wherein said sending unit 1s operable to send, to said pro-
cessing terminal, the non-real-time process data and
information for identifying a process block to be pro-
cessed.

21. The recerving terminal according to claim 20, further

comprising

a processing division unit operable to divide the processing
of the non-real-time process data into process blocks

based on the processing time table in the case where said
judgment unit judges that the processing of the non-real-
time process data needs to be divided.

22. The recerving terminal according to claim 16, further

comprising;

a request command generation unit operable to generate a
request command that requests said processing terminal
to process non-real-time process data; and

a processing result recerving unit operable to receive a
result of processing of non-real-time process data and
real-time process data from said processing terminal,

wherein said request command generation unit 1s operable
to generate the request command when said processing
result receiving unit recerves the result of the processing
of the real-time process data from said processing ter-
minal, and

wherein said sending unit 1s operable to send the generated
request command to said processing terminal.

23. The recerving terminal according to claim 16, further

comprising:

a request command generation unit operable to generate a
request command that requests said processing terminal
to process non-real-time process data; and

a key update detection unit operable to detect an update of
an encryption key for real-time process data which 1s
recetved from outside,

wherein said request command generation unit 1s operable
to generate the request command when the update of the
encryption key 1s detected, and

wherein said sending unit 1s operable to send the generated
request command to said processing terminal.

24. The recerving terminal according to claim 17, further

comprising
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a time information generation unit operable to generate
time information that indicates the calculated time
period,

wherein said sending unit 1s further operable to send the
time information.

25. A received data processing method for a processing
terminal 1n a receiwved data processing system comprising a
receiving terminal and the processing terminal, the received
data processing system being intended for receiving real-time
process data at a predetermined timing and processing the
real-time process data 1n real time, and for processing non-
real-time process data 1n between the real-time processing,
the real-time process data being data which needs to be pro-
cessed 1n real time, and the non-real-time process data being
data which does not need to be processed 1n real time, said
received data processing method comprising:

recerving, at the processing terminal, the real-time process
data and the non-real-time process data from the receiv-
ing terminal, the non-real-time process data being
received with time information that indicates a time
period which can be spent for the processing of the
non-real-time process data;

dividing, at the processing terminal, the processing of the
non-real-time process data mnto a plurality of process
blocks:

storing, at the processing terminal, processing time infor-
mation, the processing time information including a plu-
rality of required processing times, each of the plurality
of the required processing times indicating one time
period required by the processing terminal to process
cach of the plurality of the divided process blocks;

determining, at the processing terminal, how many of the
plurality of the required processing times fall within the
time period indicated by the time information based on
the processing time 1information;

processing, at the processing terminal, a number of the
divided process blocks within a time period which can
be spent for processing of the non-real-time process
data, the number of the divided process blocks being
corresponded to a number of the plurality of the required
processing times that are determined to fall within the
time period indicated by the time information; and

sending, at the processing terminal, a result of the non-real-
time processing performed within the time period back
to the recerving terminal.

26. A received data processing method for a receiving
terminal 1n a recerved data processing system comprising the
receiving terminal and a processing terminal, the received
data processing system being intended for receiving real-time
process data at a predetermined timing and processing the
real-time process data 1n real time, and for processing non-
real-time process data 1n between the real-time processing,
the real-time process data being data which needs to be pro-
cessed 1n real time, and the non-real-time process data being
data which does not need to be processed 1n real time, said
received data processing method comprising:

recerving, at the recerving terminal, real-time process data
and non-real-time process data from an external appa-
ratus;

calculating, at the receiving terminal, a time period which
can be spent for processing of the non-real-time process
data;

sending, at the recerving terminal, the real-time process
data and the non-real-time process data to the processing
terminal;

receving, at the processing terminal, the real-time process
data and the non-real-time process data from the receiv-
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ing terminal, the non-real-time process data being
received with time information that indicates a time
period which can be spent for the processing of the
non-real-time process data;

dividing, at the processing terminal, the processing of the

non-real-time process data into a plurality of process
blocks:
storing, at the processing terminal, processing time infor-
mation, the processing time information including a plu-
rality of required processing times, each of the plurality
of the required processing times indicating one time
period required by the processing terminal to process
cach of the plurality of the divided process blocks;

determining, at the processing terminal, how many of the
plurality of the required processing times fall within the
time period indicated by the time information based on
the processing time 1information; and

processing, at the processing terminal, a number of the

divided process blocks within a time period which can
be spent for processing of the non-real-time process
data, the number of the divided process blocks being
corresponded to a number of the plurality of the required
processing times that are determined to fall within the
time period indicated by the time information.

27. A recerved data processing system comprising a receiv-
ing terminal and a processing terminal, said recerved data
processing system being imntended for receiving real-time pro-
cess data at a predetermined timing and processing the real-
time process data 1n real time, and for processing non-real-
time process data in between the real-time processing, the
real-time process data being data which needs to be processed
in real time, and the non-real-time process data being data
which does not need to be processed 1n real time,

wherein said recerving terminal includes:

a real-time process data recerving unit operable to receive

real-time process data;
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a non-real-time process data receiving unit operable to
receive non-real-time process data;

a time 1nformation generation unit operable to generate
time mformation that indicates a time period which can
be spent for processing of the non-real-time process

data; and

a first communication unit operable to send, to said pro-
cessing terminal, the real-time process data, the non-

real-time process data and the time information,
wherein said processing terminal includes:

a second communication unit operable to receive the real-
time process data, the non-real-time process data and the
time mnformation from said receiving terminal;

a processing unit operable to divide the processing of the
non-real-time process data into a plurality of process

blocks; and

a storing unit operable to store processing time 1nforma-
tion, the processing time information including a plural-
ity of required processing times, each of the plurality of
the required processing times indicating one time period
required by the processing terminal to process each of
the plurality of the divided process blocks,

wherein said processing unit 1s operable to determine how
many of the plurality of the required processing times
fall within the time period indicated by the recetved time
information based on the processing time information,
and to process a number of the divided process blocks
within the time period indicated by the recerved time
information, the number of the divided process blocks
being corresponded to a number of the plurality of the
required processing times that are determined to fall
within the time period indicated by the received time
information.
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