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BIOMETRIC IDENTIFICATION DATA
PROTECTION

FIELD OF THE INVENTION

The present invention relates to the field of security. More
specifically, the present invention relates to protecting bio-
metric 1dentification data.

BACKGROUND

Biometrics 1s the statistical study of biological data.
According to biometrics, every person has certain biological
characteristics or traits that are virtually unique. In other
words, biometric data can be used to 1dentity an individual to
a statistical certainty.

Biometric 1dentification can be used for a variety of pur-
poses, not the least of which 1s security. For instance, finger-
print scanners, retina scanners, DNA analyzers, facial recog-
nition tools, and various other techniques and devices can
collect biometric data and use the data to authenticate the
identity of a would-be user. Biometric-based security mea-
sures can be used 1n place of, or 1n addition to, knowledge-
based security measures, such as passwords or PINs (personal
identification number) to access an ATM (automatic teller
machine), a computer, a PDA (personal data assistant), a cell
phone, or virtually any other device or service.

Biometric-based security measures can be quite conve-
nient for users. There 1s nothing to memorize and no need to
devise unique words or phrases to try to outsmart identity
thieves and computer hackers. With biometrics, the 1dentify-
ing information 1s simply part of each user, and each user 1s
virtually guaranteed that no other user will have exactly the
same 1dentifying information.

Unfortunately, the same aspects of biometric-based secu-
rity that make 1t powerful and convenient, also expose its
greatest weaknesses. Since the 1dentitying information 1s a
part of each user, a user 1s likely to expose his or her biometric
“signature” everywhere he or she goes. For instance, a user
may leave behind latent fingerprints or DNA samples, or
simply expose his or her face to a camera, allowing bad actors
to directly obtain the data they want. Similarly, biometric
data, especially fingerprints, may be on file with any number
of governmental and private entities where the data can be
misappropriated or otherwise stolen. And, once a user’s bio-
metric data have been compromised, there 1s usually no way
to change or revoke 1t. That 1s, unlike a password that can be
casily and frequently changed, 1t may be impossible to change
a person’s lingerprints, retinal pattern, or DNA.

BRIEF DESCRIPTION OF DRAWINGS

Examples of the present invention are illustrated in the
accompanying drawings. The accompanying drawings, how-
ever, do not limit the scope of the present invention. Similar
references 1n the drawings indicate similar elements.

FIG. 1 1llustrates one embodiment of an identification tem-
plate.

FIG. 2 illustrates one embodiment of creating an identifi-
cation template.

FIG. 3 illustrates one embodiment of enrollment.
FIG. 4 1llustrates one embodiment of authentication.

FI1G. 5 1llustrates one embodiment of enrolling a hash of an
identification template.

FIG. 6 illustrates one embodiment of authentication using,
an enrolled hash.
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FIG. 7 1llustrates one embodiment of enrolling an 1dentifi-
cation template.

FIGS. 8A and 8B 1illustrate one embodiment of authenti-
cation using an identification template.

FIG. 9 1illustrates one embodiment of network-based
enrollment.

FIG. 10 illustrates one embodiment of network-based
authentication.

FIG. 11 illustrates one embodiment of a hardware system
that can perform various functions of the present invention.

FIG. 12 1llustrates one embodiment of a machine readable
medium to store instructions that can implement various
functions of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description, numerous specific
details are set forth 1n order to provide a thorough understand-
ing of the present invention. However, those skilled 1n the art
will understand that the present invention may be practiced
without these specific details, that the present invention 1s not
limited to the depicted embodiments, and that the present
invention may be practiced in a variety of alternative embodi-
ments. In other mstances, well known methods, procedures,
components, and circuits have not been described 1n detail.

Parts of the description will be presented using terminol-
ogy commonly employed by those skilled in the art to convey
the substance of their work to others skilled in the art. Also,
parts of the description will be presented 1n terms of opera-
tions performed through the execution of programming
instructions. As well understood by those skilled in the art,
these operations often take the form of electrical, magnetic, or
optical signals capable of being stored, transierred, com-
bined, and otherwise manipulated through, for instance, elec-
trical components.

Various operations will be described as multiple discrete
steps performed in turn 1n a manner that 1s helpiul for under-
standing the present invention. However, the order of descrip-
tion should not be construed as to imply that these operations
are necessarily performed 1n the order they are presented, nor
even order dependent. Lastly, repeated usage of the phrase “in
one embodiment” does not necessarily refer to the same
embodiment, although 1t may.

Embodiments of the present invention can combine bio-
metric 1dentification data with additional information, or
knowledge, to form a new type of security measure. By com-
bining the two types of data, embodiments of the present
invention can utilize the strengths of each to provide better
convenience and security than either type of data can provide
alone.

For example, 1n various embodiments of the present inven-
tion, biometric 1dentification data can be combined with con-
text-specific data to form an authentication certificate. The
context-specific data can limit the use of the certificate to a
particular context, such as a particular computer platform, a
particular software application, and/or a particular time
frame. As long as the user 1s working within the appropriate
context, embodiments of the present invention can be used
much like existing biometric-based security measures. That
1s, the user may be able to gain access to a device or service by
conveniently placing his or her finger on a fingerprint scanner.

Outside of the appropriate context, however, the fingerprint
alone may be useless. For example, 11 a notebook computer 1s
used to access a network and the user’s fingerprint 1s limited
to use on that particular notebook computer, the fingerprint
alone could not be used to access the network from a different
computer. In other words, the knowledge-based aspect of the
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authentication certificate, namely the context information,
can protect the network even 11 the biometric-based aspect of
the certificate 1s compromised. Similarly, 1f the notebook
computer 1s stolen, but the fingerprint data 1s unavailable, the
certificate may still protect the network.

Also, much like a knowledge-based system, embodiments
of the present invention can be used to revoke an authentica-
tion certificate. For example, by combining a time duration
with biometric identification data, a certificate can be auto-
matically revoked when the duration expires. Similarly, a
certificate can be manually revoked by changing the data
combined with the biometric 1dentification data, much like
changing a password or PIN.

Although the embodiments of the present invention that are
described below can be applied to virtually any kind of bio-
metric 1dentification data, including retina scans, voice rec-
ognition, facial recognition, DNA analysis, the description
will refer primarily to fingerprint data purely for purposes of
explanation. The description also uses the terms such as
“secure,” “‘protected,” “encrypted,” “authenticated,” etc.
These terms refer to a given level of security, protection,
authenticity, etc. The terms do not imply that any memory,
device, encryption, or authentication 1s completely impreg-
nable, completely tamper-resistant, completely foolproot,
etc.

Furthermore, a wide variety of algorithms and products
have been developed to capture and analyze biometric data. In
many cases, raw biometric data 1s collected and converted to
a more convenient mathematical form or template. For
instance, when a fingerprint 1s scanned, a scanner usually
generates a bit map of the fingerprint. The raw data from the
bit map can then be analyzed to recognize 1dentifying points,
called minutiae. In a typical analysis, anywhere from 150 to
300 minutiae may be identified and recorded 1n a particular
format, often taking the form of data points 1n a table or
template. As used herein, the terms “biometric identification
data” and “fingerprint data” are widely defined to include any
possible form of raw and/or mathematically generated bio-
metric data.

FI1G. 1 illustrates one embodiment of biometric 1dentifica-
tion data combined with additional data to form an authenti-
cation certificate, or 1identification template 110. In template
110, the biometric 1dentification data comprises fingerprint
data 120 to identily a particular user. The data that 1s com-
bined with the print data 120 defines a particular context in
which the template can be used. The context includes plat-
form identification 130, software 1dentification 140, and time
factor 150.

Platform 1dentification 130 may be virtually any informa-
tion that can be used to uniquely identify a particular machine
or device where template 110 can be validly used to gain
access. Platform identification 130 may include, for instance,
a serial number of one or more processors and/or other com-
ponents within the device. Stmilarly, platform 1dentification
130 may include an asset serial number of the particular
device 1tself, or the contents of PCRs (platform configuration
registers) from a TPM (trusted platform module) within the
device. Platform 1dentification 130 may be generated using a
standard set of data gathered from specific devices within the
platform, or perhaps from a set of user selected devices thus
creating a pattern only known to the user who selected those
devices. Platform identification 130 may also include a
unique or randomly generated number or information asso-
ciated with the device. Platform identification 130 can be
taken from within the device itself, or recerved from an exter-
nal source, or taken from a combination of internal and/or
external sources.
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Software 1dentification 140 may be virtually any informa-
tion that can be used to i1dentily a particular software appli-
cation or service for which template 110 can be validly used
to gain access. Similar to platform identification 130, soft-
ware 1dentification 140 may include a serial number of the
application and/or any other unique or randomly generated
number or other information associated with the application.
Software 1dentification 140 can be taken from the application
itself, recerved from an external source, or both.

Time factor 150 can be used to define the time frame for
which the template 1s valid. Time factor 150 may be specified
in any number of ways. For example, time factor 150 may
specily an expiration time and/or an activation time. Alterna-
tively, time factor 150 may simply define a duration from
which a device or application will count down until the dura-
tion expires and the template 1s invalidated. As another
example, time factor 150 may define a certain number itera-
tions that a user can log-1n to a device and/or application using
the template before the template expires.

In addition to context data, template 110 also includes
validation hash 160. Validation hash 160 can be used to
increase the level of security for template 110. Hash 160 1s the
result of performing a hashing algorithm on one or more of
the other data fields. Hashing 1s usually similar to data com-
pression—a larger set of data 1s reduced by the algorithm to a
smaller set of data. Every time the same set of data 1s hashed,
the result should be the same. Furthermore, the probability of
any two sets of data generating the same result should be very
unlikely. So, a hash can be used to detect data tampering or
corruption. That 1s, 1f a set of data 1s hashed at two different
times and the hash results do not match, then there 1s a very
high probability that the set of data changed 1n the interim.

In the case of template 110 from FIG. 1, hash 160 may be
a hash of all four of the other data fields—print data 120,
platform i1dentifier 130, software 1dentifier 140, and time fac-
tor 150. In which case, 11 a bad actor were to replace or modily
any of the four data fields, 1t may be possible to detect the

tampering by re-hashing the data fields and comparing to
hash 160.

This assumes, of course, that the bad actor 1s not able to
also replace hash 160. To reduce the chances of hash 160
being replaced, any of a variety of one-way hashing algo-
rithms can be used. SHA-1 1s an example of an industry
accepted one-way hashing algorithm. One-way hashes often
introduce an unknown, or random, factor in the data compres-
sion. The unknown factor 1s virtually impossible to recover
from the resulting hash. Without the unknown factor, the
original set of data1s also virtually impossible to recover from
the resulting hash. Furthermore, without the same unknown
factor, 1t 1s virtually impossible to generate the same hash
results. In other words, as long as a bad actor does not have

access to the unknown factor, data tampering or corruption
should be detectable using hash 160.

The 1llustrated embodiment comprises a visual represen-
tation of a data structure that can be stored 1n any number of
ways. Other embodiments may include additional data fields,
may not mclude all of the illustrated data field, may arrange
the data fields differently, and/or may store one or more of the
data fields separately.

In other embodiments, rather than using all four of the
other data fields to generate hash 160, one or more of the other
data fields may not be used. The hash may also be stored
separately from the rest of the template. For instance, the hash
may be stored on a smart card and the rest of the template may
be stored 1n secure memory on a TPM (trusted platform
module), or visa versa. Similarly, the template, or any portion
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thereotl, may be stored using any number secure memory
devices or techniques, or any combination of secure devices
or techniques.

FIGS. 2-10 demonstrate several embodiments or aspects of
the present invention at various levels of detail. FIG. 2 dem-
onstrates one embodiment of a high-level process for creating
an 1dentification template. The illustrated process obtains
biometric data at 200, identifies context identification data at
210, and then, at 220, combines the biometric 1dentification
data and the context identification data into an 1dentification
template. As mentioned above, the biometric data and the
context identification data can be obtained in any number of
ways and in any number of formats, and the i1dentification
template can take any number of forms.

FIG. 3 demonstrates one embodiment of the same type of
process that could be used to create an identification template,
but in more detail. At 300, the process obtains fingerprint data.
The fingerprint data could be collected from a fingerprint
scanner, or received from memory, as a bit map or 1n some
more convenient mathematical representation. At 310, the
process 1dentifies a processor serial number. The processor
serial number can be taken from a processor inside the plat-
form to which access 1s being sought.

At 320, the process identifies a unique number for an
application to which access 1s being sought. For example,
several users may share one machine, but not all of the users
may be authorized to access a particular application or
resource on that machine. Or, several users may have access
to a network, but not all of the users may be authorized to
access a particular application or resource on the network. Or,
a particular application or resource on a machine may simply
warrant an additional level of security, such as an area of
memory where particularly vital information 1s stored or an
application that controls a particularly vital system or service.
In each case, the application, service, or resource 1n question
can be identified at 320 using a unique number. Other
embodiments may i1dentily an application, service, or
resource i any number of ways, including randomly gener-
ated numbers, serial numbers, or virtually any other kind of
identifyving information. Other embodiments may identily
multiple applications and/or services for inclusion in the
identification template.

At 330, the process determines a time factor for the 1den-
tification template, and, at 340 the process combines the
fingerprint data, the processor serial number, and the time
factor into an 1dentification template. Once the 1dentification
template has been formed, the process enrolls the template at
350 so 1t can be used 1n the future. Enrollment can be done 1n
several different ways, depending on how the template will be
used for authentication.

FI1G. 4 demonstrates one embodiment of an authentication
process at a high level. When an authentication attempt
occurs, the process re-collects certain data used to create the
identification template. That 1s, the process obtains current
fingerprint data at 400. At 410, the process also 1dentifies
context-specific data, such as the platform identification,
application 1dentification, time factor, etc. Then, using the
fingerprint data and the context-specific data, the process
authenticates the user at 420. The details of authentication
depend on the details of enrollment.

For example, FIG. 5 demonstrates one embodiment of an
enrollment process that can be used 1f it 1s not necessary or
convenient to store all of the data from the i1dentification
template. At 500, the process generates a one-way hash from
an 1dentification template. The hash may be based on finger-
print data, platform data, application data, etc. Then, at 510,
the one-way hash 1s stored securely. For example, the hash
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could be stored to a smart card, a trusted platform module
(TPM), or encrypted 1n memory.

Since the hash 1s essentially a compression of the other data
fields 1n the idenfification template, the hash alone can be
used to authenticate a user. For example, FIG. 6 demonstrates
one embodiment of an authentication process based on hash
comparison. After the current data has been collected, the
newly collected data can be hashed at 610. At 620, the current
hash can be compared to the previously stored hash. If the
current hash and the previously stored hash match at 630, the
process grants authentication for the user at 640. Alterna-
tively, 11 any of the newly collected data 1s different from the
previously hashed data, the hashes should not match at 630. In
which case, the process will deny authentication at 650.

On the other hand, FIG. 7 demonstrates one embodiment of
an enrollment process that can be used if 1t 1s necessary or
convenient to store one or more of the data fields from the
identification template. For example, template 110 from FIG.
1 includes a time factor 150. In order to enforce the time
factor, 1t may be convenient to store at least the time factor
data in an un-hashed form.

In the 1llustrated embodiment, the enrollment process gen-
crates a one-way hash of the identification template at 700. At
710, the process combines the hash with the rest of the 1den-
tification template. The combined template 1s called a hashed
template 1n the 1llustrated embodiment merely to indicate that
the template includes the hash data field. Then, at 720, the
process securely stores the hashed template. In other words,
all of the data fields are stored 1n un-hashed form along with
the hash. Any number of devices and techmiques can be used
to securely store the data, including encryption, a smart card,
and/or TPM. In other embodiments, the enrollment process
may use only certain data fields to generate the hash, and the

enrollment process may only store certain data fields 1n un-
hashed form.

FIGS. 8A and 8B demonstrate one embodiment of an
authentication process that could be used with an enrollment
process 1n which the data fields are stored 1n clear form. At
800, the process compares the current fingerprint data to
fingerprint data from one or more previously stored 1dentifi-
cation templates. This may involve a number of steps,
depending on where and how the previously stored templates
were stored. For mstance, they may need to be read from a
smart card and/or decrypted betore they can be compared.

I1 the current fingerprint does not match a previously stored
fingerprint at 805, then the current user either 1s not enrolled
or the user’s 1dentification template has been corrupted. In
cither case, the process denies authentication at 860.

I1, on the other hand, the current fingerprint does match a
previously stored fingerprint at 805, the process compares the
current context mformation with the context information
stored 1n the template having the matching fingerprint at 810.
If the context information does not match at 820, authentica-
tion 1s denied at 860.

This 1s the second line of defense. A bad actor may be able
to misapproprate a valid user’s fingerprint data and bypass a
fingerprint scan to get to this point in the authentication pro-
cess. But, 1f the bad actor does not also have the appropriate
context information, access will be denied.

The context information can also be used to manage access
rights. For example, the context information may list a plat-
form and one or more applications or resources on that plat-
form to which a particular user has access rights. In which
case, at 810, the process may compare the current context
information with a list of previously stored context informa-
tion included 1n the 1dentification template that was 1dentified
at 800. A matching 1dentification template could be found at
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820 11 the current context information matches at least one of
the contexts listed 1n the template.

Alternatively, each template may correspond to a single
context. In which case, 1f a user has access rights to multiple
applications or resources on a particular platform, the finger-
print comparison at 800 may 1dentify multiple templates hav-
ing matching fingerprint data. In which case, at 810, the
process may compare the current context information with
previously stored context information from multiple tem-
plates 1dentified at 800.

In any case, 1f a previously stored template has been 1den-
tified at 820, the process next determines if the previously
stored template has been tampered with or corrupted. For
example, 1f a bad actor were somehow able to access the
previously stored template, he or she may replace the finger-
print data in the template with his or her own fingerprint data,
and/or change the access rights defined by the context infor-
mation, 1n an attempt to fool the authentication process. The
authentication process, however, generates a one-way hash
from the previously stored template at 825. The one-way hash
1s then compared to a one-way hash previously generated
from the template at 830. If the hashes do not match at 835, the
process denies authentication at 860. The process may also
delete or disable the template 1n question, and/or generate
some kind of indication that the template has been corrupted.
Assuming the bad actor 1s not able to duplicate the hashing
algorithm to replace the previously stored hash, the authenti-
cation process should be able to accurate detect the tamper-
ng.

If tampering 1s not detected at 835, the process determines
the current time at 840 and compares the current time to the
time factor of the previously stored template at 845. It the
current time does not fall within the time factor at 850, the
process denies authentication at 860. It the current time does
tall within the time factor at 850, the process grants authen-
tication at 833.

As mentioned above, the time factor can be defined 1n any
number of ways. In which case, the current time can also be
defined 1n any number of ways. For example, where the time
factor defines a certain number of times that a user can access
a device or resource, the current time may be the current
number of times the user has attempted to access the resource.
Similarly, where the time factor defines a expiration date, the
current time may be the current date. Such time factors can be
identified uniquely for each platform. For example, one
implementation may choose to use a time factor based on
Greenwich standard time. Another implementation may use
the current time zone as retrieved from the operating system
of the platform. Each implementation of the time factor can
be randomized as the time factor 1s generated thus making it
turther dificult for a bad actor to alter the template having no
knowledge of what time factor basis was used 1n the original
generation.

In the illustrated embodiment, 1 the process has denied
authentication at any point, the process applies a delay at 865
betfore allowing another authentication attempt to begin. The
delay 1s intended to prevent a brute force attack. In a typical
brute force attack, malicious software repeatedly tries ditter-
ent combinations of data until a combination 1s found that
works. An 1identification template could be several hundred or
even thousands of bits of data. Such brute force software
attacks could be launched 1n very quick succession using
today’s high performance computers. Adding a time delay
between attempts causes the brute force attack to be delayed
so the overall possibility of randomly finding a matching
combination 1s stretched to a larger degree. In which case, a
brute force attack may require millions of attempts before
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hitting upon a matching combination that works. Adding a
time delay would cause brute force attacks to take an unrea-
sonably large amount of time with, for example, a five second
delay imposed between each failed attempt.

FIG. 9 demonstrates one embodiment of a network-based
enrollment process that could be used alone or in combination
with another enrollment process, such as the processes
described in FIGS. 5 and 7. In the 1llustrated embodiment, the
process provides the identification template to a network at
900. At 910, the process receives a unique 1dentifier for the
template back from the network. At 920, the process securely
stores the unique 1dentifier and the identification template.

In alternate embodiments, the process may not send a copy
ol the entire identification template to the network. Instead,
the process may send some other information that the network
can use to recognize and distinguish the i1dentification tem-
plate from other templates. For instance, the process may
locally generate the unique 1dentifier and send the unique
identifier to the network. In one embodiment, a locally-gen-
erated unique 1dentifier could be a hash of the 1dentification
template. Also, alternate embodiments may not receive a
unique 1dentifier back from the network.

In any case, a network-based enrollment process can
involve network interaction in the authentication process. For
example, FIG. 10 demonstrates one embodiment of an
authentication process that involves network interaction. The
process of FI1G. 10 could be mserted 1nto, or follow, one of the
previously discussed authentication processes. At 1000, the
illustrated process provides an identification template to a
network. In alternate embodiments, the process may send
some form of indicator, such as a hash, of the template rather
than the template 1tself.

At 1010, the process receives a revocation status from the
network. The revocation status can indicate whether or not the
network still recognizes the template as valid. It the template
has been revoked at 1020, the process denies authentication at
1030 and ends. If the template has not been revoked at 1020,
the process continues with the authentication process.

In the 1llustrated embodiment, the process takes the addi-
tional action of authenticating the user based on a password or
PIN (personal identification number) at 1040. This additional
action could be combined with any of the other authentication
processes as well.

FIGS. 2-10 include a number of implementation-specific
details. Other embodiments may include additional elements,
may not include all of the illustrated elements, may arrange
the elements 1n a different order, may combine one or more
clement, may separate one or more elements, etc.

FIG. 11 1llustrates one embodiment of a generic hardware
system intended to represent a broad category of computer
systems such as personal computers, workstations, personal
data assistants (PDAs), and/or systems embedded 1n any of a
variety of devices, such as home theater components. In the
illustrated embodiment, the hardware system includes pro-
cessor 1110 coupled to high speed bus 1105, which 1s coupled
to mnput/output (I/O) bus 1115 through bus bridge 1130. Tem-
porary memory 1120 1s coupled to bus 1105. Permanent
memory 1140 1s coupled to bus 1115. I/O device(s) 1150 1s
also coupled to bus 1115. I/O device(s) 1150 may include a
display device, a keyboard, one or more external network
interfaces, etc.

Certain embodiments may include additional components,
may not require all of the above components, or may combine
one or more components. For instance, temporary memory
1120 may be on-chip with processor 1110. Alternately, per-
manent memory 1140 may be eliminated and temporary
memory 1120 may be replaced with an electrically erasable
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programmable read only memory (EEPROM), wherein soft-
ware routines are executed in place from the EEPROM. Some
implementations may employ a single bus, to which all of the
components are coupled, or one or more additional buses and
bus bridges to which various additional components can be
coupled. Similarly, a variety of alternate internal networks
could be used including, for nstance, an internal network
based on a high speed system bus with a memory controller
hub and an I/O controller hub. Additional components may
include additional processors, a CD ROM drive, additional
memories, and other peripheral components known in the art.

In one embodiment, various functions of the present inven-
tion, as described above, can be implemented using one or
more hardware systems such as the hardware system of FIG.
11. Where more than one system 1s used, the systems can be
coupled to communicate over an external network, such as a
local area network (L AN), an internet protocol (IP) network,
etc.

In one embodiment, one or more functions of the present
invention as described above may be implemented as sofit-
ware routines executed by one or more execution units within
the computer(s). For a given computer, the software routines
can be stored on a storage device, such as permanent memory
1140.

Alternately, as shown 1n FI1G. 12, the software routines can
be machine executable instructions 1210 stored using any
machine readable storage medium 1220, such as a hard drive,
a diskette, CD-ROM, magnetic tape, digital video or versatile
disk (DVD), laser disk, ROM, Flash memory, etc. The series
ol 1nstructions need not be stored locally, and could be
received from a remote storage device, such as a server on a
network, a CD-ROM device, a floppy disk, etc., through, for
istance, I/O device(s) 1150 of FIG. 11.

From whatever source, the instructions may be copied
from the storage device into temporary memory 1120 and
then accessed and executed by processor 1110. In one 1mple-
mentation, these software routines are written 1n the C pro-
gramming language. It 1s to be appreciated, however, that
these routines may be implemented 1n any of a wide variety of
programming languages.

In alternate embodiments, the functions of the present
invention described above may be implemented 1n discrete
hardware or firmware. For example, one or more application
specific 1mtegrated circuits (ASICs) could be programmed
with one or more of the above described functions. In another
example, one or more functions of the present invention could
be implemented 1n one or more ASICs on additional circuit
boards and the circuit boards could be 1nserted 1nto the com-
puter(s) described above. In another example, one or more
programmable gate arrays (PGAs) could be used to imple-
ment one or more functions of the present invention. In yet
another example, a combination of hardware and software
could be used to implement one or more functions of the
present invention.

Thus, biometric identification data protection 1s described.
Whereas many alterations and modifications of the present
invention will be comprehended by a person skilled 1n the art
alter having read the foregoing description, 1t 1s to be under-
stood that the particular embodiments shown and described
by way of 1llustration are 1n no way intended to be considered
limiting. Therefore, references to details of particular
embodiments are not intended to limit the scope of the claims.

What 1s claimed 1s:

1. A method comprising:
obtaining biometric i1dentification data from a user of a
particular device capable of accessing a resource;

5

10

15

20

25

30

35

40

45

50

55

60

65

10

obtaining device identification data related to the particular

device used by the user;
combining the biometric 1identification data and the device
identification data into an identification template; and

storing the 1dentification template for future authentication
of the user for access to the resource only 11 the user 1s
utilizing the particular device.

2. The method of claim 1 wherein the biometric identidi-
cation data comprises at least one of fingerprint data, retina
scan data, or facial recognition data.

3. The method of claim 1 wherein the particular device
comprises at least one of a hardware platform or a software
application.

4. The method of claim 1 wherein the device 1dentification
data comprises at least one of a processor serial number, an
asset serial number of a system, a platform configuration
register (PCR) value, or a unique software application iden-
tifier.

5. The method of claim 1 further comprising;:

determining a time factor for accessing the resource; and

combining the time factor with the biometric identification
data and the device identification data into the identifi-
cation template.

6. The method of claim 5 wherein the time factor comprises
at least one of a time limait, a time range, or a date for defining
a validity of the identification template.

7. The method of claim 1 storing the identification template
COmMprises:

enrolling the identification template.

8. The method of claim 7 wherein enrolling the 1dentifica-
tion template comprises:

generating a one-way hash of the identification template;

and

storing the one-way hash securely.

9. The method of claim 8 wherein storing the one-way hash
securely comprises at least one of:

storing the one-way hash to a smart card;

storing the one-way hash to a trusted platform module

(TPM); or

encrypting the one-way hash.

10. The method of claim 7 wherein enrolling the identifi-
cation template comprises:

generating a one-way hash of the identification template;

combining the one-way hash with the identification tem-

plate into a hashed template; and

storing the hashed template securely.

11. The method of claim 7 wherein enrolling the 1dentifi-
cation template comprises:

registering the identification template with a network.

12. The method of claim 11 wherein registering the iden-
tification template with a network comprises:

providing the identification template to the network.

13. The method of claim 12 wherein registering the i1den-
tification template with the network further comprises:

recerving a unique identifier for the template from the

network; and

storing the unique i1dentifier and the identification template

securely.

14. The method of claim 1 further comprising;:

authenticating a user based on the identification template.

15. The method of claim 14 wherein authenticating the user
COmprises:

comparing the biometric 1dentification data to biometric

identification data 1n one or more previously stored 1den-
tification templates; and

11 the biometric 1dentification data matches the biometric

identification data 1n a particular previously stored 1den-
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tification template, comparing the device identification
data to device 1dentification data 1n the particular previ-
ously stored 1dentification template.

16. The method of claim 15 wherein authenticating the user
turther comprises:

denying authentication to the user if either the biometric
identification data or the device 1dentification data do not
match the particular previously stored identification
template.

17. The method of claim 15 wherein authenticating the user
turther comprises:

generating a one-way hash from the particular previously
stored 1dentification template;

comparing the one-way hash to a previously stored one-

way hash generated from the particular previously
stored 1dentification template; and

denying authentication to the user if the one-way hash and
the previously stored one-way hash do not match.

18. The method of claim 15 wherein authenticating the user
turther comprises:

determining a current time;

comparing the current time to a time factor of the particular
previously stored 1dentification template; and

denying authentication to the user if the current time vio-
lates the time factor.

19. The method of claim 14 wherein, 1f an authentication
attempt fails, the method turther comprises:

applying a delay before allowing another authentication
attempt.

20. The method of claim 14 wherein authenticating the user
COmMprises:

generating a one-way hash from the identification tem-
plate;

comparing the one-way hash to one or more previously
stored one-way hashes; and

denying authentication to the user 1t the one-way hash does
not match at least one of the previously stored one-way

hashes.

21. The method of claim 14 wherein authenticating the user
COmMprises:

providing the identification template to a network, said
network to determine 1f the identification template has

been revoked; and

denying authentication to the user if the 1dentification tem-
plate has been revoked.

22. The method of claim 14 further comprising:

further authenticating the user based on at least one of a
password or a personal 1dentification number.

23. A method comprising:

obtaining biometric identification data from a user of a
particular device capable of accessing a resource;

obtaining device identification data related to the particular
device used by the user; and

authenticating the user for access to the resource only 1f the
user and the particular device are both verified based on
the biometric 1dentification data, the device identifica-
tion data, and a previously stored identification tem-
plate, which comprises a combination of previously
obtained biometric 1dentification data and previously
obtained device identification data.

24. The method of claim 23 wherein authenticating the user
COmMprises:

comparing the biometric identification data to the previ-
ously obtained biometric identification data; and
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11 the biometric 1dentification data matches the previously
obtained biometric 1dentification data, comparing the
device identification data to the previously obtained
device 1dentification data.

25. The method of claim 24 wherein authenticating the user
further comprises:

denying authentication to the user it either the biometric
identification data or the device 1dentification data do not

match the previously stored identification template.

26. The method of claim 24 wherein authenticating the user
turther comprises:

generating a one-way hash from the previously stored iden-
tification template;

comparing the one-way hash to a previously stored one-

way hash generated from the previously stored 1dentifi-
cation template; and

denying authentication to the user if the one-way hash and
the previously stored one-way hash do not match.

277. The method of claim 23 wherein authenticating the user
COmprises:

determiming a current time;

comparing the current time to a time factor of the previ-
ously stored 1dentification template; and

denying authentication to the user 11 the current time vio-
lates the time factor.

28. The method of claim 23 wherein the previously stored
identification template comprises a previously stored one-
way hash generated from the previously obtained biometric
identification data and the previously obtained device 1denti-
fication data, and wherein authenticating the user comprises:

generating a one-way hash from a combination of the bio-
metric 1dentification data and the device identification
data;

comparing the one-way hash to the previously stored one-
way hash; and

denying authentication to the user if the one-way hash does
not match the previously stored one-way hash.

29. A computer readable medium having stored thereon
computer executable mstructions that, when executed, imple-
ment a method comprising:

obtaining biometric i1dentification data from a user of a
particular device capable of accessing a resource;

obtaining device identification data related to the particular
device used by the user;

combining the biometric 1identification data and the device
identification data 1into an 1dentification template; and

storing the 1dentification template for future authentication
of the user for access to the resource only 11 the user 1s
utilizing the particular device.

30. The computer readable medium of claam 29, the
method further comprising:

determining a time factor for accessing the particular
device; and

combining the time factor with the biometric identification
data and the device 1dentification data into the identifi-

cation template.

31. The computer readable medium of claam 29, the
method further comprising:

enrolling the 1dentification template.

32. The computer readable medium of claim 31, wherein
enrolling the 1dentification template comprises:

generating a one-way hash of the identification template;
and

storing the one-way hash securely.
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33. The computer readable medium of claim 31 wherein
enrolling the identification template comprises:

generating a one-way hash of the identification template;

combining the one-way hash with the identification tem-
plate into a hashed template; and

storing the hashed template securely.

34. The computer readable medium of claim 31 wherein
enrolling the identification template comprises:

registering the 1dentification template with a network.

35. The computer readable medium of claim 29, the
method further comprising:

authenticating a user based on the 1dentification template.
36. The computer readable medium of claim 35 wherein
authenticating the user comprises:

comparing the biometric 1dentification data to biometric
identification data in one or more previously stored 1den-
tification templates; and

if the biometric 1dentification data matches the biometric
identification data 1n a particular previously stored 1den-

tification template, comparing the device identification
data to device 1dentification data 1n the particular previ-

ously stored identification template.
37. The computer readable medium of claim 36 wherein
authenticating the user further comprises:
generating a one-way hash from the particular previously
stored 1dentification template;
comparing the one-way hash to a previously stored one-
way hash generated from the particular previously
stored 1dentification template; and
denying authentication to the user 1f the one-way hash and
the previously stored one-way hash do not match.
38. The computer readable medium of claim 36 wherein
authenticating the user further comprises:

determining a current time;

comparing the current time to a time factor of the particular
previously stored 1dentification template; and

denying authentication to the user if the current time vio-
lates the time factor.

39. The computer readable medium of claim 35 wherein
authenticating the user comprises:

generating a one-way hash from the identification tem-
plate;

comparing the one-way hash to one or more previously
stored one-way hashes; and

denying authentication to the user if the one-way hash does
not match at least one of the previously stored one-way

hashes.

40. A computer readable medium having stored thereon
computer executable nstructions, the execution of which to
implement a method comprising:

obtaining biometric i1dentification data from a user of a
particular device capable of accessing a resource;

obtaining device identification data related to the particular
device used by the user; and

authenticating the user for access to the resource only 1f the
user and the particular device are both verified based on
the biometric identification data, the device identifica-
tion data, and a previously stored identification tem-
plate, which comprises a combination of previously
obtained biometric 1dentification data and previously
obtained device 1dentification data.

41. The computer readable medium of claim 40 wherein
authenticating the user comprises:

comparing the biometric identification data to the previ-
ously obtained biometric identification data; and
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11 the biometric 1dentification data matches the previously
obtained biometric 1dentification data, comparing the
device identification data to the previously obtained
device 1dentification data.

42. The computer readable medium of claim 41 wherein

authenticating the user further comprises:

generating a one-way hash from the previously stored 1den-
tification template;

comparing the one-way hash to a previously stored one-
way hash generated from the previously stored 1dentifi-
cation template; and

denying authentication to the user if the one-way hash and
the previously stored one-way hash do not match.

43. The computer readable medium of claim 40 wherein

authenticating the user further comprises:

determiming a current time;

comparing the current time to a time factor of the previ-
ously stored 1dentification template; and

denying authentication to the user 11 the current time vio-
lates the time factor.

44. The computer readable medium of claim 40 wherein
the previously stored 1dentification template comprises a pre-
viously stored one-way hash generated from the previously
obtained biometric identification data and the previously
obtained device identification data, and wherein authenticat-
ing the user comprises:

generating a one-way hash from a combination of the bio-
metric 1dentification data and the device identification
data;

comparing the one-way hash to the previously stored one-
way hash; and

denying authentication to the user i1 the one-way hash does
not match the previously stored one-way hash.

45. A system comprising;

a mobile electronic device capable of accessing a resource;
and

a security application to be implemented by the mobile
clectronic device, the security application to

obtain biometric i1dentification data from a user of the
mobile electronic device;

obtain device identification data related to the mobile elec-
tronic device;

combine the biometric 1dentification data and the device
identification data into an identification template; and

store the identification template for future authentication of
the user for access to the resource only if the user 1s
utilizing the mobile electronic device.

46. The system of claim 45, the security application further

to:

generate a one-way hash of the identification template; and

store the one-way hash securely.

4'7. The system of claim 45, the security application further
to:

generate a one-way hash of the identification template;

combine the one-way hash with the identification template
into a hashed template; and

store the hashed template securely.

48. The system of claim 45, the security application turther
to:

compare the biometric i1dentification data to biometric
identification data 1n one or more previously stored 1den-
tification templates; and

11 the biometric 1dentification data matches the biometric
identification data 1n a particular previously stored 1den-
tification template, compare the device identification
data to device 1dentification data 1n the particular previ-
ously stored 1dentification template.
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49. The system of claim 48, the security application further
to:

generate a one-way hash from the particular previously
stored 1dentification template;

compare the one-way hash to a previously stored one-way
hash generated from the particular previously stored

identification template; and

deny authentication to the user 1f the one-way hash and the
previously stored one-way hash do not match.
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50. The system of claim 45, the security application turther

generate a one-way hash from the 1dentification template;

compare the one-way hash to one or more previously
stored one-way hashes; and

deny authentication to the user if the one-way hash does not
match at least one of the previously stored one-way

hashes.
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