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IRIS ENCODING METHOD, INDIVIDUAL
AUTHENTICATION METHOD, IRIS CODE
REGISTRATION DEVICE, IRIS
AUTHENTICATION DEVICE, AND IRIS
AUTHENTICATION PROGRAM

TECHNICAL FIELD

The present mnvention relates to a personal authentication
technique that uses 1ris information, which 1s one of the
biometric information.

BACKGROUND ART

Various personal authentication methods which use bio-
metric information of an 1ris, fingerprint, face, etc., have been
proposed. Inrecent years, a personal authentication technique
utilizing 1r1s recognition has been started to be used for
entrance/exit management 1n a restricted building, bank
ATMs (Automated Teller Machines), PC login applications,
etc.

Personal authentication using an 1r1s 1s for example imple-
mented by the following steps (see Japanese Unexamined

PC'T National Phase Publication No. 8-504979 (heremafter,
referred to as Document 1)):

1. Irradiate an 1ris using near-infrared LED, or the like, to
obtain an 1r1s 1mage;

2. Detect the pupil/iris border and 1ris/sclera (white por-
tion) border to extract an 1ris region;

3. Transtorm pixel coordinate values of the iris region from
rectangular coordinates to polar coordinates;

4 Gabor-transiform the brightness of the coordinate-trans-
formed ir1s region;

5. Binarize the real part and imaginary part of the output of
the Gabor transform to generate an 1ris code;

6. Generate an ir1s code for a registrant through above steps
1 to 5 to register the 1r1s code 1n a registration database;
and

7 Generate an 1r1s code for a person who 1s to be authenti-
cated through above steps 1 to 5 and compare the gen-
crated ir1is code with the iris code 1n the registration
database to determine, based on differences between the
ir1s codes, whether or not he/she 1s a person who has
been registered in the registration database.

Near-infrared light 1s used for 1rradiation at step 1 because
it 1s not perceived by a human eye, and therefore, a person
who 1s to be authenticated does not feel glare. Almost all the
people on the earth have brown 1rises (some races have blue or
gray 1rises, but they are minorities 1n the world), and the 1ris
pattern of brown irises can be captured with high contrast
under near-infrared light although 1t 1s difficult to visually
identify the 1ris patter of brown irises under visible light. It
should be noted that the 1r1s pattern of blue or gray 1rises can
also be captured under near-infrared light.

DISCLOSURE OF INVENTION

Problems to be Solved by the Invention

In recent years, mobile terminals, such as cellular mobile
phones, PDAs, etc., have been rapidly widespread. It 1s
expected that authentication using such mobile terminals
(mobile authentication) will be widespread 1n the future. In
the case ol a mobile terminal, a camera incorporated therein
has relatively low quality (low S/N) because of cost and size
restrictions.
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2

In the case where the above-described conventional
method 1s carried out with a low-S/N camera, there 1s a high
possibility that a difference occurs between the 1r1s code
generated at the time of registration and the iris code gener-
ated at the time of authentication, due to bit inversion of iris
codes which 1s caused by video noise, a variation 1n the pupil
diameter, or the like. If this difference exceeds a predeter-
mined threshold value, a registered person 1s not authenti-
cated as he/she 1s, 1.e., so-called false rejection (FR) occurs.
That 1s, the false rejection rate increases because of the low
S/N of the camera.

In view of the above problems, an objective of the present
invention 1s to reduce the occurrence of false rejection 1n
personal authentication which uses 1ris 1mages even when a
low S/N camera 1s used.

Means for Achieving the Objective

For the purpose of achieving the above objective, accord-
ing to the present invention, 1ris codes obtained from a plu-
rality of images are subjected to rotational compensation and
then synthesized into a single ir1s code by determining the bit
value of each bit based on a majorty rule. Thus, the accuracy
of each bit of a finally-obtained 1ris code 1s improved, and 1ris
codes are stably obtained.

Alternatively, according to the present invention, 1ris
regions are extracted from a plurality of images, and the
extracted 1ris regions are subjected to polar coordinate trans-
formation, band limitation, and rotational compensation.
Thereatter, a plurality of resultant images are added together
and accumulated as a single image. Then, an 1ris code 1s
generated from the accumulated 1image. Thus, noise compo-
nents are canceled by each other at the time of accumulation
of the image even when the S/N of each of original 1images 1s
not sutficiently high. Therefore, the S/N 1s ameliorated, and a
single image having a high S/N 1s obtained. As aresult, stable
ir1s codes are generated.

Still alternatively, according to the present invention, 1r1s
regions are extracted from a plurality of images. The
extracted 1ris regions are subjected to polar coordinate trans-
formation and rotational compensation. A plurality of result-
ant 1images are added together and accumulated as a single
image. Band limitation 1s performed on the accumulated
image, and then, an ir1s code 1s generated from the band-
limited image. Thus, noise components are canceled by each
other at the time of accumulation of the image even when the
S/N of each of original images 1s not sufliciently high. There-
fore, the S/N 1s ameliorated, and a single 1mage having a high
S/N 1s obtained. As a result, stable 1ris codes are generated.

Effects of the Invention

An 1r1s code generation method of the present invention 1s
unsusceptible to the influence of video noise, and the like, and
therefore stably generates iris codes. Thus, occurrence of
false rejection (FR) 1s suppressed to a low rate even when
images are captured with a low S/N camera. That 1s, stable
personal authentication 1s realized even with a less expensive
camera. Therefore, the present invention has large practical
elfects.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a flowchart illustrating an 1ris authentication
method according to embodiment 1 of the present invention.

FIG. 2 shows an entire 1ris authentication system of the
present invention.

FIG. 3 shows the appearance of a cellular mobile phone
having an authentication function according to embodiments
of the present invention.
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FIG. 4 schematically shows an internal structure of the
cellular mobile phone of FIG. 3.

FIG. 5 shows the pupil perimeter and the ir1s perimeter.

FIG. 6 shows an ir1s 1mage over a xy-rectangular coordi-
nate system.

FIG. 7 shows an 1ris image over an rO-polar coordinate
system.

FIG. 8 shows analysis bands which are determined by
concentrically dividing an ir1s into eight ring parts.

FI1G. 9 shows a method for generating an ir1s code.

FI1G. 10 shows a method for rotationally compensating an
ir1s code.

FIG. 11 shows a method for synthesizing bits of 1ris codes
based on a majority rule.

FIG. 12 shows a distribution of the weight used 1n the 1r1s
code synthesis that 1s performed based on a weighted major-
ity rule.

FIG. 13 1s a flowchart illustrating an 1ris authentication
method according to embodiment 2 of the present mnvention.

FI1G. 14 shows a method for rotationally compensating the
output of Gabor transform.

FIG. 15 1llustrates accumulation of the outputs of Gabor
transform after rotational compensation.

FIG. 16 1s a flowchart illustrating an 1ris authentication
method according to embodiment 3 of the present invention.

FIG. 17 shows a method for rotationally compensating a
coordinate-transformed ir1s 1image.

FIG. 18 1llustrates accumulation of iris 1mages obtained
alter polar coordinate transformation.

FIG. 19 shows a cellular mobile phone having an authen-
tication function which 1s held by a user.

FIG. 20 1s a block diagram showing a device structure
according to embodiment 1 of the present invention.

FIG. 21 1s a block diagram showing a device structure
according to embodiment 2 of the present invention.

FIG. 22 1s a block diagram showing a device structure
according to embodiment 3 of the present invention.

FI1G. 23 1s a graph illustrating the relationship between the
S/N of a camera and the FRR.

FI1G. 24 15 a graph 1llustrating the relationship between the

number of mput images (n) and the improved amount of the
S/N (AS/N).

BEST MODE FOR CARRYING OUT TH.
INVENTION

L1

The first example of the present invention provides an 1ir1s
code generation method, comprising the steps of: inputting a
plurality of images; detecting 1ris regions from the plurality of
images; transforming coordinate system from a rectangular
coordinate system to a polar coordinate system for an 1mage
of each of the detected 1r1s regions; performing band limita-
tion on each of the coordinate-transformed 1mages; generat-
ing an 1ris code from each of the band-limited 1mages; rota-
tionally compensating each of the generated 1ris codes 1n a
circumierential direction; and synthesizing the rotationally-
compensated 1r1s codes 1nto a single 1ris code by determining
a bit value of each bit based on a majority rule.

The second example of the present invention provides an
ir1s code generation method, comprising the steps of: mnput-
ting a plurality of images; detecting 1r1s regions from the
plurality of 1images; transforming coordinate system from a
rectangular coordinate system to a polar coordinate system
for an 1mage of each of the detected 1ris regions; performing
band limmitation on each of the coordinate-transformed
images; rotationally compensating each of the band-limited
images 1 a circumierential direction; adding together the
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rotationally-compensated images to accumulate them as a
single 1image; and generating an 1ris code from the accumu-
lated 1mage.

The third example of the present invention provides an 1r1s
code generation method, comprising the steps of: inputting a
plurality of images; detecting 1ris regions from the plurality of
images; transforming coordinate system from a rectangular
coordinate system to a polar coordinate system for an image
of each ofthe detected 1r1s regions; rotationally compensating
cach of the coordinate-transformed 1mages 1n a circumieren-
tial direction; adding together the rotationally-compensated
images to accumulate them as a single 1mage; performing
band limitation on the accumulated 1image; and generating an
ir1s code from the band-limited image.

The fourth example of the present invention provides the
ir1s code generation method of any one of the first to third
examples wherein the band limitation 1s realized by Gabor
transform.

The fifth example of the present invention provides a per-
sonal authentication method using an 1ris 1image, comprising
a registration process and an authentication process, the reg-
istration process including the steps ol: generating an 1ris
code from an 1r1s 1mage; and registering the generated 1ris
code 1n a database, the authentication process including the
steps of: generating an ir1s code from an 1ris image; and
comparing the generated 1r1s code with the 1ris code registered
in the database to perform authentication, wherein, 1n at least
one of the registration process and the authentication process,
generation of the 1r1s code 1s performed using the 1ris code
generation method of any one of the first to third examples.

The sixth example of the present invention provides an ir1s
code registration device, comprising: an image input section;
an 1ris region extraction section for detecting an iris region
from an 1image 1nput to the 1mage 1mnput section; a polar coor-
dinate transformation section for transforming coordinate
system from a rectangular coordinate system to a polar coor-
dinate system for an 1image of the 1r1s regions obtained by the
ir1s region extraction section; a band limitation section for
performing band limitation on the coordinate-transformed
image output from the polar coordinate transformation sec-
tion; an 1ris code generation section for generating an iris code
from the band-limited image output from the band limitation
section; a rotational compensation section for rotationally
compensating the 1r1s code output from the 1r1s code genera-
tion section 1n a circumierential direction; an 1ris code syn-
thesis section for receiving a plurality of rotationally-com-
pensated 1ris codes output from the rotational compensation
section and synthesizing the plurality of 1ris codes into a
single 1ris code by determining a bit value of each bit based on
a majority rule; and an ir1s code registration section for reg-
istering the 1r1s code output from the iris code synthesis sec-
tion 1n a database.

The seventh example of the present invention provides an
ir1s code registration device, comprising: an image 1mput sec-
tion; an 1ri1s region extraction section for detecting an 1ris
region from an image input to the 1image iput section; a polar
coordinate transformation section for transforming coordi-
nate system from a rectangular coordinate system to a polar
coordinate system for an image of the ir1s regions obtained by
the 1r1s region extraction section; a band limitation section for
performing band limitation on the coordinate-transformed
image output from the polar coordinate transformation sec-
tion; a rotational compensation section for rotationally com-
pensating the band-limited image output from the band limi-
tation section 1 a circumierential direction; an i1mage
accumulation section for receiving a plurality of rotationally-
compensated 1mages output from the rotational compensa-
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tion section and adding together the plurality of rotationally-
compensated 1mages to accumulate them as a single 1image;
an 1ris code generation section for generating an 1ris code
from the 1mage accumulated in the 1image accumulation sec-
tion; and an 1r1s code registration section for registering the
ir1s code output from the 1r1s code generation section 1n a
database.

The eighth example of the present invention provides an
ir1s code registration device, comprising: an image mput sec-
tion; an 1ris region extraction section for detecting an iris
region from an 1mage input to the image input section; a polar
coordinate transformation section for transforming coordi-
nate system from a rectangular coordinate system to a polar
coordinate system for an image of the 1ris regions obtained by
the 1ris region extraction section; a rotational compensation
section for rotationally compensating the coordinate-trans-
formed 1mage output from the polar coordinate transforma-
tion section 1n a circumierential direction; an 1image accumu-
lation section for receiving a plurality of rotationally-
compensated 1mages output from the rotational
compensation section and adding together the plurality of
rotationally-compensated images to accumulate them as a
single 1image; a band limitation section for performing band
limitation on the 1mage accumulated 1n the 1mage accumula-
tion section; an ir1s code generation section for generating an
iris code from the image output from the band limitation
section; and an 1ris code registration section for registering
the 1r1s code output from the ir1s code generation section 1n a
database.

The minth example of the present invention provides an ir1s
authentication device, comprising: an image input section; an
1r1s region extraction section for detecting an 1ris region from
an 1mage input to the 1mage input section; a polar coordinate
transformation section for transforming coordinate system
from a rectangular coordinate system to a polar coordinate
system for an 1mage of the iris regions obtained by the 1ris
region extraction section; a band limitation section for per-
forming band limitation on the coordinate-transtformed image
output from the polar coordinate transformation section; an
ir1s code generation section for generating an 1iris code from
the band-limited 1image output from the band limitation sec-
tion; a rotational compensation section for rotationally com-
pensating the iris code output from the 1ris code generation
section 1n a circumierential direction; an 1ris code synthesis
section for recerving a plurality of rotationally-compensated
ir1s codes output from the rotational compensation section
and synthesizing the plurality of 1ris codes into a single 1ris
code by determining the bit value of each bit based on a
majority rule; and an 1iris code authentication section for
comparing the iris code output from the 1ris code synthesis
section with an ir1s code registered 1n a database to perform
authentication.

The tenth example of the present invention provides an 1r1s
authentication device, comprising: an 1mage input section; an
1r1s region extraction section for detecting an 1ris region from
an 1mage mput to the 1image input section; a polar coordinate
transformation section for transforming coordinate system
from a rectangular coordinate system to a polar coordinate
system for an 1mage of the iris regions obtained by the 1ris
region extraction section; a band limitation section for per-
forming band limitation on the coordinate-transformed image
output from the polar coordinate transformation section; a
rotational compensation section for rotationally compensat-
ing the band-limited image output from the band limitation
section 1n a circumierential direction; an 1image accumulation
section for recerving a plurality of rotationally-compensated
images output from the rotational compensation section and
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adding together the plurality of rotationally-compensated
images to accumulate them as a single 1mage; an 1ris code
generation section for generating an 1r1s code from the image
accumulated in the 1mage accumulation section; and an 1ris
code authentication section for comparing the 1ris code output
from the 1r1s code generation section with an 1r1s code regis-
tered 1n a database to perform authentication.

The eleventh example of the present invention provides an
ir1s authentication device, comprising: an 1mage input sec-
tion; an 1ris region extraction section for detecting an 1ris
region from an 1mage input to the image input section; a polar
coordinate transformation section for transforming coordi-
nate system from a rectangular coordinate system to a polar
coordinate system for an image of the 1ris regions obtained by
the 1r1s region extraction section; a rotational compensation
section for rotationally compensating the coordinate-trans-
formed 1image output from the polar coordinate transforma-
tion section in a circumierential direction; an 1mage accumu-
lation section for receiving a plurality of rotationally-
compensated 1mages output from the rotational
compensation section and adding together the plurality of
rotationally-compensated images to accumulate them as a
single 1mage; a band limitation section for performing band
limitation on the 1mage accumulated 1n the 1image accumula-
tion section; an ir1s code generation section for generating an
ir1s code from the image output from the band limitation
section; and an ir1s code authentication section for comparing,
the 1r1s code output from the 1r1s code generation section with
an 1r1s code registered 1n a database to perform authentication.

The twelfth example of the present mnvention provides an
ir1is authentication program for instructing a computer to
execute: an 1r1s code generation step of generating an authen-
tication ir1s code using the 1r1s code generation method of any
one of the first to third examples; and an authentication step of
comparing the authentication 1ris code with an iris code reg-
istered 1n a database to perform authentication.

Heremaiter, embodiments of the present mmvention are
described with reference to the drawings.

EMBODIMENT 1

A cellular mobile phone 1s an example of a mobile termi-
nal. Herein, embodiment 1 1s described with an example of a
cellular mobile phone having an authentication function.

FIG. 1 1s a flowchart illustrating a personal authentication
method which utilizes 1ris authentication according to
embodiment 1 of the present invention. FIG. 2 shows an entire
ir1s authentication system of the present invention. In embodi-
ment 1, a user (person who 1s to be authenticated) performs
ir1s authentication using a cellular mobile phone of FIG. 3
which has an authentication function.

In FIG. 2, an 1r1s authentication server 211 has an 1ris
database 212 for storing iris feature amount data of a plurality
of persons and 1s connected to a network 213, such as the
Internet, a private line, a public network, or the like. An 1ris
registration device 214 and 1ris authentication device 215 are
also connected to the network 213. The function of the iris
authentication server 211 1s to manage the 1r1s database 212.
The 1ris registration device 214 transmits an ir1s code gener-
ated at the time of registration (in the registration process) to
the 1r1s database 212. The ir1s authentication device 2135 com-
pares an 1r1s code generated at the time of authentication (in
the authentication process) with the iris code obtained from
the 1r1s database 212, which has been generated at the time of
registration, thereby performing personal authentication.

It should be noted that each region or each organization
which utilizes the ir1s personal authentication system may
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have one 1ris authentication servers 211 or may have a plu-
rality of ir1s authentication servers 211 including mirror serv-
ers for load distribution. The 1ris database 212 may be con-
nected to the 1ris authentication server 211 through a network.

The 1ris registration device 214 may only capture an 1ir1s
image for registration and send the captured image to the 1ris
authentication server 211, and 1n such a case, generation of an
ir1s code may be performed in the 1ris authentication server
211. Alternatively, all of the functions of the 1r1s registration
device 214 may be incorporated in the iris authentication
server 211.

The ir1s authentication device 215 may only captures an 1r1s
image for authentication and send the captured image to the
ir1s authentication server 211, and in such a case, generation
ol an 1r1s code may be performed 1n the iris authentication
server 211. In an alternative example, the comparison of the
authentication iris code with the registered iris code 1s also
performed in the 1r1s authentication server 211, and the ir1s
authentication device 215 recerves only a result of authent-
cation. Alternatively, the 1ris authentication device 215 may

have all of the functions of FIG. 2 to perform registration,
storage of 1ris data, and authentication.

The cellular mobile phone 10 having an authentication
tunction, which 1s shown in FIG. 3, 1s a commonly-employed
cellular mobile phone which has a camera 11 for capturing an
iris 1mage. Examples of the size (number of pixels) of an
image captured by the camera 11 include CIF size (352 pix-

clsx288 pixels), QVGA size (320 pixelsx240 pixels), VGA
s1ze (640 pixelsx480 pixels), SVGA size (800 pixelsx600
pixels), XGA size (1024 pixelsx768 pixels), SXGA size
(1240 pixelsx1024 pixels), UXGA size (1600 pixelsx1200
pixels), etc. In addition to the camera 11, the cellular mobile
phone 10 includes a monitor 13, operation buttons 14, a
loudspeaker 15, a microphone 16, an antenna 17, etc. The
monitor 13 displays an 1ris image which 1s being captured and
a result of authentication.

Referring to the internal structure shown in FIG. 4, in
authentication means 21, a camera control section 22, a moni-
tor control section 24 and an authentication processing sec-
tion 26 are connected to a main control section 27. The cam-
era control section 22 controls the camera 11 to capture 1ris
images, and the captured 1ris 1images are accumulated 1n an
image memory 25. The authentication processing section 26
performs an authentication process using the iris 1mages
accumulated 1n the 1image memory 25.

Hereinafter, the process of the personal authentication
method of embodiment 1 1s described according to the flow of
FIG. 1. FIG. 1 shows both the flow of the process performed
in the registration section (iris registration device) 214 and the
flow of the process performed 1n the authentication section
(ir1s authentication device) 215. Herein, the process in the
authentication section 215 1s described as an example.

In the first place, a user (person who 1s to be authenticated)
holds the cellular mobile phone 10 of FIG. 3 as shown 1n FIG.
19 to capture a plurality of 1r1s 1images (N 1mages: N 1s an
integer equal to or greater than 2) (Step 15). At the time of
capturing, the user holds the cellular mobile phone 10 at a
position distant from his/her eye by a predetermined distance
(e.g., about 20 cm 1n the case where the camera 11 1s a
unifocal camera) and adjusts the position of the cellular
mobile phone 10 such that the entire area of the 1r1s 1s included
in a view field and proper focus 1s attained while confirming
that an 1r1s 1image captured by the camera 11 1s displayed on
the monitor 13. Then, the user depresses a capture button
which 1s allocated to one of the operation buttons 14. This
operation 1s repeated N times. Alternatively, a capture start
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button may be depressed once to obtain a series of N frame
images while taking a moving video picture.

Following processes 2b to 75 are carried out by the authen-
tication processing section 26. Herein, a method disclosed in
Document 1 mentioned above 1s basically used. General fea-
tures of the method of Document 1 are as shown below:

(I) Determine the 1r1s perimeter (ir1s/sclera border) and the
pupil perimeter (pupil/iris border) to extract an 1ris
region;

(II) Transform the extracted ir1s region from the xy-rectan-
gular coordinate system to the rO-polar coordinate sys-
tem;

(III) Determine analysis regions (by concentrically divid-
ing the 1r1s region into 8 ring parts);

(IV) Subject the 1ris region to multi-scale 2-d Gabor trans-
form and binarize a signal obtained after the Gabor
transform. The binarized signal 1s used as an 1r1s code;

(V) Compare (exclusive OR) an ir1s code generated at the
time ol authentication with an ir1s code registered in
advance to calculate the hamming distance between the
two compared codes; and

(VD) If the hamming distance 1s lower than a threshold
value, accept the user as a registrant but otherwise reject
as a non-registrant.

FIG. 5 shows the positions of the ir1s perimeter and the
pupil perimeter for Step (I). FIG. 6 shows an area enclosed by
the 1r1s perimeter and the pupil perimeter which 1s extracted as
an 1r1s region and expressed 1n the xy-rectangular coordinate
system. At this point in time, the effect of translation of the ir1s
region has been absorbed. FIG. 7 shows the iris region
expressed 1n the rO-polar coordinate system where the center
of the pupil 1s at the center of the system (transformation of
Step (11)). The value of r at the pupil perimeter 1s set to 0 and
the value of r at the 1r1s perimeter 1s set to 1, whereby the
difference 1n the degree of opening of the pupil and the effect
ol expansion/contraction of the pupil are absorbed.

FIG. 8 shows 8 ring-shaped analysis regions determined at
Step (I1I). FIG. 9 illustrates generation of an 1ris code at Step
(IV) wherein brightness signal (a) obtained after the analysis
regions of FIG. 8 have been determined 1s subjected to Gabor
transform (signal (b)), and a resultant signal 1s binarized
(s1ignal (¢)). Although the signal 1s actually a two-dimensional
signal, but 1t 1s shown 1n the form of a one-dimensional signal
for simplicity of i1llustration. Signal (a) 1s an angular direction
brightness signal 1n one of the 8 rings. Although, in an actual
case, multi-scale Gabor transform 1s employed and even a
single-scale Gabor transform output includes a real part and
an 1maginary part, signals (b) and (c¢) are the results dertved
from the real part of the Gabor transtorm output for a certain
scale. The position of each bit of the binary ir1s code (c)
corresponds to a position over the 1ris 1image.

In view of such 1r1s authentication process of Document 1,
embodiment 1 of the present invention performs the process
described below.

In the first place, N 1ris 1images are captured (Step 15). An
ir1s region 1s extracted from each of the plurality of captured
images (Step 2b). For each extracted iris region image, the
coordinate system 1s transformed from the rectangular coor-
dinate system to the polar coordinate system (Step 3b). Fea-
ture extraction 1s performed with band limitation by, for
example, Gabor transform (Step 4b). N 1ris codes (for
example, 2048 bits) are generated from the band-limited
images as 1ris data which represents the feature amount for
authentication (Step 55). The above process 1s performed 1n
the same way as above-described process (I) to (IV). As a
result, the 1ris codes from which the effects of translation,
expansion/contraction, the difference in the degree of open-
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ing of the pupil, the eccentricity of the pupil, etc., are
removed, are generated from a plurality of ir1s images.

Then, rotational compensation 1s performed between ir1s
codes as pre-processing for synthesis of the plurality of 1ris
codes (Step 6b). That 1s, there 1s a possibility that a deviation
in an angular direction exists among the generated N 1ris
codes due to the tilt of a face or the rotation of an eye ball, and
this deviation has been corrected. As shown in FIG. 10, one of
the N 1ris codes (for example, the first generated ir1s code) 1s
employed as a reference 1ris code, the other iris codes are
rotated to a predetermined area to perform matching, and the
shift amount 1s determined such that the humming distance
becomes minimum, whereby the rotational compensation 1s
performed. In FIG. 10, the 1r1s code for one of the 8 rings in
the 1r1s region 1s shown for simplicity of illustration.

The pupil of a human eye contracts according to a change
in the environment, such as brightness, or the like, or achange
in the physical condition, the state of feeling, or the like.
Theretore, the effect of video noise on the 1ris pattern, or the
like, cannot be reduced by simple addition of a plurality of
images. Thus, registration 1s performed with no effect of
expansion/contraction through the above process at Steps 256
to 6b.

Then, the plurality of ir1s codes obtained after the rotational
compensation are synthesized mto a single 1ris code (Step
7b), whereby a final 1ris code for authentication 1s obtained.
The synthesis of the 1ris codes 1s realized by selecting the
value of each bit of the N ir1s codes obtained atfter the rota-
tional compensation from “0” or “1” based on a majority rule.
That 1s, the value of each bit of the 1ris code obtained after the
synthesis 1s determined based on the majority rule. In the
example shown 1n FIG. 11, the bit values at the lowest bit of
the 1r1s codes include more “1”’s than “0”’s. Accordingly, the
bit value of the lowest bit of the 1r1s code obtained after the
synthesis 1s determined to be “17.

Returming to FI1G. 1, the 1ris code synthesized 1in process 75
1s compared with the ir1s code registered 1n advance in the 1ris
database 212 to perform authentication using matching score
(humming distance: HD value) (Step 9). If the hamming
distance 1s equal to or lower than predetermined threshold
value TH1, the user 1s accepted as a registrant but otherwise
rejected as a non-registrant. Then, the final authentication
result 1s displayed on the monitor 13 of the cellular mobile
phone 10 of FIG. 3.

The process 1n the registration section 214 1s substantially
the same as that described above. For example, an ir1s code for
registration 1s generated from a plurality of images through
processes 1a to 7a which are the same as processes 16to0 75 1n
the authentication section 215. The generated registration ir1s
code 1s registered 1n the 1ris database 212 (Step 8).

As described above, according to embodiment 1, after the
registration 1n a rotational direction, a plurality of ir1s codes
obtained from a plurality of 1r1s images are synthesized into a
single 1ris code by determining the value of each bit based on
a majority rule. With such an operation, the iris codes are
stably obtained, and therefore, 1r1s authentication can be per-
tormed with reduced false rejection (FR) even when images
captured by a low S/N camera are used.

The operation based on the majority rule, which 1s per-
formed 1n the synthesis of iris codes, 1s not limited to the
simple majority rule described above 1n embodiment 1. Vari-
ous methods are possible within the scope of the present
invention. For example, a weight 1s added to each of the 1ris
codes to be synthesized, and the operation based on the major-
ity rule 1s performed on the ir1s codes including the added
weights. The weight 1s determined for each 1iris code, for
example, according to the relationship shown in FIG. 12
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based on the minimum HD value obtained at the time of
comparison with the registered iris code. By adding the
weights as 1llustrated 1n FIG. 12, information of an ir1s code
which gives a small HD value 1s used with higher priority in
the synthesis of ir1s codes.

In the above example of embodiment 1, at the time of
authentication, all of processes 2b to 7b and 9 are performed
at the terminal. However, in an alternative example of
embodiment 1, only process 1b for capturing a plurality of
images 1s performed at the terminal, the plurality of captured
images are sent to a server through a network, and the images
are subjected to processes 26 to 7b and 9 on the server. In this
case, the result of authentication 1s calculated on the server, a
calculation result 1s sent to the terminal through the network
again, and the result of authentication 1s displayed on the
monitor 13 of the terminal. Likewise, in an alternative
example, at the time of registration, process 1a for capturing
a plurality of images 1s performed at the terminal, the plurality
of captured 1mages are sent to the server through the network,
and processes 2a to 7a and 8 are performed on the server.

FIG. 20 1s a block diagram showing an example of the
device structure according to embodiment 1. Part (a) shows
an 1ris code registration device. Part (b) shows an 1ris authen-
tication device. The 1ris code registration device 30 shown 1n
FIG. 20(a) includes an image input section 31, 1ris code
generation means 32 for generating an 1r1s code from a plu-
rality of images input to the image input section 31, and an 1r1s
code registration section 33 for registering the 1ris code gen-
erated by the 1r1s code generation means 32 1n the 1ris database
212. The 1r1s authentication device 40 shown 1n FIG. 20(b)
includes an 1mage input section 41, 1ris code generation
means 42 for generating an 1r1s code from a plurality of
images mnput to the image mput section 41, and an 1ris code
authentication section 43 for comparing the 1ris code gener-
ated by the 1ris code generation means 42 with the iris codes
registered 1n the 1ris database 212 to perform authentication.
The ir1s code generation means 32 and 42 generate 1ris codes
according to the method described 1n embodiment 1. The 1ris
code generation means 32 and 42 respectively include 1ris
region extraction sections 34 and 44 for detecting an 1ris
region from an 1image input to the image imnput sections 31 and
41; polar coordinate transformation sections 35 and 45 for
transforming the coordinate system from the rectangular
coordinate system to the polar coordinate system for an image
of an 1ris region obtained by the 1ris region extraction sections
34 and 44; band limitation sections 36 and 46 for performing
band limitation on the coordinate-transformed 1mages output
from the polar coordinate transformation sections 35 and 45;
ir1is code generation sections 37 and 47 for generating 1ris
codes from the band-limited images output from the band
limitation sections 36 and 46; rotational compensation sec-
tions 38 and 48 for rotationally compensating the ir1s codes
output from the 1ris code generation sections 37 and 47 1n a
circumierential direction; and 1ris code synthesis sections 39
and 49 for receiving a plurality of rotationally-compensated
ir1s codes output from the rotational compensation sections
38 and 48 and synthesizing the 1ris codes into a single 1ris
code by determining the bit value of each bit based on a
majority rule. The iri1s codes output from the ir1s code syn-
thesis sections 39 and 49 are transmitted to the 1ris code
registration section 33 and the ir1s code authentication section
43, respectively.

EMBODIMENT 2

FIG. 13 15 a flowchart 1llustrating a personal authentication
method which uses 1ris authentication according to embodi-
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ment 2 of the present mvention. In FIG. 13, the same pro-
cesses as those of FIG. 1 are denoted by the same reference
numerals used 1 FIG. 1, and descriptions thereof are herein
omitted. Embodiment 2 1s different from embodiment 1 1n
that in embodiment 2 an 1mage obtained after Gabor trans-
form performed as the band limitation process (da, 4b) 1s
subjected to rotational compensation (108a, 1085), addition/
accumulation (109a, 1095), and 1r1s code generation (110aq,
1105).

The rotational compensation performed on the Gabor
transform output 1s performed by determining the shift
amount 1n an angular direction such that the difference (sum
of squared residuals or sum of absolute residuals) between the
rotationally-compensated Gabor transform output and the
reference Gabor transform output becomes the minimum. In
FIG. 14, for simplicity of illustration, the real part of a result
of the Gabor transform performed on one of the 8 rings of the
ir1s region for a certain scale 1s expressed.

Then, as shown 1n FIG. 15, the outputs of Gabor transform
performed on a plurality of images (N 1images) aiter rotational
compensation are added together and accumulated as a single
image. An ir1s code 1s then generated from the accumulated
image.

As described above, according to embodiment 2, iris
images extracted from a plurality of images are subjected to
polar coordinate transformation, band limitation, and rota-
tional compensation, and then accumulated as a single image.
From the accumulated image, an 1r1s code 1s generated. Thus,
even when the SIN of each original image 1s not sufficiently
high, noise components in the accumulated single image are
canceled by each other, and accordingly, the high SIN 1is
obtained. Therefore, an ir1s code 1s stably obtained so that 1ris
authentication is performed with reduced false rejection (FR)
rate.

In an alternative example of embodiment 2, as described in
embodiment 1, at the time of authentication, only process 156
for capturing a plurality of 1mages 1s performed at the termi-
nal, the plurality of captured images are sent to a server
through a network, and the 1images are subjected to processes
26 to 45, 1085 to 1105, and 9 on the server. Likewise, 1n an
alternative example, at the time of registration, process 1a for
capturing a plurality of images 1s performed at the terminal,
the plurality of captured 1images are sent to the server through
the network, and processes 2a to 4a, 108a to 110qa, and 8 are
performed on the server.

FIG. 21 1s a block diagram showing an example of the
device structure according to embodiment 2. Part (a) shows
an 1ris code registration device. Part (b) shows an 1r1s authen-
tication device. In FIG. 21, the same components as those of
FIG. 20 are denoted by the same reference numerals used 1n
FIG. 20.

The ir1s code registration device 30A shown in FIG. 21(a)
includes an i1mage input section 31, iris code generation
means 32A for generating an 1ris code from a plurality of
images input to the image iput section 31, and an 1ris code
registration section 33 for registering the ir1s code generated
by the 1r1s code generation means 32A 1n the 1r1s database 212.
The 1ris authentication device 40A shown i FIG. 20())
includes an i1mage input section 41, 1ris code generation
means 42A for generating an 1ris code from a plurality of
images 1mput to the image mput section 41, and an 1r1s code
authentication section 43 for comparing the 1ris code gener-
ated by the ir1s code generation means 42A with the ir1s codes
registered 1n the 1ris database 212 to perform authentication.
The 1ris code generation means 32A and 42A generate 1ris
codes according to the method described 1n embodiment 2.
The ir1s code generation means 32A and 42A respectively
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include 1ris region extraction sections 34 and 44 for detecting
an 1r1s region from an image input to the 1mage input sections
31 and 41; polar coordinate transformation sections 35 and 45
for transforming the coordinate system from the rectangular
coordinate system to the polar coordinate system for an image
of an 1ris region obtained by the 1ris region extraction sections
34 and 44; band limitation sections 36 and 46 for performing
band limitation on the coordinate-transformed 1mages output
from the polar coordinate transformation sections 35 and 45;
rotational compensation sections 31 and 34 for rotationally
compensating the band-limited images output from the band
limitation sections 36 and 46 1n a circumierential direction;
image accumulation sections 52 and 55 for receiving a plu-
rality of rotationally-compensated 1mages output from the
rotational compensation sections 51 and 54 and adding
together these 1images to accumulate them as a single 1image;
and 1ris code generation sections 53 and 56 for generating 1ris
codes from the 1mages accumulated 1n the 1mage accumula-
tion sections 52 and 55. The 1r1s codes output from the 1r1s
code generation sections 53 and 56 are transmitted to the 1ris
code registration section 33 and the 1ris code authentication
section 43, respectively.

EMBODIMENT 3

FIG. 16 15 a flowchart 1llustrating a personal authentication
method which uses 1ris authentication according to embodi-
ment 3 of the present invention. In FIG. 16, the same pro-
cesses as those of FIG. 1 or FIG. 13 are denoted by the same
reference numerals used 1n FIG. 1 or FIG. 13, and descrip-
tions thereot are herein omitted. Embodiment 3 1s different
from embodiments 1 and 2 1n that 1n embodiment 3 an 1mage
obtained after polar coordinate transformation (3a, 3b) 1s
subjected to rotational compensation (111q, 1115), addition/
accumulation (112a, 1125), Gabor transform as the band
limitation process (113q, 1135), and inis code generation
(1104, 1105).

The rotational compensation performed on a coordinate-
transformed i1mage 1s performed by determining the shift
amount in an angular direction as shown 1n FIG. 17 such that
the difference (sum of squared residuals or sum of absolute
residuals) between the rotationally-compensated 1image and
the reference ir1s region image (which has been transformed
to the polar coordinate system) becomes the minimum.

Then, as shown i FIG. 18, a plurality of rotationally-
compensated 1images (N 1mages) are sequentially added and
accumulated as a single image. By such accumulation of
images, random noise components 1n the images are canceled
by each other, and accordingly, the S/N of the images are
ameliorated. The accumulated images are subjected to Gabor
transform, and an 1ris code 1s generated from the Gabor-
transiformed 1mages.

As described above, according to embodiment 3, iris
images extracted from a plurality of 1images are subjected to
polar coordinate transformation and band limitation and then
accumulated as a single image. The accumulated 1image 1s
subjected to band limitation, and an 1ris code 1s generated
from the band-limited image. Thus, the 1ris code 1s generated
from an 1mage having ameliorated S/N, 1n which noise com-
ponents are canceled by each other. Therefore, an 1r1s code 1s
stably obtained so that ir1s authentication 1s performed with
reduced false rejection (FR) rate.

In an alternative example of embodiment 3, as described 1n
embodiments 1 and 2, at the time of authentication, only
process 1b for capturing a plurality of images 1s performed at
the terminal, the plurality of captured 1mages are sent to a
server through a network, and the images are subjected to
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processes 2b, 3b, 1115 to 113H, 1105, and 9 on the server.
Likewise, 1n an alternative example, at the time of registra-
tion, process la for capturing a plurality of 1images 1s per-
formed at the terminal, the plurality of captured images are
sent to the server through the network, and processes 2a, 3a,
111a to 113a, 110a, and 8 are performed on the server.

FIG. 22 1s a block diagram showing an example of the
device structure according to embodiment 3. Part (a) shows
an 1ris code registration device. Part (b) shows an 1r1s authen-
tication device. In FIG. 22, the same components as those of
FIG. 20 are denoted by the same reference numerals used 1n
FIG. 20.

The 1r1s code registration device 30B shown 1n FIG. 22(a)
includes an 1mage input section 31, iris code generation
means 32B for generating an ir1s code from a plurality of
images input to the image input section 31, and an 1ris code
registration section 33 for registering the 1r1s code generated
by the ir1s code generation means 32B 1n the 1r1s database 212.
The 1ris authentication device 40B shown in FIG. 22(b)
includes an i1mage input section 41, 1ris code generation
means 42B for generating an iris code from a plurality of
images 1mput to the image mput section 41, and an 1r1s code
authentication section 43 for comparing the 1ris code gener-
ated by the ir1s code generation means 42B with the ir1s codes
registered 1n the 1ris database 212 to perform authentication.
The 1r1s code generation means 32B and 42B generate iris
codes according to the method described 1n embodiment 3.
The 1r1s code generation means 32B and 42B respectively
include 1ris region extraction sections 34 and 44 for detecting
an 1ris region from an 1image input to the image mput sections
31 and 41; polar coordinate transformation sections 35 and 435
for transforming the coordinate system from the rectangular
coordinate system to the polar coordinate system for an image
of an 1ris region obtained by the 1ris region extraction sections
34 and 44; rotational compensation sections 61 and 65 for
rotationally compensating the coordinate-transformed
images output from the polar coordinate transformation sec-
tions 35 and 45 1n a circumierential direction; 1image accu-
mulation sections 62 and 66 for receiving a plurality of rota-
tionally-compensated images output from the rotational
compensation sections 61 and 635 and adding together these
images to accumulate them as a single 1mage; band limitation
sections 63 and 67 for performing band limitation on the
images accumulated 1n the 1image accumulation sections 62
and 66; and 1r1s code generation sections 64 and 68 for gen-
erating 1ris codes from the images output from the band
limitation sections 63 and 67. The ir1s codes output from the
ir1s code generation sections 64 and 68 are transmitted to the
ir1s code registration section 33 and the 1ris code authentica-
tion section 43, respectively.

As for embodiments 2 and 3 described above, the relation-
ship between the number of pixels and the authentication
accuracy 1s supplementarily described.

In the case where registration and authentication are per-
formed with a single registered 1mage and a single authenti-
cation image, the S/N of a camera and the FRR (false rejection
rate) have the relationship shown 1n FIG. 23. That 1s, as shown
in FIG. 23, the FRR 1ncreases as the S/N of the camera
decreases; conversely, the FRR decreases as the S/N of the
camera increases. The relationship between the S/N of the
camera and the FRR 1s determined according to the contrast
of the ir1s pattern 1n each 1ris image and the definition of the
1r1s 1mage.

Due to the relationship shown 1n FIG. 23, 11 the S/N of a
camera used 1s once determined (S/N, in FIG. 23), the FRR
for a case where registration and authentication are per-
tformed with a single registered 1mage and a single authenti-
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cation 1image 1s also determined (FRR, 1n FIG. 23). In an
alternative case described below, registration and authentica-
tion are performed with a registration code generated from a
plurality of images and an authentication code generated
from a plurality of images.

If n 1mages of the same noise level (images obtained after
band limitation or images obtained after polar coordinate

transformation in embodiments 2 and 3) are added/accumu-
lated, the signal level 1s multiplied n times while the noise
level 1s multiplied |n times so that the S/N 1s ameliorated.
That 1s, the S/N for a single image 1s:

S
S/N =20log—,
/ gy

and the S/N for a case where n 1images are added/accumulated
1S:

.S
S /N = 20log

vV N

S
= QGlﬂgﬁ + 10logn.

Thus, the S/N for n images 1s improved as compared with the
S/N for a single image by 10 logn.

In FIG. 23, the number of input images 1s determined
according to the difference between a target S/N (S/N, ) cor-
responding to a target FRR (FRR,) and the S/N of a camera
used (S/N,), 1.e., AS/N. FIG. 24 shows the relationship
between the number of input 1mages (n) and the improved
amount ol the S/N (AS/N). As seen from FIG. 24, for the
numbers of 1mages, 2, 4, 8, 16, and 32, the S/N 1s improved by
about 3 dB, 6 dB, 9 dB, 12 dB, and 15 dB, respectively.

In the above-described examples of the embodiments, iris
codes are generated using the same method 1n both registra-
tion and authentication. However, 1t 1s not necessary to use the
same 1r1s code generation method for the registration process
and the authentication process. For example, at the time of
registration, an ir1s code 1s generated from a single 1r1s 1image
using a high quality (high S/N) camera according to the
method disclosed 1n Document 1, while at the time of authen-
tication an 1ris code 1s generated using any of the methods of
the embodiments of the present invention. Alternatively, in
the case where any of the methods of the embodiments of the
present invention 1s used 1n both registration and authentica-
tion, different methods may be used in registration and
authentication.

In the above embodiments, band limitation for feature
extraction 1s realized by Gabor transform, but the feature
extraction method 1s not limited thereto. For example, feature
extraction may be realized by band limitation using a differ-
ent band pass filter.

In the above-described embodiments, examples of using a
cellular mobile phone which has an authentication function
have been described. However, it 1s apparent that the effects of
the present invention are obtained not only with the cellular
mobile phone having an authentication function but also with
other authentication devices, and such cases are also within
the scope of the present invention.

The entirety or part of the processes described in the above
embodiments can be carried out by executing a program on a
computer. For example, a computer and a memory for storing
an 1ris authentication program are incorporated in an 1ris
authentication device. This 1ris authentication program
instructs the computer to perform the 1iris code generation step
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ol generating an authentication iris code using the iris code
generation method described 1n the above embodiments and
the authentication step of comparing the authentication iris
code with an 1ris code registered 1n the database to perform
authentication.

INDUSTRIAL APPLICABILITY

An 1r1s code generation method of the present invention 1s
unsusceptible to the influence of video noise, a vanation in the
pupil diameter, and the like, and therefore stably generates
iris codes. Thus, the 1ris code generation method of the
present invention 1s useiul, for example, i applications of
personal authentication using a terminal device which incor-
porates a low S/N camera with high probability.

The mvention claimed 1s:
1. An 1r1s code generation method, comprising
a processor to perform the steps of:
inputting a plurality of images;
detecting 1r1s regions from the plurality of images;
transforming coordinate system from a rectangular coor-
dinate system to a polar coordinate system for an image
of each of the detected ir1s regions;
performing band limitation on each of the coordinate-
transformed 1images;
generating an 1ris code from each of the band-limited
1mages;
rotationally compensating each of the generated ir1s codes
in a circumfierential direction; and
synthesizing the rotationally-compensated 1ris codes mnto a
single 1ris code by determining a bit value of each bit
based on a majority rule that selects a bit value of the
single 1r1s code based on a majority occurrence of bit
values 1n the ir1s codes.
2. The 1r1s code generation method according to claim 1,
wherein the band limitation is realized by Gabor transform.
3. A personal authentication method using an 1ris 1mage,
comprising a registration process and an authentication pro-
Ccess,
the registration process performed by a processor iclud-
ing the steps of:
generating an 1r1s code from an 1ris 1mage; and
registering the generated 1ris code 1n a database,
the authentication process performed by a processor
including the steps of:
generating an 1ris code from an 1ris 1mage; and
comparing the generated 1ris code with the 1r1s code regis-
tered 1n the database to perform authentication,
wherein, 1n at least one of the registration process and the
authentication process, generation of the 1ris code 1s
performed using the iris code generation method of
claim 1.
4. An 1r1s code registration device, comprising:
an 1mage mnput section;
an 1r1s region extraction section for detecting an 1ris region
from an 1mage input to the 1mage 1nput section;

a polar coordinate transformation section for transforming,
coordinate system from a rectangular coordinate system
to a polar coordinate system for an image of the iris
regions obtained by the 1ris region extraction section;

a band limitation section for performing band limitation on
the coordinate-transtormed 1mage output from the polar
coordinate transformation section; an 1ris code genera-
tion section for generating an 1ris code from the band-
limited 1mage output from the band limitation section;
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a rotational compensation section for rotationally compen-
sating the ir1s code output from the iris code generation
section 1n a circumferential direction:

an 1r1s code synthesis section for recerving a plurality of
rotationally-compensated 1ris codes output from the
rotational compensation section and synthesizing the
plurality of 1r1s codes 1nto a single 1ris code by determin-
ing a bit value of each bit based on a majority rule that
selects a bit value of the single 1ris code based on a
majority of occurrences of bit values 1n the 1ris codes;
and

an 1ris code registration section for registering the 1ris code
output from the 1ris code synthesis section 1n a database.

5. An 1ri1s authentication device, comprising:

an 1image mput section;

an 1ris region extraction section for detecting an iris region
from an 1mage 1nput to the image mput section;

a polar coordinate transformation section for transforming
coordinate system from a rectangular coordinate system
to a polar coordinate system for an image of the iris
regions obtained by the ir1s region extraction section;

a band limitation section for performing band limitation on
the coordinate-transformed 1image output from the polar
coordinate transformation section;

an 1r1s code generation section for generating an 1ris code
from the band-limited image output from the band limi-
tation section;

a rotational compensation section for rotationally compen-
sating the ir1s code output from the iris code generation
section 1n a circumierential direction;

an 1r1s code synthesis section for recerving a plurality of
rotationally-compensated 1ris codes output from the
rotational compensation section and synthesizing the
plurality of 1ris codes 1nto a single 1r1s code by determin-
ing the bit value of each bit based on a majority rule that
selects a bit value of the single 1ris code based on a
majority of occurrences of bit values 1n the ir1s codes;
and

an 1r1s code authentication section for comparing the iris
code output from the ir1s code synthesis section with an
ir1s code registered 1n a database to perform authentica-
tion.

6. An 1ris authentication program stored on a computer-
readable medium for mstructing a computer to execute:

an 1r1s code generation step of generating an authentication
ir1s code using the 1r1s code generation method of claim
1;: and

an authentication step of comparing the authentication iris

code with an 1r1s code registered in a database to perform
authentication.

7. The method of claim 1 wherein the majority rule selects
a particular bit value of the single 1r1s code based on amajority
of occurrences of bit values at predetermined bit positions 1n
the 1r1s codes, wherein the predetermined bit positions are
predetermined for a particular bit position of the particular bit
value 1n the single 1ris code.

8. The device of claim 4 wherein the majority rule selects a
particular bit value of the single 1r1s code based on a majority
of occurrences of bit values at predetermined bit positions 1n
the 1r1s codes, wherein the predetermined bit positions are
predetermined for a particular bit position of the particular bit
value 1n the single 1ris code.

9. The device of claim 5 wherein the majority rule selects a
particular bit value of the single 1r1s code based on a majority
of occurrences of bit values at predetermined bit positions 1n
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the 1ris codes, wherein the predetermined bit positions are
predetermined for a particular bit position of the particular bit
value 1n the single 1ris code.

10. The method of claim 1 wherein the iris codes have

weights, and the majority rule calculates the greatest number 3

ol occurrences at least 1n part by applying the weights to
adjust priority of occurrences of bit values of the ir1s codes.

11. The method of claim 4 wherein the iris codes have
weights, and the majority rule calculates the greatest number

18

ol occurrences at least in part by applying the weights to
adjust priority of occurrences of bit values of the ir1s codes.

12. The method of claim 5 wherein the iris codes have
weights, and the majority rule calculates the greatest number
ol occurrences at least in part by applying the weights to
adjust priority of occurrences of bit values of the iris codes.
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