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METHODS AND APPARATUS FOR
SUPPORTING SESSION REGISTRATION
MESSAGING

RELATED APPLICATIONS

The present application 1s a continuation-in-part of U.S.

patent application Ser. No. 10/167,668, filed Jun. 11, 2002
now U.S. Pat. No. 6,970,445, which 1s titled “Methods and
Apparatus For Supporting Session Signaling And Mobility
Management 1n A Communications System” which claims
the benefit of the following applications: U.S. Provisional
Patent Application Ser. No. 60/298,283, filed on Jun. 14,
2001, titled “Location of SIP Proxy Server in Wireless Access
Router”; U.S. Provisional Patent Application Ser. No. 60/369,
016, filed on Apr. 1, 2002, titled: “Methods and Apparatus for
Registration for SIP Services in Mobile Networks”; U.S.
Provisional Patent Application Ser. No. 60/370,524, filed on
Apr. 5, 2002, titled: “Methods and Apparatus for SIP Message
Forwarding and Redirection”; and U.S. Provisional Patent
Application Ser. No. 60/313,035, filed on Aug. 16, 2001,
titled: “A Method for Controlling IP Applications During,
Network Changes that Result in Resource Shortages™, each of
the above mentioned patent applications 1s hereby expressly
incorporated by reference.

FIELD OF THE INVENTION

The present invention 1s directed to methods and apparatus
for establishing a data communication session and, more
particularly, to methods and apparatus for establishing a data
communication session through an access node 1n a multi-
node network, e.g., a cellular network 1n which mobile end
systems communicate with each other and other end systems
through access nodes.

BACKGROUND

Internet Protocol (IP) technology 1s designed to enable
packet-switched interconnection of a heterogencous set of
computers and communication networks. A potentially
diverse set of network and link layer technologies are inter-
connected through nodes, e.g., gateways (or routers), that
provide a packet forwarding service. Information 1s trans-
terred between end nodes (or hosts) as blocks of data called
datagrams, where source and destination hosts are 1dentified
by fixed length addresses. Routing in IP internetworks 1s
connectionless 1n nature, in that datagrams are forwarded
between routers on a hop-by-hop basis using the destination
address 1n the datagram.

Mobile IP (Ref: IETF RFC 2002) enables an IP host, also
called a “mobile node” 1in the context of Mobile IP, to dynami-
cally change 1ts point of attachment to the network, yet
remain contactable via a previously given “home address™. To
achieve this a temporary local address or “care of address™ 1s
associated with the mobile node when 1t visits a foreign
network. In some cases the care of address 1s that of a “foreign
agent’” that assists in this process, while in other cases the care
of address may be directly assigned to the mobile node. The
care ol address 1s registered back on the home network 1n a
node referred to as the “home agent”. The home agent inter-
cepts packets destined to the home address of the mobile node
and redirects the packets, by means of encapsulation and
tunneling, towards the care of address associated with mobile
node 1n the visited network. Upon delivery to the care of
address, the encapsulation 1s removed and the original packet
destined to the home address 1s delivered to the mobile node.
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2

The Session Imitiation Protocol (SIP) (Ref: IETF RFC
2543) enables end nodes or users to establish data communi-
cation sessions. SIP 1s a client/server protocol consisting pri-
marily of request and response message exchanges. A SIP
transaction typically comprises a request/response pair. SIP
uses application layer routing, wherein SIP messages sent
between two “user agents” may traverse through intermediate
processing nodes referred to as SIP servers. SIP user agents

and servers determine the next SIP node to which each mes-
sage should be directed based on inspection and processing of
SIP message header fields. Once the next SIP node 1s deter-
mined, the message 1s forwarded to that SIP node using
normal network layer routing mechanisms. An enterprise net-
work or Internet Service Provider may use SIP servers to
assist 1 session establishment, enforce policies, or support
user agent mobility. SIP mobility support mechanisms allow
a user agent to maintain reachability by registering its present
location imnformation with a SIP server in 1ts home network.
This location information could erther identily the location of
the user agent or another SIP server to which request for the
user agent should be sent (e.g., a SIP server 1n a visited
network). The SIP server in the home network can then route
any request for the user agent based on the presently regis-
tered location information.

Both a mobility management mechanism and a session
establishment mechanism are required to support services
such as Voice over IP in a cellular data network. FIG. 1
illustrates a system 100 based on a simple combination of
Mobile IP and SIP. The system 100 1s not necessarily prior art,
butis useful for explaining Mobile IP and SIP for background
purposes and therefore will be discussed here. The depicted
system 100 comprises a plurality of access nodes 114, 126,
where each access node 114, 126 provides connectivity to a
plurality of N end nodes (160, 162), (164, 166), respectively,
via corresponding access links (118,120), (122, 124), respec-
tively.

Interconnectivity between the access nodes 114, 126 1s
provided through network links 106, 108 and an intermediate
network node 102. The network also includes a SIP server
node 112 that 1s connected to the intermediate network node
102 by network link 110. The intermediate network node 102
also provides interconnectivity to another network 128 via
network link 104, where the network 128 1s the home network
of end node X 162. The home network 128 includes a Mobile
IPv4 home agent node 130 and a home SIP server node 132,
cach of which 1s connected to an intermediate network node
138 by one of two network links 134, 136, respectively. The
intermediate network node 138 1n the home network 128 also
provides interconnectivity to network nodes that are external
from the perspective of the home network 128 via network
link 104. In the i1llustrated system 100, SIP servers 112 and
132 are physically distinct and remotely located from access
nodes 114, 126 requiring external signaling between the
housing of servers 112, 126 whenever either of the servers
needs to interact with an access node 114, 126. As a result of
the locations of server 112, 132 relative to access nodes 114,
126 undesirable delays may occur when a SIP server 112, 132

needs to interact with the elements of one of the access nodes
114, 126.

In the depicted system 100, end node X 162 uses Mobile IP
to maintain reachability, while its present point of attachment
to the network 1s through visited access node 114. End node
X 162 has registered the address associated with a Mobile
IPv4 foreign agent module 116 of the access node 114 as a
care of address with its home agent 130 1n 1ts home network

128.




US 7,477,629 B2

3

End node X 162 has also registered the location of a visited
SIP server 112 with its home SIP server node 132 in its home
network 128. Thus, the home SIP server 132 will direct SIP
requests for end node X 162 to the visited SIP server 112. The
dashed arrows show the path of a SIP request and response for
a session 1nitiated from end node Y 166 to end node X 162.
End node Y 166 directs the 1nitial request message 140 to the
home SIP server 132 ofend node X 162. The home SIP Server
132 subsequently directs a request message 142 to the visited
SIP server 112 1n accordance with the registered location
information. Following reception of the request message 142
from the home SIP server 132, the visited SIP server 112
directs arequest message 144 to the home address of end node
X 162. This request message 144 1s forwarded via normal
network routing all the way back to the home network 128 of
end node X 162, where 1t 1s intercepted by the home agent
130. The home agent 130 encapsulates the intercepted request
message 144 and tunnels the encapsulated request messa-
geld6 to the foreign agent 116. Following reception of the
encapsulated request message 146, the foreign agent 116
directs a request message 148 to end node X 162.

Following reception of the request message 148, end node
X 162 sends a response to end node Y 166 such that the
response traverses backwards through the same set of SIP
intermediate servers that processed the request. This 1s
accomplished 1n part by the fact that the information 1denti-
tying the SIP servers 132, 112 through which the request
traversed was added to the request message 142, 144 as it was
torwarded. Thus, end node X 162 1nitially directs a response
message 150 to the visited SIP server 112. The visited SIP
Server 112 subsequently directs a response message 152 to
the home SIP server 132. Following reception of the response
message 152 from the visited SIP server 112, the home SIP
server 132 directs aresponse message 154 to end nodeY 166.
However, the path of the response would be more circuitous
in the case where Mobile IP operates in reverse tunneling
mode (Ret: IETF RFC 2344). Although the alternate response
signaling path 1s not shown 1n the figure, the following brietly
describes the case when reverse tunneling 1s used. As opposed
to being delivered directly to the visited SIP server 112, the
response sent from end node X 162 would be encapsulated
and tunneled to the home agent 130, where 1t would be decap-
sulated by the home agent 130 and directed back to the visited
SIP server 112. Then from the visited SIP server 112, the SIP
response signaling path would proceed as before, to the home
SIP server 132, and finally to end node Y 166.

The depicted system 100 clearly illustrates the mnefficient
and circuitous forwarding of SIP request/response signaling
associated with the establishment of a data communication
session between end nodeY 166 and end node X 162. System
100 also has several other deficiencies, particularly regarding
session admission control, resource allocation, and mobility
support. The primary difficulty with session admission con-
trol stems from the fact that the admission control and policy
decision points do not coincide with the admission control
and policy enforcement points. In particular, while the SIP
servers 112, 132 process session establishment signaling and
elfectively serve as admission control and policy decision
points, these servers 112, 132 are not on the path of session
data traffic, and thus cannot be admission control and policy
enforcement points. Note that data session traific will not go
through servers 112, 132 since these are only used for session
signaling. Furthermore, since the SIP servers 112, 132 are not
on the data path, they may be easily bypassed by the session
signaling traific provided that there are no additional control
mechanisms. Admission control and policy enforcement can
more elfectively be applied 1n the access nodes 114,126, but
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this would require additional signaling between the SIP serv-
ers 112, 132 and the access nodes 114, 126 and greatly
increase the complexity of the system 100. Similarly, with
respect to resource allocation, since the SIP servers 112, 132
are not on the data path, the admission control decision cannot
casily account for the availability of system resources to
support the requested data communication session.

In a wireless communication system, information regard-
ing the availability of resources at the access node 114, 126
and over the access links 118, 120, 122, 124 can be critical.
Incorporation of access node and link resource availability
information i1n the admission control decision 1n the system
100 would again require additional signaling between the SIP
servers 112, 132 and the access nodes 114, 126 and again
greatly increase the complexity of the system 100. Finally,
supporting mobility 1n combination with all of the above
signaling requires additional mechanisms to accommodate
the movement of an end node 160, 162, 164, 166 during
session establishment. In addition to increasing the complex-
ity of the system 100, the use of additional signaling between
the SIP servers 112, 132 and the access nodes 114, 126 to
address these 1ssues would also increase the latency associ-
ated with establishment of a data communication session and
increase the bandwidth utilization on network links, thus
reducing the practicality of the resultant system.

In view of the above discussion, 1t 1s apparent that there 1s
a need for improved methods and apparatus for supporting
end node mobility, communication session establishment and
several other operations related to establishing and maintain-
Ing communications sessions in systems which use packets to
transmit data.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates one technique for using Session Initiation
Protocol signaling in a mobile IP environment wherein a first
mobile end node 1nteracts with another end node via various
other network elements.

FIG. 2 1llustrates an access node implemented 1n accor-
dance with the present invention.

FIG. 3 1llustrates a network diagram of a communications
system 1mplemented in accordance with an exemplary
embodiment of the mnvention.

FIG. 4 1llustrates signaling performed 1n the exemplary
system shown 1in FIG. 3 as part of the processes of 1nitiating,
and conducting a data communication session between a first
mobile end node and another end node 1n accordance with an
exemplary embodiment of the invention.

FIGS. 5 and 6 1llustrate signaling performed 1n the exem-
plary system shown in FIG. 3 as part of the process of 1niti-
ating and conducting a data communication session between
a first mobile end node and another end node 1n accordance
with an exemplary embodiment of the invention, while the
first mobile end node 1s 1n the process of a handoil between
two access nodes.

FIG. 7 illustrates a multi-domain network diagram of a
communications system implemented in accordance with an
exemplary embodiment of the invention.

FIG. 8 1llustrates a network diagram of a communications
system 1mplemented in accordance with an exemplary
embodiment of the invention that includes a Paging and Loca-
tion Server.

FIG. 9 1s a simplified version of the exemplary system
shown 1n FIG. 7 that illustrates signaling performed for the
purpose of end node registration to a home session signaling
server via an access node.
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FIG. 10 1s a simplified version of the exemplary system
shown 1n FIG. 7 that illustrates signaling performed for the
purpose ol end node registration to multiple home session
signaling servers via an access node by means of an aggre-
gated registration.

FIG. 11 1s a simplified version of the exemplary system
shown 1 FIG. 8 that illustrates signaling performed for the
purpose of end node registration to a home session signaling,
server via chained registration to an access node and a paging
and location server.

FIG. 12 1s a simplified version of the exemplary system
shown 1n FIG. 8 that illustrates signaling performed for the
purpose of end node registration to a home session signaling,
server via parallel registration to an access node and a paging
and location server.

FIG. 13 1s a simplified version of the exemplary system

shown 1n FIG. 8 that illustrates signaling performed for the
purpose of end node registration to a paging and location
server during a handoil operation.

FI1G. 14 1llustrates an exemplary registration message and
the contents of the registration message in accordance with an
exemplary embodiment of the invention.

SUMMARY OF THE INVENTION

Methods and apparatus of the present invention can be used
to support session signaling and mobility management 1in a
network including a plurality of end nodes that interact via
one or more access nodes are described. The access nodes
may be implemented as wireless access routers which include
receiver and transmitter circuitry and an interface to support
communications with end nodes, e.g., mobile nodes, via a
wireless communications channel. The access nodes may be,
for example, base stations in a cellular communications sys-
tem. The interface in each access node may also include
circuitry for coupling the access node to another node, e.g., an
intermediate node used to couple two or more access nodes
together.

A network implemented in accordance with the present
invention icludes one or more access nodes of the present
invention through which end nodes can establish and conduct
communications sessions. End nodes may be, for example,
mobile devices which include or are IP hosts. An access node
implemented in accordance with some embodiments of the
present 1mvention includes, a session signaling module in
addition to a mobility agent module. In some but not all
embodiments, the sessions signaling module 1s included 1n
the same access node housing as the mobility agent module.
Access nodes need not include a session signaling module 1n
all cases. An authentication module, network resource infor-
mation and state information are also included 1n the access
node 1 some embodiments. The session signaling module
may be, e.g., a Session Initiation Protocol (SIP) server while
the mobility agent module may be implemented as a Mobile
IP module. The various modules comprising an access node
in accordance with the invention are implemented 1n a fashion
that allows resource and state information from each module
as well as the other parts of the access node to be visible, used
and/or updated by one another.

Various features of the present invention facilitate session
signaling address registration operations and are intended to
reduce the number of session signaling registration messages
that need to be transmitted as an end node registers while in a
foreign domain, with home session signaling servers in one or
more home domains associated with the end node. For pur-
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poses of explanation the end node will sometimes be called a
mobile node. However, 1t 1s to be understood that the end node
could also be a fixed node.

In accordance with one feature of the present invention, the
home session signaling server stores information associating
a session signaling address of an access node 1n the visited
domain with a session signaling address of an end node, e.g.,
a mobile node, while the mobile node 1s using said access
node 1n the visited domain as a point of network attachment.
The home session signaling server routes session signaling
packets addressed to the mobile node using the stored address
information to the address of the access node 1n the visited
domain. The access node then routes the recerved packets
intended for the visiting mobile node to the mobile node, e.g.,
via a wireless link.

In some embodiments, the access node in the wvisited
domain detects session signaling messages directed to ahome
session signaling server, intercepts said messages, and then
transmits session signaling messages to the home session
signaling server which include the session signaling address
of the access node. The generation of the registration message
transmitted from the access node to the home session signal-
ing server may involve an address translation operation which
involves replacing at least a portion of the mobile node’s
session signaling address, included 1n the intercepted regis-
tration message, with at least a portion of the access node’s
session signaling address.

In order to reduce the amount of communications
resources used to transmit session signaling registration mes-
sages from mobile nodes to access nodes, 1n accordance with
one feature of the present invention, broadcasting of session
signaling messages 1s supported by access nodes. In one
broadcast embodiment, when a session signaling registration
message 1s received by an access node, the access node
checks stored information to determine if multiple home ses-
s1on signaling servers are to be supplied with a session sig-
naling message. In such an embodiment, a list of home ses-
s1on signaling server addresses 1s maintained and associated
with mobile node addresses in the access node. The access
node compares a mobile node session signaling address
included 1n the recerved registration message to determine 1f
the message should be transmitted to multiple home session
signaling servers listed 1n the stored information, e.g., 1n
associated with the mobile node’s address. In response to
determining that a received registration message 1s to be
broadcast, the access node transmits the message, or a modi-
fied version of the recerved session signaling registration
message, to the home session signaling servers indicated in
the set of stored information.

In accordance with another session signaling registration
message broadcast feature, a novel session signaling registra-
tion message 1s supported. The novel session signaling reg-
1stration message includes multiple end node session signal-
ing 1dentifiers, e.g., addresses of different home session
signaling servers. The multiple end node session signaling
identifiers are 1n addition to a target field and a contact field.
The novel registration message 1s transmitted from a mobile
node to an access node. The access node recerves and pro-
cesses the registration message. Inresponse to the registration
message, the access node transmits a separate session signal-
ing registration message to at leasttwo, e.g., each, of the home
session signaling servers 1dentified by the multiple end node
session signaling identifiers included in the recerved registra-
tion message. As part of the registration message signaling
process, the novel session signaling registration message 1s
stored 1n a machine-readable medium, e.g., a buifer, memory,
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or other storage device, included 1n the end node transmitting
the message and also 1n the access node receiving the mes-
sage.

Through the use of the above-described broadcast tech-
niques, the amount of bandwidth used to transmit session
signaling registration messages can be reduced as compared
to systems which do not use such broadcast techniques.

In order to reduce the number of session signaling address
registration messages transmitted between network domains,
¢.g., a visited domain and one or more home domains, 1n
various embodiments a paging and location server 1s used in
the visited domain. When 1n the visited domain, a visiting end
node registers 1its session signaling address with the paging,
and location server 1n the visited domain. It also registers the
session signaling address of the paging and location server 1n
the visited domain with its home session signaling servers.
The home session signaling server directs packets to the end
node 1n the visiting domain to the paging and location server
which then directs them to the access node 1n the visiting
domain to which the visiting end node 1s coupled to at any
given point 1 time. As the visiting end node moves from
access node to access node in the visited domain, 1t updates 1ts
session signaling address information that has been stored at
the paging and location server. However, it does not have to
update the session signaling address information stored at its
home session signaling server since that information remains
valid since the paging and location server used by the visiting,
node remains unchanged. In this manner, the need to transmit
session signaling registration messages to one or more home
session signaling servers aiter a handoil 1n a visited domain 1s
reduced or avoided.

The modules 1ncluded in the access nodes, paging and
location server and home session signaling servers of the
invention are implemented using software, hardware or a
combination of software and hardware. In the case of sofit-
ware implementations, the modules include different instruc-
tions or sets of instructions used to control hardware, e.g.,
circuitry, to implement each of the different operations per-
formed by the module.

Numerous additional embodiments, features, and advan-
tages of the methods and apparatus of the present invention
are discussed 1n the detailed description that follows.

DETAILED DESCRIPTION

FIG. 2 1illustrates an exemplary access node 200 imple-
mented 1 accordance with the present invention. In the FIG.
2 embodiment, the access node 200 includes an input/output
interface 201, a processor 203 and memory 212, coupled
together by bus 205. The elements 201, 203, 212, 205 of
access node 200 are located inside a housing 211, e.g., a case
of plastic and/or metal, represented by the rectangle sur-
rounding the node’s internal elements 201, 203, 212, 205.
Accordingly, via bus 205 the various components of the
access node 200 can exchange information, signals and data.
The mput/output interface 201 provides a mechanism by
which the internal components of the access node 200 can
send and receive signals to/from external devices and network
nodes. The put/output interface 201 includes, e.g., a
receiver circuit and transmitter circuit used for coupling the
node 200 to other network nodes, e.g., via fiber optic lines,
and to end nodes, e.g., via wireless communications channels.

The processor 203 under control of various modules, e.g.,
routines, included 1 memory 212 controls operation of the
access node 200 to perform various signaling, session admis-
s10m, resource allocation, authentication, and other operations
as will be discussed below. The modules included 1n memory
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212 are executed on startup or as called by other modules.
Modules may exchange data, information, and signals when
executed. Modules may also share data and information when
executed. In the FIG. 2 embodiment, the memory 212 of
access node 200 of the present invention includes a mobaility
agent module 202, a session signaling server module 204 and
an authentication module 208 as well as resource information
206 and state information 210.

Resource information 206 includes, e.g., parameters,

resource limits both internal to the access node 200 as well as
on 1its interfaces 201, indication and/or accounting of active
sessions and/or used resources and/or available resources
both 1internal to the access node 200 as well as on 1ts interfaces
201. State information 210 includes, e.g., parameters, com-
munication session and/or end node status information, secu-
rity information, and/or other information relating to end
node interaction and/or communication with an access node
and/or another device.
The session signaling server module 204 allows the access
node 200 to support session initiation operations, €.g., pro-
cessing of received signals or messages used for the estab-
lishment of a data communication sessions and sending of
subsequent signals or messaging as required. The session
signaling server module 204 also supports session mainte-
nance and termination services. During a session initiation
operation as part of an admission control step the session
signaling server may take into account and keep track of
available resources. Thus, the session signaling server may
access and update the resource information 206, which 1s kept
in memory 212, e.g., mmformation on available remaining
bandwidth not allocated to active sessions.

The mobility agent module 202 allows the access node 200
to support end node mobility and connectivity management
services. Thus, the access node 200 1s capable of providing
node mobility, session establishment, and session mainte-
nance services to connected end nodes. The mobility agent
module 202 may be implemented in a plurality of ways. In the
FIG. 2 embodiment it 1s implemented with a collection of

sub-modules. As illustrated, the mobility agent module 202
includes sub-modules 242, 244, 246, which operate as a

Mobile IPv4 Foreign Agent, a Mobile IPv6 Attendant, and a
Host Routing Agent, respectively. By including sub-modules
242, 244 the mobility agent module 202 1s capable of sup-
porting multiple versions of Mobile IP signaling including
Mobile IPv4 and Mobile IPv6 signaling. In various embodi-
ments, the mobility agent module 202 includes a subset of the
sub-modules 242, 244 and 246 shown 1n FI1G. 2. For example,
in embodiments where Mobile IPv6 1s not required, the
mobile IPv6 Attendant sub-module 244 may be omuitted.

As shown 1n FIG. 2, the exemplary mobility agent module
202 includes a context transfer sub-module 248 used to per-
form information, e.g., state, transier operations as part of a
handoff. As part of a handoif operation executed by the
mobility agent module 202 when an end node changes its
point of connection from the access node 200 to another
access node, or vice versa, the context transfer sub-module
248 performs an operation to support the transfer of state
information 210 regarding the end node from one access node
to the next. The state information 210 that 1s transierred
includes state information provided by other modules 1n
memory 212. In particular, the state information 210 includes
data communication session state and session establishment
state provided by the session signaling server module 204, as
well as authentication state and other security related state
provided by the authentication module 208. In the present
context “state” 1s used to broadly refer to information about a
state, e.g., of a device, node, or communications session. In
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alternative embodiments of the invention the mobility agent
module 202 may also include additional sub-modules to sup-
port a number of mobility related functions that improve the
performance of handoif and mimimize service disruption. In
another alternative embodiment equivalent context transfer
functionality may be implemented as a separate module 1n
memory 212, as opposed to a sub-module of the mobility
agent module 202.

The authentication module 208 included in memory 212 of
the access node 200 1s capable of authenticating messages
and signals from other network nodes and end nodes connect-
ing to the access node 200 via the input/output interface 201.
The authentication module 208 also provides authentication
services to other modules and sub-modules included in the
memory 212 of the access node 200. Thus, the authentication
module 208 can check the validity of messages and signals
received by other modules and sub-modules in memory 212,
¢.g., the session signaling server module 204. Authentication
module functionality can be incorporated directly into other
modules or sub-modules instead as a separate module 208.

Incorporating a session signaling server module 204,
mobility agent module 202, and authentication module 208
inside the housing 211 of an access node 200 where resource
information 206 and state information 210 can be easily
accessed, provides significant advantages 1n terms of signal-
ing complexity associated with session establishment and
maintenance over the FIG. 1 system.

While shown as software module 1n the FIG. 2 implemen-
tation, each of the modules 204, 202, 208, and sub-modules
included therein, can be implemented using hardware, sofit-
ware or a combination of software and hardware. For pur-
poses of the invention described herein, references to mod-
ules or sub-modules are to be understood as software,
hardware or a combination of software and hardware that
performs the functions of the described module or sub-mod-
ule.

In accordance with one particular embodiment of the
present invention, the session signaling server module 204 1s
a SIP (Session Inmitiation Protocol) server. In a particular
embodiment, the access node 200 1s implemented as a wire-
less access router that supports forwarding of IP (Internet
Protocol) datagrams. In such an implementation input/output
interface 201 includes circuitry, e.g., recerver/transmitter cir-
cuitry, that allows end nodes to connect to the access node 200
using wireless communications technology, e.g., via wireless
communications channels. In one such implementation the
coverage area ol the access node 1s called a communication
“cell”. In alternative embodiments, the session signaling
server module 204 sends, recerves and processes signal based
on other protocols such as the Resource Reservation Protocol
(RSVP). In some embodiments the session signaling server
module 204 supports both SIP and RSVP signaling. In some
embodiments the mput/output interface 201 includes cir-
cuitry that allows end nodes to connect to 1t via wired, wire-
less or a combination of wired and wireless communications
technologies.

FIG. 3 illustrates an exemplary system 400 that comprises
a plurality of access nodes 200, 200', 200" implemented 1n
accordance with the present mnvention. FIG. 3 also depicts
communication cells 300, 300', 300" surrounding each access
node 200, 200", 200", respectively, which represents the cov-
crage arca ol corresponding access node 200, 200', 200",
respectively. The same physical and functional elements are
depicted 1n each of the communication cells, thus the follow-
ing description of the elements 1n the cell 300 surrounding
access node 200 1s directly applicable to each of the cells 300,
300', 300". The depiction of the access node 200 15 a simpli-
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fied representation of the access node 200 depicted 1n FIG. 2.
The 1llustration of the access node 200 1n FIG. 3 depicts the
mobility agent module 202, session signaling server module
204, authentication module 208, resource information 206
and state information 210, while some other elements are not
shown. A set of arrows 207 1s used to represent the exchange
of data, information, and signals between the depicted ele-
ments when they are executed. While the input/output inter-
face 201 1s not shown 1n FIG. 3, connectivity between access
node 200 and other network nodes 1s shown and 1s subse-
quently further described. FI1G. 3 illustrates the access node
200 providing connectivity to a plurality of N end nodes 302,
304 via corresponding access links 306, 308.

Interconnectivity between the access nodes 200,200, 200"
1s provided through network links 310, 311, 313 and an 1nter-
mediate network node 320. The intermediate network node
320 also provides interconnectivity to another network 330
via network link 322, where the network 330 1s the home
network of end node X 304. The home network 330 includes
a home mobility agent node 332 and a home session signaling
server node 334, each of which 1s connected to an intermedi-
ate network node 336 by one of two network links 338, 340,
respectively. The intermediate network node 336 in the home
network 330 also provides interconnectivity to network nodes
that are external from the perspective of the home network

330 via network link 322.

The home mobility agent node 332 in the system 400
allows end node X 304 to maintain reachability as 1t moves
between access nodes 200, 200, 200". The home mobility
agent node 332 1s responsible for redirecting packets to the
current location of end node X 304 by maintaining a mapping
between the home address and an address associated with the
access node through which end node X 304 is current con-
nected. The home session signaling server 334 1n the system
400 provides session signaling and redirection services to

facilitate establishment of data communication sessions to
end node X 304.

Alternative embodiments of the invention include various
network topologies, where the number and type of network
nodes, the number and type of links, and the interconnectivity

between nodes differs from that of the system 400 depicted in
FIGS. 3 10 6.

FIG. 4 1llustrates the signaling performed 1n the exemplary
system 400 shown i FIG. 3 as part of the processes of
iitiating and conducting a data communication session
between a {irst mobile end node X 304 and second end node
Y 304" in accordance with an exemplary embodiment of the
invention. The following description of how end nodes 302,
304 obtain service through access node 200, including the
methods for authentication and discovery of an identifier,
¢.g., address, 1s representative of similar operations that may
be performed by end nodes (302, 304), (302!, 304'), (302",
304") and the corresponding access node 200, 200', 200",
respectively. In order to obtain service through the access
node 200, end nodes 302, 304 perform various signaling and
other operations when they enter the coverage area of an
access node 200. The specific details of these signals and
operations vary depending on the underlying communication
technology and protocols used. In the FIG. 4 embodiment of
this 1invention, an authentication module 208 1n an access
node 200 uses an end node specific secret value to authenti-
cate signals, €.g., messages, recerved from an end node 302,
304 during an initial access phase and uses the same secret
value to validate messages subsequently recerved by other
modules, e.g., the session signaling server module 204. In
addition to using the same secret value, the authentication
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module 208 may also use the same method to perform the
authentication operation for messages recerved by the various
modules.

In the FIG. 4 embodiment of this invention, the mobility
agent module 202 and session signaling server module 204,
each of which 1s included 1n the access node 200, can be
contacted using the same 1dentifier. The identifier may be,
¢.g., an IP address associated with both modules 202, 204.
According to this invention the shared 1dentifier, e.g., address,
1s made known to the end nodes 302, 304 within the coverage
area of access node 200 by sending a signal, e.g., message 402
fromthe access node 200 to the end nodes 302, 304. Similarly,
end nodes 1n the exemplary system 400 receive this identifier,
¢.g., address, information from their corresponding access
node through which they access the communications system
400. In one particular embodiment of this invention an access
node 200 periodically broadcasts a signal, e.g., message 402,
including the identifier, e.g., address, information. In alterna-
tive embodiments an end node 302, 304 solicits the identifier,
¢.g., address, information by sending a signal, ¢.g., message,
when 1t enters the coverage area of an access node 200. The
access node 200 then responds by sending a signal, e.g.,
message, including the requested identifier, e.g., address,
information to the end node. An access node 200 may also use
a combination of the two methods, in which case access node
200 periodically broadcasts a signal, e.g., message, including
the 1dentifier, e.g., address, information and also responds to
specific solicitations from end nodes 302, 304.

In the FIG. 4 1llustration, end node Y 304" in1tiates estab-
lishment of a data communication session with end node X
304. End node Y 304" first sends a request session signaling
message 404 to end node X 304 via the session signaling
module 204" in the access node 200". While the request
message 404 1s directed to the session signaling module 204",
the request message 404 also 1dentifies end node X 304 as the
target of session establishment request. The session signaling,
module 204" 1n access node 200" receives the request mes-
sage 404, adds 1ts own 1dentifier, e.g., address, to the request
message and redirects the request message 406 to the home
session signaling server 334 of the end node X 304. The home
session signaling server 334 receives the request message
406, adds 1ts own 1dentifier, e.g., address, to the request mes-
sage and redirects the request message 408 to the currently
registered location of end node X 304, which 1s the session
signaling module 204 1n access node 200 to which end node
X 304 1s connected.

Following reception of the request message 408 from the
home session signaling server 334, the session signaling
module 204 1n access node 200 accesses state information
210 associated with the mobility agent 202 to control redi-
rection of the request message. Since the state information
210 indicates that end node X 304 1s directly connected via
access link 308, the session signaling server module 204 does
not have to direct the request message to the home mobility
agent 332 of end node X 304. Instead 1t adds 1ts own 1dentifier,
¢.g., address, to the request message 408 and delivers the
request message 410 directly to end node X 304 over access
link 308.

Following reception of the request session signaling mes-
sage 410, end node X 304 sends a response session signaling
message 412 back to end node Y 304". The response message
412 from end node X 304 to end node Y 304" takes the reverse
path specified by the list of identifiers, e.g., addresses, of
intermediate session signaling nodes included in the recerved
request message. In particular, the response message 412 1s
sent from end node X 304 to the session signaling module
204. Session signaling server module 204 sends the response
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message 414 to home session signaling server node 334,
which sends the response message 416 to session signaling
server module 204" 1n access node 200". The session signal-
ing server module 204" 1n access node 200" then sends the
message 418 to endnodeY 304", which completes the session
signaling transaction.

According to this invention since the session signaling
server modules 204, 204" 1n the access nodes 200, 200",
respectively, are 1n the session signaling path, they have
access to the mformation in the session signaling message
that describe the session’s resource requirements. Resources
such as a mimimum bandwidth on the access link may be
required for sessions to operate appropriately. Additionally,
the session signaling modules 204, 204" have access to the
current access node load levels and local policy contained 1n
resource information 206, 206" and state information 210,
210". Based on this information the session signaling servers
204, 204" inthe access nodes 200, 200" can admit or reject the
session that end node X and end node Y attempt to establish.
IT a session 1s admitted, the session signaling server modules
204, 204" reserve these resources 1n the access nodes 200,
200",

In the exemplary embodiment of this invention end node X
304 1s mobile and thus can at any time move between the
communication cells 300, 300', 300". FIGS. 5 and 6 1llustrate
signaling performed 1n the exemplary system 400 shown 1n
FIG. 3 as part of the processes of initiating and conducting a
data communication session between a, first mobile end node
X 304 and second end node Y 304" 1n accordance with an
exemplary embodiment of the invention, while the target end
node X 304 1s 1n the process of handing off between a first
access node 200 and a second access node 200'. The move-
ment of end node X 304 in FIGS. 5 and 6 1s depicted with a
double arrow 426, 430 1n each figure, respectively. For 1llus-
tration purposes FIGS. 5 and 6 depict the signaling and inter-
action between nodes according to an exemplary timing of
events described below. Similar but not necessarily 1dentical
processes will apply 1f the timing of the events 1s modified.

As shown 1n FIG. 5, end node Y 304" first sends a request
session signaling message 420 to end node X 304 via the
session signaling module 204" 1n the access node 200". While
the request message 420 1s directed to the session signaling
module 204", the request message 420 also 1dentifies end
node X 304 as the target of session establishment request. The
session signaling module 204" 1in access node 200" recerves
the request message 420, adds its own i1dentifier, e.g., address,
to the request message and redirects the request message 422
to the home session signaling server 334 of the end node X
304. The home session signaling server 334 receives the
request message 422, adds its own 1dentifier, e.g., address, to
the request message and redirects the request message 424 to
the currently registered location of end node X 304, which 1s
the session signaling module 204 1n access node 200 to which
end node X 304 1s connected.

Prior to the arrival of request message 424 at the session
signaling server module 204, end node X 304 changes its
point attachment to the network from a first access node 200
to a second access node 200'. Note that FIG. 5 shows end node
X 304 connected to the first access node 200 via access link
308, while FIG. 6 shows end node X 304 connected to the
second access node 200' via access link 305. FIG. 6 illustrates
a handoil operation 432 that 1s coordinated by the mobaility
agent modules 202, 202' in access nodes 200 and 200'. As part
of the handoil operation 432, state information 210 associ-
ated with end node X 304 1s transferred from the first access
node 200 to the second 200'. Transierred information
includes, for example, authentication information, shared
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secrets, and unique 1dentifiers for previously admitted ses-
sions as well as any associated session state for end node X
304 in access node 200. During and for a predetermined
period of time following the handoil operation 432, the
mobility agent module 202 1n the first access node 200 main-
tains state information 210 regarding the new point of attach-
ment of end node X 304, e.g., an identifier or address of the
second access node 200'. Thus, upon arrival of request mes-
sage 424 from the home session signaling server 334, the
session signaling module 204 1n access node 200, accesses
the state information 210 associated with the mobility agent
202 to control redirection of the request message. Since the
state 1nformation 210 in the first access node 200 1ndicates
that end node X 304 has changed its point of attachment to the
second access node 200, the session signaling server module
204 1n the first access node 200 optionally add 1ts own 1den-
tifier, e.g., address, to the request message and immediately
redirects the request message 434 to the session signaling
server module 204' 1n the second access node 200', as shown
in FI1G. 6. Note that in the exemplary embodiment, the session
signaling server module 204 in the first access node 200 does
not add 1its own identifier, e.g., address, to the request message
434 that 1s directed to the session signaling server module
204' in the second access node 200'.

Following reception of the request message 434 from the
session signaling server module 204 1n the first access node
200, the session signaling module 204' in the second access
node 200' accesses state information 210" associated with the
mobility agent 202' to control redirection of the request mes-
sage. Since the state information 210" indicates that end node
X 304 1s directly connected via access link 305, the session
signaling server module 204" does not have to direct the
request message to the home mobility agent 332 of end node
X 304. Instead, 1t adds its own 1dentifier, e.g., address, to the
request message 434 and then delivers the request message
436 directly to end node X 304 over access link 303.

Following reception of the request session signaling mes-
sage 436, end node X 304 sends a response session signaling
message 438 back to end node Y 304", as shown 1n FIG. 6.
The response message 438 from end node X 304 to end node
Y 304" takes the reverse path specified by the list of identifi-
ers, €.g., addresses, of intermediate session signaling nodes
included 1n the recerved request message. In particular, the
response message 438 1s sent from end node X 304 to the
session signaling module 204'. Session signaling server mod-
ule 204' sends the response message 440 to home session
signaling server node 334, which sends the message 442 to
session signaling server module 204" 1n access node 200",
The session signaling server module 204" in access node 200"
then sends the message 444 to end node Y 304", which com-
pletes the session signaling transaction. Recall that in the
exemplary embodiment, the session signaling server module
204 1n the first access node 200 did not add 1ts own 1dentifier,
¢.g., address, to the request message 434 that was directed to
the session signaling server module 204" 1n the second access
node 200" and therefore 1s not included in the reverse path.

While session signaling between end node Y 304" and end
node X 304 1s described to go via the session signaling server
modules 204" and 204 1n access nodes 200" and 200 and only
one additional session signaling server node 334 in the net-
work, 1n several embodiments of this mnvention the request/
response messages may go through a number of other session
signaling nodes 1n the network according to network policy
and message routing.

While 1n the description above the session signaling server
modules 204, 204" reserve the resources required directly in
an alternative embodiment of this invention, end nodes 304,
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304" and/or session signaling servers 204, 204" may use
resource reservation protocol messages, such as RSVP mes-
sages, to reserve the resources for an admaitted session. In one
embodiment of the invention and during the admission phase
for a given session the access node 200 generates a unique
identifier and associates it with the admitted session. This
identifier 1s umique 1n this access node 200 and also 1n any
other access nodes 200' 200" to which the end node X 304
may move to during the lifetime of the session. In one par-
ticular embodiment the access node 200 ensures uniqueness
of the identifier by combining a value associated with end
node X 304 and another value associated with access node
200. Ssmilarly a unique identifier 1s generated by access node
200" for the same session to which end node Y 304" partici-
pates.

While session request signals from the end nodes, such as
signal 404 in F1G. 4 are shown as being explicitly sent directly
to the session signaling server module, e.g.: 204" in FIG. 4, 1in
another alternative embodiment of this invention the request
session signaling message 404 from end nodeY 200" 15 not
directed to the session signaling module 204" 1n the immedi-
ate access node 200", but 1s instead sent to another session
signaling node 1n the network, e.g., the home session signal-
ing server 334 of end node X 304. In such a case the session
signaling module 204" in access node 200" would intercept,
e.g., snoop, the message 404 and inspect the message 404 to
extract the information required so that the session can be
admitted or rejected. In such an implementation, we refer to
the session signaling server module 204" as a snooping ses-
s1on signaling module. In an alternative embodiment of this
invention the snooping session signaling module also adds 1ts
identifier, e.g., address, to the message before i1t send the
message to the next session signaling node. Responding mes-
sages will thus explicitly go through the snooping session
signaling module. The same procedure i1s repeated at the
receiving end when the request session signaling message 1s
not directed to the session signaling module 204 1n access
node 200. The session signaling module 204 instead inter-
cepts the session signaling message 408, extracts the infor-
mation needed for session admission and optionally adds its
own 1dentifier, e.g., address, to the message so that response
session signaling messages will go through 1t 1n an explicit
mannet.

Additional aspects, features, methods, apparatus and
exemplary embodiments which are part of the inventive
methods and apparatus to which the present patent applica-
tion 1s directed are described in the following U.S. Provi-
sional patent applications each of which 1s hereby expressly
incorporated by reference into the present patent application.

1. U.S. Provisional Patent Application Ser. No. 60/298,
283, filed on Jun. 14, 2001, titled: “Location of SIP
Proxy Server in Wireless Access Router”.

2. U.S. Provisional Patent Application Ser. No. 60/369,
016, filed on Apr. 1, 2002, titled: “Methods and Appa-
ratus for Registration for SIP Services in Mobile Net-
works”.

3. U.S. Provisional Patent Application Ser. No. 60/370,
524, filed on Apr. 5, 2002, titled: “Methods and Appa-
ratus for SIP Message Forwarding and Redirection”.

4. U.S. Provisional Patent Application Ser. No. 60/313,
035, filed on Aug. 16, 2001, titled: “A Method for Con-
trolling IP Applications During Network Changes that
Result in Resource Shortages™.

As aresult of the above incorporation by reference, the text
and figures of the listed provisional patent applications form
part of the present description. It 1s to be understood that the
reference numerals used 1n the text and figures of the provi-
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sional patent applications are to be interpreted 1n the context
of the particular incorporated provisional application and are
not to be interpreted as the same as any similarly numbered
clement or elements described 1n the above text or the figures
which are included herein without the use of an incorporation
by reference. It 1s to be further understood that mandatory
language 1n the incorporated provisional applications such as
“vmust”, “only”, efc., if any, 1s to be interpreted as being
limited to the exemplary embodiments described 1n the pro-
visional applications and 1s not to be interpreted as a limita-
tion on the embodiments, figures, and claims of the present

application which are not incorporated by reference.

In the descriptions below we differentiate between the
network address of a node and the session signaling address
of the same node or its user. A network address 1s the address
used to send a data packet via the routing network infrastruc-
ture to the owner node of that address. A session signaling
address 1s used to send a signaling message to destination
which typically mvolves the resolution of the session signal-
ing address to a network address and the transmission of
packet or packets to that network address. A Session signaling,
address typically has a “user” part and a “domain” part. The
Network Access Identifier (NAI) and the Session Signaling,
Protocol Umiversal Resource Identifier (SIP-URI) are some
examples of such an address. The typical format of said
address 1s user@domain. The “domain™ part 1dentifies the
operator’s network or domain the user belongs to e.g.: Flari-
on.com. The domain part can typically be resolved to an
actual network address such as an Internet Protocol (IP)
Address via a database system e.g.: the Domain Name Sys-
tem (DNS). The “user” part i1dentifies the user in the said
domain e.g.: JohnSmith. The resultant address 1s
JohnSmith(@Flarion.com. To mitiate session signaling com-
munications with JohnSmith{@Flarion.com one needs to send
a session signaling message to JohnSmith@Flarion.com.
This 1s achieved by resolving the domain part “Flarion.com™
to the network address of the session signaling server for said
domain and sending the message to that server. The Session
Signaling Server then forwards the message to the current
location of JohnSmith. If JohnSmith 1s 1n the same domain
then his forwarding address may be something like
JohnSmith(@10.0.0.1 where 10.0.0.1 1s an example of a net-
work address that JohnSmith may be currently located. IT
JohnSmith 1s currently at a different domain €.g.: foreign.com
then his forwarding address may become a concatenation of
his session signaling address and the domain address of the
visiting, domain. E.g.:
JohnSmith%Flarion.com@foreign.com.

An Operator’s Domain or Network 1s a set of communica-
tion equipment (including routers, switches, cables, servers
and other) under the ownership and administration of an
Operator. An Operator may have multiple domains but a
single domain 1s owned by a single operator.

FIG. 7 illustrates a multi-domain network diagram of a
communications system 1000 implemented in accordance
with an exemplary embodiment of the mvention. Various
messaging features of the system 1000 will be described 1n
detail with reference to FIGS. 9 and 10 that show signaling
performed in the system 1000 in accordance with various
exemplary embodiments of the invention. The system 1000 1s
similar to the exemplary system 400 of FIG. 3 and may be
implemented using many of the elements previously
described with regard to FIG. 3. Like numbered elements 1n
FIGS. 3 and 7 may be implemented using the same or similar
clements. For the purposes of brevity, such elements will not
be described 1n detail again.
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Differences between FIG. 3 and FIG. 7 will now be
described. Cell 300" of FIG. 3 1s replaced by a second home
network 330' in FIG. 7. The second home network 330" 1s
connected to the rest of the network via node 320 which 1s
coupled to the second home network 330' by link 1111.
Exemplary system 1000 spans three different domains: a
home domain 1 3001, a home domain 2 3002, and a visited
domain 3003. Home domain 1 3001 1s separated from home
domain 2 3002 by line 1220. Home domain 1 3001 and home
domain 2 3002 are both separated from the visited domain
3003 by line 1210. Home network 330 1s located 1n home
domain 1 3001. Home network 330" 1s located in home
domain 2 3002, while the rest of the exemplary system 1000
1s shown to be located in the visited domain 3003. Home
session signaling servers 1200 and 1200', of home networks
330 and 330'respectively, of FIG. 7 are similar to and replace
the home session signaling server 334 of home network 330
in FIG. 3. States 1201, 1201" incorporated in home session
signaling servers 1200 and 1200' of FIG. 7 are emphasized 1n
the figure since the states 1201,1201' are to be manipulated,
¢.g., modified and updated, in accordance with various fea-
tures of the present invention. States 1201, 1201" are sets of
stored information which include information on various
mobile nodes and the communication state of each mobile
node. The state information 1201, 1201' includes information
used for routing IP packets and for signaling purposes as will
be discussed further below. Access nodes 1100, 1100’ located
within cells 300 and 300" within the visited domain 3003 of
FIG. 7 may be implemented using the same or similar hard-
ware as used to implement access nodes 200, 200" as shown 1n
FIG. 3, but the operation of access nodes 1100 and 1100’ has
been extended by the addition of control routines and/or
modules used to control the access node to operate 1n accor-
dance with the methods described below with reference to
FIGS. 9 and 10. Session signaling server modules 1110, 1110
of access nodes 1100, 1100' respectively of FIG. 7 are similar
to session signaling server modules 200 and 200' shown in
FIG. 3. State information 1120, 1120' of access nodes 1100,
1100' respectively, of FIG. 7 are similar to state information
210 and 210" as shown 1in FIG. 3. End nodes 1001, 1002, of
cell 300 and end nodes 1001', 1002’ of cell 300' shown 1n FIG.
7 are also 1dentical or similar with corresponding end nodes
302, 304 and 302', 304' respectively as shown i FIG. 3.
Session signaling server modules 1110, 1110', state informa-
tion1110,1110', and end nodes 1001, 1002, 1001', 1002’ have
been equipped, e.g., include routines, which cause one or

more of these elements to operate 1n the manner described
below with regard to FIGS. 9-10.

FIG. 8 1llustrates an exemplary system 2002 that 1s similar
to the exemplary system 1000 of FIG. 7 but which has been
enhanced by the addition of a Paging and Location Server
(PLS) 1300 1n accordance with on embodiment of the inven-
tion. The PLS 1300, 1n accordance with the present invention
servers as a repository of location registration information for
a mobile node 1n a visited domain. As such, i1t can serve as an
intermediary which can send messages used to update the
state information 1n the visiting node’s home session signal-
ing server. Once the home session signal server 1200 1s made
aware of the PLS 1300 being used by a mobile node 1n a
visited domain, it can contact the mobile through the PLS
1300 in the visited domain. As will be discussed further
below, as the mobile moves from one access node to another
access node while remaining 1n the visited domain, the PLS
server 1300 1n the visited domain 1s updated to retlect the
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change 1n location but the location information in the home
session signaling server need not be updated since the PLS
1300 servicing the mobile node 1n the visited domain remains
unchanged.

Like numbered elements in FIGS. 7 and 8 may be imple-
mented using the same or similar elements. Since the like
numbered elements have already been described in detail
with regard to FIG. 7 and/or one of the preceding figures, for
purposes ol brevity, those elements will not be described in
detail again. The differences between FI1G. 7 and FIG. 8 are
described below. The second home network 330' of FIG. 7
connected to the rest of the network via link 1111 has been
removed 1n the exemplary system 2002 to simplify the figure
but may be used 1n actual implementations. Exemplary sys-
tem 2002 also spans two different domains, home domain 1
3001 and the visited domain 3003, which are separated by
line 1210. Home network 330 is located 1n the home domain
1 3001, while the rest of the exemplary system 2002 1s shown
to be located 1n a visited domain 3003. Paging and location
server (PLS) 1300 includes a processor, mnput/output inter-
face and memory. The memory includes routines which con-
trol the PLS 1300 to store state miformation 1301 in its
memory and receive and transmit messages including regis-
tration messages, 1n accordance with the present mvention.
The PLS 1300 1s located 1n the visited domain 3003 and 1s
connected to the network via node 320 which 1s connected to
the PLS by link 1302. As will be discussed below with regard
to FIGS. 12 and 13, PLS 1300 performs, depending on the
embodiment, a wide variety of operations associated with
communicating mobile node location information to one or
more session signaling servers include, e.g., a visiting mobile
node’s home session signaling server 1200 located 1n the
home domain 3001.

The network topology shown in FIGS. 7 and 8 are exem-
plary and intended for purposes of explaining the mvention.
The methods and apparatus of the present invention include
can be used with a wide range of network topologies, where
the number of domains, the number and type of network
nodes, the number and type of links, the number and type of
cells, the number and type servers, the interconnectivity
between nodes, and the interconnectivity between servers and
nodes, differs from that of the exemplary systems 1000, 2002
depicted 1n FIGS. 7 and 8.

For the purpose of 1llustration we give exemplary network
and session signaling addresses 1n the different elements used

in FIGS. 7 to 13.

Session Signaling Addresses

Home Session Signaling Server 1200: Homel.com
Home Session Signaling Server 1200': Home2.com
Paging and Location Server 1300: PLS.com

Network Addresses

Access Node 1100: 20.0.0.1
Access Node 1100%:20.0.1.1
End Node X 1002: 10.0.0.1

FIG. 9 illustrates a simplified version of the exemplary
system 1000 of FIG. 7 and depicts session signaling per-
formed as part of the processes of registering the forwarding
address of end node X 1002 to 1ts home session signaling
server 1200 via access node 1100 1n accordance with one
embodiment of the present invention.

In accordance with a first signaling method of the present
invention, the mobilenode, e.g., endnode X 1002 1s not aware
of the presence of session signaling server module 110 1n the
access node 1100 through which 1t connects to 1s home
domain 3001. The signaling associated with such an embodi-
ment 1s shown 1 FIG. 9.
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In the FIG. 9 embodiment, 1n order to register 1ts location
with 1ts Home session signaling server 1200, end node X

1002 sends a REGISTER message 1400 directed to the net-

work address of the home session signaling server node 1200.
Since the access node serves as the mobile node’s point of
network attachment, this message 1s routed through access
node 1100 where 1t 1s processed.

In accordance with the present invention, Session Signal
Server module 1110 monitors for message to home session
signaling server 1200 and, 1n response to detecting such a
message itercepts and processes the message. In particular
the Session Signaling Server module 1110 processes the
received message to generate one or more new Register mes-
sages there from. The module 1110 also stores relevant
address mnformation in 1ts set of State mnformation 1120. In
accordance with the embodiment shown 1in FI1G. 9, the session
signaling server module 1110 generates and transmits a new
register message 1410 to the mobile node’s home session
signaling server 1200. As will be discussed further below, the
processing performed by the session signaling server module
may 1nclude message modification operations including
address translation operations associated with generating the

message 1410. It may also mvolve a broadcast operation as
will be discussed with reference to FIG. 10.

The REGISTER message 1400 includes three main fields,
a target field, a record field, and a contact field. The target field
includes the address of the device to which the REGISTER
message 1s directed, e.g., the address of home session signal-
ing server node 1200. The record part of the message 1400
includes the home session signaling address of the register
message source, €.g., End Node X. The contact field of the
Register message 1400 includes the forwarding address to be
used for routing message to End Node X when outside the
home domain 3001 1n which the end node’s home session
signaling server 1200 1s located.

In one embodiment, the session signaling server module
1110 modifies the received message 1400 by performing a
translation operation to the contact field of the recerved mes-
sage 1400 changing 1ts value to a value that includes the
access node’s 1100 network address. In one particular
embodiment, the contact field 1s translated to become a ses-
s1on signaling address that 1s the result of amending the access
node’s 1100 network address to the session signaling address

of end node X 1002.

The first row of Table 1, set forth below, illustrates the
exemplary contents of the three fields of an exemplary Reg-
ister message 1400. The first row of table 1 correspond to
message 1400 which 1s transmitted from a Mobile Node, e.g.,
exemplary mobile node X 1n the case of the FIG. 14 example,
addressed to the mobile nodes Home Session Signaling
Server. 1200. While the first column identifies the message
listed 1n the particular row of Table 1, the second, third and
fourth columns of each row are used to show exemplary
contents of the messages Target, Record and Contact fields,
respectively. The target field corresponding to message 1400
shown 1n Table 1, includes the session signaling address of
End node X’s home session signaling server node 1200. The
home session signaling address of end node x 1002 1s
included 1n the message’s record field. Meanwhile, the end
node X’s own network address 1s part of the node’s session
signaling address which 1s included 1n the contact field of
exemplary message 1400.

The second row of Table 1 shows the three fields of an
exemplary Register message 1410, generated by processing
the register message shown 1n the first row.
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TABLE 1
REGISTER MESSAGE CONTENT
MESSAGE  Target Record Contact
Message Home Session Home Session Forwarding Session
1400 Signaling Server Signaling Address of  Signaling Address of ENx
from Address End Node X (ENx) with domain part equal to
Mobile network address of ENx
Node (MN) User= NULL User= user of ENx User= user of ENx
(e.g. End Domain= domain of Domain= domain of Domain= Network Address of
Node X HSSSN HSSSN ENX
(ENX)) Example: Example: Example:
addressed Homel.com ENx{@Homel.com ENx({@10.0.0.1
to Home
Session
Signaling
Server
Node
(HSSSN)
Access Node Home Session Home Session Forwarding Session
(AN) Signaling Server Signaling Address of  Signaling Address of ENx
Intercepts, Address ENx
Modifies User= NULL User= user of ENx User= Home Session
Contact Signaling address of ENx
field and (User=user of ENX,
forwards Domain=domain of HSSSN)
message Domain= domain of Domain= domain of Domain= Network Address of
1410 HSSSN HSSSN access node 1100
addressed Example: Example: Example:
to HSSSN Homel.com Homel.com ENx%Homel.com({@20.0.0.1

Access node 1100 add and maintains the session signaling
address of the end node X 1002 obtained {rom the recerved
Register message 1400 1n state information 1120 for use 1n
future routing operations. Access node 1100 forwards the

generated message 1410 to the network address of the home
session signaling server 1200 without forwarding the
received register message 1400. Thus, access node 1100
cifectively intercepts 1400 and sends message 1410 in 1ts
place. This Register message substitution operation 1s trans-
parent to Mobile node X which sent the original Register

message 1400 directed to 1ts home session signaling server
1200.

30

35

40

ing record. The matching operation 1s performed based on,
¢.g., all or a portion of the address included in the Register

message’s register field which identifies the device attempt-
ing to register 1ts location information. If a matching record 1s

found, the record 1s updated with the new forwarding infor-
mation included in the contact field of the message. In one
embodiment of the present invention, 1f a matching record 1s

not found, a new record is created. Resultant state information
in 1201 and 1120 generated and stored in the access node and
the home session signaling server, respectively, based on the
exemplary messages shown in Table 1 1s 1llustrated 1n Table 2
which 1s set forth below.

TABLE 2

Element

STATE INFORMATION

Record Forward Address

Home
Session

Signaling

Server

State 1201

Access Node

State

Information

1120

In response to recerving Register message 1410, home
session signaling server 1200 checks the record field of mes-
sage 1410 and searches 1ts state information 1201 for a match-

65

User= user of ENx User= Home Session Signaling

address of ENx (User=user of
ENX, Domain=domain of HSSSN)
Domain= Network Address of
access node 1100

Example:
ENx%Homel.com(@?20.0.0.1
Network address of directly
connected ENx

Domain= domain of HSSSN

Example:
ENx@Homel.com

User= Home Session
Signaling address of

ENx (User=user of ENX,
Domain=domain of HSSSN)
Domain= Network Address
of access node 1100

Example:
ENx%Homel.com(@20.0.0.1

Example:
10.0.0.1

In an alternative embodiment of the present invention,

which also results 1n the transmission of two register mes-
sages 1400, 1410 as shown in FIG. 9, End Node X 1002 1s
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aware ol the session signaling server module 1110 1n access
node 1100. End node X 1002 sends a REGISTER message
1400 directly to the network address of the access node 1100.
In such an embodiment, register message 1400 will include
the address of the access node in the Target field of the
message and not the address of the home session signaling
server. Table 3 shows the Register message 1400 which waill
be generated 1n such an embodiment in the first row of the
table and the Register message 1410 which will be generated

22

ment offers the advantage of efficiently using radio band-
width, a valuable resource, which 1s used to communicate

register messages between end node 1002 and access node
1100. It does this by allowing one register message 1420 to

serve the purpose of multiple messages.

Table 4 shows the aggregated Register message 1420
which will be generated 1n such an embodiment 1n the first
row ol the table and the individual Register messages 1430
and 1440 which will be generated by the access node 1100 1n

by the access n ode 1100 1n the second row.

the second row and third row respectively.

TABLE 3
REGISTER MESSAGE CONTENT
MESSAGE  Target Record Contact
Message Home Session Home Session Forwarding Session
1400 Signaling Server Signaling Address of  Signaling Address of ENx
from MN Address ENX
addressed User= NULL User= user of ENx User= Home Session
to AN Signaling address of ENx
(User=user of ENX,
Domain=domain of HSSSN)
Domain= domain of Domain= domain of Domain= Network Address of
HSSSN HSSSN access node 1100
Example: Example: Example:
Homel.com ENx@Homel.com ENx%Homel.com({@20.0.0.1
AN Home Session Home Session Forwarding Session
inspects, Signaling Server Signaling Address of  Signaling Address of ENx
keeps state  Address ENX
and User= NULL User= user of ENx User= Home Session
forwards Signaling address of ENx
message (User=user of ENX,
1410 as 1s Domain=domain of HSSSN)
to HSSSN Domain= domain of Domain= domain of Domain= Network Address of

HSSSN

Example:
Homel.com

HSSSN

Example:
Homel.com

access node 1100

Example:
ENx%Homel.com({@20.0.0.1

The REGISTER message 1400 (shown 1n Table 3) includes

the access node’s 1100 network address. In one embodiment
of this invention, as part of the processing performed by the
access node’s session signaling server module 1110 1n
response to receiving the Register message address to the
access node 1100, the contact field 1s translated to a session
signaling address resulting from the amendment of the access
node’s 1100 network address to the end node X 1002 session
signaling address. The exemplary message 1410 resulting
from such processing 1s shown 1n the second row to Table 3.
It 1s this message which 1s transmitted to the home session
signaling server 1200. The home session signaling server
1200 will processes the recerved message 1n the same manner
as previously discussed with regard to the Table 2 example.
The resultant state 1n 1201 and 1120 1n this example will be
identical to that of Table 2.

FIG. 10 1llustrates a simplified version of the exemplary
system 1000 of FIG. 7 and depicts session signaling per-
tformed as part of the processes of an aggregated registration
of the forwarding address of end node X 1002 to a two home
session signaling server 1200, 1200' via access node 1100.
The message processing mvolves a Register message broad-
cast operation performed by access node 1100 1n accordance
with an embodiment of the present invention. In the FIG. 10
example, the methods of processing and transmitting register
messages described above 1n regard to FIG. 9 are applied to
the transmission of registration information from an access
node to a plurality of home session signaling servers without
the need for the end node 1002 to transmit multiple registra-
tion messages, one per home session signaling server in
which registration information 1s to be stored. This embodi-
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The REGISTER message 1400 (shown 1n Table 3) includes
the access node’s 1100 network address 1n the contact field. It
also includes 1n then record field both of the addresses of the
end node X 1002 that correspond to the home session signal-
ing servers 1200 and 1200'. In one embodiment of this inven-
tion, as part of the processing performed by the access node’s
session signaling server module 1110 in response to receiving,
the Register message with multiple addresses in the record

field, two individual messages are generated, one for each
address. The REGISTER message 1430 1s shown 1n the sec-

ond row of Table 4 and includes the address of End Node X
1002 corresponding to the home session signaling server

1200 1n the record field. The REGISTER message 1440 1s
shown 1n the third row of Table 4 and includes the address of
End Node X 1002 corresponding to the home session signal-

ing 1200' in the record field. For each of the REGISTE

messages 1430, 1440 the contact field includes a concatena-
tion of the End Node’s X 1002 address from the correspond-
ing home session signaling servers 1200 or 1200' and the
address of the access node 1100, which makes the 1dentifiers
unmque 1n both the home session signaling server state 1201,
1201' and 1n the access node state 1120.

FIG. 14 illustrates an exemplary register message 1420. As
shown 1n FI1G. 14, the exemplary message 1420 includes three
separate fields, a target ficld 1422, a contact field 1424 and a
record field 1426. The record field further includes at least
two end node session signaling identifiers, e.g. end node
session signaling identifier 1 1428 and end node session sig-
naling identifier 2 1429. Table 4 shown below, further 1llus-
trates the exemplary contents of the three fields of an exem-
plary Register message 1420.




REGISTER

MESSAGE

Message
1420

from MN
addressed
to AN

Message
1430

from AN
addressed
to HSSSN 1

Message
1440

From AN
addressed
to HSSSN 2
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TABLE 4
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MESSAGE CONTENT

Target

Home Session
Signaling Server

Address

User= NULL
Domain= domain of

HSSSN
Example:
Homel.com

Home Session
Signaling Server 1

Address

User= NULL

Domain= domain of

HSSSNI

Example:
Homel.com

Home Session
Signaling Server 2

Address

User= NULL

Domain= domain of

HSSSN2

Example:
Home2Z.com

Record

Home Session Signaling
Address 1 of ENx

User= user of ENx
Domain= domain of
HSSSN1

Example:
ENx{@Homel.com
Home Session Signaling
Address 2 of ENx
User= user of ENx 1002
Domain= domain of
HSSSN2

Example:
ENx{@Home2.com

Home Session Signaling
Address 1 of ENx

User= user of ENx

Domain= domain of
HSSSNI1

Example:
ENx{@Homel.com

Home Session Signaling
Address 2 of ENx

User=user of ENx

Domain= domain of
HSSSN2

Example:
ENx{@Home?2.com

Contact

Forwarding Session Signaling
Address of ENx

User=user of ENx

Domain= Network Address of
access node 1100

Example:

ENx@?20.0.0.1

Forwarding Session Signaling
Address of ENx

User= Home Session Signaling
address 1 of ENx

(User=user of ENx,
Domain=domain of HSSSN1)
Domain= Network Address of
access node 1100

Example:
ENx%Homel.com(@20.0.0.1

Forwarding Session Signaling
Address 2 of ENx

User= Home Session Signaling
address of ENx (User=user

of ENX, Domain=domain of
HSSSN2)

Domain= Network Address of
access node 1100

Example:
ENx%Home2.com(@20.0.0.1

Table 5 illustrates the state information obtained by the
home session signaling servers 1201, 1201' in the first and 40
second row respectively and the access node state informa-
tion 1120 1n the third row. The latter includes two sub-records,

one for each address of
same directly connected network address of .
the forwarding address.

Element

Home
Session
Signaling
Server 1
State 1201

Home
Session
Signaling
Server 2
State 1201

Access Node

State

Record

User= user of ENx

Domain= domain of
HSSSN1

Example:
Home2.com

User= user of ENx

Domain= domain of
HSSSN2

Example:

Home?Z.com

User= Home Session
Signaling address 1 of

Hnd Node X 1002, both pointing to the

Fnd Node X 1n
45
TABLE 5
STATE INFORMATION
50
Forwarding Address

User= Home Session Signaling

address 1 of ENx (User=user of
ENxX, Domain=domain of HSSSNI1)

Example:

Domain= Network AddresSdf access
node 1100

ENx%Home2.com(@20.0.0.1

User= Home Session Signaling

address 2 of ENx (User=us§6 of
ENX, Domain=domain of HSSSN2)

Example:

Domain= Network Address of access
node 1100

ENx%Home2.com(@20.0.0.1

Network address of directl$>
connected ENx

24
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TABLE 5-continued

26

STATE INFORMATION
Element Record Forwarding Address
Information ENx (User=user of ENX,
1120 Domain=domain of

HSSSNI)
Domain= Network
Address of access node

1100

Example: Example:
ENx%Homel.com(@?20.0.0.1 10.0.0.1
AND

User= Home Session
Signaling address 2 of

ENx (User=user of ENX,
Domain=domain of
HSSSN2)

Domain= Network

Address of access node

1100

Example:
ENx%Home2.com(@?20.0.0.1

In alternative embodiments of the present invention an End
node X 1002 registers with a plurality of home session sig-
naling servers and not just two. The same aggregated regis-
tration method given in the example above 1s used for that
purpose.

FIG. 11 1llustrates a simplified version of the exemplary
system 2002 of FIG. 8 and depicts session signaling per-
tormed as part of the processes of a chained registration of the
forwarding address of end node X 1002 to a paging and
location server 1300 and a home session signaling server
1200 via access node 1100. In accordance with a first signal-
ing method of the present invention end node X 1002 1s not
aware of the presence of the proxy and location server 1300 or
the signaling server module 1110 1n the access node 1100.
The signaling associated with such an embodiment 1s shown
in FIG. 11.

In the FIG. 11 embodiment, 1n order to register 1ts location
with 1ts Home session signaling server 1200, end node X
1002 sends a REGISTER message 1500 directed to the net-
work address of the home session signaling server node 1200.
Since the access node serves as the mobile node’s point of
network attachment, this message 1s routed through access
node 1100 where 1t 1s processed. In one embodiment, the
session signaling server module 1110 modifies the received
message 1500 by performing a translation operation to the
contact field of the recetved message 1500 changing its value
to a value that includes the access node’s 1100 network
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address. In one particular embodiment, the contact field 1s
translated to become a session signaling address that 1s the
result of amending the access node’s 1100 network address to
the session signaling address of end node X 1002.

In accordance with the present invention, Paging and Loca-
tion Server 1300 monitors for messages sent to i1t and, in
response to detecting such a message intercepts and processes
the message. In particular the Paging and Location Server

1390 processes the recetved message to generate one or more
new Register messages there from. The Server 1300 also
stores relevant address information in 1ts set of State infor-
mation 1301.

In accordance with the embodiment shown in FIG. 11, the
paging and location server 1300 generates and transmits a
new register message 1520 to the home session signaling
server 1200. In one embodiment, the paging and location
server 1300 modifies the received message 1510 by perform-
ing a translation operation to the contact field of the recerved
message 1510 changing 1ts value to a value that includes the

> session signaling address of the paging and location server

1300. In one particular embodiment, the contact field 1s trans-
lated to become a session signaling address that 1s the result of
amending the session signaling address of the paging and

location server 1300 to the session signaling address of end
node X 1002.

TABLE 6

REGISTER MESSAGE CONTENT
MESSAGE Target Record Contact
Message Home Session Home Session Signaling Forwarding Session Signaling
1500 Signaling Server Address of ENx Address of ENx with domain
from ENx Address part equal to network
addressed address of ENx
to HSSSN User= NULL User= user of ENx User= user of ENx

Domain= domain of Domain= domain of Domain= Network Address of

HSSSN HSSSN ENx

Example: Example: Example:

Homel.com Homel.com ENx({@10.0.0.1
AN Home Session Home Session Signaling Forwarding Session Signaling
Intercepts, Signaling Server Address of ENx Address of ENx
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REGISTER MESSAGE CONTENT
MESSAGE Target Record Contact
Modifies Address
Contact User= NULL User= user of ENx User= Home Session Signaling
field and address of ENx (User=user
forwards of ENX, Domain=domain of
message HSSSN)
1510 Domain= domain of Domain= domain of Domain= Network Address of
addressed HSSSN HSSSN access node 1100
to PLS Example: Example: Example:

Homel.com Homel.com ENx%Homel.com(@20.0.0.1
PLS Home Session Home Session Signaling Forwarding Session Signaling
Modifies Signaling Server Address of ENx Address of ENx
Contact Address
field and User= NULL User= user of ENx User= Home Session Signaling
forwards address of ENx (User=user
Message of ENX, Domain=domain of
1520 HSSSN)
addressed Domain= domain of Domain= domain of Domain=domain of PLS
to HSSSN HSSSN HSSSN

Example: Example: Example:

Homel.com Homel.com

Table 6 shows the aggregated Register message 1500
which will be generated 1n such an embodiment 1n the first
row of the table and the Register messages 1510 and 1520
which will be generated by the access node 1100 and the
paging and location server 1300 1n the second row and third
row respectively.

The REGISTER message 1500 (shown in Table 6) includes
the home session signaling server 1200 address 1n the Target
field, the session signaling address of the End Node X 1002 1n
the Record field and network address of the End Node X 1002
in the contact field. In one embodiment of this invention, as
part of the processing performed by the access node’s session
signaling server module 1110 1n response to intercepting the
Register message, the contact field 1s translated to a session
signaling address resulting from the amendment of the access
node’s 1100 network address to the end node X 1002 session
signaling address. The exemplary message 1510 resulting
from such processing 1s shown 1n the second row to Table 6.
It 1s this message which 1s transmitted to the paging and
location server 1300.
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ENx%Homel.com@PLS.com

In one embodiment of this invention, as part of the process-
ing performed by the paging and location server 1300 1n
response to recerving the Register message, the contact field
1s translated once more to a session signaling address result-
ing from the amendment of the session signaling address of
the paging and location server 1300 to the end node X 1002
session signaling address. The exemplary message 1520
resulting from such processing 1s shown 1n the third row to
Table 6. It 1s this message which 1s transmitted to the paging
and location server 1300. The home session signaling server
1200 will processes the received message 1n the same manner
as previously discussed with regard to the Table 2 example.
The resultant state 1n 1201, 1301 and 1120 in this example 1s
illustrated 1n Table 7. As a result the home session signaling
server 1201 will forward any mmcoming signaling for End
Node X 1002 to the paging and location server 1300, which in

its turn will forward 1t to the access node 1100 before being
delivered to the End Node X 1tself.

TABLE 7
STATE INFORMATION

Element Record Forwarding Address
Home User= user of ENx User= Home Session Signaling
Session address of ENx (User=user of
Signaling ENx, Domain=domain of HSSSN)
Server Domain= domain of Domain= domain of PLS
State 1201 HSSSN

Example: Example:

ENx@Homel.com ENx%Homel.com@PLS.com
PLS State User= Home Session User= Home Session Signaling
1301 Signaling address of address of ENx (User=user of

ENx (User=user of ENX, ENx, Domain=domain of HSSSN)

Domain=domain of

HSSSN)

Domain= domain of PLS Domain=Network Address of access

node 1100

Example: Example:

ENx%Homel.com@PLS.com ENx%Homel.com(@20.0.0.1
Access Node User= Home Session Network address of directly
State Signaling address of connected ENx
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TABLE 7-continued
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STATE INFORMATION
Element Record Forwarding Address
Information ENx (User=user of ENX,
1120 Domain=domain of

HSSSN)
Domain= Network
Address of access node

1100
Example: Example:
ENx%Homel.com(@?20.0.0.1 10.0.0.1

In accordance with a second signaling method of the
present invention end node X 1002 1s aware of the presence of
the proxy and location server 1300 and the signaling server
module 1110 in the access node 1100. The signaling associ-
ated with such an embodiment 1s illustrated in FIG. 12.

In the FIG. 12 embodiment, 1n order to register 1ts location
with 1ts Home session signaling server 1200, end node X
1002 sends a REGISTER message 1600 directed to the net-
work address of the access node 1100. Said message includes
the session signaling address ol the paging and location server
1300 1n the Target field. The Record field 1s comprised by an
end node X 1002 identifier concatenated with the session
signaling address of the paging and location server 1300; this
address will now be referred to as the paging and location
address of the end node X 1002. In one embodiment of this
invention the end node X 1002 i1dentifier 1s the home session

signaling address of the end node X 1002. The contact field
includes the same end node X 1002 identifier user in the

Record field concatenated by the access node 1100 network
address.
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forwards the message 1610 as 1s to the paging and location
server 1300. In accordance with the present invention, Paging
and Location Server 1300 monitors for messages sent to 1t
and, 1n response to detecting such a message intercepts and
processes the message. In particular the Paging and Location
Server 1300 stores relevant address information 1n 1ts set of
State information 1301.

In parallel, as depicted in the FIG. 12 embodiment, end
node X 1002 also sends a REGISTER message 1620 directed
to the home session signaling server 1200. Said message
includes the session signaling address of the home session
signaling server 1200 in the Target field and the session sig-
naling address of the end node X 1002 1n the record field. In
one particular embodiment, the contact contains a session
signaling address that 1s the result of amending the session
signaling address of the paging and location server 1300 to
the session signaling address of end node X 1002 1in the

paging and location server 1300.
Table 8 shows the messages 1600, 1610 and 1620 gener-

ated 1n such an embodiment 1n the first, second and third row

of the table.

The session signaling server module 1110 of said access s

TABLE 8
REGISTER MESSAGE CONTENT
CSSAGE Target Record Contact

Message PLS Address PLS Session Signaling Forwarding Session Signaling
1600 Address of ENX Address of ENx
from ENx User= NULL User= User of ENxX 1n User= user of ENx in PLLS
addressed PLS
to AN Domain= domain Domain= domaimn of PLLS Domain= Network Address of

of PLS access node 1100

Example: Example: Example:

PLS.com ENx%Homel.com@PLS.com ENx%Homel.com{@20.0.0.1
AN keeps PLS Address PLS Session Signaling Forwarding Session Signaling
state and Address of ENx Address of ENX
forwards User= NULL User= user of ENx 1n User= user of ENx in PLS
message PLS
1610 Domain= domain Domain= domain of Domain= Network Address of
addressed of PLS PLS access node 1100
to PLS Example: Example: Example:

PLS.com ENx@PLS.com ENx%Homel.com{@20.0.0.1
Message Home Session Home Session Forwarding Session Signaling
1620 Signaling Server Signaling Address of Address of ENx
from ENX Address ENx
addressed User= NULL User= user of ENx User= user of ENx in PLS
to HSSSN Domain= domain Domain= domain of Domain=domain of PLS

of HSSSN HSSSN

Example: Example: Example:

Homel.com

ENx(@Homel.com

ENx%Homel.com@PLS.com

The resultant state in 1201, 1301 and 1120 1n this example

node receives and processes the message; stores relevant
address information 1n its set of State information 1120 and

1s 1llustrated in Table 9. As with the state illustrated in FIG. 7
as a result the home session signaling server 1201 will for-
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ward any incoming signaling for End Node X 1002 to the
paging and location server 1300, which 1n 1its turn will for-
ward 1t to the access node 1100 before being delivered to the
End Node X 1tself, 1t 1s now done, however, without need for
message iterception and translation but only by normal mes-
sage reception and processing.

32

and location server in the visited domain eliminates the need
for multiple registrations to multiple home session signaling
SErvers.

In the FIG. 13 embodiment, in order to updates its regis-
tered location with 1ts paging and location server 1300, end

node X 1002 sends a REGISTER message 1630 directed to

TABLE 9
STATE INFORMATION

Element Record Forwarding Address
Home User= user of ENx User= user of ENx in PL.S
Session Domain= domain of Domain= domain of PLS
Signaling HSSSN
Server Example: Example:
State 1201 ENx@Homel.com ENx%Homel.com@PLS.com
PLS State User= user of ENX 1n User=user of ENx in PLS
1301 PLS

Domain= domain of PLLS Domain= Network Address of access

node 1100

Example: Example:

ENx%Homel.com@PLS .com  ENx%Homel.com(@20.0.0.1
Access Node User= user of ENx 1n Network address of directly
State PLS connected ENX
Information Domain= Network
1120 Address of access node

1100

Example: Example:

ENx%Homel.com{@20.0.0.1 10.0.0.1

FIG. 13 1llustrates a simplified version of the exemplary
system 2002 of FIG. 8 and depicts session signaling per-
formed as part of the processes of a handofl. In this example
the end node X 1002 1s moving from access node 1100 to
access node 1100'. End node X 1002 registers 1ts relocation so
that incoming signaling will reach it at 1ts correct location
which now 1s access node 1100'. To that end the end node X
1002 performs a registration equivalent to paging and loca-
tion server 1300 registration already illustrated by messages
1600,1610 1n FIG. 12 sends REGISTER message 1630 to the
network address of access node 1100'. Registration with the
home session signaling server 1200 (of FIG. 12) 1s not

required 1n this case since the said server 1200 correctly
forwards any incoming signaling to the paging and location
server 1300 based on current state information 1201 (of FIG.
12). The same would apply 1n the case of aggregated regis-
tration as depicted in FIG. 10 1.e.: the existence of a paging,
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the network address of the access node 1100'. Said message 1s
similar to message 1600 of (FI1G. 12). The difference 1s that
the contact field includes the end node X 1002 identifier used
in the Record field concatenated by the access node 1100
network address instead of the access node 1100 network
address.

-

T'he session signaling server module 1110 of said access
node recerves and processes the message; stores relevant
address information 1n its set of State information 1120. and
forwards the message 1640 as 1s to the paging and location
server 1300. In accordance with the present invention, Paging
and Location Server 1300 monitors for messages sent to 1t
and, 1n response to detecting such a message intercepts and

processes the message. In particular the Paging and Location
Server 1300 stores relevant address information 1n 1ts set of
State information 1301.

TABLE 10
REGISTER MESSAGE CONTENT
FSSAGE Target Record Contact

Message PLS Address PLS Session Signaling Forwarding Session Signaling
1630 Address of ENx Address of ENx
from ENX User= NULL User= User of ENX 1n User= user of ENx 1n PLS
addressed PLS
to AN Domain= domain of Domain= domain of PLS Domain= Network Address of

PLS access node 1100’

Example: Example: Example:

PLS.com ENx%Homel.com{@PLS ENx%Homel.com({@?20.0.1.1
AN keeps PLS Address PLS Session Signaling Forwarding Session Signaling
state and Address of ENx Address of ENx
forwards User= NULL User=user of ENX 1n User=user of ENx in PLS
Imessage PLS
1640 Domain= domain of Domain= domain of Domain= Network Address of
addressed PLS PLS access node 1100’
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TABLE 10-continued

34

REGISTER MESSAGE CONTENT
MESSAGE Target Record Contact
to PLS Example: Example: Example:
PLS.com ENx%Homel.com@PLS.com ENx%Homel.com({@20.0.1.1

The result 1s updated state information 1n access node 1100

and paging and location server 1300. That state 1s depicted 1n
Table 11.

10

5. The method of claim 4, wherein said second registration
message mcludes multiple session signaling server destina-
tion addresses.

TABLE 11
STATE INFORMATION

Element Record Forwarding Address
PLS State User= user of ENx 1n User=user of ENx in PLS
1301 PLS

Domain= domain of PLS Domain= Network Address of access

node 1100’

Example: Example:

ENx%Homel.com@PLS.com ENx%Homel.com(@20.0.1.1
Access Node User= user of ENx 1n Network address of directly
State PLs connected ENx
Information Domain= Network
1120 Address of access node

1100’

Example: Example:

ENx%Homel.com{@20.0.1.1 10.0.0.1

Numerous variations on the above-described inventions
will be apparent to those of ordinary skill in the art based on
the above description. Such variations are to be considered
within the scope of the invention.

What 1s claimed 1s:
1. A communications method, comprising the steps of:
operating a home session signaling server node to receive a

first registration message including an end node session
signaling address, said end node session signaling
address being a session signaling address of a mobile
node, and an access node session signaling address, said
access node session signaling address being a session
signaling address of an access node which 1s a base
station that includes a session signaling server module;
and

operating the home session signaling server node to store
registration iformation associating said access node
session signaling address with said end node session
signaling address.

2. The method of claim 1, wherein said base station
includes a receiver for recerving signals transmitted by said
mobile node through a wireless communications channel and
a transmitter for transmitting signals over the air to said
mobile node.

3. The method of claim 2, further comprising;

operating the receiver 1n the access node to recerve a sec-
ond registration message from said mobile node.

4. The method of claim 3, further comprising:

operating the session signaling module 1n the access node
to perform a forwarding address translation operation to
generate said first registration message from said second
registration message.
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6. The method of claim 3, further comprising:

operating said access node to generate a plurality of regis-
tration messages from the second registration message
received from said end node, the first registration mes-
sage being one of said plurality of generated registration
messages.

7. The method of claim 6, wherein at least one registration
message 1s generated by the access node for each of the
multiple session signaling server destination addresses
included 1n the second registration message.

8. The method of claim 7, wherein each of said plurality of
registration messages generated by said access node includes
a different destination address obtained from the registration
message recerved from said end node.

9. The method of claim 3, wherein the second registration
message recetved from said end node 1s addressed to said
home session signaling server node.

10. The method of claim 3, wherein said second registra-
tion message mcludes multiple session signaling server des-
tination addresses.

11. The method of claim 10, further comprising;:

operating said access node to generate a plurality of regis-
tration messages from the second registration message
received from said end node, the first registration mes-
sage being one of said plurality of generated registration
messages.

12. The method of claim 11, wherein at least one registra-
tion message 1s generated by the access node for each of the
multiple session signaling server destination addresses
included in the second registration message.

13. The method of claim 12, wherein each of said plurality
of registration messages generated by said access node
includes a different destination address obtained from the
registration message recerved from said end node.
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14. A communications method, comprising the steps of:

operating a home session signaling server node to receive a
first registration message including an end node session
signaling address, said end node session signaling
address being a session signaling address of a mobile
node, and an access node session signaling address, said
access node session signaling address being a session
signaling address of an access node which 1s a base
station that includes a session signaling server module,
said base station including a recerver for recerving sig-
nals transmitted by said mobile node through a wireless
communications channel and a transmitter for transmait-
ting signals over the air to the wireless terminal;

operating the home session signaling server node to store
registration information associating said access node
session signaling address with said end node session
signaling address;
operating the recerver 1n the access node to receive a sec-
ond registration message from said end node; and

operating the session signaling module 1n the access node
to perform a forwarding address translation operation to
generate said first registration message from said second
registration message; and

wherein performing a forwarding address translation

operation includes replacing at least a portion of an end
node session signaling address included 1n said second
registration message with at least a portion of the access
node session signaling address, the access node session
signaling address being included m a forwarding
address field of the first registration message generated
by said forwarding address translation.

15. The method of claim 14, wherein the replaced portion
of an end node session signaling address 1s a domain part of
said end node session signaling address.

16. A communications system comprising;

a home session signaling server including:

means for recerving registration messages imncluding an end

node session signaling address corresponding to a
mobile node and an access node session signaling
address corresponding to an access node which 1s a base
station; and

a memory for storing registration information associating,

said access node session signaling address with said end
node session signaling address included 1n received reg-
1stration messages.

17. The communication system of claim 16, further com-
prising:

said access node including a session signaling server mod-

ule and a wireless transmitter for transmitting signals to
said mobile node.

18. The communication system of claim 16, wherein said
access node includes a message generation module enabled to
generate a plurality of session signaling registration messages
from a single session signaling registration message recerved
from the mobile node.

19. The communication system of claim 16, wherein said
access node further includes:

transmission circuitry for transmitting each of said plural-

ity of generated session signaling registration messages
to a different home session signaling server.

20. The communication system of claim 19 wherein said
single session signaling registration message includes the
address of multiple destination home session signaling serv-
ers.

21. A communications system comprising:

an access node which 1s a base station, said access node

including a session signaling server module and a wire-
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less transmitter for transmitting signals to a mobile node,
said session signaling server module including means
for performing a forwarding address translation opera-
tion to generate a second registration message from a
first registration message received from an end node,
said forwarding address translation operation including
substituting at least a portion of an end node session
signaling address for at least a portion of an access node
session signaling address included in the first registra-
tion message, the access node session signaling address
being included 1n a forwarding address field of the first
registration message;

a home session signaling server including:

1) a recerver module for recerving registration messages
including the end node session signaling address cor-
responding to the mobile node and the access node
session signaling address corresponding to said
access node which 1s the base station; and

11) a memory for storing registration mformation asso-
ciating said access node session signaling address
with said end node session signaling address included
in recerved registration messages.

22. A method of operating a base station to process a first
session signal registration message from an end node, the
method comprising:

performing 1n the base station a forwarding address trans-

lation operation on said first session signaling registra-
tion message to generate a second session signaling
registration message; and

transmitting said second session signaling message to
another node.

23. A method of operating an access node to process a first
session signal registration message from an end node, the
method comprising:

performing a forwarding address translation operation on

said first session signaling registration message to gen-

erate a second session signaling registration message;
and

transmitting said second session signaling message to
another node;

wherein said access node 1s a base station which includes a
receiver for recerving signals transmitted to said access
node over the air; and

wherein performing a forwarding address translation
operation includes replacing at least a portion of an end
node session signaling address with at least a portion of
an access node session signaling address, said portion of
the access node session signaling address being included
in a forwarding address field of the second registration
message.

24. The method of claim 23, wherein the replaced portion
ol an end node session signaling address 1s a domain part of
said end node session signaling address.

25. The method of claim 23, wherein said first registration
message mcludes multiple session signaling server destina-
tion addresses.

26. The method of claim 235, further comprising:

generating a plurality of registration messages from the
first registration message, the second registration mes-
sage being one of said plurality of generated registration
messages.

277. The method of claim 26, wherein at least one registra-
tion message 1s generated by the access node for each of the
multiple session signaling server destination addresses
included in the second registration message.
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28. A communications apparatus, comprising;:
a module for generating a session signaling register mes-
sage including:
a target field;
a contact field; and
at least two different end node session signaling 1den-
tifiers belonging to the same end node and being in

addition to said target field and said contact field;
and

a transmitter for transmitting said generated message.

29. The apparatus of claim 28, wherein the two different
end node session signaling identifiers are first and second
session signaling addresses corresponding to the same end
node.

30. The apparatus of claim 29, wherein the first session
signaling address 1s the address of the end node 1n a first
domain and wherein the second session signaling address 1s
the address of the end node 1n a second domain.

31. The apparatus of claim 29,
herein the contact field includes a first address:
nerein the target field includes a second address; and
herein said at least two different end node session signal-
ing 1dentifiers are 1 addition to said first and second
addresses.

32. The apparatus of claim 31,

wherein the end node 1s a mobile node;

wherein a portion of said {first session signaling address

identifies a first target; and

wherein a portion of said second session signaling address

identifies a second target.

33. The apparatus of claim 29,

wherein said contact field includes a single session signal-

ing address corresponding to the current location of the
end node.

34. The apparatus of claim 29, wherein each session sig-
naling address 1n said register message includes a user part
and a domain part.

35. A communications apparatus, comprising;:

a module for generating a session signaling register mes-
sage including:
a target field;
a contact field; and
at least two different end node session signaling 1denti-
flers;
wherein the two different end node session signaling 1den-
tifiers are first and second session signaling addresses
corresponding to the same end node;
wherein the first session signaling address 1s the address
of the end node 1n a first domain and wherein the
second session signaling address 1s the address of the
end node 1n a second domain;
wherein a portion of said first session signaling address
identifies a first target; and
wherein a portion of said second session signaling
address 1dentifies a second target;
wherein said first portion 1s the session signaling address
of a first home session signaling server; and
wherein said second portion 1s the session signaling
address of a second home session signaling server;
and
a transmitter for transmitting said generated message.
36. A communications apparatus, comprising:
a module for generating a session signaling register mes-
sage including:
a target field;
a contact field; and
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at least two different end node session signaling 1denti-
fiers belonging to the same end node and being in
addition to said target ficld and said contact field; and

a transmitter for transmitting said generated message;

wherein the two diflerent end node session signaling 1den-

tifiers are first and second session signaling addresses

corresponding to the same end node; and

wherein said target field includes a NULL value.

37. A communications apparatus, comprising:
a module for generating a session signaling register mes-

sage including:

a target field;

a contact field; and

a record field including at least two different end node
session signaling identifiers;

wherein the two different end node session signaling
identifiers are first and second session signaling
addresses corresponding to the same end node; and

wherein said target field includes at least two different
session signaling addresses, each one of the different
session signaling addresses in the target field corre-
sponding to a single one of said addresses in the
record field, the target and record fields each includ-
ing the same number of session signaling addresses;
and

a transmitter for transmitting said generated message.

38. A communications method, the method comprising;:

operating a mobile node to:

1) generate a session signaling register message including:

a target field;

a contact field; and

at least two different end node session signaling 1denti-
fiers corresponding to said mobile node 1n addition to
said target field and said contract field; and

11) transmit said generated session signaling register mes-

sage to a base station over a wireless communications
channel.

39. The method of claim 38, wherein the two different end
node session signaling identifiers are first and second session
signaling addresses corresponding to the same mobile node.

40. The method of claim 39 wherein the first session sig-
naling address 1s the address of the end node 1n a first domain
and wherein the second session signaling address 1s the
address of the end node 1n a second domain.

41. The method of claim 39,

wherein said contact field includes a single session signal-

ing address corresponding to the current location of the
end node.

42. The method of claim 39, wherein each session signal-
ing address 1n said register message includes a user part and a
domain part.

43. A communications method, the method comprising:

operating a mobile node to:

1) generate a session signaling register message including:

a target field;

a contact field; and

at least two different end node session signaling 1denti-
fiers corresponding to said mobile node, said at least
two different end node session signaling i1dentifiers
being 1n addition to said target field and said contract
field; and

1) transmit said generated session signaling register mes-

sage to a base station over a wireless communications
channel;

operating a recerver 1n said base station to:

1) receive said transmitted session signaling register mes-

sage;
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11) to perform an address translation operation thereon to
generate another session signaling register message; and
111) transmit said another session signaling register mes-
sage to another node over a second communications link
which 1s not a wireless communications link.
44. A communications method, the method comprising;:
operating a mobile node to:
1) generate a session signaling register message imcluding:
a target field;
a contact field; and
at least two different end node session signaling ident-
fiers corresponding to said mobile node; and
1) transmit said generated session signaling register mes-
sage to a base station over a wireless communications
channel;
wherein the two different end node session signaling
identifiers are first and second session signaling
addresses corresponding to said mobile node;
wherein the first session signaling address 1s the address
of said end node 1n a first domain and wherein the
second session signaling address 1s the address of said
end node 1n a second domain;
wherein a portion of said first session signaling address
identifies a first target; and
wherein a portion of said second session signaling
address 1dentifies a second target.
45. A communications method, the method comprising:
operating a mobile node to:
1) generate a session signaling register message including:
a target field;
a contact field; and
at least two different end node session signaling ident-
fiers corresponding to said mobile node; and
11) transmit said generated session signaling register mes-
sage to a base station over a wireless communications
channel;
wherein the two different end node session signaling
identifiers are first and second session signaling
addresses corresponding to said mobile node;
wherein the first session signaling address 1s the address
of said end node 1n a first domain and wherein the
second session signaling address 1s the address of said
end node 1n a second domain;
wherein a portion of said first session signaling address
identifies a first target; and
wherein a portion of said second session signaling
address 1dentifies a second target;
wherein said first portion is the session signaling address
of a first home session signaling server; and
wherein said second portion 1s the session signaling
address of a second home session signaling server.
46. A communications method, the method comprising:
operating a mobile node to:
1) generate a session signaling register message including:
a target field;
a contact field; and
at least two different end node session signaling 1denti-
fiers corresponding to said mobile node; and
11) transmit said generated session signaling register mes-
sage to a base station over a wireless communications
channel;
wherein the two different end node session signaling 1den-
tifiers are first and second session signaling addresses
corresponding to the same mobile node; and
wherein said target field includes a NULL value.
47. A communications method, the method comprising:
operating a mobile node to:
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1) generate a session signaling register message including:
a target field;
a contact field; and
a record field including at least two different end node
session signaling identifiers corresponding to said
mobile node; and
11) transmit said generated session signaling register mes-
sage to a base station over a wireless communications
channel;
wherein the two different end node session signaling 1den-
tifiers are first and second session signaling addresses
corresponding to said mobile node; and
wherein said target field includes at least two different
session signaling addresses, each one of the different
session signaling addresses in the target field corre-

sponding to a single one of said addresses in the
record field, the target and record fields each includ-

ing the same number of session signaling addresses.
48. A communications apparatus, comprising:
a module for generating a session signaling register mes-
sage including:
a target field;
a contact field; and

at least two different end node session signaling 1den-
tifiers belonging to the same end node and being in
addition to said target field and said contact field;
and

a transmitter for transmitting said generated message;

wherein said two diflerent end node session signaling 1den-
tifiers are included 1n a record field which i1s 1n addition
to said target field and contact field;

wherein the two different end node session signaling 1den-
tifiers are first and second session signaling addresses
corresponding to the same end node; and

wherein the first end node session signaling address
includes at least a user portion and a domain portion,
said user portion including characters identifying a user,
said domain portion including characters identifying a
network domain.

49. The apparatus of claim 48, wherein the user portion and
domain portion of said first end node session signaling
address each include alphanumeric characters, said user por-
tion and domain portion being separated by an (@ symbol.

50. The apparatus of claim 49, wherein the second end
node session signaling address includes at least a user portion
and a domain portion, said user portion including alphanu-
meric characters identifying said user, said domain portion
including alphanumeric characters identifying a network
domain.

51. A communications method, the method comprising:
operating a mobile node to:
1) generate a session signaling register message including:
a target field;
a contact field; and

at least two different end node session signaling 1dent-
fiers corresponding to said mobile node, said at least

two different end node session signaling i1dentifiers
being 1n addition to said target field and said contract

field; and

11) transmit said generated session signaling register mes-
sage to a base station over a wireless communications

channel;

wherein said two diflerent end node session signaling 1den-
tifiers are included 1n a record field which 1s 1n addition

to said target field and contact field;

il
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wherein the two different end node session signaling 1den-
tifiers are first and second session signaling addresses
corresponding to the same end node; and

wherein the first end node session signaling address

includes at least a user portion and a domain portion,
said user portion including characters identifying a user,
said domain portion including characters identifying a
network domain.

52. The method of claim 51, wherein the user portion and
domain portion of said first end node session signaling
address each include alphanumeric characters, said user por-
tion and domain portion being separated by an (@ symbol.

53. The method of claim 52, wherein the second end node
session signaling address includes at least a user portion and
a domain portion, said user portion including alphanumeric
characters 1identifving said user, said domain portion includ-
ing alphanumeric characters 1dentifying a network domain.

54. A communications apparatus, comprising:

a recerver for recerving a session signaling register mes-

sage including:

a target field;

a contact field; and

at least two different end node session signaling ident-
fiers belonging to the same end node and being 1n
addition to said target field and said contact field; and

a module for processing said received session signaling

register message.

55. A communications apparatus, comprising;:

a module for generating a session signaling register mes-

sage including:

a target field;

a contact field;

at least two different end node session signaling ident-
fiers belonging to the same end node and being 1n
addition to said target field and said contact field; and

a transmitter for transmitting said generated message;

wherein the two different end node session signaling 1den-

tifiers are first and second session signaling addresses
corresponding to the same end node;

wherein said at least two different end node session signal

identifiers are included 1n a third field of said message
which 1s separate from said target field and said contact

field; and
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wherein a user part of the first session signaling address and
a user part of the second session signaling address are the
same;

wherein a domain part of the first session signaling address
and a domain part of the second session signaling
addresses are diflerent.

56. The apparatus of claim 55,

wherein said target field includes a home session signaling
server address; and

wherein said contact field includes a forwarding session
signaling address including a user part which 1s the same
as the user part included 1n said first and second session
signaling addresses.

57. A computer readable medium embodying computer

executable 1nstructions for implementing a method of oper-
ating a home session signaling node, the method comprising
the steps of:

operating the home session signaling server node to receive
a first registration message mcluding an end node ses-
sion signaling address, said end node session signaling,
address being a session signaling address of a mobile
node, and an access node session signaling address, said
access node session signaling address being a session
signaling address of an access node which 1s a base
station that includes a session signaling server module;
and

operating the home session signaling server node to store
registration mnformation associating said access node
session signaling address with said end node session
signaling address.

58. A home session signaling server including:

a receiver for recerving registration messages icluding an
end node session signaling address corresponding to a
mobile node and an access node session signaling
address corresponding to an access node which 1s a base
station; and

memory for storing registration information associating
said access node session signaling address with said end
node session signaling address included 1n recerved reg-
1stration messages.
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