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(57) ABSTRACT

An 1mproved subset-difference method 1s provided. The
improved method uses the value of a current content key to
help generate the requisite difference keys. The requisite dii-
ference keys are then used to encrypt the next content key
which will be delivered only to users who are supposed to
remain in the group. Users who have the current content key
are then able to generate the requisite difference keys which
they can then use to decrypt the next content key. Using the
decrypted next content key, the users are then able to continue
to recerve contents. Since previously revoked users do not
have the current content key, they are unable to determine the
next content key and thus are prevented from recerving future
contents.

5> Claims, 2 Drawing Sheets



(1Y HOI¥d)
l Ol4

pRREEEEE R R

US 7,450,722 B2

)
Col
-
y—
w 9 9 e e e e e e
-
s 9,
L
)
y—
>
-
rd

O (%

U.S. Patent



US 7,450,722 B2

Sheet 2 of 2

Nov. 11, 2008

U.S. Patent

(LMY HOINd)
¢ 9Dl4




US 7,450,722 B2

1

SUBSET DIFFERENCE METHOD FOR
MULTI-CAST REKEYING

BACKGROUND OF THE INVENTION

The present invention generally relates to multicasting in a
network, and more specifically, to a method and system for
providing improved multicast key management 1n a network.

Using modern technologies that are available today, con-
tent delivery systems are capable of delivering contents over
computer networks to a large number of users. A typical
content delivery system includes a caching server responsible
for delivering contents and a large number of clients or client
applications that are under the control of the users. For
example, a content delivery system may need to support
hundreds of thousands, and possibly even millions, of users
viewing a single event or program. In some cases, the pro-
grams are lengthy in duration and users are interested in only
viewing some portion of a program (e.g., Olympics, shopping
channel, news etc.). In order to charge users for such pro-
gramming, 1t then becomes necessary to support a pay-by-
time model. Inapay-by-time model, auser 1s charged only for
the portion of the program that he or she consumed.

In a secure set-top client, such pay-by-time functionality
may be more easily implemented in a secure manner. For
example, tamper-proof hardware can be used 1n the set-top
client to report 1n an accurate manner the amount of time that
the client tuned 1n to a particular program. However, a general
personal computer (PC) client cannot be trusted to perform
such a task securely. This 1s because such PC client can be
casily hacked. As a result, in order to support pay-by-time
functionality with untrusted clients, a program needs to be
delivered 1n a secure manner. One way to assure secure deliv-
ery ol a program 1s to divide the program nto program seg-
ments. There 1s a unique program segment key associated
with each program segment, where the program segment key
could be either used to encrypt the content within that pro-
gram segment directly or it can be used to encrypt multiple
content keys. A user that 1s authorized for a particular pro-
gram segment will get the corresponding program segment
key and will use 1t to decrypt the multiple content keys that are
in turn used to decrypt the content within the program seg-
ment for viewing. In this manner, users that decide to leave a
multicast or broadcast program would simply not be given
more program segment keys for the following program seg-
ments, while the remaining users would continue recerving,
new program segment keys to allow them to continue view-
ng.

One straight-forward approach to support pay-by-time key
management 1s to mndividually deliver the next program seg-
ment key to each user that remains 1n the multicast or broad-
cast group. This approach presents a number of problems. For
example, for large multicast groups, this approach requires
delivering program segment keys well ahead of time to ensure
that such keys are delivered 1in time for each user. Even then,
pay-by-time system scalability 1s severely limited by re-key-
ing and the size of each program segment must be sufficiently
large to msure that subsequent program segment keys can be
delivered 1n time.

A number of multicast re-keying approaches have been
proposed 1n an attempt to solve the foregoing problem. Many
of these approaches are efficient at revoking a few users at a
time from a multicast group and are based on the assumption
that users leave at a constant rate. However, 1n practical situ-
ations, a large number of users may leave and users cannot be
expected to leave a multicast group on a constant basis. To the
contrary, user departure rate tends to fluctuate widely over the

10

15

20

25

30

35

40

45

50

55

60

65

2

course of a program. For example, a large number of users
tend to all want to leave a multicast group after some logical
portion of the program is over (e.g., a specific Olympic event).
Hence, these existing approaches still do not provide sufili-
cient scalability that would efficiently accommodate varying
user departure rate, such as, when a large number of users
decide to leave a multicast group within a short period of time
(e.g., within the same program segment).

In one of the proposed multicast key management schemes
commonly known as the subset-difference method, each user
1s placed as a leaf 1into a binary tree and 1s given a subset of
keys 1n that tree that depends on the user’s position 1n that
tree. The first time that a subgroup of users needs to be
revoked from the group, the overhead of removing such sub-
group of users from the group 1s proportional to the s1ze of the
to-be-revoked subgroup. This appears to provide as much
scalability as can be expected. However, as time goes on and
additional users leave the group, the overhead of removing
such subsequent users becomes proportional to the number of
users that have leit the group since the beginning of the event.
Consequently, as more and more users leave the group, the
ability to revoke users from the group will likely degrade to an
unacceptable level.

For purposes of illustration and simplicity herein, 1t should
be understood that a user can be either a person or a client or
client application or device that 1s under the control of a user.

FIG. 11s a simplified schematic diagram 1llustrating a set of
users belonging to a particular multicast group that have been
arranged 1nto a binary tree according to the subset-difference
method. The binary tree has a number of nodes V-V, . and a
number of leaves V,.-V;,. The leaves of the tree V-V,
represent the actual users and the leaves that are shaded, V4,
Vi, Vo, Vou, Voo, V, . and V,,, correspond to users that are
to be revoked from the group.

The binary tree 1s further divided into subtrees that are
rooted at nodes V,,, V. and V ;. Each of these subtrees contains
an mner subtree, where an inner subtree includes only the
to-be-revoked leaves. For example, for a subtree rooted at
node V,,, there 1s an inner subtree rooted at node V, that
contains only the to-be-revoked leaves, V,, and V..

The main 1dea of the subset-difference method 1s to have a
key for each of the outer subtrees that 1s known to everyone in
the outer subtree but not known to anyone inside the inner
(revoked) subtree. Thiskey s designated as L; ;. For example,
for the outer subtree rooted at node V,, this outer subtree
including node Vg and leaves V s and V5, thereisakey L, o
that 1s known only to leaves V, ., V,, but not to leaves V ,
V.. In this example, 1n order to revoke leaves V4, Vo, V5,
V.., V.., V,.and V,., a new content key (CK) 1s sent out
encrypted using the following ditference keys: L, o, L5 5, and
L6

Keys L; rare generated as follows. First, each inner node V;
in the tree 1s assigned a unique and independent label
LABEL,. Then, a “difference label” for the left child otV 1s
derived using an one-way function G,: G, (LABEL,). Simi-
larly, for the night child oV, a difference label G,(LABEL))
1s created. Next, in order to compute a difference label LABE-
L, ,for an outer subtree rooted at node V ;and an inner subtree
rooted at node V ,, one has to start with the original label
LABEL, for node V, and then derive the difference label by
applying functions G, and G, multiple times, depending on
the path between V;and V ;. For example, label LABEL; ,=
G (G (Gz(LABEL;))). The key L,  1s then computed by sim-
ply applying another one-way function G, , to the difference
label LABEL, , 1.e., LIJ=G,(LABEL, ,).

When a particular leaf “u” is first mitialized (1.e., when
joming a multicast), thus leal “u” receives the following
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labels: for every V,ancestor of leat “u”, leaf “u” receives all
difference labels that are “hanging off the path™ from V, to
leat “u”. From each of the labels, leaf “u” can derive the keys
that 1t needs. For example, the path from root V, to leat vV, , 1s
as follows: V,,V,, V., V,, and V,,. When leat V ,, 1s 1nitial-

1zed, 1t would receive the following difference labels:

LABEL, ;, LABEL, ,, LABEL, ,,, LABEL, ,;,
LABEL, ,, LABEL, o, LABEL, s,
LABELs 5, LABEL; 55,
LABEL, »;

The foregoing 1s graphically 1llustrated 1n FIG. 2.

Referring back to FIG. 1, in order to revoke the indicated
leaves (V,q, Vo, Voy, Vou, Voo, Voo and V,-), as previously
mentioned, the new content key 1s sent out encrypted using,
L.o,Ls,; and L 4. In order for V,, to obtain the new content
key, V,, derives L ,, from LABEL; ,, (which 1t was given
during 1mitialization) as follows:

Ls51=GadLABELs 5, )=Gp(Gr(LABELs ;0))

The number of keys recetved by a leat “u” during 1nitializa-
tion turns out to be:

Log(N)+(Log(N)-1)+(Log(N)-2)+ . .. +1=Log(N)*
(Log(N)+1)/2

The foregoing can be simplified to O(log(N)*), where O(N) is
the number of messages required for one rekeying for N users
participating in the multicast. For example, with N=8 million
~22>, each user joining a multicast would get initialized with
two hundred and seventy-six (276) keys. In the case that each
key 1s one hundred and twenty-eight (128) bits (or sixteen
(16) bytes) in length, this would require 276*16~4.5 Kbytes
of key storage. Where a security chip 1s utilized, these keys
would probably have to be stored encrypted outside of the
chip. Details of the subset-difference method can be further
found 1n the publication, “Revocation and Tracing Schemes
for Stateless Recetvers”, by D. Naor et al., the disclosure of
which 1s hereby incorporated by reference 1n its entirety for
all purposes.

One main problem with the subset-difference method 1s
that once some users 1n the group are revoked, none of the
inner node labels and none of the difference keys are modi-
fied. As a result, 1n order to insure that the previously revoked
users do not receive any more content keys, these users have
to be counted as to-be-revoked users during each rekeying
even though they have already been revoked previously. In
other words, during each rekeying, previously revoked users
have to be counted again for revocation purposes. Thus, the
number of to-be-revoked leaves R grows each time and could
eventually approach the total number of leaves N 1n the tree.

It would be impractical to modify the inner node labels
during each rekeying because of the way the keys are dertved
from the labels. For example, 1f root label LABEL, 1s modi-
fied, 1t automatically affects the values of all of the difference
labels LABEL, , and most ot the leaves 1n the tree will have to
be updated with some new difference labels. Consequently,
moditying the mner node labels during each rekeying pre-
sents a scalability problem.

In addition to this problem, since each user of the group has
to be mitialized with a considerable amount of keying mate-
rial which in the worst case scenario could amount to several
Kbytes, it would be impractical to mitialize each user joining
a multicast with all of the necessary labels at the time s/he
jo1ns the multicast.
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Hence, 1t would be desirable to provide an improved sub-
set-difference method that 1s able to improve multicast key

management in a network to allow for more etficient revoca-
tion of users from a group and conversely rekeying of remain-
Ing Users.

BRIEF SUMMARY OF THE INVENTION

An 1mproved subset-difierence method 1s provided. The
improved method uses the value of a current content key to
help generate the requisite difference keys. The requisite dii-
ference keys are then used to encrypt the next content key
which will be delivered only to users who are supposed to
remain in the group. Users who have the current content key
are then able to generate the requisite difference keys which
they can then use to decrypt the next content key. Using the
decrypted next content key, the users are then able to continue
to recerve contents. Since previously revoked users do not
have the current content key, they are unable to determine the
next content key and thus are prevented from recerving future
contents.

In an exemplary application, the present invention can be
deployed 1n systems that rely on secure information delivery
where the mformation i1s encrypted using a common group
key. Such systems 1nclude, for example, multicast or broad-
cast content delivery systems.

The exemplary method of the present invention provides a
number of advantages and/or benefits. For example, 1n order
to rekey a group, only O(r) messages are needed, where r 1s
the number of users to be revoked, as compared to the subset-
difference method, where O(R) messages are needed to
accomplish the same task, only that R 1s the number of users
that have been revoked from the very beginning of a multi-
cast.

Reference to the remaining portions of the specification,
including the drawings and claims, will realize other features
and advantages of the present invention. Further features and
advantages of the present invention, as well as the structure
and operation of various embodiments of the present mven-
tion, are described 1n detail below with respect to accompa-
nying drawings, like reference numbers indicate identical or
functionally similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 11s asimplified schematic diagram 1llustrating a set of
users of a particular multicast that have been arranged 1nto a
binary tree according to the subset-difference method; and

FIG. 2 1s a simplified schematic diagram illustrating 1ni1-
tialization of a leaf 1n a binary tree according to the subset-
difference method.

DETAILED DESCRIPTION OF THE INVENTION

The present invention 1n the form of one or more exemplary
embodiments will now be described. According to one exem-
plary method of the present mnvention, the subset-difference
method as described above 1s improved such that the over-
head of removing members from a multicast group 1s propor-
tional only to the size of the next set of members that want to
leave the group.

The exemplary method modifies the subset-difference
method to achieve the foregoing improvement as follows.
Assume that the current content key 1s CK, and the next
content key that 1s to be sent out during revocation of some
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leaves 1n the tree 1s CK, . Then, the difference key L; ; 1s
computed as follows:

L; =G (LABEL; , CKp)

During the next rekeying, difference keys are changed to the
following values:

L, =Gy {LABEL, , CKp, )

Also, the content key will be changed to CK ., ,.

During the second rekeying, since previously revoked
users 1n the group do not know the content key CK ,_ ,, they
will not be able to generate the correct difterence key L; ;and
therefore they will also not be able to figure out the value of
CK, ... As aresult, any previously revoked user that does not
possess a current content key 1s unable to get the next content
key even 1f 1t had all the labels 1n the tree. Hence, during the
second rekeying, 1t 1s not necessary to revoke the previously
revoked leaves again. In other words, only the additional
to-be-revoked leaves need to be revoked.

In some situations, a user that previously lett the group may
re-join subsequently and gets a different position 1n the tree.
In this case, the user will have the difference keys for two
different leaves and 11 that user leaves a second time, 1t may
still be able to get content keys using 1ts difference keys from
the first period of membership 1n the group. In order to avoid
this situation of users getting unauthorized content keys, the
respective positions of revoked users 1n the tree are recorded
and 11 a revoked user joins again, 1t 1s given the same position
as last time when 1t was 1n the group.

With respect to the 1ssue of amount of keying material
needed to mitialize a user joining a multicast group, the
amount of such material can be reduced by not varying the
labels for each multicast. The tree with all of 1ts labels for
inner nodes 1s kept relatively static, possibly only changing
occasionally like the service keys. In one exemplary embodi-
ment implemented using a Kerberos or ESBroker system, the
values of the labels 1n the tree are globally made the same and
are stored 1n a key distribution center (KDC) database. The
KDC database 1s responsible for maintaining and handing out
multicast group keys at a periodic interval. The KDC database
would return a complete set of labels along with a ticket
granting ticket (1GT) to each caching server and would also
return an appropriate subset of the labels to each user along
with the user’s TGT. As a result, the user’s position 1n he
multicast key hierarchy would be determined during an nitial
exchange (AS Reg/Rep) with the KDC database.

In one exemplary application where pay-by-time events
are sold 1n units of program segments, the exemplary method
for rekeying 1s applied to effect changing program segment
keys. A difterence key L; ;1s computed as follows: L; ~G,,
(LABEL,; ;, PSK ), where PSK represents the program seg-
ment key. In this application, the very first PSK , delivered to
a user that joins a group cannot be delivered using the exem-
plary method, since PSK ,_, 1s not known at that time to this
user. Preferably, the first PSK ) would be delivered to a user
using the same point-to-point protocol (e.g., Kerberos) that 1s
used to verily the 1dentity of this user and check 11 the user 1s
authorized for the multicast.

Furthermore, 1n order to avoid cloning of the set of differ-
ence labels. The KDC database can change the set of differ-
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ence labels on a periodic basis, such as once a month or once
every several months, and the different sets of labels could be
identified with a predetermined version number for synchro-
nization.

In one exemplary embodiment, the present imnvention 1s
implemented in the form of control logic using computer
software. Based on the disclosure and teachings provided
herein, 1t will be appreciated by a person of ordinary skill in
the art that the present invention can be implemented 1n other
ways and/or methods including, for example, hardware and/
or a combination of hardware and software.

It 1s understood that the examples and embodiments
described herein are for illustrative purposes only and that
various modifications or changes in light thereof will be sug-
gested to persons skilled in the art and are to be included
within the spirit and purview of this application and scope of
the appended claims. All publications, patents, and patent
applications cited herein are hereby incorporated by refer-
ence for all purposes 1n their entirety.

What 1s claimed 1s:

1. An improvement to a subset-ditlerence method, the sub-
set-difference method using a plurality of difference keys to
encrypt a content key, each of the plurality of difference keys
being generated by using a corresponding label, the improve-
ment comprising:

generating during a first rekeying each of the plurality of

difference keys L; ; by applying a one-way function G,,
to the corresponding current label, LABEL, ;and a first
current content key, CK ;;

generating during a next rekeying each of the plurality of

difference keys L, , by applying a one-way function G,,
to the corresponding current label, LABEL; , and the
next current content key, CK ,_ ,; and

wherein the next sequential content key, CK . , generated

by applying a one-way function G, ,to the corresponding
current label, LABEL; ;and contentkey, CK 5, , 1s used
to ensure continued delivery of contents.

2. The improvement of claim 1 wherein the improvement
and the subset-difference method are implemented 1n a con-
tent delivery system that is capable of providing multicasting.

3. The improvement of claim 2 wherein the content deliv-
ery system includes a plurality of clients under the control of
corresponding users, a key distribution center and a caching
server; and

wherein the key distribution center delivers the corre-

sponding labels that are used to respectively generate the
plurality of difference keys to the plurality of clients and
the caching server.

4. The improvement of claim 1 wherein the content key
represents a program segment key;

wherein the current content key represents a current pro-

gram segment key;

wherein the next content key represents a next program

segment key; and

wherein the next program segment key 1s used to ensure

continued delivery of a next program segment.

5. The improvement of claim 1 wherein the improvement
and the subset-difference method are implemented using
computer software.
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