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1

SYSTEM FOR PREVENTING
UNAUTHORIZED USE OF RECORDING
MEDIA

This application 1s based on an application No. 2002-
208398 filed 1n Japan, the content of which 1s hereby incor-
porated by reference.

BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a technology for prevent-
ing unauthorized use of a recording medium which 1s mount-
able to a terminal device.

(2) Description of the Related Art

In recent years, a system has been proposed that enables
users to access imformation recorded on a recording medium
with use of a terminal device to which the recording medium
1s mountable, such as a portable telephone.

JP 2001-134688 1s a reference which discloses a system
that includes a smartcard and a portable terminal device.
Here, the smart card stores thereon user information and
information relating to applications to be used, and the por-
table terminal device 1s equipped with an authentication unit
that authenticates whether the user 1s authorized to use the
portable terminal device.

In this system, when the smart card 1s mounted to the
portable terminal device, authentication i1s performed to
determine whether the user 1s the authorized user, with use of
information inputted through the portable terminal device
and 1information that 1s on the smart card. When the user 1s
authenticated as the authorized user, the user will be allowed
to access information written on the smart card.

However, with the aforementioned technology, the authen-
tication unit within the portable terminal device 1s not pro-
tected against an unauthorized external attack. Therelore,
there 1s a possibility that a malicious third party decodes the
authentication unit of the portable terminal, and changes the
authentication unit to always authenticate the third party to be
the authorized user. Such tampering will allow third parties to
access the information recorded on the recording medium.

SUMMARY OF THE INVENTION

The object of the present invention 1s to provide a recording,
medium that 1s protected against unauthorized use, that there-
fore has heightened security, and further to provide a terminal
apparatus, a system, a method, and a program, for preventing
unauthorized use of the recording medium.

In order to achieve the stated object, the present invention
1s a portable recording medium which includes a storage unit
which stores therein storage authentication information for
authenticating a user and has an area that corresponds to the
storage authentication information, a judgment unit operable
to judge whether to perform authentication, a reception unit
operable to receive reception authentication information that
authenticates a user 11 the judgment unit judges aflirmative, an
authentication unit that 1s tamper-resistant and 1s operable to
judge whether or not the received reception authentication
information matches the storage authentication information,
and a process unit operable to permit use of the area 1t the
reception authentication information 1s judged to match the
storage authentication information.

According to this structure, the recording medium includes
therein an authentication unit that 1s tamper resistant. Because
ol being tamer-resistant, the authentication unit will be pre-
vented from being decoded or tampered by third parties.
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Accordingly, the recording medium 1s protected from third
parties 1llegally using the area within the recording medium.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects, advantages and features of the
invention will become apparent from the following descrip-
tion thereof taken 1n conjunction with the accompanying
drawings that 1llustrate a specific embodiment of the mven-
tion. In the drawings:

FIG. 1 illustrates an overall structure of the recording-
medium unauthorized use prevention system;

FIG. 2 1s a block diagram 1illustrating the structure of a
portable telephone 100 that relates to the first embodiment;

FIG. 3 1s a block diagram illustrating the structure of a
recording medium 300 that relates to the first embodiment;

FIG. 4 illustrates the data structure of the authentication
information table T300 of the first storage area 311 according
to the first embodiment;

FIG. 5 1llustrates the data structure of the process informa-
tion table T301 of the second storage area 312 according to
the first embodiment;

FIG. 6 1s a flowchart 1llustrating the operations for setting
authentication information and process information, which
relate to the first embodiment;

FIG. 7 1s a flowchart 1llustrating the authentication opera-
tion that relates to the first embodiment:

FIG. 8 1s a flowchart illustrating the user information
reception operation;

FIG. 9 1s a flowchart 1llustrating the access right setting,
operation;

FIG. 10 1s a block diagram 1llustrating the structure of the
portable telephone 100A that relates to the second embodi-
ment;

FIG. 11 1s a block diagram 1llustrating the structure of the
recording medium 300A that relates to the second embodi-
ment;

FIG. 12 illustrates the data structure of the authentication
information table T350 of the first storage area 311A accord-
ing to the second embodiment;

FI1G. 13 1llustrates the data structure of the communication
information table T351 of the third storage area 313 A accord-
ing to the second embodiment;

FIG. 14 illustrates the data structure of the process infor-
mation table T352 of the second storage area 312 A according
to the second embodiment;

FIG. 15 1s a flowchart illustrating the operations for setting,
communication information, authentication information, and
process information, which relate to the second embodiment;

FIG. 16 1s a flowchart illustrating the authentication opera-
tion that relates to the second embodiment;

FIG. 17 1s a flowchart 1llustrating the access right setting,
operation that relates to the second embodiment;

FIG. 18 1s a block diagram 1llustrating the structure of the
portable telephone 100B that relates to the third embodiment;

FIG. 19 1s a schematic circuit diagram of the connection
unmt 115B of the portable telephone 100B according to the
third embodiment;

FIG. 20 1s a block diagram 1llustrating the structure of the
recording medium 300B that relates to the third embodiment;

FIG. 21 1illustrates the data structure of the history infor-
mation table T400 of the history information storage area
354B according to the third embodiment;

FIG. 22 1s a flowchart illustrating the operation for regis-
tering history information, which relates to the third embodi-
ment;
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FI1G. 23 1s a flowchart 1llustrating the authentication opera-
tion that relates to the third embodiment, which continues to
FIG. 24;

FI1G. 24 15 a flowchart 1llustrating the authentication opera-
tion that relates to the third embodiment, which i1s a continu-
ation from FIG. 23;

FIG. 25 1s a flowchart illustrating the access right setting,
operation that relates to the third embodiment;

FI1G. 26 1llustrates the data structure of the table consisting,
ol authentication information and process information;

FI1G. 27 illustrates the data structure of a table consisting of
authentication information, communication information, and
process information, where there 1s only one piece of com-
munication information; and

FI1G. 28 illustrates the data structure of a table consisting of
authentication information, communication information, and
process information, where there are a plurality of pieces of
communication information.

DETAILED DESCRIPTION OF THE INVENTION

1. The First Embodiment

As the first embodiment according to the present invention,
a recording-medium unauthorized use prevention system 1 1s
described as follows.

1.1 The Structure of the Recording-Medium Unauthorized
Use Prevention System 1

As shown 1n FIG. 1, the recording-medium unauthorized
use prevention system 1 1s comprised of portable telephones
100 and 200, an IC-function equipped recording medium
(herein after simply “recording medium™) 300 to which each
portable telephone 1s mountable.

The recording medium 300 1s mounted to a portable tele-
phone 100, for use. Likewise, the recording medium 300 can
be mounted to the portable telephone 200, for use.

1.2 The Structure of the Portable Telephone 100

In this section, the structure of the portable telephone 100
1s described.

As shown 1n FIG. 2, the portable telephone 100 1s com-
prised of an output unit 101, an mput unit 102, a radio umt
103, a baseband signal process unit 104, a speaker 105, a
microphone 106, a fingerprint input unit 107, a control unit
108, an mput/output umt 109, and a power supply unit 110.

The portable telephone 100 1s specifically a computer sys-
tem comprised of a microprocessor, a ROM, a RAM, a dis-
play unit, and the like. The ROM stores thereon a computer
program. The portable telephone 100 pursues its function by
the microprocessor performing according to the computer
program.

The portable telephone 200 has the same structure as the
portable telephone 100, therefore the description thereof 1s
omitted.

(1) The Output Unit 101

The output unit 101 outputs display of data according to the
instruction by the control unit 108.

The output unit 101, upon recerving from the control umit
108 input-means information for inquiring about which input
means to be used 1n authentication in relation to the recording,
medium 300, outputs a message inquiring about which input
means to be used in authentication.

The output unit 101, if it receives from the control unit 108
a character mput request, outputs a message prompting the
user to mput character information. The character input
request specifically requests mput of character information
that 1s composed of a combination of one or more numbers,
alphabets, and signs, and 1s used for proving that he 1s the
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authorized user of the recording medium 300. If the output
umt 101 recerves from the control unit 108 a fingerprint input
request, 1t outputs a message prompting the user to input
fingerprint information. The fingerprint input request speciti-
cally requests mput of fingerprint information that exhibits
characteristics of the fingerprint of the user, and 1s used for
proving that the user 1s the authorized user of the recording
medium 300.

Further, the output unit 101, upon receiving authentication-
impossible information showing that there 1s no information
within the recording medium 300 that matches the character
information, the fingerprint information, or the combination
of character information and fingerprint information, having
been received from the mput unit 102, outputs a message
reporting that there 1s no matching information within the
recording medium 300.

(2) The Fingerprint Input Unit 107

The fingerprint input unit 107 has a fingerprint sensor that
reads the fingerprint pattern of the user, generates from the
fingerprint pattern fingerprint information composed of char-
acteristic points of the fingerprint pattern, and outputs the
generated fingerprint information to the control unit 108.

Specifically, the characteristic points of the fingerprint pat-
tern are (1) direction of ridges and bifurcations or the like, and

(2) relative position for the end of ridges and bifurcations, or
the like.

(3) The Input Unit 102

The mput unit 102 1s comprised of a touch panel, a key-
board having ten key 1input function, and the like, and outputs
to the control umit 108 an mput nstruction from the user, the
input mnstruction including coordinates information showing
the location at the touch panel that has been pushed, and a key
operation signal generated by a key mput through the key-
board.

The mput unit 102 receives mput of authentication-start
information that indicates to start authentication in relation to
the recording medium 300, and also receives input of other
kinds of information. The mput unit 102 outputs the authen-
tication-start information and the other kinds of information
to the control unit 108.

The input unit 102, when the output unit 101 outputs a
message iquiring about an input means of information that 1s
necessary for authentication, receives one of first input infor-
mation, second input information, and third input informa-
tion. The first information indicates that information neces-
sary for authentication will be mput through the mput unit
102; the second 1nput information indicates that such infor-
mation will be input through the fingerprint input umt 107;
and the third input information indicates that such informa-
tion will be mmput through both the mmput unit 102 and the
fingerprint input unit 107. The input unit 102 then outputs the
recetved one of the first, second, or third information to the
control unit 108.

Furthermore, the input unit 102, when the output unit 101
outputs a message prompting the user to input character infor-
mation, receirves the mput of such character information
which 1s used for proving that he 1s the authorized user of the
recording medium 300, and outputs the received character
information to the control unit 108.

(4) The Radio Unit 103

The radio unit 103 1s equipped with an antenna 120, and
transmits/receives radio signals.

(5) The Baseband Signal Process Uit 104

The baseband signal process unit 104 processes a signal
received from the radio unit 103 to output it to the speaker
105, and processes an audio recerved from the microphone
106 to output 1t to the radio umt 103.
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(6) The Speaker 105

The speaker 105 outputs the audio processed at the base-
band signal process unit 104.

(7) The Microphone 106

The microphone 106 recerves an audio of the user, and
outputs the audio to the baseband signal process unit 104.

(8) The Control Unit 108

The control unit 108 controls the portable telephone 100 as
a whole.

The control unit 108, upon recerving authentication-start
information or other kinds of information from the mnput unit
102, outputs the authentication-start information or the other
kinds of information to the recording medium 300 via the
input/output unit 109. Further, the control unit 108, upon
receiving the input-means information from the recording
medium 300 via the mnput/output unit 109, outputs the
received mput-means information to the output unit 101.

Furthermore, the control unit 108, when it receives from
the iput unit 102, one of the first, second, and third input
information, outputs the received one of the first, second, and
third 1nput information, to the recording medium 300 via the
iput/output unit 109. The control unit 108, upon receiving
from the recording medium 300 either a character put
request or a fingerprint input request, outputs the received one
of the character input request and the fingerprint input request
to the output unit 101.

The control unit 108 recerves character information or
fingerprint information, which identifies the user, and outputs
the recerved one of the character information and fingerprint
information, to the recording medium 300 via the mput/out-
put unit 109. Further, the control unit 108, upon receiving,
authentication-impossible information from the recording
medium 300, outputs the received authentication-impossible
information to the output unit 101.

The control unit 108 includes a memory, which 1s operable

to store data and program, the data including mput nstruc-
tions recerved from the mput unit 102 and content which has
been processed by the control unit 108, and the program
including a variety of process programs and a variety of
application programs that are to be executed. The control unit
108, when using data of the recording medium 300, recerves
the data from the recording medium 300, and records the
received data to this memory.

For example, when there 1s, via the input umt 102, an
instruction from a user that a game stored 1n the recording
medium 300 should be executed, the control unit 108 receives
data necessary for execution of the game from the recording
medium 300, records 1t on the memory, and executes the
game processing with use of the recorded data.

(9) The Input/Output Unit 109

The mnput/output unit 109 performs input/output of nfor-
mation with the recording medium 300, after the recording
medium 300 has been iserted to a slot provided for the
portable telephone 100, and with use of the slot as an inter-
face.

(10) The Power Supply Unit 110

The power supply unit 110 supplies power voltage to each
part constituting the portable telephone 100, and to the
recording medium 300.

1.3 The Structure of the Recording Medium 300

In this section, the structure of the recording medium 300 1s

described.

As shown 1n FIG. 3, the recording medium 300 1s com-
prised of a storage area 310, a control umt 320, a setting unit
330, and an mput/output unit 340.

The recording medium 300 1s specifically a computer sys-
tem which 1s comprised of a microprocessor, a ROM, a RAM,
and the like. The ROM stores thereon a computer program.
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The recording medium 300 pursues its function by the micro-
processor performing according to the computer program.

(1) The Storage Area 310

The storage area 310 includes a first storage area 311, a
second storage area 312, and a process-name storage area
315. The storage area 310 further includes a memory A 361,
amemory B 362, and a game 363, which are respectively data
accessible to a user. Note here that the memory A 361, the
memory B 362, and the game 363 have been stored 1n the
recording medium 300 before purchase.

(a) The First Storage Area 311

The first storage area 311 has an authentication informa-
tion table T300, one example of which i1s shown 1n FIG. 4.

This authentication information table T300 stores thereon
at least one set of an authentication number and authentica-
tion information.

The authentication number 1s a number assigned to each
piece of authentication information.

The authentication information 1s for identifying the autho-
rized user of the recording medium 300, which 1s necessary
for judging whether to allow access to the recording medium.
The authentication information 1s specifically one of charac-
ter information, fingerprint information, and a combination of
character information and fingerprint information.

It should be noted here that “N.A.” 1n FIG. 4 represents that
the authentication information 1s not necessary. Hereinafter,
the authentication number that corresponds to the authenti-
cation information of “N.A.” 1s referred to as “authentication-
unnecessary number”.

(b) The Second Storage Area 312

The second storage area 312 has a process-information
table T301, an example of which 1s shown 1n FIG. 5.

-

T'he process-information table 1301 stores thereon at least
one set of a process number and process information.

The process number 1s a number assigned to each piece of
process information.

The process information shows a name of a process which
becomes accessible after authentication.

An authentication number and the corresponding process
number are assigned a same number, so as to associate the
authentication information and the corresponding process
information.

The process names registered 1n the process information
include “memory A”, and “memory B”, each of which cor-
respond to the names of the memory A 361 and the memory
B 362, and “game” that corresponds to the name of the game
363. ITf “memory A’ has been registered as the process name,
such processes are enabled as referring to, changing, and
deleting the content of the data files within the memory A 361,
and registering a new data file to the memory A 361. The same
thing as the aforementioned case of “memory A” applies to
the case 1n which “memory B” has been registered.

If “game” has been registered, it enables use of program
data and data files necessary for the execution of the game
363. The game 15 executed by using the program data and the
data files.

(¢) The Process-Name Storage Area 315

The process-name storage area 315 stores thereon process-
in-use information identifying the process names of pro-
cesses that are currently made accessible after the authenti-

cation was performed in relation to the recording medium
300.

Please note here that, after the purchase of the recording
medium 300 and until the first authentication 1s performed, no
process-in-use mformation is stored 1n the process-name stor-
age area 3135.
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(2) The Setting Unit 330

The setting unit 330 1s tamper-resistant, and includes
therein an authentication-information setting unit 331 and a
process-information setting unit 332.

(a) The Authentication-Information Setting Umit 331

The authentication-information setting unit 331 registers
authentication information received through an external ter-
minal, into the first storage area 311, either at the time when
the recording medium 300 1s purchased or at the time when
usage 1s commenced. Here, the external terminal 1s a terminal
located at a sales office selling the recording medium 300.

The authentication-information setting unit 331 receives,
as authentication information, one of character information,
fingerprint information, or a combination of character infor-
mation and fingerprint information, that 1s to be registered
into the first storage area 311 from the external terminal via
the mput/output unit 340, then judges whether or not the
received authentication information has been registered in the
authentication information table T300. If the authentication
information has not been registered, the authentication-infor-
mation setting unit 331 calculates an authentication number
for the authentication mnformation to be registered, and reg-
isters the authentication information with the calculated
authentication number into the authentication information
table T300 of the first storage area 311. Note here that the
authentication-information setting unit 331 temporarily
stores the calculated authentication number 1n order to be
referred to by the process-information setting unit 332.

Please note that judgment of whether or not the received
authentication information has been already registered 1n the
authentication information table T300 1s performed as fol-
lows.

If the received authentication information consists of only
character information, judgment i1s performed by searching
for information matching the received character information
within the authentication information table T300.

If the received authentication information consists of only
fingerprint information, judgment 1s performed by searching
for information matching the recerved fingerprint informa-
tion within the authentication information table T300. Here,
the mformation matching the received fingerprint informa-
tion 1s information that matches 80% or more of the charac-
teristic points of the fingerprint pattern of the received finger-
print information.

If the recerved authentication information consists of both
of character information and fingerprint information, judg-
ment 15 performed by searching for information matching
both the character information and the fingerprint informa-
tion, within the authentication information table T300. Here,
the information matching both the character information and
the fingerprint information 1s information that perfectly
matches the recerved character information, and that matches
80% or more of the characteristic points of the fingerprint
pattern of the received fingerprint information.

(b) The Process-Information Setting Unit 332

The process-information setting unit 332 registers process
information received through the external terminal 1nto the
second storage area 312, either at the time when the recording
medium 300 1s purchased, or at the time when usage 1s com-
menced.

The process-information setting unit 332 receives process
information to be registered to the second storage area 312,
from the mput/output unit 340 via the control unit 320, and
acquires the value of the temporarily stored authentication
number as process number. The process-information setting,
unit 332 then registers the acquired process number and the
received process mnformation mnto the process information
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table T301 of the second storage area 312, and the data relat-
ing to the acquired process information to the storage area
310. In registration, the process-information setting unit 332
sets the process for the process name to be registered to a state
in which 1t 1s impossible to be used.

According to the above-described operations, the authen-
tication information and the process mformation are associ-
ated with each other.

(3) The Control Unit 320

The control unit 320 1s tamper-resistant, and includes
therein an authentication unit 321 and a process unit 322.

The control unit 320 receives authentication-start informa-
tion and other kinds of information, from the portable tele-
phone 100 via the input/output unit 340. Upon receiving
information from the portable telephone 100, the control unit
320 judges whether or not the received information 1s authen-
tication-start information. If i1t 1s judged that the received
information 1s authentication-start information, the control
unit 320 outputs the recerved authentication-start information
to the authentication unit 321, and instructs the authentication
unit 321 to start authentication. I the recerved information 1s
judged to not be authentication-start information, authentica-
tion will not be performed.

(a) The Authentication Unit 321

The authentication unit 321, upon recerving authentica-
tion-start information from the control unit 320, outputs
input-means information to the portable telephone 100 via the
input/output unit 340.

The authentication unit 321, 1f receiving first mnput infor-
mation from the portable telephone 100 via the mnput/output
umt 340, outputs a character mput request to the portable
telephone 100 via the mput/output unit 340, then receives
character information from the portable telephone 100 via the
input/output unit 340,

The authentication unit 321, 1f recerving second input
information from the portable telephone 100 via the mput/
output unit 340, outputs a fingerprint input request to the
portable telephone 100 via the input/output unit 340, then
receives fingerprint information from the portable telephone
100 via the input/output unit 340.

The authentication unit 321, 1f recerving third input infor-
mation from the portable telephone 100 via the input/output
umt 340, first outputs a character input request to the portable
telephone 100 via the mput/output unit 340, and receives
character information from the portable telephone 100 via the
input/output unit 340. Next, the authentication unit 321 out-
puts a fingerprint input request to the portable telephone 100
via the mput/output unit 340, and recerves fingerprint infor-
mation from the portable telephone 100 via the input/output
unit 340.

The authentication unit 321 receives, from the portable
telephone 100 via the mput/output unit 340, one of character
information, fingerprint information, or a combination of
character information and fingerprint information identifying
the user. Then the authentication unit 321 performs authenti-
cation by judging whether or not authentication information
matching the recetved mformation exists within the authen-
tication information table T300.

If recerving character information, the authentication unit
321 judges whether or not authentication matching the
received character information exists in the authentication
information table T300. Here, the authentication information
matching the received character information 1s authentication
information that perfectly matches the received character
information.

If recerving fingerprint information, the authentication
information unit 321 judges whether or not authentication
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information matching the received fingerprint information
exi1sts 1n the authentication information table T300. Here, the
authentication information matching the received fingerprint
information 1s authentication information that matches 80%
or more of the characteristic points of the fingerprint pattern
ol the received fingerprint information.

If recerving both character information and fingerprint
information, the authentication unit 321 judges whether or
not authentication information matching both the character
information and the fingerprint information exists in the
authentication information table T300. Here, the authentica-
tion mnformation matching both the character information and
the fingerprint information 1s authentication information that
perfectly matches the received character mformation, and
that matches 80% or more of the characteristic points of the
fingerprint pattern of the received fingerprint information.

Please note that information received from the portable
telephone 100 at the time of authentication 1s herein after
referred to as “user information.” This user information 1s
information that identifies a user, and 1s represented by one of
character information, fingerprint information, or a combina-
tion of character information and fingerprint information.

If authentication information matching the recerved user
information exists in the authentication information table
1300, the authentication umt 321 acquires the authentication
number of the authentication information and outputs 1t to the
process unit 322.

If authentication information matching the recerved user
information does not exist in the authentication imnformation
table T300, the authentication unit 321 generates authentica-
tion-impossible information and outputs it to the portable
telephone 100 via the input/output unit 340. If the authenti-
cation information table T300 has information whose authen-
tication mnformation 1s “N.A.”, the corresponding authentica-
tion number 1s acquired and output to the process unit 322.

Please note here that, 1 only character information 1s
received, the authentication information matching the
recerved user information 1s authentication information that
matches the received character information; and 1f only fin-
gerprint information 1s received, it 1s authentication informa-
tion that matches the recerved fingerprint information; and 11
both character information and fingerprint information are
recetved, 1t 1s authentication information that matches both
the character information and the authentication information
that have been received.

(b) The Process Unit 322

The process unit 322 receives an authentication number
from the authentication unit 321.

In the meantime, the process unit 322 judges whether or not
the process-name storage area 315 stores thereon process-in-
use information. If the judging 1s affirmative, the process unit
322 reads the process-in-use information from the process-
name storage area 315, to acquire the name of the process that
1s permitted for use. Then the process unit 322 sets access
right so that the process corresponding to the acquired pro-
cess name 1s 1naccessible.

Further, the process unit 322 acquires from the process
information table T301 process information corresponding to
the process number that matches the received authentication
number, and sets access rights so that the process for the
process name registered in the acquired process information
1s accessible. Further, the process unit 322 updates the pro-
cess-name storage area 313 so that the process-in-use inifor-
mation 1s replaced by the process name registered in the
acquired process information.
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For example, 1f the process name registered in the acquired
process information 1s “game”, access rights are set so that
only “game” 1s accessible for execution.

By the above operation, only a process for the process
name that corresponds to the authentication information 1s
enabled to be used.

After the authentication and while the portable telephone
performs the process set which 1s to be accessible, the process
unit 322 performs control between the portable telephone 100
and the process set to be accessible, by performing read/write
of data to/from the process set to be accessible.

(4) The Input/Output Unit 340

The mput/output unit 340 receives information either from
the portable telephone 100 or from an external terminal, and
according to the content of the received mnformation, outputs
it either to the control unit 320, or to the setting unit 330 via
the control unit 320.

The input/output unit 340 also recerves information from
the control unit 320, and outputs the received information to
the portable telephone 100.

1.4. The Operations of the Recording-Medium Unautho-
rized Use Prevention System 1

In this section, each operation of the recording-medium
unauthorized use prevention system 1 1s described.

(1) The Setting Operations for Authentication Information
and Process Information

Here, the operations for setting authentication information
and process information are described with reference to the
flowchart of FIG. 6.

The authentication-information setting unit 331 receives,
from the put/output unit 340, authentication information
having been input from the external device (Step S1). Then 1t
tudges whether or not the recerved authentication information
has already been registered in the authentication information
table T300 (Step S3). If the authentication information has
already been registered the operation ends. If the authentica-
tion information has not yet been registered, the authentica-
tion-information setting unit 331 calculates an authentication
number with use of the authentication table 1300, registers
the calculated authentication number and the received
authentication information in the authentication information
table T300 of the first storage area 311, and also temporarily
stores thereon the authentication number 1n order to be
referred to by the process-information setting unit 332 (Step
SS).

The process-information setting unit 332 recerves, from
the input/output unit 340, process information input from the
external device, and sets the temporarily stored authentica-
tion number to be the process number, registers the process
number and the received process information 1n the process
information table T301, and sets the process whose process
name has just been registered, to be maccessible (Step S10).

Note here that the process information registered at Step
S10 may be process information unregistered 1n the process
information table T301, and also may be process information
already registered 1n the process information table T301.

(2) The Authentication Operation

Here, the authentication operation 1s described with refer-
ence to the flowchart shown 1n FIG. 7.

The control unit 320 receives information from the por-
table telephone 100 (Step S45), and judges whether or not the
received 1nformation 1s authentication-start information
(Step S48). If 1t 1s judged not to be authentication-start infor-
mation, authentication will not be performed. If 1t 1s judged to
be authentication-start information, the control unit 320 out-
puts the authentication-start information to the authentication
unmit 321 (Step S50). Upon recerving the authentication-start
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information from the control unit 320, the authentication unait
321 outputs mput-means mformation to the portable tele-
phone 100, and receives, from the portable telephone 100, one
of first input information, second 1nput information, or third
input information (Step S51). The authentication unit 321
performs operation for recerving user information (Step S52).

Next, the authentication unit 321 judges whether authenti-
cation information that matches the recerved user information
exists 1 the authentication information table T300 (Step

355).

If such authentication information matching the received
user information exists, the authentication unit 321 acquires
the authentication number that corresponds to the authenti-
cation information from the authentication information table
1300, and outputs the acquired authentication number to the
process unit 322 (Step S60). The process unit 322 performs an
operation for setting access rights (Step S63).

If such authentication information matching the received
user information does not exist, the authentication unit 321
generates authentication-impossible information, and out-
puts the generated authentication-impossible information to
the portable telephone 100 via the input/output unit 340 (Step
S70). Next, the authentication unit 321 judges whether or not
an authentication-unnecessary number exists 1n the authenti-
cation information table T300 (Step S75). If such authentica-

tion-unnecessary number exists, the authentication unit 321

acquires the authentication-unnecessary number, and outputs
it to the process unit 322 (Step S80). The process umt 322

performs operation for setting access right (Step S83).

If there 1s no authentication-unnecessary number, the
operation ends.

(3) The User Information Reception Operation

Here, the operation for the user information reception pro-
cess performed at Step S52 of FIG. 7 1s described with refer-
ence to the flowchart shown 1n FIG. 8.

The authentication unit 321 judges whether the informa-
tion received from the portable telephone 100 1s first input
information or not (Step S83). If the received information 1s
first input information, the authentication umt 321 outputs a
character 1mput request to the portable telephone 100, and
receives character information from the portable telephone
100 (Step S86). Note here that until character information 1s
received as user information at Step S86, the operationisin a
state of waiting to receive character information.

If the received information 1s not first mput information,
the authentication unit 321 judges whether or not 1t 1s second
input information (Step S87). If the recerved mformation 1s
second input information, the authentication unit 321 outputs
a fingerprint input request to the portable telephone 100, and
receives lingerprint information from the portable telephone
100 (Step S88). Note here that until fingerprint information 1s
received as user information at Step 88, the operation 1s 1n a
state of waiting to recerve fingerprint information.

If the received information 1s not second information, the
authentication unit 321 outputs a character input request to
the portable telephone 100, and receives character informa-
tion from the portable telephone 100 (Step S89), and then
outputs a fingerprint input request to the portable telephone
100, and receives fingerprint information from the portable
telephone 100 (Step S90). Note here that until character infor-
mation 1s received at Step S89, the operation 1s 1n a state of
waiting to receive character information, and that until fin-
gerprint information 1s recerved at Step S90, the operation 1s
in a state of waiting to receive fingerprint information.
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(4) The Access Right Setting Operation

Here, the access right setting operation performed at Step
S65 and Step S83 shown 1n FIG. 7 15 descried with reference
to the tlowchart shown 1n FI1G. 9.

The process unit 322 recerves an authentication number
from the authentication unit 321 (Step S93). Next, the process
unmt 322 judges whether or not process-in-use mformation
exists (Step S94).

If process-in-use mformation exists, the process unit 322
reads the process-in-use mnformation from the process-name
storage area 315, acquires the process name of the process
that has been made accessible, and sets access right so that the
process corresponding to the acquired process name 1s made
inaccessible (Step S935). Further, the process unit 322
acquires from the process information table T301 process
information that corresponds to the process number that
matches the authentication number received at Step S93, sets
access right to the process corresponding to the process name
registered in the acquired process information, so that the
process will become accessible (Step S96). The process unit
322 updates the process-in-use mformation in the process-
name storage area 315, with use of the process name regis-
tered 1n the process mformation acquired at the Step S96
(Step S97).

If process-in-use mformation does not exist, the operation
from Step S96 will be performed.

(5) Examples of Authentication Operation

Here, a specific flow of the authentication operation 1s
described with reference to each table shown in FIG. 4 and
FIG. 5.

The authentication unit 321, upon recerving, from the por-
table telephone 100, fingerprint information and character
information “PW3” as user information, acquires the authen-
tication number “4” from the authentication information table
1300. The process unit 322 acquires, from the process infor-
mation table T301, process information 1n which “memory
A+B” and “game” are registered as the process name, with
use of the process number “4” that matches the authentication
number “4”, thereby setting access right to the memory A+B
and to the game, so that they become accessible.

When receirving character immformation “PW2” as user
information, the authentication unit 321 makes the memory A
and the game accessible.

When receirving character immformation “PWS” as user
information, the authentication unit 321 outputs to the por-
table telephone 100 a message reporting that there 1s no
authentication mformation that matches the “PWS” 1 the
authentication information table T300. Then, the authentica-
tion unit 321 judges whether or not an authentication-unnec-
essary number exists 1n the authentication information table
1300. Since this example has an authentication-unnecessary
number, the authentication unit 321 acquires “1” which 1s the
authentication-unnecessary number. The process unit 322
acquires, from the process information table T301, process
information whose registered process name 1s “memory A”
with use of the process number “1” that corresponds to the
authentication number “1”, thereby setting access rights to
the memory A to make 1t accessible.

The above operations enable setting of different authenti-
cation information to information of different importance
levels, by classifying information relating to the memory A
and memory B according to importance level.

1.5 Summary of the First Embodiment

As described above, the recording-medium unauthorized
use prevention system 1 has, within the recording medium
300, an authentication unit 321 that 1s tamper-resistant. This
makes 1t difficult for third parties to encode or tamper with the
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authentication system of the authentication unit. Therefore,
unauthorized access of third parties to the recording medium

300 1s prevented.

In addition, the recording medium 300 stores thereon one
or more pieces ol authentication information, and further one
or more pieces of process information that each correspond to
a piece of authentication information. Therefore, the authen-
tication information makes 1t possible to restrict accessible
data, unlike conventionally where one authentication 1is
enough for using all the data stored in the recording medium.
By this arrangement, the recording medium 300 has height-
ened security for the owner.

2. The Second Embodiment

As the second embodiment according to the present inven-
tion, a recording-medium unauthorized use prevention sys-
tem 2 1s described as follows.

2.1 The Structure of the Recording-Medium Unauthorized
Use Prevention System 2

The recording-medium unauthorized use prevention sys-
tem 2 has the same structure as the recording-medium unau-
thorized use prevention system 1, and 1s comprised of por-

table telephones 100A, 200A, and a recording medium 300A
to which each portable telephone 1s mountable.

The recording medium 300A stores thereon at least one
piece of communication imnformation that represents a tele-
phone number which 1s used when the portable telephone
100A 1s used as a communication device. The process means
1s associated with both the communication information and
authentication information.

The portable telephone 100A accepts an input of commu-
nication information from the recording medium 300A, and
an mput of user mformation, acquires process mmformation
that corresponds to both the accepted communication nfor-
mation and the authentication information that matches the
received user information, and permits use of the process
name registered in the acquired process information.

The recording medium 300A can be also mounted to the
portable telephone 200A, for use.

In this section, the description mainly focuses on the dif-
terences with the recording-medium unauthorized use pre-

vention system 1.
2.2 The Structure of the Portable Telephone 100 A

In this section, the structure of the portable telephone 100A
1s described.

Because the portable telephone 100A has a similar struc-
ture to the portable telephone 100 of the first embodiment, the
difference between them will be mainly described.

As shown 1n FI1G. 10, the portable telephone 100A 1s com-
prised of an output unit 101 A, an mput unit 102A, aradio unit
103A, a baseband signal process unit 104 A, a speaker 105A,
a microphone 106 A, a fingerprint input unit 107A, a control
unit 108 A, an input/output unit 109 A, and a power supply unit

110A.

The portable telephone 100A 1s specifically a computer
system comprised of a microprocessor, a ROM, a RAM, a
display unit, and the like. The ROM stores thereon a computer
program. The portable telephone 100A performs functions by
using the microprocessor which performs according to the
computer program.

The portable telephone 200A has the same structure as the
portable telephone 100A, therefore the description thereof 1s
omitted.
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(1) The Output Unit 101 A

The output unit 101 A recerves, from the recording medium
300A, list information having at least one piece of commu-
nication information that the user owns, displays a list of the
communication information that the user owns, with use of
the recerved list information, and prompts the user to input
number-to-be used imnformation that indicates the communi-
cation information that the user wants to use.

Further, 11 the output unit 101 A receives, from the record-
ing medium 300A, combination-impossible information
indicating that there 1s no process information corresponding
to both the number-to-be used information and the authenti-
cation information, the output unit 101 A outputs a message
reporting that there 1s no process information corresponding
to both the number-to-be used information and the user infor-
mation.

The output umit 101 A also outputs the same type of mes-
sages as the output unit 101 of the first embodiment.

(2) The Fingerprint Input Unit 107A

The fingerprint input unit 107A 1s the same as the finger-
print mput unit 107 of the first embodiment, therefore a
description thereot 1s omitted.

(3) The Input Unit 102A

The mput unit 102A 1s comprised of a touch panel, a
keyboard having a ten key input function, and the like, and
outputs to the control unit 108 A an input instruction from the
user, the mput instruction including coordinate information
showing the location at the touch panel that has been pushed,
and a key operation signal generated by a key mput through
the keyboard.

When the list of communication mnformation 1s displayed
by the output unit 101A, the input unit 102A accepts number-
to-be used information showing the communication informa-
tion that the user wants to use, and outputs the accepted
number-to-be used information to the control unit 108 A.

The mput unit 102A also accepts inputs of the same types
of information as the mput unit 102 of the first embodiment,
and outputs these pieces of accepted information to the con-
trol unit 108A.

(4) The Radio Unit 103 A

The radio unit 103 A 1s the same as the radio unit 103 of the
firstembodiment, therefore the description thereot 1s omatted.

(5) The Baseband Signal Process Unmit 104 A

The baseband signal process unit 104 A 1s the same as the
baseband signal process unit 104 of the first embodiment,

therefore the description thereot 1s omaitted.
(6) The Speaker 105 A

The speaker 105 A 1s the same as the speaker 103 of the first
embodiment, therefore the description thereof 1s omaitted.

(7) The Microphone 106 A

The microphone 106A 1s the same as the microphone 106
of the first embodiment, therefore the description thereof 1s
omitted.

(8) The Control Unit 108A

The control unit 108A controls the portable telephone
100A as a whole.

The control unit 108 A, upon recerving the list information
from the recording medium 300A, outputs the received list
information to the output unit 101A. The control unit 108A
also recerves number-to-be used information from the mput
unit 102A, and outputs the received number-to-be used infor-
mation to the recording medium 300A.

The control unit 108A also recerves, from the recording
medium 300A, the same types of information as the control
unit 108 of the first embodiment, and outputs these pieces of
received information to the output unit 101 A. Furthermore,
the control unit 108 A receives, from the mput unit 102A, the
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same types of information as the control unit 108 A of the first
embodiment, and outputs the pieces of received information
to the recording medium 300A.

Further, the control unit 108 A, upon receiving combina-
tion-impossible information from the recording medium
300A, outputs the received combination-impossible informa-
tion to the output unit 101A.

In addition, the control umit 108 A includes a memory just
as the control unit 108 of the first embodiment does.

(9) The Input/Output Unit 109A

The mput/output unit 109 A 1s the same as the input/output
unit 109 of the first embodiment, therefore the description
thereot 1s omitted.

(10) The Power Supply Unmit 110A

The power supply unit 110A 1s the same as the power
supply unit 110 of the first embodiment, therefore the descrip-
tion thereot 1s omitted.

2.3 The Structure of the Recording Medium 300A

In this section, the structure of the recording medium 300A
1s described.

As shown 1n FIG. 11, the recording medium 300A 1s com-
prised of a storage area 310A, a control unit 320A, a setting,
unit 330A, and an mput/output unit 340A.

The recording medium 300A 1s specifically a computer
system which 1s comprised of a microprocessor, a ROM, a
RAM, and the like. The ROM stores thereon a computer
program. The recording medium 300A performs functions by
using the microprocessor which performs according to the
computer program.

(1) The Storage Arca 310A

The storage area 310A includes a first storage area 311A, a
second storage area 312A, a third storage area 313A, and a
process-name storage area 315A. The storage area 310A fur-
ther includes a memory A 361 A, a memory B 362A, a game
363A, a communication function 364A, and an electronic
commerce function 363 A, that are respectively either data or
function accessible to a user. Note here that the memory A
361A, the memory B 362A, the game 363A, the communi-
cation function 364 A, and the electronic commerce function
365A have been stored 1n the recording medium 300A before
purchase.

(a) The First Storage Area 311A

The first storage area 311 A has an authentication informa-
tion table 1330, one example of which 1s shown 1n FIG. 12.

This authentication information table T350 stores thereon
at least one set of an authentication number and authentica-
tion information.

Each set of 1tems therein 1s the same as that 1n the authen-
tication information table T300 of the first embodiment,
therefore further description 1s omitted.

(b) The Third Storage Area 313 A

The third storage area 313 A has a communication infor-
mation table T351, one example of which 1s shownin FIG. 13.

The communication information table 1351 stores thereon
at least one set of a communication number and communica-
tion mformation. The communication number 1s a number
assigned to each piece of communication information. The
communication information 1s a telephone number used
when the portable telephone 100A 1s used as a telephone.

(c) The Second Storage Area 312A

The second storage area 312A has a process information
table T332, one example of which 1s shown 1n FIG. 14.

The process information table T352 stores thereon at least
one set of a process number and process information.

The process number 1s composed of first number and sec-
ond number. A set of a first number and a second number
uniquely 1dentifies a piece of the process information. Each
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first number represents a communication number, and each
second number represents an authentication number.

The process information shows a name of a process which
becomes accessible after authentication.

The process which becomes accessible after authentication
includes a memory function, a communication function, an
clectronic commerce function, and a game function, all of
which require access to the data stored 1n the memory of the
recording medium 300A. The process information 1s a name
of a process that corresponds to one of the above-mentioned
functions.

Here, the process information representing a memory
function 1s “memory A” and “memory B”, which represent
the names for the memory A 361 A and the memory B 362A,
cach memory being a memory area that the storage area 310A
owns. Likewise, the process information representing a game
function 1s “game” which represents the name of the game
363A.

If “memory A” has been registered as process information,
such processes are enabled as writing to and reading from the
data files within the area of the memory A 361A, and regis-
tering of a new data {ile to the area of the memory A 361A.
The same thing as the alforementioned case of “memory A”
applies to the case 1n which “memory B has been registered.
The stated arrangement enables use of a proper memory area
when storing information acquired through the communica-
tion function according to importance level of the informa-
tion, and then to set communication number and authentica-
tion number to each memory area.

If “game” has been registered, it enables use of program
data and data files necessary for the execution of the game
363 A. The game 1s executed by using these program data and
data files.

If “commumication function” has been registered, it
enables use of program data and data files necessary for the
execution of the commumnication function 364 A. The commu-
nication function 1s executed by using the above-mentioned
program data and data files.

IT “electronic commerce function” has been registered, it
enables use of program data and data files necessary for the
execution of the electronic commerce function 365A. The
clectronic commerce function 1s executed by using the above-
mentioned program data and data files.

Note here that the same authentication information may be
assigned to different pieces of communication information.
In the process information table T352, for example, an
authentication number “3” 1s assigned to two different com-
munication numbers 1 and 3. The process information
assigned to the set of the communication number “1” and the
authentication number “3” 1s “memory B”; and the process
information assigned to the set of the communication number
“3” and the authentication number “3” 1s “game”.

(d) The Process-Name Storage Area 315A

The process-name storage area 315A i1s the same as the
process-name storage area 315 of the first embodiment, there-
fore the description thereof 1s omitted.

(2) The Setting Unit 330A

The setting unit 330A 1s tamper-resistant, and includes
therein an authentication-information setting unit 331A, a
process-information setting unit 332A, and a communica-
tion-information setting umt 333A.

(a) The Authentication-Information Setting Unit 331A
The authentication-information setting unmit 331A registers
authentication mformation recerved from an external termi-
nal into the first storage area 311A, either at the time when the
recording medium 300A 1s purchased or at the time when
usage 1s commenced.
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The authentication-information setting unit 331 A receives,
as authentication information, one of character information,
fingerprint information, or a combination of character infor-
mation and fingerprint information from the external terminal
via the mnput/output unit 340A, then judges whether or not the
received authentication information has already been regis-
tered. If the authentication information has already been reg-
istered, the authentication-information setting unit 331A
acquires the corresponding authentication number, and stores

the acquired authentication number temporarily in the setting,
unit 330A.

Note here that the method of judging whether or not the
received authentication information has been registered 1s the
same as that of the first embodiment, therefore the description
thereof 1s omitted here.

If the authentication information has not been registered
yet, the authentication-information setting unit 331 registers
the authentication information. The registration of the
authentication information performed by the authentication-
information setting unit 331A 1s the same as that performed
by the authentication-information setting unit 331, therefore
the description thereof 1s omitted here.

(b) The Communication-Information Setting Unit 333A

The communication-information setting unit 333 A regis-
ters communication information received through an external
terminal into the third storage area 313 A, either at the time
when the recording medium 300A 1s purchased or at the time
when usage 1s commenced.

The communication-information setting umit 333A
receives a telephone number from the input/output unit 340A
via the control unit 320A, judges whether or not the received
telephone number has already been registered. If the tele-
phone number has already been registered, the communica-
tion-information setting unit 333 A acquires the correspond-
ing communication number, and stores the acquired
communication number temporarily in the setting unit 330A.

If the received telephone number has not yet been regis-
tered, the telephone number will be registered as follows. The
communication-information setting unit 333A calculates,
with use of the communication information table T351, a
communication number to be used for the telephone number,
and registers the telephone number with the calculated com-
munication number into the communication-information
table T351 of the third storage area 313A. Note here that the
calculated communication number will be temporarily stored
in the setting unit 330A.

(¢) The Process-Information Setting Unit 332A

The process-information setting unit 332A registers pro-
cess information received from an external terminal nto the
second storage area 312 A, either at the time when the record-
ing medium 300A 1s purchased or at the time when usage 1s
commenced.

The process-information setting unit 332A receives pro-
cess information to be registered into the second storage area
312A, from the mput/output unit 340A via the control unit
320A. The process-information setting unit 332 A then regis-
ters 1nto the process information table T352 the received
process information together with the communication num-
ber and the authentication number that have been temporarily
stored 1n the setting unit 330A. The process-information set-
ting unit 332 A further makes 1naccessible the process for the
process name registered as the process information.

Note, 1n the above, that 1 process information that has the
same communication number and the same authentication
number has been already registered, another registration
therefore will not be performed.
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By the above operations, each set of communication infor-
mation and authentication information 1s associated with the
corresponding process information.

(3) The Control Unit 320A
The control unit 320A 1s tamper-resistant, and includes an
authentication unit 321A, a process unit 322A, and a selection
unit 323A.

The control unit 320A recerves authentication-start infor-
mation and other kinds of information, from the portable
telephone 100A via the input/output unit 340A. Upon receiv-
ing mformation from the portable telephone 100A, the con-
trol unit 320 A judges whether or not the recerved information
1s authentication-start information. I it 1s judged that the
recetved information 1s authentication-start information, the
control unit 320A outputs the received authentication-start
information to the authentication unit 321A, and 1nstructs the
authentication unit 321A to start authentication. If the
received information 1s judged to not be the authentication-
start information, authentication will not be performed.

(a) The Selection Umit 323 A

The selection unit 323 A, upon receiving an nstruction to
output list information from the authentication unit 321A,
generates list information composed of the telephone num-
bers stored in the communication mnformation table T351 of
the third storage area 313 A, then outputs the generated list
information to the portable telephone 100A via the mput/
output unit 340A, 1n order to prompt the user to select the
desired communication information.

The selection unit 323 A recerves number-to-be used infor-
mation from the portable telephone 100 A via the input/output
unit 340A, and acquires the communication number that cor-
responds to the recerved number-to-be used information. In
addition, the selection unit 323A retains the acquired com-

munication number and the corresponding commumnication
information until the next authentication.

(b) The Authentication Unit 321A

The authentication unit 321 A, upon receiving authentica-
tion-start information from the control unit 320A, instructs
the selection unit 323 A to output list information.

After the communication number has been recerved by the
selection unit 323 A, the authentication unit 321A outputs the
input-means information to the portable telephone 100A via
the input/output unit 340A.

The authentication unit 321 A receives from the portable
telephone 100A one of first input information, second input
information, and third mput information. Then according to
the recerved input mnformation, the authentication unit 321A
receives user information from the portable telephone 100A,
as shown 1n the first embodiment. The authentication unit
321A then performs authentication using the recerved user
information and the authentication information table T350.
When 1t 1s necessary to output an acquired authentication
number to the process unit 322A, the authentication umnit
221A outputs the acquired authentication number and the
communication number acquired at the selection unit 323 A,
as a set, to the process unit 322A.

Note here that the authentication method 1s the same as that
performed by the authentication unit 321 of the first embodi-
ment, therefore a description thereof 1s omitted.

(¢c) The Process Unit 322A

The process unit 322 A recerves an authentication number
and a communication number from the authentication unit
321A, and judges whether or notthere1s a set of a first number
and a second number that matches the received set of the
authentication number and the communication number.

If such a set of the first number and the second number
exists, the following operation will be performed. First, the
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process unit 322A judges whether or not process-in-use infor-
mation 1s stored 1n the process-name storage area 315A. If the
process-in-use mformation is stored, the process unit 322A
reads the process-in-use information from the process-name
storage area 315A, and acquires the process name of the
process that has been made accessible. Then the process unit
322A sets an access right so that the process for the acquired
process name 1s made 1naccessible. Next, the process unit
322A reads, from the process iformation table 1352, the
process mnformation that corresponds to the set of the first
number and the second number that matches the received set
of the authentication number and the communication number,
and sets access rights so that only the process of the process
name registered 1n the read process information 1s accessible.
Further, the process unit 322A updates the content of the
process-name storage area 315A, so that the process name
registered 1n the acquired process mformation will be new
process-in-use mnformation.

If no such set of the first number and the second number
exists, the process unit 322A generates combination-1mpos-
sible information, and outputs the generated combination-
impossible mformation to the portable telephone 100A via
the input/output unit 340A.

After authentication, the process unit 322 A receives infor-
mation indicating process execution from the portable tele-
phone 100A via the input/output unit 340A, and performs,
using the received information, various controls targeted to a
communication function, an electronic commerce function,
and a memory function. If the communication function 1s
used, the process unit 322A communicates with the base
station using the communication information selected in the
selection unit 323 A. Note that 1n transmitting information to
the base station, the process unit 322A encodes the informa-
tion in advance, just as conventional portable telephones do.
The reception of information from the base station 1s also
performed 1n the same way as 1n conventional telephones.

(4) The Input/Output Unit 340A

The mput/output unit 340A 1s the same as the input/output
unit 340 of the first embodiment, therefore the description
thereot 1s omitted.

2.4 The Operations of the Recording-Medium Unautho-
rized Use Prevention System 2

In this section, each operation of the recording-medium
unauthorized use prevention system 2 1s described.

(1) The Setting Operations for Communication Informa-
tion, Authentication Information, and Process Information

Here, the operations for setting communication informa-
tion, authentication information, and process information are
described with reference to the flowchart of FIG. 15.

The communication-information setting umit 333A
receives, from the input/output unit 340A, communication
information mput through an external device (Step S100),
and judges whether or not the recerved communication infor-
mation has already been registered (Step S105). If the
received communication imformation has not yet been regis-
tered, the communication-information setting unit 333 A cal-
culates a communication number using the communication
information table 1351, registers the calculated communica-
tion number together with the recerved communication infor-
mation into the communication information table T351 of the
third storage area 313A, and temporarily stores therein the
calculated communication number to be referred to by the
process-information setting unit 332A (Step S115). Next, the
authentication-information setting unit 331A receives, from
the input/output unit 340A, authentication mnformation input
through the external device (Step S120), and judges whether
or not the recerved authentication information has already
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been registered (Step S125). If the received authentication
information has not yet been registered, the authentication-
information setting unit 331A calculates an authentication
number using the authentication information table T350, reg-
isters the calculated authentication number together with the
received authentication information into the authentication
information table T350 of the first storage area 311A, and
temporarily stores therein the calculated authentication num-
ber to be referred to by the process-information setting unit
332A (Step S135). The process-information setting unit
332 A receives process information (Step S140), then sets the
temporarily stored communication number a first number and
the temporarily stored authentication number a second num-
ber, and judges whether or not the first number and the second
number, as a set, have been in use or not (Step S145). If this set
of the first number and the second number 1s not 1n use, the
process-information setting unit 332A registers the first num-
ber, the second number, and the received process information
into the process imformation table 1352, and sets the process
corresponding to the process name of the registered process
information maccessible (Step S150). 11 this set of first num-
ber and second number 1s 1n use, the operation ends there.

Note here that the process information registered at Step
S150 may be either process information not yet registered in
the process-information table 1352, or may be already regis-
tered process information.

I1 the received authentication information has already been
registered, the authentication-information setting unit 331A
acquires the corresponding authentication number, and tem-
porarily stores therein the acquired authentication number to
be referred to by the process-information setting unit 332A
(Step S130), and the operation from Step S140 will be per-
formed.

If the received communication information has already
been registered, the communication-information setting unit
333 A acquires the corresponding communication number,
and temporarily stores therein the acquired communication
number to be referred to by the process-information setting
unit 332A (Step S110), and the operation from Step S120 will
be performed.

If only communication information should be registered,
the recetved communication mformation 1s judged at Step
S105 whether or not 1t has already been registered, and 11 the
communication information has been registered, the opera-
tion ends there. If the communication information has not
been registered, Step S115 will be performed, then the opera-
tion ends.

If only authentication information should be registered,
Step 120 1s performed. Then at Step 125, the recerved authen-
tication information 1s judged whether or not it has already
been registered, and 1f the authentication information has
been registered, the operation ends there. ITthe authentication
information has not been registered, Step S135 will be per-
formed, then the operation ends.

Further, if only process information should be registered, it
will be realized by receiving already registered process infor-
mation, at Step 100, and receiving already registered authen-
tication information, at step S120.

(2) The Authentication Operation

Here, the authentication operation 1s described with refer-
ence to the flowchart of FIG. 16.

The control umit 320A recerves information from the por-
table telephone 100A (Step S195), and judges whether or not
the recerved information 1s authentication-start information
(Step S198). 11 the authentication-start information 1s judged
not to be authentication-start information, authentication will
not be performed. If the authentication-start information 1s
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judged to be authentication-start information, the control unit
320A outputs the authentication-start information to the
authentication unit 321A (Step S200). Upon receiving the
authentication-start information, the authentication unait
321A 1nstructs the selection unit 323 A to output list informa-
tion (Step S201).

The selection unit 323 A generates the list mformation with
use of each telephone number registered 1n the communica-
tion information table 13351, and outputs the generated list
information to the portable telephone 100A (Step S203).
Next, the selection unit 323 A receives number-to-be used
information from the portable telephone 100A via the mput/
output unit 340A, and acquires a communication number for
the communication information that corresponds to the
received number-to-be used information (Step S205). Note
here that until the number-to-be used information 1s received,

the operation 1s 1n a state of waiting to recerve such number-
to-be used information at Step S2085.

Next, the authentication unit 321 A generates input-means
information, and outputs the generated mput-means informa-
tion to the portable telephone 100A (Step S206). The authen-
tication unit 321 A receives, from the portable telephone
100A, one of first input mnformation, second nput informa-
tion, and third input mformation (Step S207), and performs
operation for accepting user information (Step S210).

Next, the authentication unit 321 A judges whether or not
the authentication information table T350 has authentication

information that matches the received user information (Step
S215).

If there 1s authentication information matching the
recetved user information, the authentication unit 321A
acquires the authentication number of the matching authen-
tication nformation from the authentication information
table 1350, and outputs the acquired authentication number
and the communication number acquired at Step S205 to the
process unit 322A (Step S220). The process unit 322 A judges
whether or not there 1s process information that corresponds
to the acquired set of communication number and authenti-
cation number (Step S240). I1 there 1s such process informa-
tion, the access right setting operation 1s performed (Step

3245).

If there 1s no process information that corresponds to the set
of the communication number and the authentication number,
the process unit 322A generates combination-impossible
information, and outputs the generated combination-1mpos-

sible information to the portable telephone 100A wvia the
input/output unit 340A (Step S250).

If there 1s no authentication information that matches the
received user information, the authentication unit 321A gen-
erates authentication-impossible information, and outputs the
generated authentication-impossible information to the por-
table telephone 100A via the mput/output unit 340A (Step
S5225). Next, the authentication unit 321A judges, from the
authentication information table T350, whether or not there 1s
any authentication-unnecessary number (Step S230). If there
1s such authentication-unnecessary number, the authentica-
tion unit 321 A acquires the authentication-unnecessary num-
ber (Step S235), and performs the operation from Step S240.
I1 there 1s no authentication-unnecessary number, the opera-
tion ends there.

(3) The User Information Reception Operation

The user information reception operation shown in FIG. 16
1s the same as the user information reception operation of the
first embodiment which 1s shown in FIG. 8. Therefore, a

description 1s omitted.
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(4) The Access Right Setting Operation

Here, the access right setting operation mentioned 1n FIG.
16 1s detailed with reference to the flowchart of FIG. 17.

The process umit 322A judges whether there 1s process-in-
use information (Step S260).

If there 1s process-in-use information, the process unit
322 A reads the process-in-use information from the process-
name storage area 315A, acquires the process name of the
process that has been made accessible, and sets access rights
so that the process corresponding to the acquired process
name 1s made inaccessible (Step S265). The process unit
322 A then acquires process information that corresponds to
the set of first number and second number, which matches the
set of the communication number and the authentication
number that has been recerved from the authentication unit
321A. The process unit 322 A sets access rights to the process
for the process name registered in the acquired process imnfor-
mation, so that the process 1s made accessible (Step S270).
The process umt 322 A updates the process-in-use mforma-
tion of the process-name storage areca 315A, using the process
name registered in the process mformation acquired at Step
S270.

If there 1s no process-in-use mformation, the operation
from Step S270 will be performed.

(5) Examples of Authentication Operation

Here, a specific flow of the authentication operation 1s
described with reference to each table shown in FIGS. 12, 13,
and 14.

-

T'he selection unit 323 A, upon recerving from the portable
telephone 100 A communication information of “corporate”,
acquires the communication number of “1”.

The authentication unit 321A, upon recerving from the
portable telephone 100A, fingerprint information as user

information, acquires the authentication number of “2” from
the authentication information table T350.

The process umt 322A acquires the first number “1” and
the second number “2”°, from the communication number “1”
and the authentication number “2”, and acquires the process
information that corresponds to both the acquired first num-
ber “1” and the second number “2”” from the process infor-
mation table T352. In this case, the process information in
which “communication function” has been registered 1s
acquired, and the communication function will be made
accessible.

It the selection unit 323 A receives communication infor-
mation of “corporate”, and the authentication unit 321A
recerves character information of “PW2” as user information,
the communication function and the electronic commerce
function are made accessible.

I1 the selection unit 323 A receives communication infor-
mation of “corporate”, and the authentication unit 321A
receives character information of “PW10” as user informa-
tion, a message reporting that there 1s no authentication infor-
mation that matches the “PW10” in the authentication infor-
mation table 1350 1s output to the portable telephone 100A.

Further, the authentication unit 321 A judges whether or not
there 1s any authentication-unnecessary number in the
authentication information table 1350, and acquires the
authentication number “1”. The process unit 322A acquires
the first number “1” and the second number “1” from the
communication number “1” and the authentication number
“1”, and acquires the process information that corresponds to
both the acquired first number “1” and the second number
“1”, from the process information table T352. In this case, the
process information in which “memory B has been regis-

tered 1s acquired, then memory B 1s made accessible.
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If the selection unit 323 A receives communication infor-
mation of “private 17, and the authentication unit 321A
receives character information of “PW2”, the process unit
322A acquires the first number “2” and the second number
“3”, from the communication number “2” and the authenti-
cation number “3”, and judges whether or not the process
information table T352 has process information that matches
both the acquired first number “2” and the second number
“3”. In this case, there 1s no process information that matches
both the first number “2” and the second number “3”, there-
fore a message reporting that there 1s no such process infor-
mation 1s output to the portable telephone 100A.

2.5 Summary of the Second Embodiment

As described above, the recording-medium unauthorized
use prevention system 2 has, within the recording medium
300A, a tamper-resistant authentication unit 321A. This pre-
vents third parties from decoding and tampering with the
authentication structure of the authentication unit. Therefore,
it prevents unauthorized third parties from accessing the
recording medium 300A.

In addition, the recording medium 300A stores thereon one
or more pieces of communication information, one or more
pieces of authentication information, and further one or more
pieces of process information that each correspond to a piece
of communication information and to a piece of authentica-
tion information. Therefore, the user can use appropriate
communication information and user mnformation according
to Tunctions the user wants to use. This makes 1t possible to
restrict use ol functions stored in the recording medium
300A, thereby heightening security. Therefore, the recording
medium 300A will have heightened security for the owner.

In addition, while conventional recording media record
thereon only one communication mnformation, the recording,
medium 300A stores thereon a plurality of pieces of commu-
nication information. Therefore, the user of the recording
medium 300A does not have to carry a plurality of recording,
media, which reduces possibility of unauthorized use thereot,
incident to loss or robbery.

For example, there 1s a system that a user ID card which 1s
called an SIM (subscriber identity module) card 1s mounted to
the main body of a telephone so as to enable communication.
This SIM card stores therein individual information of the
owner, such as an ID code and telephone number data. By
mounting this SIM card to such as a portable telephone of the
user, a telephone of others, and a public telephone, 1t becomes
possible to perform various operations with use of the ID code
stored 1n the SIM card, such as calling and billing, and even
calling based on the telephone number data stored in the
memory 1s made possible.

However, One SIM card can store therein only one ID code
and related information. Therefore, if a person owns a plural-
ity of ID codes, he accordingly has to own the corresponding
number of SIM cards. However, the recording medium of the
second embodiment 1s operable to store therein a plurality of
pieces of communication information. Therefore, even 1 a
person owns a plurality of ID codes, he has to carry only one
recording medium. This reduces possibility of unauthorized
use incident to loss or robbery.

3. The Third Embodiment

As the third embodiment according to the present inven-
tion, a recording-medium unauthorized use prevention sys-
tem 3 15 described as follows.
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3.1 The Structure of a Recording-Medium Unauthorized
Use Prevention System 3

The recording-medium unauthorized use prevention sys-
tem 3 has the same structure as the recording-medium unau-
thorized use prevention systems 1 and 2, and 1s comprised of
portable telephones 100B, 2008, and a recording medium
300B to which each portable telephone 1s mountable.

In this section, the description mainly focuses on the dif-
ferences with the recording-medium unauthorized use pre-
vention systems 1 and 2.

The recording-medium unauthorized use prevention sys-
tem 3 detects the incident when the recording medium 3008
1s mounted to the portable telephone 100B, records informa-
tion indicating thereot, into the recording medium 3008, and
judges whether or not 1t 1s necessary to receive a password by
comparing the information recorded this time with the infor-
mation recorded last time. The password being composed of
a combination of one or more numbers and letters, and being
used for identifying the owner of the recording medium

22

300B. Hereinaftter, the password 1s called “input password.

When reception of an mput password 1s necessary, the
recording-medium unauthorized use prevention system 3
receives the imput password, and i1f the mmput password
matches the password stored 1n the recording medium 3008
recetves communication information and user information,
so as to enable restriction of accessible process information,
1ust as 1n the second embodiment.

Note here that the same operation as 1n the above will be
performed when the power 1s turned on while the recording
medium 300B 1s being mounted to the portable telephone

100B.

The same thing applies to the case when the recording
medium 300B 1s mounted to the portable telephone 200B.

3.2 The Structure of the Portable Telephone 100B

In this section, the description focuses on the difference
with the portable telephone 100 or with the portable tele-
phone 100A.

As shown 1n FIG. 18, the portable telephone 100B 1s com-
prised of an output unit 101B, an mput umt 102B, a radio unit
103B, a baseband signal process unit 104B, a speaker 103B,
a microphone 106B, a fingerprint input unit 1078, a control
umt 108B, an input/output unit 1098, a power supply umit
110B, and a connection unit 115B.

The portable telephone 100B is specifically a computer
system comprised of a microprocessor, a ROM, a RAM, a
display unit, and the like. The ROM stores thereon a computer
program. The portable telephone 100B performs functions by
using the microprocessor according to the computer program.

Note here that the portable telephone 200B has the same
structure as the portable telephone 100B, therefore a descrip-
tion thereof 1s omitted.

(1) The Output Unit 101B

The output unit 101B recetves, from the recording medium
300B, a password input request indicating an imnput request of
an input password, outputs a message prompting the user to
iput an mput password.

Further, 11 the output unit 101B receives identification-
impossible information indicating that the mput password
input through the mput umt 102B does not match the pass-
word stored 1n the recording medium 300B, outputs a mes-
sage reporting thereof.

Furthermore, the output unit 101B outputs the same mes-
sages as those output from the output unit 101 of the first
embodiment, or as those output from the output unit 101 A of
the second embodiment.
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(2) The Fingerprint Input Unit 1078

The fingerprint input unit 107B 1s the same as the finger-
print mput unit 107 of the first embodiment, therefore a
description thereof 1s omitted here.

(3) The Input Unit 102B

The mput unit 102B 1s comprised of a touch panel, a
keyboard having a ten key input function, and the like, and
outputs to the control umt 108B an mput instruction from the
user, the mput mstruction including coordinate information
showing the location at the touch panel that has been pushed,
and a key operation signal generated by a key input through
the keyboard.

In addition, when the output unit 101B outputs a message
prompting the user to input an 1input password, the input unit
102B recerves the mput password, and outputs the received
input password to the control unit 108B.

The input umit 102B also accepts input of the same kinds of
information as those accepted by the imnput unit 102 of the first
embodiment or by the mput umit 102 A of the second embodi-

ment, and outputs the pieces of accepted information to the
control unit 108B.

(4) The Radio Unit 103B

The radio unit 103B 1s the same as the radio unit 103 of the
first embodiment, therefore a description thereot 1s omitted.

(5) The Baseband Signal Process Unit 104B

The baseband signal process unit 104B 1s the same as the
baseband signal process unit 104 of the first embodiment,
therefore a description thereotf 1s omaitted.

(6) The Speaker 1058

The speaker 1058 1s the same as the speaker 105 of the first
embodiment, therefore a description thereof 1s omitted.

(7) The Microphone 1068

The microphone 106B i1s the same as the microphone 106

of the first embodiment, therefore a description thereof is
omitted.

(8) The Control Unit 108B

The control umt 108B controls the portable telephone
100B as a whole.

The control unit 108B, upon receiving a password input
request from the recording medium 300B via the input/output
unit 1098, outputs the recerved password input request to the
output unit 101B.

The control unit 108B receives from the mput unit 1028
either number-to-be used information or an iput password,
outputs the number-to-be used information or the input pass-
word to the recording medium 300B.

The control unit 108B, upon receiving an 1dentification-
impossible information from the recording medium 300B via
the mput/output unit 1098, outputs the received 1dentifica-
tion-impossible information to the output umt 101B.

The control umit 108B also receives, from the recording
medium 3008, the same types of information as the control
unit 108 of the first embodiment, and as the control unit 108 A
of the second embodiment, and outputs the above-mentioned
pieces ol recerved imnformation to the output unit 101B. Fur-
ther, the control unit 108B recerves, from the input unit 102B,
the same types of information as the control unit 108 of the
first embodiment, or as the control unit 108A of the second
embodiment, and outputs the pieces of recerved information
to the recording medium 300B.

In addition, the control unit 108B has a calendar function
and a clock function, and upon recewving information for
inquiring about the current date and time from the recording
medium 300B, acquires the current date and time with use of
the calendar function and the clock function, and outputs the
acquired date and time to the recording medium 300B. Fur-
thermore, the control unit 108B has a GPS (global positioning,
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system) function, and upon receiving information for mquir-
ing about the current position from the recording medium
300B, acquires the current position information by commu-
nicating with the GPS satellites via the radio unit 103B, and
outputs the acquired current position information to the
recording medium 300B.

Here, the date and time to be output to the recording
medium 300B 1s date, hour, and minute, and the position
information to be output to the recording medium 300B 1s 1n
a unit of municipalities.

In addition, the control unit 108B 1ncludes a memory just
as the control unit 108 of the first embodiment does.

(9) The Input/Output Unit 1098

The mnput/output unit 109B 1s the same as the input/output
umt 109 of the first embodiment, therefore a description
thereol 1s omitted.

(10) The Power Supply Unit 110B

The power supply unit 110B 1s the same as the power
supply unit 110 of the first embodiment, therefore a descrip-
tion thereof 1s omitted.

(11) The Connection Unit 1158

The connection unit 115B has therein a pullup resistor
130B and a ground 131B, as shown 1n FIG. 19.

One end of the pullup resistor 130B 1s connected to the
power supply unit 110B, and the other end thereof 1s con-
nected to a detection unit of the recording medium 300B,
which will be detailed later. In addition, the ground 131B 1s
connected to the power supply unit 110B and to the detection
unit of the recording medium 300B.

By the above arrangement, when the recording medium
300B 1s mounted to the portable telephone 100B, the portable
telephone 100B 1s able to send, with use of the power voltage
of the power supply unit 110B, to the detection umit of the
recording medium 3008, a mounting-detect signal indicating
that the recording medium 300B has been mounted to the
portable telephone 100B. While the recording medium 3008
1s being mounted, the portable telephone 100B continues to
output the mounting-detect signal to the detection unit of the
recording medium 300B.

3.3 The Structure of the Recording Medium 3008

In this section, the structure of the recording medium 3008
1s described.

As shown 1n FIG. 20, the recording medium 300B 1s com-
prised of a storage area 310B, a control unit 320B, a setting
umt 330B, an input/output unit 3408, and a judgment unit
350B.

The recording medium 300B 1s specifically a computer
system which 1s comprised of a microprocessor, a ROM, a
RAM, and the like. The ROM stores thereon a computer
program. The recording medium 300B performs functions by
using the microprocessor according to the computer program.

(1) The Storage Area 310B

The storage area 310B includes a first storage area 311B, a
second storage area 312B, a third storage area 313B, a pass-
word storage area 314B, and a process-name storage area
315B. The storage area 310B further includes a memory A
361B, a memory B 362B, a game 363B, a communication
function 364B, and an electronic commerce function 365B,
just as the storage area 310A of the second embodiment. Note
here that the memory A 361B, the memory B 362B, the game
363B, the communication function 364B, and the electronic
commerce function 36358 have been stored 1in the recording
medium 300B before purchase.

(a) The First Storage Area 311B

The first storage area 311B 1s the same as the first storage
area 311 A of the second embodiment, therefore a description
thereof 1s omitted here.
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(b) The Second Storage Area 312B

The second storage area 312B 1s the same as the second
storage area 312A of the second embodiment, therefore a
description thereotf 1s omitted here.

(c) The Third Storage Area 3138 5

The third storage area 313B 1s the same as the third storage
area 313 A of the second embodiment, therefore a description
thereof 1s omitted.

(d) The Password Storage Area 314B

The password storage area 314B stores thereon the pass- 19
word which identifies the owner of the recording medium
300B, that 1s used 1n judging whether or not a user matches the
owner of the recording medium 300B.

Note that herein after, the password stored 1n the password
storage arca 314B 1s called “registration password.”

(¢) The Process-Name Storage Area 313B

The process-name storage arca 315B i1s the same as the
process-name storage area 315 of the first embodiment, and
as the process-name storage area 315 A ol the second embodi-
ment, therefore a description thereof 1s omitted.

(2) The Judgment Unit 3508

The judgment unit 3508 includes therein a detection unit
351B, a controller 352B, and a history information recording
unit 353B.

(a) The Detection Unit 351B

When the recording medium 300B 1s mounted to the por-
table telephone 100B, the detection unit 351B 1s connected to
the connection unit 115B included 1n the portable telephone
100B, recerves a mounting-detect signal from the connection
unit 1158, and outputs the recerved mounting-detect signal to
the history information recording unit 353B via the controller
352B.

While the recording medium 300B 1s being mounted to the
portable telephone 100B, the detection unit 351B continues to
output the mounting-detect signal to the history information
recording unit 353B via the controller 352B.

(b) The Controller 352B

The controller 352B receives the mounting-detect signal
from the detection unit 351B, and outputs the recerived mount- 4,
ing-detect signal to the history information recording unit
353B. The controller 352B also outputs information recerved
from the history information recording unit 353B to the input/
output umit 3408, and further performs an input/output of
information with the portable telephone 1008 via the mput/ 45
output unit 119B of the portable telephone 100B.

(c) The History Information Recording Unit 3538

The history information recording unit 353B has a history
information storage area 354B for storing therein history
information. The history information storage area 354B s
includes a history imformation table T400 as illustrated 1n
FIG. 21. Here, the history information 1s composed of: cat-
egory information showing that the recording medium 3008
1s mounted to the portable telephone 100B; date/time infor-
mation showing the date and time in which the recording ss
medium 300B 1s mounted to the portable telephone 100B;
and position information showing the position at which the
recording medium 300B 1s mounted to the portable telephone

100B.

The history information table T400 stores therein at least 4o
one set of such history mformation showing category, date/
time, and position.

“Category” 1n this figure represents category information
indicating that the recording medium 300B 1s mounted to the
portable telephone 100B; “date/time” 1n this figure represents 65
date/time 1nformation indicating the date and time of the
mounting; and “position” therein represents position nfor-

15

20

25

30

35

28

mation 1ndicating the position of the mounting and 1s regis-
tered 1n a unit of municipalities.

When the recording medium 300B 1s mounted, the history
information recording unit 353B recerves a mounting-detect
signal from the controller 352B. Upon receiving the mount-
ing-detect signal, the history information recording unit 3538
outputs, to the portable telephone 100B, information for
inquiring about the current date/time and the current position,
receives from the portable telephone 100B information relat-
ing to the current date/time and information on the current
position, generates history information for the use of each
piece ol the recerved information, and registers the generated
history information into the history information table T400.
After the registration of the history information, the history
information recording unit 353B outputs authentication-in-
struction information for mstructing an authentication-start to
the authentication unit 321B.

(3) The Setting Unit 3308

The setting umt 330B 1s tamper-resistant, and includes
therein an authentication-information setting umt 331B, a
process-information setting unit 3328, and a communica-
tion-information setting umt 333B.

(a) The Authentication-Information Setting Unit 331B
The authentication-information setting unit 331B registers
authentication information into the first storage area 331B,
and a registration password into the password storage area
314B.

The registration of the registration password 1s performed
as follows. That1s, the authentication-information setting unit
331B receives, from the mput/output umt 3408 via the con-
trol unit 320B information composed of the registration pass-
word and information for imnstructing registration of the reg-
istration password, and registers the registration password
into the password storage area 314B with use of the recerved
information. Note that the registration password can be
changed even after registration.

The registration of authentication information 1s the same
as those of the first embodiment and the second embodiment,
therefore a description thereof 1s omaitted.

Note that the setting of the registration password 1s per-
formed from an external terminal or from the portable tele-
phone 100B, and the registration of the authentication infor-
mation 1s performed from an external terminal.

(b) The Communication-Information Setting Unit 333B

The communication-information setting unit 333B regis-
ters communication information recerved from the mput/out-
put unit 340B wvia the control umt 320B, and registers the
communication information.

The registration of the communication information is the
same as that performed by the communication-information
setting unit 333 A shown 1n the second embodiment, therefore
a description thereof 1s omitted.

(c) The Process-Information Setting Unit 3328

The process-information setting unit 332B receives pro-
cess information from the iput/output unit 340B via the
control unit 320B, and registers the process information.

The registration of the process information 1s the same as
that performed by the process-information setting unit 332A
shown 1n the second embodiment, therefore a description
thereof 1s omitted.

(4) The Control Unit 320B
The control unit 320B 1s tamper-resistant, and includes an
authentication unit 321B, a process unit 322B, and a selection
unit 323B.

The control unit 320B receives authentication-start infor-
mation and other types of information, from the portable
telephone 100B via the input/output unit 340B. Upon receiv-
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ing information from the portable telephone 100B, the control
unit 320B judges whether or not the recerved information 1s
authentication-start information. If 1t 1s judged that it 1s
authentication-start information, the control unit 320B out-
puts the received authentication-start information to the
authentication unit 321B and instructs the authentication unit
321B to start authentication. I1 the recerved information 1s
judged to not be authentication-start information, authentica-
tion will not be performed.

(a) The Authentication Unit 321B

Here, the authentication unit 321B 1s described.

(1) The Authentication while the Recording Medium 3008
1s Being Mounted

The authentication unit 321B, upon receiving authentica-
tion-instruction information from the history information
recording unit 353B, reads first history information, which 1s
the latest history information, and second history informa-
tion, which 1s the hlstory information ifrom the last time, then
calculates the difference in date/time there between, Wlth use
of the date/time 1tem of the first history information and the
date/time 1tem of the second history information. Then, the
authentication unit 321B judges whether or not the calculated
difference 1n date/time exceeds the predetermined time 1nter-
val stored 1n the authentication unit 321B. In this example, the
predetermined time interval stored 1n the authentication unit
321B 1s 30 minutes, and 1s set at the time of purchase of the
recording medium 300B from an external terminal.

If the difference 1n date/time 1s judged to exceed the pre-
determined time interval, the authentication unit 321B out-
puts a password input request to the portable telephone 100B
via the input/output unit 340B.

If the difference 1n date/time 1s judged not to exceed the
predetermined time interval, the authentication unit 321B
judges whether or not the position of mounting differs
between the first history information and the second history
information. If the positions of mounting are judged to be
identical, the authentication unit 321B outputs, to the process
unit 322B, authentication-unnecessary information for
instructing to not perform authentication. On the contrary, 1f
the positions of mounting are judged to differ, the authenti-
cation unit 321B outputs a password mput request to the
portable telephone 100B via the input/output umt 340B.

When recerving the input password from the portable tele-
phone 100B, the authentication unit 321B judges whether or
not the recerved input password matches the registration pass-
word stored 1n the password storage area 314B. If the received
input password 1s judged to match, the authentication unit
321B instructs the selection unit 323B to output list informa-
tion.

If the recerved 1mnput password 1s judged not to match, the
authentication unit 321B outputs a message reporting that the
111put password 1s not correct to the portable telephone 100B
via the input/output unit 340B.

Note that the operation of instructing the selection unit
323B to output list information 1s the same as that performed
by the authentication unit 321 A of the second embodiment,
therefore a description thereotf 1s omaitted.

(11) The Authentication According to a User Instruction

The authentication unit 321B receives authentication-start
information from the control umt 320B. Upon recerving the
authentication-start information, the authentication unit
321B outputs a password iput request to the portable tele-
phone 100B via the mput/output unit 340B. Upon recerving,
an put password from the portable telephone 100B, the
authentication unit 321B judges whether or not the recerved
input password matches the registration password that has
been registered 1n the password storage area 314B. If they are
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judged to match each other, the authentication unit 321B
instructs the selection unit 323B to output list information.

If the passwords are judged to not match each other, the
authentication unit 321B outputs, to the portable telephone
100B via the mput/output unit 340B, a message reporting that
the input password 1s not correct.

Note that the operation instructing the selection unit 323B
to output list information 1s the same as that performed by the
authentication unit 321A of the second embodiment, there-
fore a description thereof 1s omitted.

(b) The Process Unit 322B

The process unit 322B receives either authentication-un-
necessary information from the authentication unit 321B, or
an authentication number and a communication number from
the authentication unit 321B.

When receiving authentication-unnecessary information
from the authentication unit 321B, the process unit 322B
judges whether or not process-in-use mformation has been
stored 1n the process-name storage area 313B. If process-1in-
use 1nformation has been stored, it will be read from the
process-name storage arca 315B, and the process name 1s
acquired from the read process-in-use information. Then, the
access right 1s given to the process corresponding to the
process whose process name has been acquired, so as to
enable execution of the process.

When recerving an authentication number and a commu-
nication number from the authentication unit 321B, the pro-
cess unit 3228 performs the same operation as the process
umt 322 A of the second embodiment, therefore a description
thereof 1s omitted.

(¢) The Selection Uit 3238

The selection unit 323B, upon recerving, from the authen-
tication unit 321B, an information instruction to output list
information, requests the portable telephone 100B to mput
number-to-be used information, and accepts the number-to-
be used mformation corresponding to the number that the
user wants to use.

Note that the acceptance of the number-to-be used infor-
mation 1s the same as that performed by the second embodi-
ment, therefore a description thereof 1s omitted.

(5) The Input/Output Unit 3408

The mput/output unit 340B receives, from the controller
352B of the judgment umt 3508, information of either the
portable telephone 100B or an external terminal, and outputs
the recerved information either to the control unit 320B, or to
the setting unit 320B via the control unit 3208, according to
the content of the received information.

The mput/output umt 340B also outputs information

received from the control umit 320B, to the portable telephone
100B via the controller 352B of the judgment unit 350B.

3.4 The Operations of the Recording-Medium Unautho-
rized Use Prevention System 3

In this section, each operation of the recording-medium
unauthorized use prevention system 3 1s described. Note that
the operations for setting authentication information, com-
munication information, and process information are the
same as those of the second embodiment, therefore a descrip-
tion thereof 1s omitted.

(1) The Registering Operation of History Information

Here, the operation for registering history information 1s
described with reference to the flowchart shown 1n FIG. 22.

The detection umit 351B recerves a mounting-detect signal
from the connection unit 115B of the portable telephone
1008, by being connected to the connection unit 115B, and
outputs the recerved mounting-detect signal to the controller

352B (Step S300).
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The controller 352B, upon recetving the mounting-detect
signal, outputs the received mounting-detect signal to the
history information recording unit 353B (Step S305).

The history information recording unit 353B, upon receiv-
ing the mounting-detect signal, outputs, to the portable tele-
phone 100B, information inquiring about the current date/
time and the current position, then recerves, from the portable
telephone 100B, information relating to the current date/time
and the current position (Step S308). The history information
recording unit 353B generates history information with use of
cach piece of the recerved information, and registers the gen-
crated history information into the history information table
1400, and 1nstructs the authentication unit 321B to start
authentication (Step S310).

(2) The Authentication Operation

Here, the authentication operation 1s described with refer-
ence to the flowcharts shown 1n FIGS. 23 and 24.

Upon recerving an instruction to start authentication from
the history information recording unit 353B, the authentica-
tion unit 3218 acquires {irst history information and second
history mnformation from the history information table T400
(Step S400), and judges whether or not the difference
between the date/time of mounting the last (1.e., previous)
time and the date/time of mounting this (1.e., present) time 1s
within a predetermined time period, with use of date/time
items 1n the acquired pieces of information (Step S405).

If the difference 1s judged to be within the predetermined
time period, the authentication unit 321B judges whether or
not the position of mounting the last time and the position of
mounting this time differ from each other, with use of the

position 1items 1n the acquired pieces of information (Step
S410).

If the positions are judged to be the same, the authentica-
tion unit 321B outputs authentication-unnecessary informa-
tion to the process unit 322B, and an access right setting
operation 1s performed at the process unit 322B (Step S475).

If the positions are judged to differ, the authentication unit
321B outputs a password mput request to the portable tele-
phone 100B, receives an mput password from the portable
telephone 100B (Step S415), and judges whether or not the
received mput password matches the registration password
(Step S420).

If the mentioned passwords are judged to not match each
other, the authentication unit 321B generates 1dentification-
impossible information, outputs the generated 1dentification-
impossible information to the portable telephone 100B, and
ends the operation (Step S4235).

If the mentioned passwords are judged to match each other,
the selection unit 323B generates list information with use of
cach telephone number stored 1n the third storage area 313B,
and outputs the generated list information to the portable
telephone 100B (Step S430). Next, the number-to-be used
information inputted from the portable telephone 100B 1is
received through the input/output umit 340B, and the commu-
nication number of the communication information that cor-
responds to the recerved number-to-be used mformation 1s
acquired (Step S435). Note that until the number-to-be used
information 1s received, the operation 1s 1n a wait state for
receiving number-to-be used information, at Step S435.

Next, the authentication unit 321B generates input-means
information, and outputs the generated input-means informa-
tion to the portable telephone 100B (Step S436). The authen-
tication unit 321B then receives, from the portable telephone
100B, one of first input information, second input informa-
tion, or third input mformation (Step S437), and performs
user mformation reception operation (Step S440).
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Next, the authentication unit 321B judges whether or not
there 1s, within the first storage area 311B, authentication
information that matches the received user information (Step
S445).

If there 1s authentication information matching the
recetved user information, the authentication unit 321B
acquires the authentication number of the matching authen-
tication mnformation from the first storage area 311B, and
outputs, to the process unit 322B, the acquired authentication
number together with the communication number that has
been acquired at Step S435 (Step S450). The process unit
322B judges whether or not there 1s process information that
corresponds to the received set of the communication number
and the authentication number (Step S470). If there 1s such
process information, an access right setting operation 1s per-
formed (Step S475) If there 1s no such process information
that corresponds to the set of the communication number
acquired at the selection umt 323B and the authentication
number acquired at the authentication unit 321B, the process
umit 3228 generates combination-impossible information,
and outputs the generated combination-impossible informa-
tion to the portable telephone 100B via the mput/output unit
3408 (Step S480).

If there 1s no authentication information that matches the
received user information, the authentication umt 321B gen-
erates authentication-impossible information, and outputs the
generated authentication-impossible information to the por-
table telephone 100B via the mput/output unit 340B (Step
S455). Then judgment 1s performed whether any authentica-
tion-unnecessary number exists (Step S460). If no such
authentication-unnecessary number exists, the operation
ends. IT such an authentication-unnecessary number exists, 1t
1s acquired (Step S463), and the operation from Step S470 1s
performed.

I1, at Step S405, the difference 1s judged not to be within the
predetermined time period, the operation from Step 415 1s
performed.

Note that the authentication according to user instruction 1s
performed as follows.

That 1s, the control unit 320B receives information from the
portable telephone 100B, and judges whether or not the
received information 1s authentication-start information. If 1t
1s judged that the received information 1s authentication-start
information, the control unit 320B outputs the recerved
authentication-start information to the authentication unit
321B. After receipt of the authentication-start information,
the operation from Step S415 shown 1n FIG. 23 1s performed,
so as to realize the authentication.

If the information recerved at the control unit 320B 1s
judged not to be authentication-start information, authentica-
tion will not be performed.

(3) The User Information Reception Operation

The user information reception operation shown 1n FI1G. 23
1s the same as the user information reception operation of the
first embodiment which 1s shown in FIG. 8. Therelore, a
description thereof 1s omitted.

(4) The Access Right Setting Operation

Here, the access right setting operation mentioned i FIG.
24 1s detailed with reference to the flowchart of FIG. 25.

The process unit 322B judges whether or not authentica-
tion-unnecessary nformation 1s received from the authenti-
cation unit 321B (Step S500).

If the authentication-unnecessary information 1s not
received, the process umit 322B further judges whether or not
there 1s process-in-use mmformation (Step S303). If there 1s
process-in-use information, the process unit 322B reads the
process-in-use information and acquires the process name of
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the process having been made accessible, and sets access
rights so that the process corresponding to the acquired pro-
cess name 1s made inaccessible (Step S510). Further, the
process unit 322B acquires, from the second storage area
312B, process information corresponding to the set ol the first
number and the second number that matches the set of com-
munication number and the authentication number that has
been received from the authentication unit 321B, sets the
access rights to the process corresponding to the process
name registered in the acquired process information, so that
the process 1s made accessible (Step S315). The process unit
322B updates the process-in-use information 1n the process-
name storage area 315B, with use of the process name regis-
tered 1n the process information acquired at Step S3515 (Step
S5520). If there 1s no process-in-use information, the operation
from Step S270 1s performed.

If the process unit 322B judges that 1t has received authen-
tication-unnecessary information, 1t further judges whether
or not there 1s process-in-use information (Step S525). If
there 1s process-in-use mformation, the process unit 322B
reads process-in-use information from the process-name stor-
age area 315B, acquires the process name of the process that
has been made accessible, and sets access right to the process
for the acquired process name, so that the process 1s made
accessible (Step S530). If there 1s no process-in-use informa-
tion, the operation ends.

(5) Examples of Authentication Operation

Here, a specific flow of authentication operation up to Step
5420 1s described with use of the history information table
1400 shown 1n FIG. 21. Note that the flow from Step S430 1s
the same as the corresponding authentication operation flow
of the second embodiment, therefore a description thereof 1s
omitted.

A case 1s taken as an example 1n which history information
402 has been registered as latest information.

The authentication unit 321B, upon recerving authentica-
tion-instruction information, acquires the history information
402 as first history information, and history information 401
as second history information. Then, the authentication unit
321B judges whether or not the latest mounting was per-
formed within a predetermined time period, with use of date/
time 1tems in the acquired pieces of history information.
Since the difference 1s 50 minutes 1n this case, the authenti-
cation unit 321B accepts an input password, and judges the
correctness of the accepted mput password.

Next, a case 1s detailed 1n which history imformation 403
has been registered as latest information.

The authentication unit 321B, upon recerving authentica-
tion-nstruction information from the history information
storage area 353B via the input/output unit 3408, acquires the
history information 403 as first history information, and the
history information 402 as second history information. Then,
the authentication unit 321B judges whether or not the latest
mounting was performed within a predetermined time period,
with use of date/time 1tems 1n the acquired pieces of history
information. Since the difference 1s 20 minutes 1n this case,
the authentication unit 321B judges whether or not the
mounting for both times was performed at the same position.
Since the positions of mounting are different in this case, the
authentication unit 321B accepts an mput password, and
judges the correctness of the accepted mput password.

Next, a case 1s detailed 1n which history imformation 404
has been registered as the latest information.

The authentication unit 321B, upon recerving authentica-
tion-nstruction information from the history information
storage area 353B via the input/output unit 3408, acquires the
history information 404 as first history information, and the
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history information 403 as second history information. Then,
the authentication unit 321B judges whether or not the latest
mounting was performed within a predetermined time period,
with use of date/time 1tems 1n the acquired pieces of history
information. Since the difference 1s 5 minutes 1n this case, the
authentication unit 321B judges whether or not the mounting
for both times was performed at the same position. Since the
positions of mounting are the same 1n this case, the authenti-
cation unit 321B does not accept an input password. Further,
the process unit 322B sets access rights and the like with use
of the process information having been acquired the last time
and retained thereatter, so that the process 1s made accessible.

3.5 Summary of the Third Embodiment

As described above, the recording-medium unauthorized
use prevention system 3 has, within the recording medium
300B, an authentication unit 321B that 1s tamper-resistant.
This makes 1t difficult for third parties to encode or tamper the
authentication system of the authentication unit. Therefore, 1t
prevents unauthorized third parties from accessing the
recording medium 300B.

In addition, the recording medium 300B detects mounting,
of 1itsell to the portable telephone 100B, and once it is
removed from the portable telephone 100B, the recording
medium 300B requires the user to mput the input password
and the user information, if 1t 1s re-mounted after a predeter-
mined time has passed, or it the position of mounting ditters
from last time. According to this, even when a third party has
removed the recording medium 300B from the portable tele-
phone 100B, this person has to mput the input password and
the user information, if the recording medium 300B 1is re-
mounted after a predetermined time has passed, or if the
position of mounting differs from the last time. This makes
the recording medium 300B more difficult to be subject to
unauthorized use, than conventionally.

4. Other Modification Examples

As described above, the recording medium includes
therein an authentication unit that 1s tamper-resistant. This
makes 1t difficult for third parties to encode or tamper the
authentication system of the authentication unit. Accordingly,
the recording medium 1s more effective 1in preventing third
parties from using the recording medium, than conventional
recording media.

In addition, the recording medium stores thereon one or
more pieces of authentication information, and further one or
more pieces ol process information that each correspond to a
piece of authentication mnformation. Therefore, the user can
use appropriate user information according to tunctions the
user wants to use. This makes it possible to restrict use of
functions stored 1n this recording medium. Accordingly, this
recording medium 1s more effective 1n preventing an unau-
thorized use thereol by third parties, than conventional
recording media.

In addition, the recording medium stores therecon one or
more pieces of communication information, and further one
or more pieces ol process information that each correspond to
both a piece of communication information and a piece of
authentication information. Therefore, the user can use
appropriate user information according to functions the user
wants to use. This makes 1t possible to restrict use of the
functions stored in this recording medium. Accordingly, this
recording medium 1s more etlective in preventing unautho-
rized use thereol by third parties, than conventional recording
media. In addition, since the recording medium 1s operable to
store thereon a plurality of pieces of communication infor-
mation, the user does not have to carry a plurality of recording




US 7,448,087 B2

35

media, unlike conventional SIM cards. This reduces possibil-
ity of unauthorized use incident to loss or robbery.

In addition, the recording medium can detect mounting of
itselt to the portable telephone, and once 1t 1s removed from
the portable telephone, the recording medium requires the
user to mput the input password and the user information, 1f 1t
1s re-mounted after a predetermined time has passed, or i1 the
position ol mounting differs from the last time. According to
this, even when a third party has removed the recording
medium from the portable telephone, this person has to input
the input password and the user information if the recording,
medium 1s re-mounted after a predetermined time has passed
or 1 the position of mounting differs from the last time. This
makes the recording medium more difficult to be subject to
unauthorized use, than conventionally.

So far, the present invention has been described based on
the aforementioned embodiments. However, needless to say,
the present imnvention 1s not limited to the atorementioned
embodiments, and includes the following examples.

(1) In the atorementioned description, the recording-me-
dium unauthorized use prevention system has a portable tele-
phone to which a recording medium 1s mountable. However,
the present mnvention 1s not limited to such structure, and may
have any kind as long as it 1s a terminal device to which a
recording medium 1s mountable. Such terminal devices
include a PDA (personal digital assistant), a personal com-
puter, a car navigation system, a facsimile machine, and a
digital camera.

(2) In the atorementioned description, user information 1s
received from the portable telephone. However, the present
invention 1s not limited to such a structure, and may be a
structure 1 which a recording medium 1s equipped with a
fingerprint input unit, from which fingerprint information 1s
received.

(3) In the present invention, the authentication information
may be one of character information, biological information
that represents biological characteristics of the user, and a
combination of character information and biological infor-
mation. Accordingly, the user information may also be one of
character information, biological information that represents
biological characteristics of the user, and a combination of
character information and biological mformation. Further-
more, 1n the third embodiment, input password and the reg-
1stration password may also be one of character information,
biological information that represents biological characteris-
tics of the user, and a combination of character information
and biological information.

Here, the biological information 1s, for example, finger-
print information, voice print information that represents
characteristics of voice print of the user, 1ris information that
represents characteristics of iris of the user, face-outline
information that represents characteristics of face-outline of
the user, DNA information that represents characteristics of
DNA of the user, and a combination of any of the aforemen-
tioned information.

To accept voice print information, the portable telephone
has to have a voice print input unit that receives voice of the
user and generates voice print information of the user, using
the recerved voice. To accept iris information, the portable
telephone has to have an ir1s input unit that reads (scans) the
ir1s of the user and generates ir1s information of the user, using
the read (scanned) ir1s. Likewise, to accept face-outline infor-
mation, the portable telephone has to have a face-outline input
unit that reads (scans) the face-outline of the user and gener-
ates face-outline information of the user, using the read
(scanned) face-outline. To accept DNA 1nformation, the por-
table telephone has to have a DNA-information input unit that
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accepts DNA information resulting from analyzing the DNA
of the user. Here, the DNA 1information 1s analytical informa-
tion of hair, blood, or saliva of the user.

Note here that matching of authentication information with
the voice print information received at the recording medium
happens when at least 80% of the received voice print infor-
mation matches authentication information. The same
restriction applies to matching of authentication information
with the ir1s imnformation, matching of authentication infor-
mation with the face-outline information, matching of
authentication information with the DNA information. The
reference value 80% may be another value. Matching of
authentication information with a combination of any of the
aforementioned information happens when all the informa-
tion included in the authentication information matches all
the information included 1n the combination of information.

(4) In the present invention, user mformation may be
encrypted before being output from the portable telephone to
the recording medium.

An example operation performed 1n this case 1s shown as
follows.

A common key 1s owned by the portable telephone and the
recording medium. The portable telephone encrypts the input
user mmformation using the common key, and outputs the
encrypted user information to the recording medium, and the
recording medium decrypts the encrypted user information
using the common key, to obtain the user information input
from the portable telephone.

(5) In the aforementioned description, the first storage area
1s set 1n the recording medium. However, the present imnven-
tion 1s not limited to this structure, and the first storage area
may be set 1n the portable telephone.

Furthermore, the second storage area set 1n the recording
medium may be set 1n the portable telephone.

Likewise, the third storage area set in the recording
medium may be set 1n the portable telephone.

Likewise, the password storage area set in the recording
medium may be set 1n the portable telephone.

Likewise, the process unit set in the recording medium may
be set 1n the portable telephone.

(6) In the aforementioned description, registration per-
formed at the setting unit 1s operated through an external
device. However, the present invention 1s not limited to such
structure, and another structure 1s also possible in which
registration 1s performed through a network such as the Inter-
net to which the portable telephone 1s connected.

(7) In the atorementioned description, the setting unit 1s
used to register each piece of information to the storage area.
However, the present invention 1s not limited to such a struc-
ture, and another structure 1s also possible in which the setting
unit performs modification and deletion of already registered
information, not only registration.

The following describes how modification and deletion are
performed to the authentication information and the process
information of the first embodiment. In moditying authenti-
cation information, the recording medium recerves, from an
external terminal, the authentication number that corresponds
to the authentication information to be modified, together
with the authentication information after modified, and
updates the authentication information table with use of the
received pieces of information. In deleting authentication
information, the recording medium receives, from an external
terminal, the authentication number to be deleted, deletes the
authentication information using the received authentication
number, and further deletes the process information that cor-
responds to the deleted authentication information. In modi-
tying process information, the recording medium receives,
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from an external terminal, the process number that corre-
sponds to the process information to be modified, together
with the process information after the modification, and
updates the process information table with use of the recerved
pieces of information. In deleting process information, the
recording medium receives, from an external terminal, the
process number to be deleted, and deletes the process nfor-
mation using the received process number, and further deletes
the authentication information that corresponds to the deleted
process information.

Next, the following describes how modification and dele-
tion are performed on the authentication information, the
communication information, and the process information, of
the second and third embodiments.

In moditying authentication information, the recording
medium receives, from an external terminal, the authentica-
tion number that corresponds to the authentication informa-
tion to be modified, together with the authentication informa-
tion after the modification, and updates the authentication
information table with use of the received pieces of informa-
tion. In deleting authentication information, the recording
medium receives, from an external terminal, the authentica-
tion number to be deleted, deletes the authentication infor-
mation using the recerved authentication number, and further
deletes the process information that corresponds to the
deleted authentication information.

In modifying communication information, the recording
medium recerves, from an external terminal, the communica-
tion number that corresponds to the communication informa-
tion to be modified, together with the communication 1nfor-
mation after the modification, and updates the
communication information table with the received pieces of
information. In deleting communication information, the
recording medium receives, from an external terminal, the
communication number to be deleted, and deletes the com-
munication information using the recerved communication
number, and further deletes the process information that cor-
responds to the deleted communication information.

In modifying process imnformation, the recording medium
recetves, from an external terminal, a set of first number and
second number that corresponds to the process information to
be modified, together with the process information after the
modification, and updates the process information table with
use of the received pieces of information. In deleting process
information, the recording medium recerves from an external
terminal the set of the first number and the second number to
be deleted, and deletes the process information using the
received set of the first number and the second number.

(8) In the alforementioned description, the process name of
process information to be registered in the second storage
area 1s the process name owned by the recording medium.
However, the present invention 1s not limited to such, and the
process name of process mnformation to be registered in the
second storage area may be the process name owned by the
portable telephone.

(9) In the aforementioned description, the recording-me-
dium unauthorized use prevention system comprises a por-
table telephone and a recording medium. However, the
present ivention 1s not limited to such structure, and the
system may include only a portable telephone. In this case,
cach process that corresponds to the process informationto be
registered 1n the second storage area may be set 1n a recording,
medium located 1nside the portable telephone, or may be set
in a recording medium that can be mounted to the portable
telephone, or may be set in both of them.

In this case, one example of the timing when the judgment
should be performed as to whether or not to receive an input
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password 1s as follows. That 1s, the portable telephone detects
every time the power supply starts the portable telephone, and
stores the detected timing as history information. The judg-
ment whether or not to recetve an iput password 1s per-
formed with use of this history information. Alternatively, the
password may be received every time the starting of the power
supply 1s detected.

(10) The operation for setting authentication information
and process information, which i1s shown in the first embodi-
ment, 1s not limited to the flowchart of FIG. 6. An other
structure 1s also possible in which process information 1s set
first, and then authentication information 1s set afterward.

An example of operation for this case 1s described as fol-
lows. The recording medium receives, from an external ter-
minal, process mnformation to be registered, then calculates a
process number, and with use of the calculated process num-
ber, sets the recerved process information. Next, the recording
medium receives from an external terminal, authentication
information to be registered, and judges whether or not the
received authentication information has already been regis-
tered. I the recerved authentication mformation has not yet
been registered, the process number calculated 1n the setting
of the process information 1s used as an authentication num-
ber, and the recording medium performs authentication infor-
mation setting this authentication number and the received
authentication information. If the recerved authentication
information has already been registered, different authentica-
tion information 1s receirved and a setting operation 1s per-
formed.

(11) In the second embodiment, a telephone number 1s
stored as communication mnformation. However, the present
invention 1s not limited to such. An other structure 1s possible
in which a telephone number 1s encrypted using a function,
and the encrypted information 1s stored. In performing com-
munication, the encrypted information 1s transmitted to the
base station. An example of encryption method is stream
cipher.

According to the structure 1n which a telephone number 1s
stored after being encrypted using a function, any third party
1s prevented from easily knowing the telephone number, even
if this person has acquired the communication imnformation
stored 1n the third storage area 313 A. This prevents unautho-
rized use by third parties.

Here, the function used 1n encryption of a telephone num-
ber may be stored in the recording medium, or may be
retained by an agent who provides the portable telephone with
communication functions through the communication infor-
mation.

Alternatively, 1n advance, the owner of the communication
information may convert a telephone number 1nto informa-
tion that only he can know. In this case, too, unauthorized use
by third parties 1s prevented.

In this case, list information may be generated with use of
the communication information stored 1n the communication
information table, as it 1s. Or the encrypted information may
be decrypted first, then list information 1s generated with use
of the decrypted information.

Alternatively, the communication information table may
be provided with an 1tem for registering therein such
encrypted information in correspondence with a telephone
number. In this structure, a registered telephone number 1s
used for generating list information, and encrypted informa-
tion corresponding to the selected telephone number 1s used
1n communication.

Alternatively, 1t 1s possible to register encrypted informa-
tion 1n the communication information 1tem of the commu-
nication information table, and to have a new table in which
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encrypted information 1s stored in correspondence with infor-
mation before encryption, and to use this new table for the
generation of list information.

(12) Registration into each storage area described in the
second embodiment 1s not limited to the order shown 1n FIG.
15, and may be in any order.

(13) In the second embodiment, a plurality of pieces of
communication information are stored 1n the communication
information table. However, the communication information
table may have only one piece of communication informa-
tion.

In this case, the process information 1s stored 1n the second
storage area, after being associated with both of the commu-
nication information and the authentication information that
has been registered 1n the second storage areca. When user
information 1s iput 1n authentication, authentication infor-
mation that corresponds to the input user information 1s rec-
ognized, and process mformation corresponding to both the
authentication information and the communication informa-
tion 1s acquired, and the process for the process name regis-
tered 1n the acquired process information 1s made accessible.

At this time, the selection unit may be eliminated from the
structure, and the process unit may always read communica-
tion information from the third storage area.

(14) In the second embodiment, “N.A.”” as communication
information which indicates that no communication informa-
tion 1s necessary may be registered in the communication
information table. In this case, process information 1s regls-
tered 1n association with the set of the communication infor-
mation “N. A" and the corresponding authentication inifi

Or-
mation. Note here that in setting process information, the
process information setting unit has to control a disable set-
ting of a communication function to the set of the communi-
cation information “N.A.” and the corresponding authentica-
tion information.

(15) In the third embodiment, judgment as to whether or
not an mput pas sword should be received is affirmative, either
when the difference 1n date/time 1s no smaller than a prede-
termined value, or when the difference in position 1s no
smaller than a predetermined value. However, the present
invention 1s not limited to such. The judgment may be affir-
mative when the difference 1n date/time 1s no smaller than a
predetermined value, and the difference in position 1s no
smaller than a predetermined value.

In addition, judgment as to whether or not an input pass-
word should be recerved 1s based on both date/time 1informa-
tion and position information. However, the present invention
1s not limited to such. Only one of date/time information or
position information may be used in the judgment. Alterna-
tively, 1t 1s also possible to structure so as to request an input
password every time the mounting of the recording medium
to the portable telephone 1s detected. In this case, the authen-
tication unit may request the portable telephone to mnput the
input password, upon receiving from the history information
recording unit an struction to start authentication.

Alternatively, the input password reception may be omit-
ted. In this case, when the mounting of the recording medium
to the portable telephone 1s detected, judgment as to whether
or not authentication 1s required may be performed using the
first history information and the second history information,
and 11 the judgment 1s aifirmative, communication informa-
tion to be used and user information are accepted, and authen-
tication 1s performed. Alternatively, 1t1s also possible to struc-
ture so that communication information to be used and user
information are accepted, every time the mounting of the
recording medium to the portable telephone 1s detected. Here,
iI authentication should be performed according to a user
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instruction, it 1s only required that the recording medium
request the portable telephone to input communication 1nfor-
mation and authentication information, upon receiving
authentication-start information from the portable telephone.

(16) In the authentication in the third embodiment, the
operation 1s not limited to what 1s shown 1n the flowchart of
FIGS. 23 and 24. For example, if the recording medium 1s
mounted to the portable telephone within the predetermined
time period, and that at the same position, the operation from
Step S430 may be performed.

(17) In the third embodiment, registration of history infor-
mation may be performed at regular time intervals. In this
case, the history information recording unit owns a timer
function for setting a time at which history information 1s
written regularly. After history information 1s written and the
time set 1 the timer function has elapsed, judgment 1s per-
formed as to whether or not a mounting-detect signal 1s
received from the detection umt. If recerving a mounting-
detect signal, the recording medium acquires date/time infor-
mation and position information from the portable telephone,
and with use of the acquired pieces of information, generates
history information, and registers the generated history infor-
mation to the history information table. The category inifi

Or-
mation of the history information may be “mounting’”, or may
be mnformation indicating that the registration of history infor-
mation 1s performed by a regular inspection, such as “regu-
lar”.

In addition, after registration of history information, the
registered history information 1s compared with the history
information registered last time, for judging whether or not an
input password should be recerved. If the judgment 1s affir-
mative, an iput password 1s recerved, and correctness of the
user 1s judged. If the user 1s judged to be a correct user, the
operation from Step S4301n FI1G. 23 may be performed. Inthe
alternative, only judgment as to the correctness of the user
may be performed, and as for the accessible processes, the
already stored information may continue to be used. In this
case, comparison of history information may be performed
using only the position information.

(18) Steps ST70-583 of the first embodiment shown 1n FIG.
7 are not essential steps. I there 1s no authentication infor-
mation that matches the received user information, the steps
alter Step S70 may be omitted, or even Step S70 and there-
alter may be omitted.

Furthermore, 1n FIG. 16 which 1s for the second embodi-
ment, steps S225-S250 are performed when there 1s no
authentication information that matches the recerved user
information. However, the present invention 1s not limited to
this. If there 1s no such authentication information, the steps
alter Step S225 may be omitted, or even Step S225 and
thereaiter may be omitted. Furthermore, Step S250 1s not
essential, and may be omitted.

Furthermore, 1n FI1G. 23 which 1s for the third embodiment,
Step S4235 1s not essential and may be omitted. Furthermore 1n
FIG. 24, 1f there 1s no authentication that matches the received
user information, Steps S455 to S480 are performed. How-
ever, the present invention 1s not limited to such, and the steps
alter Step S4355 may be omitted, or even Step S455 may be
omitted. In addition, Step S480 15 not essential and may be
omitted.

(19) At Step S75 of FIG. 7 which 1s for the first embodi-
ment, 11 there 1s no authentication-unnecessary number, the
operation ends there. However, the present invention 1s not
limited to such. If there 1s no authentication-unnecessary
number, the process-in-use information stored 1n the process-
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name storage area may be used to control so that the process
of the process name registered 1n the process-in-use informa-
tion 1s made 1naccessible.

In addition, 1f there 1s no authentication information at Step
S55, 1t 15 also possible to perform Step S70, then control so
that the process for the process name registered in the pro-
cess-1n-use information 1s made maccessible with use of the
process-in-use information stored 1n the process-name stor-
age area, then end the operation. Alternatively, only the afore-
mentioned control may be performed.

(20) Likewise, at Step S230 of FIG. 16 which i1s for the
second embodiment, 11 there 1s no authentication-unneces-
sary number, control may be performed so that the process for
the process name registered 1n the process-in-use information
1s made 1naccessible, with use of the process-in-use informa-
tion stored 1n the process-name storage area.

In addition, 11 there 1s no authentication information at Step
S215, 1t 1s also possible to perform Step S225, then control so
that the process for the process name registered in the pro-
cess-1n-use mformation 1s made maccessible with use of the
process-in-use information stored 1n the process-name stor-
age area, then end the operation. Alternatively, only the afore-
mentioned control may be performed.

In addition, at Step S240 of F1G. 16 which 1s for the second
embodiment, 1 there 1s no process information, a message 1s
output then the authentication operation ends. But the present
invention 1s not limited to such, and another structure 1s also
possible 1n which a message 1s output, and control 1s per-
formed so that the process for the process name registered 1n
the process-in-use information 1s made 1maccessible with use
of the process-in-use information registered in the process-
name storage area, and the operation ends. In the alternative,
if there 1s a set of a first number and a second number that
corresponds to the set of the communication number acquired
at the selection unit and the authentication-unnecessary num-
ber, access rights are set to the process for the process name
registered 1n the process mformation that corresponds to the
alforementioned set of the first number and the second num-
ber, so as to make the process accessible.

Furthermore, if there 1s no set of the first number and the
second number that corresponds to the communication num-
ber and the authentication-unnecessary number, the follow-
ing operation may be performed.

If there 15 a set of the first number and the second number
that corresponds to a set of a communication number that
corresponds to the communication information “N.A.” and
the authentication-unnecessary number, access rights are set
to the process for the process name registered in the process
information that corresponds to the set of the first number and
the second number, so that the process 1s made accessible. IT
there 1s no such set of the first number and the second number,
control 1s performed so that the process for the process name
registered in the process-1n-use information 1s made 1nacces-
sible, with use of the process-in-use information stored 1n the
process-name storage area, then the operation ends.

(21) At step S420 of FIGS. 23 and 24 for the third embodi-
ment, 1f the password 1s judged not to be correct, a message 1s
output and the authentication operation ends. However, the
present invention 1s not limited to this. An other structure 1s
also possible 1n which, after a message 1s output, control 1s
performed so that the process for the process name registered
in the process-in-use information 1s made 1maccessible with
use of the process-in-use mformation stored in the process-
name storage area, then the operation ends.

In addition, at Step S460, the same operation may be per-
tormed as that performed at Step S230 1n the aforementioned
modification example (20). At Step S445, the same operation
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may be performed as that performed at Step S215 1in the
aforementioned modification example (20). In addition, at
Step S470, the same operation may be performed as that
performed at Step S240 1n the aforementioned modification
example (20).

(22) In the atorementioned modification examples (19),
(20), and (21), 1n controlling so that the process for the pro-
cess name registered in the process-in-use nformation 1s
made 1naccessible, the process-in-use information stored in
the process-name storage area may be deleted after the pro-
cess has been made 1naccessible, so that there will be nothing
stored 1n the process-name storage area.

(23) In the first embodiment, the storage area has two
tables, an authentication information table, and a process
information table. However, not limited to such, the first
embodiment may have a structure 1n which the storage area
has only one table that has both corresponding authentication
information and process information.

Here, one example of such a table 1s shown in FI1G. 26. Each
item therein 1s the same as that in the first embodiment,
therefore will not be detailed here.

Likewise, 1n the second and third embodiments, the storage
area has an authentication information table, a process infor-
mation table, and a communication information table. How-
ever, not limited to such, the three tables may be integrated
into one table.

Here, one example of such a table 1s shown 1n FIGS. 27 and
28. FIG. 27 has only one piece of communication informa-
tion, and FIG. 28 has a plurality of pieces of communication
information. Each item therein 1s the same as those in the
second and third embodiments, therefore will not be detailed
here.

(24) As for the commumnication function described in the
second and third embodiments, each function to be included
therein such as a calling function, an electric mail function,
and a call-reception function, may be registered individually.
In the alternative, a communication number and an authenti-
cation number may be set to correspond to the content of the
function. Further, 1t 1s possible to set a limit for the calling bill
in using the communication function, so as to correspond a
communication number and an authentication number, to the
limat.

Furthermore, 1n the electronic commerce function, a com-
munication number and an authentication number may be set
according to the goods to be dealt with, or to the prices
thereof.

Furthermore, 1n the second and third embodiments, func-
tions that users can use are a memory function, a game func-
tion, a communication function, and an electronic commerce
function. However, not limited to such, the functions may
include others as long as they are accessible through the
recording medium.

For example, 1t 1s possible to include an electric money
function therein, and accordingly include “‘electric money
function™ 1n the process information table as process infor-
mation item. At that time, 1t 1s possible to set a communication
number and an authentication number for each function
included 1n the electric money function, such assaying, bal-
ance-inquiry, and withdrawal.

Furthermore, it 1s possible to include a navigation function
therein, and accordingly include “navigation function™ 1n the
process information table as process mformation item.

In addition, 1n the first embodiment, the processes that the
user can use are the memory A, the memory B, and the game.
However not limited to such, the processes may include oth-
ers as long as they are accessible through the recording
medium.
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In addition, 1n the first, second, and third embodiments, the
functions accessible to the user that are stored in the storage
area of the recording medium have been stored at the time of
purchase of the recording medium. However, not limited to
such, the functions may be registered 1n the storage area at the
time of setting the purchase information after the purchase.

(25) The present invention only permits use of the process
tor the process name acquired 1n authentication. However, not
limited to such, the present invention may have a structure of
including processes whose process names are acquired at the
time of authentication, as processes that are allowed to be
used, 1n addition to the processes that have been allowed to be
used prior to starting of the authentication.

The following shows one example of a realization method
in a case when process imformation storing process names
corresponds to authentication information. The recording
medium receives Irom the portable telephone process-add
information that instructs to add processes to be allowed.
Upon receiving the process-add information, the recording,
medium requests the portable telephone to mput user infor-
mation. The recording medium acquires an authentication
number of the authentication information that matches the
user information recerved from the portable telephone, and
acquires process information that corresponds to the acquired
authentication number. Then, the process whose process
name has been registered 1n the acquired process information
will be allowed to be used.

The following shows one example of a realization method
in a case when process mformation storing process names
corresponds to a set of communication information and
authentication information. The recording medium stores
therein the communication number selected 1n the last
authentication. The recording medium, upon receving pro-
cess-add information from the portable telephone, requests
the portable telephone to select communication information,
then judges whether or not the communication information
received from the portable telephone matches the communi-
cation mformation selected in the last authentication. If the
two pieces of communication information are judged to
match each other, the recording medium requests the portable
telephone to input user information. The recording medium
then acquires an authentication number for the authentication
information that matches the user information received from
the portable telephone, and acquires process information that
corresponds to the set of the acquired authentication number
and a communication number. Then, the process whose pro-
cess name has been registered in the acquired process infor-
mation will be allowed to be used. It the two pieces of com-
munication information are judged not to match each other,
the operation ends.

(26) In the third embodiment, date, time, and minute are
used to show the time of mounting in history information.
However, date, hour, minute, and second may be used there-
fore.

Moreover, the predetermined time interval stored in the
recording medium 1s 30 minutes. However, not limited to
such, 1t may be other time intervals. In addition, the time
interval may be in a unit of any one of hour, minute, and
second.

In addition, an external terminal 1s used to register a pre-
determined time 1nterval that 1s to be stored 1n the recording
medium. However, the registration may be performed from
the portable telephone.

In addition, the position mformation 1s registered as the
history information 1n a umt of municipalities. However, the
value of its longitude and latitude may be used in registration.
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At this time, judgment as to whether or not the positions of
mounting of the recording medium to the portable telephone
are the same 1s based on the value of longitude and latitude of
this time and the value of last time. If there 1s no difference
there between, the positions may be judged to be the same. Or,
it 1s also possible to calculate a distance of moving with use of
the value of longitude and latitude of this time and the value
of last time, and to judge that the positions are the same if the
distance of moving i1s within a predetermined distance. In this
case, the recording medium has to store the value of distance
of moving that1s to be considered the same position of mount-
ng.

(2'7) In the present invention, the reference value which 1s
the basis of judgment as to whether or not the fingerprint
information matches the authentication information 1s 80%.
However, other reference values may be used.

(28) In the present invention, the process for the process
name that corresponds to the authentication-unnecessary
number (herein after “authentication-unnecessary process™)
1s allowed when there 1s no authentication information that
matches the user information recerved in authentication.
However, not limited to this, the recording medium may allow
use ol an authentication-unnecessary process when recerving,
from the portable telephone information imstructing to use the
authentication-unnecessary process.

In the following, an example of a realization method 1n this
case 1s described with use of the first embodiment. The
recording medium, upon receiving authentication-start infor-
mation, outputs, to the portable telephone, information for
inquiring about whether an authentication-unnecessary pro-
cess should be used. The recording medium then judges
whether or not information receirved from the portable tele-
phone 1s information instructing to use an authentication-
unnecessary process. If the information 1s judged to mstruct
the use of an authentication-unnecessary process, the record-
ing medium permits use of the authentication-unnecessary
process. 1T the information 1s judged not to mstruct the use of
an authentication-unnecessary process, the recording
medium outputs input-means information to the portable tele-
phone. The operations herealiter are the same as those of the
first embodiment, therefore will not be detailed here.

(29) In the present 1nvention, it 1s also possible to enable
use of an authentication-unnecessary process every time the
recording medium 1s mounted to the portable telephone.

(30) In the present invention, the recording medium
receives user information, and then permits use of a process
that corresponds to authentication information that matches
the received user information. However, the procedure 1s not
limited to such, and it 1s also possible to have a procedure 1n
which process information for the process that the user wants
to use 1s recerved, and after that, the corresponding authenti-
cation information 1s received, which 1s then used for authen-
tication.

The following shows one example of a realization method
in a case when the process information corresponds to
authentication information.

After receiving authentication-start information, the
recording medium outputs to the portable telephone a list of
process information registered in the process information
table. The portable telephone, upon recerving the list of pro-
cess mformation, displays the recerved list of process infor-
mation, receives Irom the process information of his choice,
and outputs the received process information to the recording
medium. The recording medium acquires the authentication
number that corresponds to the received process information,
and judges whether or not the acquired authentication number
1s an authentication-unnecessary number. If 1t 1s judged to be
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an authentication-unnecessary number, the recording
medium permits use of the process corresponding to the pro-
cess information received from the portable telephone, with-
out performing authentication. If i1t 1s judged not to be an
authentication-unnecessary number, the recording medium
requests the portable telephone to mput user information that
corresponds to the content of the authentication information
for the acquired authentication number, then recerves mnput of
user information from the portable telephone. For example, 1t
the content of the authentication information that corresponds
to the acquired authentication number 1s fingerprint informa-
tion, the recording medium requests mnput of fingerprint infor-
mation. If the content thereof 1s character information, the
recording medium requests input of character information. I
the content thereof 1s both character information and finger-
print information, the recording medium requests mput of
both character information and fingerprint information.

The following shows one example of a realization method
in a case when the process information corresponds to com-
munication information and authentication mformation.

After recerving authentication-start information, the
recording medium further recerves number-to-be used 1nfor-
mation from the portable telephone. Next, the recording
medium outputs to the portable telephone a list of process
information registered in the process information table, and
performs the procedure described above.

(31) In the present invention, use of a process 1s allowed at
the time of authentication by setting an access rights to the
process for the acquired process name. However, not limited
to this, it 1s also possible to control 1n the following way. In
advance, all the processes whose process name 1s registered 1in
the process information are assigned access right so that they
are accessible. The recording medium acquires process infor-
mation according to the authentication content. After authen-
tication, the recording medium recerves, from the portable
telephone, information nstructing use of the process, judges
whether or not the process to be used 1s a process whose
process name has been registered 1n the process information
acquired 1in authentication, and enables use of the process 1f
the judgment 1s affirmative.

(32) In the present invention, 1f there are more than a piece
ol authentication information that match a received piece of
user information, it 1s possible to set access rights to the
corresponding number of processes, whose process names
have being registered 1n pieces of process information that
cach correspond to each of the pieces of authentication infor-
mation.

To explain the above, an example 1s taken where the record-
ing medium has two pieces of fingerprint information taken
from the same finger (herein after “first fingerprint informa-
tion” and “second fingerprint information”). In this case, i
the fingerprint information recerved 1n authentication
matches both the first fingerprint information and the second
fingerprint information, the authentication unit permits use of
both the process for the process name registered 1n authenti-
cation information that corresponds to the first fingerprint
information, and the process for the process name registered
in authentication information that corresponds to the second
fingerprint information.

(33) The present mnvention may be the methods described
above. Furthermore, these methods may be a computer pro-
gram that enables such a method to be executed by a com-
puter. Moreover the present invention may be a digital signal
comprised of the computer program.

In addition, the present invention may be a computer-read-
able recording medium such as a tlexible disk, a hard disk, a
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(Blu-ray Disc), and a semiconductor memory, that records
thereon the alorementioned computer program or the digital
signal. In addition, the present invention may be the afore-
mentioned computer program or the digital signal, recorded
on these recording media.

In addition, the present mvention may be the aforemen-
tioned computer program or the digital signal, transmitted
through a network and the like, represented by an electric
communication circuit, a radio circuit, a cable communica-
tion circuit, and the Internet.

Furthermore, the present invention may be a computer
system equipped with a microprocessor and a memory, where
the memory stores thereon the atlorementioned computer pro-
gram, and the microprocessor performs according to the
alorementioned computer program.

In addition, the present invention may be executed by an
independent another computer system, by transmitting the
alforementioned program or the digital signal recorded on the
recording medium, or by transmitting the aforementioned
program or the digital signal through the atorementioned
network and the like.

(34) The present invention may be a combination of some
of the described embodiments and the modification
examples.

J. Sumimary

As described 1n the above sections, the present invention 1s
a system of preventing unauthorized use of a recording
medium which 1s mountable to a terminal device (“recording-
medium unauthorized use prevention system™). This record-
ing-medium unauthorized use prevention system 1s charac-
terized by having a first storage area, a second storage area, an
authentication unit, and a process unit, the first storage area
storing thereon a plurality of pieces of authentication infor-
mation used 1n determining whether or not use of the record-
ing medium should be allowed, the second storage area stor-
ing therecon process means corresponding to the
authentication information stored in the first storage area, the
authentication unit performing authentication using the
authentication information and user information that the
owner of the recording medium has, and the process unit
executing the process means according to the content of
authentication performed by the authentication unait.

Here, the system may further have a third storage area for
storing thereon communication information for using the
communication function of the terminal device, and the pro-
cess unit may execute the process means that corresponds to
the communication information and the authentication con-
tent of the authentication unit.

Here, the system may further have a fourth storage area for
storing thereon a plurality of pieces of communication infor-
mation, and a selection unit that selects a piece of communi-
cation information that the user desires, and the process unit
may execute the process means that corresponds to the com-
munication information selected by the selection unit and the
authentication content of the authentication unait.

Here, the system may further have a detection umt that
detects mounting/dismounting of the recording medium
to/from the terminal device, and authentication by the authen-
tication unit may be performed, 1f the recording medium 1s to
be used again after the detection unit has detected dismount-
ing of the recording medium from the terminal device.

Here, the system may further have an authentication-infor-
mation setting unit that sets the authentication information,
and the authentication information set by the authentication-
information setting unit may be stored in the first storage area.
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Here, the system may further have a process-means setting,
unit that sets the process means, and the process means set by
the process-means setting unit may be stored 1n the second
storage area.

Here, the system may further have a communication-infor-
mation setting unit that sets the communication information,
and the communication information set by the communica-
tion-information setting umt may be stored in the third or
fourth storage area.

Moreover, the present invention 1s a recording medium that
1s used 1n the system and 1s mountable to a terminal device.
This recording medium 1s characterized by including at least
a first storage area and a second storage area, the first storage
areca storing thereon a plurality of pieces of authentication
information used for determining whether the recording
medium can be used, and the second storage area storing
thereon pieces of process means that are in correspondence
with the pieces of authentication information.

Here, the recording medium may further have a third stor-
age area storing thereon communication information for
using the communication function of the terminal device.

Here, the recording medium may further have a fourth
storage area storing thereon a plurality of pieces of commu-
nication information for using the communication function of
the terminal device.

Here, the recording medium may further have an authen-
tication unit that performs authentication using the authenti-
cation information and user information that the owner of the
recording medium has.

Here, the recording medium may further have a detection
unit that detects mounting/dismounting of the recording
medium to/from the terminal device, and authentication by
the authentication unit may be performed, 11 the recording
medium 1s to be used again after the detection unit has
detected dismounting of the recording medium from the ter-
minal device.

In addition, the present invention 1s a terminal device
which 1s used in the system and to which a recording medium
1s mountable. This terminal device 1s characterized by having
at least a first storage area, a second storage area, an authen-
tication unit, and a process unit, the first storage area storing,
thereon a plurality of pieces of authentication information
used 1in determining whether or not use of the recording
medium should be allowed, the second storage area storing
thereon process means corresponding to the authentication
information stored in the first storage area, the authentication
unit performing authentication using the authentication infor-
mation and user information that the owner of the terminal
device has, and the process unit executing the process means
according to the content of authentication performed by the
authentication unit.

Here, the terminal device may further have a fourth storage
area storing thereon a plurality of pieces of communication
information for using the communication functions of the
terminal device, and a selection unit that selects a piece of
communication information that the user desires out of the
pieces of communication information stored in the fourth
storage area.

In addition, the present invention 1s a method of preventing
unauthorized-use of a recording medium that 1s mountable to
a terminal device. This unauthorized-use prevention method
1s characterized by having: a first storing step of storing a
plurality of pieces of authentication mformation for deter-
mimng whether or not use of the recording medium should be
allowed; a second storing step of storing process means cor-
responding to the authentication information; an authentica-
tion step of performing authentication using the authentica-

10

15

20

25

30

35

40

45

50

55

60

65

48

tion information and user information that the owner of the
recording medium has; and a process step of executing the
process means according to the content of authentication
performed at the authentication step. Furthermore, the
present invention 1s a recording-medium unauthorized use
prevention system for executing this method.

Furthermore, the present invention 1s a method of prevent-
ing unauthorized-use of a recording medium that 1s mount-
able to a terminal device. This method 1s characterized by
having: a first storing step of storing a plurality of pieces of
authentication information for determining whether or not
use of the recording medium should be allowed; a second
storing step of storing pieces of process means corresponding,
to the pieces of authentication information; a third storing
step of storing communication information for using the com-
munication function of the terminal device; an authentication
step ol performing authentication using the authentication
information and user information that the owner of the
recording medium has; and a process step of executing the
process means according to the communication information
and the content of authentication performed at the authent-
cation step. Furthermore, the present invention 1s a recording-
medium unauthorized use prevention system that executes
this method.

Furthermore, the present invention 1s a method of prevent-
ing unauthorized use of a recording medium that 1s mountable
to a terminal device. This method 1s characterized by having:
a {irst storing step of storing a plurality of pieces of authen-
tication information for determining whether or not use of the
recording medium should be allowed; a second storing step of
storing pieces of process means corresponding to the authen-
tication information; a fourth storing step of storing a plural-
ity of pieces of communication information for using the
communication function of the terminal device; a selection
step of selecting a piece of communication information that
the user desires out of the pieces of communication informa-
tion stored at the fourth storing step; an authentication step of
performing authentication using the authentication informa-
tion and user information that the owner of the recording
medium has; and a process step of executing the process
means according to the piece of communication information
selected at the selection step and the content of authentication
performed at the authentication step. Furthermore, the
present invention 1s a recording-medium unauthorized use
prevention system that executes this method.

6. The Eftects of the Present Invention

As described 1n the above, the present mnvention 1s a por-
table recording medium including: a storage unit which stores
therein storage authentication information that authenticates
a user, and has an area that corresponds to the storage authen-
tication information; a judgment unit operable to judge
whether or not to perform authentication; a reception unit
operable to receive reception authentication information that
authenticates a user, 11 the judgment unit judges affirmative;
an authentication unit that 1s tamper-resistant and 1s operable
to judge whether or not the recerved reception authentication
information matches the storage authentication information;
and a process unit operable to permit use of the area 1f the
reception authentication information 1s judged to match the
storage authentication information.

According to the stated structure, the recording medium
has an authentication unit that 1s tamper-resistant. Because of
being tamper-resistant, the authentication unit 1s prevented
from being decoded or tampered by third parties. According
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to this, the recording medium prevents unauthorized use of
areas included therein by third parties.

Here, the storage unit may further store therein other stor-
age authentication information different from the storage
authentication information, and have another area that corre-
sponds to the other storage authentication information, the
authentication unit, instead of judging whether or not the
received reception authentication mmformation matches the
storage authentication information, may judge whether or not
the recerved reception authentication information matches
the storage authentication information, and judge whether or
not the recerved reception authentication information
matches the other storage authentication information, and the
process unit may further permit use of the other area, if the
reception authentication information 1s judged to match the
other storage authentication information.

According to the stated structure, the recording medium
stores thereon other storage authentication imnformation dif-
ferent from the storage authentication information, and has
another area that corresponds to the other storage authentica-
tion information, and so 1t becomes possible to permit, if the
received reception authentication information 1s judged to
match the storage authentication information, use of the area
corresponding thereto, and to permut, 1f the received reception
authentication information 1s judged to match the other stor-
age authentication information, use of the other area corre-
sponding thereto.

Here, the recording medium may turther include a detec-
tion unit operable to detect that the recording medium 1s
mounted to a terminal device, where the judgment unit may
judge that authentication 1s to be performed, after the detec-
tion unit has detected the mounting.

According to the stated structure, the recording medium 1s
able to judge whether or not to perform authentication, 1f the
mounting thereof to an external device 1s detected.

Here, the recording medium may further include a record-
ing unit operable to record, when the detection unit has
detected the mounting, first history information that indicates
the mounting, the recording unit recording 1n advance second
history information that indicates another mounting that
occurred prior to the mounting, where the judgment unit may
judge whether or not to perform authentication, using the first
history information and the second history information.

According to the stated structure, the judgment unit is able
to perform judgment whether or not to perform authentica-
tion, with use of the first and second history information.

Here, the first history information may have first date/time
information that shows date and time 1n which the mounting
1s detected, the second history information may have second
date/time information that shows date and time 1n which the
other mounting 1s detected, and the judgment unit may judge
that authentication is to be performed, 11 a difference in date
and time between the first date/time information and the
second date/time information 1s no smaller than a predeter-
mined value.

According to the stated structure, the judgment unit is able
to judge whether or not to perform authentication, it the
difference in date and time 1s no smaller than a predetermined
value.

Here, the first history information may have first position
information that shows a position at which the mounting is
detected, the second history information may have second
position information that shows a position at which the other
mounting 1s detected, and the judgment unit may judge that
authentication 1s to be performed, 1f a difference in position
between the first position information and the second position
information 1s no smaller than a predetermined value.
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According to the stated structure, the judgment unit 1s able
to judge whether or not to perform authentication, it the
difference 1n position 1s no smaller than a predetermined
value.

Here, the storage authentication information may be one of
first character information, first biological information, and
first combination information, the first character information
comprising at least one number, letter, and symbol, the first
biological information showing biological characteristics of
the user, and the first combination mformation comprising
first character information and first biological information.
Further, the reception authentication information may have
second character information, second biological information,
and second combination information. The second character
information comprising at least one number, letter, and sym-
bol, the second biological information showing biological
characteristics of the user, and the second combination infor-
mation comprising second character information and second
biological information,

and the authentication unit, when the recerved reception
authentication information is the second character informa-
tion, may judge whether or not the second character informa-
tion matches the first character information, and when the
received reception authentication information 1s the second
biological information, judge whether or not the second bio-
logical information matches the first biological information,
and when the recerved reception authentication information 1s
the second combination information, judge whether or not all
information included 1n the second combination information
matches all information included in the first combination
information.

According to the stated structure, the authentication unit 1s
able to perform judgment as to one of: whether or not the first
character information matches the second character informa-
tion; whether or not the first biological information matches
the second biological information; and whether or not the first
combination information matches the second combination
information.

Here, the first biological information and the second bio-
logical information may be one of fingerprint information,
voice print information, iris information, face-outline infor-
mation, and DNA 1nformation, the fingerprint information
showing characteristics of the user’s fingerprint pattern, the
voice print information showing characteristics of the user’s
voice print, the 1ris information showing characteristics of the
user’s 1r1s, the face-outline information showing characteris-
tics of outline of the user’s face, and the DNA information
showing characteristics of the user’s DNA.

According to the stated structure, the first biological infor-
mation and the second biological information may be one of
fingerprint information, voice print information, 1r1s informa-
tion, face-outline information, and DNA information.

Here, the recording medium may be assigned a telephone
number that the terminal device uses 1n communication, the
storage unit may further store therein communication infor-
mation that represents the telephone number, the areca may
turther correspond to the communication information, and
the process unit may further permit use of the area that cor-
responds to the communication information.

According to the stated structure, the area of the storage
umt 1s further be corresponded to communication mforma-
tion, and the process unit 1s further able to permit use of the
area corresponded to the communication information.

Here, the recording medium may further include a selec-
tion unit operable to receive selection of the communication
information, where the process unit may further permit use of
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the area that corresponds to the communication information
selected through the selection unit.

According to the stated structure, the communication
information 1s able to be selected by the selection unit, and the
process unit 1s further able to permit use of the area corre-
sponded to the communication information that has been
received by the selection unit.

Here, the recording medium may further include a setting
unit operable to recerve the storage authentication informa-
tion and to write to the storage unit the receirved storage
authentication information in correspondence with the area of
the storage unait.

According to the stated structure, storage authentication
information 1s able to correspond to the area of the storage
unit, before being stored.

Here, the setting umit may further recetve communication
information that represents a telephone number assigned to
the recording medium, and write to the storage unit the
received communication information in correspondence with
the area.

According to the stated structure, the setting unit 1s further
able to store communication information in correspondence
with the area of the storage unait.

Although the present invention has been fully described by
way ol examples with reference to the accompanying draw-
ings, it 1s to be noted that various changes and modifications
will be apparent to those skilled 1n the art. Therefore, unless
otherwise such changes and modifications depart from the
scope of the present invention, they should be construed as
being included therein.

The mvention claimed 1s:

1. A portable recording apparatus for connecting to a ter-
minal apparatus and for detecting times and places of con-
nections, said portable recording apparatus comprising;:

a storage unit configured for prestoring first authentication
information relating to and given by an original user, and
having a first user area corresponding to the first storage
authentication information;

a judgment unit configured for, upon detection of a con-
nection of said portable recording apparatus to the ter-
minal apparatus, obtaining (1) a time difference, which s
a difference between a time at which the connection was
detected and a prestored time at which a prior connec-
tion was detected, the time at which the connection was
detected being obtained from the terminal apparatus,
and the prestored time at which the prior connection was
detected being a time previously obtained, and (11) a
place difference, which 1s a difference between a place at
which the connection was detected and a prestored place
at which a prior connection was detected, the place at
which the connection was detected being obtained from
the terminal apparatus, and the prestored place at which
the prior connection was detected being a place previ-
ously obtained, and for judging whether or not one or
both of the obtained time difference and the obtained
place difference 1s greater than or equal to a correspond-
ing predetermined value;

a reception unit configured for requesting and receiving,
authentication information from a current user 1t said
judgment unit judges that one or both of the obtained
time difference and the obtained place difference 1s
greater than or equal to the corresponding predeter-
mined value;

a tamper-resistant authentication unit configured for
authenticating the recerved authentication information
of the current user based on the prestored first authent-
cation information; and
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a permission unit configured for permitting use of the first
user area to the current user 1t (1) said tamper-resistant
authentication unit authenticates the received authenti-
cation information of the current user based on the first
authentication information, or (i11) said judgment unit
judges that one or both of the obtained time difference
and the obtained place difference is not greater than or
equal to the corresponding predetermined value.

2. The portable recording apparatus of claim 1, wherein
said tamper-resistant authentication unit i1s configured for
determining whether or not the received authentication infor-
mation of the current user matches the first authentication
information, and for authenticating the current user if the
received authentic information of the current user matches the
first authentication information.

3. The portable recording apparatus of claim 1, wherein:

said storage unit 1s configured for storing second authenti-
cation information which (1) 1s different from the first
authentication information, and (i1) relates to and 1s
given by the original user, and includes a second user
area corresponding to the second authentication infor-
mation;

said tamper-resistant authentication unit 1s configured for
judging whether or not the received authentication infor-
mation of the current user matches the second authenti-
cation information, and for authenticating the current
user if the received authentication information of the
current user matches the second authentication informa-
tion; and

said permission unit 1s configured for permitting use of the
second user area to the current user 1f (1) said tamper-
resistant authentication unit authenticates the recerved
authentication information of the current user based on
the second authentication mformation, or (11) said judg-
ment unit judges that one or both of the obtained time
difference and the obtained place difference 1s not
greater than or equal to the corresponding predeter-
mined value.

4. The portable recording apparatus of claim 1, wherein

said judgment unit includes:

a history storage subunit configured for prestoring connec-
tion history information, which is information indicat-
ing one or both of (1) the prestored prior connection time,
and (11) the prestored prior connection place;

a connection detection subunit configured for detecting the
connection to the terminal apparatus;

an information obtaining subunit configured for, when the
connection to the terminal apparatus 1s detected by said
connection detection subunit, obtaining current connec-
tion mformation from the terminal apparatus, which 1s
information indicating one or both of (1) the current
connection time, and (1) the current connection place;
and

an information judgment subunit configured for obtaining,
a time difference and/or a place difference using the
connection history information and the current connec-
tion information, and for judging whether or not the time
difference or the place difference 1s greater than or equal
to a corresponding predetermined value.

5. The portable recording apparatus of claim 4, wherein:

the connection history information 1s information which
indicates a time at which a most recent prior connection
to the terminal apparatus was detected;

the current connection information i1s intformation which
indicates a time at which the current connection to the
terminal apparatus was detected; and
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said information judgment unit 1s configured for judging
whether or not the time difference between the time
indicated by the connection history information and the
time 1ndicated by the current connection information 1s
greater than or equal to the predetermined value.

6. The portable recording apparatus of claim 4, wherein:

the connection history information is information which
indicates a place at which a most recent prior connection
to the terminal apparatus was detected;

the current connection information i1s imformation which
indicates a place at which the current connection to the
terminal apparatus was detected; and

said information judgment unit 1s configured for judging
whether or not the place difference between the place
indicated by the connection history information and the
place indicated by the current connection information 1s
greater than or equal to the predetermined value.

7. The portable recording apparatus of claim 4, wherein:

the first authentication information 1s one o1 (1) a first set of
one or more characters, (1) biological characteristics of
the original user, or (111) a combination of the first set of
characters and the biological characteristics of the origi-
nal user; and

the received authentication information of the current user
1s one of (1) a second set of one or more characters, (11)
biological characteristics of the current user, or (111) a
combination of the second set of characters and the
biological characteristics of the current user.

8. The portable recording apparatus of claim 7, wherein:

the biological characteristics of the original user includes
information which 1s one of (1) fingerprint information
representing characteristics of the original user’s finger-
print pattern, (1) voiceprint information representing
characteristics of the original user’s voiceprint, (111) 1ris
information representing characteristics of the original
user’s 1ris, (1v) face-outline information relating to char-
acteristics of an outline of the original user’s face, or (v)
DNA information relating to characteristics of the origi-
nal user’s DNA: and

the biological characteristics of the current user includes
information which 1s one of (1) fingerprint information
representing characteristics of the current user’s finger-
print pattern, (1) voiceprint information representing
characteristics of the current user’s voiceprint, (111) 1r1s
information representing characteristics of the current
user’s 1ris, (1v) face-outline information relating to char-
acteristics of an outline of the current user’s face, or (v)
DNA information relating to characteristics of the cur-
rent user’s DNA.

9. The portable recording apparatus of claim 1, wherein:

said portable recording apparatus includes an assigned
telephone number which 1s an identifier of the terminal
apparatus connected thereto;

said storage unit 1s configured for storing communication
information which 1s information representing the
assigned telephone number;

the first user area corresponds to the communication infor-
mation;

said reception umt 1s configured for recerving a specifica-
tion of a telephone number when said judgment unit
judges that one or both of the obtained time difference
and the obtained place difference 1s greater than or equal
to the corresponding predetermined value; and

said permission unit 1s configured for permitting, to the
current user, use of the first user area corresponding to
both the first authentication information and the com-
munication information representing the telephone
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number of the received specification 1t (1) said tamper-
resistant authentication unit authenticates the received
authentication information of the current user based on
the first authentication information, or (11) said judgment
unit judges that one or both of the obtained time differ-
ence and the obtained place difference 1s not greater than
or equal to the corresponding predetermined value.

10. The portable recording apparatus of claim 9, further

comprising a setting unit configured for recerving the first
authentication information and the communication informa-
tion from the original user, and for writing, to said storage
unit, the first authentication information and the communica-
tion information 1n correspondence with the first user area of
said storage unit.

11. The portable recording apparatus of claim 1, further

comprising a setting unit configured for receiving the first
authentication mformation from the original user, and for
writing to said storage unit the first storage authentication
information 1n correspondence with the first user area of said
storage unit.

12. The portable recording apparatus of claim 1, wherein:
said judgment unit includes:

a first judgment subunit configured for, upon detection
of the connection to the terminal apparatus, judging
whether or not the time difference 1s greater than or
equal to a first value; and

a second judgment unit configured for, when said first
judgment unit judges that the time difference 1s not
greater than or equal to the first value, judging
whether or not the place difference 1s greater than or
equal to a second value; and

said tamper-resistant authentication unit 1s configured for
requesting, from the current user, the authentication
information when at least one of said first judgment unit
judges that the time difl

erence 1s greater than or equal to
the first value or said second judgment unmit judges that
the place difference 1s greater than or equal to the second
value.

13. A system including a portable recording apparatus and

a terminal apparatus and for preventing unauthorized use of
said portable recording apparatus, wherein:

said portable recording apparatus 1s for connecting to said
terminal apparatus and for detecting times and places of
connections, and said portable recording apparatus com-

Prises:

a storage unmt configured for prestoring first authentica-
tion mnformation relating to and given by an original
user, and having a first user area corresponding to the
first storage authentication information;

a judgment unit configured for, upon detection of a con-
nection of said portable recording apparatus to said
terminal apparatus, obtaining (1) a time difference,
which 1s a difference between a time at which the
connection was detected and a prestored time at
which a prior connection was detected, the time at
which the connection was detected being obtained
from said terminal apparatus, and the prestored time
at which the prior connection was detected being a
time previous. y obtained, and (11) a place difference,
which 1s a difference between a place at which the
connection was detected and a prestored place at
which a prior connection was detected, the place at
which the connection was detected being obtained
from said terminal apparatus, and the prestored place
at which the prior connection was detected being a
place previously obtained, and for judging whether or
not one or both of the obtained time difference and the
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obtained place difference 1s greater than or equal to a
corresponding predetermined value;

a reception unit configured for requesting and receiving
authentication information from a current user 1f said
judgment umt judges that one or both of the obtained
time difference and the obtained place difference 1s
greater than or equal to the corresponding predeter-
mined value;

a tamper-resistant authentication unit configured for
authenticating the received authentication informa-
tion of the current user based on the prestored first
authentication information; and

a permission unit configured for permitting use of the
first user area to the current user 1f (1) said tamper-
resistant authentication wunit authenticates the
recerved authentication information of the current
user based on the first authentication information, or
(1) said judgment unit judges that one or both of the
obtained time difference and the obtained place dif-
ference 1s not greater than or equal to the correspond-
ing predetermined value; and

said terminal apparatus comprises an input/output unit
configured for recerving, as an input, the authentication
information from the current user, and configured for
outputting the received authentication information to
said portable recording apparatus.

14. The system of claim 13, wherein said tamper-resistant
authentication unit 1s configured for determining whether or
not the received authentication information of the current user
matches the first authentication information, and for authen-
ticating the current user if the received authentic information
ol the current user matches the first authentication informa-
tion.

15. The system of claim 13, wherein:

said storage unit 1s configured for storing second authent-
cation information which (1) 1s different from the first
authentication information, and (i1) relates to and 1is
given by the original user, and includes a second user
area corresponding to the second authentication infor-
mation;

said tamper-resistant authentication unit 1s configured for
tudging whether or not the received authentication infor-
mation of the current user matches the second authenti-
cation information, and for authenticating the current
user 1f the recerved authentication information of the
current user matches the second authentication informa-
tion; and

said permission unit 1s configured for permitting use of the
second user area to the current user 1f (1) said tamper-
resistant authentication unit authenticates the received
authentication information of the current user based on
the second authentication mformation, or (11) said judg-
ment unit judges that one or both of the obtained time
difference and the obtamed place difference 1s not
greater than or equal to the corresponding predeter-
mined value.

16. The system of claim 13, wherein said judgment unit

includes:

a history storage subunit configured for prestoring connec-
tion history information, which 1s imnformation indicat-
ing one or both o1 (1) the prestored prior connection time,
and (1) the prestored prior connection place;

a connection detection subunit configured for detecting the
connection to said terminal apparatus;

an 1nformation obtaining subunit configured for, when the
connection to said terminal apparatus 1s detected by said
connection detection subunit, obtaining current connec-
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tion information from said terminal apparatus, which 1s

information indicating one or both of (1) the current

connection time, and (1) the current connection place;
and
an information judgment subunit configured for obtaining

a time difference and/or a place difference using the

connection history information and the current connec-

tion information, and for judging whether or not the time
difference or the place difference 1s greater than or equal
to a corresponding predetermined value.

17. The system of claim 16, wherein:

the connection history information 1s information which
indicates a time at which a most recent prior connection
to said terminal apparatus was detected;

the current connection imnformation 1s iformation which
indicates a time at which the current connection to said
terminal apparatus was detected; and

said information judgment unit 1s configured for judging
whether or not the time difference between the time
indicated by the connection history information and the
time 1ndicated by the current connection information 1s
greater than or equal to the predetermined value.

18. The system of claim 16, wherein:

the connection history information 1s iformation which
indicates a place at which a most recent prior connection
to said terminal apparatus was detected;

the current connection mformation 1s information which
indicates a place at which the current connection to said
terminal apparatus was detected; and

said information judgment unit 1s configured for judging
whether or not the place difference between the place
indicated by the connection history information and the
place indicated by the current connection imnformation 1s
greater than or equal to the predetermined value.

19. The system of claim 13, wherein:

said portable recording apparatus includes an assigned
telephone number which 1s an identifier of said terminal
apparatus connected thereto;

said storage unit 1s configured for storing communication
information which 1s information representing the
assigned telephone number;

the first user area corresponds to the communication infor-
mation;

said reception unit 1s configured for receiving a specifica-
tion of a telephone number when said judgment unit
judges that one or both of the obtained time difference
and the obtained place difference 1s greater than or equal
to the corresponding predetermined value; and

said permission unit 1s configured for permitting, to the
current user, use of the first user area corresponding to
both the first authentication information and the com-
munication information representing the telephone
number of the recerved specification 11 (1) said tamper-
resistant authentication unit authenticates the received
authentication information of the current user based on
the first authentication information, or (11) said judgment
unit judges that one or both of the obtained time differ-
ence and the obtained place difference 1s not greater than
or equal to the corresponding predetermined value.

20. The system of claim 13, wherein:

said judgment unit includes:

a first judgment subunit configured for, upon detection
of the connection to the terminal apparatus, judging
whether or not the time difference 1s greater than or
equal to a first value; and

a second judgment unit configured for, when said first
judgment unit judges that the time difference 1s not
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greater than or equal to the first value, judging
whether or not the place difference 1s greater than or
equal to a second value; and

said tamper-resistant authentication unit 1s configured for

58

user 1f the recerved authentication information ot the
current user matches the second authentication informa-
tion; and

said permission unit 1s configured for permitting use of the

requesting, from the current user, the authentication 3 second user area to the current user 1f (1) said tamper-
information when at least one of said first judgment unit resistant authentication unit authenticates the received
judges that the time difference 1s greater than or equal to authentication information of the current user based on
the first value or said second judgment unit judges that the second authentication information, or (11) said judg-
the place difference 1s greater than or equal to the second ment unit judges that one or both of the obtained time
value. 10 difference and the obtained place difference 1s not

greater than or equal to the corresponding predeter-
mined value.

23. A method for using a portable recording apparatus, for
connecting to a terminal apparatus, and for detecting times
15 and places of connections, the portable recording apparatus
including a storage unit configured for prestoring first authen-
tication information relating to and given by an original user
and having a first user area corresponding to the first authen-
tication information and including a tamper-resistant authen-

tication unit, said method comprising:
detecting a connection of the portable recording apparatus

to the terminal apparatus;

obtaining (1) a time difference, which 1s a difference
between a time at which the connection was detected and
a prestored time at which a prior connection was
detected, the time at which the connection was detected
being obtained from the terminal apparatus, and the
prestored time at which the prior connection was
detected being a time previously obtained, and (11) a
place difference, which 1s a difference between a place at
which the connection was detected and a prestored place
at which a prior connection was detected, the place at
which the connection was detected being obtained from
the terminal apparatus, and the prestored place at which
the prior connection was detected being a place previ-
ously obtained;

judging whether or not one or both of the obtained time
difference and the obtained place difference 1s greater
than or equal to a corresponding predetermined value;

requesting and receiving authentication information from a
current user 1f said judging judges that one or both of the
obtained time difference and the obtained place differ-
ence 1s greater than or equal to the corresponding pre-
determined value;

authenticating the recerved authentication information of
the current user based on the prestored first authentica-
tion information; and

permitting use of the first user area to the current user 11 (1)
50 said authenticating authenticates the received authenti-
cation information of the current user based on the first
authentication information, or (i1) said judging judges
that one or both of the obtained time difference and the
obtained place difference 1s not greater than or equal to

55 the corresponding predetermined value.

24. A program stored on a computer-readable storage
medium for using a portable recording apparatus, for con-
necting to a terminal apparatus, and for detecting times and
places ol connections, the portable recording apparatus
including a storage unit configured for prestoring first authen-
tication information relating to and given by an original user
and having a first user area corresponding to the first authen-
tication mformation and including a tamper-resistant authen-
tication unit, said program causing a computer to execute a
method comprising:

detecting a connection of the portable recording apparatus

to the terminal apparatus;

21. A terminal apparatus for connecting to a portable
recording apparatus and for detecting times and places of
connections, said terminal apparatus comprising:

a storage unit configured for prestoring first authentication
information relating to and given by an original user, and
having a first user area corresponding to the first storage
authentication information;

a judgment unit configured for, upon detection of a con-
nection of the portable recording apparatus to said ter- g
minal apparatus, obtaining (1) a time difference, which s
a difference between a time at which the connection was
detected and a prestored time at which a prior connec-
tion was detected, the time at which the connection was
detected being obtained from said terminal apparatus, -5
and the prestored time at which the prior connection was
detected being a time previously obtained, and (11) a
place difference, which 1s a difference between a place at
which the connection was detected and a prestored place
at which a prior connection was detected, the place at ;3
which the connection was detected being obtained from
said terminal apparatus, and the prestored place at which
the prior connection was detected being a place previ-
ously obtained, and for judging whether or not one or
both of the obtained time difference and the obtained ;s
place difference 1s greater than or equal to a correspond-
ing predetermined value;

il

a reception unit configured for requesting and recerving,
authentication information from a current user 1f said
judgment unit judges that one or both of the obtained 40
time difference and the obtained place difference 1is
greater than or equal to the corresponding predeter-
mined value;

a tamper-resistant authentication unit configured for
authenticating the received authentication information 4>
of the current user based on the prestored first authenti-
cation information; and

a permission unit configured for permitting use of the first
user area to the current user 1t (1) said tamper-resistant
authentication unit authenticates the recerved authent-
cation information of the current user based on the first
authentication mformation, or (11) said judgment unit
judges that one or both of the obtained time difference
and the obtained place difference 1s not greater than or
equal to the corresponding predetermined value.

22. The terminal apparatus of claim 21, wherein:

said storage unit 1s configured for storing second authent-
cation information which (1) 1s different from the first
authentication information, and (1) relates to and 1s g,
given by the original user, and includes a second user
area corresponding to the second authentication infor-
mation;

said tamper-resistant authentication unit 1s configured for
judging whether or not the received authentication infor- 65
mation of the current user matches the second authenti-
cation information, and for authenticating the current



US 7,448,087 B2
59 60

obtaining (1) a time difference, which 1s a difference authenticating the received authentication information of
between a time at which the connection was detected and the current user based on the prestored first authentica-
a prestored time at which a prior connection was tion information; and
detected, the time at which the connection was detected permitting use of the first user area to the current user 1f (1)

5 said authenticating authenticates the recerved authenti-
cation information of the current user based on the first
authentication iformation, or (i1) said judging judges
that one or both of the obtained time difference and the
obtained place difference 1s not greater than or equal to

10 the corresponding predetermined value.

25. The portable recording apparatus of claim 1, wherein:
said judgment unit 1s configured for judging whether the
time difference 1s greater than or equal to a first prede-
termined value, and judging whether the place differ-

being obtained from the terminal apparatus, and the
prestored time at which the prior connection was
detected being a time previously obtained, and (11) a
place difference, which is a diflerence between a place at
which the connection was detected and a prestored place
at which a prior connection was detected, the place at
which the connection was detected being obtained from
the terminal apparatus, and the prestored place at which
the prior connection was detected being a place previ-

ously obtained; 15 ence is greater than or equal to a second predetermined

judging whether or not one or both of the obtained time value; and
difference and the obtained place difference 1s greater when said judgment umt determines that the time differ-
than or equal to a corresponding predetermined value; ence 1s not greater than or equal to the first predeter-
requesting and receiving authentication information from a mined value and determines that the place difierence is
20 not greater than or equal to the second predetermined

current user if said judging judges that one or both of the
obtained time difference and the obtained place ditfer-
ence 1s greater than or equal to the corresponding pre-
determined value; % % k%

value, said reception unit requests the authentication
information from the current user.
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