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tions network. Each VPCN communications device has a
unique private network identification (ID) code and can be
contacted by dialing 1ts respective 1D. At least one of the
VPCN communications devices 1s a wireless communica-
tions device, e.g., a cell phone, connected through a public
wireless network to the private communications network.
Calls to and from each such wireless device pass through the
private communications network.
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VIRTUAL PRIVATE COMMUNICATIONS
NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention 1s related to private communications
networks and more particularly, to integrating wireless com-
munication devices on a public wireless network to a private
communications network.

2. Background Description

A private communications network, such as a private voice
network, 1s a full featured local telephone network. A typical
private communications network may include, for example, a
communications server or private branch exchange (PBX)
server linking together wire connected digital phones for a
particular enterprise, €.g., phones located 1n offices on a com-
mon campus. The digital phones may be cordless to allow
some mobility within a specific local area and sometimes are
Internet protocol (IP) based for easy expansion, €.g., stmply
by connecting extra IP phones. Local users can share both
data and voice based information across the private network
to 1mprove productivity. Thus, such a private communica-
tions network provides user mobility and easy access for
telecommuting, as well as low cost from using minimizing
external lines.

On a typical such private communications network, some
phones may have a direct line with a dial 1 direct (DID)
number and others may be accessible as extensions from a
main number or switchboard number. The main number may
be answered by a voice menu or receptionist. Each phone has
its own unique identification on the network, 1.e., its own 1n
network phone number. Point to point calling within the
network 1s normally done by dialing an abbreviated number
string, one to five digits long. Dialing an out of network
number may be a two step process of first dialing out (e.g.,
dialing 9) and then dialing the number of the party being
called. Dialing into the private communications network may
entail dialing the main number to get the private network dial
tone or voice menu and then, dialing the called party’s exten-
S1011.

Public wireless communications networks such as cellular
or cell phone networks provide a wide mobility range, typi-
cally nationwide. Each cell phone has 1ts own unique phone
number. To connect to a cell phone, the caller dials a number
just like calling someone on a land line connected to the plain
old telephone system (POTS). Thus, normally, a caller dials
seven to ten digits for a local cell phone number and eleven or
more for a long distance number. Likewise the cell phone
caller dials seven to ten digits for a local number and eleven or
more for a long distance number.

Currently, remote users can connect over a high speed link
(e.g., over a high speed broadband connection such as a
Digital Subscriber Line (DSL) or a cable modem line) to the
communications server using a personal computer (PC) to
scamlessly communicate with other connected users. How-
ever, for access to all of the communications server features,
a broadband connection must be available just to use VoIP 1n
a proprietary client application from a remote PC. Unfortu-
nately, broadband 1s far from being universally available and
seldom available to travelers. When broadband i1s not avail-
able, the only access to the communications server 1s with a
modem over a public switching telephone network (PSTN)
and remote users still cannot access all of the private commu-
nications network features. At best, a cell phone connection to
the private communications network 1s no different than any
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other incoming call and has little access to any of the private
communications network features.

Thus, there 1s a need to extend private communications
networks beyond the physical range of wire connected
devices, especially to distant users connecting through a pub-
lic wireless connection and especially, to make private com-
munications network features available to wireless users.

SUMMARY OF THE INVENTION

It1s a purpose of the invention to extend the range of private
communications networks;

It 1s another purpose of the invention to simplily connect-
ing to private communications network users by remote or
distantly located users;

It 1s yet another purpose of the invention to simplify con-
necting to remote or distantly located users by private com-
munications network users.

It 1s yet another purpose of the invention to provide remote
or distantly located users with all private communications
network features.

The present invention relates to a virtual private commu-
nications network (VPCN) and method of managing calls on
the VPCN. Communications devices are networked together
over a private communications network. Each VPCN com-
munications device has a unique private network identifica-
tion (ID) code and can be contacted by dialing 1ts respective
ID. At least one of the VPCN communications devices 1s a
wireless communications device, e.g., a cell phone, con-
nected through a public wireless network to the private com-
munications network. Calls to and from each such wireless
device pass through the private communications network.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages
will be better understood from the following detailed descrip-
tion of a preferred embodiment of the invention with refer-
ence to the drawings, 1n which:

FIG. 1 shows an example of a preferred embodiment vir-
tual private communications network;

FIG. 2 shows an example of how outgoing wireless calls
from a cell phone or other mobile device are passed by a
PWSP to the VPCN and routed to the called party;

FIG. 3 shows an example of how VPCN calls are made to
EVWG member.

dIl

DESCRIPTION OF PREFERRED
EMBODIMENTS

Turning now to the drawings and more particularly, FIG. 1
shows an example of a preferred embodiment virtual private
communications network (VPCN) 100. VPCN wireless users
connect from a public wireless network 102 over a high speed
digital connection 104 to an Enterprise Private Network
(EPN) 106. The high speed digital connection 104 between
public wireless network 102 and EPN 106 may be an inte-
grated services digital network (ISDN) line, for example. The
EPN 106 includes one or more communications network
servers 108, e.g., a private branch exchange (PBX), managing
private communications over the EPN 106 to digital commu-
nications devices at individual EPN stations 110, 112, 114.
VPCN wireless devices 116, 118, e.g., cell phones, connect to
the public wireless network 102 through remotely located
base stations 120, 122. A mobility server 124 on the EPN 106
contains contact information to all VPCN wireless devices.
Typically, a preterred VPCN 100 1s connected to a public
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switched telephone network (PSTN) 130 for external com-
munication with other PSTN clients 132, 134, 136.

As with atypical state of the art private voice network, each
EPN station 110, 112, 114 has an individual EPN number,
specifically identitying the respective EPN station 110, 112,
114, 1.e., a dial 1 direct (DID) number or an extension.
Additionally, however, VPCN wireless devices 116, 118 are
virtual stations of the EPN 106, forming an Enterprise Virtual
Group (EVG) or an Enterprise Virtual Wireless Group
(EVWG). Like EPN stations 110, 112, 114, each of the
EVWG members 116, 118 has an individual unique network
identification code (ID) on the network, 1.e., a unique VPCN
extension or DID.

EVWG users, e.g., at VPCN wireless device 116, dial the
appropriate VPCN extension to connect to other VPCN sta-
tions 110, 112, 114, 118 though their particular public wire-
less service provider (PWSP) 1n a single dialing step. Also,
cach EVWG call 1s identified by a two or three digit unique
code or tag, an Enterprise Virtual Group Code (EVGC), that
identifies the call as being an 1n network call to a particular
EPN 106. When an EVWG call reaches the EPN 106, the
mobility server 124 strips ol the EVGC and passes the call to
the communications server 108, which then handles the call
as 1t would any other EPN 106 originated call. Stations 110,
112,114 connect to EVWG user stations 116, 118 through the
PWSP by dialing only the designated VPCN extension. In
addition, out of network VPCN calls, whether from EVWG
users or from EPN stations 110, 112, 114, pass through the
EPN 106 to the PSTN 130 and then, to the particular PSTN
client 132, 134, 136.

Thus, for example, an enterprise may have a subscriber
agreement with the PWSP, identifying members to a specific
EVWG. The PWSP configures each identified active wireless
device as a node on the VPCN and 1dentifies each device as
belonging to the EVWG. The mobility server 124 assigns
cach EVWG member to a virtual port on the EPN 106. The
virtual port assignment establishes the EVWG member con-
nection to the EPN 106 and VPCN features for the particular
EVWG member including: extension number, prepro-
grammed buttons, feature functionality, Class of Service and
Call Accounting. Once assigned to a virtual port, a particular
connected wireless device 116, 118, essentially, acts as any
other EPN station 110, 112, 114.

Preferably, every virtual port has a DID extension number
on the communication server 108. Thus, 1n this example the
VPCN 100 includes devices 116, 118 at virtual ports. Each of
VPCN stations 110, 112, 114, 116, 118 may have two digit
VPCN extensions, e.g., 10, 12, 14, 16 and 18, and DID num-
bers, e.g., 555-3410, 555-3412, 555-3414, 555-3416 and
555-3418, respectively.

Whether external or internal to the VPCN 100, calls made
to a particular DID pass through the EPN 106, over the high
speed trunk 104, to the public wireless network 102, where
the PWSP directs each call to the particular wireless device
116, 118. Optionally, the PWSP may assign VPCN wireless
devices an out of VPCN number, such that separate calls can
be made and passed directly to same wireless device 116, 118
as they would normally. So for example, wireless devices
116, 118 may also have out of network numbers, e.g., 234-
7’726 and 548-9814, and may be reachable through both num-
bers. The PWSP passes the calls placed from an EVWG
member, e.g., at wireless station 116, over the high speed
trunk 104 to the EPN 106, where the mobaility server 124
strips off the EVGC, 11 included, and passes the call to the
mobility server 108. The mobility server 108 directs the call
to an appropriate VPCN node 110, 112, 114, 118 or to the
PSTN 130.
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It 1s understood that although the VPCN 100 of this
example 1s shown as including only one each of the commu-
nications server 108 and mobility server 124, this 1s for
example only and not intended as a limitation. Any suitable
number of each of communications server 108 and mobaility
server 124 may be included. Further, a single device may
provide the function of both communications server 108 and
mobility server 124. Further, VPCN wireless devices need not
be from a single PWSP, provided the same unique EVGC 1s
assigned to all wireless devices from any one PWSP group,
1.e., wireless devices from each PWSP may belong to an
EVWG for that particular PWSP. Also, wireless devices from
one PWSP need not be grouped 1nto one group and 1dentified
by the same EVGC, but may be spread amongst several

groups, each group as small as one member and identified by
a unique EVGC.

FIG. 2 shows an example of how outgoing wireless VPCN
calls from a cell phone or other mobile device 140 are handled
by a PWSP 142, depending upon whether the connection 1s a
request for data services, a normal voice call or an emergency
call. For an emergency call to a public safety answering point
(PSAP), 1.e., a 911 call to an emergency call answering ser-
vice, the PWSP 142 bypasses the VPCN and places the call
directly to the local PSAP 144. A request for data services,
¢.g., general packetradio system (GPRS) or global system for
mobile communications (GSM), 1s outside of the VPCN and
provided directly to the user, regardless of whether the station
belongs to an EVWG. Otherwise, for a VPCN call, in step 146

the PWSP appends the EVGC to the dialed number creating
a new, unique “called number” digit string or VPCN number.

In step 148 the PWSP routes the VPCN call with the
appended string through a thh speed digital trunk to the
nearest EPN node. At the recelvmg EPN node, the private
communications server recognizes the EVGC and routes the
call to the mobility server in step 150 which handles all
EVWG originated calls. The mobility server, recognizing by
the EVGC that the call 1s from an EVWG member, strips off
the EVGC from the incoming VPCN number in step 152 to
recover the original called number digit string. Then, 1n step
154 mobility server redials the original called number, con-
necting the caller through to the 1dentified EPN user port 156
or through the PSTN to an external number 158.

As shown 1n FIG. 3, VPCN calls to an EVWG member
tollow, roughly, the reverse path. Regardless of origination
point, in step 160 the communications server recognizes a call
by 1ts called number as being directed to the extension/DID
number of an EVWG station. The communications server
forwards the call to the mobility server in step 162. Then 1n
step 164, mobility server attaches the appropriate EVGC to
the dialed number and forwards the VPCN number to the
PWSP. In step 166, the mobility server passes the call overthe
high speed digital trunk to the public wireless network. In step
168, the PSWP 170 strips the EVGC and routes the call to the

appropriate wireless station 172.

Thus, the present mvention extends private communica-
tions networks beyond the physical range of state of the art
private communications networks to PWSP cell phone users
connecting through a public wireless network. Wireless sta-
tions have virtual connections to the private communications
network and so, appear identical to other network devices. So,
whether a cell phone with a virtual connection 1s across the
room, across the street, across the city or across the country,
the cell phone connects to other VPCN clients by dialing the
short 1n network number and, likewise, 1s contacted by other
VPCN clients by dialing the cell phone’s short in network
number.
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While the mvention has been described 1n terms of pre-
terred embodiments, those skilled 1n the art will recognize
that the invention can be practiced with modification within
the spirit and scope of the appended claims.

What is claimed 1s:

1. A virtual private communications network comprising:

a private commumnications network connected to a public
wireless network and including a plurality of ports, each
of said plurality of ports 1dentified by a unique private
communications network identification (ID) code, said
plurality of ports including at least one virtual port;

a plurality of communications devices, each connected to
one of said plurality of ports and networked together
over said private communications network, each of said
plurality of communications devices being contacted by
selecting a respective said private communications net-
work 1D, ones of said plurality being directly connected
to a respective one of said plurality of ports; and

at least one of said plurality of communications devices
being a wireless communications device connected to a
virtual port on said private communications network
through said public wireless network.

2. A virtual private communications network as in claim 1,
wherein at least one other of said plurality of communications
devices 1s wire connected to a port on said private communi-
cations network.

3. A virtual private communications network as in claim 1,
wherein said at least one wireless communications device 1s
one of a plurality of wireless communications devices, con-
nected to a respective virtual port on said private communi-
cations network through said public wireless network and
said plurality of communications devices further comprises:

a plurality of said other communications devices wire con-
nected to respective ports on said private communica-
tions network, said plurality of communications devices
contacting each other by providing an abbreviated 1D.

4. A virtual private communications network as 1n claim 1
wherein said private commumnications network ID for each
said wireless communications device 1s a dial 1n direct (DID)
number on said private communications network.

5. A virtual private communications network as 1n claim 1
wherein out of network calls from each said wireless com-
munications device pass through said private communica-
tions network.

6. A virtual private communications network as in claim 1
turther comprising:

a communications network server managing said private

communications network; and

a mobility server managing a wireless communications
between each said wireless device and said communica-
tions network server.

7. A virtual private communications network as in claim 6
wherein each call placed from said each wireless device con-
tains a code 1dentifying said each call as originating from said
cach wireless device, said code being removed by said mobil-
1ty server.

8. A virtual private communications network comprising;

a private commumnications network connected to a public
wireless network and including a plurality of ports, each
of said plurality of parts identified by a unique private
communications network identification (ID) code, said
plurality of ports including at least one virtual port;

a plurality of communications devices, each connected to
one of said plurality of ports and networked together
over said private communications network, each one of
said plurality of communications devices contacting
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others of said plurality of communications devices by
providing an abbreviated 1D

a communications network server managing said private

communications network;

at least one of said plurality of communications devices

being a wireless communications device connected to a
virtual part on said private communications network
through a public wireless network; and

a mobility server managing connection of each said wire-

less device through said private communications net-
work.

9. A virtual private communications network as 1n claim 8
wherein said wireless communications device 1s one of a
plurality of wireless communications devices, each con-
nected to a respective virtual port on said private communi-
cations network through said public wireless network, calls to
and from said plurality of wireless devices having a group
code attached to dialed numbers said group code indicating to
said communications server and said mobility server that
incoming said calls originated from ones of said plurality of
wireless communications devices.

10. A virtual private communications network as in claim 9
wherein at least one of said plurality of wireless communica-
tions devices 1s a cell phone.

11. A virtual private communications network as in claim
10 wherein each said cell phone has a dial in direct (DID)
number on said private communications network, every call
made from said each cell phone passing through said public
wireless network to said private communications network.

12. A virtual private communications network as 1n claim 9
wherein said mobility server attaches said group code to
called numbers forming VPCN numbers for private commu-
nications network calls mntended for said plurality of wireless
communications devices, said private communications net-
work calls being forwarded to corresponding said VPCN
numbers.

13. A virtual private communications network as 1n claim
11 wherein said communications server 1s a private branch
exchange (PBX) server and at least one of said plurality of
communications devices 1s wire connected to said PBX,
wherein wire connected communications devices are directly
connected network devices and said wireless communica-
tions device 1s an indirectly connected virtual network device.

14. A virtual private communications network as 1n claim
13 wherein said private communications network 1s con-
nected to said public wireless network over a high speed
digital trunk and all communications with indirectly con-
nected virtual network devices pass over said high speed
digital trunk.

15. A method of managing wireless calls, said method
comprising the steps of:

a) checking whether a call originates from a member of a
selected group, members of said selected group being,
communications devices identified as virtual devices

belonging to a private communications network;

b) attaching a group code to form a VPCN number for each
said call determined to originate from a group member;

¢) forwarding each call having a VPCN number to said
private communications network as an i-network pri-
vate communications network call;

d) checking in-network private communications network
calls for a VPCN number, any said in-network private
communications network calls having a VPCN number
being provided to a mobility server; and

¢) stripping said group code from said VPCN number and
torwarding each stripped call to a called party.
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16. A method of managing wireless calls as 1 claim 15,
wherein before the checking step (a) said method further
COmMprises:

checking whether said call 1s an emergency call, any 1den-

tified emergency call being provided immediately,
directly from a public wireless network to a public safety
answering point.

17. A method of managing wireless calls as 1n claim 15,
wherein before the checking step (a) said method further
COmMprises:

checking whether said call 1s a request for data services,

any 1dentified request for data services being provided
immediately, directly from a public wireless network to
a data service provider.

18. A method of managing private communications net-
work calls, said private communications network including
communications devices both directly connected to network
ports and indirectly connected to virtual network ports, said
method comprising the steps of:

a) checking whether an in-network call 1s directed to a

wireless device group member identified as a virtual
device:

10
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b) providing each said call directed to one said wireless
device group member to a mobility server;

¢) attaching a group code to form a VPCN number to each
provided said call;

d) forwarding every said call having a VPCN number to an
identified private wireless communications service pro-
vider; and

¢) stripping said group code from said VPCN number at
said 1dentified private wireless communications service
provider and forwarding each forwarded call to arespec-
tive indirectly connected virtual device 1dentified with
the called said wireless device group member.

19. A virtual private communications network as 1n claim

1., wherein at least one said wireless communications device
1s a cell phone and the public wireless network 1s a cell phone
network.

20. A virtual private communications network as 1n claim

2, wherein at least one said wireless communications device
1s a cell phone and the public wireless network 1s a cell phone

20 network.
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