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SYSTEM AND METHOD FOR GENERATING
AND AUTHENTICATING A COMPUTER
PASSWORD

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention 1s directed, 1n general, to computer
security systems. More particularly, and not by way of limi-
tation, the present invention 1s directed to a system and
method for generating and authenticating a password to pro-
tect a computer system from unauthorized access.

2. Description of Related Art

Computers and networks are often protected by passwords.
In order to gain access to the computer or network, a user must
enter a password. The computer or network controller
(server) authenticates the password by comparing the pass-
word entered by the user with a stored password. If the
entered password matches the stored password, the user 1s
given access. 11 not, the user 1s demed access.

A major problem with password-protected computer sys-
tems 1s the already large and growing threat from “hackers.”
The popular definition of a hacker refers to individuals who
gain unauthorized access to computer systems for the purpose
of stealing and/or corrupting data. Hackers are known for
breaking into supposedly secure computer systems and dam-
aging web sites, credit card accounts, internal databases, and
the like.

Hacker software tools include programs that try many
combinations of numbers and letters over a set period of time
in an attempt to compromise a password-protected system.
On some computer operating systems, as each letter or num-
ber 1s presented by the hacker, the letter or number 1s con-
firmed by the system as being correct or incorrect. This serial
confirmation sequence actually makes 1t easier for a hacker to
gain entry because fewer combinations of letters and numbers
have to be tried. On other operating systems, the password
must be completely entered correctly before confirmation 1s
supplied by the system. This may slow down the password
discovery process, but with time, the hacker can eventually
present a correct password to the target computer system.

Therelfore, a need exists 1n the art for an improved system
and method for generating and authenticating a password to
protect a computer system from unauthorized access. In par-
ticular, there 1s a need for a system and method that 1s sitmple
to implement and capable of providing virtually hacker-proof
protection for an online computer system. The present inven-
tion provides such a system and method.

SUMMARY OF THE INVENTION

In one aspect, the present invention 1s directed to an appa-
ratus 1n a network access device for constructing and trans-
mitting a password utilized by an authentication device to
authenticate the network access device. The apparatus
includes means for recerving from a user, a plurality of pre-
defined characters forming a password; packet forming
means for placing each of the received characters 1n different
ones of a plurality of data packets forming a network pass-
word; and a memory for storing a plurality of numbers 1n a
predefined number sequence. The numbers 1n the sequence
identily a predefined number of blank packets to be inserted
between each character-carrying data packet and an adjacent
character-carrying data packet in the network password. The
packet forming means retrieves the predefined numbers from
the memory and 1nserts the blank packets between each of the
character-carrying data packets in the network password 1n
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accordance with the retrieved predefined numbers. The appa-
ratus also includes means for transmitting the network pass-
word to the authentication device with each character-carry-
ing data packet being separated from the adjacent character-
carrying data packet in the network password by the
predefined number of blank packets.

In another aspect, the present mvention 1s directed to a
method of authenticating a user device by an authentication
device that recerves a password sent from the user device. The
password comprises a plurality of data packets, wherein the
data packets include character packets that transport a set of
password characters, and a number of blank packets mserted
between each pair of character packets. The method icludes
the steps of determining by the authentication device,
whether the recerved set of password characters matches a
stored set of password characters; determining by the authen-
tication device, whether the recerved number of blank packets
between the received character packets matches a predefined
number of blank packets; and positively authenticating the
user device only i1 the received set of password characters
matches the stored set of password characters, and the
received number of blank packets between the received char-
acter packets matches a predefined number of blank packets.

In another aspect, the present mvention 1s directed to a
system for protecting a network against unauthorized access.
The system 1ncludes an apparatus for constructing and trans-
mitting a network password having a plurality of characters,
and an authentication device connected to the network for
receiving the network password and authenticating the appa-
ratus. The apparatus includes packet forming means for plac-
ing each of the password characters 1n different ones of a
plurality of data packets forming the network password, and
a memory for storing a plurality of numbers 1n a predefined
number sequence. The numbers 1dentify a predefined number
ol blank packets to be inserted between each pair of character-
carrying data packets 1n the network password. The packet
forming means retrieves the predefined numbers from the
memory and inserts the blank packets between each of the
character-carrying data packets in the network password 1n
accordance with the retrieved predefined numbers. The appa-
ratus also includes means for transmitting the network pass-
word through the network with each pair of character-carry-
ing data packets being separated by the predefined number of
blank packets. The authentication device includes means for
determining whether the received set of password characters
matches a stored set of password characters; means for deter-
mining whether the received number of blank packets
between the recerved character packets matches a predefined
number of blank packets; and means for positively authenti-
cating the apparatus only if the recewved set of password
characters matches the stored set of password characters, and
the received number of blank packets between the received
character packets matches a predefined number of blank
packets.

BRIEF DESCRIPTION OF THE DRAWINGS

The mvention will be better understood and 1ts numerous
objects and advantages will become more apparent to those
skilled 1n the art by reference to the following drawings, 1n
conjunction with the accompanying specification, 1n which:

FIG. 1 (Prior Art) 1s a simplified functional block diagram
of an existing financial authorization network;

FIG. 2 (Prior Art) 1s a stmplified i1llustrative drawing of an
existing password data structure;

FIG. 3 15 a simplified i1llustrative drawing of an exemplary
embodiment of the mventive password data structure;
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FI1G. 4 1s a simplified functional block diagram of an exem-
plary financial authorization network modified 1n accordance
with the teachings of the present invention; and

FIG. 5 1s a flow chart illustrating the steps of an exemplary
embodiment of a method of generating and authenticating a
password according to the teachings of the present mnvention.

DETAILED DESCRIPTION OF EMBODIMENTS

The present invention i1s an improved system and method
for generating and authenticating a password to protect a
computer system from unauthorized access. In the descrip-
tion herein, the computer system 1s described as a financial
authorization network for exemplary purposes only. It should
be understood that the invention 1s applicable to all types of
password-protected computer systems.

FIG. 1 1s a simplified functional block diagram of an exist-
ing financial authorization network 10. A plurality of mer-
chant terminals such as Merchant-A 11a, Merchant-B 115,
and Merchant-N 11z communicate through a data network 12
with a financial authorization server 13. Each merchant ter-
minal includes a magnetic card reader 14 or equivalent device
for inputting customer i1dentification and/or credit informa-
tion. The merchant terminals may be further connected on the
merchant side with a point-of-sale (POS) system or intranet
(not shown). The data network may be, for example, an Inter-
net Protocol (IP)-based local area network (LAN), wide area
network (WAN), or the Internet. The financial authorization
server may include an authentication unit 15, a merchant/
password database 16, and a communication controller 17.

In operation, each merchant, for example Merchant-A,
activates his terminal each morning when the merchant pre-
pares to open for business. The terminal includes a serial
number, and the merchant enters an ID number or password
assigned to him by the operator of the financial authorization
network. Together, the serial number and the ID number/
password comprise a terminal password that 1s transmitted
through the data network 12 to the financial authorization
server 13. The terminal password is received in the authenti-
cation unit 15, which accesses the merchant/password data-
base 16 and compares the received terminal password with a
stored password. If the passwords match, the authentication
unit approves Merchant-A’s terminal for financial transac-
tions and sends an approval indication to the terminal 11a.
Thereatter, when a customer’s credit card 1s read by the
magnetic card reader 14, the card number together with the
terminal serial number are sent to the financial authorization
server. The authentication unit 135 recognizes the serial num-
ber as being approved and sends the credit card information to
the communication controller 17. The communication con-
troller then accesses secure financial mnformation 18 to deter-
mine whether the credit card number 1s approved for the
transaction. The controller then returns either a positive or
negative indication 19 to the Merchant-A terminal.

In some networks, the merchant terminal may send its
terminal password along with each credit card transaction.
When the authentication unit 135 positively authenticates the
password, the credit card information is passed to the com-
munication controller 17 for access to the secure financial
information 18.

FIG. 2 1s a simplified 1illustrative drawing of an existing
terminal password data structure. In the example of Mer-
chant-A, the terminal serial number may be, for example
“135”, and the merchant’s ID or password may be “merA”.
Together, the terminal password becomes “135merA”. In an
IP-based network, each character in the password 1s transmiut-
ted 1n a packet 21. Each packet includes a header portion 22
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and a payload portion 23. The header portion includes a
source IP address (S), a destination IP address (D), and a
packet number (#) indicating the order in which the packets
were transmitted. The payload portion carries the data being
transported by the packet. In this instance, the payload portion
ol each packet carries one of the characters of the terminal
password. Packets with long payload portions may also have
an end-of-packet indicator.

Each packet 1s routed from the Merchant-A terminal 11a
through a number of routers 1n the data network 12, and
finally to the authentication unit 135 in the financial authori-
zation server 13. When the authentication unit recerves the
packets, the packets may arrive in the order in which they
were transmitted, or they may arrive out of order. The authen-
tication unit uses the packet number 1n each header to place
the packets in proper order, and then strips off the headers to
compare the payload characters with the password informa-
tion stored 1n the merchant/password database 16.

A major problem with this existing approach for password
authorization 1s that any hacker who obtains the terminal
password can gain access to the financial authorization net-
work, and can run bogus credit card transactions. The present
invention solves this problem with a password structure and
methodology that differs 1n several key aspects.

FIG. 3 15 a simplified i1llustrative drawing of an exemplary
embodiment of a data structure of the network password of
the present mnvention. When a computer terminal requests
access, the terminal constructs the network password by
interleaving a variable number of “empty” or “blank™ packets
between each character-carrying packet 1n the password. An
empty packet 1s basically the header portion of the packet
without any payload. In the description herein, the term
“blank packet” 1s intended to mean both empty packets and
packets with predefined data bits that are recognized by the
authentication device as being “filler” and not a password
character. The number of blank packets may be different
between each pair of character-carrying packets in the pass-
word. In some places in the password there may be none,
while 1n other places there may be a large number of blank
packets. The addition of blank packets to the password does
not significantly increase the traffic load on the network since
the added packets carry no payload.

The accessing terminal and the financial authorization
server share a blank packet number sequence that specifies
how many blank packets there should be between each pair of
character-carrying packets 1n the password. A valid network
password must have not only the correct characters of the
password, but also the correct number of blank packets
between each pair of character-carrying packets. Thus, any
hacker who 1llegally obtains the terminal password and trans-
mits the terminal password in the traditional manner (1.e.,
without blank packets) will be rejected, and will not gain
access to the network.

The blank-packet count may be disseminated from the
server to the mdividual merchant terminals 1n a number of
different ways, and more or less frequently, depending on the
degree of security required. For example, at the beginning of
a predefined time period such as a month, week, day, or hour,
the server may send a set of numbers to a terminal. Each
number in the set represents the number of blank packets that
the terminal should isert between each sequential pair of
character-carrying packets in the password. Thus, in the net-
work password illustrated in FIG. 3, the set of numbers would
be 2,0,3,1,1,2. This set may be part of amuch longer sequence
of numbers. For highly secure transactions, the terminal may
be programmed to change the set of numbers for each trans-
action by, for example, using the next set of numbers in the
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longer sequence following the set that was used 1n the previ-
ous transaction. Thus, the number of blank packets between
cach pair of characters may change for each transaction. In
this situation, of course, the server 1s also programmed to step
to the next set of numbers when authenticating the terminal.
Thus, even if a hacker intercepts a password attempt and reads
the number of blank packets between each of the characters,
that same combination of characters and blank packets will be
rejected on the next access attempt if the hacker tries to use1t.

It the terminal and server ever get out of synch, as evi-
denced by several failed access attempts, a synchronization
process 1s begun, which may cause the terminal and server to
both go to a synchronization point in the sequence and try
again. The synchronization point may be a predefined point in
the number sequence, or the server may instruct the terminal
to go to a particular point in the sequence.

The blank packet number sequence may be disseminated
over the existing network connections, but in some cases, this
could compromise the sequence to hackers who may be
“snooping’”’. Therelfore, when security 1s of greater 1mpor-
tance, the sequence may be encrypted and disseminated by a
secure communication link, or may be delivered to the termi-
nal by a trusted courier on a physical medium such as a
diskette or CD.

It should also be noted that when using a communication
protocol such as the Transmission Control Protocol (TCP),
the recerving entity utilizes the packet numbers 1n the packet
headers to reorder the packets 1n the correct sequence and also
to determine whether any packets were delayed or lost 1n the
transmission. IT a packet 1s lost, the receving entity requests
the transmitting entity to retransmit the lost packet. There-
fore, even with network conditions that cause packet delay
and packet loss, the server will request the terminal to retrans-
mit any packets that are not recerved. Thus, access attempts
are not rejected due to network conditions that cause indi-
vidual packets to be delayed or lost.

It should also be noted that with the present invention, the
retransmission ol lost packets may not be required in all
cases. For example, 11 all of the characters of the password are
received, lost blank packets do not have to be retransmitted.
Instead, the server merely calculates the number of blank
packets that were transmitted by subtracting the packet num-
ber of each character packet from the packet number of the
subsequent character packet. If this result matches the blank-
packet count in the current set for that position 1n the pass-
word, the password 1s verified and access 1s granted without
retransmitting any packets.

FI1G. 4 1s a simplified functional block diagram of an exem-
plary financial authorization network modified 1n accordance
with the teachings of the present invention. The merchant
terminal environment 31 1s modified to include a terminal 32
and a network password generator 33. The network password
generator may be implemented internally in the merchant
terminal or 1n a separate unit that interfaces with the merchant
terminal. The terminal sends its standard terminal password
(e.g., serial number and merchant 1D) to the network pass-
word generator. The blank-packet number sequence 34 1s also
input to the network password generator, which generates a
network password 35 by mserting the appropriate number of
blank packets between the packets of the terminal password,
as specified by the blank-packet number sequence. As noted
above, the blank-packet number sequence may be mnput via a
standard network connection from the financial authorization
server, via a secure encrypted connection, or via a physical
medium such as a CD delivered to the merchant.

The network password generator 33 then sends the network
password 35 through the data network 12 to the server 36. An
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authentication unit 37 recerves the network password and
compares the characters receirved with a stored password 1n a
merchant/password database 38. The authentication unit also
compares the number of blank packets between the recerved
characters with the current number set from the blank-packet
number sequence 34, which 1s shared between the terminal
and the server. The authentication unit positively authenti-
cates the network password only 11 the recerved characters
match the stored characters, and the number of received blank
packets between the received character-carrying packets
matches the number specified by the blank-packet number
sequence.

I1 the network password 35 1s accompamed by a credit card
number from a credit card transaction, and the authentication
unmt network positively authenticates the password, the credit
card information 1s passed to a communication controller 39
for access to secure financial information 40.

FIG. 5 1s a flow chart 1llustrating the steps of an exemplary
embodiment of a method of generating and authenticating a
password according to the teachings of the present invention.
Starting at step 51, a user enters the characters of a password
into a client terminal. At step 52, a network password genera-
tor associated with the client terminal obtains the entered
password characters from the client terminal and obtains a
blank-packet number sequence that 1s shared with an authen-
tication server. At step 53, the network password generator
places the characters 1n packets and places blank packets
between the character-carrying packets 1n accordance with
the blank-packet number sequence. At step 54, the network
password generator sends the network password to the server.

At step 55, an authentication unit associated with the server
determines whether or not the characters received 1n the net-
work password match the characters of a stored password
associated with the client terminal. If not, the process moves
to step 57 where the server rejects the network password.
However, if the characters match at step 55, the process
moves to step 36 where the authentication umt determines
whether or not the number of blank packets between each pair
of character-carrying packets matches the number of packets
specified by the blank-packet number sequence. If the num-
ber of blank packets matches at step 56, the process moves to
step 58 where the server positively authenticates the network
password. However, 1f the number of blank packets does not
match, the process moves to step 57 where the server rejects
the network password.

At step 61, the server determines whether this client termi-
nal has experienced a predefined number of password rejec-
tions. IT not, the process moves to step 62 where the server
sends a rejection indication to the client terminal. At step 63,
the client terminal increments the blank-packet number set
and generates and sends a new network password to the
server. The process then returns to step 535 and repeats the
authentication process for the new password.

IT 1t 1s determined at step 61 that the client terminal has
experienced the predefined number of password rejections,
the process moves to step 64. Since multiple password rejec-
tions may be caused by the client terminal and server being
out of synch regarding the correct position in the blank-packet
number sequence, the process determines at step 64 whether
or not synchronization has already been attempted. If so, the
process moves to step 65 where the server locks out the client
terminal. However, 1 synchronization has not yet been
attempted, the process moves to step 66 where the server
sends a synchronization signal to the client terminal specify-
ing a synchronization position in the blank-packet number
sequence, or alternatively, instructing the client terminal to go
to a predefined synchromization position. At step 67, both the
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client terminal and the server move to the synchronization
position 1n the blank-packet number sequence. The process
then returns to step 33 where the network password generator
generates a new password using the characters entered by the
user and 1nserting blank packets between the character-car-
rying packets in accordance with the synchronization posi-
tion 1n the blank-packet number sequence. The process then
continues with the authentication procedure. If the client ter-
minal 1s an authorized terminal that was temporarily out of
synch with the server, the synchronization process should
correct the problem, and the password should be positively
authenticated. I1 the client terminal 1s a hacker, who does not
know to insert blank packets or does not have access to the
blank-packet number sequence, the synchronization process
will not correct the problem, and the hacker will be denied
access.

A benefit of the present invention 1s that it 1s transparent to
the user. That 1s, the user always uses the same terminal (with
the same serial number) and the same password or ID for
every transaction. The terminal changes the network pass-
word as often as the network operator desires by changing the
number of mserted blank packets in the manner and at the
frequency defined by the network operator. The user does not
have to remember multiple passwords or change his password
on a periodic basis. Even 1f a hacker knows the user’s pass-
word, the hacker cannot gain access. Since any number of
blank packets can be 1nserted between any two characters in
the password, the combination of characters and blank pack-
ets 1s practically limitless. Also, the system may change the
number of blank packets between each pair of password
characters for each transaction. Therefore, even 11 a hacker
intercepts a transmission and determines the blank-packet
count between each pair of character-carrying packets, the
count may change in the next transmission, denying the
hacker access to the network.

It 1s thus believed that the operation and construction of the
present mvention will be apparent from the foregoing
description. While the system and apparatus shown and
described has been characterized as being preferred, it will be
readily apparent that various changes and modifications
could be made therein without departing from the scope of the
invention as defined 1n the following claims.

What 1s claimed 1s:

1. In anetwork access device, an apparatus for constructing
and transmitting a password utilized by an authentication
device to authenticate the network access device, said appa-
ratus comprising:

means for receiving from a user, a plurality of predefined
characters forming a password;

packet forming means for placing each of the received
characters in different ones of a plurality of data packets
forming a network password;

a memory for storing a plurality of numbers 1n a predefined
number sequence, said numbers identifying a predefined
number of blank packets to be inserted between each
character-carrying data packet and an adjacent charac-
ter-carrying data packet in the network password,
wherein the packet forming means retrieves the pre-
defined numbers from the memory and inserts the blank
packets between each of the character-carrying data
packets 1n the network password 1n accordance with the
retrieved predefined numbers; and

means for transmitting the network password to the
authentication device with each character-carrying data
packet being separated from the adjacent character-car-
rying data packet in the network password by the pre-

defined number of blank packets.
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2. The apparatus of claim 1, wherein the password includes
at least three character-carrying data packets, and wherein the
predefined number sequence specifies a first predefined num-
ber of blank packets between a first pair of character-carrying
data packets and a different second predefined number of
blank packets between a second pair of character-carrying
data packets.

3. The apparatus of claim 1, wherein the blank packets are
either empty packets or carry only non-character filler data.

4. A method of authenticating a user device, said method
comprising the steps of:

recewving by an authentication device, a password sent

from the user device, said password comprising a plu-
rality of data packets, wherein the data packets include
character packets that transport a set of password char-
acters, and a number of blank packets inserted between
cach pair of character packets;

determining by the authentication device, whether the

received set of password characters matches a stored set
of password characters;

determining by the authentication device, whether the

received number of blank packets between the received
character packets matches a predefined number of blank
packets; and

positively authenticating the user device only 1f the

received set of password characters matches the stored
set of password characters, and the recetved number of
blank packets between the recerved character packets
matches a predefined number of blank packets.

5. The method of claim 4, wherein the number of blank
packets inserted between a first pair of character packets 1s
different than the number of blank packets inserted between a
second pair of characters.

6. The method of claim 4, wherein the step of determining
whether the recetved number of blank packets between the
received character packets matches a predefined number of
blank packets includes:

accessing a database that stores a sequence of numbers,

cach number in the sequence being associated with a
corresponding position between two characters in the
password; and

determiming whether the recerved number of blank packets

between each pair of recerved character packets matches
the associated number 1n the number sequence.

7. The method of claim 4, further comprising, prior to
receiving the password from the user device, the step of
sending from the authentication device to the user device,
information regarding the number of blank packets to be
inserted between each pair of character packets.

8. The method of claim 7, wherein the authentication
device periodically sends a new number of blank packets to
the user device.

9. The method of claim 4, wherein the step of receiving the
password includes receiving blank packets that are either
empty packets or carry only non-character filler data.

10. The method of claim 4, wherein the user device
includes means for mputting customer credit information,
and the authentication device 1s connected to a server 1n a
financial authorization network.

11. The method of claim 4, wherein each of the character
packets and blank packets includes a header having a sequen-
tial packet number therein, and the step of positively authen-
ticating the user device includes:

determining from the packet numbers that at least one of

the blank packets was lost, said lost blank packet being
between a first character packet and a later, second char-
acter packet;
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calculating the actual number of blank packets that were

transmitted by the user device by subtracting the packet

number of the first character packet from the packet
number of the later, second character packet; and

determining that the calculated actual number of transmait-
ted blank packets matches the predefined number of
blank packets.

12. A system for protecting a network against unauthorized
access, said system comprising:

an apparatus for constructing and transmitting a network

password having a plurality of characters, said apparatus

including;

packet forming means for placing each of the characters
in different ones of a plurality of data packets forming,
the network password;

a memory for storing a plurality of numbers 1n a pre-
defined number sequence, said numbers 1dentiiying a
predefined number of blank packets to be iserted
between each pair of character-carrying data packets
in the network password, wherein the packet forming
means retrieves the predefined numbers from the
memory and inserts the blank packets between each
of the character-carrying data packets in the network
password 1n accordance with the retrieved predefined
numbers; and

means for transmitting the network password through
the network with each pair of character-carrying data
packets being separated by the predefined number of
blank packets; and

an authentication device connected to the network for

receiving the network password and authenticating the

apparatus, said authentication device comprising:

means for determining whether the received set of pass-
word characters matches a stored set of password
characters:

means for determining whether the received number of
blank packets between the recerved character packets
matches a predefined number of blank packets; and

means for positively authenticating the apparatus only 1t
the recerved set of password characters matches the
stored set of password characters, and the recerved
number of blank packets between the received char-
acter packets matches a predefined number of blank
packets.

13. The system of claim 12, wherein the packet forming
means 1nserts a different number of blank packets between a
first pair of character packets and a second pair of characters.

14. The system of claim 12, wherein the means for deter-
mimng whether the received number of blank packets
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between the received character packets matches a predefined
number of blank packets includes:

a database that stores a predefined sequence of numbers,
cach number in the sequence being associated with a
corresponding position between two characters in the
password;

means for retrieving the predefined number sequence; and

means for comparing the recerved number of blank packets
with the predefined number sequence to determine
whether the recerved number of blank packets between
cach pair of received character packets matches the asso-
ciated number 1n the number sequence.

15. The system of claim 12, further comprising means
within the authentication device for sending to the apparatus,
information regarding the number of blank packets to be
inserted between each pair of character packets.

16. The system of claim 15, wherein the means within the
authentication device for sending information regarding the
number of blank packets to the apparatus includes means for
encrypting the information and sending the encrypted infor-
mation to the apparatus through the network.

17. The system of claim 15, wherein the authentication
device periodically sends a new number of blank packets to
the apparatus.

18. The system of claim 12, wherein the apparatus includes
a magnetic card reader, and the authentication device 1s a
server 1n a financial authorization network.

19. The system of claim 12, wherein the apparatus includes
means for mputting customer credit information, and the
authentication device 1s connected to a server in a financial
authorization network.

20. The system of claim 12, wherein each of the character
packets and blank packets includes a header having a sequen-
tial packet number therein, and the means for positively
authenticating the apparatus includes:

packet counting means for determining from the packet
numbers that at least one of the blank packets was lost,
said lost blank packet being between a first character
packet and a later, second character packet;

means for calculating the actual number of blank packets
that were transmitted by the user device by subtracting
the packet number of the first character packet from the
packet number of the later, second character packet; and

means for determining that the calculated actual number of

transmitted blank packets matches the predefined num-
ber of blank packets.
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