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(57) ABSTRACT

An apparatus, method and computer readable device for pro-
viding spatial information 1n a sensor network. The sensor
network comprises a plurality of sensors and a plurality of
actuators, each sensors and actuators have a umique 1d and a
known spatial location within a spatially-bounded zone and a
database 1s provided for storing the location each sensor and
actuator. A spatial-processor generates a plurality of context
zones based upon the information contained 1n the location
database to provide actuator coverage for the spatially-
bounded zone. Each context zone 1s generated by assigning a
subset of the plurality of sensors as a spatial boundary ot each
context zone and by deploying a subset of the plurality of
actuators into one or more context zones. In operation, the
spatial-processor determines if an actuator has failed 1n con-
text zone and redeploys one or more actuators from another
intersecting context zone to the context zone containing the
non-operational actuator.
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SPATIAL-DRIVEN CONTEXT ZONES FOR
SENSOR NETWORKS AND DEVICE
INFRASTRUCTURES

BACKGROUND OF THE INVENTION 5

1. Field of the Invention

The present invention generally relates to sensor networks,
more particularly, to an apparatus, method and computer
program storage device for forming one or more context 10
zones within a spatial-bounded region based upon spatial
information in a sensor network.

2. Description of the Prior Art

Large numbers of computerized sensor and actuator
devices are increasingly being deployed and networked, both 15
wired or wirelessly connected to one another to form so-
called sensor networks. In a sensor network, sensor device are
typically deployed to monitor such events as temperature,
pressure and acidity levels in a industrial/business or con-
sumer process while actuators are deployed to control the 20
process such as values, heaters, and coolers. Moreover, sensor
and actuators are network connecting one or more sensors
with one or more actuators to provide an infrastructure result-
ing 1n smart environmental solutions 1n such diverse applica-
tions as industrial automation, asset management and smart 25
olfices/living spaces. For example, in a conventional imndus-
trial, or a conventional business application, a sensor network
might include hundreds of individual sensor and actuator
devices where each device may be relatively simplistic, play-
ing a relatively narrow role in the overall sensor network. 30

Management of sensor networks which include a large
number of sensor and actuator devices in conventional indus-
trial/business application typically mvolves controlling each
device at a per-device level or by grouping sensors and actua-
tor devices 1nto heterogeneous sets of devices based upon 35
their respective functions. As the numbers of sensor and
actuator devices increase 1nto the hundreds or thousands 1t
becomes increasingly difficult to effectively mange each sen-
sor and actuator device at a per-device or per-function level 1n
a sensor network. 40

Having set forth the limitations of the prior art, it 1s clear
that what 1s required 1s a method, system or computer pro-
gram storage device capable of managing sensors and actua-
tor devices 1n a sensor network to enable administrators of
sensor networks to form logical abstraction layering of sensor 45
and actuator devices to employ new device management
functionality and to allow the development of further high
level business solutions in smart environments.

SUMMARY OF THE INVENTION 50

It 1s therefore an object of the present invention to provide
an apparatus, method and computer program storage device
for forming one or more context zones within a spatial-
bounded region based upon spatial information 1n a sensor 55
network.

An additional object of the present invention 1s to provide
a sensor network including a plurality of sensors and a plu-
rality of actuators, each sensor and actuator having a unique id
and a known spatial location information (e.g. relative to a 60
coordinate system) within a spatially-bounded zone. The sen-
sor network further includes a location database for storing
the location of each sensor and actuator. A spatial-processing,
device recerves spatial information and generates a plurality
of context zones based upon the information contained in the 65
location database to provide actuator coverage for the spa-
tially-bounded zone. Each context zone 1s generated by

2

assigning a subset of the plurality of sensors as a spatial
boundary of each context zone and by deploying a subset of
the plurality of actuators 1nto one or more context zones.

An additional object of the present invention 1s to further
provide the spatial-processor with a rules engine for deter-
mining 1f each said one or more context zones has actuator
coverage based upon a configuration table and an operational
status of each said plurality of actuators deployed to each said
context zone and a context zone intersect detector for deter-
mining 1f the boundaries of each said plurality of context
zones ntersect overlap, wherein, 1t one said plurality of
actuators 1n said one or more said plurality of context zones 1s
determined non-operational, said spatial-processor shall
redeploy one or more actuators from another intersecting
context zone to the context zone containing the non-opera-
tional actuator.

Another additional object of the present invention 1s to
provide that each of the plurality of actuators receives zone
update information from the spatial-processor detailing the
actuator’s deployment.

In yet another object of the present invention the spatial
processor generates said plurality of context zones based on
location of a plurality of location aware sensors including an
array ol similar-in-function devices that are embedded
through said spatially-bounded region.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects, features and advantages of the present inven-
tion will become apparent to one skilled 1n the art, in view of
the following detailed description taken in combination with
the attached drawings, 1n which:

FIG. 1 1s an illustration of an apparatus for providing spa-
tial information 1n a sensor network 1n accordance with one
possible embodiment of the present invention; and

FIG. 2 1s an illustration of a method of assigning sensors
and deploying actuator to a plurality of context zones 1n

accordance with one possible embodiment of the present
invention.

DETAILED DESCRIPTION OF THE PR.
EMBODIMENTS

(L]
By

ERRED

Hereinatter, embodiments of the present invention will be
described 1n detail with reference to the accompanying draw-
ngs.

FIG. 1 illustrates an apparatus for providing spatial infor-
mation 1n a sensor network 100 in accordance with one pos-
sible embodiment of the present invention. As can be seen 1n
FIG. 1, a plurality of sensors 120 and actuators 130 are pro-
vided 1n a spatial-bounded zone 110. The number of sensors
120 and actuators 130 are not limited to the number shown 1n
FIG. 1 but can be any number based upon the ranges and
individual limitations of such devices as known to those
skilled in the art. Moreover, sensors 120 and actuators 130 can
be placed in a fixed array pattern or any other deployment
pattern as known to those skilled in the art. Additionally,
sensor can be hard wired to one another over a traditional
TCP/IP local area network using such wired connections as a
traditional RJ45 connections or various wireless connections
using such standards as WIFI, Bluetooth®, or Zigbee. Simi-
larly, actuators can utilize similar connections means.

Each sensor 120 and actuator 130 1s provided with a unique
identifier (ID) by a device manufacturer or, can be configured
during deployment with a unique ID and installed into a
specific spatial location within the spatially-bounded zone
110. A location database 150 1s provided for storing the loca-
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tion information of each sensor 120 and actuator 130 at rela-
tive coordinates within the spatial-bounded zone 110. More-
over, each sensor 120 and actuator 130 1s capable of
communicating with location database 150 as denoted by
arrow A. The sensor and actuator IDs and location informa-
tion can, for example, be stored as metadata 1n location data-
base 150 as known to those skilled 1n the art.

A spatial-processor 140 1s provided executing middleware
or programs for generating a plurality of context zones 212-
218 as shown 1n FIG. 2, based upon the information contained
in the location database 150. The spatial-processor 140 com-
putes a “scene graph” of the physical layout of sensors and a
context zones. A scene graph 1s a data structure commonly
used by vector-based graphics editing applications and mod-
ern computer games. The main function of spatial-processor
140 1s to calculate the geometric bounds of the zones based on
the sensors and to detect collisions, such as intersections,
overlaps and boundaries of a context zones. The spatial-pro-
cessor 140 will periodically compute context zones based
upon movement of a context zone. For example, updated data
received from varying sensor data can cause the spatial-pro-
cessor 140 to move, grow or shrink a context zone.

The spatial-processor 140 write to the location database
150 to store context zone information as denoted by arrow B.
In addition, spatial-processor 140 can update individual
actuators 130 of their respective deployment and the spatial-
processor 140 can recetve can receive information as to the
operational status of individual actuators 130 as denoted by
arrow C.

The spatial-processor 140 includes a rules engine 142 for
determining actuator coverage 142 and a context zone inter-
sect detector 144 for determining 1f the boundaries of each
context zone intersect or overlap. If an actuator 130 1n a
context zone 1s determined to be non-operational, the spatial-
processor 140 can redeploy one or more actuators from
another intersecting context zone to the context zone contain-
ing the non-operational actuator. Moreover, as explained
below, the spatial-processor 140 provides a layered architec-
ture such as having multiple context zones, which overlap and
can aid infrastructure and device developers 1n utilizing mul-
tiple sensors and actuators.

FIG. 2 1s an illustration of a method of assigning sensors
and deploying actuators to a plurality of context zones 1n
accordance with one embodiment of the present invention. In
FIG. 2, a sensor network 1s implemented 1n a warehouse
scenar1o as shown in sensor map 200 which 1s a hypothetical
warchouse floor 218 as 1indicated 1n legend 210.

A legend 210 1s provided with an explanatory list of the
symbols used 1n sensor network map 200. As can be seen 1n
the legend 210 and sensor network map 200, actuators are
depicted 1n four different states with four different symbols
provided to represent the state of the actuator; a default state
©, a state #1 <.+, a state #2 @, and a state #3 @. Additionally,
sensors are depicted 1n the legend 210 and sensor network
map 200 as a star w. In FIG. 2, sensors Yare dispersed
through warehouse tloor 216 and form a boundary for context
zone #1-3 (212-216), which are depicted 1n legend 210 as
geometric shapes relative to the context zones depicted 1n
sensor network map 200.

In operation, the present invention creates one or more
context zones by employing the spatial-processor 140 1llus-
trated 1n FIG. 1. For example, as shown in FIG. 2, in the
example of a warehouse scenario describes, spatial-processor
140 subscribes to listen to a plurality of (1.e. nineteen) sensors
wdispersed throughout the warehouse floor 218. The spatial-
processor 140 accesses metadata stored 1n the location data-
base to assign sensors Wwto a specific context zone. For
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4

example, context zone #1 212 1s formed 1n the geometric
shape of a triangle by four sensors %, while context zone #2
214 and context zone #3 216 are formed by six sensors wand
are form two 1dentical polygons.

After assigning sensors ¥as boundaries for each context
zones, the spatial-processor 140 deploys actuators to each
context zone by transmitting zone update information to each
actuator. For example, 1n FIG. 2, a default state ©indicates
that the actuator 1s not 1n a context zone, while state #1
.. Indicates that an actuator 1s 1n context zone #2 214, state #2
@indicates that the actuator is deployed in context zone #3
216, and state #3 @indicates that the actuator 1s 1n context
zone #1 212. The number of actuator states 1s not limited to
this particular embodiment and can be any number of states
depending on the number of context zones.

The method as described above 1n reference to FIG. 2 can
be summarized as follows: First, a spatial-processing engine
subscribes to listen to one or more sensors which are reading
events published by one or more actuators; Second, an array
of sensors publishes events (individually), which contain
information regarding the sensor’s reading, a time stamp, and
a sensors ID; Third, the spatial-processing engine’s rule
engine 1s mputted with the data from one or more sensors
(data stream) and 1dentifies all abnormal sensor data by that
sensor’s 1D; Fourth, the spatial-processing engine then uses
the rule engine’s output to calculate the spatial boundary of
that individual sensor which could be manipulated 1nto mul-
tiple context zones as explained below by the spatial proces-
sor; Fifth, the spatial-processing engine then queries all
actuators, context zones to determine the intersections of each
context zone. For example, i a context zone 1s detected to
intersect or contained 1 one zone, the spatial-processing
engine will then poll the rules engine to determine whether or
not a composite zone should be created. If the rules engine
determined the need for the composite zone it 1s created and
added to the location database. Accordingly, 1f an actuator 1s
found to be within the bounds of a context zone, an event 1s
sent to the actuator (or the actuator’s controller) containing
information regarding the zone’s type and the actuator
responds to the event.

In a further aspect of the mvention, the spatial processor
140 derives “contextual meaning zones™ based on location
aware sensors metadata whereas an array of similar-in-func-
tion devices that are embedded through 1n a physical inira-
structure (a/k/a sensor network), such as a temperature sen-
sor, can be used to compose/generate conceptual, spatially-
bounded zones. For example, ten separate temperature
sensors 1n an infrastructure might read that the temperature 1s
above 45 Celsius. Based upon the reported location informa-
tion of each of the ten sensors, a geometric algorithm, which
can also take 1nto account the physical layout of the infra-
structure, can generate the bounds and meaning of a “contex-
tual zone”. In this case, this zone’s meaning could be set to
“Not Human Safe”.

The spatial processor 140 further 1s adapted to form three
distinct contextual zones: static, dynamic, and composite. In
a “static zone,” the physical infrastructure has inherent zones
(rooms, etc), which can be predefined. These static zones can
have multiple contextual meanings, such as “room”+*“conier-
ence room’”. A physical space might imnherit multiple func-
tionalities or business rules based on multiple “contextual
meaning zones that overlap the space. However, 1t 1s impor-
tant to keep 1n mind that all zones do not have “meaning’ to
all users (user: office Werker vs. maintenance stail).

A “dynamic zone”, 1s composed and generated by the
sensor inirastructure mlddleware located 1n each device as
known to those skilled in the art. A dynamic zone 1s one which
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response to changes 1n the status of actuators wherein 1f an
actuator 1s non-operational 1t will withdraw from a context
zone by communicating its status to the spatial-processor
140. As described above, 1n the ten example infrastructure
having separate temperature sensors, the aggregated sensor
readings coupled with the location information sensor are
used to dynamically define these dynamic zones. Based on
the middleware’s business rules and the sensor data, the “con-
textual meaning” 1s also assigned.

A “composite zone,” provides both dynamic and static
zones that are derived from the readings of sensors. However,
composite zones are composed via the spatial/geometric
overlap/intersection of zones. For example, the intersection
of a “High Temperature” zone and a “High Levels Gas
Detected” zone can be used to generate a “Human Fatal” zone
that can be geometrically defined as the intersection (or some
customized geometric algorithm) of the two base zones.
Composite zones allow for the generation of new zones pri-
marily based upon existing zones, and not only sensor 1nfor-
mation, which dynamic zones are primarily based upon.

In a further aspect of the present invention, the spatial
processor 140 can provide for automated management of the
sensor network infrastructure enabling the sensor infrastruc-
ture and 1ts contained devices to react to ditlerent infrastruc-
ture situations. Current sensor infrastructures often 1solate
certain devices to perform a specific task and 1t 1s often too
expensive to enable devices to react to the myriad of possible
infrastructure events. As discussed above, device middleware
can publish location-metadata of the devices to the location
database 150 or to the spatial processor 140 to generate,
dynamic and static, “contextual meaning zones.” The execut-
ing middleware can trigger specific device behaviors or pub-
lish ligh-level alerts. The spatial processor 140 can then
query for all devices contained within the zone and publish
the “contextual meaning alert” to the devices contained
within the zone’s geometric bounds.

The present invention as described above provides a sensor
network architecture, which provides a human-centric/intui-
tive method of defining device/infrastructure state changes in
a sensor network. By generating zones based upon spatial
infrastructure data, sensor location metadata, and geometric
algornithms, the architecture enables a base sensor/actuator
network platiorm that facilitates implementing and under-
standing sensor behaviors.

Another benefit of the present invention 1s related to the
layered architecture of the system, and the separation of con-
cerns between infrastructure developers and device develop-
ers. This separation of concerns, or logical abstraction layer,
cases the maintenance and the evolution of the sensor 1nfra-
structure’s logical behavior. A device only needs to define
what type of zones which it can/must react to and how to
react. These reactions definitions may not necessarily be

device specific, but can also be defined 1n a centralized man-
ner “Not Human Safe”—=TURN_DEVICE_OFF & “High

Temperature”—=TURN_DEVICE_OFF “Contextual mean-
ing zones~ are defined without concern to which type of
device may/may-not be contained with 1n the zone. It 1s
simple a geometric zone that contains a high-level meaning.
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The present invention can also be embodied as a program
on a computer-readable recording medium. Examples of the
computer-readable recording medium include but are not lim-
ited to Compact Disc Read-Only Memory (CD-ROM), Ran-
dom-Access Memory (RAM), floppy disks, hard disks, and
magneto-optical disks.

While there has been shown and described what 1s consid-
ered to be preferred embodiments of the invention, 1t will, of
course, be understood that various modifications and changes
in form or detail could readily be made without departing
from the spirit of the invention. It 1s therefore intended that the
scope of the invention not be limited to the exact forms
described and illustrated, but should be construed to cover all
modifications that may fall within the scope of the appended
claims.

What 1s claimed 1s:

1. A sensor network comprising:

a plurality of sensors and a plurality of actuators, each said
plurality of sensors and plurality of actuators associated
with a known spatial location within a spatially-bounded
region;

a database for storing said spatial location information of
cach said plurality of sensors and plurality of actuators
within said spatially-bounded region;

a spatial-processor means for recerving sensor device read-
ings and associated time stamps, said spatial-processor
means implementing a rules engine for calculating one
or more context zones based upon said location infor-
mation contained 1n the location database and said sen-
sor device readings and associated time stamps provided
to said spatial-processor from said plurality of sensors to
provide actuator coverage for said spatially-bounded
region, said spatial processor assigning sensors as physi-
cal boundaries defining each one or more context zones;

said rules engine determining 11 each said one or more
context zones has said actuator coverage by determining
whether an actuators 1s deployed to each said context
zone, said context zone having an associated subset of
said plurality of sensors as a spatial boundary and a
subset of said plurality of actuators; and

a context zone ntersect detector for determining 1f the
boundaries of each said plurality of context zones inter-
sect or overlap,

wherein, 1f one said plurality of actuators in said one or
more said plurality of context zones 1s determined non-
operational or unassigned to the zone, said spatial-pro-
cessor redeploying one or more actuators from another
intersecting or overlapping context zone to the context
zone containing the non-operational actuator.

2. The sensor network of claim 1, wherein each said plu-
rality of actuators receives zone update information from the
spatial-processor detailing the actuator’s deployment, and
generating said plurality of context zones based on the loca-
tion of a plurality of location aware sensors including an one
or more similar devices that are embedded through said spa-
tially-bounded region.
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