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A query lfor security event can be represented as an event
channel. The event channel may be displayed as a grnid of
events. In one embodiment, the events included 1n the event
channel are dynamic and can change after initial observation.
In one embodiment, the present invention includes creating
an event channel defined by a timeframe and an event filter,
the event channel including security events stored 1n an event

database that satisiy the timeframe and the event filter. When
a security event changes after the event channel has been
created, one embodiment of the invention further includes
observing a change to a security event stored 1n the event
database, and dynamically updating the event channel based
on the observed change.
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DYNAMIC SECURITY EVENTS AND EVENT
CHANNELS IN A NETWORK SECURITY
SYSTEM

FIELD OF THE INVENTION

The present invention relates to a computer-based system
for capturing security events from heterogeneous and homog-
enous sources, and querying events in an event database.

BACKGROUND

Computer networks and systems have become 1ndispens-
able tools for modern business. Today terabits of information
on virtually every subject imaginable are stored in and
accessed across such networks by users throughout the world.
Much of this information 1s, to some degree, confidential and
its protection 1s required. Not surprisingly then, intrusion
detection systems (IDS) have been developed to help uncover
attempts by unauthorized persons and/or devices to gain
access to computer networks and the information stored
therein. In addition, network devices such as routers and
firewalls maintain activity logs that can be used to examine
such attempts.

Intrusion detection may be regarded as the art of detecting
iappropriate, incorrect or anomalous activity within or con-
cerning a computer network or system. The most common
approaches to intrusion detection are statistical anomaly
detection and patter-matching detection. IDS that operate on
a host to detect malicious activity on that host are called
host-based 1DS (HIDS), which may exist in the form of host
wrappers/personal firewalls or agent-based software, and
those that operate on network data tlows are called network-
based IDS (NIDS). Host-based intrusion detection involves
loading software on the system (the host) to be momitored and
using log files and/or the host’s auditing agents as sources of
data. In contrast, a network-based intrusion detection system
monitors the traflic on 1ts network segment and uses that
traffic as a data source. Packets captured by the network
interface cards are considered to be of interest 11 they match a
signature.

Regardless of the data source, there are two complemen-
tary approaches to detecting intrusions: knowledge-based
approaches and behavior-based approaches. Almost all IDS
tools 1n use today are knowledge-based. Knowledge-based
intrusion detection techniques mvolve comparing the cap-
tured data to mmformation regarding known techniques to
exploit vulnerabilities. When a match 1s detected, an alarm 1s
triggered. Behavior-based intrusion detection techniques, on
the other hand, attempt to spot intrusions by observing devia-
tions from normal or expected behaviors of the system or the
users (models of which are extracted from reference informa-
tion collected by various means). When a suspected deviation
1s observed, an alarm 1s generated.

Advantages of the knowledge-based approaches are that
they have the potential for very low false alarm rates, and the
contextual analysis proposed by the intrusion detection sys-
tem 1s detailed, making 1t easier for a security officer using,
such an 1ntrusion detection system to take preventive or cor-
rective action. Drawbacks include the difficulty in gathering,
the required information on the known attacks and keeping it
up to date with new vulnerabilities and environments.

Advantages of behavior-based approaches are that they can
detect attempts to exploit new and unforeseen vulnerabilities.
They are also less dependent on system specifics. However,
the high false alarm rate 1s generally cited as a significant
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drawback of these techniques and because behaviors can
change over time, the incidence of such false alarms can
Increase.

Regardless of whether a host-based or a network-based
implementation 1s adopted and whether that implementation
1s knowledge-based or behavior-based, an intrusion detection
system 1s only as usetul as its ability to discriminate between
normal system usage and true intrusions (accompanied by
appropriate alerts). If intrusions can be detected and the
appropriate personnel notified 1n a prompt fashion, measures
can be taken to avoid compromises to the protected system.
Otherwise such sateguarding cannot be provided. Accord-
ingly, what 1s needed 1s a system that can provide accurate and
timely intrusion detection and alert generation so as to effec-
tively combat attempts to compromise a computer network or
system.

SUMMARY OF THE INVENTION

A query for security event can be represented as an event
channel. The event channel may be displayed as a grid of
events. In one embodiment, the events included in the event
channel are dynamic and can change after initial observation.
In one embodiment, the present invention includes creating
an event channel defined by a timeframe and an event filter,
the event channel including security events stored 1n an event
database that satisty the timeframe and the event filter. When
a security event changes after the event channel has been
created, one embodiment of the invention further includes
observing a change to a security event stored in the event
database, and dynamically updating the event channel based
on the observed change.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example, and
not limitation, 1n the figures of the accompanying drawings in

which:

FIG. 1 1s a block diagram of a network security system
according to one embodiment of the present invention;

FIG. 2 1s a flow chart illustrating active event channel
processing according to one embodiment of the present
invention;

FIG. 3 1s a flow chart illustrating new event processing
according to one embodiment of the present invention;

FIG. 4A 1s a flow chart illustrating changed event process-
ing according to one embodiment of the present invention;

FIG. 4B 1s a flow chart further illustrating changed event
processing according to one embodiment of the present
imnvention;

FIG. 5 1s a tlow chart illustrating console side processing,
according to one embodiment of the present invention.

DETAILED DESCRIPTION

Although the present system will be discussed with refer-
ence to various illustrated examples, these examples should
not be read to limit the broader spirit and scope of the present
invention. For example, the examples presented herein
describe distributed agents, managers and consoles, which
are but one embodiment of the present invention. The general
concepts and reach of the present invention are much broader
and may extend to any computer-based or network-based
security system. Also, examples of the messages that may be
passed to and from the components of the system and the data
schemas that may be used by components of the system are



US 7,424,742 B1

3

given 1n an attempt to further describe the present invention,
but are not meant to be all-inclusive examples and should not
be regarded as such.

Some portions of the detailed description that follows are
presented 1n terms of algorithms and symbolic representa-
tions of operations on data within a computer memory. These
algorithmic descriptions and representations are the means
used by those skilled 1n the computer science arts to most
clfectively convey the substance of their work to others
skilled 1n the art. An algorithm 1s here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals
capable of being stored, transierred, combined, compared
and otherwise manipulated. It has proven convenient at times,
principally for reasons ol common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers or the like. It should be borne 1n mind, however, that
all of these and similar terms are to be associated with the
appropriate physical quantities and are merely convement
labels applied to these quantities. Unless specifically stated
otherwise, 1t will be appreciated that throughout the descrip-
tion of the present invention, use of terms such as “process-
ing”, “computing”, “calculating”, “determining”, “display-
ing”” or the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipu-
lates and transforms data represented as physical (electronic)
quantities within the computer system’s registers and memo-
ries 1into other data similarly represented as physical quanti-
ties within the computer system memories or registers or
other such information storage, transmission or display
devices.

As indicated above, one embodiment of the present inven-
tion 1s 1nstantiated 1n computer software, that 1s, computer
readable 1nstructions, which, when executed by one or more
computer processors/systems, instruct the processors/sys-
tems to perform the designated actions. Such computer soft-
ware may be resident in one or more computer readable
media, such as hard drives, CD-ROMs, DVD-ROMs, read-
only memory, read-write memory and so on. Such software
may be distributed on one or more of these media, or may be
made available for download across one or more computer
networks (e.g., the Internet). Regardless of the format, the
computer programming, rendering and processing tech-
niques discussed herein are simply examples of the types of
programming, rendering and processing techniques that may
be used to implement aspects of the present invention. These
examples should in no way limit the present invention, which
1s best understood with reference to the claims that follow this
description.

Referring now to FIG. 1, an example of a computer-based
network security system 10 architected 1n accordance with an
embodiment of the present invention 1s illustrated. System 10
includes agents 12, one or more managers 14 and one or more
consoles 16 (which may include browser-based versions
thereot). In some embodiments, agents, managers and/or
consoles may be combined 1n a single platiorm or distributed
in two, three or more platforms (such as in the illustrated
example). The use of thus multi-tier architecture supports
scalability as a computer network or system grows.

Agents 12 are soltware programs that provide efficient,
real-time (or near real-time) local event data capture and
filtering from a variety of network security devices and/or
applications. The primary sources of security events are com-
mon network security devices, such as firewalls, intrusion
detection systems and operating system logs. Agents 12 can
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4

collect events from any source that produces event logs or
messages and can operate at the native device, at consolida-
tion points within the network, and/or through simple net-
work management protocol (SNMP) traps.

Agents 12 are configurable through both manual and auto-
mated processes and via associated configuration files. Each
agent 12 may include one or more software modules includ-
ing a normalizing component, a time correction component,
an aggregation component, a batching component, a resolver
component, a transport component, and/or additional com-
ponents. These components may be activated and/or deacti-
vated through appropriate commands 1n the configuration
file.

Managers 14 may be server-based components that turther
consolidate, filter and cross-correlate events recerved from
the agents, employing a rules engine 18 and a centralized
event database 20. One role of manager 14 1s to capture and
store all of the real-time and historic event data to construct
(via database manager 22) a complete, enterprise-wide pic-
ture of security activity. The manager 14 also provides cen-
tralized administration, notification (through one or more
notifiers 24), and reporting, as well as a knowledge base 28
and case management worktlow. The manager 14 may be
deployed on any computer hardware platform and one
embodiment utilizes a relational database management sys-
tem such as an Oracle™ database to implement the event data
store component. Communications between manager 14 and
agents 12 may be bi-directional (e.g., to allow manager 14 to
transmit commands to the platforms hosting agents 12) and
encrypted. In some installations, managers 14 may act as
concentrators for multiple agents 12 and can forward infor-
mation to other managers (e.g., deployed at a corporate head-
quarters).

Consoles 16 are computer- (e.g., workstation-) based
applications that allow security professionals to perform day-
to-day administrative and operation tasks such as event moni-
toring, rules authoring, incident mvestigation and reporting.
Access control lists allow multiple security professionals to
use the same system and event database, with each having
their own views, correlation rules, alerts, reports and knowl-
edge base appropriate to their responsibilities. A single man-
ager 14 can support multiple consoles 16.

In some embodiments, a browser-based version of the con-
sole 16 may be used to provide access to security events,
knowledge base articles, reports, notifications and cases. That
1s, the manager 14 may include a web server component
accessible via a web browser hosted on a personal or hand-
held computer (which takes the place of console 16) to pro-
vide some or all of the fTunctionality of a console 16. Browser
access 1s particularly usetul for security proiessionals that are
away from the consoles 16 and for part-time users. Commu-
nication between consoles 16 and manager 14 1s bi-direc-
tional and may be encrypted.

Through the above-described architecture the present
invention can support a centralized or decentralized environ-
ment. This 1s useful because an organization may want to
implement a single nstance of system 10 and use an access
control list to partition users. Alternatively, the organization
may choose to deploy separate systems 10 for each of a
number of groups and consolidate the results at a “master”
level. Such a deployment can also achieve a “follow-the-sun™
arrangement where geographically dispersed peer groups
collaborate with each other by passing primary oversight
responsibility to the group currently working standard busi-
ness hours. Systems 10 can also be deployed 1n a corporate
hierarchy where business divisions work separately and sup-
port a rollup to a centralized management function.
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The exemplary network security system illustrated i FIG.
1 1s described 1n further detail in U.S. application Ser. No.
10/308,415, entitled “Real Time Monitoring and Analysis of
Events from Multiple Security Devices”, filed Dec. 2, 2002,
which 1s hereby incorporated fully by reference.

In one embodiment, the manager 14 in FIG. 1 implements
an event channel 30. An event channel 30 can be described as
a query result set that can be accessed by one or more consoles
16. The event channel 30 may be defined by a timeframe,
which may be a fixed or a sliding temporal window. For
example, the event channel 30 can be defined as all security
events from the last two hours.

Additional filters may be used to define the event channel
30. Any event field can be used for such filtering. For
example, an event channel can be filtered to include IDS
events only. The manager 14 can implement multiple event
channels 30 at the same time.

A console accessing the event channel 30 can filter the
results displayed further. For example, one user interested
only 1n correlated events over the timeframe of the event
channel 30 can set up a console filter accordingly. Even a user
interested in the entire channel can set up a console filter to
color-code the displayed events. For example, a user may
prefer to see correlated (or urgent) events displayed inred. In
one embodiment, the event channel 30 1s maintained by the
manager 14 so long as there 1s at least one console 16 access-
ing it, 1.¢., attached to 1t via a web client, console, command
line tools, or some other mechanism.

In one embodiment, the security events are dynamic. A
dynamic security event can be altered—e.g., edited—after 1t
1s generated. For example, an event may be imitially stored 1n
the event database 20 as an uncorrelated event. However,
when a correlated meta-event 1s generated over a set of events
including the previously uncorrelated event, an event field
(e.g., “represented by correlated event”) can be changed to
reflect the changed circumstances. In one embodiment, this
change occurs in the event database 20 after the original event
was generated by some agent 12.

In one embodiment, security events can be annotated or
edited using the console/browser intertace 16. Such annota-
tions can be used to assign security events to specific security
personnel (users), to dismiss events as irrelevant, or to other-
wise describe and mark events. These annotation marks can
later be used for filtering. For example, a user may only wish
to see event assigned to him by his supervisor.

In one embodiment, to implement a sliding window time
frame, the event channel must be dynamic in nature to be able
to accommodate new events entering and old events exiting,
the channel 30. Furthermore, dynamic security events also
require that the event channel be dynamic—also referred to as
“active”—in nature. For example, an event that belonged to
the event channel 30 mitially may no longer belong after
being annotated or otherwise edited.

One embodiment of a process for utilizing an active event
channel for the security system of FIG. 1 1s now described
with reference to FIG. 2. First, the event channel 1s created 1n
block 102. The event channel can be created in a number of
ways as a result of various processes. Any user can use any
console 16 to create the event channel. The event channel
could also be created as a part of some process, such as the
forwarding of events between managers, or between a man-
ager 14 and a web component console 16. To define the
channel, a user can specily a timeframe that may be fixed or
sliding, and an optional filter to further narrow the event
channel definition.

In block 104, a change affecting the event channel 1s
observed. Such change can come from several sources. For
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example, a user may have used an event editor to annotate an
event 1n the event database 20, and the annotation requires the
addition of the event to the event channel. This can happen,
for example, 1 a user set up an event channel for events
assigned to him by his supervisor, and the supervisor just
assigned the event to this user. Stmilarly, 1f the supervisor
changes her mind and reassigns the event to another
employee, the security event would need to be removed from
the created event channel.

Another source for change may be automatic annotation
based on some rule. One example—as given above—are
events becoming summarized the rules engine 18 as corre-
lated events being marked as having been summarized. An
event may be automatically changed 11 some automated rule
adds 1t to a case (1.e. incident report), or 1f a network model
used to define a channel filter 1s updated.

Yet another source for change affecting the event channel 1s
caused by the sliding window timeframe definition. A new
event may satisiy the event channel definition, thus requiring
its addition to the channel. Or an event previously meeting the
event channel definition may become expired with the pas-
sage of time, necessitating 1ts removal from the channel.

Whatever the source of the change observed in block 104,
in block 106 the event channel i1s updated to reflect the
observed change. Thus, a console 16 attached to the event
channel will see a dynamically changing event channel, as the
channel responds to changes to the security events and the
passage of time.

There are several techniques for implementing such an
active event channel 30 as 1s described above with reference
to FIGS. 1 and 2. One embodiment of implementing an active
event channel 1s now described with reference to FIGS. 3 to 5.
In one embodiment, the query result set defined by the event
channel 1s organized into smaller subsets of security events,
herein referred to as “buckets.” In one embodiment, each
bucket has a statistic associated with it that identifies the
number of security events 1n each bucket. The bucket count
can be broken down by priority. In one embodiment, each
bucket also includes a key or bucket identifier, and an address
of the mitial security event 1n the bucket 1in the database.
Because of the size of the event channel, it 1s generally not
practical to store the event channel 30 on the manager 14.
Thus, the events 1n the buckets are representations only, and
the bucket statistic enables the manager 14 to quickly acquire
the events 1n a bucket from the event database 20.

In one embodiment, each bucket represents a portion of the
event channel 30, by containing a set of event values corre-
sponding with the events 1n the bucket. In one embodiment,
the event values relate to time, and buckets are defined tem-
porally, as discussed above. In another embodiment, event
values relate to event names, and each bucket contains events
of the same name up to a maximum event count. If the maxi-
mum count 1s reached, bucket can be further divided by
limiting the characters of the event names.

In one embodiment, the consoles 16 display the event
channel 30 as a grid or table, 1n which each row 1s an event and
each column a different event field. In one embodiment, the
console 16 only stores events for buckets being displayed.
Events from a certain number of adjacent buckets may be
stored on the console 16 as well to accommodate scrolling
outside of a bucket. Because of the active nature of the event
channel 30, when a change occurs 1n security events being
displayed on the grid, the display grid 1s immediately updated
to reflect the change.

As explamned above, there are several changes that can
affect the event channel 30. One embodiment of new event
processing 1s now set forth with reference to FIG. 3. The




US 7,424,742 B1

7

process 1n FIG. 3 1s invoked when the agent manager 26
receives a new event. In block 202 a determination 1s made
whether the new event meets the definition of the event chan-
nel 30, 1.¢., falls within the time range and satisfies the filter.
IT not, the process terminates, as the new security event fails
to affect the event channel 30.

If however, the new security event meets the channel defi-
nition, then, 1n block 204, the bucket to which the new event
belongs 1s found. In one embodiment, buckets are defined
temporally. For example, 11 the time range for the event chan-
nel 1s one hour, then there may be 60 one-minute bucket, 12
five-minute buckets, or another such combination. In such an
embodiment, a timestamp field (e.g., recerved time or original
detect time) of the security event can be scanned to place the
new security event in the proper bucket.

In block 206 the bucket statistic for the appropriate bucket
1s updated to reflect the addition of the new security event. It
1s understood, that in one embodiment, placing the new secu-
rity event 1n the bucket involves only incrementing the bucket
count; the actual security event 1s stored only in the event
database 20. Finally, the console 16—which may sometimes
be referred to as the “client” herein while the manager may be
referred to as the “server”—is notified. This notification can
be extended to all consoles 16 accessing the event channel 30.
Console side processing of this notification 1s described fur-
ther below with reference to FIG. 5.

In one embodiment, expired security events, 1.e., events
that no longer meet the time frame of the channel because of
the passage of time are not deleted one by one, but are deleted
by the bucket when all events in a bucket become stale.
Deleting entire buckets provides efficiency further increasing
processing speed.

Changed event processing 1s now described with reference
to FIGS. 4A and 4B. As set forth above, 1n a network security
system 10 1implementing dynamic security events, previously
stored events can change due to manual user editing (event
annotation) or automatic rule execution, e.g., correlated sum-
mary labeling. The process 1s activated when, for whatever
reason, any field of an event becomes altered.

In block 302, a determination 1s made whether the original
event—1.e., the edited event before 1t became altered—satis-
fied the channel condition, in other words, the one or more
channel filters set up to define the event channel 30. If so, then,
in block 304, another determination 1s made whether the
event as changed satisfies the channel condition. If not, then
the event used to be 1n the event channel, but, as a result of the
change, no longer belongs. Accordingly, in block 306 the
bucket to which the original event belonged to 1s 1dentified,
the event removed by the updating of the bucket statistics to
reflect the change 1n block 308, and the console 16 1s notified
in block 310. Console side processing of this notification 1s
described further below with reference to FIG. 3.

If the determination 1n block 302 1s negative, then, in block
312, another determination 1s made whether the event as
changed satisfies the channel condition. If not, then the event
channel 1s unaffected by the change to the security event, and
the process terminates. However, if the original security event
1s Tound not to be 1n the channel, but the event as changed 1s,
then the changed event should be added to the event channel
30. Accordingly, in block 314 the bucket to which the
changed event belongs to 1s identified, the event 1s added by
the updating of the bucket statistics to reflect the change in
block 316, and the console 16 1s notified in block 318. Con-
sole side processing of this notification 1s described further
below with reference to FIG. 5.

If, 1n block 304, 1t 1s determined that the changed event as
well as the original event satisfies the channel condition, then

10

15

20

25

30

35

40

45

50

55

60

65

8

processing proceeds to block 320 1n FIG. 4B. In block 320,
the original bucket 1n which the unedited event was 1s 1den-
tified. Similarly, 1n block 322, the new bucket to which the

changed event belongs 1s 1dentified. Often, the original and
the new bucket are 1dentical. If such a determination 1s made

in block 324, then the process terminates.

If, however, 1t 1s determined that the original bucket differs
from the new bucket, then the security event must be moved
from the original to the new bucket. Accordingly, the original
event 1s removed from the original bucket by the updating of
the bucket statistics to reflect the change 1n block 326, and the
event 1s added to the new bucket by the updating of the bucket

statistics of the new bucket to reflect the change in block 328.
The console 16 1s notified of these changes 1n block 330. If the
original bucket 1s now empty, 1t 1s discarded.

Console side processing of these and other notifications 1s
now described with reference to FIG. 5. Upon recerving noti-
fication that there has been an update to some bucket, the
console 16, in block 402 finds the bucket that was updated,
and, 1n block 404, updates the bucket statistics to retlect the
changed event channel 30. In block 406, a determination 1s
made whether there 1s a current need for the event identifiers
contained in the altered bucket. In one embodiment, every
security event has a corresponding unique identifier. These
identifiers may be globally unique 1n the system, or made to
be unique to some practical point (such as within a year of
usage of the system).

In one embodiment, the console 16 only maintains 1denti-
fiers for security events in buckets that are being currently
displayed 1n the grid, or that are close enough to being dis-
played——close enough for usual user scrolling up or down the
orid. Thus, 1f the updated bucket 1s not close enough to being
displayed that the console 16 1s currently maintaining the
event 1dentifiers, then the process terminates.

However, 11 1n block 406 the determination results in the
event identifiers being needed, then, 1n block 408, the event
identifiers are requested from the manager 14. The manager
14, 1n response, can query the event database 20 for the
requested event 1dentifiers and provide them to the console
16. The console 16 can thus compare the events of the original
bucket to the events 1n the updated bucket.

In block 410, 1t an event formerly included 1n the bucket 1s
no longer among the received 1dentified events, then these
events are deleted from the bucket. Similarly, in block 412, a
determination 1s made whether any new events are now
included 1n the updated bucket. If not, the processing can
terminate, since there 1s no change in the bucket. However, if
there are one or more new events 1n the bucket, then the event
identifiers for these events are requested by the console 16 1n
block 414. The manager 14 queries the database 20 for the
requested event identifiers, which are provided to the console
16, and the processing terminates.

As described above, the division of the event channel 30
into logical buckets can be done on a temporal basis, or using
some other filtering rules, or some combination of such fil-
ters. The 1nitial division of the channel 30 1nto buckets can be
configured to optimize the tradeoil between bucket size and
the number of buckets. The smaller the bucket size, the faster
the transter of buckets of events; however, the more buckets
there are, the higher the overhead for managing them and
maintaining bucket statistics for them.

In one embodiment, the bucketization scheme 1s dynami-
cally reevaluated based on performance. For example, 11 the
number of buckets was initially set too high, then some
smaller buckets can be combined to form larger buckets that
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are fewer in number. Combining buckets can be done by
combining the bucket statistics without a need to transfer
events across the network.

Thus, a network security system implementing an active
event channel has been described. In the foregoing descrip-
tion, various specific values and data structures were given
names, such as “event channel” and “bucket.” and various
specific modules, such as the “agent manager” and “event
channel” have been described. However, these names are
merely to describe and illustrate various aspects of the present
invention, and in no way limit the scope of the present mnven-
tion. Furthermore, various modules, such as the manager 14,
and the consoles 16 1n FIG. 1, can be implemented as soitware
or hardware modules, or without dividing their functionalities
into modules at all. The present invention 1s not limited to any
modular architecture either in software or in hardware,
whether described above or not.

What 1s claimed 1s:
1. A method comprising:

creating an event channel that contains a subset of security
events stored in an event database, the event channel
defined by a timeframe and an event filter, the event
channel including security events stored in the event
database that satisiy the timeframe and the event filter;

observing a change to a security event stored 1n the event
database; and

dynamically updating the event channel based on the
observed change.

2. The method of claim 1, wherein the timeframe com-
prises a fixed period of time.

3. The method of claim 1, wherein the timeframe com-
prises a sliding widow of time.

4. The method of claim 3, wherein a beginning point in time
and a terminal point 1n time of the sliding window slide at the
same rate.

5. The method of claim 1, wherein the event filter 1s used to
create the event channel by filtering security events based on
values contained 1n specific event fields.

6. The method of claim 1, wherein observing the change to
the security event comprises observing a change resulting
from a user manually editing the security event.

7. The method of claim 6, wherein the user manually edited
the security event using an event editor interface.

8. The method of claim 1, wherein observing the change to
the security event comprises observing a change resulting
from an automated process editing the security event.

9. The method of claim 8, wherein observing the change to
the security event comprises observing the security event
becoming represented by a correlated event.

10. The method of claim 1, wherein updating the event
channel comprises updating a visual grid display representing
the event channel.

11. The method of claim 1, wherein observing the change
to the security event comprises receiving the security event as
a new security event in the event database.

12. The method of claim 1, wherein updating the event
channel comprises:

identifying one or more buckets based on the observed
change;

determining whether the one or more buckets need to be
updated based on the observed change; and

if the one or more buckets need to be updated, then adjust-
ing bucket statistics associated with the one or more
buckets.
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13. An apparatus comprising;:
an agent manager to gather security events from a plurality
of distributed software agents deployed at a plurality of

monitor devices;
an event database to store security events gathered by the

agent manager:

a user mterface to enable a user to edit at least one security
event stored 1n the event database:; and

an active event channel contaiming a subset of the security
events stored in the event database, the event channel
being configured to automatically update 1n response to
the user editing the at least one security event.

14. The apparatus of claim 13, wherein the user interface 1s
turther configured to enable the user to define the event chan-
nel.

15. The apparatus of claim 13, wherein the user interface 1s
turther configured to a user enable the user to assign the at
least one security event to a person or group of persons.

16. The apparatus of claim 13, wherein the user interface 1s
turther configured to enable the user to assign the at least one
security event to a case, the case comprising a set of related
security events.

17. An apparatus comprising;:

an agent manager to gather security events from a plurality
of distributed software agents deployed at a plurality of
monitor devices:

an event database to store security events gathered by the
agent manager:

a manager to perform a process and to edit at least one
security event stored 1n the event database as a result of
the performed process; and

an active event channel contaiming a subset of the security
events stored in the event database, the event channel
being configured to automatically update 1n response to
the manager editing the at least one security event.

18. The apparatus of claim 17, wherein the manager 1s
configured to correlate the stored security events and to mark
the at least one security event as being represented by a
correlated event.

19. The apparatus of claim 17, wherein the manager 1s
configured to assign the at least one security event to a case,
the case comprising a set of related security events.

20. The apparatus of claim 17, further comprising a user
interface configured to enable a user to assign the at least one
security event to a case, the case comprising a set of related
security events.

21. A machine-readable medium having stored thereon
data representing instructions that, when executed by a pro-
cessor, cause the processor to perform operations comprising:

creating an event channel that contains a subset of security
events stored 1n an event database, the event channel
defined by a timelrame and an event filter, the event
channel including security events stored 1n the event
database that satisty the timeframe and the event filter;

observing a change to a security event stored 1n the event
database; and

dynamically updating the event channel based on the
observed change.

22. The machine-readable medium of claim 21, wherein

the timeframe comprises a fixed period of time.

23. The machine-readable medium of claim 21, wherein
the timeframe comprises a sliding widow of time.

24. The machine-readable medium of claim 21, wherein
the event filter 1s used to create the event channel by filtering
security events based on values contained 1n specific event

fields.
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25. The machine-readable medium of claim 21, wherein
observing the change to the security event comprises observ-
ing a change resulting from a user manually editing the secu-
rity event.

26. The machine-readable medium of claim 21, wherein
observing the change to the security event comprises observ-
ing a change resulting from an automated process editing the
security event.

27. The machine-readable medium of claim 21, wherein

updating the event channel comprises updating a visual grid 10

display representing the event channel.

28. The machine-readable medium of claim 21, wherein
observing the change to the security event comprises receiv-
ing the security event as a new security event 1n the event
database.

12

29. The machine-readable medium of claim 21, wherein
updating the event channel comprises:

identifying one or more buckets based on the observed
change;

determiming whether the one or more buckets need to be
updated based on the observed change; and

11 the one or more buckets need to be updated, then adjust-
ing bucket statistics associated with the one or more
buckets.
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