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1
SKEPTICAL SYSTEM

This invention was made with Government support under
Contract F30602-02-C-0116 awarded by the Air Force. The
Government has certain rights 1n this invention.

TECHNICAL FIELD OF THE INVENTION

The present mvention relates to a skeptical system for
making critical computer systems more secure. The skeptical
system ol the present mnvention can be used 1n a wide variety
of applications such as energy, chemicals, transportation,
defense, etc.

BACKGROUND OF THE INVENTION

Security measures such as firewalls, cryptography, 1ntru-
sion detection, network management, and pass words have
been used 1n an attempt to make computer systems more
resistant to unauthorized access. But even with these mea-
sures, computer systems remain vulnerable and can be
exploited by hackers as well as by msiders who have legiti-
mate access to at least portions of the computer systems. For
example, 1nsiders (who may include authorized users) are
currently able to do largely as they please, and outsiders (such
as hackers) can slip through the vulnerabilities 1n the security
measures currently in use to gain authorization. The list of
vulnerabilities of computer systems 1s large and growing.

The threat from 1nsiders 1s particularly troublesome. It has
been estimated that perhaps 75% of computer security
breeches come from authorized users. The average cost of an
authorized user attack, according to the FBI, is $2.7 million.
In a law enforcement panel discussion at a well-known Las
Vegas hacker convention in August 2001, a panel member
informed the audience that the truly dangerous threat comes
from 1nsiders.

That vulnerabilities exist and that new ones are continu-
ously being discovered are evidenced by the growth of vul-
nerability databases such as CVE by the MITRE Corporation
and Bugtraq by SecurityFocus. Two industry trends have
amplified the vulnerability problem.

The first trend 1s the increased reliance by users of com-
mercial-off-the-shelt (COTS) software packages. These
products typically place security as a distinctly secondary
goal behind the goals of power and convenience.

The second trend relates to the software monoculture that 1s
typified by attempts at software standardization. However,
while 1t 1s easier to manage training and installation when all
of the nodes of a system are 1dentically configured, this node
standardization amplifies the risk of unauthorized access. It
one node 1n the system 1s susceptible to some vulnerability,
nearly all of the nodes 1n the system are likewise susceptible.
The success of viruses and worms such as Melissa, NIMDA,
CodeRed, etc. 1n bringing corporate networks to a standstill 1s
a recurring demonstration of this weakness.

Critical systems warrant a further layer of security. Secu-
rity systems currently exist that, 1n a rudimentary way, predict
likely outcomes of user commands. These security systems
use physical (or other) models to reason out the effect of
certain commands on a protected asset. For example, math-
ematical models are currently used 1n “power system secu-
rity”” analysis. That 1s, the operator of an electric power grid
may use a mathematical model of load, power generation,
voltage, and current everywhere over the power grid to make
sure that planned changes will leave the grid in a stable safe
state, even 1 one or more faults occur. Thus, before a pro-
posed power transier from point A to point B 1s implemented,
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2

the model simulates various possible line outages that could
occur 1n order to make sure that, 1n spite of such outages (or
other planned transfers), the power grid will remain 1n a stable
state (no overloads, blackouts, etc.). A basic reference on this
topic 1s a text enfitled “Power Generation, Operation and
Control”, by Allen Wood and Bruce Wollenberg.

For the most part, current computer systems promptly obey
any commands 1ssued by the last authenticated operator so
long as the commands fall within the privileges granted. Even
when a system attempts to predict outcomes of user actions,
such systems are not fully integrated so as to anticipate future
commands of a user and to consider a range of responses
dependent on the level of the threat of the future commands.

Accordingly, the present invention 1s directed to a skeptical
system that can be used 1n association with assets (such as
computers) to increase the level of protection afforded against
unauthorized entry and/or use. The skeptical system of the
present invention entertains doubts about the entry and/or of
the protected assets. It questions the authenticity, integrity,
and 1ntent of the requester and acts with due consideration of
its doubts.

SUMMARY OF THE INVENTION

In accordance with one aspect of the present invention, a
skeptical method of protecting an asset 1s implemented by a
processing system and comprises the following: monitoring
commands of a user; predicting a plan of the user based on the
monitored commands; assessing a threat based on the pre-
dicted plan; and, selecting, from among a plurality of possible
responses, a response that 1s appropriate to the assessed
threat.

In accordance with another aspect of the present invention,
a skeptical method of protecting an asset 1s implemented by a
processing system and comprises the following: monitoring
commands of a user; matching the commands to plans stored
in a plan library; predicting a plan of the user from the match-
ing plans; receiving information related to an identity of the
user; accessing a threat assessment from a memory based on
the predicted plan and the user identification information;
and, selecting, from among a plurality of possible responses,
a response that 1s appropriate to the accessed threat assess-
ment.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages will become more
apparent irom a detailed consideration of the invention when
taken 1n conjunction with the drawings 1n which:

FIG. 1 illustrates an exemplary chemical plant environ-
ment 1n which the skeptical system of the present invention
may be used;

FIG. 2 1llustrates a system providing an operating environ-
ment for the skeptical system of the present invention;

FIG. 3 illustrates an exemplary software architecture of the
skeptical system according to the present invention;

FIG. 4 1s a diagrammatical 1llustration of an exemplary
plan library useful in an in-home actor monitoring and
response system environment.

FIG. 5 illustrates another example of a simplified plan
library that can be used to predict possible plans of an agent
intruding into a stmplified computer network;

FIG. 6 1llustrates the generation of pending sets of actions
related to plans in the plan library;

FIG. 7 1s a diagrammatical i1llustration of an exemplary
execution trace generated by the plan recognition methodol-
ogy implemented by the plan recognition module of FIG. 3;
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FIG. 8 1s a diagrammatical illustration of exemplary execu-
tion traces generated by the plan recognition methodology
described herein;

FIGS. 9A-9G are diagrammatical illustrations of possible
goal explanations generated by the plan recogmition module
of FIG. 3 1n accordance with a hypothetical observed event;

FIG. 10 1llustrates user models, session models, and/or cost
models maintained by the threat assessment module of FIG.

3: and,
FIG. 11 provides an example of a session model main-
tained by the threat assessment module of FIG. 3.

DETAILED DESCRIPTION

The skeptical system of the present mvention performs
continuous evaluation of a user’s right to continue to use an
associated asset, such as a computer system. By contrast,
many existing security systems authenticate a user’s right to
access just once, at the beginning of a session. Hijacking such
a session defeats this authentication. It 1s important that the
continuous evaluation process be conducted without 1rritat-
ing the users. Otherwise, the users will be reluctant to employ
the skeptical system.

As shown 1n FIG. 1, an asset 10 such as a chemical plant 1s
safeguarded by a skeptical system 12. The skeptical system
12 stands between all external commands 1nitiated by a user
14 and a control system 16 that regulates the asset 10. The
user 14 interacts with the process via a user interface 18. As
the user 14 presses buttons such as on a keyboard 20 or a
mouse, the skeptical system 12 makes a number of inquiries
such as (1) what are the possible implications of the current
command sequence being input by the user 14 with respect to
plant safety, production, environment, property, etc., (11) 1s the
user 14 of the control system 16 a valid user, (111) 1s the user 14
indisposed and 1s someone else 1s pressing the buttons, (1v) 1s
the user 14 behaving erratically, and/or (v) are there others
with the user 147

Some of these questions may be dismissed easily. For
example, the skeptical system 12 may include a camera to
monitor activity 1n a viewing area that includes the area in
which the user 14 interacts with the interface 18, the keyboard
20, and/or a mouse. If the user 14 captured by the camera
matches the official photograph of the valid user, and 11 the
skeptical system 12 determines that the typing pattern from
the keyboard 20 and/or the pointing pattern relative to a
pointing device such as mouse, a trackball, or a touch screen
matches the one learned for the valid user, the skeptical sys-
tem 12 gains some confidence as to the authenticity of the user
14. However, positive answers to one or more of the skeptical
questions listed above would lead to an elevated level of
suspicion.

The skeptical system 12 can be arranged to respond 1n a
graded manner depending on the level of suspicion. For
example, the skeptical system 12 may (1) simply log a suspi-
cion for later analysis, (11) ask the user 14 whether the user 14
understands the possible consequences of a control action or
a series ol control actions undertaken by the user 14, (i11)
require a greater level of authentication such as asking for a
password, personal information, and/or a physical key device
to be produced, acquiring biometric confirmation, or the like,
(1v) notily others (operators, managers, engineers) of possible
doubts that the skeptical system 12 may have about the user
14 or about the control actions initiated by the user 14, (v)
enable delays to prevent catastrophic changes, (vi) require
confirmation from others before allowing the user 14 to pro-
ceed, and/or (vi1) refuse to proceed such as by locking out the
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4

control console and taking automated steps to “park’ the
plant 10 1n a safe operating region.

There are a number of instances 1n which 1t would be
desirable for the skeptical system 12 to take control or other-
wise raise doubts about the user 12 or about the command
entry actions of the user 14. As examples of such instances, (1)
the user 14 may be performing with a limited rationality such
as where the user has forgotten some detail or 1s unaware of a
special condition and hence inadvertently asks the protected
asset to do something very costly or dangerous, or (11) data
entry, through clumsiness, 1s not 100% reliable allowing
incorrect commands (or more often their parameters) to enter
the protected asset, or (111) the user 14 may suffer from a
medical condition, such as sleep deprivation or drug impair-
ment, so that the user 14 cannot etfectively command the
protected asset, or (1v) saboteurs, terrorists, or hard-core
criminals may have seized control of the protected asset, or
(v) the protected asset has been hacked by an unauthorized
agent, or (v1) the user 14 has been tricked so that the user 14
1s acting on dangerously erroneous information.

The skeptical system of the present invention 1s useful in a
wide variety of systems. For example, the skeptical system of
the present invention 1s useful 1n the area of transportation to
prevent hijackings and accidents. Thus, a skeptical system in
an airplane could detect malicious intent on the part of the
person at the controls, using evidence such as deviation from
flight plan, disabling transponders, and flying below 5000
feet. In process controls, the present invention can be used to
defeat sabotage, espionage, and careless errors. In the area of
building security, a skeptical system can prevent unautho-
rized or mappropriate defeat of environmental control and
security. In weapons systems, a skeptical system 1s useful to
prevent unauthorized examination or use.

There are currently a number of existing arrangements that
attempt to protect the use of certain machines. For example,
interlocks on machines, electrical equipment, and plumbing
prevent access and/or operation under certain conditions, €.g.
spinning, energized, pressurized. Safety systems on trains
prevent drivers from entering junctions that are not clear, or
from taking curves at too high a speed. Dead-man switches on
trains demand periodic button presses to prove the attentive-
ness of the driver such that failure to press on time will brake
the train. Launch controls for certain weapons demand agree-
ment by multiple operators. Automatic ground collision
avoidance has been proposed to automatically fly an aircrait
away Irom the ground if the pilot becomes unconscious.
Computer warning dialogs with users offer the user the
chance to continue or abort an operation that cannot be easily
reversed for such operations as permanently erasing a file or
closing a file without saving. Virus protection systems refuse
to execute programs that appear to be infected with a com-
puter virus. The defensive programs of Crispin Cowan, such
as StackGuard and FormatGuard, monitor for the exploitation
of particular classes of vulnerabilities.

Some subtlety with respect to existing systems has been
proposed. For example, 1t has been suggested to delay system
calls in computer applications suspected of having been com-
promised. It has also been suggested to use a protocol that
forces clients (applications) to solve “puzzles” under certain
conditions to mitigate denial-of-service attacks.

However, none of these systems are fully integrated. In
most cases, they fail to predict actions that have not as yet
occurred, and they fail to provide a graded skeptical response
in that their responses are at the extremes, either non-existent
or brutal.

An embodiment of the skeptical system of the present
invention acknowledges uncertainty because perfect knowl-
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edge of the intentions, integrity, or even authenticity of a user
1s seldom possible. Thus, instead of a lock that 1s either fully
open or closed, the skeptical system may have gradations of
compliance, to dynamically varied in proportion to 1ts trust in
the command 1ssuer and the consistency of the command
stream with the system’s mission.

The skeptical system of the present invention can icorpo-
rate multiple technologies. For example, the skeptical system
of the present mvention can employ passive biometrics that
identify the command issuer on a frequent basis without
interrupting worktlow. Such passive biometrics can include
(1) face recognition i1dentification, (1) fingerprint 1dentifica-
tion, (111) voice print 1identification, (1v) user-specific models
that 1dentify users according to their ideosynchratic input-
device operation such as keystroke timing, pressure, and/or
typical errors, and/or (v) stress detection through acoustic,
visual and/or infrared sensing, etc. Face recognition can
include multispectral face recognition that sees through dis-
guises. Fingerprint identification can be 1mplemented
through the use of a standalone fingerprint reader or a touch
screen or mouse with fingerprint identification capability.

As another example, the skeptical system can be arranged
to learn the users’ individual interaction patterns and standard
operating procedures 1n order to identify the user and to check
the user’s integrity. Users have certain patterns of interaction
with computers that skeptical systems can learn and associate
with the users. For example, user A might habitually follow
the same sequence of logging on to a computer, opening an
¢-mail application, reading and answering e-mail, opening a
word processing application, opening a spread sheet pro-
gram, etc. The skeptical system of the present invention can
be arranged to recognize this command pattern and to asso-
ciate this pattern with user A.

As still another example, the skeptical system of the
present mvention can be arranged to recognize and track a
user’s plans or intent. Plan or intent recognition and tracking,
may include logging the commands of the user and using a
library of known plans to infer hostile plans by the user. Thus,
as the user enters each command, the skeptical system adds
this command to the preceding commands to form command
sequence and compares this command sequence to the corre-
sponding sequences of the plans stored 1n a plan library. If the
command sequence matches the nitial commands of a plan
stored 1n the plan library, subsequent commands 1n the match-
ing plan may then be inferred. The recogmition of such a
hostile plan would then allow an inference of intent on the part
of the user, and permit steps to be taken in order to mitigate
possibly damaging outcomes of the plan. Thus, plan recog-
nition 1s inferring the goals of an agent from observations of
that agent’s actions.

Goldman, R. P., Geib, C. G., Miller C. W. (1999), in “A new
model of plan recognition,” Proceedings of the 1999 Confer-
ence on Uncertainty in Artificial Intelligence, disclose proba-
bilistic abductive plan recognition that 1s centered on plan
execution and that addresses 1ssues such as world state and
context, multiple interleaved plans, partially ordered plans,
and negative evidence (a lack of a report of an action.) This
disclosure goes beyond the previous framework of Charniak
and Goldman in “A Bayesian model of plan recognmition,”
Artificial Intelligence, Vol. 64, pp 33-79, (1993) who pro-
posed the use of Bayesian inference to handle explanations of
the same complexity but ditferent likelihoods.

It can be assumed that not all of a hostile agent’s actions
can be perceived. Instead, as indicated above, the observed
sequence of actions should be combined (such as from the
plan library) with hypothesized unobserved actions consis-
tent with the observed actions, with observed state changes,
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and with a plan graph in order to predict the plan of the agent.
A probability distribution can be erected over each set of
hypothetical goals and plans implicated by each of the traces
and pending sets.

—

T'he skeptical system 12 may be implemented by a system
30 such as that shown 1n FIG. 2. The system 30 includes a
processor that receives imputs from one or more mput devices
34 and provides outputs to one or more output devices 36
based on programs and data stored in a memory 38. For
example, the input devices 34 may include one or more of the
following: the keyboard 20, a mouse, biometric and other
sensing and measurement devices such as those discussed
herein, etc. The output devices 36 may include one or more of
the following: one or more printers, one or more monitors
supporting the user interface 18, more or more actuators, one
or more controllers such as the control system 16, etc. The
memory 38 stores data and such programs as the skeptical
system 12. The memory 38 also stores the plan library dis-
cussed herein.

A software architecture comprising the skeptical system 12
1s shown 1n FI1G. 3 and includes a plan recognition module 40,
a user classification and anomaly detection module 42, an
authentication module 44, a threat assessment module 46, and
a response planning module 48. The skeptical system 12 1s
used to protect such assets 50 as databases, computer net-
works, airplanes, weapon systems, automobiles, process con-
trol systems, security systems, environmental control sys-
tems, eflc.

The plan recognition module 40 implements a plan recog-
nition methodology 1n order to predict the plans of a user 52.
Thus, the plan recognition module 40 continuously monitors
the command 1nputs 1ssued by the user 52. These command
inputs mdicate action sequences and state changes nitiated
by the user 52 or otherwise. Based at least partly on plans of
the plan library stored in the memory 38, the plan recognition
module 40 hypothesizes unobserved actions that have taken
or will take place and that are consistent with the observed
actions, the observed state changes, and the plans stored in the
plan library. Accordingly, the plan recognition module 40
creates a set of possible execution traces such as by use of the
plans 1n the plan library stored in the memory 38. This set of
execution traces indicates a pending set of actions by the user
52 that have not as yet been observed but that are possible
from the observed actions, the observed state changes, and the
plans stored 1n the plan library. The plan recognition module
40 then determines a probability distribution pertinent to the
actions 1n the set of pending actions. Finally, the plan recog-
nition module 40 supplies these sets of pending actions and

corresponding probabilities to the threat assessment module
46.

In general terms, the plan recognition module 40 1ncorpo-
rates simple hierarchical (task decomposition) plans, and ref-
erences information in the plan library, observed actions, and
hypothesized unobserved actions 1 order to recognize or
evaluate the likelihood that the user 1s engaged 1n a particular
plan otherwise described 1n the plan library.

The plan library stores a listing of possible goals of the user
14, along with “recipes” for achieving each of those goals. In
particular, a sub-listing of at least one plan 1s provided for
cach goal. Within each plan, an activity plan graph is provided
that consists of required primitive actions for completing the
corresponding plan. In an embodiment of the present inven-
tion, entries 1n the plan library may be viewed as an “and/or
tree”. An example hierarchical plan library for an in-home
actor monitoring and support domain 1s provided 1n diagram-



US 7,421,738 B2

7

matical form i FIG. 4. The plan library lists three possible
root goals (referenced 1n FIG. 4 as “G”) of “Feed-dog,” “Eat,”
and “Answer-phone”.

Each tree defines a decomposition of the root goal into
sequences of sub-actions that will achieve the root goal. With
respect to the exemplary plan library of FIG. 4, such a decom-
position 1s indicated by a straight solid line from the parent
node to each of the children nodes. IT all of the sub-actions
must be done to achieve the parent goal, the parent goal 1s
represented as an “and node” 1n the tree, and 1s illustrated in
FIG. 4 by an arc crossing all of the links from the parent to the
chuldren. For example, the “Feed-dog-food” sub-goal
requires that each of “Get-dog-food-bowl,” “Get-food-ior-
dog,” “Put-food-in-bowl” and “Put-bowl-down™ occur for the
action to be successiul.

In many cases, the sub-steps of an “and node” must be done
in a particular order. Ordering constraints between the actions
are represented by directed arcs 1n the plan graph of FIG. 4.
For example, inthe “Answer-phone” plan definition, ordering
constraints require that “Goto-kitchen™ occur before “Pick-
up-recerver’, and that “Pick-up-receiver” occur before
“Talk”. Conversely, certain actions of a particular plan graph
may not be ordered with respect to each other. For example,
relative to the “Feed-dog™ root goal, “Get-dog-food-bowl” or
“Get-food-for-dog™ can occur in any order, but both must
occur before “Put-food-in-bowl”.

A goal or sub-goal can also be defined by a set of possible
expansions, such that any single expansion can be executed to
achieve the goal. In this case, the actor/agent executing the
plan would naturally or purposefully “choose” exactly one of
the expansions. Such choice points in the plan definitions are
indicated by “or nodes”. With respect to the sample plan
library of FI1G. 4, an “or node™ 1s 1llustrated by the absence of
an “and arc” crossing the children’s links to their parent node.
For example, to achieve “Get-food-for-dog,” the agent/actor
need (or must) only execute one of “Get-dog food™ or “get-
tablescraps”.

The definitions of plans are terminated 1n leaf nodes that
represent “primitive actions” that are candidates for being
observed in the domain (referenced 1n FI1G. 4 as “A”).

Where applicable, a particular plan tree may further
include a state precondition (“P” in FIG. 4; e.g., “Ringing-
phone™ 1s a state precondition for the “Answer-phone™ root
goal) and/or a state change or an effect of actions (S i FIG.
4; e.g., “Food-in-bowl” 1s a state change for the “Feed-dog”
root goal, and “Food-on-plate” is a state change for the “Eat™
root goal). Connection between a state precondition or a state
change and the corresponding plan graph is represented by a
broken line 1n FIG. 4.

It will be recognized that the plan library provided in FIG.
4 1s but one example of limaitless goals, plans, and plan graphs.
Depending upon the complexity of the skeptical system 12,
the plan library can provide for countless possible goals each
having multiple plans and extensive plan graphs. Contents of
the plan library may be domain-specific, and the present
invention 1s not limited to a daily living environment moni-
toring domain.

For example, the plan intent recognition 40 can be used in
a computer security system domain and include information
relating to goals such as stealing information from a computer
or vandalizing web pages. An exemplary hierarchical plan
library 1n diagrammatical form for a computer network secu-
rity domain 1s provided in FIG. 5.

As shown 1n FIG. §, 1T a hacker has a goal, such as stealing
information from a computer, the plan library breaks that goal
into five steps: scan the system to determine vulnerabilities
(recon); exploit the system’s weaknesses to gain entry (break-
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1n); escalate privileges (gain root); export desired data (steal);
and, hide traces of the hacker’s presence on the computer
(clean). As before, ordering constraints within a plan of the
plan library are represented by directed arcs. For example, the
hacker must execute a break-1n before privileges can be esca-
lated (gain root).

It should be noted that there 1s a condition/event pairing,
that 1s tied to the action “clean.” The dashed line indicates this
pairing and shows that a condition results from the execution
of the action. Thus, 1f “clean” 1s an executed action, 1t will
result 1n the condition of deleted event logs (deleted-logs).
This information about action effects 1s necessary to infer the
execution of unobserved actions.

Alternatively, the plan recognition module 40 can be used
in 1ndustrial control applications such as o1l refineries, with
the related plan library including goal/plan graph information
specific to the industrial mstallation.

Regardless of the exact contents of the plan library, the plan
recognition module 40 1s adapted to utilize goal/plan 1nfor-
mation from the plan library in conjunction with observed
actions of the user 14 and/or with inputs from the a user
classification and anomaly detection module 42 and the
authentication module 44 to generate a set of execution traces
that provide a basis for probabilistically indicating the most
likely goal of the user 14. One probabilistic-based technique
for performing this analysis 1s provided below.

In general terms, the plan recognition module 40 generates
and records an observed action stream based upon the
observed actions of the actor and/or the actor’s environment.
The observed action stream provides a sequential listing of
observed actions. The observed action stream 1s then com-
pared against the plan library, and potentially corresponding
plan graphs (and thus corresponding goals) are selected. The
selected plan graphs are then used as the basis for generating
a set of explanations that each include the observed action
stream and at least a portion of the selected activity plan
graph.

One preferred model of plan recognition 1s described in the
aforementioned Goldman, R. P., Geib, C., and Miller, C., “A
New Model of Plan Recognition,” Conference on Uncertainty
in Artificial Intelligence, Stockholm (July 1999), the teach-
ings of which are incorporated herein by reference. In general
terms, the preferred plan recognition model 1s based on the
realization that plans are executed dynamically and that, at
any given moment, the actor or agent 1s able to choose to
execute any of the actions that have been enabled by the
actor’s or agent’s previous actions. To formalize this slightly,
initially the actor or agent has a set of goals and chooses a set
of plans to execute to achieve these goals. The set of plans
chosen determines the set of pending primitive actions. As the
actor or agent continues engaging in a particular activity, the
actor or agent will select and execute one of the pending
actions, thereby generating a new set of pending actions from
which further actions will be chosen. The new pending set 1s
generated from the previous set by removing the action just
executed and adding newly enabled actions. Actions become
enabled when their required predecessors are completed. This
process 1s 1llustrated i FIG. 6. To provide some 1ntuition for
the probabilistically-inclined, the sequence of pending sets
can be seen as a Markov chain.

The above view of plan execution provides a simple con-
ceptual model for the generation of execution traces. To use
this model to perform probabilistic plan recognition, the pre-
terred methodology hypothesizes a set of goals for the actor
and utilizes the plan library to engage 1n forward simulation
of the actor’s hypothesized goals. This process only considers
simulations that are consistent with the observed actions 1n
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the order in which they are observed. As part of the simula-
tion, the actor’s pending sets are generated to determine 1f one
or more of the goals 1n the plan library are consistent with
actual observations of actions of the actor and/or the actor’s

10

actions within a probabilistic framework. For example, rela-
tive to the mn-home monitoring and response system domain,
instances of a particular sensor malfunctioning or otherwise
failing to detect a particular activity will undoubtedly occur

environment. The resulting combination of an execution 5 from time-to-time. Were the execution traces limited to activ-

trace, with consistent pending set(s) and hypothesized
goal(s), 1s referred to as an “explanation” of what the actor
may be doing/intending to do.

The above process 1s repeated with each action, varying the
hypothesized goals and how the observed actions contribute
to those goals, 1n order to generate the complete and encom-
passing set ol all possible explanations for the observed
actions. Since this set of explanations for the observations 1s
generated to be exclusive and exhaustive, a probability dis-
tribution can be established over the set. Based upon this
probability distribution, an evaluation can be performed to
determine which of the hypothesized possible goals the user
14 1s most likely pursuing.

In accordance with one model embodiment, computing the
probability of a given root goal 1s a two-step process. First, the
conditional probability of each explanation 1s established.
Second, this conditional probability 1s used to compute the
conditional probability of each of the root goals. In one imple-
mentation, the conditional probability of a specific explana-
tion of a given set 1s determined by the following first equa-
tion:

|
( |Pending Set | ]

— =

! J
1
P(exp,obs) = | | P(root;) - | | (lmethﬂd-l].
J
1 =1

=

P
Il

1

where:
exp,=the specific explanation or execution trace;
obs=observed activity stream:;
I=total number of goals/root intentions 1n exp, ;
roots=1th root goal/intent 1n exp, ;
P(root,)=prior probability of root ;
J=number of choices of “or nodes” 1 exp,;
method =jth choice/“or node” 1n exp ;
Imethod,;[=number ot alternative possible expansions for

methods;

K=lobsl;
Pending Set,=pending set at time k; and
|IPending Set, |=s1ze of the pending set at time k.

The conditional probability for each root goal 1s generated by
dividing the sum of the conditional probabilities of all the
explanations that have the root goal by the sum of the condi-
tional probabilities of all the explanations of the observations.

The above model 1s but one technique for probabilistically
recognizing a plan or intent, and 1s 1n no way limiting to the
present invention. Importantly, however, the one exemplary
model, like all other available models, does not address the
1ssue ol unobserved actions. As described herein, the plan
recognition module 40 extends the probabailistic model, what-
ever 1ts form, to account for unobserved actions.

Regardless of the exact technique by which the execution
traces are generated, analyzed, or otherwise utilized for gen-
erating further information from which a probabilistic evalu-
ation can be performed, the plan recognition module 40 has
the ability to consider not only directly observed actions of
the user 14 based on the user commands, but also potentially
unobserved actions or events as part of the execution trace
generating process. In particular, the plan recognition module
40 1s adapted to introduce and reason about unobserved
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ity plan graphs (and thus related goals) that only exactly
matched (in terms of required primitive actions) the observed
action stream, a sensor malfunction may result 1n a failure by
the plan recognition module 40 to consider the correct plan
(and thus related goal) in which the user 14 was engaged.
Simply stated, 1t 1s not suificient to simply assume that the
observed action stream 1s complete. The plan recognition
module 40 overcomes this deficiency by constructing a set of
possible execution traces, inserting hypothesized unobserved
actions to complete them.

One implementation of this process is to again use the plan
library to engage in forward simulation of the observation
stream. However, rather than using the observation stream as
the sole determiner of which actions are executed next, a
choice point 1s added. Instead of only considering explana-
tions that account for the next action in the observed stream,
the plan recognition module 40 considers explanations in
which any listed action 1n the associated pending set 1s
hypothesized as possibly having been done but not observed.
This methodology still requires that all actions 1n the obser-
vation stream eventually become part of the explanation
being considered. However, hypothesized, unobserved
actions that are consistent with the pending set can be
“inserted” 1nto the explanation being considered. It 1s recog-
nized that, in theory, unbounded insertion of hypothesized
unobserved actions will result 1 a significant expansion of
the space of possible or considered explanations. However,
the plan recognition module 40 addresses this potential 1ssue
as described below.

With respect to the probabilistic intent recognition model
described above, the generation of explanations that include
unobserved actions entails determining the conditional prob-
ability of the explanations. As such, an additional term 1s
added to the first equation to produce the following second
equation:

P(exp, 0bs) =

J
P(root;)- | |
i=1

!

| |

i=1

| 1 L
| | | | Punob
[|methodj|] (IPending sem] H (unoby)

K
k=1
where:

exp,=the specific explanation or execution trace;

obs=observed activity stream;

[=total number of goals/root intentions 1n exp;;

root =1th root goal/intent 1n exp,;

P(root,)=prior probability of root;;

J=number of choices of “or nodes™ 1n exp;;

method =jth choice/“or node” in exp |,

Imethod |=number of alternative possible expansions tor
method,;

K=Inumber of actions (observed and unobserved) in the
explanationl|;

|Pending Set, |=size of the pending set at time k;
L=number unobserved primitive actions 1n exp,;
unob,=1th unobserved leat node or primitive action; and

P(unob, )=prior probability that unob, 1s executed and 1s
not observed.
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The methodology disclosed herein 1s preferably further
adapted to include guidelines for terminating the consider-
ation process. As a point of reference, other probabilistic
intent recognition algorithms or models (that do not other-
wise account for unobserved actions) are “terminated” when
the complete set of observations are explained. Since the plan
recognition module 40 adds unobserved actions, this termi-
nation criterion 1s no longer suflicient. Instead, the method-
ology disclosed herein determines the likelihood that various
actions have been executed and were not observed to evaluate
when to stop adding hypothesized unobserved actions to a
proposed execution trace. In this regard, not all actions are
equally likely to be executed without detection. Some actions
are harder to hide than others. For example, the probability
that a person could make a small change in the amount of air
entering 1nto their home undetected 1s much higher than the
probability that they could successfully turn oif the entire
HVAC system of the home unnoticed. By capturing the prob-
ability that an action can be executed without observation, 1t
1s possible for the plan recognition module 40 to generate the
probability of a sequence of actions being executed unob-
served. In addition, the methodology disclosed herein bounds
the probability of the unobserved actions with an explanation
that the actor or user (or others associated with installation
and operation of the plan recognition module 40) are willing
to accept.

If no threshold were placed on the likelihood of unobserved
actions, the process of inferring actions would proceed to
successively more and more unlikely explanations by adding
more and more unobserved actions. To prevent the generation
of this infinite sequence of ever less likely explanations of the
actor’s intent/goal (via resultant execution traces), the plan
recognition module 40 may be arranged to require a threshold
probability value for the unobserved actions be provided. The
execution traces are then constructed as previously described.
For any execution trace including at least one hypothesized
unobserved action, the likelihood of that unobserved
action(s) being executed unnoticed i1s determined. If this
determined likelihood 1s less than the pre-determined thresh-
old value, the execution trace 1s eliminated from further con-
sideration. In effect, the plan recognition module 40 allows
the user (or others) to specily how unlikely an explanation
they are willing to accept, and then use this bound to limit the
unobserved actions that are added to the execution trace.
Alternatively, a more straightforward fixed or known upper
bound on the number of unobserved actions that can be
inserted into any particular execution trace can be provided.

In order to bound the unobserved actions, the last term of
the second equation 1s critical, and a running total 1s main-
tained for this term. Given the probability threshold value (T)
(selected and entered by the user), and an acceptable execu-
tion trace, the hypothesized execution trace must satisiy the
following third equation:

L
T < ]_[ P(unob ;) if L>0
=1

.

To better 1llustrate the effect of considering unobserved
actions, reference 1s made to the plan library of FIG. 4. Rela-
tive to this plan library, where an observed action stream 1s
found to be [“Pick-up-recerver’], if unobserved actions were
not accounted for, the “Answer-phone goal” would not be
considered (nor would the “Feed-dog™ or the “Eat™ goals)
since the observed action stream does not include “Goto-
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kitchen”. However, by hypothesizing that “Goto-kitchen”™
was unobserved and inserting 1t into the corresponding execu-
tion trace (e.g., [“Goto-kitchen”, “Pick-up-receiver’]), the
“Answer-phone” goal would be considered as part of the
probabilistic plan evaluation. This relationship 1s shown dia-
grammatically i FIG. 7, with the observed event of “Pick-
up-recerver” designated by “0” and the hypothesized, unob-
served event of “Goto-kitchen” denoted as “H”.

Although the above example 1s highly simplistic, 1t 1s rec-
ognized that simply assuming that every possible action was
unobserved will significantly expand the search space. The
plan recognition module 40 prunes this space through order-
ing constraints provided by the observations. In particular, 1f
a plan graph (possibly containing more than a single root goal
and associated plans), does not contain all of the observed
actions of the observed action stream, or if the observed
action stream does not obey the ordering constraints imposed
by the plan graph, that particular plan graph can be filtered
from consideration and not be used as a basis for an execution
trace.

Additionally, unobserved actions can be inferred from state
changes. In particular, while a particular sensor of the control
system 16 may fail to detect performance of an action, the
resulting effects of that action can still be “observed” by other
sensors ol the control system 16. Thus, a reported state
change can provide evidence or otherwise indicate occur-
rence of unobserved action(s) that would give rise to the
reported desired effect. From them, 1t can be inferred that the
action must have occurred before the report of the state
change. Reports of a state change can also simply provide
confirming imnformation about a previously observed action.
For example, and referring to the plan library of FIG. 4,
consider an observed action stream of [“Goto-kitchen”,
“Food-in-bowl1”]. A report of “Food-in-bowl” (or state
change) implies that “Put-food-in-bowl”, “Get-dog-food-
bowl”, and one of “Get-dog-food™ or “Get-tablescraps™ have
occurred unobserved. Further, the ordering constraints 1n the
plan library imply that they must fall between execution of
“Goto-kitchen” and “Food-in-bowl”. Thus, state change
reports give more information about the execution traces that
are consistent with the observation. As a point of further
explanation, FIG. 8 illustrates 1n diagrammatical form the
possible execution traces resulting from the above example,
with observed actions being denoted as “0” and inserted,
hypothesized unobserved actions identified as “H”.

In an embodiment of the present invention, the plan recog-
nition module 40 1s adapted to perform the state change
processing based upon an assumption that there 1s only a
single report for a given state change. This feature obviates
potential processing complications whereby multiple sensors
cach reporting the same state change will not cause the plan
recognition module 40 to believe that the given proposition
has changed state more than once. Essentially, “chattering’™
sensors that would otherwise produce multiple reports of the
same state change are filtered

In addition, the possible execution traces that otherwise
include at least one hypothesized unobserved action are also
filtered to be consistent with the unobserved actions that are
implied by unenabled actions. In this regard, an “unenabled
action’ 1s one that 1s observed but where the actions that the
plan library specifies must come before it were not first
observed. For example, considering again the plan library
provided 1n FIG. 4, and 1n particular the “Feed-dog™ and
“Eat” root goals, where an observed action stream of [“Get-
dog food”, “Make-sandwich™] i1s observed, 1t can be con-
cluded that these actions are members of disjoint plans; that
1s, no single root goal will explain both of these actions.
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However, these actions are even more informative since they
are both unenabled by the observed actions. With respect to
this hypothetical observed action stream, the plan library of
FIG. 4 specifies that “Goto-kitchen” must occur before “Get-
dog-food” and “Make-sandwich”. Therefore, in order to
explain these two observations, 1t can be hypothesized that
“Goto-kitchen” has been executed unobserved. Thus, these
two actions provide evidence of two distinct plans: [“Goto-
kitchen”, “Get-dog-food”] and [“Goto-kitchen”, “Make-
sandwich™].

Unenabled actions provide more information for use in
reconstructing the actor’s actual actions than other observa-
tions. They require that the action itself be 1n the sequence, but
they also provide evidence of unobserved actions. Relative to
the generation of execution traces based upon the above
example, the set of observations can allow pruning of any
execution sequence or trace that does not contain “Get-dog-
food”, followed sometime later by an “Make-sandwich”™, but
it also dictates that any execution trace that does not have
“Goto-kitchen” preceding “Get-dog-food” should be
ignored. These unenabled actions are very important pieces
of information when attempting to infer the plans of the actor.

The above described algorithm {for probabilistically
accounting for unobserved actions in the context of auto-
mated 1ntent or goal recognition overcomes problems 1denti-
fied with previous intent recognition methodologies. The
execution traces generated by the plan recognition module 40
can be analyzed 1n a number of different manners (one spe-
cific example of which 1s provided below). However, consid-
ering hypothesized unobserved actions as a part of the execu-
tion trace generation process, and in conjunction with the
threshold bound, will allow the plan recognition module 40 to
handle domains that are otherwise too complex for existing,
methodologies.

As previously described, the set of execution traces gener-
ated by the above algorithm (that otherwise were probabilis-
tically deemed acceptable), includes one or more hypoth-
esized unobserved actions, and are utilized by the plan
recognition module 40 to probabilistically recognize or esti-
mate an intention or goal of the actor or agent depending upon
the particular domain application.

With continued reference to the plan library of FIG. 4, a
hypothetical observation stream may consist of a single
[“Pick-up-receiver”] event. Assuming a set threshold limit
sufficient to allow two unobserved “Goto-Kitchen™ events but
no others, the single “Pick-up-receiver” observation would
result 1n seven possible explanations or execution traces,
shown diagrammatically in FIGS. 9A-9G. FI1G. 9A 1llustrates
a first possible explanation of a single “Answer-phone” goal
dictated by “Goto-kitchen™ being unobserved at time T0 fol-
lowed by the observed “Pick-up-receiver” at time T1. FI1G. 9B
illustrates a second possible explanation characterized by two
“Answer-phone” goals, one (*G17) dictated by *“Goto-
kitchen™ unobserved at time T0 followed by the observed
“Pick-up-recerver” at time 11; the other “Answer-phone”
goal (*G2”7) dictated by a hypothesized, unobserved “Goto-
kitchen™ at time T2. FIG. 9C 1llustrates a third possible expla-
nation again characterized by two “Answer-phone” goals.
However, unlike the second possible explanation, the first
goal (*“(G17) of the third possible explanation are supported by
“Goto-kitchen” being unobserved at time T0 and the
observed “Pick-up-recerver” at time T2; the other “Answer-
phone goal (*G2”) 1s supported by “Goto-kitchen™ observed
at time T1.

A Tourth possible explanation, characterized by one
“Answer-phone” goal (“G1”") and one “Eat” goal (“G2”), 1s
shown 1n FIG. 9D. The “Answer-phone” goal 1s supported by
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the unobserved “Goto-kitchen” at time T0 followed by the
observed “Pick-up-receiver” at time T1; the “Eat” goal 1s
dictated by hypothesizing that “Goto-kitchen” was unob-
served at time T2. A fifth explanation, illustrated in FIG. 9E,
1s similar to the explanation of FIG. 9D 1n that 1t includes an
“Answer-phone” goal (*G1”) and an “Eat” goal (*(G2”). How-
ever, the ordering of unobserved actions varies (accounting
for the possibility that the actor may decide to eat belore
answering the phone). In particular, the “Answer-phone” goal
of FIG. 9E 1s supported by “Goto-kitchen” unobserved at
time T0 and the observed “Pick-up-recerver” at time T12; the
“Eat” goal 1s supported by hypothesizing that “Goto-kitchen™
occurred unobserved at time T1.

FIG. 9F 1illustrates a sixth possible explanation that
includes the goals of “Answer-phone” (“G1”) and “Feed-

dog” (*G2”). The “Answer-phone” goal 1s explained by
hypothesizing that “Goto-kitchen™ was observed at time T0
followed by the observed “Pick-up-receiver” at time T1; the
“Feed-dog” goal 1s supported by hypothesizing that “Goto-
kitchen” was unobserved at time T2. Conversely, the ordering
of the “Answer-phone” and “Feed-dog” goals can be
reversed, as reflected 1n the seventh possible explanation of
FIG. 7G. In particular, the “Answer-phone” goal (*G1”) 1s
supported by hypothesizing an unobserved occurrence of
“Goto-kitchen™ at time T0 followed by the observed “Pick-
up-recerver” event at time T2; the “Feed-dog™ goal (*G2”) of

the seventh explanation i1s supported by hypothesizing an
unobserved “Goto-kitchen™ event at time T1.

It will be recognized that the above-described probabailistic
methodology for recognizing a goal of an actor i1s but one
available technique. Other probabilistic-based frameworks
can also be applied. Regardless of the exact approach, how-
ever, the plan recognition module 40 incorporates the ability
to extend the observed sequence of actions with hypothesized
unobserved actions consistent with the observed actions,
observed state changes, and the plan graphs to create a set of
possible execution traces.

The resulting execution traces are then used as the basis for
the probabilistic evaluation, such as that described above
(e.g., the set of execution traces are used to construct pending
sets and then the probability distribution over the sets of
hypotheses of goals and plans implicated by each of the traces
and pending sets). The resulting information generated by the
plan recognition module 40 can then be used by or with the
threat assessment module 46 1n evaluating the current situa-
tion and needs of the user 14, as well as to formulate appro-

priate responses 1n conjunction with the response planming
module 48.

It should be noted that, in this discussion, 1t has been
implicitly assumed that the agent can perform any action
without detection. However, 1n practice, this assumption 1s
not umiversally true. The execution of some actions 1s simply
harder to hide than the execution of others. For example, the
probability that a person can conduct a port scan of a machine
without knowledge of the machine’s authorized user 1s much
higher than the probability that the person can successtully
carry out a denial-of-service attack against the machine with-
out the notice. In this framework, 1t 1s trivial to add probabili-
ties about the likelihood of an agent performing a specific
undetected action.

Often, when it 1s possible to prevent an observer from
seeing the performance of an action, 1t 1s not possible to
prevent the observation of the action’s effects. In the case of
weapons testing, while a nation might be able to covertly
build a nuclear device, testing such a device 1s hard to hide. In
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the network security domain of FIG. 2, consider the “clean”™
action. The execution of the action 1tself might be hidden, but
deleting logs 1s very visible.

To summarize, hostile agents can be handled by extending,
the observed sequence of actions with hypothesized unob-
served actions consistent with the observed actions, the
observed state changes, and the plan graph in order to create
a set of possible execution traces. The set of execution traces
are used to construct the pending sets, and then the probabaility
distribution over the sets of hypotheses of goals and plans
implicated by each of the traces and pending sets 1s produced.

In the implementation of the plan recognition algorithm as
described above, two assumptions about the observation
stream have been made. There 1s a fixed and known upper
bound on the number of unobserved actions, and the given
observations are true and correctly ordered. Neither of these
assumptions 1s strictly necessary.

Bounding the number of possible unobserved actions
enables reasoning about where the agent could be in the
execution of 1ts plans. Suppose the number of unobserved
actions 1s bounded at two, and a break-in action 1s observed
(FIG. 5). This observation 1s not consistent with the agent
having already executed a steal action. One action has been
observed, and the agent may have executed two more unob-
served actions. Thus, the agent can have executed a total of
three actions. Since steal 1s the fourth step in 1ts plan, the agent
could not yet have executed it.

This bound can be removed from the plan recognition
algorithm 1n a number of ways, including running the plan
recognition algorithm multiple times with increasing bounds,
or replacing the bound with a probability distribution over the
number of unobserved actions and weighing the execution
traces accordingly.

The other assumption as discussed above 1s that the
observed actions happened and 1n the order indicated by the
sequence. Thus, there 1s a sequence of three observations,
recon, break-in, and gain-root. It 1s observed that recon hap-
pened before break-in which happened before gain-root. The
observation sequences are not assumed to be complete.
Therefore, 1t cannot be concluded that clean did not happen
between break-1n and gain-root, or even after gain-root. How-
ever, ordering constraints provided by the plan library allow
some possibilities to be ruled out. For example, the ordering
constraints allow the conclusion that, 1f clean did occur unob-
served, 1t could not have occurred betore the break-in unless
there were an earlier unobserved break-in.

This assumption means that the validity of observations
need not be questioned. However, 1n environments with hos-
tile agents, this assumption should not be made. Consider a
military example. If there 1s a report of troops massing at a
particular location, the validity of the report must first be
determined before considering the effect that this action
would have on an assessment of the enemy’s goals. It 1s,
however, straightforward to complicate the model by includ-
ing a traditional model of noisy observations.

As vyet another example, the skeptical system can be
arranged to reason about how a protected asset will respond to
user commands. Also, the skeptical system should implement
a response to any of the above that 1s commensurate with the
changing security situation. The responses of a skeptical sys-
tem should preferably include hedging, they should prefer-
ably include slack to account for uncertainty, and they should
preferably weigh the worst case of an intelligent adversary
attempting to counter them.

The user classification and anomaly detection module 42
continuously monitors the user actions in order to 1dentily
and classity the user 52 based on a learned pattern of actions
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characterizing the user 52 and based on anomalies 1n the way
the user 52 uses the protected asset. As discussed above, users
have typing and pointing styles that involve such character-
1stics as typing rate, typing rhythm, typing errors, click rate,
click rhythm, click errors etc. Also as discussed above, users
have certain patterns of interaction with computers (such as
the order 1n which applications are usually accessed) that the
user classification and anomaly detection module 42 can
learn and associate with the corresponding users. The user
classification and anomaly detection module 42 uses these
and other patterns and anomalies 1n order to i1dentity and
classity the user 52 and supplies this information to the threat
assessment module 46.

The user classification and anomaly detection module 42
may implement statistical techniques in characterizing and
identifving the user 52. Thus, the user classification and
anomaly detection module 42 can maintain a continuously
updated probability distribution over the space of known
users during a session. Because the actions of the user 52 may
apply unequally to the learned characteristics of plural users,
the user classification and anomaly detection module 42 can
assign a probability that the user 52 1s each of the users stored
in a user library of the memory 38. The user classification and
anomaly detection module 42, therefore, supplies both the
identifications and the corresponding probabilities to the
threat assessment module 46. The threat assessment module
46 can combine this information with information from the
authentication module 1n making a more positive 1dentifica-
tion. Alternatively, only the 1dentification of the user having
the highest probability need be supplied to the threat assess-
ment module 46. The user classification and anomaly detec-
tion module 42 can also supply information to the effect that
the user 52 1s not a known user, 1.e., a user stored 1n a user
library.

The authentication module 44 implements passive biomet-
rics to 1dentily the user 52 and supplies this identification to
the threat assessment module 46. As discussed above, such
passive biometrics, for example, can include face recognition
identification, fingerprint identification, voice recognition
identification, and/or stress detection through acoustic, visual
and/or infrared sensing. Passive biometrics may also include
retina and/or 1ris scans. Additionally or alternatively, active
recognition may be employed by the authentication module
44. For example, the authentication module 44 may direct the
user 352 to enter a pass word, a personal 1dentification number,
personal information, a fingerprint through use of a peripheral
device, a signature, hand geometry, etc. Such direction may
be random, periodic, and/or directed by the skeptical system
12 such as when the skeptical system 12 determines that the
user 52 1s suspicious.

One of the reasons to rely on both the user classification
and anomaly detection module 42 and the authentication
module 44 1s to increase the probability of identifying the user
52. An agent with hostile intent can either coerce an autho-
rized user to enter the authorized user’s correct identity or use
artificial means to trick the authentication module 44 into
believing that the authorized user 1s entering commands
when, 1n fact, 1t 1s the hostile agent.

As shown in FIG. 10, the threat assessment module 46 uses
the plan predicted by the plan recognition module 40, the
identity and/or classification of the user 52 from the user
classification and anomaly detection module 42, and the 1den-
tification from the authentication module 44 1n order to create
user models, session models, and/or cost models.

The user models establish the odds that a given user has a
particular primary motivation such as authorized use, spying,
sabotage, etc. The user models may also act as placeholders
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for unknown users who may be present. Further, the user
models are maintained over sessions. In other words, the user
models are maintained permanently and/or semi-perma-
nently, and are updated during each session.

The session models provide estimates of whether the plans
ol the user are normal or hostile. The threat assessment mod-
ule 46 may render each session model as a Bayesian belief
network. Session models relate one or more users 1n a proba-
bilistic fashion because the i1dentity of a user may not be
known with certainty due to the possibility of spoofing by a
knowledgeable insider that cannot be dismissed without con-
tinuous 1ntrusive authentication. The threat assessment mod-
ule 46 may be arranged to use the session models to periodi-
cally update the user models. That 1s, a session that 1s seen as
spying may make a particular user more likely to be suspected
of being a spy.

FIG. 11 provides an example of a session model 60 that 1s
associated with a user model 62 for user j. The session model
60 1s an example of a Bayesian belief network. The actual user
64 and the actual plan 66 are assumed to be not directly
observable and, therefore, must be inferred. However, the
session model 60 for session 1 maintained by the threat assess-
ment module 46 can observe a nominal user 1dentity 68 as
provided by the authentication module 44 and as supported by
an auxiliary authentication 70 provided by an auxiliary sys-
tem and as supported by a user profile 72 provided by the user
classification and anomaly detection module 42. The auxil-
1ary authentication 70 may use biometrics, a token in the
possession of the user, or on some shared secret or other
knowledge 1n the user’s possession to support identification
ol a user, whereas primary authentication 1s based on a pass-
word. The threat assessment module 46 for the session 60
may infer the actual user 64 from the nominal user identity 68
and from a predicted plan 74 provided by the plan recognition
module 40. Moreover, the threat assessment module 46 may
infer the actual plan 66 from the predicted plan 74 provided
by the plan recognition module 40.

The cost model 1s useful 1n determining an approprate
response to the threat as assessed by the threat assessment
module 46. The cost model 1s a model of the cost that 1s likely
to result from the itended plan predicted by the plan recog-
nition module 40. Costs may be stored 1n the memory 38 for
cach of the plans stored in the plan library and may be
accessed from the memory 38 based on the intended plan
provided by the plan recognition module 40.

The threat assessment module 46 determines the threat
dependent upon the user 1dentity, the estimated plan, and the
cost associated with the estimated plan. For example, the
memory 38 may store threat assessments as a function of the
estimated plan, the cost resulting from execution of the plan,
and the class of and/or i1dentity of the user currently 1ssuing
commands. The threat assessment module 46 then accesses a
particular one of the stored threat assessments using the esti-
mated plan, the cost resulting from execution of the plan, and
the class of and/or 1dentity of the user currently 1ssuing com-
mands as an address 1into the memory 38 and passes 1ts threat
assessment to the response planning module 48.

The response planning module 48 maintains a response
model that models the likely effectiveness of various
responses to the threat assessments provided by the threat
assessment module 46. The following are responses that can
be implemented by the response planning module 48 based
on the threat assessment from the threat assessment module
46. The commands of the user 52 can be simply passed to the
protected assets 50 because there 1s no substantial threat
(PASS). The commands of the user 52 can be logged for later
supervisory review because the threat 1s low (LOG). The
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commands of the user 52 can be delayed which 1s a useful
strategy 1n some denial-of-service (DoS) situations such as
where hackers attempt to deny users service by overloading
the Internet or a web site (DELAY). The user 52 may be
required to re-submit proof in order to authenticate the user’s
identity (AUTHENTICATE). The user 52 may be asked if the
user 52 intends the effect that the commands of the user 52 are
likely to have (VERIFY). Corroboration of the commands
may be required from another party before the commands are
implemented (CORROBORATE). The commands of the user
52 may be implemented but a backup of data or other infor-
mation may be maintained for later restoration 1n case the
commands prove to be improper (HEDGE). The user 52 may
be tricked into believing that the commands have been imple-
mented when, 1n fact, they have not (SPOOF). The commands
of the user 52 can be simply rejected (REJECT). The current
session can be simply terminated (TERMINATE). Moreover,
combinations of these responses can also be implemented.
These responses are stored and are accessed dependent upon
the threat assessment recerved from the threat assessment

module 46.

Accordingly, the skeptical system 12 acts as a filter on the
commands of the user 52 and maintains a skepticism about
the user 52 and the commands of the user 52.

As described above, the skeptical system 12 continuously
monitors the authenticity of the user 52 and of the commands
issued by the user 52. This continuous monitoring means
asking whether the 1ssuer of a command 1s really the entity 1t
claims to be. The skeptical system 12 continuously evaluates
the likely consequences of the commands 1t recerves. Accord-
ingly, the skeptical system 12 envisions the consequences of
commands and assesses losses should those consequences
occur. The skeptical system 12 continuously evaluates the
probable intentions behind the commands 1t receives.
Although 1ntent recognition 1s difficult to achieve generally,
certain normal and abnormal patterns of commands can
strongly indicate either benign or malign intent. The skeptical
system 12 actively intervenes only when safety, significant
economic losses, and/or environmental jeopardy warrants
intervention. The responses of the skeptical system 12 to user
commands are conditioned by its best estimate of authentic-
ity, integrity, consequences, and intent and are accordingly
implemented 1n a graded manner. There 1s a spectrum of
possible responses possible, from instant compliance to
counter action. The skeptical system 12 preferably conceals
its suspicions from doubted agents where revelation runs a
risk of being exploited. Providing too much feedback can
both be a distraction and allow the system to be more easily

fooled.

The skeptical system 12 should be tamperproof. There
should be no way for an attacker to subvert or sidestep the
skeptical mechanisms. No artifact 1s imperious from tamper-
ing, but the threshold for attacks of this sort must be set high
enough to make 1t very unattractive. The authority of the
skeptical system 12 should preferably have a limit. Some
person or group of persons should ultimately be able to coun-
termand the judgment of the skeptical system 12. The autho-
rized users of the skeptical system 12 should preferably know
of 1ts autonomy, its limits, and the protocol to override 1t. This
information need not be widely shared, but 1ts disclosure
should not diminish its security.

Certain modifications of the present invention will occur to
those practicing in the art of the present invention. For
example, as described above, the skeptical system 12 moni-
tors the identity and commands of the user 52. The user 52 has
been shown as a human being. However, the user 52 need not
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be a human being. As a result, the skeptical system 12 can be
used to monitor the identity and commands of other systems
such as computers.

In the above description, the skeptical system 12 has been
shown 1n connection with the protection of a chemical plant.
However, the skeptical system 12 can be used to protect other
assets. In each case, the plans stored in the plan library are
tailored to the specific application.

Accordingly, the description of the present invention is to
be construed as illustrative only and 1s for the purpose of
teaching those skilled in the art the best mode of carrying out
the invention. The details may be varied substantially without
departing from the spirit of the invention, and the exclusive
use of all modifications which are within the scope of the
appended claims 1s reserved.

We claim:

1. A computer-implemented skeptical method comprising:

monitoring commands of a user entered 1nto a computer;

predicting a plan of the user based on the monitored com-
mands;

assessing a threat based on the predicted plan;

selecting, from among a plurality of possible responses, a

response that 1s appropriate to the assessed threat; and
executing the selected response to store the assessed threat.

2. The skeptical method of claim 1 wherein the assessing of
the threat based on the user’s intent and plan comprises:

determining an 1dentity of the user; and,

assessing the thread based on the predicted plan and the

identity of the user.

3. The skeptical method of claim 2 wherein the determin-
ing ol an 1dentity of the user comprises determining the 1den-
tity of the user from a biometric input.

4. The skeptical method of claim 2 wherein the determin-
ing ol an 1identity of the user comprises determining the 1den-
tity of the user from a passive biometric mput.

5. The skeptical method of claim 2 wherein the determin-
ing ol an 1dentity of the user comprises determining the 1den-
tity of the user from an active biometric input.

6. The skeptical method of claim 2 wherein the determin-
ing of an 1dentity of the user comprises providing a user with
a message directing the user to authenticate the identity of the
user.

7. The skeptical method of claim 2 wherein the determin-
ing of an identity of the user comprises determining the 1den-
tity of the user from user patterns.

8. The skeptical method of claim 7 wherein the user pat-
terns comprise command patterns of the user.

9. The skeptical method of claim 7 wherein the user pat-
terns comprise typing patterns of the user.

10. The skeptical method of claim 7 wherein the user
patterns comprise pointing patterns of the user.

11. The skeptical method of claim 2 wherein the determin-
ing of an 1dentity of the user comprises determining the 1den-
tity of the user from user patterns and from user authentica-
tion.

12. The skeptical method of claim 1 wherein the predicting
of a plan of the user based on the monitored commands
COmMprises:

matching observed commands to plans 1n a stored plan

library; and,

predicting the plan of the user based on the matching plans.

13. The skeptical method of claim 12 further comprising
determining unobserved actions of the user from the match-
ing plans.

14. The skeptical method of claim 12 further comprising
determining unobserved actions of the user from reports of
state changes.
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15. The skeptical method of claim 14 further comprising
determining unobserved actions of the user from the match-
ing plans.

16. The skeptical method of claim 1 further comprising
determining unobserved actions of the user from reports of
state changes.

17. The skeptical method of claim 1 wherein the selecting
ol a response that 1s approprate to the assessed threat com-
prises selecting a response to hedge and limit risk.

18. The skeptical method of claim 1 wherein the plurality
ol possible responses comprises passing commands, logging
commands, rejecting commands, and terminating a session.

19. The skeptical method of claim 18 wherein the plurality
ol possible responses comprises requiring the user to again
provide the user’s identity, asking the user 1f the effects of the
commands are mtended by the user, and requiring corrobo-
ration from another party.

20. The skeptical method of claim 1 wherein the plurality
of possible responses comprises requiring the user to again
provide the user’s identity, asking the user 1f the effects of the
commands are mtended by the user, and requiring corrobo-
ration from another party.

21. The skeptical method of claim 1 wherein the assessing,
of the threat based on the predicted plan comprises maintain-
ing user models and session models, wherein the user models
relate to user 1dentification, and wherein the session models
relate to the predicted plan.

22 .'The skeptical method of claim 21 wherein the assessing,
of the threat based on the predicted plan further comprises
maintaining cost models, wherein the cost models relate to
consequential costs of the predicted plan.

23. The skeptical method of claim 21 wherein the session
models are rendered as a Bayesian belief network.

24. A computer-implemented skeptical method compris-
ng:

monitoring commands of a user entered 1nto a computer;

matching the commands to plans stored 1n a plan library;

predicting a plan of the user from the matching plans;

recerving information related to an 1dentity of the user;

assessing a threat assessment from a memory based on the
predicted plan and the user 1dentification information;

selecting, from among a plurality of possible responses, a
response that 1s approprate to the assessed threat assess-
ment; and

executing the selected response to store the assessed threat.

25. The skeptical method of claim 24 wherein the receiving,
ol information related to an i1dentity of the user comprises
receiving a biometric input.

26. The skeptical method of claim 24 wherein the receiving,
of information related to an i1dentity of the user comprises
receiving 1dentity information in response to a message
directing the user to authenticate the 1dentity of the user.

277. The skeptical method of claim 24 wherein the receiving,
ol information related to an i1dentity of the user comprises
determining 1dentity from user patterns.

28. The skeptical method of claim 24 wherein the receiving,
of information related to an i1dentity of the user comprises
determining the i1dentity of the user from user patterns and
from user authentication.

29. The skeptical method of claim 24 further comprising
determining unobserved actions of the user from the match-
ing plans.

30. The skeptical method of claim 24 further comprising
determining unobserved actions of the user from reports of
state changes.
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31. The skeptical method of claim 24 wherein the selecting
ol a response that 1s appropriate to the accessed threat assess-
ment comprises selecting a response to hedge and limit risk.

32. The skeptical method of claim 24 wherein the plurality
ol possible responses comprises passing commands, logging
commands, rejecting commands, and terminating a session.

33. The skeptical method of claim 24 wherein the plurality

ol possible responses comprises requiring the user to again
provide the user’s 1identity, asking the user if the effects of the

commands are mtended by the user, and requiring corrobo-

ration from another party.
34. The skeptical method of claim 24 wherein the assessing,

ol the threat assessment comprises maintaining user models

22

and session models, wherein the user models relate to user
identification, and wherein the session models relate to the

predicted plan.

35.The skeptical method of claim 34 wherein the assessing,
of the threat assessment further comprises maintaining cost
models, wherein the cost models relate to consequential costs
of the predicted plan.

36. The skeptical method of claim 34 wherein the session

1o models are rendered as a Bayesian belief network.
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