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METHOD OF FORMING DIRECTIONAL
WIRELESS NETWORKS USING IN-BAND
CHANNELS

FIELD OF THE INVENTION

The present mvention 1s directed to mobile communica-

tions networks, and more particularly to a method of forming,
mobile ad hoc wireless networks using directional antennas.

BACKGROUND OF THE INVENTION

Mobile ad hoc networking technology (MANET)
describes a self-orgamized, seli-healing wireless interconnec-
tion of communications devices to form an independent com-
munications network, or a network extension of a wired net-
working infrastructure. The most important characteristic
that distinguishes MANET 1s the absence of a fixed infra-
structure. The MANET network lacks any central server to
support standard networking functions such as routing, secu-
rity, neighbor discovery and data forwarding.

MANET has application to military communications net-
works. Security 1s of paramount concern 1n military applica-
tions. Low probability of detection (LPD), low probability of
interception (LPI), low probability of enemy exploitation
(LPE) and anti-jamming capabaility (Al), are features that are
advantageous 1 a mobile network for military operations.
These features would also be required for other mobile net-
work communications ivolving communication of confi-
dential or classified information.

Normally, when a node attempts to join a mobile network
during a neighbor discovery (ND) process, an announcement
packet (AP) or message 1s broadcast {from the node using an
omni-directional antenna. The announcement packet
includes the location of the node and other information nec-
essary for the node to gain access the network. Announce-
ment packets that are broadcast using an ommi-directional
transmission source are susceptible to detection or intercep-
tion by enemy recervers or other umintended recipients. Since
the omni-directional broadcast may be received by anyone
within range, the signals should be low power to avoid detec-
tion by an enemy. This 1s problematic since they must be high
enough 1n power to discover neighbors at the maximum net-
work formation range. Furthermore, omni-directional receiv-
ers for receiving the AP signals may be easily jammed by
enemy transmitters.

Typically during the ND process, the announcement mes-
sages or packets are transmitted 1n a different frequency from
that of the network communication band in order to avoid
interference with the ongoing communications between
nodes already connected to the network. This additional fre-
quency band, or out-of-band, signal consumes more of the
limited RF spectrum.

In contrast to the omni-directional antenna, directional
antennas, such as Phased Array Antennas (PAA) can focus
radiation energy in a narrow angle to form wireless links
between nodes 1 a network. Directional antennas have
advantageous properties for communications networking
such as high data transmission rates, long range communica-
tion, LPD, LPE, LPI and AJ as mentioned above. PAAs may
also be electronically guided to rapidly multiplex the avail-
able bandwidth amongst multiple communicating peers.
PAAs can be redirected 1n a few microseconds, which 1s a
characteristic that cannot be achieved with mechanically-
steered antennas.

Heretofore, directional antennas have been unsuitable for
MANET, because directional antenna communications
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require the transmitting and receiving nodes to be aligned.
Even 1f two nodes are within range, they cannot discover each
other if their respective antennas are not aligned. Alignment
ol the antennas 1s unlikely to occur until the relative locations
of both nodes are discovered by each of the nodes. The node
locations have to be established by ommi-directional antenna
communications as described above. In that case, an addi-
tional antenna must be provided at the node, dedicated solely
to the ND process, and adding additional cost and weight to
the node.

Theretfore, there exists a need for amobile communications
networking system and method using directional antennas for
neighbor discovery and data communications.

SUMMARY OF THE INVENTION

The present invention 1s directed to a method of mutually
discovering relative locations of a plurality of mobile nodes to
form a data communications network, the method comprising
initializing a signal transmission power level at a minimum
power level; mitializing an antenna scan direction 1n a first
predetermined direction of a plurality of directions; randomly
selecting, for each mobile node of the plurality of mobile
nodes, to transmit or to recerve an announcement packet
during one scan direction; transmitting, by at least one node,
an announcement packet via an antenna beam 1n response to
randomly selecting to transmit an announcement packet, the
antenna beam being directed 1n the predetermined direction
in a first synchronized time interval; focusing, by at least one
node, an antenna recerving beam to receive an announcement
packet transmitted from a transmitting node 1n response to
randomly selecting to recetve an announcement packet in the
first synchronized time interval; resetting the first predeter-
mined direction of the plurality of directions and repeating
the steps of transmitting an announcement packet and focus-
Ing a recerving beam 1n response to an announcement signal
not being receirved by a receiving node; and repeating the
steps ol resetting the direction for each scan, and repeating the
steps of transmitting an announcement packet and focusing a
receiving beam 1n response to an announcement signal not
being received by a recerving node until all of the plurality of
directions have been scanned.

The method also includes incrementing the power level by
a predetermined power level increment 1n response to a res-
ervation signal not being recerved by a transmitting node in all
scan directions at the initial power level, and repeating the
steps of transmitting an announcement packet and focusing a
receiving beam 1n response to an announcement signal not
being recerved by a receiving node, resetting the direction for
all of the plurality of scan directions; for progressive power
level increments until the signal transmission power level
exceeds a predetermined maximum power level; transmitting
a reservation signal from the recerving node back to the trans-
mitting node in a second synchronized time interval, in
response to a receiving node detecting an announcement
packet from the transmitting node; negotiating a data link
between the transmitting node and the recerving node in
response to the transmitting node recerving the reservation
signal from the receiving node; aligning the antenna from the
transmitting node with the antenna from the recerving node in
response to negotiating a data link; and configuring the trans-
mitting node to transmit a narrow, directional high power
beam for communication with the recerving node.

In another aspect, the invention 1s directed to a method of
forming a mobile ad hoc network of a plurality of mobile
nodes using directional antennas comprising randomly
assigning each node of a plurality of nodes randomly between
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a transmitting node and a recerving node; directionally scan-
ning over a predetermined range associated with a first power
level with a first beam carrying an announcement signal, for
a transmitting node; simultaneously with the scanming of the
first beam, directionally scanning at a highest power level
with a second beam, for a recerving node; increasing the level
of the first power level to extend the predetermined range
being scanned by the transmitting node, for a plurality of
successive power level increments, up to a maximum power
level; transmitting a reserve signal from the recerving node to
the transmitting node the announcement signal; and estab-
lishing a data link between the receiving node and the trans-
mitting node for high speed high gain operational communi-
cations 1n response to the recerving node recerving a
transmitted signal from the transmaitting node.

Also, the announcement signals and the reserve signals are
transmitted according to the spatial time division multiple
access protocol comprising: synchronizing a plurality of
potentially mobile nodes to predefined epochs of time for
communication scheduling; dividing the epochs of time into
a plurality of equal time slots; assigning at least two of the
equal time slots as control signaling slots; simultaneously
transmitting or receving an announcement packet in a first
control signaling time slot; transmitting a reservation signal
in response to a recerved signal 1n a second control signaling
time slot; establishing a data link 1n response to receving a
reservation signal; and communicating between at least two
mobile nodes via directional antenna high gain high rate data
link using at least two of the plurality of equal time slots not
assigned to control signaling.

The present imnvention 1s also directed to a mobile ad hoc
communications network system. The system includes a plu-
rality of mobile nodes and a communications protocol for
communications between mobile nodes. Each mobile node
includes at least one directional antenna. The directional
antennae have a plurality of power levels for scanming; and a
control device for transmitting and receiving data packets.
The control device 1s configured for adjusting a power level of
the directional antennae at a plurality of successively increas-
ing power levels and directing the directional antennae 1n a
plurality of directions.

Advantages of the present invention include low probabil-
ity of detection (LPD), low probability of interception (LPI),
low probability of enemy exploitation (LPE), and anti-jam-
ming (AJ) capabilities.

A Turther advantage of the present invention 1s that 1t pro-

vides a bounded discovery time for nodes that are relatively
distant.

Another advantage of the present invention 1s that nodes
are more likely to discover the nearest neighbor first.

Yet another advantage of the present invention 1s that the
highest antenna gains can be used by both transmitters and
receivers to discover neighbors at great distances.

Other features and advantages of the present invention will
be apparent from the following more detailed description of
the preferred embodiment, taken in conjunction with the
accompanying drawings which illustrate, by way of example,
the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a representation of the Spatial-Time Division
Multiple Access (S-TDMA) epoch structure used in an
embodiment of the neighbor discovery process.

FIG. 2 1s an example of a blind announcement during the
ND process.
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FIG. 3 1s an example of aresponse to a blind announcement
during the ND process.

FIG. 4A 1s graphic depiction of coverage regions corre-
sponding to each of 8 transmit power levels for ND.

FIG. 4B depicts 16 discovery scan rounds, with those 1n
which a neighbor in region R1 may be reached from the origin
of FIG. 4A shown shaded.

FIG. 5 1s a graph depicting Average Discovery Time versus
Distance between nodes.

FIG. 6 1s a flow chart of an embodiment of the neighbor
discovery process of the present invention.

FIG. 7 1s a graph depicting RF exposure time as a function
of the distance between nodes.

DETAILED DESCRIPTION OF THE INVENTION

The present invention provides a method of forming a
mobile network using directional antennas. Directional
antennas, such as Phased Array Antennas (PAA) can focus
radiation energy in a narrow angle to form wireless links
between nodes 1n a network. Directional antennas have a
number of advantageous properties for communications net-
working—high data transmission rates, long range commu-
nication, as well as LPD, LPE, LPI and AJ as mentioned
above. The present invention implements neighbor discovery
with blind announcements without sacrificing the inherent
LPD advantages of directional antennas.

The neighbor discovery process, 1.e., the sending and
receiving of the announcement packets (AP), exchanging
position information and selecting slots for a persistent link,
1s based on Spatial-Time Division Multiple Access
(S-TDMA) protocol architecture. Referring to FIG. 1, the
neighbor discovery process of the present invention uses a
control structure or architecture generally designated as 30.
The control structure 30 corresponds to a synchronous time
cycle, or epoch 30 nominally consists of many normal com-
munication slots and a smaller number of slots constituting a
control channel reserve. In the example o1 FIG. 1, epoch 30 1s
one hundred milliseconds 1in duration, and 1s divided into
twenty consecutively numbered slots, each slot representing
an equal subdivision of the epoch 30. Two slots, 30a and 305,
1.e. slots 3 and 9 1 FIG. 1 constitute the control channel
reserve. It 1s to be understood that any two slots can be
selected for the control channel reserve and neighbor discov-
ery. The duration of the epoch 30, the number of slots per
epoch, and the number of slots reserved for control may be
varied. The parameters 1n F1G. 1 are given by way of example
and not limitation.

During each epoch 30, one direction (1.e., piece of solid
angle) per configured antenna can be searched. The term solid
angle 1s understood as the angle that, seen from the center of
a sphere, includes a given area on the surface of that sphere.
The value of the solid angle 1s numerically equal to the size of
that area divided by the square of the radius of the sphere. This
constitutes one step 1n the scan. Notionally, assuming that the
total assigned search space 1s 4m steradians, the number of
directions to complete one scan round 1s given by N where
N~(2r/theta)?, and theta is the width of the search beam (i.e.,
3 dB beam width). Assuming n antennas, one step can search
n directions. Completion of all directions 1n the assigned solid
angle search space at one power level 1s defined to be a scan
round. IT multiple (e.g., 8) power levels are employed,
completion of a round at each level 1s a complete scan.

FIGS. 2 and 3 illustrate an exemplary application of neigh-
bor discovery using directional antennas to form a mobile ad
hoc network. Three mobile nodes—a pair of ground vehicles
10, 12, and an aircrait 14 are deployed 1n a military theatre
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with boundaries defined by an 1maginary cylinder 16. The
beams 18, 20, and 22 scan a configurable amount of solid
angle, dependent on the number of antennas and disposition
ol nodes. For example, ground nodes might merely search 2w
steradians up and 1gnore the opposite hemisphere, 1.e., the
down hemisphere, whereas airborne nodes might merely
search 2m steradians down and 1gnore the opposite hemi-
sphere, 1.¢., the up hemisphere. In addition, nodes with n burst
modems and n quasi-orthogonal antennas might produce n
simultaneous beams 1n the same scan step, thus covering the
assigned solid angle of search space 1 1/n the number of
steps. The beams 18, 20 and 22 scan their assigned solid angle
in steps at predetermined intervals.

In FIG. 2, during the first control slot 30a (e.g., slot 3) of the
TDMA epoch 30 the first vehicle 10 transmits a low-energy,
wide beam signal 18, the aircrait 14 transmits a low-energy,
wide beam signal 20, and the second vehicle 12 generates a
high-gain, narrow reception beam 22. The low-energy, wide
beams 18, 20 (also referred to as spoiled beams) may have up
to a 120° angular width. When a reception beam 22 receives
an AP Post message in first control slot 30a over a spoiled
transmission beam 18, vehicle 12 learns the location and free
slots of node 10. By assumption, in this figure the announce-
ment of node 14 1s unheard by the other nodes 10, 12.

In FIG. 3, the handshake 1s completed 1n a second control
slot 300 (e.g., slot9) 1n the same TDMA epoch 30. Node 12
makes a slot selection from the free list received 1n slot 3, and
returns its location tonode 10 1n an AP Reserve message in the
second control slot 305. Note that the AP Reserve 1s sent with
a narrow beam 22, since node 12 now knows the location of
node 10, and that node 10 receives with a spoiled beam 18,
since node 10 does not yet know the node with which 1t might
have begun communication. The link activation agreement
inherent in the AP Post/Reserve transaction 1s implemented 1n
the succeeding 100 msec epoch, when nodes 12 and 10 begin
normal operational communications using the agreed-to slots
(1.e., any slots except the reserved control slots 3 and 9).

Each mobile node decides whether to transmit an AP 1n a
spoiled wide beam, or to receive directionally, at each scan
step. A spoiled beam 1s constructed by selectively turning a
certain number of elements 1n the PAA off. As described more
tully below, the decision whether to transmit or receive 1s a
random decision, and every node decides imndependently of
other nodes, whether to transmit or receive. If a node trans-
mits an AP (Post AP), a low-energy spoiled beam signal 1s
sent, €.g., transmission beam 18, 20 from FIG. 2. IT a node
decides to recerve, 1t focuses a high gain directional beam
(e.g., reception beam 22 from FIG. 2) in the “next” direction
in the search process. The receive beam directions 1 30a
(e.g., slot 3) are synchronized across the network using GPS.
This 1s referred to as “receive lock step”. The meaning of
receive lock step 1s that for all nodes receiving during time
slot 30qa, the bore sites of each receiving (Rx) beam have the
same azimuth and elevation, as defined by the plane tangent to
the World Geodetic System 84 (W(GS-84) reference ellipsoid
at the nodes’ current location. This means that body rotations
relative to the local tangent are removed before the next
azimuth and elevation are programmed 1nto the beam former.
IT a receiving node receives a Post AP 1n slot 30a from FI1G. 2,
it then transmits a second AP (Reserve AP) 1n a second pre-
determined slot 1n the epoch 30, 1.¢. 305 from FIG. 3, using a
high-energy directional beam aligned with the location of the
node that sent the Post AP. When the originating node of the
Post AP receives the Reserve AP message, a link activation
may be agreed to. This would take effect in the next epoch 30.

The scanning process 1s configured 1nto multiple rounds. A
transmitting node transmits the Post AP at a minimum power
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level until the first scan round 1s complete. In each successive
round, the transmitting node increases the transmission
power by a predetermined level, e.g., 6 dB until the node
reaches the maximum transmission power. The number of
power levels 1 this process 1s variable based on the charac-
teristics of the operational environment. A greater number of
power levels (1.e., scan rounds ) require more time to complete
the scanming process, and a smaller number of power levels
may increase the probability of adverse detection. By incre-
mentally 1increasing the transmission power, the probability
of detection by others 1s reduced, since the mobile node
transmits at the minimum power level necessary to reach the
nearest neighbor node.

Referring next to FIGS. 4A and 4B, a graphical analysis of
the neighbor discovery method and protocol 1s presented. A
series ol concentric circles define increasing levels of trans-
mission power from a transmitting node attempting to dis-
cover a neighboring node. The distance between the respec-
tive nodes 1s designated as d, and transmission ranges R, and
R, represent the range of the beam at a specified transmis-
sion power level (EIRP). With this basis, FIG. 5 presents
quantitative results for discovery time for an example

embodiment. In the following equations, the variables are
defined as follows:

N=number of scanning directions
T _=the duration of the epoch
L=number of transmission power levels

R =the range of each transmission power level, where 1 1s
an 1teger, 1=0, . . . , L, where R,=0

An average neighbor discovery time can be calculated as
follows, conditioned on the neighbor discovery yielding a
successiul communications linkage. The discovery time 1s 1n
the range [INT_, (141)NT_]. Assuming the relative direction
between two nodes 1s uniformly distributed over the 4
sphere, the average discovery time 1s ((21+1)/2) NT _, where
1=0, 1, ..., L-1 (when1=0, 0<d,=R,). The discovery time T _,
if the current round 1s a success, 1s determined by the follow-
ing equation:

2,_'+1
T, =

NT,
| 2

Assuming the probability of success to be p, the discovery
time T , 1s determined by the tfollowing equation:

Ty =p ) (To (1= p)™) + (L= p)" {(INT, + Ty)

Assuming that the nodes are uniformly distributed, the
probability P . that the distance between two nodes 1s d—1.¢.,
R.<d,=R,_,, determined by the following:

Thus, the average discovery time between 2 nodes that are
within R,, 1s given by:
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The probability of success p 1s determined by the neighbor
discovery protocol and the packet loss rate. Assuming no
packet loss, p=2, since two nodes can only discover each
other when one node 1s transmitting and the other 1s receiving
in the first ND slot of a ND slot pair. If the packet success rate
1S P.,.....c, a0d assuming packet loss 1s independent of the
process where a node determines its role, 1.¢., transmitting or
receiving, in the first ND slot, the probability of success 1s

P="2 Psuccess-

Referring next to FIG. 6, a method of the present invention
1s 1llustrated by a flow chart 200. A new scan or cycle starts at
step 202 (Start). In step 204, the transmission power 1s set at
the mimmum power level, and the scan direction 1s set at a
first direction. In the next step 206, a random binary selection
process (e.g., tossing a fair coin) 1s implemented. In step 208,
a decision 1s made based on the outcome of the random coin
toss. IT the coin toss 206 results 1n a first result (e.g., head),
then the “head” node transmits with a wide beam 1n the first
ND slot (e.g., slot 3) as indicated 1n step 210, and proceeds to
step 212. In step 212, the “head’ node receives with another
wide beam 1n the second ND slot. In step 214, the “head” node
determines 11 a Reserve AP signal was recetved 1n the second
ND slot. If in step 214 1t 1s determined that a Reserve AP
signal was recerved, the “head” node proceeds to step 216. In
step 216, the link 1s established and each appears in the
neighbor table of the other.

Returning to the decision step 208, 1f the random process
generates a second result (e.g., tail), the “tail” node 1s set to
receive directionally via a high gain narrow beam 1n the first
ND slot 1n the first scan direction at step 218. At the conclu-
sion of slot 3 the “tail” node then proceeds to step 220 to
determine 11 a Post AP was received 1n first ND slot. If yes,
then the “tail” node transmits a Reserve AP response direc-
tionally back to the announcer or transmitting node 1n step
222, and the “tail” node proceeds to step 216 to establish a
link as described above. Returning to steps 214 and 220, 11 1n
either case the determination was that there was not arecerved
signal (Reserve AP or Post AP) respectively, the ND step (for
this epoch) 1s complete. In etther case, the node updates the
next scan direction (224) and power level (228) (if a round 1s

completed), and proceeds to step 206 to determine its role for
the next step (1.e. next epoch).

When a link 1s established between nodes, whether through
transmission of an AP Reserve (by a “tail” node) or receipt of
an AP Reserve (by a “head” node), as indicated 1n step 216,
the respective nodes will communicate 1n the agreed-upon
slots 1n the next epoch. Each node type, “tail” or “head” then
immediately proceeds to prepare ND for the next epoch by
determining the next direction, next power level, and nextrole
(1.e., head or tail). The scanning process continues 1n the
manner described above.

While 1t 1s preferred that the method of the present inven-
tion be embodied in one or more computer programs and
executed by a microprocessor-based controller or computer,
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8

it 1s to be understood that the method may be implemented
and executed using digital and/or analog hardware by those
skilled 1n the art.

By implementing the method of FIG. 6, the average time to
discover a nearest neighbor (Average Discovery Time) 1s
maintained at a low level, and a node 1s more likely to discover
its nearer neighbor nodes. In the example there are eight
power level increments, although the system may be config-
ured for more or less power level increments, depending on
the particular circumstances. As shown in FIG. 4A, the eight
power levels correspond to progressively longer radial dis-
tances (d,) from the node. At the first power level nodes within
arange R, are discoverable. After completing the scan round
at power level 1, the power level 1s incremented and extends
to signal to a range R, which also includes all nodes within
R,. After again scanning 1n all directions, the power level 1s
again incremented, and all nodes within R, are discoverable,
including nodes within R, and R,. This sequence continues
for ranges R, through R,, until the maximum range R, 1s
covered by the scan, which includes all of the nodes within
ranges R, through R,. FIG. 4B 1llustrates 16 rounds or two
complete scanning processes. As can be seen from the graph
in FIG. 4B, nearest nodes within the R, range are scanned 1n
every round (1.e., at every power level), and furthest nodes
within R, are scanned only one time 1n every eight rounds.
The advantages of the successive rounds of increasing power
level are first, that nearest neighbors are discovered and
linked to first: Shorter links makes co-channel interference
between neighbors easier to control. Second, 1n this way the
probability that two recerving nodes 1n the same direction at
disparate distances will respond to the same AP Post is
reduced. This reduces the chance of colliding responses at the
“head” node 1n slot 9. Third, each announcement sends only
enough power to reach neighbors at a specified range, thus
reducing adverse detection by distant adversaries. The disad-
vantage 1s that the time to discover neighbors at longer ranges
1s correspondingly increased. These factors are traded as the
ND process 1s configured for each mission.

FIG. 7 provides another graphical i1llustration of RF expo-
sure as a fraction of the total time, as a function of distance.
The equations that define the exposure time T, are as follows:

1 Slotlength ( i )

2" Epochlength T L

Tdf (-xa Y, Z) —
I—1

T(X,. Vs Z) — ZTdi(x’ Y, Z)xpdi
1=0

1 SlotLength

X X
2 Epochlength

In the example of FI1G. 7, the greatest RF exposure time was
2.5% ol the time, 1n the nearest detectable range correspond-
ing to the lowest power level. The detectable distance at the
first power level was approximately 0.1 nautical mile. The
exposure time 1n the detectable range 1s that fraction of time
for which the recerved RF energy 1s beyond some detectabil-
ity threshold (-100 dBm 1n this example). Comparing FIGS.
5 and 7 1t 1s apparent that discovery range 1s significantly
larger than the detectable range for a given transmission
power level. By assumption, a neighbor has a 25 dB process-
ing gain advantage relative to an adversary, as discussed
below. The RF exposure time was 0.5% of the time 1n the
detectable range corresponding to the highest power level,
which from FIG. 7 lies approximately between 9.0 and 17.68
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nautical miles. The graph in FIG. 7 thus demonstrates the
advantage of very low probability of detection. To be inter-
cepted, the signal would have to be detected in the corre-
sponding fraction of time that the transmit beam 1s exposed,
and while the interceptor 1s aligned 1n the same direction as
the transmitting node antenna. Thus, neighbor discovery time
1s traded for LPD as the distance between nodes increases.
Nearby neighbors are more robust to packet loss rate, while
neighbors in the farthest region have the highest level of LPD
protection. LPD 1s of greater concern for far regions. The
nearer the region, the less that LPD 1s a concern, due to nature
of the concept of military operations. The LPD need for the
nearer region 1s not as high as that of a region farther away

The system also relies on processing gain to further reduce
the probability of detection. Since the EIRP of a transmitting,
antenna (1.e., on the “head” node) 1s 25 dB lower than neces-
sary to reach neighbors at max range, this loss in the spoiled
beam must be compensated for by a correspondingly large
processing gain in the receive modem (1.e., on the *“tail”
node). The data rate of the Post AP 1s at a minimum, with a
maximum number of chips per bit. A modem that 1s aware of
the non-linear coding scheme can then pull the signal from
this low power spoiled beam, but to an adversary 1t will be
indistinguishable from noise. The sidelobes of the PAAs used
are presumed to be 25 dB down from the main beam when
operated at high gain during normal communication slots. As
such, adversaries are already presumed to require this type of
sensitivity to detect the network from its sidelobe energy. A
key feature of the ND invention 1s that the energy of its spoiled
beam AP Post, which i1s inherently a blind announcement, 1s
no greater than the sidelobe energy of a high gain beam
directed at an established peer whose location 1s known.
Indeed, 1t 1s primarily on this basis that neighbor discovery
and link formation can be achieved with a low probability of
detection. That 1s, directional energy 1s inherently hard to
detect: A detecting adversary must either be in the main beam
and so be easily detected himself, or be capable of detecting
the presence of the network elements through their sidelobe
energy. Our ND process achieves neighbor discovery and link
formation at maximum range using blind APs without com-
promising this inherent advantage of directional antennas. By
applying the concept of processing gain with directional
antennas, 1t 1s possible for a transmitting node to announce
itsell at 25 dB reduction 1n signal power, and yet be detected
at the maximum range by an “aware” receiver node, 1.€., a
node having the correct signal processing algorithm. After a
successtul discovery results 1n a data linkage, the recervers
switch to normal processing gain (PG) mode, and the trans-
mitters switch to normal highly directional beams for com-
munications.

As 1llustrated by FIG. 5, the average discovery time for
cach range of eight ranges, 1s indicated as a function of
distance between nodes, for various packet success rates (no
packet loss 1s equal to 1.0; 30% packet loss 1s equal t0 0.7). In
the example of FIG. 5, the time to discover the turthest node
1s less than two minutes and thirty seconds for a test range up
to twenty nautical miles (nm), although the system 1s capable
of successiully discovering nodes separated by at least 250
nm. Discovery time increases as the distance increases. The
discovery time 1s more sensitive to distance than to the packet
success rates. For example, 1n one test the distance between
two nodes being within the power level three range, the aver-
age discovery time 1s 97.48 seconds with 100% packet suc-
cess rate; 1f the distance between the two nodes 1s within the
power level one ranges, the average discovery time 1s 96.6
seconds with a 50% packet success rate.
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The spatial aspect of the invention 1s possible through the
use of directional antennas, because communications are catr-
ried through aligned antennas. If a pair of nodes are linked via
a narrow beam transmitter, a second pair of nodes can com-
municate concurrently over the same frequency, provided the
second pair 1s not directly aligned with the first pair. The two
concurrent communications links within the same general
space do not interfere with each other, thereby providing
greater utilization of the available RF spectrum.

The spatial aspect of the invention may be further enhanced
by the neighbor discovery process. Nodes that have no avail-
able resources to continue link formation can still continue
the ND AP Post process. The AP might, for example, com-
municate the various directions and times 1n which the node 1s
currently transmitting and receiving. This 1information
enables other nodes to selectively link with other nodes so as
to avold interference with existing links. Thus 1n addition to
implementing their primary management function of neigh-
bor discovery and 1nitial link activation, the control slots may
be used to communicate other network management infor-
mation.

The neighbor discovery algorithm provides a logical emu-
lation of an ommnidirectional antenna, by accomplishing over
time a scan of the entire space, that which an omnidirectional
antenna does instantaneously. The present invention however,
does not reserve a separate frequency band, nor does it require
a separate antenna to accomplish the neighbor discovery pro-
cess. The scheme set forth enables the formation of the short-
est links—those with the nearest neighbors—thereby local-
1zing to the extent possible the use of available RF spectrum.
Interference between neighbors 1s thereby easier to control.

It should be noted that the neighbor discovery process set
forth above does not always result 1n a link between the
nearest neighbors. Reasons may exist for not establishing a
link after a new node has been identified. For example,
resources may be fully utilized, scheduled for a higher prior-
ity link, reserved for higher-level processes to augment exist-
ing links 1n need of additional capacity, or prohibited under
predetermined routing policies.

By reducing transmit power during “blind” (1.e., position
ol neighbor 1s unknown) announcements to side lobe levels,
the neighbor discovery process of the present invention does
not increase the probability of detection over the probability
that 1s inherent during operational communications. Also, by
compensating for this reduced power with processing gain,
neighbor discovery occurs within the maximum range speci-
fied for operational communications. The neighbor discovery
process thus assures that during a “blind” announcement
process, the probability of being detected does not increase
over the operational communications baseline. By providing
multiple (e.g., 8) scan rounds at increasing power levels, LPD
1s enhanced—while transmitting at the mimmum power
required to reach near neighbors, potential collisions between
responding nodes are reduced in the receiving slot. Further,
by sending a limited amount of power 1n each announcement
the probability that multiple receiving nodes will respond to
the same announcement 1s reduced.

While the invention has been described with reference to a
preferred embodiment, it will be understood by those skilled
in the art that various changes may be made and equivalents
may be substituted for elements thereol without departing
from the scope of the mvention. In addition, many modifica-
tions may be made to adapt a particular situation or material
to the teachings of the imvention without departing from the
essential scope thereof. Therefore, 1t 1s intended that the
invention not be limited to the particular embodiment dis-
closed as the best mode contemplated for carrying out this
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invention, but that the invention will include all embodiments
falling within the scope of the appended claims.

The mvention claimed 1s:

1. A method of mutually discovering relative locations of a
plurality of mobile nodes to form a data communications
network, the method comprising:

initializing a signal transmission power level at a minimum

power level;

initializing an antenna scan direction 1n a first predeter-

mined direction of a plurality of directions;

randomly selecting, for each mobile node of the plurality of

mobile nodes, to transmit or to receive an announcement
packet during one scan direction;
transmitting, by at least one node, an announcement packet
via an antenna beam in response to randomly selecting
to transmit an announcement packet, the antenna beam
being directed in the predetermined direction 1n a first
synchronized time nterval;
focusing, by at least one node, an antenna recerving beam
to recerve an announcement packet transmitted from a
transmitting node 1n response to randomly selecting to
receive an announcement packet in the first synchro-
nized time interval;
resetting the first predetermined direction of the plurality
of directions and repeating the steps of transmitting an
announcement packet and focusing a receiving beam 1n
response to an announcement signal not being recerved
by a recerving node; and
repeating the steps of resetting the direction for each scan,
and repeating the steps of transmitting an announcement
packet and focusing a recerving beam 1n response to an
announcement signal not being received by a receiving
node until all of the plurality of directions have been
scanned.
2. The method as set forth claim 1, also including:
incrementing the power level by a predetermined power
level increment 1n response to a reservation signal not
being received by a transmitting node 1n all scan direc-
tions at the 1imitial power level, and repeating the steps of
transmitting an announcement packet and focusing a
receiving beam 1n response to an announcement signal
not being received by a receiving node, resetting the
direction for all of the plurality of scan directions; for
progressive power level increments until the signal
transmission power level exceeds a predetermined
maximum power level.
3. The method as set forth 1 claim 2, also including:
transmitting a reservation signal from the receiving node
back to the transmitting node in a second synchronized
time 1nterval, in response to a recerving node detecting,
an announcement packet from the transmitting node;

negotiating a data link between the transmitting node and
the recerving node 1n response to the transmitting node
receiving the reservation signal from the receiving node;

aligning the antenna from the transmitting node with the
antenna from the receiving node in response to negoti-
ating a data link; and

configuring the transmitting node to transmit a narrow,

directional high power beam for communication with
the recerving node.

4. The method as set forth 1n claim 2, also including return-
ing the transmission power level to the minimum power level
and the antenna direction to the first predetermined direction
and repeating the steps ol randomly selecting to transmit or to
receive an announcement packet during one scan direction;
transmitting an announcement packet 1n a first synchronized
time interval; and focusing by at least one node a recerving,
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beam to recerve an announcement packet transmitted from a
transmitting node, until a data link 1s activated for the trans-
mitting node.

5. The method of claim 1, wherein transmitting of the
announcement packet 1s via a wide angle communication
beam.

6. The method of claim 5, wherein the antenna receiving
beam 1s a narrow angle communication beam for reception of
an announcement packet.

7. A method of forming an ad hoc mobile network using a
spatial time division multiple access protocol, comprising;:

synchronizing a plurality of mobile nodes to predefined

epochs of time for communication scheduling;;
dividing the epochs of time into a plurality of equal time
slots:

designating at least two of the equal time slots as control

signaling slots;

simultaneously transmitting or receiving an announcement

packet 1n a first control signaling time slot by the plural-
ity of mobile nodes;
transmitting a reservation signal by at least one mobile
node 1n a second control signaling time slot 1n response
to rece1ving a transmitted signal from at least one mobile
node 1n the first control signaling time slot; and

establishing a data link between the transmitting node and
the receiving node 1n response to the transmitting node
receiving a reservation signal and

communicating between the transmitting and the receiving,

mobile nodes via directional antenna high gain high rate
data link using at least two additional time slots of the
plurality of equal time slots.

8. A method of forming a mobile ad hoc network of a
plurality of mobile nodes using directional antennas compris-
ng:

randomly assigning each node of a plurality of nodes ran-

domly between a transmitting node and a receiving
node;
directionally scanning over a predetermined range associ-
ated with a first power level with a first beam carrying an
announcement signal, for a transmitting node;

simultaneously with the scanning of the first beam, direc-
tionally scanning at a highest power level with a second
beam, for a recerving node;

increasing the level of the first power level to extend the

predetermined range being scanned by the transmitting
node, for a plurality of successive power level incre-
ments, up to a maximum power level;
transmitting a reserve signal from the receiving node to the
transmitting node the announcement signal; and

establishing a data link between the recerving node and the
transmitting node for high speed high gain operational
communications in response to the recerving node
receiving a transmitted signal from the transmitting
node.

9. The method as set forth 1n claim 8, also including reset-
ting the transmitting power level to the first power level and
repeating the scanming steps for the first power level and for
the successive power levels.

10. The method of claim 8, wherein the announcement
signals and the reserve signals are transmitted according to
the spatial time division multiple access protocol comprising;:

synchronizing a plurality of potentially mobile nodes to

predefined epochs of time for communication schedul-
Ing;

dividing the epochs of time into a plurality of equal time

slots:
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assigning at least two of the equal time slots as control

signaling slots;

simultaneously transmitting or recerving an announcement

packet 1n a first control signaling time slot;
transmitting a reservation signal in response to a received
signal 1n a second control signaling time slot;
establishing a data link 1n response to receiving a reserva-
tion signal; and
communicating between at least two mobile nodes via
directional antenna high gain high rate data link using at
least two of the plurality of equal time slots not assigned
to control signaling.

11. The method as set forth in claim 8, wherein the first
beam 1s configured as a wide angle spread beam.

12. The method as set forth in claim 8, wherein the second
beam 1s configured as a narrow spread beam.

13. The method as set forth 1n claim 8, wherein the direc-
tional antenna 1s a phased array antenna.

14. The method as set forth 1n claim 13, wherein the phased
array antenna 1s electronically guided to change directions
within a time interval less than a predetermined epoch of time.

15. A mobile ad hoc communications network system com-
prising:

a plurality of mobile nodes;

a commumnications protocol for communications between

mobile nodes:

cach mobile node comprising at least one directional

antenna, the at least one directional antenna having a
plurality of power levels for scanning; and

a control device for transmitting and recerving data pack-

cts, the control device being configured for adjusting a
power level of the at least one directional antenna at a
plurality of successively increasing power levels and
directing the at least one directional antenna 1n a plural-
ity of directions.

16. The system of claim 15, wherein the control device 1s
also configured for resetting the first predetermined direction
of the plurality of directions and repeating the steps of trans-
mitting an announcement packet and focusing a recerving,
beam 1n response to an announcement signal not being
received by a receiving node; repeating the steps of resetting,
the direction for each scan, and repeating the steps of trans-
mitting an announcement packet and focusing a receiving
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beam 1n response to an announcement signal not being
received by a recerving node, until all of the plurality of
directions have been scanned.

17. The system of claim 16, wherein the control device 1s
also configured for transmitting a reservation signal from the
receiving node back to the transmitting node 1n a second
synchronized time interval in response to a recerving node
detecting a recerved announcement packet from the detected
transmitting node; negotiating a data link between the trans-
mitting node and the receiving node 1n response to the trans-
mitting node recerving a reservation signal from the recerving,
node; aligning the transmitting node antenna with the receiv-
ing node antenna; and configuring the transmitting node sig-
nal carrier beam to a narrow, directional high power beam.

18. The system of claim 17, wherein the control device 1s
also configured for incrementing the power level by a prede-
termined power level increment 1n response to a reservation
signal not being received by a transmitting node 1n all scan
directions at the initial power level, and repeating the steps of
transmitting an announcement packet and focusing a receiv-
ing beam 1n response to an announcement signal not being
received by a recerving node, resetting the direction for all of
the plurality of scan directions, the power level being incre-
mented 1n progressively greater power level increments until
the signal transmission power level exceeds a predetermined
maximum power level.

19. The system of claim 15, wherein the control device 1s
also configured for randomly selecting, for each mobile node
of the plurality of mobile nodes, to transmit or to recetve an
announcement signal during one antenna scan direction and
transmits an announcement signal 1n response to randomly
selecting to transmit an announcement packet; and focusing a
receiving beam to receive an announcement signal transmit-
ted from a transmitting node 1n response to randomly select-
ing to recerve an announcement packet.

20. The system of claim 15, wherein the directional
antenna 1s a phased array antenna 1s steerable in a plurality of
directions.

21. The system of claim 20, wherein the phased array
antenna 1s capable of changing directions within less than an
epoch of 100 msec 1n duration.
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