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METHODS AND SYSTEMS FOR MANAGING
USER ACCESS TO COMPUTER SOFTWARE
APPLICATION PROGRAMS

FIELD

The present invention relates to data processing systems. In
some embodiments, the present invention relates to methods
and apparatus for securing access to aspects of data process-
Ing systems.

BACKGROUND

It 1s common for large orgamizations to operate numerous
computers linked together by one or more data communica-
tion networks. A large part of the operation of the computers
may be controlled by application computer soltware pro-
grams that allow the computers to perform desired functions.
In some organizations, the total number of application pro-
grams may be in the hundreds.

In many cases, each application program 1s accessible by a
considerable number of users. Conventional computer sys-
tem security practices call for access to each application
program to be limited to a specific list of users. It 1s also
frequently the case that among authorized users of an appli-
cation program, various levels of access may be defined.
Typically, a data structure known as an “access control list” 1s
associated with each application program that runs on a com-
puter of the computer system. The access control list stores
data that i1dentifies authorized users of the application pro-
gram, and 1f appropriate also indicates the level of access
assigned to each authorized user.

Although the access control list mechanism allows for
assignment of user access on an application-by-application
basis, 1t 1s not conducive to global management and oversight
of access assignments for application programs. Among other
shortcomings ol access control lists, such lists do not per se
allow system administrators to assure that undesirable com-
binations of assignments are not made.

SUMMARY

To address the foregoing, embodiments of the present
invention concern a method, an apparatus, and a medium
storing processor-executable process steps to install a plural-
ity of application software programs in a computer system;
define user access assignments for each of the application
soltware programs for a respective plurality of users; store, 1n
a user access repository, data which represents all of the user
access assignments; define a user access rule; and analyze the
data 1n the user access repository to determine whether the
user access rule 1s violated by the user access assignments.

In some aspects, the user access rule may forbid any of the
users to have access both to a first one of the applications and
to a second one of the application. In some aspects, the user
access rule may forbid any of the users who 1s a member of a
certain department to have access to a certain one of the
applications. In some aspects, the user access rule may forbid
any ol the users who 1s located 1n a certain office to have
access 1o a certain one of the applications.

In other aspects, embodiments of the present invention
concern a method, an apparatus, and a medium storing pro-
cessor-executable process steps to install a plurality of appli-
cation software programs 1n a computer system; define user
access assignments for each of the application software pro-
grams for a respective plurality of users; store, 1n auser access
repository, data which represents all of the user access assign-
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ments; and archive the data stored in the user access reposi-
tory on each of a plurality of occasions.

In some aspects, a user access rule may be defined and the
data 1n the user access repository analyzed to determine
whether the user access rule 1s violated by the user access
assignments, and the rule and the results of the analysis may
be archived.

As used herein and 1n the appended claims, to “archive”
refers to storing data on a recording medium permanently—
1.e., for a period of months or years—rather than merely
backing up data for a relatively short period of time until a
subsequent back-up operation occurs.

In other aspects, embodiments of the present invention
concern a method, an apparatus, and a medium storing pro-
cessor-executable process steps to install a plurality of appli-
cation software programs in a computer system; define user
access assignments for each of the application software pro-
grams for arespective plurality of users; store, 1n auser access
repository, data which represents all of the user access assign-
ments; display 1n a screen display some of the data (the screen
display including a display element to indicate that one of the
user access assignments 1s to be revoked); detecting actuation
of the display element; and respond to the detected actuation
of the display element by sending an electronic mail message
to a system administrator to indicate that the one of the user
access assignments 1s to be revoked.

As used herein and 1n the appended claims, “system admin-
1strator” refers to any user who 1s authorized to change autho-
rization ol users to access of one or more aspects of an
application soitware program.

With these and other aspects of the mnvention, centralized
management of user access assignments may be conveniently
implemented and system-wide policies 1n regard to user
access assignments may be etficiently enforced.

With these and other advantages and features of the inven-
tion that will become hereinafter apparent, the invention may
be more clearly understood by reference to the following
detailed description of the mvention, the appended claims,
and the drawings attached hereto.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of a system consistent with the
present invention.

FIG. 2 1s a block diagram of one embodiment of a typical
one of a number of servers included 1n the system of FIG. 1.

FIG. 3 1s a block diagram of one embodiment of an autho-
rization monitoring server included 1n the system of FIG. 1.

FIG. 4 1s a functional block diagram that illustrates opera-
tions performed by the authorization monitoring server of
FIG. 3.

FIG. 35 illustrates in tabular form an example of a user
access repository maintained 1n the authorization monitoring
server of FIG. 3.

FIG. 6 1s a block diagram of one embodiment of a typical
one of a number of client computers that are included 1n the
system of FIG. 1.

FIG. 7 1s a flow diagram that illustrates an exemplary
process for updating the user access repository of FIG. 5.

FIG. 8 1s a flow diagram that i1llustrates an exemplary
process for handling a termination of employment or transier
of an employee of the organization that operates the system of
FIG. 1.

FIG. 9 1s a flow diagram that i1llustrates an exemplary
process for detecting violations of policies in regard to assign-
ments of access to application programs that run in the system

of FIG. 1.
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FIG. 10 1s a flow diagram that illustrates an exemplary
process for generating an audit trail 1n regard to assignments
of access to application programs that run 1n the system of
FIG. 1.

FIG. 11 1s a flow diagram that illustrates an exemplary
process for performing some aspects of a process 1n regard to
certification of proper access assignment practices with
respect to one of the application programs that run in the
system of FIG. 1.

FIGS. 12 and 13 are screen displays generated 1n the sys-
tem of FIG. 1 1n connection with the process illustrated by
FIG. 9.

FI1G. 14 1s a screen display generated 1n the system of FIG.
1 in connection with the process illustrated by FIG. 11.

DETAILED DESCRIPTION

In general, and for the purposes of introducing concepts of
embodiments of the present invention, a user access reposi-
tory 1s maintained 1n an authorization monitoring server that
1s part of a computer system of a large organization. The user
access repository stores data that reflects the user access
assignments implemented by the various access control lists
maintained 1n servers that are part of the computer system.
The user access repository facilitates management and over-
sight o user access assignments across the computer system,
and across numerous application programs that run 1n the
system. The user access repository also facilitates enforce-
ment of system-wide policies in regard to user access to the
system’s application programs. Among other functions, the
authorization monitoring server allows administrative per-
sonnel to define rules that forbid certain combinations of user
access assignments and/or forbid certain types of user access
assignments to certain categories of users. The rules may be
applied to data stored 1n the user access repository to detect
violations of the rules and to aid in enforcement of various
administrative and/or regulatory policies.

The authorization momitoring server may also include
capabilities for archiving data stored 1n the user access reposi-
tory and/or for archiving assignment rules and results
obtained by applying the assignment rules to the user access
repository data. These archiving activities may provide an
audit trail to provide confirmation that user access policies,
possibly including regulatory requirements, are and have
been met by the computer system.

The authorization monitoring server may also include
capabilities to aid administrative personnel 1n certifying that
user access assignment policies are properly applied on an
application-by-application basis.

Features of some embodiments of the present invention
will now be described by first referring to FIG. 1, where a
block diagram of one embodiment of a computer system 100
1s shown. As shown, computer system 100 includes a number
of different components which cooperatively operate to per-
form data processing requirements and other operational
functions of a large organization, such as a multinational
financial services company or an industrial corporation.

As depicted, computer system 100 includes a number (po-
tentially a considerable number) of server computers 102.
One or more of the server computers 102 may run one or more
application programs (not separately indicated in FIG. 1) to
perform data processing and other functions required by the
organization which operates the computer system 100.
Access by users to the application programs may be assigned
via access control lists, each of which 1s associated with a
respective one of the application programs. In at least some
cases, the access control lists may assign particular levels of

5

10

15

20

25

30

35

40

45

50

55

60

65

4

access to various ones of the users assigned access to the
application programs associated with the access control lists.

The total number of application programs that run on the
servers 102, considered collectively, may number 1n the hun-
dreds, or even more, 1n the case of a large, complex organi-
zation. The server computers 102 may be geographically
dispersed, and may, for example, be spread across two or
more continents. Except for operations described below
related to maintenance and updating of a user access reposi-
tory, the server computers 102 and the application programs
and other software operating thereon may be provided and
may operate 1n accordance with conventional practices.

The computer system 100 includes a considerable number
of client computers 104, which may for example be conven-
tional personal computers and/or notebook computers. Each
client computer may typically be operated by a single indi-
vidual user of the computer system 100.

The computer system 100 also includes an organization
directory server 106, which may maintain all or part of a
comprehensive database (not separately indicated) of all
employees of the organization which operates the computer
system 100. (As used i the previous sentence, the term
“employees” includes individuals retained temporarily or on
a long-term basis via contract, as well as consultants and/or
employees of third party organizations, all of whom may
provide services to the organization which operates the com-
puter system 100 and/or who may need access to one or more
of the application programs which run on the computer sys-
tem 100.) The database may, for example, store, for each
employee, information such as the employee’s name, olffice
location, department, and one or more log-1n 1dentifiers or
designations used by the employees to access the computer
system 100 and/or one or more of the application programs
that run on the computer system 100. The organization direc-
tory server 106 may, for example, perform one or more other
human-resource-related functions of the organization that
operates the computer system 100.

In addition, and in accordance with principles of the
present 1nvention, the computer system 100 includes an
authorization monitoring server 108. The authorization moni-
toring server 108 may operate 1n a manner described below to
aid administrative personnel 1n managing, supervising and
policing user access assignments across the computer system
100.

Asused herein, devices (e.g., servers 102, client computers
104, organization directory server 106, and authorization
monitoring server 108) may commumnicate, for example, via
one or more communication networks, which are collectively
indicated at 110 in the drawing. For example, some or all of
the devices may be in communication via an Internet Protocol
(IP) network such as the Internet. Some or all of the devices
may be in communication via other types of networks such as
an intranet, a Local Area Network (LAN), a Metropolitan
Area Network (MAN), a Wide Area Network (WAN), a pro-
prictary network, a Public Switched Telephone Network
(PSTN), and/or a wireless network.

According to some embodiments of the present invention,
communication between some or all of the devices of com-
puter system 100 may be via temporary computer communi-
cation channel (e.g., a logic path through which information
can be exchanged). In other words, the communication chan-
nel between various devices may be established and discon-
tinued as appropriate. For example, a client computer 104
may exchange information with one of the servers 102 only
when communication 1s necessary for a user of the client
computer 104 to access an application that runs on the server
in question.
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According to some embodiments, some or all of the
devices may communicate with other devices via a public
computer communication network. That is, at least a portion
of the communication network 110 may be accessed by
devices other than the devices depicted 1n FIG. 1. Note, how-
ever, that the information exchanged between the devices
shown 1n FIG. 1 may be encrypted or otherwise protected to
prevent a third party from accessing, manipulating, under-
standing and/or misusing the information. In some embodi-
ments, some or all of the devices may communicate over a
private network.

In other embodiments, the devices of FIG. 1 are connected
differently than as shown. For example, some or all of the
devices may be connected directly to one another (e.g., via
dedicated data communication channels). Of course, embodi-
ments of the invention may include devices that are different
from those shown. It should also be noted that although the
devices are shown in communication with each other, the
devices need not be constantly exchanging data. Rather, com-
munication may be established when necessary and severed
at other times or always available but rarely used to transmut
data.

Reference 1s now made to FIG. 2, where an embodiment of
a typical one of the servers 102 1s shown. As depicted, server
102 includes a computer processor 200 operatively coupled to
a communication device 202 and a storage device 204. The
server 102 may also include one or more input devices 206
coupled to the processor 200 and one or more output devices
208 coupled to the processor 200.

Processor 200 may be constituted by one or more conven-
tional processors, and may, for example, comprise RISC-
based and other types of processors. Processor 200 operates
to execute processor-executable process steps so as to control
the elements of server 102 to provide desired functionality.

Communication device 202 may be used to facilitate com-
munication with, for example, other devices (such as client
computers 104). Communication device 202 is therefore
preferably configured with hardware suitable to physically
interface with desired external devices and/or network con-
nections. For example, communication device 202 may com-
prise an Ethernet connection to a local area network through
which server 102 may receive and transmit information over
the World Wide Web.

Storage device 204 may comprise any appropriate infor-
mation storage device, including combinations of magnetic
storage devices (e.g., magnetic tape and hard disk drives),
optical storage devices such as CDs and/or DVDs, and/or

semiconductor memory devices such as Random Access
Memory (RAM) devices and Read Only Memory (ROM)

devices.

Storage device 204 stores one or more programs for con-
trolling processor 200. Among the functions implemented via
the programs may be host server functions. The programs
may include an operating system 210 and one or more appli-
cation programs 212. Block 212 also represents authorization
control facilities and access control lists associated with the
application programs 212. The access control lists may list
users (e.g., by log-in ID) who are authorized to access respec-
tive application programs. In at least some cases, the access
control lists may define for each user the level of access
assigned to each user. For example, 1n the case of an applica-
tion for implementing payment of accounts payable, certain
employees 1n the accounts payable department may have full
access to the application for all purposes, including 1ssuance
of checks. For other employees, such as members of the
internal audit statt, their level of access to the application may
be limited access such as read-only access.
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The authorization control facility for each application may
receive each request by a user for access to the application,
and may grant the request 11 and only 11 the access control list
indicates that the requesting user 1s entitled to the requested
access.

The programs stored in the storage device 204 also include,
in accordance with an aspect of the present invention, a utility
214 by which the server 102 exports to the authorization
monitoring server 108 (FIG. 1) data that represents the user
access assignments represented by the contents of the access
control lists for the applications 212.

In addition, the storage device 204 may store one or more
databases 216 that store data processed or otherwise used by
the application programs 212.

Any or all process steps of server 102 may be read from a
computer-readable medium, such as a floppy disk, a CD-
ROM, aDVD-ROM, a Zip™ disk, a magnetic tape, or a signal
encoding the process steps, and then stored 1n storage device
204 1n a compressed, uncompiled and/or encrypted format.
Processor-executable process steps being executed by pro-
cessor 200 may typically be stored temporarily in RAM (not
separately shown) and executed therefrom by processor 200.
In alternative embodiments, hard-wired circuitry may be used
in place of, or 1n combination with, processor-executable
process steps for implementation of processes according to
embodiments of the present invention. Thus, embodiments of
the present invention are not limited to any specific combina-
tion of hardware and software.

There may also be stored 1n storage device 204 other
unshown elements that may be necessary for operation of
server 102, a database management system, other applica-
tions, other data files, and “device drivers™ for allowing pro-
cessor 200 to interface with devices in communication with
communication device 202. These elements are known to
those skilled in the art, and are therefore not described 1n
detail herein.

Reference 1s now made to FIG. 3, where an embodiment of
the authorization monitoring server 108 1s shown. As
depicted, authorization monitoring server 108 includes a
computer processor 300 operatively coupled to a communi-
cation device 302 and a storage device 304. The server 108
may also include one or more mput devices 306 coupled to the
processor 300 and one or more output devices 308 coupled to
the processor 300.

Processor 300 may be constituted by one or more conven-
tional processors, and may, for example, comprise RISC-
based and other types of processors. Processor 300 operates
to execute processor-executable process steps so as to control
the elements of authorization monitoring server 108 to pro-
vide desired functionality 1n accordance with aspects of the
present invention, including functionality that 1s described in
more detail below.

Communication device 302 may be used to facilitate com-
munication with, for example, other devices (such as client
computers 104, server computers 102, organization directory
server 106). Communication device 302 1s therefore prefer-
ably configured with hardware suitable to physically inter-
tace with desired external devices and/or network connec-
tions. For example, communication device 302 may comprise
an Ethernet connection to a local area network through which

authorization monitoring server 108 may receive and transmit
information over the World Wide Web.

Storage device 304 may comprise any appropriate infor-
mation storage device, including combinations of magnetic
storage devices (e.g., magnetic tape and hard disk drives),
optical storage devices such as CDs and/or DVDs, and/or
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semiconductor memory devices such as Random Access
Memory (RAM) devices and Read Only Memory (ROM)
devices.

Storage device 304 stores one or more programs for con-
trolling processor 300. Among the functions implemented via
the programs may be host server functions. The programs
may include an operating system 310 and one or more other
programs 312.

The programs 312 comprise processor-executable process
steps of authorization monitoring server 108, and may
include process steps that constitute processes provided 1n
accordance with principles of the present invention to imple-
ment system-wide authorization monitoring, supervision and
control. Processor 300 performs instructions ol programs
312, and thereby may operate 1n accordance with the present
invention. In some embodiments, programs 312 may be con-
figured, at least 1n part, as a neural network or other type of
program using techniques known to those skilled in the art to
achieve the functionality described herein.

In addition, the storage device 304 stores one or more
databases 314 that store data processed or otherwise used by
the programs 312. Further details of at least some of the
databases 314 will be provided below.

Any or all process steps of authorization monitoring server
108 may be read from a computer-readable medium, such as
a tloppy disk, a CD-ROM, a DVD-ROM, a Zip™ disk, a
magnetic tape, or a signal encoding the process steps, and
then stored 1n storage device 204 1n a compressed, uncom-
piled and/or encrypted format. Processor-executable process
steps being executed by processor 300 may typically be
stored temporarily in RAM (not separately shown) and
executed therefrom by processor 300. In alternative embodi-
ments, hard-wired circuitry may be used 1n place of, or in
combination with, processor-executable process steps for
implementation of processes according to embodiments of
the present invention. Thus, embodiments of the present
invention are not limited to any specific combination of hard-
ware and software.

There may also be stored in storage device 304 other
unshown eclements that may be necessary for operation of
authorization monitoring server 108, a database management
system, other applications, other data files, and “device driv-
ers” for allowing processor 300 to interface with devices 1n
communication with communication device 302. These ¢le-
ments are known to those skilled 1n the art, and are theretfore
not described 1n detail herein.

The authorization monitoring server 108 may also perform
functions other than and/or 1n addition to those described
above, and may perform functions unrelated to authorization
monitoring.

FI1G. 4 1s a functional block diagram that 1llustrates opera-
tions performed by the authorization monitoring server 108.

Applications that run 1n the servers 102 and that are man-
aged by the authorization monitoring server 108 (which may
manage authorizations for some or all of the applications on
servers 1n the system 100) provide an extract of their users
and/or user access privileges to the authorization monitoring
server 108. The programs that run on the authorization moni-
toring server 108 include a file configuration tool 402. The file
configuration tool 402 may be GUI (graphical user interface)-
based and may allow the system operator to describe the
structure of the user access privileges of the application pro-
gram which 1s providing 1ts user/user privilege information.
The file configuration tool 402 may also format the user/
access liles provided by the application program 1n a form
suitable for storage by the authorization monitoring server
108. A set-up process performed by the file configuration tool
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402 may indicate characteristics of the user/access files from
the application program. These characteristics may include
whether fields 1n the files are fixed length, delimited, etc. GUI
aspects of the file configuration tool 402 may allow the sys-
tem operator to visually map data elements of the application
program user/access files to data storage fields employed for
application access data 1n the authorization monitoring server
108. Mapping of the application program user/access lile
structure to the storage structure for the authorization moni-
toring server 108 may be represented by data stored in a
mapping database 403 that 1s maintained 1n the authorization
monitoring server 108. Because of the potentially diverse
nature of the applications that run in the system, there may be
a wide variety of different types of levels of access that are
assignable 1n the individual applications. Thus the mapping
ol user/access files to the user access repository (discussed
below) may be quite complex.

Set-up of the user/access files of an application program
using the file configuration tool 402 may be a one-time pro-
cess, except that further set-up may be required if there are
changes 1n the user/access {file structure of the application
program. After set-up, the application may deliver an auto-
mated feed of 1ts user/access files (1.e., the contents of its
access control lists) to the authorization monitoring server
108 at regular intervals. The length of the intervals may
depend on how frequently users and/or access assignments
change for the application program 1n question.

The programs that run on the authorization monitoring
server 108 also include a load scheduler 404. The load sched-
uler 404 may be a process that continually checks for arrival
of a user/access file sent to the authorization monitoring
server 108 from any of the application programs that run on
the servers 102. When such a file arrives, the load scheduler
checks the mapping database 403 to determine whether the
file configuration tool has provided a mapping for the file. If
so, the load scheduler 404 invokes an access data loader 406.
The access data loader 406 parses the user/access file from the
application program according to the format stored in the
mapping database 403, and loads the data from the file in an
appropriate format mnto a user access repository 408. The
access data loader 406 also uses user log-in IDs included 1n
the application program user/access file to access the organi-
zation directory server 106 (FIG. 1) as necessary (1.e., 1f the
user 1s not already listed 1n the user access repository 408, or
if the data for the user 1n the user access repository 1s not up
to date) to obtain names, locations and department affiliations
of the users assigned access to the application program. This
information too 1s loaded into the user access repository 408
by the access data loader 406. (In addition, the authorization
monitoring server 108 may maintain, 1n a separate database
which 1s not shown, a record of all changes to the data stored
in the user access repository 408.)

In the event that a user reported 1n the user/access file from
the application program cannot be definitively identified from
the organization directory server 106, the access data loader
may store corresponding data in the user access repository
408 to allow for exception reporting so that the discrepancy
can be corrected later by operator action. Ifthe user privileges
indicated by the incoming user/access file from the applica-
tion program are diflerent from the data previously stored in
the user access repository 408, the user access repository 408
1s updated accordingly. As before, records of such updating
may be stored 1n a separate database, which 1s not shown.

When an employee’s employment by the orgamization 1s
terminated, or when an employee is transferred from one
department to another, notification of such a termination or
transier 1s provided from the organization directory server




US 7,401,083 B2

9

106 (FIG. 1) to the access dataloader 406 (F1G. 4). The access
data loader 406 makes note of such information and supplies
the information to a terminations and transiers report genera-
tor 410. The terminations and transiers report generator 410,
in turn, may generate suitable reports of the terminations
and/or transfers and/or may provide suitable notifications to
“owners” of applications to which such employees had been
assigned access, so that the application “owners” may take
whatever steps may be appropriate to terminate or modity the
employee’s access to the applications. In addition, the access
data loader 406 may cause suitable updated information for
the employees to be stored 1n the user access repository 408.

The programs that run on the authorization monitoring
server 108 also include a rules editing tool 412. As will be
seen from subsequent discussion, the rules editing tool 412
provides a facility for individuals with suitable privileges
with respect to the authorization monitoring server 108 to
define rules that are to be applied by the authorization moni-
toring server 108 to user access assignments 1n effect in the
computer system 100. Once generated by the rules editing
tool 412, a user access rule may be stored 1n a rules repository
414 for future use. Alternatively, a user access rule may be
applied to the data 1n the user access repository 408 immedi-
ately after the rule 1s defined.

The programs that run on the authorization monitoring,
server 108 also include a rules evaluation engine 416. The
rules evaluation engine 416 1s operable to analyze user access
data stored in the user access repository 408 to determine
whether user access assignments 1n effect in the system 100
violate a rule that 1s currently generated by the rules editing
tool 412 or whether a rule retrieved from the rules repository
414 1s violated by the user access assignments currently 1n
elfect. IT a rule violation or violations are found by the rules
evaluation engine 416, the rules evaluation engine 416 1den-
tifies the violation or violations and reports the violation or
violations to appropriate personnel for further review and
action.

The programs that run on the authorization monitoring,
server 108 also include an override tool 418. The override tool
418 may permit the “owner” of an application program or
other suitably authorized individual to allow a user’s assign-
ment to access the application program to continue, notwith-
standing that the assignment violates a rule or policy or even
though the user has experienced a disqualifying transter from
one department to another. A record of the determination to
implement an override may be stored in the user access
repository 408 by the override tool 418. In some embodi-
ments, implementation of an override may require that a
specific reason for the override be entered and stored. In some
embodiments, overrides are effective only for a limited period
of time, and will cease to be etlective unless renewed prior to
the end of the limited time period.

The authorization monitoring server 108 also maintains a
contact database 420. The contact database 420 may etlec-
tively function as an access control list for the authorization
monitoring server 108, by listing users entitled to access one
or more ol the functions of the authorization monitoring
server 108 such as the file configuration tool 402, the override
tool 418, the rules editing tool 412 and the rules evaluation
engine 416.

Although not indicated 1n FIG. 4, the programs that run on
the authorization monitoring server 108 may also include an
inquiry tool. The mnquiry tool may allow suitably authorized
individuals to view on-line reports or the like (or to download
reports) concerning data stored in the authorization monitor-
ing server 108. For example, the inquiry tool may allow such
individuals to obtain information about user access assign-
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ments for the various application programs that run in the
computer system. As another example, the inquiry tool may
provide access to information that 1s stored in the organiza-
tion directory server 106. The inquiry tool may provide vari-
ous views ol the data present in the user access repository or
otherwise relevant to user access assignments. In addition, the
inquiry tool may provide a facility for ad hoc queries.

FIG. 5 1llustrates 1n tabular form an example of the user
access repository 408. The rows of the table each represent a
respective entry 1n the user access repository. The columns of
the table each represent a respective data field for each of the
entries. In particular, column 502 represents a user identifier
data field; column 504 represents a user name data field;
column 506 represents a data field which identifies an appli-
cation program that runs 1n the computer system; column 508
represents a data field which indicates the level of access
assigned to the user identified 1n the data fields 502, 504 with
respect to the application program identified 1n data field 506;
column 510 represents the office location of the user 1denti-
fied 1n data fields 502, 504; and column 512 represents the
departmental affiliation of the user i1dentified in data fields
502, 504. As illustrated by entries 514, 516, there may be
more than one entry 1n the user access repository for any given
user, with each of such multiple entries corresponding to a
respective application program to which the employee in
question has been assigned access.

It should be understood that the 1llustration 1n FIG. 5 of the
user access repository 1s exemplary only, and that 1n practice
the user access repository may include many more entries
than the number of entries shown 1n FIG. 5. Also, the number
and/or types of data fields may be different from those 1llus-
trated 1n FIG. S.

Reference 1s now made to FIG. 6, where an embodiment of
a typical one of the client computers 104 1s shown. As
depicted, client computer 104 includes a processor 600 opera-
tively coupled to a communication device 602, a storage
device 604, a display 606, one or more input devices 608,
ROM 610 and RAM 612. Some or all of the hardware con-
stituting the client computer 104 may be conventional per-
sonal computer (PC) hardware. Thus the processor 600 may
be a conventional Pentium® processor, for example, and the
communication device 602 may be a conventional commu-
nication port which enables the user device 104 to exchange
data with the authorization monitoring server 108 and/or the
servers 102 via, e.g., an Ethernet connection. The storage
device 604 may include a conventional hard disk drive or
other mass storage device. The display 606 may be a conven-
tional CRT or flat panel computer monitor. The display 606
has a screen (not separately shown) by which a user interface
in accordance with principles of the present invention may be
presented to a user of the client computer 104.

The input devices 608 may include a conventional key-
board and/or a conventional pointing device such as a mouse
or trackball. ROM 610 may store basic input/output instruc-
tions and 1nstructions used during boot-up of client computer
104. RAM 612 provides fast data storage and retrieval and
thus may function as working memory for processor 600. In
addition, RAM 612 may temporarily store istructions cor-
responding to processor-executable process steps being
executed by processor 600.

Storage device 604 stores one or more programs for con-
trolling processor 600. The programs include an operating
system 614, a browser 616 and possibly other applications
618. The programs comprise processor-executable process
steps of user device 104. In particular, under the control of the
browser 616, the client computer 104 may interact with the
authorization monitoring server 108 in accordance with prin-
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ciples of the mnvention 1n a manner to be described below.
Processor 600 performs instructions of browser 616, and
thereby may operate 1n accordance with the present invention.
The programs may also include, for example, device drivers.
Storage device 604 may also store one or more databases 620.

FIG. 7 1s a flow diagram that illustrates an exemplary
process for updating the user access repository 408.

At702 1n FIG. 7, a set up procedure 1s followed 1n which a
system operator defines a mapping between the structure of
user access assignment files 1n one of the applications which
runs on the system and the structure of the user access reposi-
tory 408. This mapping may be defined by use of the file
configuration tool 402. The results of the mapping are stored
in the mapping database 403.

At 704 1n FIG. 7, the load scheduler 404 detects that the
application 1s sending user access assignment data for the
application to the authorization momtoring server 108. At
706, the load scheduler 404 takes the incoming user access
assignment data and mvokes the access data loader 406. At
708, the access data loader 406 parses the incoming user
access assignment data 1n accordance with the mapping for
the application that was generated at 702 and stored 1n the
mapping database 403. At 710, the access data loader 406
compares user information in the mcoming user access
assignment data with user information available from the
organization directory server 106 and with the relevant user
information, 1f any, already stored 1n the user access reposi-
tory 408. At 712 the access data loader 406 updates the user
access repository with any new or different user information
or user access assignment data received from the application
or Irom the organization directory server 106.

The activities indicated at 704 through 712 may be
repeated each time the application sends user access assign-
ment data to the authorization monitoring server 108. This
may occur at regular intervals. For example, for an applica-
tion with frequent changes/additions to user access assign-
ments, the application may send user access assignment data
to the authorization monitoring server 108 once every day.
For other applications, the feed of user access assignment
data to the authorization monitoring server 108 may occur
less often, say weekly or monthly.

The application file set-up procedure (702) may only be
performed once for a given application, or may only be
repeated on the rare occasions when the user access assign-
ment information structure for the application 1s changed.
Except for the set-up procedure, all of the activities indicated
in FIG. 7 may occur automatically, without operator or user
involvement.

The process of FIG. 7 may be performed once or a consid-
erable number of times, 1n whole or 1n part, for each applica-
tion program that runs 1n the computer system 100, or with
respect to at least some of such application programs.

FIG. 8 1s a flow diagram that illustrates an exemplary
process for handling a termination of employment or transier
of an employee of the organization that operates the computer
system 100.

At 802, 1t 1s determined whether the access data loader 406
receives, from the organization directory server 106, infor-
mation that indicates termination of employment or transier
from one department to another of an employee of the orga-
nization that operates the computer system 100. Such infor-
mation may be provided by the organization directory server
106 to the authorization monitoring server 108 1n real time or
alternatively on a batch basis. If information regarding a
termination of employment or transier 1s recerved, the termi-
nations and transier report generator 410 1s invoked by the
access data loader 406. The terminations and transfer report
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generator 410 then calls up (block 804 in FIG. 8), from the
user access repository 408, the user access assignment 1nfor-
mation for the employee in question. The data called up at 804
may relate to a number of different applications to which the
terminated/transferred employee had been granted access.

It 1s then determined (decision block 806 1n FIG. 8), from
this information, whether changes 1n the user access assign-
ments for the employee are in order. If so, then the termina-
tions and transfer report generator 410 may send out a notice
or request (block 808) to the “owner(s)” of the application or
applications in question that the “owner(s)” should imple-
ment changes/revocations to the user access assignments for
the terminated/transterred employee. The application
“owner’ may then implement user access assignment
changes/revocations in accordance with the notice from the
terminations and transfer report generator 410, or alterna-
tively may implement an override to continue the user access
assignment unchanged, notwithstanding the termination or
transier of the employee.

In addition, the access data loader 406 may update the user
data 1n the user access repository 408 to indicate the termi-
nation or transfer in question.

FIG. 9 1s a flow diagram that i1llustrates an exemplary
process for detecting violations of policies in regard to assign-
ments of access to application programs that run 1n the com-
puter system 100.

At 902, 1t 1s determined whether an operator who 1s autho-
rized to use the authorization monitoring server has defined a
rule regarding user access assignments that are maintained in
the computer system 100. FIG. 12 1s an example screen dis-
play (*screen shot™) that may be presented to an authorized
operator to allow the operator to define a rule regarding user
access assignments. The screen display of FIG. 12 may be
presented to the user via the display device 606 (FI1G. 6) of a
client computer 104 (FIGS. 1 and 6) operated by the operator.
The screen display may be presented to the operator as aresult
of the operator using the client computer 104 to access the
rules editing tool 412 (FIG. 4) provided by the authorization
monitoring server 108. The client computer 104 may access
the rules editing tool 412 via the browser 616 (F1G. 6) of the
client computer 104.

The screen display of FIG. 12 includes a rule definition
field 1202. The operator may enter text into the rule definition
field and/or the operator may append 1tems to the rule state-
ment from the category tree shown at 1204. The entered text
may 1nclude logical connectors such as the “And” connector
1206 shown in FI1G. 12. In the particular example shown 1n
FIG. 12, the operator has defined a rule which forbids
employees located 1n a particular office (New York) from
concurrently having certain levels of access to a trading appli-
cation and a payment application. By actuating a button such
as the “View Rules Results™ button 1208, the operator may
invoke the rules evaluation engine 416 (FIG. 4) to cause the
rules evaluation engine 416 to analyze the data in the user
access repository 408 to determine whether there are user
access assignments 1n the computer system 100 that violate
the rule defined 1n the rule definition field 1202. The analysis
of the data 1n the user access repository 408 by the rules
evaluation engine 416 1s indicated in FI1G. 9 at 904.

In the particular example 1llustrated in FIG. 12, the rule
forbids a certain combination of location and access levels to
two applications. Another type of rule may forbid a certain
combination of department membership and access to an
application. In another example, the defined rule may forbid
a certain combination of department membership and a par-
ticular access level within an application. In still another
example, the defined rule may forbid a certain combination of
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access authorizations to various applications. For example,
the rule may forbid users from having access to both a first
application and a second application. The latter type of rule
may be particularly helptul in preventing violation of regula-
tory policies 1n a financial services firm such as an investment
bank. For example, regulatory policies may not allow persons
with access to certain confidential securities analysis reports
from participating in securities trading activities of the finan-
cial services firm. For that purpose, the firm may, by utilizing
an authorization monitoring server as described herein,
implement a rule that forbids users who have access to a
securities analysis reports application program from also hav-
Ing access to a securities trading application program.

In yet another example, the defined rule may forbid a
certain combination of employee location and access to an
application.

Rather than specilying particular applications, a rule may
specily a group of applications. Rather than specitying a
particular department, a rule may specity a group of depart-
ments. Rather than speciiying a particular office location, a
rule may specily a region of operation.

Those who are skilled 1n the art will appreciate that other
and/or more complex rules may be defined 1n addition to or
instead of the examples listed above.

Based on analysis of the data in the user access repository
408, the rules evaluation engine 416 determines (as indicated
at 906 1n F1G. 9) whether any user access assignments violate
the rule defined by the operator. If so, then the violations are
reported by the rules evaluation engine 416, as indicated at
908. FIG. 13 shows a screen display that 1s an example of how
the rules evaluation engine 416 may report rule violations
detected at 904-906. A field 1302 1n the screen display shows
the rule applied by the rules evaluation engine 416. A list of
the detected violations of the rule appears at 1304. The vio-
lations report shown 1 FI1G. 13 may, for example, be returned
to the operator who defined and 1itiated application of the
rule, and/or may be transmitted to one or more “owners” of
the applications for which violations of the rule were found.
As indicated at 910 1n FIG. 9, the application “owner” or
another authorized individual (including possibly the opera-
tor who defined the rule) may determine what should be done
about the rule violations. This determination may be made on
a violation-by-violation basis. I 1t 1s determined at 910 that a
particular violation should be corrected, the authorized indi-
vidual may cause the authorization monitoring server 108 to
send, to a system admuinistrator, an instruction (912 1n FIG. 9)
to revoke the user access assignment which 1s 1n violation of
the rule. As a result, the system administrator may change the
access control list for the application 1n question to revoke the
offending user access assignment (914 1n FI1G. 9). Thereafter
(either immediately or 1n due course), the application waill
send updated user access assignment data to the authorization
monitoring server 108, which via the process of FIG. 7 will
update (916 1n F1G. 9) the user access repository 408 (FI1G. 4)
to retlect the correction of the rule violation.

Alternatively, if at 910 1t 1s determined that the violation
should be overridden, an instruction to that effect may be
provided to the system administrator at 918 in FIG. 9. Data
reflecting the override may be stored 1n the user access reposi-
tory 408.

In the example process 1llustrated 1n FI1G. 9, a rule that has
just been defined by an operator 1s immediately applied by the
rules evaluation engine 416 to the user access assignment data
in the user access repository 408. In addition or alternatively,
a rule defined with the rules editing tool 412 may be stored 1n
the rules repository 414 (F1G. 4) either before or after the rule
has been applied by the rules evaluation engine 416. A rule
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that has been stored in the rules repository 414 (FIG. 4) may
be called up by an operator, and the operator may cause the
rules evaluation engine 416 to analyze the user assignment
data stored 1n the user access repository 408 on the basis of the
rule that he/she has called up from the rules repository.

The potentially system-wide user access assignment
record-keeping provided by the authorization monitoring
server 108, coupled with rule-based analysis of the user
access assignment data centralized 1n the authorization moni-
toring server 108, may allow administrative personnel to reli-
ably enforce regulatory, administrative and/or best practices
policies relating to access to the computer system, notwith-
standing the essentially de-centralized nature of user access
assignments via application program access control lists.

In some embodiments, instead of sending notices of rule
violations to administrators for correction by the administra-
tors, the authorization monitoring server 108 may, at least in
some cases, interact directly with the servers 102 on which
the applications run to directly and automatically change the

access control lists for the applications to abate rule viola-
tions.

The authorization monitoring server 108 may have
archiving capabilities, and may follow archiving protocols, so
as to support full audits after the fact of user access assign-
ments and the management of user access assignments. By
supporting such audits, the authorization monitoring server
108 may aid the organization which operates the computer
system 100 1n demonstrating compliance with regulatory
policies or other policies related to user access assignment
practices.

FIG. 10 1s a flow diagram that illustrates an exemplary
process for generating an audit trail in regard to assignments
ol access to application programs that run in the computer
system 100.

At 1002 1n FIG. 10, 1t 1s determined whether the current
time matches a pre-determined point 1 time at which an
archiving operation 1s to be performed. In some embodi-
ments, the archiving operation 1s to be performed at regular
intervals, such as daily, weekly, monthly, quarterly or annu-
ally. IT a positive determination 1s made at 1002 (1.e., 1t 1t 1s
now time to perform an archiving operation), then an
archiving operation 1s performed, as indicated at 1004. In the
archiving operation, some or all of the user access assignment
data and/or the user information stored in the user access
repository 408 1s copied onto one or more permanent remov-
able data recording media such as magnetic tape cassettes,
CD-ROMs, DVDs, “zip” disks or the like. Alternatively, the
data from the user access repository data may be transferred
to an 1nactive portion ol a non-removable storage medium
such as a hard disk drive. In contrast to a conventional data
back-up operation, the media used for archiving are not over-
written at regular short intervals, but rather may be preserved
with the archived data intact for an extended period of time.

At 1006 1n FIG. 10, 1t 1s determined whether the rules
evaluation engine 416 has been caused to analyze the user
access assignment data in the user access repository 408. If
s0, an archive operation (indicated at 1008) 1s performed. In
the archive operation of block 1008, the rule applied in the
analysis detected at 1006 1s permanently stored, together with
the results of the analysis (i.e., the violations of the rule
detected by the analysis).

By the archiving operations of blocks 1004, 1008, a per-
manent and auditable record may be kept that includes both
“snapshots™ of system-wide user access assignments plus
ciforts that have been undertaken to enforce policies related to
user access assignments. The archived data from a number of
“snapshot” archive operations (e.g., ten or more archive
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operations) plus all of the analysis results over a period of
time may be printed out and/or transierred to another storage
medium (e.g., a hard disk drive on the auditor’s computer) to
aid 1 auditing compliance with user access assignment poli-
cies.

The authorization monitoring server 108 may also be oper-
able to allow for improved management ol user access assign-
ments on an application by application basis. For example,
the authorization monitoring server 108 may provide func-
tionality that allows an application “owner” or the “owner’s”™
delegate to perform a certification process with respect to the
user access assignments for the application to assure that all
current assignments meet with the “owner’s” intentions.

FIG. 11 1s a flow diagram that illustrates an exemplary
process for performing some aspects of a certification process
in regard to certification of proper access assignment prac-
tices with respect to one of the application programs that run
in the computer system 100. In some embodiments, certifi-
cation of user access assignments for an application may be
performed on a regular basis, such as quarterly. In other
embodiments, certification of user access assignments for an
application may be performed on demand or ad-hoc.

At 1102 1 FIG. 11, a screen display for operating the
certification function is displayed. FIG. 14 shows an example
of such a screen display. It will be observed that the screen
display of FI1G. 14 includes a number of entries 1402, each of
which represents a respective user access assignment with
respect to the application being certified from the point of
view of user access. Each entry may, for example, include
data that identifies the office location and departmental aifili-
ation of the corresponding user. Each entry may also include
a display element such as a checkbox 1404. The checkbox
1404 may be actuated (via a cursor and mouse, which are not
shown) to indicate that the corresponding user access assign-
ment 1s being revoked. In some embodiments, the screen
display of FIG. 14 may be scrollable and may retlect sorting
of users by department and/or location.

In addition or as an alternative to features described above,
a screen display like that shown in FIG. 14 may also include
(a) adisplay element such as a checkbox to indicate that a user
access assignment 1s to be allowed, and/or (b) a display ele-
ment such as a checkbox to indicate that a user access rule that
forbids a certain user access assignment 1s to be overridden
with respect to that assignment. In the latter case, a further
checkbox or checkboxes may be used to indicate that the
override 1s either permanent or temporary.

Referring again to FIG. 11, 1t 1s determined at 1104
whether the checkbox to indicate revocation 1s actuated. (In
some embodiments, the “deny access” checkbox may be
omitted and/or the “allow access” checkbox may be
“unchecked” to indicate revocation of the corresponding user
access assignment. )

If a positive determination 1s made at 1104 (1.e., if the
indication 1s provided to revoke a user access assignment)
then block 1106 follows. At block 1106, the authorization
monitoring server 108 may send an e-mail message to a
system administrator instructing the system administrator to
revoke the user access assignment 1n question. This may be
done, for example, by the system administrator removing the
particular user from the access control list for the application
that 1s being certified.

All actions described herein as being performed by a
human operator, system administrator or a user or other indi-
vidual may, in at least some cases, be accomplished by the
individual operating one of the client computers 104 such that
the client computer interacts with the authorization monitor-
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program of the client computer. Any screen display described
or referred to herein may be displayed on the display compo-
nent of a client computer 102 and may be generated by the
browser programs of the client computer in response to inter-
action with the authorization monitoring server or another
server of the computer system 100.

In some embodiments, the data stored 1n the user access
repository may not reflect all applications that run 1n the
computer system nor all access control lists of such applica-
tions. Nonetheless, 1t will be recognized that there may be a
plurality of application programs installed in the computer
system for which all user access assignment data 1s stored 1n
the user access repository, notwithstanding the presence in
the computer system of other applications and/or other access
control lists which are not represented 1n the user access
repository.

As noted betfore, some embodiments allow an access rule
violation to be temporarily overridden. In such embodiments,
the system may automatically track and detect expiration of
temporary overrides and may automatically generate a notice
concerning a rule violation that arises as a result of the expi-
ration of a temporary override.

In some embodiments, a change 1n user attributes (such as
a transier to another department or location) may be proposed
and the user access repository may be analyzed with a user
access rule to determine whether a violation of the rule would
result from the proposed change 1n attribute. Also, or alterna-
tively, a new user access assignment may be proposed (with-
out actually changing an application’s access control list),
and the user access repository may be analyzed with a user
access rule to determine whether the proposed new user
access assignment would result 1n a violation of the user
access rule.

The present invention has been described 1n terms of sev-
eral embodiments solely for the purpose of 1llustration. Per-
sons skilled 1n the art will recognize from this description that
the invention 1s not limited to the embodiments described, but
may be practiced with modifications and alterations limited
only by the spirit and scope of the appended claims.

What 1s claimed 1s:
1. A method of operating a computer system, the method
comprising;

installing a plurality of application software programs in a
plurality of server computers 1n said computer system;

defining user access assignments in said server computers
for each of said application software programs for a
respective plurality of users;

loading user access assignment data from each of said
plurality of servers to an authorization monitoring server
computer 1n said computer system;

storing, 1n a user access repository in said authorization
monitoring server computer, said loaded user access
assignment data, said loaded user access assignment
data representing all of said user access assignments;

defining a user access rule, said user access rule forbidding
at least one user access assignment or at least one com-
bination of user access assignments; and

analyzing said user access assignment data stored 1n said
user access repository to determine whether said user
access rule 1s violated by said user access assignments.

2. The method of claim 1, further comprising:

generating a report to indicate each user access assignment
that violates said user access rule.

3. The method of claim 2, further comprising;

displaying said report on a display device of said computer
system.
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4. The method of claim 2, further comprising;

printing said report.

5. The method of claim 1, further comprising;

automatically deleting and/or disabling each of said user

access assignments that violates said user access rule.

6. The method of claim 1, wherein said user access rule
forbids any of said users to have access both to a first one of
said applications and to a second one of said applications.

7. The method of claim 1, wherein said user access rule
forbids any of said users who 1s a member of a certain depart-
ment to have access to a certain one of said applications.

8. The method of claim 1, wherein said user access rule
forbids any of said users who 1s located 1n a certain office to
have access to a certain one of said applications.

9. The method of claim 1, wherein said user access assign-
ment data includes, with respect to at least one of said appli-
cation soltware programs, data that indicates respective levels
of access granted to users assigned access to said at least one
application soitware program.

10. The method of claim 9, wherein said user access rule
forbids any of said users having a certain level of access to a
first one of said applications to have access to a second one of
said applications.

11. The method of claim 9, wherein said user access rule
torbids any of said users having a certain level of access to a
first one of said applications to have a certain level of access
to a second one of said applications.

12. The method of claim 1, wherein defining said rule
includes entering logical connectors together with user and/or
application attributes into a screen display.

13. The method of claim 1, wherein said application sofit-
ware programs include at least twenty application software
programes.

14. The method of claim 13, wherein said application sofit-
ware programs include at least one hundred application soft-
ware programes.

15. The method of claim 1, wherein defining user access
assignments icludes generating access control lists for said
application soitware programs.

16. The method of claim 1, further comprising:

proposing a change in an attribute of a user; and

analyzing said user access assignment data to determine

whether said user access rule 1s violated by the proposed
change.

17. The method of claim 1, further comprising:

proposing a new user access assignment; and

analyzing said user access assignment data to determine

whether said user access rule 1s violated by the proposed
new user access assignment.

18. The method of claim 1, further comprising:

allowing an administrator to override said rule with respect
to a particular user access assignment.

19. A method of operating a computer system, the method

comprising:

installing a plurality of application software programs in a
plurality of server computers 1n said computer system;

defiming user access assignments 1n said server computers
for each of said application software programs for a
respective plurality of users;

loading user access assignment data from each of said
plurality of servers to an authorization monitoring server
computer 1n said computer system;

storing, 1 a user access repository in said authorization
monitoring server computer, said loaded user access
assignment data, said loaded user access assignment
data representing all of said user access assignments;
and

archiving said user access assignment data stored in said
user access repository on each of a plurality of occa-
S101S.
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20. The method of claim 19, wherein said plurality of
occasions includes three occasions.

21. The method of claim 20, wherein said plurality of
occasions includes ten occasions.

22. The method of claim 21, further comprising:

simultaneously holding 1n a storage device said archived
user access assignment data for all of said plurality of
0Ccasions.

23. The method of claim 21, further comprising:

on an occasion later than said plurality of occasions, print-
ing a report of all of said user access assignment data
archived on all of said plurality of occasions.

24. The method of claim 19, further comprising:

defining a user access rule, said user access rule forbidding,
at least one user access assignment or at least one com-
bination of user access assignments;

analyzing said user access assignment data in said user
access repository to determine whether said user access
rule 1s violated by said user access assignments; and

archiving said rule and results of said analyzing step.

25. The method of claim 19, wherein defining user access
assignments includes generating access control lists for said
application soltware programs.

26. The method of claim 19, further comprising:
auditing said archived data.

27. A method of operating a computer system, the method
comprising:

installing a plurality of application software programs in a

plurality of server computers 1n said computer system:;

defining user access assignments 1n said server computers
for each of said application software programs for a
respective plurality of users;

loading user access assignment data from each of said
plurality of servers to an authorization monitoring server
computer in said computer system;

storing, 1n a user access repository in said authorization
monitoring server computer, said loaded user access
assignment data, said loaded user access assignment
data representing all of said user access assignments;

displaying in a screen display some of said data, said screen
display including a display element to indicate that one
of said user access assignments 1s to be revoked;

detecting actuation of said display element; and

responding to said detected actuation of said display ele-
ment by sending an electronic mail message to a system
administrator or another computer system to indicate
that said one of said user access assignments 1s to be
revoked.

28. The method of claim 27, wherein said screen display
also 1includes data to identify a department and a location of a
user who corresponds to said one of said user access assign-
ments.

29. The method of claim 27, wherein said display element
1s a check-box.

30. The method of claim 27, further comprising:
displaying 1n said screen display at least one of:

a display element to indicate that one of said user access
assignments 1s to be allowed; and

a display element to indicate that a forbidden user access
assignment 1s to be allowed by temporarily overriding
revocation of user access.

31. The method of claim 27, further comprising:
archiving said user access assignment data.

32. The method of claim 27, wherein all user access assign-
ments 1ndicated on said display are for users 1 a single
department and/or location.
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33. The method of claim 27, wherein an operator 1s allowed 35. The method of claim 34, further comprising:
to override a user access assignment rule. detecting expiration of a temporary rule overnide; and
providing an indication of a rule violation resulting from

34. The method of claim 33, wherein said operator 1s . e
said expiration.

allowed to indicate whether said override 1s temporary or
permanent. £ 0%k k%
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