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(57) ABSTRACT

A method and apparatus are presented for generating unique
MSIDs for access terminals (AT) that do not present an MSID
to the access network controller (ANC). The electronic serial
number (ESN) of the AT 1s first converted to an ASCII char-
acter string representing the unsigned decimal equivalent of
the 32 bit ESN. The ASCII string 1s padded with leading “0”
(zeros), 1l necessary, to create a 10 character string. The ANC
generates a S character string unique to all 1xEVDO networks

then concatenates the two strings to create a unique 15 char-
acter string. The created 15 character string 1s then presented
to the PDSN to establish a network session.
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. . 0000000000000101
Retrieve 32 bit ESN from AT 01010110011 01010
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508 _
ANC converts ESN to ASCII character string |
representing the unsigned decimal equivalent 343802 |
of the ESN _— _
510
Yes
ASCI string 10 characters long?
NO
212 ~ 514
Insert ASCII character into leading character field | 0000349802
Generate & character string unique to all 57E30
1XEVDO networks
520 ~522
Concatenate 5 characte_r string with 10 character 57F320000349802 |
string |
924
Use 15 character string when communicating with
PDSN
END
FIG. 5

Unigue number generation
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METHOD FOR GENERATION OF UNIQUE
MOBILE STATION IDS IN A 1xXEVDO

NETWORK

BACKGROUND

1. Field of the Invention

The present invention relates to mobile commumnication
devices and, more particularly, the present invention relates to
mobile terminals capable of communicating in a data-only
mode with a data network, as well as mobile terminals
capable of communicating in voice and data modes.

2. Related Art

Wireless communication service providers, as well as
Internet service providers, face some difficult challenges as
the various networks are increasingly modified to work
together to provide seamless end-to-end call connectivity
across the various platforms. Ever-increasing residential dial-
up subscribers demand available modem (or ISDN) ports, or
threaten to take their business elsewhere. To meet this
demand, Internet service providers are deploying a large
number of complex, port-dense network access servers
(NAS) to handle thousands of 1ndividual dial-up connections.
As such, small and large, as well as private and public, wire-
less data networks are being created to seamlessly interact
with large wire line networks to enable users to establish
point-to-point connections mdependent of terminal type and
location. Traditionally, however, voice networks have paved
the way for the creation of data networks as users loaded the
voice networks trying to transmit data, including streaming,
data (video and voice). Initially, traditional Public Switched
Telephone Networks (PSTNs) were used for data transmis-
sions but have been largely supplanted by data packet net-
works, including various versions of the “Internet”.

The wireless domain has had a parallel history. Initial voice
networks, including AMPS, Time Division Multiple Access
(TDMA) including North American TDMA and Global Sys-
tem for Mobile Communications (GSM), were used to con-
duct data 1 a limited capacity. These networks are being
replaced, however, by newer wireless data-only networks, as
well as data and voice networks.

The structure and operation of wireless communication
systems are generally known. Examples of such wireless
communication systems include cellular systems and wire-
less local area networks, among others. Equipment that 1s
deployed 1n these communication systems 1s typically built to
support standardized operations, 1.e., operating standards.
These operating standards prescribe particular carrier fre-
quencies, modulation types, baud rates, physical layer frame
structures, MAC layer operations, link layer operations, efc.
By complying with these operating standards, equipment
interoperability 1s achieved.

In a cellular system, a regulatory body typically licenses a
frequency spectrum for a corresponding geographic area (ser-
vice area) that 1s used by a licensed system operator to provide
wireless service within the service area. Based upon the
licensed spectrum and the operating standards employed for
the service area, the system operator deploys a plurality of
carrier frequencies (channels) within the frequency spectrum
that support the subscriber units within the service area. Typi-
cally, these channels are equally spaced across the licensed
spectrum. The separation between adjacent carriers 1s defined
by the operating standards and 1s selected to maximize the
capacity supported within the licensed spectrum without
excessive interference. In most cases, severe limitations are
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2

placed upon the amount of co-channel and adjacent channel
interference that may be caused by transmissions on a par-
ticular channel.

In cellular systems, a plurality of base stations 1s distrib-
uted across the service area. Each base station services wire-
less communications within a respective cell. Each cell may
be further subdivided into a plurality of sectors. In many
cellular systems, e.g., GSM cellular systems, each base sta-
tion supports forward link communications (from the base
station to subscriber units) on a first set of carrier frequencies,
and reverse link communications ({from subscriber units to the
base station) on a second set of carrier frequencies. The first
set and second set of carrier frequencies supported by the base
station are a subset of all of the carriers within the licensed
frequency spectrum. In most, 1f not all, cellular systems,
carrier frequencies are reused so that interference between
base stations using the same carrier frequencies 1s mimmized
and system capacity 1s increased. Typically, base stations
using the same carrier frequencies are geographically sepa-
rated so that minimal interference results.

Traditional wireless mobile networks include Mobile Sta-
tion Controllers (MSCs), Base Station Controllers (BSCs)
and Base Transceiver Station (BTS) systems that jointly oper-
ate to communicate with mobile stations over a wireless

communication link. Examples of common networks include
the GSM networks, North American TDMA networks and

Code Division Multiple Access (CDMA) networks. Exten-
stve infrastructures (e.g., ANSI-41 or MAP-based networks)
exist 1n the cellular wireless networks for tracking mobility,
distributing subscriber profiles, and authenticating physical
devices.

To establish a wireless communication link 1n traditional
wireless voice networks, an MSC communicates with a BSC
to prompt the BTS (collectively “Base Station” or “BS”) to
generate paging signals to a specified mobile station within a
defined service area typically known as a cell or sector (a cell
portion). The mobile station, upon receiving the page request,
responds to 1indicate that 1t 1s present and available to accept
an mcoming call. Thereatfter, the BS, upon receiving a page
response from the mobile station, communicates with the
MSC to advise 1t of the same. The call 1s then routed through
the BS to the mobile station as the call setup 1s completed and
the communication link 1s created. Alternatively, to establish
a call, a mobile station generates call setup signals that are
processed by various network elements in a synchronized
manner to authenticate the user as a part of placing the call.
The authentication process includes, for example, communi-
cating with a Home Location Register (HLR) to obtain user
and terminal profile information.

The next generation of cellular networks presently being
developed are being modified from traditional systems to
create the ability for mobile stations to receive and transmit
data 1n a manner that provides greatly increased throughput
rates. For example, many new mobile stations, often referred
to as mobile terminals (MT) or access terminals (AT), are
being developed to enable a user to surf the web or send and
receive e-mail messages through the wireless mobile termi-
nal, as well as to be able to receive continuous bit rate data,
including so called “streaming data”. Accordingly, different
systems and networks are being developed to expand such
capabilities and to improve their operational characteristics.

One example of a system that 1s presently being deployed
with voice and data capabilities 1s the CDMAZ2000 network.

The CDMA2000 network, however, 1s developed from the
IS-95 networks that were optimized for voice transmissions
and therefore 1s not optimized for transmitting data even
though its data transport capability 1s significantly improved
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from prior art networks and systems. More formally, the
1xRTT standard defines CDMA operation for data transmis-
S101S.

One data-only network that 1s being developed 1s defined
by the 1XEVDO standard. The 1xEVDO standard defines a
time burst system utilizing a 1.25 MHz carrier that 1s set at a
carrier frequency that 1s adjacent to the frequencies used by
the voice networks. In one particular network, a 1.67 milli-
second (mS) burst 1s used for the forward link 1n a 1xEVDO
network. Typical 1xEVDO networks include a Packet Data
Serving Node (PDSN) for performing routing and switching
for a data packet or data packet stream, an Access Network
Controller (ANC) that establishes and manages the wireless
communication link with the mobile terminal, and a Packet
Control Function (PCF) that 1s largely an interface device for
converting signals between the packet domain and a wireless
network that will be used for the communication link.

The 1xEVDO network 1s optimized for forward link data
applications. The next generation of 1xRTT networks that are
being deployed can communicate with voice and data net-
works but do not process data as efliciently as the networks
tormed according to the 1xEVDO standard. Newer networks
are also being designed and have evolved from the 1IXEVDO
standard, including 1xEVDYV, which 1s for transmitting data
as well as voice.

The 1xEVDO networks that have been previously
described are not formed, however, to interact secamlessly
between the voice and data networks. For example, the
1xEVDO networks do not have or fully utilize Signaling
System Number 7 (SS7) type network components to assist
with call setup, user and mobile station authentication, call
routing, and feature delivery. The 1xEVDO networks are
formed to carry data only and do not include the full func-
tionality and capabilities of wireless voice networks. The
inirastructure of the 1XEVDO network 1s different and sim-
pler than S57-based voice networks (wire line or wireless).

1xEVDO does not provide all hand-off capabailities and
functionality of typical voice network. Accordingly, present
mobile terminals only provide some of these traditional voice
network features and, 1n some cases, only in a rudimentary
way. For example, the designs 1n the 1xEVDO standard only
provide for user authentication, not terminal authentication.
Because traditional SS7-type network components are not
tully available in 1XEVDO networks, compatibility and con-
trol problems are readily noticeable.

One problem that has been identified 1n 1xEVDO networks
1s that while the PDSN requires the presence of a unique
MSID for mobility, access terminals that connect to data only
networks do not have phone numbers and therefore do not
have an assigned and unique MSID. Traditional mobile sta-
tions have MSIDs based on the mobile station phone number
and therefore are guaranteed to be umique. Many 1xEVDO
networks, however, do not have the ability to generate a
unique MSID. Thus 1t 1s likely that one MSID may be
assigned to multiple access terminals to create a collision.
What 1s need, therefore, 1s a method of generating unique
MSIDs (for access terminals that do not present an MSID to
the ANC) that 1s guaranteed not to contlict with MSIDs across
other networks.

SUMMARY OF THE INVENTION

A method and apparatus are provided for generating
unique MSIDs for access terminals (AT) that do not present
an MSID to the access network controller (ANC). More spe-
cifically, an ANC and/or a packet control function (PCF)
included an ability to determine that a unique MSID needs to
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4

be generated and logic to generate the umque MSID. Every
clectronic serial number (ESN) 1s unique. Because an MSID
based solely on an ESN could contlict with an MSID created
for another access terminal for a 1XRTT network served by
the same PDSN, the present invention contemplates append-
ing a unique five digit ID that reflects or corresponds to 1
xEVDO networks. More specifically, the ESN of the AT 1s

first converted to an ASCII character string representing the
unsigned decimal equivalent of the 32-bit ESN. The ASCII
string 1s padded with leading “0” (zeros), iI necessary, to
create a 10 character string. The ANC generates a 5 character
string unique to all 1xEVDO networks then concatenates the
two strings to create a unique 135 character string. The created
15 character string 1s then presented to the PDSN to establish
a network session. Other features and advantages of the
present invention will become apparent from the following
detailed description of the invention made with reference to
the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

A better understanding of the present ivention can be
obtained when the following detailed description of the pre-
terred embodiment 1s considered with the following draw-
ings, in which:

FIG. 1 1s a functional block diagram of a communication
network formed according to one embodiment of the present
invention;

FIG. 2 1s a flow chart illustrating a method for maintaining,
1xEVDO session according to one embodiment of the present
imnvention;

FIG. 3 1s a signal sequence diagram that illustrates an
embodiment of the present invention;

FIG. 4 1s a flowchart that illustrates one method of the
present invention performed by an access network controller

(ANC);

FIG. 5 1s a flowchart that illustrates the generating a unique
15 character MSID from an electronic serial number (ESN),
according to one embodiment of the present invention;

FIG. 6 1s a functional block diagram that illustrates one
embodiment of an ANC; and

FIG. 7 1s a functional block diagram of a voice and data
network illustrating a demal of service problem solved by one

embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a functional block diagram of a communication
network formed according to one embodiment of the present
invention. As may be seen, a communication network 100
includes many networks that are coupled to operatively com-
municate with each other to enable a user 1n one type of
network to communicate with a user 1n a different type of
network. For example, the communication network 100 cre-
ates an ability for a wire line user terminal coupled to a private
network to communicate with a mobile terminal through a
wireless communication link. Such transparent operation
with respect to the user 1s improving access to information
and the ability for individuals to communicate to a level that
1s unprecedented. As discussed before, existing wireless net-
works have, heretofore, been adapted primarnly for carrying
voice calls. Accordingly, when used 1n conjunction with a
computer terminal, the wireless voice networks were able to
transmit or recerve data at rates that today are viewed as
unacceptably slow although they were appreciated at the out-
set.
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Along these lines, a mobile station 102 1s located within a
geographic area served by a Base Transcerver Station (BTS)
104 that 1s coupled to a Base Station Controller (BSC) 106.
More specifically, mobile station 102 communicates with
BTS 104 by way of an IS-95 CDMA wireless communication
network link shown generally at 108. Similarly, a mobile
terminal 110 that 1s capable of supporting both voice and data
calls communicates with BTS 104 over a wireless communi-
cation link shown generally at 112 and establishes either
voice calls or data calls under the CDMAZ2000 1xRTT proto-
cols. In the example herein, mobile terminal 110 1s engaged 1n
a voice call, as defined by a service option generated by a
mobile terminal during call setup, and thus wireless commu-
nication link 112 1s transmitting merely voice signals and
associated control signaling.

Similarly, a mobile terminal 114 1s engaged 1n a data call
(data session) according to 1XR1T protocols over a wireless
communication link shown generally at 116. Finally, an
access terminal 118 1s engaged 1n a data session over a wire-
less communication link, shown generally at 120, according
to 1xEVDO protocols 1n a so called “simple-1P” or “mobile-
IP”” network, as those terms are understood by one of average
skill in the art. In general, simple-IP and mobile-IP networks
do not include control-signaling protocols that are as exten-
stve as some existing systems. In particular, stmple-IP and
mobile-IP networks do not include a “heartbeat” mechanism
used to determine that a wireless terminal 1s present and
operational.

The 1xEVDO network of the described embodiment 1s a
high data rate, high performance and cost effective wireless
data packet solution that offers high capacity and 1s optimized
for packet data services. It provides a peak data rate, under
current technology, of 2.4 Mbps within one CDMA carrier
operating at a bandwidth of 1.2 MHz and supports Internet
protocols and further facilitate an “always on” connection so
that users are able to rapidly send and receive wireless data.
Along these lines, the 1XEVDO network 1s formed to support
connectionless communication links 1n contrast to traditional
connection-oriented networks, such as the PSTN, and trans-
mits Protocol Data Units (PDUs) which comprise data pack-
ets layered 1n a protocol such as an IP protocol. In general, the
1xEVDO transmits the PDUs 1n a bursty fashion notwith-
standing i1ts underlying CDMA technology. For hybnd
mobile terminals capable of supporting both voice and data
calls, the IXEVDO transmits the PDUs for the data on sepa-
rate 1.25 MHz channels with respect to voice thereby achiev-
ing higher system capacity.

1 xEVDO network topology 1s a little different from tradi-
tional wireless networks, including 1xRTT data networks.
More specifically, while wireless voice networks and 1xRTT
data networks all include the use of a BSC and MSC {for call
control and call routing, a 1XxEVDO system merely commu-
nicates through the radio with ANC that 1n turn communi-
cates with a packet data serving node which 1in turn 1s coupled
to a data packet network such as the Internet.

Continuing to examine FIG. 1, BTS 104 1s coupled to
communicate with ANC/BSC 106. As 1s understood by one of
average skill 1n the art, Access Network Controllers (ANCs)
and Base Station Controllers (BSCs) have similar function-
ality. Moreover, Packet Control Function Cards can be
installed either within a BSC or within an ANC according to
whether the PCF 1s to communicate with a IXRTT device or
a 1xEVDO device, respectively. Additionally, 1n one embodi-
ment of the invention, one ANC/BSC 1s formed with 1xRTT
and 1XxEVDO equipment therewithin to be multi-network
capable. Thus, the embodiment of FIG. 1 contemplates such
a configuration although it 1s to be understood that the BSC
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6

and ANC elements may readily be separated or formed as
stand alone units, but are show herein as are systems for
illustration.

Within ANC/BSC 106, according to one embodiment of
the present invention, a plurality of different wireless network
cards are included to facilitate communications with mobile
stations and mobile terminals of differing protocols and
types. For example, 1n the described embodiment, ANC/BSC
106 1ncludes circuitry to communicate with mobile station
102 over IS-95 CDMA wireless communication network link
as shown generally at 108. ANC/BSC 106 further includes a
Packet Control Function (PCF) card 122 for communicating
with mobile terminals 110 and 114 utilizing 1XRT'T protocols
in one described embodiment of the invention. As may be
seen, PCF 122, which 1s for communicating with 1xRTT
protocol devices, 1s coupled to an MSC 124. A PCF 126,
however, 1s for communicating with 1xEVDO devices and
thus it 1s coupled directly to a Packet Data Serving Node
(PDSN) 128. Thus, access terminal 118 that communicates
over wireless communication link 120 according to IXEVDO
communication protocols, communicates with BTS 154 and
with PCF 126 formed within ANC/BSC 106 according to one
embodiment of the present invention. It 1s understood, of
course, that PCF 126 may readily be formed as a distinct
device rather than within a rack of ANC/BSC 106. Moreover,
PCF 126 may communicate with access terminal 118 through

distinct radio equipment and, thus, through a BTS other than
BTS 154 as shown herein.

MSC 124 further 1s coupled to a PSTN 130. Accordingly,
calls routed through MSC 124 are directed either to other
MSCs (not shown herein) or to external networks by way of
PSTN 130. The reference to PSTN herein includes SS7 and
other similar “intelligent networks”. Thus, a gateway device
(not shown herein) coupled to PSTN 130, may be used to
access a data packet network, such as the Internet, for any data
calls transmitted according to 1xRT'T protocols. 1IxXEVDO
calls, which are processed by PCF 126, however, are for-
warded through PDSN 128, which, upon authentication by an
Authentication, Authorization and Accounting (AAA) server
132, 1s connected to a data packet network, such as a data
packet network 134, which, in this example, comprises the
Internet. As may further be seen, data packet network 134 1s
coupled to a private network 136 by way of a gateway device
138. Private network 136 further 1s coupled through tradi-
tional wire line networks to a user terminal 140 and 142.

Data packet network 134 further 1s coupled to a plurality of
application servers, such as application servers 146 and 148

by way of gateway devices 150 and 152, respectively. Con-
tinuing to refer to FIG. 1, ANC/BSC 106 further 1s coupled to

a BTS 154, which 1s in communication with an access termi-
nal 156 by way of a 1xEVDO communication link 1358. As
may be seen, access terminal 156 1s served by PCF 126, as 1s
access terminal 118. Additionally, however, a BTS 160 1s
coupled to a PCF 162 that, 1n turn, 1s coupled to communicate
with a PDSN 164.

Any one of the 1XEVDQO access terminals 156 or 118 may
also communicate through PCF 162 and PDSN 164 whenever

they travel through a geographic region that 1s served by BTS
160. In the described embodiment, PCF 162 1s formed 1n a

distinct device and 1s not formed as a card within a BSC as
was the case with PCF 122 and PCF 126. As will be described
in greater detail below, the present invention deals in part with
the situation 1n which a data packet session has been estab-
lished between an access terminal and a PCEF, thereatter, the
access terminal transitions to a service area covered by a
different PCF. Accordingly, 11, for example, access terminal
156 transition to a new service area, for example, access
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terminal 156 transitions from a service area that 1s served by
PCF 126 to a service area that 1s served by PCF 122, PCF 122
could generate a MSID that conflicts with a mobile terminal
serviced by PCF 122, mobile terminal 110 for example.

Proposed standards support a mechanism on an optional
Al2 interface to allow the Access Network-Authentication
Authorization Accounting (AN-AAA) mterface to coordi-
nate the distribution on of unique MSIDs to 1xEVDO net-
works. When the Al12 interface i1s not present, the ANC 1s
responsible for generation of MSIDs. The ANC uses an inter-
nal mechanism to map the ESN (guaranteed to be unique) to
an MSID that 1s unique to the 1xEVDO network but may not
be unique across all networks connected to the PDSN. If the
MSID generated by the ANC 1s the same as a mobile station
connected to the PDSN through another network, such as a 1
XxRTT network, then the PDSN will drop the mobile station
under the assumption that a handoif 1s required. This situa-
tion, though statistically unlikely, will cause a denial of ser-
vice to the mobile station.

FI1G. 2 1s a flow chart i1llustrating a method 1n a packet data
serving node (PDSN) for maintaining 1xEVDO session
according to one embodiment of the present invention. The
PDSN determines that an access terminal (AT) requires a data
session 1 a 1XEVDO network (step 204). The PDSN recerves
a unique 15 digit MSID from a first communication element
(e.g., an access network controller (ANC)) for the AT seeking
to establish the session (step 208). Typically such a request 1s
made of an A-11 interface as defined by current 1IXEVDO
standards. After recerving and replying to an A-11 registra-
tion request, an A-10 connection (data session) 1s created
between the PDSN and PCF thereby establishing the data
session (step 212). As the AT moves from a geographic area
served a first communication element (a first ANC) to a geo-
graphic area served by a second communication element (a
second ANC) (step 216), the AT will cross a threshold
wherein the pilot signal strength from the second communi-
cation element will be greater than that being received the first
communication element. The PDSN subsequently recetves a
unique 15 digit MSID for the AT attempting (from the per-
spective of the PDSN) to establish a data session (step 220).
The PDSN, however, determines the received MSID is the
same as the MSID receiwved from the first communication
clement (step 224). The PDSN terminates the data session
established with the first communication element and
resumes the data session with the second communication
clement (step 226).

FIG. 3 1s a signal sequence diagram that illustrates an
embodiment of the present invention. As may be seen, an
access terminal (AT) 302 1s coupled to communicate with an
access network controller (ANC) 304, a packet control func-
tion (PCF) 306, and packet data serving node (PDSN) 308 in
a 1xXEVDO network. Initially, the AT imitiates a communica-
tion link with ANC 304 by way of signal 312. Signal 312 1s
transmitted from AT 302 by way of an access network trans-
ceiver (not shown) to ANC 304. ANC 304 1nitiates a process
to determine an MSID for access terminal 302 by generating
a Hardware ID Request 316. AT 302 responds with an elec-
tronic serial number (ESN) (step 320). Unlike mobile sta-
tions, access terminals do not have telephone numbers that
readily are transierred into MSIDs. ANC 304 therefore gen-
erates a unique MSID based on the received ESN and a
five-character identifier that 1s unique to all IXEVDO net-
works as described herein (step 324). ANC 304 generates a
setup signal over an A-9 interface (step 326). PCF 306
responds with a registration request to PDSN 308 in a regis-
tration request signal 328 over an A-11 interface. After receiv-
ing a registration reply signal 332, an A-10 connection (step
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336) 1s created. PCF 306 then sends a connect signal to ANC
304 over A-9 interface, as shown by signal 338. As 1s under-
stood by one of average skill 1n the art, A-9, A-10 and A-11
refer to defined interfaces between an ANC, a PCF and a
PDSN. Once the session setup signals have been recerved,
PDSN 308 and AT 302 establish a point-to-point protocol
communication link (step 340). After the creation of the
point-to-point protocol communication link, access terminal
302 maintains an always on data session to transmit packet
data (step 344). Thereaiter, if access terminal 302 should
transition to a new geographical area and a new 1xEVDO
network, a new ANC will generate a MSID 1dentical to that
generated by ANC 304 because the MSID 1s based on a
common 1xEDVO mterface and a unique ESN {for the AT.
PDSN 308 will initiate a hard hand off by first dropping the
previous connection then continuing the session with the new
PCEF/ANC whenever 1t receives a connection request for an
AT having an MSID that corresponds to an active data ses-
S1011.

FIG. 4 1s a flowchart that illustrates one method of the
present invention performed by an access network controller
(ANC). Imtially, ANC recerves communication signals indi-
cating that an access terminal (AT) seeks to establish a data
session with the ANC (step 404). The ANC determines the
optional A12 iterface 1s not established or not operational by
sending an Al2 access request signal (step 406). In one
embodiment, this step 1s performed only once in a given
period and the result 1s stored. Alternatively, this determina-
tion 1s made every time a session 1s established. The AT does
not have a phone number and therefore no MSID. Accord-
ingly, the ANC must generate a unique MSID from the AT
clectronic serial number (ESN). Thus, the ANC generates a
hardware ID request (step 408), to which the AT responds
with an ESN (step 412). Using the received ESN, the ANC
generates a 15-character string MSID 1ncluding a five digit
number unique to all IXEVDO networks. The ANC generates
a five-character string umique to all IXEVDO networks (step
414) and also generates a 10 character string 1dentifier that
reflects the ESN (step 416). The ANC combines the five-
character string with the 10 character string (step 418) to
create a 15 character string that 1t uses as the MSID (step 420).
The ANC sends the created MSID within an A-11 interface
registration request to the PDSN (step 424). The PDSN
responds with A-11 registration reply (step 428) and thereat-
ter establishes a data network session (step 432).

FIG. 5 1s a flowchart that 1llustrates the generation of a
unmique 15 character MSID from an electronic serial number
(ESN), according to one embodiment of the present inven-
tion. In the described embodiments, the 15 digit MSID 1s
generated by an access network controller (ANC). In an alter-
nate embodiment of the invention, the 15 digit MSID 1s gen-
erated by a packet control function (PCF) card or device.
After generating a hardware ID request (not shown), the
access terminal (AT) sends a 32-bit ESN to the ANC (step
502). Block 504 1s an example of a 32-bit number represent-
ing a hypothetical 32 bit ESN. The ANC converts the ESN
into ASCII character string representing the unsigned deci-
mal equivalent of the ESN (step 306). The number shown 1n
block 508 represents an example of a decimal equivalent of
the number in block 504. The ANC determines 11 the character
string 1s ten digits long (step 310), and 11 not, then fills the
string with a dedicated character (zero in this example) until
the string 1s 10 characters long (step 512). Block 514 illus-
trates that four zeros were prepended (appended 1n front of) to
the decimal equivalent 1n block 508. The remaining 5 char-
acters of the 15-character MSID are generated by the ANC
(step 516). The algorithm assures that the 5-character string 1s
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unique and repeatable by every 1XEVDO access network
controller. Block 518 1s a hypothetical example of a five-
character string. The 15-character string representing the
MSID 1s created by concatenating the five-character string
with the 10 character string representing the ESN (step 520).
Example block 522 illustrates the result of concatenating
blocks 514 and 518. In the described embodiment, all ANCs

use a common ID. Alternately, the ANCs may use one of a set
of defined five digit IDs that reflect 1xEVDO network MSID
generation. Since all ESN are generated by the manufacturer
and guaranteed to be unique, and since the five-character
string generated by the ANC 1s unique to 1xEVDO networks,
the 15-character string 1s unique. The ANC uses the unique
15-character string as the MSID when communicating with
the PDSN (step 524).

FIG. 6 1s a functional block diagram that illustrates one
embodiment of an access network controller (ANC). Refer-
ring now to FIG. 6, an ANC 600 includes a processor 602 that
1s coupled to communicate over a bus 604. A bus controller
606 controls communications over bus 604. A memory 608
turther 1s coupled to bus 604 and includes computer mnstruc-
tions that are retrieved by processor 602 over bus 604 for
execution. The computer instructions within memory 608
define the operational logic of ANC 600. For example,
memory 608 includes a memory portion 610 that includes
computer mstructions that define the ANC operational logic.
The computer instructions within memory portion 610 define
logic that 1s described by the signal sequence diagram and
flowcharts and other descriptions herein of the present
embodiment of the invention relating to generation and using
the 15 digit MSID. Bus controller 606 further 1s coupled to a
communication port 612 through which ANC 600 communi-
cates with external devices. Thus, when processor 602
retrieves the computer instructions stored within memory
portion 610 and executes them to determine that it should
generate an MSID, processor 602 generates the MSID and
transmits 1t over bus 604 through bus controller 606 and out
communication port 612 for transmission to a packet data
serving node (PDSN).

FIG. 7 1s a functional block diagram of a voice and data
network 1llustrating a denial of service problem solved by one
embodiment of the present invention. Networks 702, 704 and
706 are served by a single packet data serving node (PDSN)
708. Packet control functions (PCF) 710, 712, and 714 com-
municate with PDSN 708 via A-10 and A-11 interfaces 716,
718, and 720. Network 702 1s a 1xRT'T network comprising
base station controller (BSC) 722 and base transcetver station
(BTS) 724. When mobile station 726 signals BTS 724 to
place a data call, the mobile station 1s authenticated by PCF
710 1n communication with home location register (HLR)

728. After authentication, communication 1s established by
the A-10/A-11 interface 716.

Networks 704 and 706 are 1xEVDO networks served by
PCFs 712 and 714, respectively and application network con-
trollers (ANC) 730 and 732, respectively. In the example of
FIG. 7, access terminal (AT) 734 imtially requests service
from ANC 730 via access network transcerver (ANTS) 736.
ANC 730 generates a hardware ID request, to which AT 734
responds with an electronic serial number (ESN). The PDSN
requires a MSID to establish a data session so the ANC
generates a random MSID due to the absence of optional
interface A-12 used to access AN-AAA 738. Withoutan A-12
interface, however, PCF can not authenticate the AT. Thus
there 1s no mechanism to avoid duplicate MSIDs because an
MSID 1n network 702, mobile station 726 for example, may
be repeated in networks 704 or 706 for AT's therein. Whenever
PDSN 708 receives an MSID that matches an existing MSID,
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the PDSN drops the first data session under an assumption
that the first MSID has roamed to a new network. MS 726 will
receive a denial of service when 1t attempts to reconnect.

As AT 734 moves from the geographic area served by
ANTS 736 to the geographic area served by ANTS 740, the
AT will cross a threshold 742 wherein the pilot signal strength
from ANTS 740 will be greater than that being received from
ANTS 736. At this point, AT 734 will request a session with
the ANC generating a better signal. Without the inventive
method, PCF 714 will generate a random MSID for AT 734
and establish a data session with PDSN 708 based on this new
MSID. In this scenario, PDSN 708 1s not able to determine
that an existing session 1s to be continued because 1t cannot
determine that the “new” AT 1s the same as the one with to
which a session 1s in progress. Using the mventive method,
ANC 732 would generate the same MSID as generated by
ANC 730 thus PDSN 708 will move the data session from
PCF 712 to PCF 714 thereby faelhtatmg a “hand-ofl” from
one network to another while a data session 1s 1n progress.

The mvention disclosed herein 1s susceptible to various
modifications and alternative forms. Specific embodiments
therefore have been shown by way of example in the drawings
and detailed description. It should be understood, however,
that the drawings and detailed description thereto are not
intended to limit the mvention to the particular form dis-
closed, but on the contrary, the invention is to cover all modi-
fications, equivalents and alternatives falling within the spirit
and scope of the present invention as defined by the claims.

What 1s claimed 1s:

1. A 1x EVolution-Data Optimized (1xEVDOQO) data only
network communication element, comprising:

a bus to transmit computer mstructions and control signals
within a Packet Data Serving Node (PDSN);

a processor coupled to the bus for executing the computer
instructions;

memory coupled to the bus, the memory 1including com-
puter instructions executable by the processor, that upon
execution prompt the processor to define operational
logic determining an A-12 interface has not been estab-
lished or 1s not operational 1n a given geographic area
and to define operational logic for, responsive thereto,
causing an access network controller (ANC) to generate
a unique mobile station ID (MSID) for an access termi-
nal (AT) seeking to establish a data sessionina 1IxEVDO
data network; and

wherein the unique MSID comprises a unique identifier
reflecting that the communication link 1s being estab-

lished within the 1xEVDO data network.

2. The 1xEVDO data only network communication ele-
ment of claim 1 wherein the computer instructions stored
within the memory define logic to prompt the processor to
retrieve an electronic serial number (ESN) for the AT.

3. The 1xEVDO data only network communication ele-
ment of claim 2 wherein the computer instructions stored
within the memory define logic to prompt the processor to
convert the ESN 1nto an ASCII character string representing
an unsigned decimal equivalent of the ESN.

4. The 1xEVDO data only network communication ele-
ment of claim 3 wherein the computer instructions stored
within the memory define logic to prompt the processor to
prepend as many of a specified digit as 1s required to create a
ten digit character string whenever the ESN converts to a
value that 1s less than ten digits long.

5. The 1xEVDO data only network communication ele-
ment of claim 4 wherein the specified digit 1s a “0”” (zero).

6. The 1xEVDO data only network communication ele-

ment of claim 4, wherein the computer instructions stored
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within the memory define logic to prompt the processor to
concatenate a five character unique identifier of the data ses-
sion of the 1xEVDO data network to the ten digit character
string to create a fifteen digit MSID.

7. A method i a 1x EVolution-Data Optimized (1xEVDO)
data only network, performed by communication elements,
of generating a unique mobile station ID (MSID) for an
access terminal (AT), comprising:

in a first communication element:

determining that a data session 1s to be set up for the Al
in the 1XEVDO data only network;

determining that an A-12 interface has not been estab-
l1ished or 1s not operational 1n a geographic area served
by the first communication element;

determining an electronic serial number (ESN) for the
AT; and

generating a unique MSID for the AT that includes a
unique 1xEVDO network 1dentifier and an 1dentifier
that reflects the ESN.

8. The method of claim 7 wherein generating a unique
MSID further comprises converting the ESN to a decimal
number up to 10 digits long.

9. The method of claim 8 wherein converting the ESN
turther comprises prepending at least one specified digit to
cause the converted ESN to be a ten digit number.

10. The method of claim 8 wherein generating a unique

MSID further comprises prepending a unique 1xEVDO 1den-
tifier to the converted ESN.

11. The method of claim of 2 wherein the unique 1xEVDO
identifier 1s the same for a plurality of IXEVDO networks.

12. The method of claim of 7 including dropping the data
session 1n a geographic area served by the first communica-
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tion element as the AT transitions into a geographic area
served by a second communication element.

13. The method of claim of 12 wherein the method
includes, 1n the second communication element, generating a
umique MSID for the AT in the geographic area served by the
second communication element.

14. The method of claim of 13 wherein the unique MSID
generated for the AT by the second communication element 1s
the same as the MSID generated by the first communication
clement.

15. The method of claim 14 further including resuming a
dropped data session.

16. A method 1n a packet data serving node (PDSN) of
maintaining a 1x EVolution-Data Optimized (1xEVDQO) data
session for an access terminal (AT) that transitions from a first
geographic area served by a first communication element to a
second geographic area served by a second communication
clement, the method comprising:

recerving a {irst unique fifteen digit MSID for the AT seek-

ing to establish a data session from the first communi-
cation element;

establishing the data session;

receving a second unique fifteen digit MSID for the AT

seeking to establish a data session from the second com-
munication element:;
determiming that the second unique fifteen digit MSID 1s
the same as the first umique fifteen digit MSID for the
data session with the first communication element; and

terminating the data session with the first communication
clement and continuing the data session with the second
communication element.
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