12 United States Patent

US007388831B2

(10) Patent No.: US 7.388.831 B2

Basturk 45) Date of Patent: Jun. 17, 2008
(54) METHOD AND APPARATUS FOR BOND 5,276,848 A * 1/1994 QGallagher et al. .......... 711/121
MANAGEMENT ACCORDING TO 5491,694 A * 2/1996 Oliver et al. ............... 370/455
HIEFRARCHY 5,509,123 A * 4/1996 Dobbins et al. ............ 709/243
5,550,816 A * 8/1996 Hardwick et al. .......... 370/397
75 : : 5,751,971 A * 5/1998 Dobbins et al. ............ 709/238
(75) Inventor: Erol Basturk, Cupertino, CA (US) 5099525 A 12/1999 Krishnaswamy et al
: _ . : 6,058,431 A 5/2000 Srisuresh et al. ........... 709/245
(73) Assignee: Pluris, Inc., Cupertino, CA (US) 6,078,586 A * 6/2000 Dugan et al. ............ 370/395.2
. . L . 6,278,714 Bl 82001 Gupta
(*) Notice:  Subject to any disclaimer, the term of this 6385200 B1* 5/2002 Skirmont et al. .......... 370/419
patent 1s extended or adjusted under 35 6,553,005 B1* 4/2003 Skirmont et al. ........... 370/285
U.S.C. 154(b) by 1039 days. 6,691,120 B2*  2/2004 Ahmadi ....cccoovrvennn... 707/102
(21)  Appl. No.: 10/079,984 FOREIGN PATENT DOCUMENTS
(22) Filed: Feb. 20, 2002 WO WO 01/05101 A 1/2001
WO WO 01/65777 A 9/2001
(65) Prior Publication Data f ited _
cite examiner
US 2002/0114276 Al Aug. 22, 2002 4
Primary Examiner—Edan Orgad
Related U.S. Application Data Assistant Examiner—Venkatesh Haliyur
(63) Continuation-in-part of application No. 09/625,747, gﬂnfﬁ?ggey . Agent, or Firm—Central Coast Patent
filed on Jul. 26, 2000, now Pat. No. 6,553,005 SEIRY, I
(51) Int. CI. (57) ABSTRACT
HO4L 12/26 (2006.01) o _ _ _
HO4L 12/56 (2006.01) In a communication systlenm havhllpg labpluflahty of pl‘lYSI‘CEll
(52) U.S. Cl oo 370/230; 370/285; 370/349, ~ Sommunication ports, a erarchical bond communication
270/389: 370/407- 370/463 interface has a logical interface as a component of the bond
(58) Field of Classification Search ’ 170 /’229_232 at a top level of the hierarchy, and a first subjugate logical
"""" " interface at a second level of the hierarchy as a component
3707233, 236, 401, 468, 349, 385, 32#6?40623: of the top-level logical interface. The communication sys-
Q lication file £ - b hist tem has a control mechanism whereby thresholds may be set
~& dppLAtion e 10T COMIPICTE SEAICAL ISTOLY. to determine up or down status of hierarchical bonds for use
(56) References Cited in communication, according to characteristics of compo-
nents of the bonds.
U.S. PATENT DOCUMENTS
5,095,480 A * 3/1992 Fenner .......cococvvvnnnnnn. 370/238 31 Claims, 11 Drawing Sheets
41 43
2.5 Gb
2.5 Gb
Packets K1 IF2 2.5 Gb [F4
2.5 Gb
10 Gb 45
IF5

R3




US 7,388,831 B2

Sheet 1 of 11

6l

Jun. 17, 2008

U.S. Patent

14

d

1

edl

117D
017D

111D

0T°1ID

cdl

Gl

L1

[ 1]

Lel

[ Al

el

Ll




US 7,388,831 B2

Sheet 2 of 11

Jun. 17, 2008

U.S. Patent

6¢C

H1dV.L
AHIATOHS
L IIISNOD

(1Y 1014d) T 81

1

SSHHUDH d0d
Ld0Od "TVOISAHd
OL ANHS

¢dl O.L
ATIVNIALNI

ANHS

LC $C

cAl=vd/ 11

TGV

DONIAA VM A0

L IIISNOD

¢C



US 7,388,831 B2

£ 31

dVIN

1
XX XXXKXXXXX XXXXXXXXXX XAI

Sheet 3 of 11

T19V.L
ONIAEY M YO

YAINNN L1901
= ('S)DYUD
d pue S HSVH

SLI9 9NOINN
OL ONITIODDV

SHOVAIALNI OL HL10OY L INISNOO

tt

Jun. 17, 2008

6¢ - LY — 33

U.S. Patent




US 7,388,831 B2

Sheet 4 of 11

Jun. 17, 2008

U.S. Patent

AJOMILAN

LANTHLNI

$Y

LV

p S,

QD 01

| %

(4] S1yoed



U.S. Patent Jun. 17,2008 Sheet 5 of 11 US 7,388,831 B2

INTERNET
NETWORK

N -
<< Ve
| o8
~ o
L~
S0
T 0 =
— -
O
e D
O 'y
¢ o,
e~
-I ~ o
- o]
m |
e
s N
—

Packets



9 ‘Sl

US 7,388,831 B2

S 65
&
3
e
99
T —————
oz SUOEBUISsSa(J -
m [enualod — 19SIO
- I91UI0]
K \
= ¢9
-

9

J[qe]. IojoUIRIR ] 9IN0OY
£9

U.S. Patent

LS

(x)4

19398 Iurtoou]

mm&



U.S. Patent Jun. 17,2008 Sheet 7 of 11 US 7,388,831 B2

llllllllllllllllllllllllllll
llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

701 NRT 702
PrimaryBond v

Fig. 7



U.S. Patent Jun. 17,2008 Sheet 8 of 11 US 7,388,831 B2

803
801
\ 802

PHYS D-Links \/ S-Bond

llllllllllllllllllllllllllllllllllllllllllllllllllll

[Cient |

InternalFabric

CLI |
Interface (—-——-)»

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

800



U.S. Patent Jun. 17,2008 Sheet 9 of 11 US 7,388,831 B2

Up threshold: >=4 are Up
Bond-Up  Down threshold <=2 are Up

901

%
ﬂ L7 0000

__p threshold >=3 gre ]
S-Bond-Up{ Down threshold <=2 are Up

902

S0 07T 0T

State A

Bond-Down  Up threshold: >=4 are Up
Down threshold <=2 are U

901

WEEEE S ot

Up threshold: >=3 are Up

>-Bond-Down Down threshold <=2 are Up
902 . _
| I | | I
State B

Fig. 9



U.S. Patent Jun. 17, 2008 Sheet 10 of 11 US 7,388,831 B2

Up threshold: >=4 are U
Bond-Up  Down threshold <=2 are U

901

000 00 [‘ U

Up threshold: >=3 are Up
S-Bond-Down Down threshold <= 2 are Up

902

N NEEE

State A

Bond-Down  Up threshold: >=4 are Up
Down threshold <=2 are Up

it b hhne

Up threshold: >=3 are Up

S-Bond-Up Down threshold <= 2 are Up
902
: S~ ST U U TU
 State B

Fio. 10



U.S. Patent Jun. 17, 2008 Sheet 11 of 11 US 7,388,831 B2

1100

OO OO

Logical Interface Layer 3

1101

Data Links La er 2

1102

Nlifelololole

Data Links Laver 2 S-Bond

Fig. 11



US 7,388,831 B2

1

METHOD AND APPARATUS FOR BOND
MANAGEMENT ACCORDING TO
HIERARCHY

CROSS-REFERENCE TO RELATED
DOCUMENTS

The present application 1s a continuation 1n part (CIP) of
a U.S. patent application Ser. No. 09/625,747 entitled
“Method and Apparatus for Load Apportionment Among
Physical Interfaces in Data Routers” filed on Jul. 26, 2000,
now U.S. Pat. No. 6,553,005 which 1s related to a co-
pending U.S. patent application Ser. No. 09/594,300 filed on
Jun. 14, 2000, which 1s titled “Method and Apparatus for
Mapping Data Packets Between Lines of Differing Capacity
at a Router Interface”, the disclosure of which 1s incorpo-
rated by reference.

FIELD OF THE INVENTION

The present mvention 1s 1n the field of data-packet pro-
cessing and forwarding over a data-packet-network, and
pertains particularly to methods and apparatus for aggregat-
ing physical links between routers into one or more virtual
interfaces, and manipulating such aggregations according to
a hierarchical data structure.

BACKGROUND OF THE INVENTION

The growth and development of the public network
known as the Internet 1s a very well-known phenomenon.
The Internet has grown very rapidly both 1in terms of end
users and content providers. This phenomenal growth has
generated a great need for improved hardware and software
for handling the greatly increased data traflic.

Hardware-software systems known as routers are the
workhorses of the Internet. In current art most routers are
capable of handling traflic at rates in the gigabit per second
range. The present inventors are engaged in developing
Terrabit network routers, and 1n proposing and developing
solutions for problems inherent 1n current art routing sys-
tems.

As 1s well-known 1n the art, there are several diflerent
kinds of packets to be routed in Internet tratlic. One type of
packet 1s termed 1n the art an IP packet. IP packets can be
used for all-types of data; including Internet telephony and
Internet video streaming. IP packets have header fields
defining such as the source and destination for each packet.

In the art of packet routing 1t 1s well-known that it 1s
desirable for packets to arrive at a destination in the same
order that they were generated at a source. For one reason,
out-of-order packets may well cause dropouts 1 applica-
tions such as voice and video communication and the like.
Provision may well be made at a destination to re-order
packets, but such re-ordering 1s expensive 1n processor
resources. Such provision 1s commonly not made, and
packets may be lost or discarded in any case.

If there were to be only one hop from a source to a
destination, this would not be problem. Since there are
invariably several machines through which packets must
pass and be processed, and because newer and better routers
may employ processing parallelism, attention must be paid
to the order of packets.

The packets handled by a router can be logically divided
into tlows, where each flow 1s the set of all packets, which
are being sent from the same origin to the same destination.
A group of such flows can be treated as a single tlow.
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Generally speaking, 1f packets 1n the same flow are always
sent from every system 1n the order that they were received,
the original ordering will be honored.

A method 1s known to the inventor for internal routing of
a packets received 1n a packet router. The method comprises
steps of selecting a logical interface having multiple physi-
cal ports as a destination for the packet, processing any one
or more addresses or labels of the packet and other packets
received by a common function, producing thereby results
unique to the packets in which the addresses and labels
processed differ, and then mapping the physical ports at the
destination to the umique results produced by processing the
addresses or labels of packets, and finally routing the data
packet according to the computed mapping. Weighting 1s
applied to the physical ports 1n the mapping scheme, the
weighting reflecting different transmission capacities of the
physical ports.

The Internet network 1s divided logically into various
standard layers of differing hardware and software function-
ality. In consulting one standard and well-known layering
protocol termed Open System Interconnection (OSI). There
are, according to this scheme, seven distinct network layers.
Network layers amount to separated levels of network
function. The well-known International Organization for
Standardization (ISO) and the International Telecommuni-
cation Union-Telecommunication Standardization Sector
(ITU-T) brought about the OSI architecture. Specific details
regarding protocols and functions associated with OSI layers
are published and available. The focus of this specification
concentrates on function of two of the lower layers pertinent
to the present 1vention.

The two layers of most concern 1n establishing physical
data links and logical routing interfaces are layers 2 and 3.
Layer 2 controls the physical layer or layer 1 data flow.
Layer 2 1s responsible for establishing link connections
between workstations. Layer 3 addresses and routes packets.
Layer 3 1s responsible for such as addressing and control
functions. Layer 3 manages routing function including
packet switching, routing, data congestion, and translation
of logical addresses to physical addresses. There are also
other known and standardized architectures defining difler-
ent numbers and descriptions of network layers. Among
these architectures however, layers 1-3 are essentially alike
in their functions and what attributes of network communi-
cation they are responsible for among the most standardized
ol architectures.

It 1s known to the inventor that a plurality of physical
interfaces (ports) of a router may be logically bound together
or aggregated to form a bond. A bond as known to the
inventor 1s defined as an aggregation of layer 2 link
addresses, which share a single layer 3 address and are
considered 1 terms of layer 3 protocols as a logical or
virtual interface. For example, two or more separate com-
munication lines of a router can be seen 1n the network layer
3 as one large trunk. One advantage of establishing a bond
1s that layer 3 1s not aware whether a given logical address
defined 1n layer 3 1s an aggregation of layer 2 links or 1s
simply a single physical address. In this way, layer 3
protocol only has to consider a single logical address for
routing purposes, and does not need to table every physical
link address aggregated under the layer 3 address. As a
result, routing 1s more ethcient. The lowest layer (1) resolves
all address hierarchies into a same-level list of physical
interfaces or ports.

It has occurred to the mnventor that more efliciency in
routing could be achieved with respect to creating bonds
comprising multiple router links by introducing a concept of
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hierarchy concerning bond assignment as well as flexibility
of assignment and mampulation of bonds and bond struc-
tures.

Therelfore, what 1s clearly needed 1s a method for creating,
and managing bonds that enables more hardware-controlled 5
processing, less software-controlled processing, and pro-
vides more administrative flexibility with respect to chang-
ing bond assignments. A method such as this would make
Layer 3 processing more eflicient and improve load-balanc-
ing capability 1n data routing. 10

SUMMARY OF THE INVENTION

In a preferred embodiment of the present invention, 1n a
communication system having a plurality of physical com- 15
munication ports, a hierarchical bond communication inter-
tace 1s provided, comprising a logical interface as a com-
ponent of the bond at a top level of the hierarchy, and a first
subjugate logical interface at a second level of the hierarchy
as a component of the top-level logical interface. 20

In some embodiments of the hierarchical bond compo-
nents at the top level and the second level comprise one or
more physical interfaces. There may also be more than two
levels. Further, one or more physical interfaces may be
clements of one or more levels. The communication system 75
in a preferred embodiment 1s data router 1n a data packet
network, and the network may be the well-known Internet
network.

In another aspect of the invention, in a communication
system having a plurality of physical communication ports, 30
a method for grouping ports in data routing 1s provided,
comprising the steps of (a) defining a logical interface at a
top level of a hierarchical bond; (b) defining a first subjugate
logical interface at a second level of the hierarchical bond as
an element of the top-level logical interface; and (¢) routing 35
data by addressing the top-level bond, which then uses
logical and physical components of the hierarchy for data
transmission.

In some embodiments components at the top level and the
second level comprise one or more physical interfaces. 40
Further the bond may be of more than two levels. Still
turther, one or more physical interfaces may form a part of
one or more levels of the hierarchical bond. In a preferred
embodiment the communication system 1s a data router 1n a
data packet network, which may be the well-known Internet 45
network.

In yet another aspect of the invention, 1n a communication
system having one or more hierarchical bonds comprising a
logical interface at a top level and a first subjugate logical
interface at a second level of the hierarchical bond as an 50
clement of the top-level logical interface, a control system
for managing links in data routing 1s provided, comprising
a first portion recording availability status of the hierarchical
bonds for routing of data by monitoring characteristics of
both logical and physical component links of the hierarchi- 55
cal bonds, and a second portion providing configuration
input for use in the monitoring by the first portion.

In a preferred embodiment one or more thresholds are
configured for an interface characteristic through the second
portion for individual ones of the logical interfaces, a logical 60
interface considered up or down according to the instant
value of the characteristic for the interface in relation to the
value of the configured threshold or thresholds. In some
cases a threshold configured for a logical interface 1s an up
threshold such that the logical interface 1s considered up 1f 65
the instant value of the threshold characteristic for the
logical interface has the configured relationship to the con-

4

figured value of the up threshold, while in other cases a
threshold set for a logical interface 1s a down threshold such
that that the logical interface 1s considered down 1f the
instant value of the threshold characteristic for the logical
interface has the configured relationship to the configured
value of the down threshold.

In some cases two threshold values differing in magnitude
are conligured for an individual one of the logical interfaces,
one being an up threshold, and the other a down threshold,
such that the logical interface may be considered up even
though 1t no longer meets the configured relationship of the
up threshold, but does not yet meet the configures relation-
ship for the down threshold, or may be considered down
even though the threshold characteristic for the interface no
longer meets the configured relationship for the down
threshold, but does not yet meet the configured relationship
for the up threshold.

In operation 1n a preferred embodiment the first portion
periodically evaluates the status of the hierarchical bonds for
routing data by determining the up or down status of each
bond, beginning with the lowest level 1n the hierarchy and
proceeding upward to the highest level of the bond. In some
cases the second portion comprises one or more of a
graphical user intertace (GUI), a control line interface (CLI),
for configuring bond characteristics, or an SNMP 1nterface
for configuring bond characteristics. Further, the system
may comprise a plurality of nodes each having a plurality of
physical ports, wherein bonds are defined for individual
nodes using the ports specific to the nodes, and the control
system comprises a plurality of {irst portions each specific to
an 1ndividual one of the nodes, and a common second
portion providing configuration mput to the plurality of
nodes.

In certain cases the characteristic for thresholds associated
with an interface 1s the up or down state of components of
the interface, expressed as a number up or a number down.
In other cases the characteristic for thresholds associated
with an interface 1s a percentage of the number of compo-
nents of the iterface having an up or a down state, while 1n
other cases the characteristic for thresholds 1s a fixed band-
width value or a percentage of potential bandwidth.

In yet another aspect of the invention data router 1s
provided, comprising a plurality of physical communication
ports, at least one hierarchical bond having a logical inter-
face as a component of the bond at a top level of the
hierarchy, and a first subjugate logical interface at a second
level of the hierarchy as a component of the top-level logical
interface, the bond comprising at one or more levels one or
more of the physical commumication ports, and a control
system for managing links 1n data routing, the control
system having a first portion recording availability status of
the hierarchical bonds for routing of data by monitoring
status either up or down of both logical and physical
component links of the at least one hierarchical bond, and a
second portion providing configuration mnput for use in the
monitoring by the first portion.

In some cases of the data router the at least one hierar-
chical bond comprises more than two levels. Further, the
data router may be dedicated to a data packet network, and
the network may be the well-known Internet network. In
preferred embodiments data i1s routed by addressing the
bond, which then uses logical and physical components of
the hierarchy for data transmission.

In preferred embodiments one or more thresholds are
configured for an interface characteristic through the second
portion for individual ones of the logical interfaces, a logical
interface considered up or down according to the instant
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value of the characteristic for the interface 1n relation to the
value of the configured threshold or thresholds.

In some embodiments a threshold configured for a logical
interface 1s an up threshold such that the logical interface 1s
considered up 1f the instant value of the threshold charac-
teristic for the logical interface has the configured relation-
ship to the configured value of the up threshold. In other
embodiments a threshold set for a logical interface 1s a down
threshold such that that the logical interface 1s considered
down 11 the instant value of the threshold characteristic for
the logical interface has the configured relationship to the
configured value of the down threshold.

In some embodiments two threshold values differing in
magnitude are configured for an individual one of the logical
interfaces, one being an up threshold, and the other a down
threshold, such that the logical interface may be considered
up even though 1t no longer meets the configured relation-
ship of the up threshold, but does not yet meet the configures
relationship for the down threshold, or may be considered
down even though the threshold characteristic for the inter-
face no longer meets the configured relationship for the
down threshold, but does not yet meet the configured
relationship for the up threshold.

In some embodiments the first portion periodically evalu-
ates the status of the hierarchical bonds for routing data by
determining the up or down status of each bond, beginning
with the lowest level in the hierarchy and proceeding
upward to the highest level of the bond. Also in some
embodiments the second portion comprises one or more of
a graphical user interface (GUI), a control line interface
(CLI), for configuring bond characteristics, or an SNMP
interface for configuring bond characteristics. In certain
embodiments the communication system comprises a plu-
rality of nodes each having a plurality of physical ports,
wherein bonds are defined for individual nodes using the
ports specific to the nodes, and the control system comprises
a plurality of first portions each specific to an individual one
of the nodes, and a common second portion providing
configuration mput to the plurality of nodes. In some cases
of the data router characteristic for thresholds associated
with an interface 1s the up or down state of components of
the interface, expressed as a number up or a number down.
In other cases the characteristic for thresholds associated
with an interface 1s a percentage of the number of compo-
nents of the interface having an up or a down state. In still
other cases the characteristic for thresholds 1s a fixed band-
width value.

In embodiments of the invention taught in enabling detail
below, for the first time a multi-level hierarchical bond
structure 1s taught wherein there may be a logical interface
as a component ol another logical interface, and top-level
interfaces may be controlled for routing according to moni-
tored state of component interfaces.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

FIG. 1 1s a block diagram 1llustrating packet processing in
an embodiment of the present invention.

FIG. 2 1s a logic flow diagram illustrating packet transier
steps 1n the prior art.

FIG. 3 1s a flow diagram 1llustrating packet processing in
an embodiment of the present invention.

FIG. 4 1s a block diagram showing a configuration in an
embodiment of the present invention.

FIG. 5 1s a block diagram showing another configuration
in an embodiment of the present invention.
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FIG. 6 1s a schematic diagram 1llustrating practice of the
present invention in a preferred embodiment.

FIG. 7 15 a tree diagram 1illustrating the logical construc-
tion of a hierarchical bond according to an embodiment of
the present invention.

FIG. 8 1s a block diagram illustrating a hierarchical bond
assignment and implementation mechanism 1n a distributed
processor router according to an embodiment of the present
invention.

FIG. 9 1s a logical chart illustrating various states and
conditions 1n a hierarchical bond.

FIG. 10 1s a logical chart illustrating further possible
states and conditions 1n a hierarchical bond.

FIG. 11 1s a block diagram 1llustrating bandwidth asso-
ciations 1n a bond tree according to one embodiment of the
present mvention.

DESCRIPTION OF THE PREFERREI
EMBODIMENTS

FIG. 1 1s provided as an aid for describing the preferred
embodiment of the present invention. In FIG. 1 a first router
11 1s 1llustrated as having two logical interfaces. A first
interface 13, labeled IF1 i1s considered as receiving data
packets which will be processed and sent to an egress
interface 13, labeled IF2. Incoming packets 17 are 1llustrated
as each having a source and a destination header field
(address). These are packets labeled P1 through Pn. Notice
that in the illustration all of the packets represented have the
same source address. Two of the packets have the same
destination address, and one of the packets has a difierent
destination address. All packets are shown as arnving at
interface one of router R1, although there will typically be
many more than one i1ngress interface. The same is true of
cgress 1nterface IF2. That 1s, there will typically be many
more than one egress interface, and most mterfaces will act
in both capacities. The internal interconnections and control
functions managing these interconnections, known 1n the art
as the internal fabric, 1s not shown. The simple schematic
shown, however, 1s adequate for describing this embodiment
of the present invention.

A second router 19, labeled R2, 1s shown as connected by
four lines between an interface 21, labeled IF3, to interface
IF2 at router one. In this example 1t 1s assumed that all
packets received at IF1 will be routed on first hop to
interface IF2 for egress. In some typical cases interface 1F2
1s a line card having four physical ports. It 1s not required,
however, that a logical interface be limited to a single line
card. In this particular example there are four physical ports
associated with interface IF2, but these ports are on two
cards C-1 and C2. The four lines between IF2 on router R1
and IF3 on router two are labeled card 1, line 0; card 1, line
1; card 2, line 0; and card 2, line 1.

It will be apparent to the skilled artisan that IP packets
having a source and a destination address are not the only
packets that will typically be received and forwarded by a
router such as router R1. There may also be other packets,
such as MPLS packets having labels rather than source and
destination addresses, and such packets may also be routed
in embodiments of the present invention, and this operation
will also be described below. Routing of IP packets, how-
ever, 1s sullicient to describe practice of the present inven-
tion 1n this preferred embodiment.

FIG. 2 1s a simplified flow diagram showing a first packet
23 being conducted to a physical egress port according to
current art. Firstly, the system of router R1 notes the
destination address, and consults a forwarding table. The
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forwarding table may have a number of logical destinations
suitable for the destination address of this first packet. A
process termed “longest prefix match” 1s typically used to
select the most suitable first hop destination. In this case the
table lookup indicates a first stop destination for interface
IF2. At step 27 the system of router R1 sends the packet to
interface IF2. At this point the question of the correct
physical egress port 1s still unanswered. One solution 1n the
prior art 1s to do a second table lookup from a specialized
table, which relates to all of the physical ports associated
with interface IF2. This operation 1s shown as step 29. As a
result of the second lookup the packet 1s sent to the finally
selected physical port.

The process described above with the aid of FIG. 2 1s
software intensive, and 1s not a good solution for new,
high-speed, routers. The present inventors propose and teach
herein apparatus and method for routing such packets
directly to physical egress ports in a manner that assures a
rigid physical path for IP packets having a common source
and destination address, and which are therefore part of the
same flow. The apparatus and method of the invention also
accomplishes ethicient load balancing.

FIG. 3 1s a simplified flow diagram illustrating routing
directly to physical interfaces according to a preferred
embodiment of the present invention. An arriving packet, in
this case packet P1, 1s shown at step 33. At step 35 the
destination address 1s used 1n conjunction with the forward-
ing table to determine the logical interface for the first hop,
as 1n the prior art example above. The result 1n this case the
shown as IFx. Now the system of the invention, at step 37,
performs a hashing function using both the source and the
destination addresses. There are in the art a number of
tfunctions that might be used. One such function 1s known 1n
the art as a CRC function. In this example a CRC-10
tunction, CRC meaming cyclic redundancy check, 1s used
with both the source and destination address to produce a
unique 10 bit number. The unique 10 bit number 1s shown as
a string of xX’s below step 37. As the physical mapping of
physical ports to logical ports 1s known, at this point the
system knows the number and 1dentification of the physical
ports associated with the logical port determined by the
forwarding table lookup at step 35. For the present example
these are the four ports shown for IF2 and FIG. 1. For four
ports only two bits of the unique 10 bit number from step 37
are needed. In this example the least significant two bits are
used. This 1s a convenience, as any two bits could be used.
One physical port 1s associated with each combination of the
two selected bits, and the packet 1s sent to the physical port
associated by the two selected bits.

It will be apparent to the skilled artisan that the system
described with reference to FIG. 3 could map a great number
of physical ports to each logical interface. It will also be
apparent that every packet having the same source and
destination address pair will be sent to exactly the same
physical egress port. Reordering problems due to common
packets taking variant physical paths are now completely
climinated. Assuming also that the physical ports each have
the same transmission capacity, eflicient load balancing 1s
also accomplished. These assumptions are particularly con-
venient for one situation well-known to the present inven-
tors. This 1s a situation where the logical interface may be a
line card having four physical ports, with each port having
the same transmission capability. In this situation the physi-
cal port mapping may be conveniently implemented largely
in hardware on the line card.

There are, of course, situations wherein physical ports
mapped to logical interfaces will not each have the same

10

15

20

25

30

35

40

45

50

55

60

65

8

transmission capacity. The simple solution 1n this case 1s to
provide more bits in the result of the hashing function for
those physical ports that have higher capacity. For example,
in a case ol a logical interface having four physical ports,
three of which are 2.5 gigabit ports, and one of which 1s a
10 gigabit port, one would need seven unique mappings.
One would therefore need to use three bits of the 10 bat
hashing result (capable of i1dentifying up to eight unique
mappings) to map packets among the four ports. One unique
combination of the three bits would be assigned to each of
the 2.5 gigabit ports, and four unique combinations of the
three bits would be assigned to the 10 gigabit port. One
might make an analogy of buckets into which packets are
dumped according to the processing of this embodiment of
the 1nvention. In this case there are seven 2.5 gigabit
buckets, four of which are assigned to the 10 gigabit port,
and one bucket 1s assigned to each of the 2.5 gigabit ports.
The result 1s still that IP packets with unique source/
destination address pairs are routed by umique physical
paths, and eflicient load balancing 1s still accomplished.

In this example of four bits and seven destinations, there
1s a bit pattern lett over, and, since the destination 1s selected
by the result of the hashing function in the four bits, there
needs to be a destination for the eighth bit combination
(every packet has to have a destination). In this case a good
choice 1s to map the eighth combination to the 10.0 gigabit
port (which now has five bit combinations), to provide a
good approximation for load balancing.

There are alternatively a number of ways the mapping
may be done. In the case where the number of choices 1s a
power ol 2, the binary bits solution works very well. If there
are fewer choices than the number of bit combinations, then
the otherwise unused combinations need to be mapped to
redundant destinations, as was described above for four bits
(eight combinations) and seven physical destinations. For
better approximation, one may use additional bit(s) and
assign the right fraction of their values to each port.

In an alternative embodiment a mathematical division 1s
required, where the hash value 1s divided by the number of
choices (already weighted as shown above to reflect ratio of
speeds) and the remainder 1s used to select a choice. This
gives a more precise allocation of packets. In yet another
embodiment there may be some other approximation of
division, using any approximation of division or remainder
known 1n the art.

In another aspect of the invention, shown schematically 1n
FIG. 4, there may be a choice to be made between two
logical interfaces at the same router, and the two or more
interfaces may connect to the same or two different down-
stream routers. In FIG. 4 a first router 41 as a logical
interface IF1 receiving packets and two egress interfaces 1F2
and IF3 are shown. IF2 connects by four lines to IF4 at a
second router 43, and each of these lines has a 2.5 gigabait
transmission capacity. IF3 connects by a single 10 gigabit
capacity line to a third router 45 at interface IF5.

In this example the forwarding table regards IF2 and IF3
as exactly equal, and the longest prefix match returns both
IF2 and IF3. The solution in this case 1s similar to the
solution described above for one logical interface having
physical ports of diflering capacity. It 1s necessary in this
case to accomplish the hashing operation prior to packets
reaching the egress interfaces. In this case the solution
requires eight buckets, which can be accomplished by three
bits of the unique 10 bit hashing result. Four buckets are
assigned to IF3, and four more buckets, one each to the four
physical ports associated with IF2. This 1s a solution appli-
cable to equal cost routing.
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In a situation 1involving non-equal cost routing, a shown
in FIG. 5, embodiments of the present invention are still
applicable, and still provide latency solution and load bal-
ancing. In FIG. 5 a first router 47 has 1n ingress interface IF1
and two egress interfaces IF2 and IF3. IF2 connects by a 7.5
gigabit line to an interface IF4 at a second router 49. IF3
connects by a 2.5 gigabit line to a third router 51. The
solution in this case requires four buckets representing 2.5
gigabit capacity each. Three of the buckets are dedicated to
the 7.5 gigabit line between routers 47 and 49, and one
bucket 1s dedicated to the 2.5 gigabit line between router 47
and router 51. The latency solution and load balancing
solution are still intact.

There are a wide variety of arrangements of hardware and
soltware that may be used in practice of the present inven-
tion, which 1s useful to select a physical port among a
plurality of physical ports to which a packet may be routed
in a router. FIG. 6 1s a schematic diagram illustrating
practice of the mvention 1n one preferred embodiment. In
this example an incoming packet 53 triggers a routing
process, as 1s common in any router. Element 55 1n this
diagram represents a route lookup. In conventional routers
this lookup determines the final destination for an incoming,
packet.

In routers under development at the time of the present
patent application by the present mventors and others, a
route lookup as represented by element 55 1n FIG. 6 may be
used to select a set of potential destinations for a packet in
process, rather than a single destination. There may be, for
example, several physical ports to which a packet may be
sent, all more-or-less equivalent. The route lookup 1s typi-
cally done by a mapping of final destination address for a
packet to an updated route table, which associates internal
egress ports with final destinations.

In this example potential egress ports are represented 1n a
route parameter table, and the lookup at 55 produces a
pointer 61 to a first port 1n a set 635 of potential egress ports.
Set 65 of potential egress ports 1n table 63 1s but one of a
plurality of such sets listed sequentially in the parameter
table. By default, the lookup 35 produces a pointer to the
first one of the ports 1n the set.

In the processing of incoming packet 53, certain addresses
or labels, typically accompanying the packet as header
fields, are, 1n a preferred embodiment of the invention, acted
upon by a common function shown as F(x) in element 57.
This function may be a hashing function. All or a portion of
the result of the application of F(x) 1s then used as an oflset
to pointer 61 to select one among the several ports in set 65
as a local destination for packet 53. For example, a hashing
function may be used at process 57 to process a binary
number that 1s the binary sum of the source and destination
addresses of packet 53, producing a 32-bit binary result. By
design, 1n this example, the most significant 4 bits of the
processing result may be used as offset 59, added to pointer
61, to select one of the destinations of set 63 for the packet.
Four bits provides an oflset from O to 16 1n numerical value.
By default in the processing, if there are fewer than 16
different ports 1n set 65, some oflsets values are mapped to
more than one port.

It will be apparent to the skilled artisan that every packet
arriving having a common flow (same source and destina-
tion), will, by this scheme, be routed by the same egress port,
and that design 1n mapping may also be used for load
balancing.

It will be apparent to the skilled artisan that the examples
presented as embodiments of the present invention above are
relatively simple, and 1n real routers there are many more
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interfaces and ports than those described herein. The simple
schematics, however, presented herein are suflicient to
describe the system and practice of the present invention. It
1s quite true that physical ports 1n routers may both transmit
and receirve packets, and iventors herein have described
primarily one-way operation. This 1s a convenience only,
and not a limitation the mnvention. The method may also be
generalized to the case of MPLS packets for which hashing
may be done on, for example, the top label or the top two
labels, and for any case of such packets being routed and
apportioned to equipment and elements of equipment having
different tratlic capacity.

Hierarchical Bonds

In one aspect of the present invention a method 1s taught
for establishing and mamipulating bonds as hierarchical
structures wherein granular manipulation through adminis-
tration 1s enabled.

FIG. 7 1s block diagram 1llustrating the logical construc-
tion of a hierarchical bond structure according to an embodi-
ment of the present invention. A network routing table
(NRT) 700 1s illustrated as a part of a layer 3 attribute. NRT
700 1s adapted to list and maintain updated states for all
logical interfaces accessible and operational over a given
network topology of interconnected routing nodes. In this
simple example, there are but 2 logical interfaces illustrated,
interface 701 and interface 702. In actual practice there
would be many more logical interfaces listed. However, the
inventor deems the illustration of 2 such interfaces suthicient
for the purpose of explaining the invention.

Table 700 1s a logical representation of a routing table
according to layer 3 protocols concerned with packet routing
through a data packet network as described above. Logical
interface 701 1s a bond, or aggregated interface. In this
example 1t 1s a primary interface or primary bond as labeled.
In this particular example, logical interface 702 represents a
single physical link between routers (no aggregation). The
attributes of logical interfaces 701 and 702, as far as being
descriptive of a bond or single interface 1s transparent to
layer 3 protocol. Layer 3 protocols see both interfaces as
single interfaces or trunks. Addressing of logical interfaces
701 and 702 follows normal layer 3 protocols, typically a
prefixed address.

Primary bond 701 (represented as a logical interface 1n
Layer 3) 1s 1llustrated 1n Layer 2 (control plane) as a plurality
of primary bond members (B-Members) enclosed 1n a dotted

rectangle. There are 3 illustrated bond members comprising,
bond 701, one of these labeled a subjugate bond (S-bond)

703. S-bond 703 1s illustrated broken-down below bond 701
as an aggregate of 3 physical links labeled S- B-Members (B
denoting bond). S-bond 703 1s a logical bond member of
primary bond 701. In terms of bandwidth capacity, the
primary bond member 703 comprises the sum of the band-
width capacities of the physical links comprising S- bond
703. Likewise, primary bond 701 contains the sum of the
bandwidth of 3 primary bond members (ports) 701 plus the
sum of the bandwidth of the 3 S-bond members (703).

It 1s noted herein that logical interface 702 represents a
real physical link defined 1n layer 2 wherein there are no
agoregated links associated. Although link-state routing
protocols such as OSPF or ISIS 1n layer 3 cannot distinguish
that interface 701 1s an aggregate of layer 2 data links (2
bond levels), they are aware of the bandwidth capacity of
interface 701 and 702. Network administrators can use this
aspect for such as load-balancing purposes and in dynami-
cally rearranging and manipulating bond structures through
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control line interfacing for further optimization of network
resources, which essentially 1s bandwidth.

The logical structure of logical iterface 701 1s visible in
the control plane of layer 2 where bond structuring and
manipulation occurs. In the forwarding plane of layer 2, the
hierarchy visible 1n the control plane 1s stripped away, and
all physical links are represented at a single level for the
purpose of eflicient data routing.

It will be apparent to one with skill 1n the art that, while
it 1s known to aggregate layer 2 links to form a bond
advertised 1 Layer 3 as a single trunk, it 1s not known to
construct primary or superbonds visible in Layer 2, the
primary or superbonds having one or more subjugate bonds
established 1n a hierarchical tree. In multi-processor data
routers known to the inventor, there are a large number of
interfacing ports between the internal network of the router
and the data network to which 1t 1s connected. By aggre-
gating strategic numbers of these links and placing the
aggregations (bonds) 1n a hierarchical structure, processor
resources normally used for Layer 3 processing and mes-
saging can be sharply reduced over single bond structural
techniques. For example, a sub-bond may be advertised to
its parent bond 1n some cases only when all of 1ts sub-bond
members are available for forwarding. In other cases there
may be an intermediate state wherein a partial set of sub-
bond members becomes available or non-available or hid-
den. Noftification to the layer 3 enfities 1s thus filtered/
aggregated.

Further to the above, 1t 1s an object of the present
invention to enable much more administrative control over
bond management than 1s currently available 1n the art. Such
control capability includes on-the-fly configuration capabili-
ties through control line interfacing. Such capabilities
include adding and deleting bond members, restructuring
hierarchical bonds 1n terms of desired hierarchies, and
creating new bonds as well as deleting old bonds that are no
longer useful. In essence, network load balancing can be
greatly improved by responding to network conditions
through bond management as taught herein.

FIG. 8 1s a block diagram 1llustrating a hierarchical bond
assignment and implementation mechanism in a distributed
processor router 800 according to an embodiment of the
present invention. Router 800 1s a terabit network router
(TNR) known to the mventor. Hereinafter 1n this specifica-
tion, router 800 may be referred to as TNR 800.

TNR 800 comprises three types of distributed processor
elements. These are line cards, illustrated herein as L1,
LC2, and LC3, control cards 1llustrated herein as CC1, CC2,
and CC3, and fabric cards represented logically as internal
tabric 804.

In general, line cards are externally-facing components
having a processor and multiple data ports for data commu-
nication that are adapted as line interfaces between the
internal components of TNR 800 and other routers and
equipment external to TNR 800 operating on the external
network. They may be thought of as a plurality of distributed
network interfaces.

Internal Fabric 804 comprises a plurality of distributed
processor-equipped cards each having multiple data ports
for data communication, that are adapted to form an internal
data packet network of interconnected nodes serving as an
internal routing fabric for data and control messaging.
Control cards are distributed processor elements each having
multiple data ports for data communication that are adapted
as configuration, data communication, and routing control-
lers managing the ongoing functions of both line and fabric
cards. Control cards are responsible for distributing boot,
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port configuration, state information, and protocol configu-
ration to appropnate line and fabric cards under their con-
trol. In this example, a single CC labeled CC3 1s responsible
for bond configuration and management via an Interface
Manager (IFM) Server. The IFM server 1s not limited to a
single control card, and may operate on any one, or be
distributed or redundantly implemented over or on a plural-
ity of CCs.

In this example, data links are illustrated as double
arrowed lines emanating from LCs 1-3 and progressing out
of TNR 800. In this exemplary diagram each representative
LC has six bi-directional data ports established for network
interface. It 1s noted herein that each data port 1s bi-
directional and can serve ingress and egress data traflic. A
series of links are illustrated between LCs 1-3 and internal
tabric 804. These links are intended to logically represent
communication capability of LCs through internal fabric

804. For example, data trathic may come mto TNR 800 on
LC1, be routed through internal fabric 804, and egress TNR

800 from LC 3.

A primary bond (P-bond) 801 is illustrated 1n this example
as an aggregation of 14 data links. Six data links of P-bond
801 are ported to LC 3. An S- bond (S-bond) 802 1s also
illustrated 1n this example as an aggregation of seven data

links. The seven links of the S-bond are seen as a single data
link of the P-bond 1n layer 3. Five data links of S-bond 802

are ported to LC2. Two data links of S-bond 802 are ported
to LC1. The overlap of illustrated ellipses defining P-bond
and S-bond are intended to show that S-bond 802 i1s a
Hierarchical member of P-bond 801. A single physical data
link cannot be a member of two separate aggregations or
bonds. In this example then, a hierarchical bond tree com-
prising P-bond and S-bond spans all three illustrated line
cards. The remaining 4 physical data links (PHY'S D-Links)
803 ported to LC1 are not bond members and are repre-
sented 1 Layer 3 protocol as four distinct interfaces or
trunks. P-bond 801 1s represented in Layer 3 protocol as one
distinct interface or trunk.

In order to enable configuration and assignment of a data
link ported to a line card as a bond member, a protocol server
application 1s provided 1n this example on one of the control
cards. In this particular example, the IFM Server 1s provided
on CC3. An external data link to a control line interface
(CLI) 1llustrated herein as a double arrow emanating from
CC3 and progressing out of TNR 800 provides administra-
tive interface. Each LLC 1-3 has a protocol client (Client)
provided thereon for communicating with the Server estab-
lished on the CC3. This server/client relationship provides
the management capabilities for establishing bonds, adding
or deleting bond members, reassigning bond hierarchy,
breaking up established bonds, and so on. The IFM server on
CC3 distributes all the required information to each Client
on LC 1-3 to implement bond assignment and configuration,
link state protocol, and any other data required to manage
link operation pertinent to the included links on each card.
Commands exist for bond member add, bond member
delete, bond create, bond delete, and bond re-assignment 1n
a preferred embodiment.

Administrators may eflect commands through CLI inter-
face on-the-tly to eflect eflicient load balancing for Layer 3
routing. Some states of bonds and members are affected by
preset thresholds set by admimistrators that define whether a
Primary bond or S- bond 1s considered operational from the
viewpoint of Layer 3 routing protocol. More detail about this
process 1s described below.

FIG. 9 1s a logical chart illustrating various states and
conditions for a hierarchical bond. There are 2 illustrated
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bond states 1n this example for a single hierarchical bond,
State A and State B. The exemplary hierarchical bond
comprises a primary bond 901 having seven data links, one
of which 1s an S-bond 902 comprising six data links.
Bond-up means that the representative logical interface
advertised 1n Layer 3 1s operationally up according to
available bandwidth conditions that are preset by operational
threshold and only visible in data link layer 2. A plurality of
block arrows represent separate data links and the diagram,
and the up or down direction of each arrow indicates
whether a link has available bandwidth or not.

bonds are considered in Layer 3 to be Up or Down
according to the Up or Down state of the individual links
that make up the bond, whether P bond or S-bond. In a
preferred embodiment two different thresholds are set for
change-to-up and change-to-down. That 1s, for a bond that 1s
Down to be considered Up the number of Up links in the
bond has to meet an Up threshold. Then the status will be
considered Up, even if the number of Up links falls below
the Up threshold, until the number of Up links falls to or
below a lower threshold, which 1s the Down threshold. After
then considered down, the status will stay Down, even if the
number of Up links increases above the Down threshold,
until that number again meets the Up threshold.

The point of the different thresholds providing a margin,
1s that sometimes links go unstable, and may rapidly change
from Up to Down. The margin in thresholds allows for this
instability without causing the bond state to retlect the same
instabi.

11y.
In FI1G. 9, in the upper 1llustration, the Primary bond 901
1s Up because the number of Up links 1s five, exceeding the
Up threshold, which 1s set for greater than or equal to 4. The
primary bond will continue as Up until and unless the
number of Up links falls to the Down threshold of <=2 being,
Up. That 1s, two of the five Up links may go down, leaving
three Up (less than the four for the Up threshold, and the
bond will remain in Up status, until one more link goes
down.

Sub-bond 902 has six links, with four mn Up state as
shown. The S-bond 1s therefore considered Up, and shown
as Up 1n the P-bond, because the four Up links satisiy the
>=3 threshold. If one link fails, still considered Up, if
another fails, considered Down. In the case of the S-bond

there 1s no margin, but also no overlap.

The lower portion of FIG. 9 illustrates the same P-bond
and S-bond with the same thresholds, but with the S-bond
down, and the P-bond also down. Given the above descrip-
tion, the skilled artisan may deduce the state by the illus-
tration of Link states.

FIG. 10 1s a logical chart illustrating further possible
states and conditions 1n a hierarchical bond. This example
illustrates another State A and State B view of the same
Hierarchical bond structure described above with reference
to FIG. 9. In State A of FIG. 10, P-bond 901 1s considered
operationally Up and S-bond 902 1s considered operationally
Down according to the current states of mvolved bond
members following the same threshold rules discussed with
reference to FIG. 9 above. Even though the three Up links
of P-bond 901 are less then the Up threshold, 1t may be
inferred that the Up threshold had been met at four, and one
link has since failed, leaving the P-bond still above (in terms
of Up links) the Down threshold value of <=2 being Up.

So the logical interface visible 1n Layer 3 for P-bond 901
1s considered operationally Up, however the amount of
bandwidth represented by S-bond 902 1s not available for
routing purposes, because S-bond 902 1s now considered
Down (only two links are Up). The amount of current
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bandwidth visible to Layer 3 protocol 1s limited to the sum
of the 3 bond members of bond 901 that are illustrated as
operationally Up. An administrator can increase bandwidth
to the represented logical interface defined 1n layer 2 by the
hierarchical bond structure of bond 901 and 902 by adding
operationally Up bond members to trigger state change.
Referring now to State B in FIG. 10, P-bond 901 1s

considered operationally Down (only two links Up, one of
which 1s S-bond 902). S-bond 902 1s considered operation-
ally Up, as all s1x component links are Up. In terms of layer
three protocol, the represented logical interface 1s entirely
unavailable for routing purposes in this case even though a
significant amount of unused bandwidth 1s available over the
s1X operationally up members of S-bond 902. In this case, an
administrator may consider reassigning S-bond 902 as a
primary bond, or perhaps reassigning 1t to another existing
bond structure. Bond management at a hierarchical level
wherein there may be many P-bond and S-bond structures
enables fewer represented logical interfaces for Layer three
consideration and fewer messages between Layer two and
Layer three. The overall effect 1s improved efliciency 1n
routing and load balancing. For example, a logical interface
that comprises a bond hierarchy will be slower to oscillate
from Up to Down State.

It should be noted that other units of threshold are possible
than the exemplary thresholds of individual links being Up
or Down. For example, (a) bandwidth in bits per second, or
(b) fraction or percentage of total capacity (total capacity 1s
computed as the bandwidth available when all members of
a bond are UP). Such alternative units can be especially
useiul when managing bonds whose members have diflerent
bandwidth capacity.

Ideally, as bond members 1n lower levels of hierarchy go
down, the only reflection in Layer 3 1s that of a diminished
amount of bandwidth associated with a particular logical
interface comprising the bond structure. Alternate interfaces
are then chosen for routing, taking pressure ofl of the bond
members of the logical interface at the lower levels (Layer
1 and 2). When the members begin coming back up, more
bandwidth 1s advertised in Layer three for the interface.
Again, structures already built that for some reason are not
operating 1n an 1deal fashion can be reorganized and manipu-
lated to compensate.

FIG. 11 1s a block diagram 1llustrating bandwidth asso-
ciations 1n a bond tree according to one embodiment of the
present invention. In this example, a representation of net-
work Layer three NRT 1100 1s illustrated as containing a list
of logical interfaces represented by circles labeled with the
letter L. The letter X associated with each logical interface
in NRT 1100 1s representative of a bandwidth amount
associated with each interface at any given time. For
example, the first L interface reading from left to right
represents X bandwidth. The next L interface to the right
represents 8X bandwidth. The remaining two interfaces to
the right represent X bandwidth each. It 1s assumed 1n this
example that every bond member 1n this hierarchy 1s Up and
not being utilized, meaning that all of the represented
bandwidth 1s available for routing. The L interface in NRT
1100 exhibiting 8X bandwidth 1s a P-bond, meaning the
primary bond of the tree having at least one S-bond config-
ured under 1it.

The L interface exhibiting 8X bandwidth 1s broken down
in Layer two as P-bond 1101 containing four B-members,
one of which 1s a S-bond. Reading within box 1101 from left
to right, a physical (P) link 1s the first B-member, an S-bond
exhibiting 5X bandwidth and labeled B for bond 1s the next

bond member of P-bond 1101 The remaining three B-mem-
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bers are physical links of X bandwidth each. The S-bond (B)
within box 1101 1s further broken down as S-bond 1102
comprising, 1n this case, five physical (P) links each having
X bandwidth capacity. Because S-bond is the lowest bond 1n
the hierarchy of this example, there are no further links to
consider in the tree. Referring now back to FIG. 8, much
messaging from Server to Client will be automated based on
triggered thresholds. However, CLI interfacing provides
granular administrative control. In a preferred embodiment,
one CC, IFM 1n this example, 1s adapted to control distri-
bution of updates regarding interface state. It 1s important to
note herein that the mechanism of bond management com-
prising one Server and multiple Clients 1s integrated with
Automatic Protection Switching (APS) and Multi-protocol
Label Switching (MPLS) capabilities.

It will be apparent to one with skill in the art that there
may be many more CCs and LCs and ports supported by
TNR 800 than are 1llustrated 1n this example without depart-
ing from the spirit and scope of the present invention. In one
embodiment, CLI mterfacing may be used to administra-
tively bring down certain bond-enabled LCs during router
operation 1n order to re-configure bond hierarchical struc-
tures and interfaces such that when booted back up by
GMCC, the new structures are implemented and appropriate
replacement data 1s propagated for Layer 3 consideration in
data routing.

The method and apparatus of the present invention may
be practiced over an Internet network including any sub-
networks. Corporate and private WANs may also be
enhanced to practice the ivention. Moreover there are a
variety of known routing protocols and network configura-
tions that are supported. Examples include Ethernet, ISIS,
ESIS, OSPFEF, BGP,POS, CLNP, IPX, Token Ring, and many
other network regimens and protocols.

The method and apparatus of the present invention should
be aflorded the broadest possible scope under examination.
The invention must therefore be accorded the entire breadth
of the claims, which follow:

What 1s claimed 1s:

1. In a communication system having a plurality of nodes
cach having a plurality of physical communication ports, a
method for controlling and managing ports 1n data routing,
comprising the steps of:

(a) defining one or more hierarchical bonds for the
individual nodes using the ports specific to the nodes
comprising a logical interface at a top level of hierar-
chical bonds by grouping a plurality of ports;

(b) defining a first subjugate logical interface at a second
level of the hierarchical bond as an element of the
top-level logical interface by defining a plurality of first
portions each specific to an individual one of the nodes
recording availability status of the hierarchical bonds

for routing of data by monitoring characteristics of both
logical and physical interfaces and data links of the
hierarchical bond; and

(¢) defining a common second portion providing configu-
ration input to the plurality of nodes for use in the
monitoring by the first portion;

(d) routing data by addressing the top-level bond, which
then uses logical and physical ports and interfaces of
the hierarchy for data transmission.

2. The method of claim 1 wherein components at the top
level and the second level comprise one or more physical
interfaces.

3. The method of claim 1 wherein the hierarchical bonds
comprise more than two levels.
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4. The method of claim 3 wherein one or more physical
interfaces form a part of one or more levels of the hierar-
chical bonds.

5. The method of claam 1 wherein the communication
system 1s a data router 1n a data packet network.

6. The method of claim 5 wherein the data packet network
1s the Internet network.

7. In a communication system a control system for
managing links in data routing, comprising:

a plurality of nodes each having a plurality of physical

ports;

one or more hierarchical bonds comprising a logical
interface at a top level including a plurality of data
links:

a first subjugate logical interface at a second level of the
hierarchical bond as an element of the top-level logical
interface;

a lirst portion recording availability status of the hierar-
chical bonds for routing of data by monitoring charac-
teristics of both logical and physical interfaces and data
links of the hierarchical bonds; and

a second portion providing configuration mnput for use n
the monitoring by the first portion;

wherein bonds are defined for the individual nodes using
the ports specific to the nodes, and the control system
comprises a plurality of first portions each specific to an
individual one of the nodes, and a common second
portion providing configuration mput to the plurality of
nodes.

8. The control system of claim 7 wherein one or more
thresholds are configured for an interface characteristic
through the second portion for individual ones of the logical
interfaces, a logical mterface considered up having a deter-
mined amount of data links with suflicient bandwidth or
down having a determined amount of data links with 1nsui-
ficient bandwidth according to a current threshold value of
the characteristic for the interface 1n relation to the value of
the configured threshold or thresholds.

9. The control system of claim 8 wherein a threshold
configured for a logical interface 1s an up threshold such that
the logical interface 1s considered up 1f the instant value of
the threshold characteristic for the logical interface has the
configured relationship to the configured value of the up
threshold.

10. The control system of claim 8 wherein a threshold set
for a logical interface 1s a down threshold such that that the
logical interface 1s considered down if the instant value of
the threshold characteristic for the logical mterface has the
configured relationship to the configured value of the down
threshold.

11. The control system of claim 8 wherein two threshold
values differing in magnitude are configured for an indi-
vidual one of the logical mterfaces, one being an up thresh-
old, and the other a down threshold, such that the logical
interface may be considered up even though 1t no longer
meets the configured relationship of the up threshold, but
does not yet meet the configures relationship for the down
threshold, or may be considered down even though the
threshold characteristic for the interface no longer meets the
configured relationship for the down threshold, but does not
yet meet the configured relationship for the up threshold.

12. The control system of claim 11 wherein the first
portion periodically evaluates the status of the hierarchical
bonds for routing data by determining the up or down status
of each bond, beginning with the lowest level in the hier-
archy and proceeding upward to the highest level of the

bond.
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13. The control system of claam 7 wherein the second
portion comprises one or more ol a graphical user interface
(GUI), a control line mterface (CLI), for configuring bond
characteristics, or an SNMP 1interface for configuring bond
characteristics.

14. The control system of claim 8 wherein the character-
istic for thresholds associated with an interface 1s the up or
down state of components of the interface, expressed as a
number up or a number down.

15. The control system of claim 8 wherein the character-
istic for thresholds associated with an interface 1s a percent-
age of the number of components of the interface having an
up or a down state.

16. The control system of claim 8 wherein the character-
istic for thresholds 1s a fixed bandwidth value.

17. The control system of claim 8 wherein the character-
1stic for thresholds 1s a percentage of potential bandwidth.

18. A data router comprising:

a plurality of physical communication ports;

at least one hierarchical bond having a logical interface as

a component of the bond at a top level of the hierarchy
defining a portion of the plurality of physical commu-
nication ports, and a first subjugate logical interface at
a second level of the hierarchy as a component of the
top-level logical interface further defining a portion of
the physical communication ports defined at the top
level of the hierarchy, and

a control system for managing links in data routing, the

control system having a first portion recording avail-
ability status of the hierarchical bonds for routing of
data by monitoring status either up or down of both
logical and physical interfaces and ports of the at least
one hierarchical bond, and a second portion providing
coniiguration input for use 1n the monitoring by the first
portion;

wherein one or more thresholds are configured for an

interface characteristic through the second portion for
individual ones of the logical interfaces, a logical
interface considered up having a determined amount of
data links with suflicient bandwidth or down having a
determined amount of data links with isuflicient band-
width according to a current value of the characteristic
for the interface 1n relation to the value of the config-
ured threshold or thresholds.

19. The data router of claim 18 wherein the at least one
hierarchical bond comprises more than two levels.

20. The data router of claim 18 wherein the data router 1s
dedicated to a data packet network.

21. The data router of claim 20 wherein the data packet
network 1s the Internet network.

22. The data router of claim 18 wherein data 1s routed by
addressing the bond, which then uses logical and physical
ports and interfaces of the hierarchy for data transmission.
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23. The data router of claim 18 wherein a threshold
configured for a logical interface 1s an up threshold such that
the logical interface 1s considered up if the instant value of
the threshold characteristic for the logical interface has the
configured relationship to the configured value of the up
threshold.

24. The data router of claim 18 wherein a threshold set for
a logical mterface 1s a down threshold such that that the
logical interface 1s considered down if the instant value of
the threshold characteristic for the logical interface has the
configured relationship to the configured value of the down
threshold.

25. The data router of claam 18 wherein two threshold
values differing 1n magnitude are configured for an indi-
vidual one of the logical mterfaces, one being an up thresh-
old, and the other a down threshold, such that the logical
interface may be considered up even though 1t no longer
meets the configured relationship of the up threshold, but
does not yet meet the configures relationship for the down
threshold, or may be considered down even though the
threshold characteristic for the interface no longer meets the
configured relationship for the down threshold, but does not
yet meet the configured relationship for the up threshold.

26. The data router of claim 25 wherein the first portion
periodically evaluates the status of the hierarchical bonds for
routing data by determining the up or down status of each
bond, beginnming with the lowest level 1n the hierarchy and
proceeding upward to the highest level of the bond.

277. The data router of claim 18 wherein the second portion
comprises one or more of a graphical user interface (GUI),
a control line intertace (CLI), for configuring bond charac-
teristics, or an SNMP 1nterface for configuring bond char-
acteristics.

28. The data router of claim 18 wherein the communica-
tion system comprises a plurality of nodes each having a
plurality of physical ports, wherein bonds are defined for
individual nodes using the ports specific to the nodes, and
the control system comprises a plurality of first portions
cach specific to an individual one of the nodes, and a
common second portion providing configuration input to the
plurality of nodes.

29. The data router of claim 18 wherein the characteristic
for thresholds associated with an interface 1s the up or down
state of components of the interface, expressed as a number
up or a number down.

30. The data router of claim 18 wherein the characteristic
for thresholds associated with an interface 1s a percentage of
the number of components of the interface having an up or
a down state.

31. The data router of claim 18 wherein the characteristic

for thresholds 1s a fixed bandwidth value.
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