12 United States Patent

US007379550B2

(10) Patent No.: US 7,379,550 B2

Merzenich 45) Date of Patent: May 27, 2008
(54) METHOD FOR THE COMPUTER-ASSISTED (56) References Cited
PRODUCTION OF PUBLIC KEYS FOR .
ENCODING INFORMATION AND DEVICE Us. PALENT DOCUMENTS
FOR CARRYING OUT SAID METHOD 5,142,578 A * 8/1992 Matyas et al. .............. 380/280
5,222,140 A * 6/1993 Beller et al. .................. 380/30
(75) Inventor: Klaus Merzenich, Pfungstadt (DE) g *g ;g ’igg i 2; igg; (Sjoultmt T gggi g(l)
0638, pelman et al. ..............
: _ = 6,230,269 B1* 5/2001 Spies etal. ................. 713/182
(73)  Assignee:  Deutsche Telekom AG, Bonn (DE) 6,754,820 B1*  6/2004 Scheidt et al. .............. 713/166
: : : : . 6,970,562 B2* 11/2005 Sandhu et al. ................ 380/30
( *) Notice: Subject to any disclaimer, the term of this s e
patent 1s extended or adjusted under 35 Continued
U.S.C. 154(b) by 861 days. (Continued)
FOREIGN PATENT DOCUMENTS
(21) Appl. No.: 10/472,355
DE 19619125 5/1997
(22) PCT Filed: Mar. 12, 2002
(Continued)
(86) PCT No.: PCT/DE02/00877
OTHER PUBLICATIONS
(§2§7(1 4)(?)(&133’_ Sep. 18, 2003 Chang et al., “Ad Strategy dfor Transforming Pub(}ic-Kejg
’ ‘ it Cryptosystems into Identity-Based Cryptosystems,” Proceedings o
the 25th Annual IEEE International Carnahan Conference on Secu-
(87) PCT Pub. No.: WQ002/078246 rity Technology, pp. 68'723 1991 *
PCT Pub. Date: Oct. 3, 2002 (Continued)
(65) Prior Publication Data Primary Examiner—Matthew Heneghan
(74) Attorney, Agent, or Firm—Darby & Darby
US 2004/0096064 Al May 20, 2004
(37) ABSTRACT
(30) Foreign Application Priority Data
Mar. 22, 2001 (DE) oo 101 14 157 A method for generating public keys for encrypting mes-
sages mncludes encrypting a message using a public key. The
51) Int. CL first message 1s capable of being decrypted using a private
g P g decryp gap
HO04K 1/00 (2006.01) key associated with a recipient, the private key matching the
HO4L 9/30 (2006.01) public key. The public key includes a first and second part,
HO4L 9/00 (2006.01) the first part being the same for all recipients of the
(52) UuSu Clo oo 380/282; 380/30  encrypted messages. The second part of the public key is
: : : determined using data that uniquely indicates the recipient.
(58) Field of Classification Search .................. 380/28, & quely P

380/30, 282
See application file for complete search history.

14 Claims, 1 Drawing Sheet

Koy Distribution Centar | // 24

- First Public § Second Public! | Private Key | J
Key Function | |Key Founciion || Funetion //

12

| ]X““EG. | \“\zﬁf \28

Tra n5r[1issi0’n

Channel = Recipient
| | A A
13 2 - i A4
\'\ \ V'.‘.u-f,ﬂ-""f rrrrr L / ~ 2 :L 6 ¢
........... ]
\’?’ _ \w.’f d e ;
Publlic Key| PublicKeylf =" s :
_ bart 3 Part |7 Transmissian R ( L rhats
jPublicKey T | -Char(r‘._ie-l Recipient Key |
/ i
’ Public |~ |
- o VAR a ok
27 24 ey | - R

- f/ Sy ' /

second P"?bﬂ_'; - Transmission e Private

ey Funcaon i Hannel " Recipient ‘ Key .

. : - = --"n:_ - AN F
Sender | ! / s

Te—— i 1,--“—‘I
— 1 D / PU bi.E e
240 L

y _ 15_:”



US 7,379,550 B2
Page 2

U.S. PATENT DOCUMENTS

7,113,594 B2* 9/2006 Boneh et al. ................. 380/28
2002/0153998 Al* 10/2002 Litwin et al. .......... 340/310.01
FOREIGN PATENT DOCUMENTS
DE 19956819 5/2000
GB 2344163 5/2000

OTHER PUBLICATIONS

Adi Shamir “Identity-Based Cryptosystems and Signature
Schemes” Lecture Notes in Computer Science, 1985, pp. 47-53.

Chang et al. “A Strategy for Transforming Public-Key
Cryptosystems into Identity-Based Cryptosystems” Institute of
Computer Science and Information Engineering, 1991, pp. 68-72.

C. C. Chang et al., “A Strategy for Transforming Public-Key
Cryptosystems into Identity-Based Cryptosystems”, 25" Annual
1991 IEEE International Carnahan Conference on Security Tech-
nology, Oct. 1991, pp. 68-72.

Yuh-Min Tseng et al. “ID-based Cryptographic Schemes Using a
Non-Interactive Public-Key Distribution System”, 14™ Annual
Computer Security Applications Conference, 1998, pp. 237-243.

E. Okamoto et al., “Key Distribution System Based on Identification

Information”, IEEE Journal on Selected Areas in Communication,
vol. 7, May 1989, pp. 481-485.

L. Harn et al., “ID-Based Cryptographic Schemes for User Identi-
fication, Digital Signature, and Key Distribution”, IEEE Journal on
Selected Areas in Communications, vol. 11, Jun. 1993, pp. 757-760.

* cited by examiner



US 7,379,550 B2

May 27, 2008

U.S. Patent

a7 L

i 176
diaNd

0T — .ﬁ.m.E

_m:amru_ _

i __ ~yoRUNy hmw_

_ - /7 | 2ang puoaas.

)

:o_mﬂEmcm#

11971 11 CT 1 olpgng

I AR

et _ _Amvm u__ﬂj_& ,«Amv_ U_mﬂﬁ_&

it
T L
g g

- — . - “l -.
-_..nﬁ
| _
, _

12T

1111111111111111111

yusidinay

LIO{SSIY

4

o1

:oﬁu:zn_ mmg
| u__m:i ”_EE _

2T be




Us 7,379,550 B2

1

METHOD FOR THE COMPUTER-ASSISTED
PRODUCTION OF PUBLIC KEYS FOR
ENCODING INFORMATION AND DEVICE
FOR CARRYING OUT SAID METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a U.S. National Stage Application
under 35 U.S.C, §371 of PCT International Application No.

PCT/DEO02/00877, filed Mar. 12, 2002, which claims prior-
ity to German Patent Application No. DE 101 141 37.2, filed
Mar. 22, 2001.

The present invention relates generally to a method for
computer-aided generation of public keys for encrypting
messages, and particularly to a method in which a second
part of a public key 1s calculated using data that uniquely
indicates a recipient.

BACKGROUND

Methods of asymmetric cryptography allow information
to be very securely encrypted. A user has a public and a
private key. Usually, the private key 1s known only to the
user, whereas the public key 1s made public like a telephone
number and used by third parties to encrypt messages to the
user. Usually, publication 1s done either by the user himselt/
herself or by key distribution centers, so-called “trusted third
parties” (TTP) or “Trust Centers”. Such methods are also
known by the name of public key methods.

In order to encrypt a message, a sender uses the public key
which 1s assigned to a user or recipient and which the sender
can load from a key distribution center, for example, over the
Internet. The message encrypted 1n this manner can then be
decrypted only by a person who possesses the private key
matching the public key of the recipient.

One of the best-known asymmetric cryptographic meth-
ods 1s the RSA method, which 1s named by 1ts inventors
Rivest, Shamir and Adleman. The high security of the RSA
method 1s based on the difliculty of the factoring problem:
it 1s, 1n fact, easy to find and multiply together two large
prime numbers (this product 1s called RSA number), but 1t

1s virtually impossible to find the prime factors if only the
RSA number 1s known.

A public key 0S generated using the RSA method 1s
composed of two parts (6S1, 6S2). The first part 651 of a
public key 1s the RSA number. The second part 652 1s a
random number which must be relatively prime to (a-1)
(b-1), 1f a, b are the two prime numbers mentioned. A private
key pS matching the public key 6S i1s calculated by the
following equation: pS*6S2=1 mod ((a-1) (b-1)). Calcula-
tion of private key pS from public key 6S 1s similarly
difficult and involved as the above-mentioned decomposi-
tion of a product into 1its prime factors. Because of this, a
private key can be calculated from the associated public key
only with great computational etiort.

For encryption, the RSA method uses the following
formula: c=m°°2 mod 6S1, where m is a plaintext message
and c 1s the encrypted message. Decryption 1s done using the
formula: m=c¢” mod 6S1. RSA number 6S1 1s used in both

formulas.

Despite the very high security standards of the RSA
method, this method, like all other methods of asymmetric
cryptography, has the disadvantage that a sender who wishes
to encrypt a message to a recipient must either already know
the public key or request it from a key distribution center.
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For example, in the known, now widespread program
PGP (Pretty Good Privacy), which 1s based on RSA, public
keys are distributed through special Internet sites. A sender
can obtain the public key of a recipient from such an Internet
site via the Internet, provided that the public key has been
escrowed there by the recipient. The transfer of a public key
can also accomplished via e-mail or using electronic data
carriers such as diskettes.

However, such ways of transierring a public key hold
essentially two disadvantages: If the key distribution center
tails, 1t 1s impossible for the sender to load the public key of
the recipient. For example, a server failure in the key
distribution center could considerably aflect the distribution
of public keys. Similar 1s true for the transfer via e-mail. If
an e-mail server fails, no more public keys can be transferred
here either.

A further disadvantage, which occurs especially when
obtaining public keys via the Internet, 1s that there 1s no
absolute certainty about the authenticity of the key distri-
bution center. In particular, there 1s no guarantee that the
public keys distributed by the key distribution center are
actually assigned to the specified recipients. For instance, 1t
would be conceivable that, after a request for a public key
via the Internet, an untrustworthy Internet site pretends to be
a key distribution center and transmits an false public key,
faking a particular recipient. When transferring a public key
via e-mail, misuse 1s also possible through manipulation.

To circumvent this problem, A. Shamir proposed 1n his
essay “‘Identity-Based crypto Systems and Signature
Schemes™, Crypto 1984, LNCS 196, Springer-Verlag, 47-53,
19835, that unique data identifying a recipient be used as the
public key instead of generating public and private keys and
publishing the public key. The examples given by A. Shamir
for this umique data include the recipient name, the network
address of his/her computer, his/her social security number,
his/her address, oflice number or telephone number, or a
combination of such data. The only condition 1s that the data
unmiquely 1dentifies the recipient.

In order to send an encrypted message to a recipient, a
sender must sign the message with his/her own private key;
the signed message being encrypted using data uniquely
identifving the recipient, such as his/her name and the
network address of his/her computer. The recipient decrypts
the recetved message using his/her own private key and
verifies the signature of the sender using the name and the
network address of the computer of the sender as a verifi-
cation key. Here, the risk of misuse 1s lower than with pure
public key systems, since the identification data of the
sender and recipient provides at least some degree of con-
fidentiality.

However, to immplement the method proposed by A.
Shamir, a central authority must generate the private keys for
cach user. Theretfore, to prevent misuse, A Shamir proposes
to distribute so-called “smart cards™ to the users, the smart
cards containing the particular private key of a user. Thus,
unlike the encryption methods mentioned at the outset, the
generation of keys does not lie 1n the hands of the user, but
1s carried out by a central authority. However, this involves
an enormous administrative eflort. Moreover, the central
authority cannot be simply designed as an Internet site only
for distributing public keys, but has to centrally generate
keys for users and transmit the keys to these users. In the
case ol the smart card concept, this proposal 1s also
extremely cost-intensive. It 1s also questionable whether
such a smart card would be widely accepted because a not
inconsiderable mvestment i equipment for reading the
smart card would be required at the user end.
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SUMMARY OF THE INVENTION

Therefore, an object of the present invention 1s to provide
a method for computer-aided generation of public keys for
encrypting messages in such a manner that a reliable and
secure distribution of public keys 1s ensured, avoiding the
described disadvantages, the intention being to keep the
technical effort required for this within limaits.
The present mvention provides a method for generating
public keys for encrypting messages. The method includes:
encrypting a first message using a public key, the first
message being decryptable using a first private key
associated with a first recipient, the first private key
matching the public key, the public key including a first
and second part, the first part being the same for all
recipients of the encrypted messages; and

determining the second part of the public key using data
that uniquely indicates the first recipient.

The present invention uses the discovery that the disad-
vantages mentioned at the outset can be overcome 1n that a
public key for encrypting a message to a recipient 1s able to
be, at least partially, calculated taking into account data that
uniquely mdicates or i1dentifies the recipient.

This method offers at least two advantage: first all, 1t 1s
very reliable and offers high functional security because in
order to encrypt a message to the recipient, the sender can
encrypt this message using a public key he/she has partially
calculated or generated himseli/herself. Therefore, 1t 1s no
longer necessary to load the public key as often as 1n
conventional public key systems. Secondly, the risk that a
public key 1s forged 1s reduced because the sender at least
partially participates in the generation of the public key and,
in doing so, must know certain data that indicates or
identifies the recipient.

Therefore, according to the present invention, a public
key of a recipient includes two parts. A first part of the public
key 1s the same for all recipients of an encrypted message.
A second part of the public key 1s calculated taking into
account data about the recipient. The first part of the public
key can be published 1n any desired way, for example, using
clectronic storage media such as diskettes, CD ROMs, or
also 1n printed form. The first part 1s shorter than the
complete public key and therefore requires less time for
transmission, for example, over the Internet. Moreover, less
memory resources are required for storing the first part of the
public key, 1n particular, at the sender end or in a key
distribution center.

Preferably, the first part of the public key 1s published, 1.¢.,
made available, by at least one key distribution center. On
the Internet, this at least one key distribution center can be,
for example, an Internet site. In order to achieve high
resistance to failure, the key distribution center can be
designed as an Internet site that 1s particularly failsate and
reliable.

Based on the known RSA method, which has proven to be
particularly secure and reliable for encryption, 1n a preferred
embodiment of the method, the first part of the public key 1s
calculated as the product of two prime numbers that are
known only to the key distribution center. These two prime
numbers are also used by the key distribution center to
generate the private key assigned to the recipient. In this
context, 1t 1s 1mportant that the prime numbers used to
generate the private key and the first part of the public key
be kept secret and known only to the key distribution center.

In order to ensure a particularly high level of authenticity
of the method, the second part of the key, which 1s calculated
by the sender himseli/herself, should be uniquely assigned
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to the recipient. Preferably, this 1s ensured in that a telephone
number, address, e-mail address associated with the recipi-
ent, his’her name and his/her date of birth and/or similar
individual data of the recipient are used 1n the calculation of
the second part of the public key. This individual data must
be known to the sender who calculates the second part of the
public key. For example, this data can be exchanged verbally
between the sender and the recipient, which provides a
particularly high level of security. If there 1s no need for such
a high level of security, this individual data can also be
published by the recipient, for example, via his’her own
homepage, or be looked up by the sender in a public
directory, for example, 1n a phone book.

A Tunction for calculating the second part of the public
key should preferably meet the following conditions, which
are true for the RSA algorithm at least 1n a similar way:

0S2<(a-1) (b-1)

0S2 1s relatively prime to (a-1) (b-1).

Here, the second part of the public key 1s denoted by 6S2,
and the two prime numbers as a, b. The function for
calculating the second part of the public key can be defined
in an arbitrary way. It only has to meet the above-mentioned
conditions in order to provide the method according to the
present invention with a level of security comparable to that
of RSA. Since the two prime numbers a, b are kept secret by
the key distribution center, the function should be able to
calculate the second part of the public key, meeting the
above-mentioned conditions, but without knowing the two
prime numbers.

Both the sender and the key distribution center should use
the same function to calculate the second part of the public
key and the private key of a recipient. Preferably, this
function 1s 1mplemented using a calculation program and
passed on to all users of the system 1n order that each sender
uses the same calculation function as the key distribution
center and that the second parts of the second parts of the
public keys calculated by the senders match the correspond-
ing private keys of the recipients.

In a currently preferred embodiment of the method, the
first part of the public key 1s not dividable by 3. A hash value
1s calculated from an address of the recipient. The length of
this hash value 1s such that 3 raised to the power of the
greatest possible hash value 1s smaller than half the first part
of the public key. The address cannot be “calculated back™
from the hash value. Then, the second part of the public key
1s calculated by raising 3 to the power of the calculated hash
value. This has turned out to be a good compromise between
security and computational effort.

The present invention also provides a device for gener-
ating public keys for encrypting messages. The device
includes:

a key distribution center, the key distribution center being,

configured to make available a first part of a first public
key for download;

a first calculating unmit configured to calculate the first part
of the first public key and to calculate, using data
identifying a first recipient, a first private key associ-
ated with the first recipient;

a second calculating unit configured to calculate, using
the data 1dentitying the first recipient, a second part of
the first public key, the first public key being associated
with the first recipient;

an encoding unit configured to encode a first message
using the first public key; and

a decoding unit configured to decode the encoded first
message using the first private key.
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An mventive device for carrying out the method includes

an Internet site as a key distribution center including a
network interface that makes available a first part of all
public keys for download,

means for calculating the first part of all public keys and

private keys assigned to recipients, taking mnto account
data identifying the recipients,

means for calculating a second part of a public key

assigned to a recipient, taking into a account data
identifying the recipient,

means for encoding a message using a public key, and

means for decoding an encrypted message using a private

key.

Preferably, the means for calculating the first part of all
public keys, the means for calculating a second part of a
public key assigned to a recipient, the means for encoding a
message, and the means for decoding an encrypted message
are designed as programs on computer-readable media hav-
ing stored thereon respective program steps to be processed
on a computer, in particular, a personal computer. For
example, the means for calculating a second part of a public
key assigned to a recipient, the means for encoding a
message, and the means for decoding an encrypted message
can be combined 1n a software package that 1s available to
both the sender and the recipient of messages encrypted
using the method according to the present invention. This

soltware package can be designed for use under operating
systems such as MS-DOS or MS-Windows 3.1, 95, 98, Me,

NT, 2000, trademarked by the Microsoit company, Mac-OS
trademarked by of the Apple company, or the trademarked
free operating system Linux.

BRIEF DESCRIPTION OF THE DRAWING

In the following, the present invention will be explained
in greater detail in the light of the exemplary embodiment
shown 1n the drawing. The terms and associated reference
numerals used 1n the list of reference numerals given at the
back are used 1n the description, 1n the patent claims, 1n the
abstract, and in the drawing.

In the drawing,

FI1G. 1 1s a schematic representation of the method accord-
ing to the present invention.

DETAILED DESCRIPTION

FIG. 1 schematically shows how a sender 10 can transmit
encrypted messages over transmission channels 24, 24' and
24" to a recipient 12, 12' and 12", using the method
according to the present invention.

Each of recipients 12, 12', 12" 1s assigned a private key
16, 16', 16" and a public key 14, 14', 14". In this respect, the
method 1s similar to the known public key method. A typical
transmission channel to be mentioned here i1s the Internet
over which the messages are transmitted as encrypted
¢-mails.

Private keys 16, 16', 16" were generated by a key distri-
bution center 22 and made available to recipients 12, 12',
12". When generating the private keys, data was used that
uniquely indicates or 1dentifies the specific recipients, such
as the address of a recipient. In mathematical terms, the
private keys is calculated as follows: pS=f {address, a, b},
with a and b being two prime numbers that are known only
to key distribution center 22. To calculate private keys 16,
16', 16", key distribution center 22 includes a calculation
function 28 which implements the atforementioned function

f.
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Moreover, key distribution center 22 makes available a
first part 18 for public keys 14, 14" and 14" that are assigned
to the respective recipients 12, 12' or 12". First pad 18 1s
generated using a calculation function 26 and 1s the same for
all public keys 14, 14' and 14". 1n order to send an encrypted
message, a sender generates the second pad of the public key
himseli/herself, namely using the data uniquely identifying
a recipient, such as the address mentioned. The data
uniquely 1dentitying a recipient must match the data that was
used when generating private keys 16, 16' and 16".

In the present case, sender 10 generates second part 20 of
public key 14 to be able to send an encrypted message to
recipient 12. Second part 20 1s calculated by calculation
function 27; which 1s the same function as calculation
functions 26, 27 of key distribution center 22. Calculation
functions 26, 27 are also the same as calculation function 28.
However, sender 10 does not know the two prime numbers
a and b that are known to key distribution center 22 for
generating first part 18 for public keys 14, 14' and 14" and
for the creation of the private keys 16, 16', and 16". In terms
of a formula, the resulting rule for calculating second part
6S2 of a public key is expressed as 6S2=f{address}.

The following 1s a brief explanation of the generation and
transmission of an encrypted message from sender 10 to
recipient 12:

Sender 10 gets first part 18 (0S1) of all public keys 14, 14",
14" from key distribution center 22, unless he/she already
possesses this part 18. To this end, sender 10 downloads first
part 18 over the Internet from the Internet site of the key
distribution center. This can be done using the Secure
Sockets Layer (SSL) protocol to ensure secure transmission
over the Internet. SSL. makes sure that the connection
between sender 10 and key distribution center 22 1s authen-
tic, that 1s, that no Internet site other than the addressed
Internet site of key distribution center 22 1s able to enter into
the connection. To this end, a certificate digitally signed by
a certificate authority 1s sent by key distribution center 22
while establishing the connection with sender 10. Sender 10
can be sure that he/she 1s 1n contact with the real key
distribution center 22 if he/she trusts this certificate.

After downloading first part 18 of all public keys 14, 14'
and 14", sender 10 himself/herself generates second part 20
(6S2) of public key 14 for recipient 19, For this purpose,
he/she uses the same calculation function 27 utilized by the
key distribution center 22 and specifies the address of
recipient 12 which 1s known to him/her and which was also
used to generate public key 16 of the recipient. Second part
20 of public key 14 1s now generated using calculation
function 27 and the address of recipient 12. Second part 90
as 1t were, “individualizes” public key 14 for recipient 12.

Now, sender 10 possesses the complete public key 14
(0S=(6S1, 06S2)) and 1s able to encrypt the message to
recipient 12 and send it to him/her. Recipient 12 decrypts the
received message using his/her private key 16. During
decryption, the data that 1s individually assigned to recipient
12, 1.e. his/her address, 1s checked for equivalence.

It 1s a feature of the present invention that a public key for
encrypting a message to a recipient 1s, at least partially,
calculated taking into account data indicating the recipient.
The calculation can be carried out, for example, by a sender
who knows the data. This reduces the risk of manipulation
of public keys. In addition, the method 1s relatively insen-
sitive to failure of key distribution centers and requires little
resources because the first part of each public key generated
using the method according to the present invention 1s the
same for all public keys. Theretore, it 1s suthicient to load the
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first part once to enable a sender to encrypt messages to
arbitrary recipients using the method according to the

present mvention.

LIST OF REFERENCE NUMERALS

10 sender
12 recipient
12' recipient
12" recipient
14 public key
14' public key
14" public key
16 private key
16' private key
16" private key
18 first part of the public key
20 second part of the public key
22 key distribution center
24 transmission channel
24" transmission channel
24" transmission channel
26 calculation function for first part of the public key
277 calculation function for the second part of the public key
28 calculation function for the private key
What 1s claimed 1s:
1. A method for generating public keys for encrypting
messages, the method comprising:
encrypting a first message using a public key, the first
message being decryptable using a first private key
which has been generated using a data that uniquely
indicates a first recipient, the first private key matching
the public key, the public key including a first and
second part, the first part being the same for all recipi-
ents of the encrypted messages;
and
determining the second part of the public key using the
data that uniquely indicates the first recipient.
2. The method as recited in claim 1 further comprising
generating and making available the first part of the public
key and respective private keys of the recipients using a key

distribution center.
3. The method as recited 1n claim 2 wherein the generating,

the first part of the public key 1s performed by calculating a
product of two prime numbers that are known only to the
key distribution center.

4. The method as recited 1n claim 1 wherein the deter-
mimng the second part of the public key 1s performed using,
at least one of a telephone number, an address, an e-mail
address, a name and a date of birth of the first recipient.

5. The method as recited 1n claim 4 wherein determining
the second part of the public key 1s performed using a
function, the following conditions being met:

06S2<(a-1) (b-1) and

052 1s relatively prime to (a-1) (b-1),

wherein the second part of the public key 1s represented

by 6S2 and a and b each represent a respective prime
number.

6. The method as recited 1n claim 1 further comprising
determining the first private key using a calculation func-
tion, and wherein the determining the second part of the
public key 1s performed using the calculation function.

7. The method as recited 1n claim 1 wherein the first part
of the public key i1s not dividable by 3, and wherein the
determining the second part of the public key 1s performed
by calculating a hash value from the identifier of the first
recipient, and by raising 3 to the power of the calculated
hash value.
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8. The method as recited in claim 7 wherein the hash value

has a length so that a greatest possible hash value 1s smaller
than half the first part of the public key.

9. A system for generating public keys for encrypting

5 messages, the system comprising:

a key distribution center including a network interface,
the key distribution center being configured to make
available a first part of a public key for download, the
first part of the public key being the same for all public
keys;

a first calculating unit configured to calculate the first part
of the public key and to calculate, using a data 1denti-
tying a first recipient, a first private key associated with
the first recipient;

a second calculating unit configured to calculate, using

the: data 1identifying the first recipient, a second part of
the public key, so as to associate the public key with the

first recipient;

an encoding unit configured to encode a first message
using the first part and second part of the public key;
and

a decoding unit configured to decode the encoded first
message using the first private key.

10. The system as recited 1n claim 9 wherein the key
distribution center 1s an Internet site.

11. The system as recited in claim 9 wherein the first
calculating unit, the second calculating unit, the encoding
umit and the decoding unit include respective computer-
readable media having stored thereon respective computer-
executable program steps operative to perform respective
functions of the units.

12. The system as recited in claim 11 wherein the com-
puter 1s a personal computer.

13. A method for encrypting a message from a sender to
a plurality of receivers, the method comprising the steps of:

generating, using a calculation function, a private key for

cach of the plurality of receivers using an identifier that
uniquely 1dentifies each of the plurality of receivers;

generating, using the calculation function, a first part of a
public key for each of the plurality of recervers, the first
part of the public key being the same for all public
keys;

generating, by the sender, a second pail of the public key
for each of the plurality of receivers using the calcu-

lation function and the 1dentifier that uniquely 1dentifies
cach of the plurality of receivers; and

encrypting, by the sender, the message to each of the
plurality of receivers using the first part and the second
part of the public key of each of the plurality of
receivers.

14. The method as recited 1n claim 13, further comprising
the steps of:
providing the generated respective private key for each
receiver to each of the plurality of receivers;

publishing the first part of the public key for each of the
plurality of receivers;

obtaining, by the sender, the published first part of the
public key;

transmitting the encrypted message to each of the plural-
ity of receivers; and

decrypting, by each of the plurality of receivers, the
encrypted message using the respective private key for
cach receiver.
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