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METHODS AND APPARATUS FOR SECURE
DOCUMENT PRINTING

BACKGROUND OF THE INVENTION

1. Technical Field

The invention relates to the printing of documents 1n a
computer environment. More particularly, the invention
relates to the secure printing of documents 1n a networked
printer environment.

2. Description of the Prior Art

Referring to FIG. 1, the way users print documents has
remained fairly standard among the years. Not much has
changed 1n the procedure of the user obtaining a document
at a computer 101 and sending the document across a
network or other type of connection 102 to a printer 103 for
printing. The printer 103 prints the document which the user
cventually retrieves.

With respect to FIG. 2, the user 201 also prints documents
through a server 202, such as a document server or print
server. When a document server 202 1s used, the user 201
selects a document resident on the server 202 for printing.
The server 202 connects to the printer 203 and sends the
document to be printed to the printer 203 which prints the
document.

A print server 202 acts as an intermediary between the
user 201 and the printer 203. The print server 202 receives
a document from the user 201, processes or rasterizes the
document, and sends 1t to the printer 203. The printer 203
receives the processed or rasterized document and prints the
document.

Printing documents 1n a secure environment has typically
been performed using the document server approach. A user
accesses a document on the document server and attempts to
print 1t. The document server checks to see 1f the user has
permission to print the document and, 11 the user does have
permission, sends the document to the appropriate printer.

The document permission parameters used by the docu-
ment server are set by the document creator or system
administrator.

However, this approach requires that the document server
send documents to a printer over an open network, leaving
the server/printer connection insecure. Further, the docu-
ment permission parameters are set for the entire document
without any further granularity, €.g., on a per page basis.

It would be advantageous to provide a secure document
printing system that provides for the secure transportation of
documents throughout a network. It would further be advan-
tageous to provide a secure document printing system that
allows document creators to define access rules for a docu-
ment on a per page basis.

SUMMARY OF THE INVENTION

The mvention provides a secure document printing sys-
tem. The system provides a secure document transport and
storage mechanism 1n a computer network. In addition, the
invention provides a system that allows document creators
to define access rules for a document on a per page basis.

A preferred embodiment of the invention provides a
secure transport and printing environment. A user creates a
document using any application program. The invention
provides a policy server that the user logs onto to define
access rules for the document. The user selects individual
users and/or groups that may have access to the document,
defines access rules for each user or group, and specifies
printing restrictions for the entire document or certain pages.
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Access rules that have been defined for the document are
assembled by the policy server which stores them locally
along with a document decryption key. The policy server 1s
network accessible to allow the user to change the access
rules for a document throughout the lifetime of the docu-
ment.

The user’s computer packages the policy server’s name
and address into the document and encrypts the document.
The user selects a print server provided by the mnvention and
sends the encrypted document to the print server which
stores the encrypted document on 1ts local storage for later
access.

A recerving user 1s notified that the document resides on
a particular print server via email, for example. When the
receiving user wants to print the document, the receiving
user logs onto the print server. The print server retrieves the
specified document, contacts the policy server named 1n the
document, and requests the document decryption key and
access rules for the user, print server, and document from the
policy server. The policy server sends the related decryption
key and access rules to the print server.

The print server decrypts the document using the decryp-
tion key and then prints the document based on the docu-
ment or page-level access rules by sending the printable
pages to the printer. I the user or print server does not have
the proper access rights to print the document, then the user
will be notified that the document 1s not printable.

Another preferred embodiment of the imvention provides
the print server functionality in a user’s networked com-
puter.

Yet another preferred embodiment of the invention allows
users to receive encrypted documents from other users. The
receiving user sends a print request to one of the invention’s
print servers. The print server retrieves the encrypted docu-
ment from the receiving user’s computer and performs the
functions described above.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

FIG. 1 1s a block schematic diagram showing a prior art
approach of printing a document across a network according
to the invention;

FIG. 2 1s a block schematic diagram showing a prior art
approach of printing a document through a print server
according to the mmvention;

FIG. 3 1s a block schematic diagram of a preferred
embodiment of the invention using a policy server and a
print server to perform secure document printing according,
to the invention;

FIG. 4 1s a block schematic diagram of a preferred
embodiment of the invention using a receiving user’s coms-
puter and a policy server to perform secure document
printing according to the mmvention;

FIG. 5 1s a block schematic diagram of a preferred
embodiment of the invention using a receiving user’s coms-
puter, a policy server, and a print server to perform secure
document printing according to the ivention;

FIG. 6 1s a block schematic diagram of a task viewpoint
of a preferred embodiment of the invention showing the
policy server and print server/recerving user’s computer
interactions according to the invention; and

FIG. 7 1s a block schematic diagram of a task viewpoint
of a preferred embodiment of the invention showing the
interactions between a policy server, print server, and receiv-
ing user’s computer according to the mvention.
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DETAILED DESCRIPTION OF TH.
INVENTION

(L]

The mvention 1s embodied 1n secure document printing,
system 1n a computer environment. A system according to
the invention provides a secure document transport and
storage mechanism 1n a computer network. In addition, the
invention provides a system that allows document creators
to define access rules for a document on a per page basis.

The mmvention provides a system that allows users to
securely transmit documents to a printer and have full
control over who can access and print the document at the
printer. The document creator 1s given full control over the
printing accessibility of each page in the document for
groups and individual users.

Other approaches allow users to encrypt documents and
send the encrypted documents to a printer. The printer
decrypts the documents and prints the entire document. The
invention oflers a distinct advantage over the prior art by
providing an encryption key and access rights external from
the printer and independent from the transmission path of
the actual encrypted file. This offers a more secure environ-
ment where a different encryption key can be used for each
individual document. Additionally, the document creator has
the ability to define access rights for the entire document as
well as at the page level.

Referring to FIG. 3, a preferred embodiment of the
invention 1s shown. A user produces a document on a
computer 301. The document can be created using any
application program. The user then logs onto the policy
server 302 and designates the document to be a secure
document. The user then selects individual users and/or
groups that may have access to the document. Access rules
are defined for each user or group that 1s given access to the
document. The user specifies if there are printing restrictions
to the entire document or certain pages. For example, 11 the
user has a document that 1s 100 pages, he can give access to
certain pages to certain users.

The policy server 302 assembles the access rules 306 that
have been defined for the document and stores them on a
local storage device along with a document decryption key.
Access rules contain information such as: the user list
(groups, individuals); the access rules for each entry in the
user list, e.g., cannot print after Dec. 2, 2010, can only print
two times, unlimited printing, etc.; and the scope of each
rule, e.g., all of the document, specific page of document,
range of pages of document. For example, document X has
100 pages, only page five 1s printable before Dec. 2, 2010 by
user A and can only be printed two times. The policy server
302 1s network accessible to allow the user to change the
access rules for a document once it leaves the computer 301.
The user logs onto the policy server 302 and changes the
access rules for the document. The invention thereby allows
the user to have control over the print access rules of the
document for the lifetime of the document.

The user’s computer 301 packages the policy server’s
name and address into the document and encrypts the
document. The user selects the desired print server 303 and
sends the encrypted document 307 to the print server 303.
Print server 303 stores the encrypted document on 1ts local
storage for later access. The document can also be sent to the
print server 303 on a one-time basis for printing.

A receiving user 1s notified that the document resides on
a particular print server 303 via email, for example. When
the recerving user wants to print the document, the receiving,
user logs onto the print server 303 through the print server’s
user 1nterface 304. The print server 303 either lists the files
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4

that are resident on 1ts local storage and allows the receiving
user to select the desired document or has the receiving user
type 1n the name of the document. If the print server does not
have the document that the user 1s iterested 1n, then 1t may
be resident in another print server 1in the network.

The print server 303 retrieves the specified document and
contacts the policy server 302 named in the document. The
print server 303 requests the document decryption key and
access rules for the user and document, e.g. using a docu-
ment 1D, from the policy server 302. The policy server 302
references the document, user, and print server 303 IDs to
retrieve the decryption key and access rules for the docu-

ment, and sends the related decryption key and access rules
308 to the print server 303.

The print server 303 receives the decryption key and
access rules from the policy server 302. The document 1s
decrypted by the print server 303 using the decryption key.
It then prints the document based on the document or
page-level access rules by sending the printable pages to the
printer 305. If the user or print server 303 does not have the
proper access rights to print the document, then the user 1s
notified that the document 1s not printable.

With respect to FIG. 4, another embodiment of the
invention provides a computer 403 that sits 1 front of a
printer 405. The computer 403 accepts all encrypted docu-
ments 407 from document creators 401 destined for the
printer 405. Printing software 404 stores the encrypted
document on the computer’s 403 local storage for later
access.

A recerving user 1s notified that the document resides on
a particular computer 403 via email, for example. When the
receiving user wants to print the document, the receiving
user logs onto the computer 403, accessing the printing
software 404. The printing software 404 either lists the files
that are resident on its local storage and allows the receiving,
user to select the desired document or has the recerving user
type i the name of the document.

The printing software 404 retrieves the specified docu-
ment and contacts the policy server 402 across the network,
such as the Internet, using the IP address or URL contained
in the document. The printing soitware 404 requests the
decryption key and access rules for user and document, e.g.
using a document ID, from the policy server 402. The policy
server 402 references the document, user, and computer 403
IDs to retrieve the decryption key and access rules for the
document, and sends the related decryption key and access
rules 409 across the network 408 to the printing software

404.

The printing software 404 receives the decryption key and
access rules from the policy server 402. The document 1s
decrypted by the printing software 404 using the decryption
key. The printing soitware 404 then prints the document
based on the document or page-level access rule by sending
the printable pages to the printer 405. I1 the user or computer
403 does not have the proper access rights to print the
document, then the user 1s that the document 1s not printable.

This allows any printer to be used. The policy server 402
can keep track of which computers can print the document
and 1t can also track which printer that the computer is
connected to can print the document.

For example, an email with a document attached 1s sent to
a user. The user accesses the email on his PC. The user clicks
on the email attachment and indicates that he wants to print
the document. The PC performs the print server function-
ality. All of the PC’s print operations are changed to perform
the decryption and access rule checks for any document.



Us 7,367,060 B2

S

Referring to FIG. 5, yet another preferred embodiment
allows the originating user 501 to download an encrypted
document 507 to a computer 504. The receiving user 504
then logs onto the print server 503 and tells the print server
503 that he wants to print a specific document. The print
server 503 retrieves the encrypted document 509 from the
computer 504 and contacts the policy server 502 named 1n
the document. The print server 5303 requests the decryption
key and access rules for the user and document, e.g. using,
a document ID, from the policy server 502. The policy
server 502 references the document, user, and print server
503 IDs to retrieve the decryption key and access rules for
the document, and sends the related decryption key and
access rules 508 to the print server 503.

The print server 503 receives the decryption key and
access rules from the policy server 502. The document 1is
decrypted by the print server 503 using the decryption key.
It then prints the document based on the document or
page-level access rule by sending the printable pages to the
printer 505. If the user or print server 503 does not have the
proper access rights to print the document, then the user 1s
notified that the document 1s not printable.

This allows the invention to work in computer and
printing systems anywhere in the world.

With respect to FIG. 6, a task viewpoint of a preferred
embodiment the invention 1s shown. The user defines the
access rules for a document through the Define Access Rules
module 604. The Define Access Rules module 604 commu-
nicates with the Create Access Rules module 601 to create
the access rules for the document. The user selects indi-
vidual users and/or groups that may have access to the
document. He defines access rules for each user or group
that 1s given access to the document. The user also specifies
if there are printing restrictions to the entire document or
certain pages and, if desired, the print servers and/or com-
puters that are allowed to perform the print process. The
Create Access Rules module 601 stores the document’s
access rules 1n 1ts local storage 602. The access rules for the
document can always be modified by the user through the
Define Access Rules module 604 and the Create Access
Rules module 601 during the lifetime of the document.

When the user 1s ready to send the document to another
computer or print server, the Deliver Document module 605
encrypts the document, inserts the policy server’s name, 1P
address, or URL address into the document, and sends the
package to the destination.

The Receive Encrypted Document module 606 receives
encrypted documents and places them 1n local storage 607
for later access and printing. The receiving user accesses the
documents stored on the computer or print server through
the User Interface module 608. The receiving user logs 1nto
the User Interface module 608 which either displays all of
the documents that are available to that user, allowing the
user to select the desired document, or has the user enter the
desired document’s name. The Get Document Access Rules
module 609 gathers the document ID from the local storage
607, print server or computer name or 1D, and user name or
ID and requests the access rules for the document from the
Retrieve Access Rules module 603.

Access rules and the decryption key for the document are
retrieved from local storage 602 by the Retrieve Access
Rules module 603. The Retrieve Access Rules module 603
extracts the access rules for the receiving user and the print
server or computer, €.g. a print server may not be in the
group of print servers that are allowed to print the document,
and sends the access rules and decryption key to the Get
Document Access Rules module 609.
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The access rules, decryption key, and document (from the
local storage 607) are sent to the Print Document Pages
module 610 by the Get Document Access Rules module 609.
The Print Document Pages module 610 prints the document
based on the document or page-level access rule by sending
the printable pages to a printer. If the user or print server or
computer does not have the proper access rights to print the
document, then the user 1s notified that the document 1s not
printable by the Print Document Pages module 610 through
the User Interface module 608.

Reterring to FIG. 7, a task viewpoint of another preferred
embodiment of the invention with a remote computer as the
encrypted document receiver 1s shown. The user defines the
access rules for a document through the Define Access Rules
module 704. The Define Access Rules module 704 commu-
nicates with the Create Access Rules module 701 to create
the access rules for the document. The Create Access Rules
module 701 stores the document’s access rules 1n 1ts local
storage 702. As described above, the access rules for the
document can always be modified by the user through the
Define Access Rules module 704 and the Create Access
Rules module 701 for the life of the document.

When the user 1s ready to send the document to another
user, the Deliver Document module 705 encrypts the docu-
ment, 1nserts the policy server’s name, IP address, or URL
address into the document, and sends the package to the
destination.

The Receive Encrypted Document module 706 or the
email program on the receiving user’s computer receives
encrypted documents and places them 1n local storage 707
for later access and printing. The receiving user accesses the
documents stored on his computer and requests the printing
of the document through the Print Request module 708. The
Print Request module 708 may be accessible through the
receiving user’s email program. The Print Request module
708 sends the print request to the Get Document Access
Rules module 709 on a print server.

-

T'he Get Document Access Rules module 709 retrieves the
encrypted document and user name or ID from the Print
Request module 708 and stores the encrypted document on
local storage 711. It then gathers the document ID, print
server name or ID, and user name or ID and requests the

access rules for the document from the Retrieve Access
Rules module 703.

Access rules and the decryption key for the document are
retrieved from local storage 702 by the Retrieve Access
Rules module 703. The Retrieve Access Rules module 703
extracts the access rules for the receiving user and the print
server, €.g. a print server may not be in the group of print
servers that are allowed to print the document, and sends the

access rules and decryption key to the Get Document Access
Rules module 709.

-

T'he access rules, decryption key, and document (irom the
local storage 711) are sent to the Print Document Pages
module 710 by the Get Document Access Rules module 709.
The Print Document Pages module 710 prints the document
based on the document or page-level access rule by sending
the printable pages to a printer. If the user or print server
does not have the proper access rights to print the document,
then the user 1s notified that the document 1s not printable by
the Print Document Pages module 710 through the Print
Request module 708.

Although the invention 1s described herein with reference
to the preferred embodiment, one skilled in the art will
readily appreciate that other applications may be substituted
for those set forth herein without departing from the spirit
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and scope of the present invention. Accordingly, the inven-
tion should only be limited by the Claims included below.
The invention claimed 1s:
1. A method comprising;
providing a policy server adapted to receive access rules
for a document from a sending user, and to store the
access rules and a decryption key for the document,
wherein the access rules specily users or groups that
may access and print all or part of the document;

providing document encryption means for encrypting the
document, wherein the encryption means attaches the
policy server’s name, IP address, or URL address to the
document;

receiving irom the sending user a selection of a print

server for receiving the encrypted document;

sending the encrypted document without the access rules

to the selected print server, wherein the print server
stores the document locally; and

providing notification means for notifying a receiving

user of the existence of the document on the print
Server.

2. The method of claim 1, wherein the receiving user logs
onto the selected print server to print the document.

3. The method of claim 1, further comprising;:

providing display means on the selected print server for

displaying the documents accessible to the receiving
user; and

wherein the receiving user has the option to name the

specific document to be printed or to select the specific
document to be printed from the documents displayed
by the display means.
4. The method of claim 3, wherein the selected print
server requests the access rules and the decryption key for
the document from the policy server named 1n the document
in response to the receiving user’s print request.
5. The method of claim 4, wherein the policy server
retrieves the document’s access rules and the document’s
decryption key from local storage and sends them to the
selected print server.
6. The method of claim 5, further comprising:
providing document decryption means on the selected
print server for decrypting the document using the
document’s decryption key from the policy server;

providing access rule evaluation means on the selected
print server for evaluating the access rules for the
document 1n relation to the recerving user and the
selected print server; and

wherein the access rule evaluation means sends the pages

of the document that are printable by the receiving user
from the selected print server to a printer for printing.

7. The method of claim 6, further comprising providing
notification means for notifying the receiving user if the
document 1s not printable.

8. The method of claim 1, wherein the access rules apply
to any of: an individual user and a group of users.

9. The method of claim 1, wherein the access rules specily
which print servers are allowed to print the document.

10. The method of claim 1, wherein the access rules define
any of: an expiration date and a maximum number of prints.

11. The method of claim 1, wherein the access rules for
the document are modifiable by the sending user through the
life of the document.
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12. A system comprising:

a policy server adapted to receive access rules for a
document from a sending user, and to store the access
rules and a decryption key for the document, wherein
the access rules specily users or groups that may access
and print all or part of the document;

document encryption means for encrypting the document,
wherein the encryption means attaches the policy serv-
er’s name, IP address, or URL address to the document;

means for receiving ifrom the sending user a selection of
a print server for receiving the encrypted document;

means for sending the encrypted document without the
access rules to the selected print server, wherein the
selected print server stores the document locally; and
notification means for notifying a receiving user of the
existence of the document on the selected print server.

13. The system of claim 12, wherein the receiving user
logs onto the selected print server to print the document.

14. The system of claim 12, further comprising:

display means on the selected print server for displaying
the documents accessible to the receiving user; and

wherein the receiving user has the option to name the
specific document to be printed or to select the specific
document to be printed from the documents displayed
by the display means.

15. The system of claim 14, wherein the selected print
server requests the access rules and the decryption key for
the document from the policy server named in the document
in response to the receiving the receiving user’s print
request.

16. The system of claim 15, wherein the policy server
retrieves the document’s access rules and the document’s
decryption key from local storage and sends them to the
selected print server.

17. The system of claim 16, further comprising:

document decryption means on the selected print server
for decrypting the document using the document’s
decryption key from the policy server;

access rule evaluation means on the selected print server
for evaluating the access rules for the document 1n
relation to the receiving user and the selected print
server; and

wherein the access rule evaluation means sends the pages
of the document that are printable by the receiving user
from the selected print server to a printer for printing.

18. The system of claim 17, further comprising notifica-
tion means for notifying the receiving user 1f the document
1s not printable.

19. The system of claim 12, wherein the access rules
apply to any of: an individual user and a group of users.

20. The system of claim 12, wherein the access rules
specily which print servers are allowed to print the docu-
ment.

21. The system of claim 12, wherein the access rules
define any of: an expiration date and a maximum number of
prints.

22. The system of claim 12, wherein the access rules for
the document are modifiable by the sending user through the
life of the document.




	Front Page
	Drawings
	Specification
	Claims

