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DETECTION OF ERRORS

CROSS REFERENC.

(L]

This application is related in whole or i part to the
following U.S. patent application Ser. Nos. 10/756,441;
10/756,685, 10/756,435, 10/756,530;, 10/756,529, 10/756,

6677, and 10/756,600 and cross references such applications.

FIELD OF THE INVENTION

The present mvention relates to data communications
architectures for computer processors and, more particu-
larly, to communications architectures for computer proces-
sors employing serializers and deserializers.

BACKGROUND

Computing architectures that operate efliciently and that
can process data quickly are generally preferred over their
counterparts. The speed at which these computing architec-
tures process data may be limited by a number of factors that
include the design of the architecture, operating conditions,
quality of utilized components, and the protocols, logic, and
methodologies employed by the computer architecture when
processing data. Latencies in the communication of data
across components arising from data communications archi-
tectures and protocols of a computing architecture may also
impact the speed at which data may be processed.

A number of data communications architectures are cur-
rently employed to communicate data between cooperating,
components of a computer architecture (e.g. computer pro-
cessors within a computing environment’s processing unit or
between a computer processor and peripheral component
such as a data storage drive). For example, IDE/ATA (Inte-
grated Drive FElectronics/Advanced Technology Attach-
ment) and SCSI (Small Computer Systems Interface) are
both common interfaces to hard drnives (as well as some
other devices, such as CD-ROM and DVD drives), and there
are several flavors of each. Other data communications
architectures include PCI (Peripheral Components Intercon-
nect), AGP (Accelerated Graphics Port), USB (Universal
Serial Bus), serial data communications ports, and parallel
data communications ports.

Although each of the above data communications archi-
tectures are ell

ective 1n transmitting data between cooper-
ating components, each of these architectures have draw-
backs and performance limitations. Specifically, such data
communication architectures are not designed to handle
voluminous amounts of data communications, which are
communicated at high clock frequencies (e.g. several Giga
Hertz). Additionally, the PCI, IDE, and SCSI data commu-
nication architectures generally require overhead processing
calculations when communicating data that impacts overall
data communications speed. Stated differently, 1n addition to
the desired data being communicated additional overhead
processing data must be communicated. As such, less overall
data 1s processed during each clock cycle.

Responsive to the need for higher bandwidth data com-
munications architectures, the SERDES (serializer/deserial-
izer) data communications architecture was developed.
SERDES operates to encode and decode data according to a
predefined scheme (e.g. eight-bit/ten-bit—8b10b encoding).
The encoded data 1s communicated over one or more
communication channels from the serializer to a correspond-
ing deserializer for decoding. The SERDES data communi-
cation architecture has been shown to increase data com-
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munications bandwidth between cooperating components.
In this context, SERDES data communication architectures
are deployed as data buses operating to carry data between
cooperating components.

SUMMARY

A data communications architecture employing serializers
and desenalizers for use 1 communicating data between
computer processing components ol a computing environ-
ment to reduce latency 1s provided. In an illustrative imple-
mentation, a data communications architecture comprises a
data interface, a senalizer, and a desenalizer. In operation,
data from computer processing components i1s received by
the serializer. The serializer cooperating with the data inter-
face encodes the data for communication to the deserializer
according to a selected encoding protocol. Operationally, the
serializer and deserializer (SERDES) cooperate to form a
communications link or communications channel. The data
interface, among other things, allows for the collection of
data to be transferred across the link from each end of the
link, provides link management and control information,
encodes error protection and provides logic for processing
the data across the communications channel.

Further to the exemplary implementation, the 1llustrative
data communications architecture further comprises a link
training status monitor, a link training module, a monitoring
module, data bufler, a link training module, a parity bit
module, a data transmission acknowledgement module, and
a data bufler. These modules comprise a portion of the
serializer and the deserializer. In operation, these modules
cooperate with the data interface and instruction sets con-
tained 1n the sernializer and desernalizer to realize functions
including, but not limited to, handling uncertain data arrival
times, detection of single bit and multi-bit errors, handling
communications link failures, addressing failed link train-
ing, identifying and marking data as corrupt, and identifying
and processing successiul data transactions across the com-
munications link.

Other features of the invention are further described
below.

BRIEF DESCRIPTION OF THE

DRAWINGS

The data communications architecture and methods of use
are further described with reference to the accompanying
drawings in which:

FIG. 1 1s a block diagram of an exemplary computing
environment 1n accordance with an implementation of the
herein described systems and methods;

FIG. 2 1s a block diagram showing the cooperation of
exemplary components ol an exemplary data communica-
tions architecture;

FIG. 3 15 a block diagram of a transmit core 1n accordance
with an exemplary implementation of a data communica-
tions architecture;

FIG. 4 1s a block diagram of a receiving core 1n accor-
dance with an exemplary implementation of a data commu-
nications architecture;

FIG. 5 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when communicating data;

FIG. 6 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when handling uncertain data arrival;
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FIG. 7 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when detecting bit errors 1n data communications;

FIG. 8 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when addressing a link failure;

FIG. 9 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when addressing link failure training;

FIG. 10 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when addressing corrupted data;

FIG. 11 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture when handling error detection; and

FIG. 12 1s a flowchart diagram showing the processing
performed by an exemplary data communications architec-
ture to acknowledge successtul data communications.

DETAILED DESCRIPTION OF THE
ILLUSTRATIVE IMPLEMENTATTONS

Overview:

To provide the infrastructure bandwidth required comput-
ing environments, implementations have turned to utilizing
serializers/deserializers (SERDES) point to point data com-
munications architectures operating at high frequencies. In
applying the SERDES data communications architecture to
a computing environment’s internal data communications
infrastructure, a number of limitations come to light. In
general terms, latency 1n data communications arise from
inethicient data communications architecture management.
The management of the SERDES data communications
architecture may be performed by a data interface that,
among other things, collects data for communication along
the SERDES communication links and provides error detec-
tion and handling instructions for errant data.

The present invention provides a data interface for use by
SERDES link channels that support operations occurring
bi-directionally between data communications architecture
components. In an illustrative implementation, a mechanism
1s provided to collect data for transier across a SERDES link
from each end of the link. Additionally the mechanism may
operate to provide overlay link management information, to
encode error protection, and to encode the data into the
proper format. The data interface of the herein described
illustrative implementation also maintains logic that accepts
to direct SERDES components to collect and communicate
data between SERDES link components and to check that
such data 1s correctly collected and communicated.

The illustrative SERDES data communications architec-
ture may also employ a data builer to store data. In opera-
tion, the data builer may be used to store data until correct
receipt 1s confirmed by a response from the receiving end of
a SERDES communications link. In such case, an acknowl-
edgement may be embedded as part of data communicated
between cooperating components of the SERDES data com-
munications architecture. When an error i1s detected by
SERDES components, the data bufler may be used to resend
the data to correct the error.

Furthermore, the illustrative implementation may orches-
trate the use of multiple parallel SERDES communications
channels. A SERDES communications channel may com-
prise a logical communications link operating on a physical
link (e.g. wires) between SERDES components (e.g. serial-
izers and desernializers). When performing error detection,
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4

training, and other operations, the i1llustrative SERDES data
communications architecture may employ a spare channel.
Additionally, such spare channel may be used to maintain
communication availability even in the event of a hard
tailure of one of the channels.

The 1llustrative implementation provides the tlexibility to
drive various media—<cable, PC trace, or though an appro-
priate bufler fiber and supports a variety of link frequencies
to work best with the chosen media.

[Mlustrative Computing Environment

FIG. 1 depicts an exemplary computing system 100 1n
accordance with herein described system and methods.
Computing system 100 1s capable of executing a variety of
computing applications 180. Exemplary computing system
100 1s controlled primarily by computer readable instruc-
tions, which may be 1n the form of software, where and how
such soltware 1s stored or accessed. Such software may be
executed within central processing unit (CPU) 110 to cause
data processing system 100 to do work. In many known
computer servers, workstations and personal computers cen-
tral processing unit 110 1s implemented by a micro-elec-
tronic chips CPUs called microprocessors. Coprocessor 1135
1s an optional processor, distinct from main CPU 110, that
performs additional functions or assists CPU 110. One
common type of coprocessor 1s the floating-point coproces-
sor, also called a numeric or math coprocessor, which 1s
designed to perform numeric calculations faster and better
than general-purpose CPU 110.

It 1s appreciated that although illustrative computing
environment 1s shown to comprise a single CPU 110 that
such description 1s merely illustrative as computing envi-
ronment 100 may comprises a number of CPUs 110. Addi-
tionally computing environment 100 may exploit the
resources of remote CPUs (not shown) through communi-
cations network 160 or some other data communications
means (not shown).

In operation, CPU 110 fetches, decodes, and executes
instructions, and transfers information to and from other
resources via the computer’s main data-transfer path, system
bus 105. Such a system bus connects the components in
computing system 100 and defines the medium for data
exchange. System bus 105 typically includes data lines for
sending data, address lines for sending addresses, and con-
trol lines for sending interrupts and for operating the system
bus. An example of such a system bus 1s the PCI (Peripheral
Component Interconnect) bus. Some of today’s advanced
busses provide a function called bus arbitration that regu-
lates access to the bus by extension cards, controllers, and
CPU 110. Devices that attach to these busses and arbitrate to
take over the bus are called bus masters. Bus master support
also allows multiprocessor configurations of the busses to be
created by the addition of bus master adapters containing a
processor and 1ts support chips.

Memory devices coupled to system bus 105 include
random access memory (RAM) 110 and read only memory
(ROM) 130. Such memories include circuitry that allows
information to be stored and retrieved. ROMs 130 generally
contain stored data that cannot be modified. Data stored 1n

RAM 125 can be read or changed by CPU 110 or other
hardware devices. Access to RAM 125 and/or ROM 130
may be controlled by memory controller 120. Memory
controller 105 may provide an address translation function
that translates virtual addresses into physical addresses as
istructions are executed. Memory controller 120 may also
provide a memory protection function that isolates processes
within the system and 1solates system processes from user
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processes. Thus, a program running 1n user mode can
normally access only memory mapped by 1ts own process
virtual address space; i1t cannot access memory within
another process’s virtual address space unless memory shar-
ing between the processes has been set up.

In addition, computing system 100 may contain periph-
erals controller 135 responsible for communicating instruc-
tions from CPU 110 to peripherals, such as, printer 140,
keyboard 145, mouse 150, and data storage drive 155.

Display 165, which 1s controlled by display controller
163, 1s used to display visual output generated by computing
system 100. Such visual output may include text, graphics,
ammated graphics, and video. Display 165 may be imple-
mented with a CRT-based video display, an LCD-based
flat-panel display, gas plasma-based flat-panel display, or a
touch-panel, or other display forms. Display controller 163
includes electronic components required to generate a video
signal that 1s sent to display 165.

Further, computing system 100 may contain network
adaptor 170 which may be used to connect computing
system 100 to an external communication network 160.
Communications network 160 may provide computer users
with means of communicating and transierring software and
information electromically. Additionally, communications
network 185 may provide distributed processing, which
involves several computers and the sharing of workloads or
cooperative efforts 1n performing a task. It will be appreci-
ated that the network connections shown are exemplary and
other means of establishing a communications link between
the computers may be used.

It 1s appreciated that exemplary computer system 100 1s
merely illustrative of a computing environment in which the
herein described systems and methods may operate and does
not limit the implementation of the herein described systems
and methods 1in computing environments having differing
components and configurations as the nventive concepts
described herein may be implemented 1n various computing
environments having various components and configura-
tions.

Data Communications Architecture:

FIGS. 2-4 depict block diagrams of an illustrative data
communications architecture for use in an exemplary com-
puting environment. The illustrative data communications
architecture may be implemented as components of the
computing environment and may employ SERDES compo-
nents. Specifically, FIG. 2 shows a block diagram of 1llus-
trative data communications architecture 200. As 1s shown
in FI1G. 2, data communications architecture 200 comprises
data communications interface cards 205 and 210 cooper-
ating to commumnicate data 230 over physical links 220. Data
interface communications cards 205 and 210 comprise at
least one transmit core and at least one receiving core.
Physical links 220 attach to data communications interface
cards 205 and 210 through physical connectors 225.

In operation, exemplary computing environment (not
shown) cooperates with data communications interface
cards 205 and 210 to communicate data between data
communications interface cards 205 and 210. In the 1llus-
trative implementation, data communication interface cards
may reside i disparate geographic locations within exem-
plary computing environment (not shown) or may reside as
part of one of exemplary computing environment’s (not
shown) printed circuit boards (PCB). As 1s shown, data may
be communicated 1n a selected direction or bi-directionally,
as indicated by the arrows on physical links 220 and data
230, between transmit cores and receiving cores ol data
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communications interfaces 205 and 210. Also, 1t 1s appre-
ciated that physical links 220 are depicted having differing
line thickness to indicate different physical link 220 media.

Furthermore, as 1s shown, dashed box 215 shows the
components of an exemplary data communications back
plane. In the implementation provided, back plane 215 1s
shown to have a pair of transmit-receive cores operating to
communicate data. Specifically, data 1s processed by trans-
mit core 235 of data communications interface 2035 for
communication through physical connector 225 and physi-
cal links 220 to recerving core 245 of data communications
interface 210. Similarly, data may be processed for commu-
nication by transmit core 2350 of data communications
interface 210 to receiving core 240 of data communications
interface 2035. Moreover, transmit-receiving core pairs 235,
240 and 245, 250 may cooperate to form a communications
channel. As a communications channel the transmit-receive
core pairs may be aligned and trained to process data
according to a selected encoding protocol such as eight-bit-
ten-bit (8b10b) encoding.

Further, as 1s shown in FIG. 2, data 230 may comprise a
number of packets. Specifically, data 230 may contain a
header portion and data packet portion. The data packet
portion may further contain small data packets. It 1s appre-
ciated that in the illustrative implementation provided, a
small packet may be considered a data packet that 1s smaller
in size than a normal, full sized data packet. In operation,
various data, control, training, and channel management
information may be communicated over exemplary data
communications architecture 200 as data 230.

FIG. 3 shows a block diagram of exemplary transmit core
environment 300 depicting its components and their coop-
eration. As 1s shown in FIG. 3, exemplary transmit core
environment 300 comprises a plurality of transmit cores
ranging irom transmit core 300-1 to transmit core 300-n.
Transmit core 300-1 1s shown to comprise logic block a
plurality of serializers and dnivers from serializer 1 to
serializer n, and from driver 1 to driver n, respectively.
Additionally, transmit core 300-1 cooperates with an exter-
nal data communications component (not shown) to obtain
clock signal CLK. Also, as 1s shown, transmit core 300-1
comprises logic which maintains instruction sets to nstruct
the components of transmit core 300-1 (e.g. serializer 1) to
perform functions 1n accordance with data communications
operations. The logic of transmit core 300-1 may also act to
maintain one ore more modules and mechanisms for use
during data commumnications operations including, but not
limited to, a link training status monitor, a link training
module, a monitoring module, data bufler, a link traiming
module, a parity bit module, and a data transmission
acknowledgement module.

In operation, data 1s provided as mput to one of transmit
core 300-1’s serializers. The data 1s encoded according to a
selected encoding protocol and 1s prepared for communica-
tion by one of the transmit core’s drivers to a cooperating
data communications component at one of the transmit
core’s output channels. The encoding protocol may employ
CLK signal to encode a number of bits within a selected
cycle(s) of the CLK signal. For example, Data A may be
encoded by sernializer 1 of transmit core 300-1 according to
a selected encoding protocol and prepared for communica-
tion by driver 1 to produce Encoded Data at channel A
output as per 1structions provided by transmit core 300-1"s
logic. Similarly, Data B may be encoded by senalizer 2 of
transmit core 300-1 according to a selected encoding pro-
tocol and prepared for communication by driver 2 to pro-
duce Encoded Data at channel B. Such encoding process and
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data communication preparation i1s performed across the
remaining serializers and drivers of transmit core 300-1 and
the other transmit cores of transmit core environment 300.

FIG. 4 shows a block diagram of exemplary receiving
core environment 400 depicting 1ts components and their
cooperation. As 1s shown in FIG. 4, exemplary receiving
core 400 comprises a plurality of receiving cores ranging
from receiving core 400-1 to receiving core 400-n. Receiv-
ing core 400-1 1s shown to comprise logic block a plurality
ol deserializers and drivers from deserializer 1 to deserial-
izer n, and from driver 1 to driver n, respectively. Addition-
ally, receiving core 400-1 cooperates with an external data
communications component (not shown) to obtain clock
signal CLK. Also, as 1s shown, receiving core 400-1 com-
prises logic which maintains instruction sets to instruct the
components of receiving core 400-1 (e.g. deserializer 1) to
perform functions in accordance with data communications
operations. The logic of receiving core 400-1 may also act
to maintain one ore more modules and mechanisms for use
during data communications operations including, but not
limited to, a link training status monitor, a link training
module, a monitoring module, data bufler, a link training,
module, a parity bit module, and a data transmission
acknowledgement module.

In operation, encoded data 1s provided as input to one of
receiving core 400-1"s deserializers. The data 1s decoded
according to a selected decoding protocol and is prepared for
communication by one of the receiving core’s drivers to a
cooperating data communications component at one of the
receiving core’s deserializer’s outputs. The decoding proto-
col may employ CLK signal to decode a number of bits
within a selected cycle(s) of the CLK signal. For example,
Encoded Data A may be decoded by deserializer 1 of
receiving core 400-1 according to a selected decoding
protocol and prepared for communication by driver 1 to
produce Data A as per instructions provided by receiving
corc 400-1"s logic. Similarly, Encoded Data B may be
decoded by desenalizer 2 of receiving core 400-1 according
to a selected decoding protocol and prepared for communi-
cation by driver 2 to produce Data B. Such decoding process
and data communication preparation 1s performed across the
remaining deserializers and drivers of receiving core 400-1
and the other receiving cores of transmit core environment

400.

Taken together FIG. 3 and FIG. 4 describe an exemplary
communications channel environment such that data is
encoded for communication by one or more transmit cores
for decoding and subsequent processing by one or more
receiving cores. Although described as separate compo-
nents, 1t 1s appreciated that transmit cores and receiving
cores may reside on a single communications component
(See data communications interface 205 of FIG. 2). More-
over, transmit cores and receiving cores may operate as pairs
to form one or more bi-directional data communications
channels.

Communicating Data Across Commumnications Links:

FIG. 5 shows the processing performed by exemplary
data communications architecture 200 when establishing a
communications channel. As 1s shown, processing begins at
block 500 and proceeds to block 505 where the communi-
cations components are powered up for operation. From
there, processing proceeds to block 510 where communica-
tions links are established between the data communication
architecture components. The commumnications links are
then trained at block 515 to form a communications channel.
Training data 1s then sent over the communications channel
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at block 520 to test the communications channel. A check 1s
then performed at block 525 to determine 1f the communi-
cations channel test was successful. If 1t was successtul,
processing proceeds to block 540 where a check 1s per-
formed to determine 11 there 1s data to communicate over the
successiully tested communications channel. If at block 540
it 1s determined that there 1s no data to communicate,
processing reverts to block 525. However, i1 there 1s data to
communicate over the successtully tested and trained com-
munications channel, processing proceeds to block 5435
where the data 1s encoded by serializers. The encoded data
1s then communicated over the communications channel to
cooperating deserializers at block 550. The data i1s then
decoded by the desenalizers at block 555. A check i1s then
performed at block 560 to determine 1f the data was suc-
cessiully communicated. If the data was successtully trans-
mitted, processing reverts to block 540 and proceeds there
from. However, 11 the data was not successiully communi-
cated, processing proceeds to block 565 where the deseri-
alizers request the data to be resent by the senalizers. From
there processing reverts back to block 350 and proceeds
there from.

However, 1f at block 525 1t 1s determined that the com-
munications channel test was not successiul, processing
proceeds to block 530 where the communications links are
retrained. From there processing proceeds to block 535
where control mformation 1s communicated between the
communications link components. From there, processing
reverts to block 520 and proceeds there from.

In operation, the illustrative implementation, provides
that the training sequence 1s governed by the deserializers of
a communications link. Specifically, initial training 1is
deemed completed upon the recognition of an indication of
the writing ol a selected solftware type register on the
deserializer. At such time, data 1s driven onto the link by the
serializers of the communications channel. In the context of
deserializer operations, the desernializers maintain one or
more mstructions sets which direct the deserializers to detect
activity on the link to signal cooperating serializers to begin
initialization. The desernalizers and serializers of the com-
munications channels maintain at least one 1nstruction set to
direct the channels to power up. Upon successiul power up,
a per channel self test 1s performed from which the results
are collected and compared. The instruction set then directs
the serializers and deserializers to communicate a selected
data pattern which 1s expected by the deserializers which
allow the deserializers to determine bit units grouping for
use by the encoding and decoding protocols utilized by the
serializers and deserializers.

Additionally, a second recognizable data pattern 1s com-
municated to the deserializers which the deserializers
attribute as the small packet data communications. By
setting the small packet data communications the deserial-
1zers can operate to match small packets together 1n group-
ings consisted with how they were originally communicated.
Once the second data pattern 1s successtully communicated
and processed, a control signal 1s sent from the desenalizers
to the serializers of the communications links indicating that
training has been completed. At this point data packets may
be communicated across the trained channels.

Moreover, the illustrative implementation provides that
should an error occur over the communications link, the link
may perform a retraining process. Link retraiming 1s similar
to the above-described link training outside of foregoing the
powering up the communication channel components.
Retraining may be triggered by a number of events, includ-
ing but not limited to, the recognition of an error across the
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communications link or by reception of an error signal on
the link generated by the receiving end of the communica-
tions link.

Handling Data Commumnications Gaps (Data Arrival Tim-
ng):

The 1llustrative data communications architecture 1s
capable of handling uncertain data arrival times between
cooperating components. In the context of a SERDES data
communications architecture, data extracted from the
receiving end of a SERDES link may not be tightly syn-
chronized to a local clock. Stated differently, in any given
cycle of the local clock, the link may or may not have new
valid data to present.

In the 1llustrative implementation, and as described above,
data transactions are passed across the links 1n a “packet”
format. Fach packet 1s formed from one or more small
packets, depending on the amount of information and the
data that the transaction includes. A small packet may be
considered a unit of payload that the link transfers during a
given time period. A packet may comprise a header packet
tollowed by some number of small data packets to fill out the
transaction. The header might include information describ-
ing the type of packet, and other information to handle the
packet, such as its destination address.

To traverse an exemplary computing environment’s data
communications infrastructure, i1t can be the case that a
transaction passed across a SERDES link 1s routed to
another SERDES link on the way to 1ts final destination. In
such context, a data transaction may take several cycles on
the SERDES link to complete transfer of all of 1ts small
packets. Unwanted latency may result 11 a full transaction 1s
butlered up before it 1s forwarded to the next communica-
tions link. Also, it might be the case that a link can fail its
initial attempt to transmit part of a packet creating a long
pause between the beginning and end of the packet. Fur-
thermore, the frequency operation of different links may be
different which can cause gaps in the flow of small packets
onto a faster link 1f the data 1s coming from a slower link.

The illustrative data communications architecture handles
such cases by providing a mechanism to allow correct
operation of the SERDES link for this application in the
presence of gaps in the flow of the small and normal sized
packets. In operation, the SERDES link interface at the
transmitting end of the link (See transmit core 235 of FIG.
2) utilizes a selected encoded or control value to be sent
across the link 11 1t does not have the next valid small packet
for transmitting. Furthermore, the receiving end of the link
(See receiving core 245 of FIG. 2) generates an outgoing
control small packet when 1t does not find newly received
data at its link interface at the beginning of its clock cycle
or 1 1t finds an encoded small packet. Control small packets
are 1gnored during data processing.

FIG. 6 shows a the processing performed when handling
data communications gaps for data being communicated
across exemplary data communications architecture 200 of
FIG. 2. As 1s shown, processing begins at block 600 and
proceeds to block 605 where a check i1s performed to
determine 1f there 1s data to communicate across the com-
munication channels of the exemplary data communications
architecture. If there 1s no data to commumnicate, processing
reverts to block 600 and proceeds there from. However, it
there 1s data to communicate, processing proceeds to block
610 where the data to be communicated 1s monitored for
communications gaps. In operation, data may be buflered 1n
a data bufler prior to being encoded by a serializer of the data
communications architecture. It 1s in the data bufler that data
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1s processed for gaps. A check 1s then performed at block 615
to determine 1f there was a data communications gap. If
there 1s no data commumnications gaps, processing proceeds
to block 620 where the data 1s communicated by the seri-
alizer to a cooperating deserializer. Form there processing
proceeds to block 605 and proceeds there from.

However, 1f at block 615 1t 1s determined that there 1s a
data gap processing proceeds to block 6235 where a control
small packet 1s generated. The control small packet 1s then
communicated to the cooperating deserializer at block 630
to notify the cooperating deserializer of the communications
gap. The deserializer processes the control small packet at
block 635 and propagates the control small packet through-
out the data communications architecture at block 640.
Processing then terminates at block 6435.

Error Detection:

Exemplary data communications architecture 200 of FIG.
2 1s also capable of performing error detection on the data
that 1s being communicated between its components. In the
context of a SERDES data communications architecture, the
retrying of data transfers may be necessary to communicate
data that fail to accurately pass across the link. To retry a
transmission, an error 1s first detected. The error 1s detectable
to properly i1dentify the first small packet that 1s retried to
continue with data communications operations.

In the implementation provided, the encoding standard
that may be used to format data for a SERDES link may be
designed to follow electrical characteristics required for the
SERDES link to be able to transmit data at high frequencies
it utilizes. Additionally, enough transitions may be per-
formed on the channel such that a clock can be extracted
from the bit stream at the receiving end of the link. Further-
more, for the bit pattern may have a neutral disparity. Stated
differently, any time the number of ones and zeros trans-
mitted might be equal, or at most differ by one. The
exemplary encoding protocol operates such that single bit
errors will result 1n 1llegal encoding. It might be the case,
however, that 1n some instances, the illegal encoding may
look legal but generate the wrong expected disparity. When
the error 1s of this type, the error will not be detected until
the subsequent data patterns push the disparity at the receiv-
ing end of the link to +/-2.

In SERDES data communications architecture, a single
link may operate to pass large volumes of information
quickly across i1ts channel. As such, errors may be bounded
by sending special “end packet” control characters on the
link. These would ensure that an error was recognized belore
the data block was released. This approach adds the over-
head of needing to send the special control character and
may provide inefliciencies 1 the data communications pro-
cess adding latency. In practice, 1t might take one encoding
cycle to send a control character. It 1s appreciated that for a
data communications architecture having a plurality of SER -
DES links, a significant amount of time would be required
to process control characters leading to substantial inetli-
ciencies 1 data communications.

The 1illustrative implementation provides an alternate
approach where the data communications architecture rec-
ognizes that the encoding standard’s first symptom of error
can be determined by the a comparison of the receiving end
(see receiving core 2435 of data communications interface
210 of FIG. 2) and transmitting end (see transmit core 235
of data communications interface 205 of FIG. 2) disparity of
the data being communicated. If the disparity used to
transmit the data 1s known at the receiver, an error could be
detected immediately. To achieve this, the disparity of the
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links used to send a small packet are gathered up and used
to generate a five bit error code. This five bit value 1s then
passed to the recerving end of the link. In the illustrative
implementation, such error code may be communicated to
the receiving end of the link using one additional SERDES
link channel. This value can then be used on the receiving
end of the link to check the disparities at the receiving end
of the link, and to immediately request a resending of data
from the transmitting end of the communications channel 1f
the disparities are not the expected values.

In operation, the illustrative implementation employs a
five-bit to ten-bit encoding when communicating the error
code. The five bits are sent twice, once as positive true, and
once as negative true. In this way, the ten bit pattern will
include five ones and five zeros, achieving neutral disparity.
Such processing 1s also eflicient so that system timing can be
maintained when using a 10 bit encoding scheme.

Additionally, the illustrative implementation provides that
upon the completion of link training, data 1s communicable
across the link. The data may comprise a header, small data
packets, should they be available for communication, or
control information such as small link management data
packets. This data, regardless of type, when encoded pro-
duces a pattern of 1°s and 0’s having an associated disparity.

FIG. 7 shows the processing performed by exemplary
data communications architecture 200 when performing
error detection. As 1s shown, processing begins at block 700
and proceeds to block 705 where a check 1s performed to
determine 1f data 1s to be communicated across the compo-
nents of exemplary data communications architecture 200 of
FIG. 2. IT the check at block 705 yields the determination
that data 1s not to be communicated, processing reverts back
to block 700 and proceeds there from. However, 11 at block
705 1t 1s determined that data 1s to be communicated,
processing proceeds to block 710 where the disparity for the
data to be communicated 1s calculated. From there an error
code for the data to be communicated 1s calculate using the
calculated disparities by the serializer at block 715. The data
along with the calculated error code are then communicated
by the serializer to a cooperating deserializer at block 720.
The deserializer receives the data and calculates the error
code based on the communicated data at block 725. From
there, a check 1s performed to determine 1 the error codes
correspond at block 730. I the error codes do not correspond
at block 730, processing proceeds to block 735 where a
request to re-communicate the data is sent by the deserializer
to the senializer. The serializer obtains the data for re-
communication at block 740 and processing reverts to block
710 and proceeds there from.

However, 1f at block 730 1t 1s determined that that the
error codes generated by calculated by the senalizer and the
desenalizer, respectively, do correspond, processing pro-
ceeds to block 745 where data transactions are continued.
From there processing reverts to block 700 and proceeds
there from.

[Link Failures:

Exemplary data communications architecture 200 1s also
capable of handling link failures if the links fail during
operation. The illustrative implementation operates to allow
connection with the exemplary computing environment’s
infrastructure to remain active when a link fails and not force
the computing environment to become unstable (e.g. crash)

In the context of a SERDES data communications archi-
tecture, the point to point connections in the computer’s
infrastructure may be composed of several SERDES links
operating in concert to provide increased data communica-

10

15

20

25

30

35

40

45

50

55

60

65

12

tions bandwidth. The illustrative implementation provides
for the use of one additional SERDES link to be deployed
over a “spare” link channel 1n the event that one of the other
communications links have failed. Moreover, the 1llustrative
implementation may detect that a link channel 1s not reliable
and not use it. The implementation also provides a protocol
by which the receiving end (see receiving core 245 of data
communications interface 210 of FIG. 2) of the link can
communicate with the transmitting end (see transmit core
2335 of data communications interface 205 of FIG. 2) of the
link which link channel should not be used. In operation, the
illustrative implementation determines that a link has failed
during the link training sequence. Link training will occur 1n
response to a detected error on the normal transmission of
data, or on 1nitial link bring up. Recognition that a link has
falled includes, among other events, loss of the presence
detect signal for that link; failure of that link to pass link self
test; failure of that link to signal proper alignment.

In response to a link failing, logic on the receiving end of
the link will shift logical link channels from the failing link
to the last numbered link away from the failing physical link.
Additionally, a new mapping 1s encoded 1n a 5-bit field and
returned to the sending end of the link. There the new
mapping 1s used to program the transmit logic to drive the
links 1n the next training attempt onto the proper physical
channels.

FIG. 8 shows the processing performed by exemplary
data communications architecture 200 when handling a link
failure. As 1s shown, processing begins at block 800 and
proceeds to block 805 where data communications archi-
tecture initiates training of the communications link. From
there a serializer and deserializer of data communications
architecture 200 are associated to create a logical commu-
nications link at block 810. The created logical communi-
cations link 1s then operated over a physical communications
link at block 815. From there, processing proceeds to block
820 where the training of the communications link 1s moni-
tored to 1dentify any link failures. A check 1s then performed
at block 825 to determine if there are failures on the link. If
there are no failures as determined by the check at block 825,
processing proceeds to block 845 where the training of the
link 1s completed. Data communications transactions are
then performed on the trained link at block 850. Processing
then terminates at block 8355.

However, 1f at block 825 1t 1s determined that a link failure
has occurred, processing proceeds to block 830 where the
logical communications link 1s shifted away from the failing
physical communications link. A new mapping providing
new logical and physical communication link arrangements
1s created at block 835 and the logical and physical com-
munication links are aligned according to the new mapping
at block 840. From there, processing reverts to block 815 to
retest the newly mapped channels for proper operation.
From there processing continues as shown.

It 1s appreciated that after a selected number of failing
attempts, a signal will be sent across the cooperating com-
ponents of data communications architecture 200 to indicate
that the link has failed. In such context, the link 1s not

utilized tfor data communications transactions.

Training and Failed Training:

Exemplary data communications architecture 200 1s also
capable of handling retraiming of failed links. In the context
of SERDES data communications architectures, the illustra-
tive implementation employs a plurality of many SERDES
links used together to provide high bandwidth and low
latency. In practice, before the SERDES links can be used to
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transier data, they are first “trained” by sending appropriate
known data sequences which the receiving end of the link
can use to properly align the links. Additionally, training
also aflords an opportunity to test that the links transmit
other known data sequences accurately. Under some circum-
stances the link training may fail during a first attempt and
be successiul during a second attempt. In this context, the
illustrative implementation operates to communicate from
the transmitting end of the communications channel (see
transmit core 235 of data communications interface 205 of
FIG. 2) to the receiving end (see receiving core 245 of data
communications interface 210 of FIG. 2) of the communi-
cations channel information that can enable training to be
successiul during a second attempt.

The illustrative implementation further provides a mecha-
nism to pass information across the link when link traiming,
has failed. In operation, data sequences to test the links are
formatted before they are presented on the encoder 1n such
a way that the same bit encoding will be generated regard-
less of the previous disparity of the encoding scheme, 1.e.
neutral disparity.

On the receiving end of the link, the data from the
SERDES interface 1s a static bit recerved pattern, since the
data 1s formatted to maintain a neutral disparity. As such,
even though the alignment between the links and each other
of the receive logics clocks 1s not guaranteed, the provided
data can be treated as a static value. Furthermore, 1n opera-
tion, the illustrative implementation provides that copies of
the data sequences are compared to each other on the
receiving end of the communications link to disqualily any
one link that my be bad. Moreover, the information may then
be used to reprogram each end of the link to change how the
data 1s expected to arrive in order to retrain around any
defect.

FIG. 9 shows the processing performed by exemplary
data communications architecture 200 when handling link
training failures. As 1s shown, processing begins at block
900 and proceeds to block 905 where exemplary data
communications architecture initiates training of the com-
munications link. From there processing proceeds to block
910 where link management data 1s generated. The link
management data 1s then communicated across the link
management from the serializers and deserializers at block
915. The training 1s monitored at block 920 to identity link
training failures. A check is then performed at block 9235 to
determine 1f there were any link training failures. If there are
no link traming failures, processing proceeds to block 950
where data communications transactions are performed.
From there, processing terminates at block 955.

However, 11 at block 925, it 1s determined that there are
link training failures, processing proceeds to block 930
where the link management data 1s processed by the dese-
rializers. The link management data 1s then compared across
the cooperating deserializers to 1dentily training failures at
block 935. The serializers and desenializers are then repro-
grammed to retrain around the link training failure at block
940. From there processing reverts to block 905 and con-
tinues as shown.

It 1s appreciated that after a selected number of failures as
determined at block 925, a determination 1s made that the
link 1s failed and will not be used for data communications
transactions. In this context, additional processing as
described by FIG. 8 may be performed to re-map the logical
and physical channels.
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Handling Corrupt Data:

Exemplary data communications architecture 200 1s also
capable of identifying and marking data as corrupt to
increase data communications architecture robustness. In the
context of SERDES data communications architectures, the
illustrative implementation provides a mechanism to recog-
nize when data 1s not successiully transmitted across the link
and marks such data corrupt. This may occur when the small
data packet 1s corrupted before it 1s transmitted. The 1llus-
trative implementation operates to allow the failing data to
be accepted, so the link can proceed to transmitting data
behind the failing small data packet. Furthermore, the failing
small data packet 1s marked as corrupt and sent to its
destination.

Furthermore, the illustrative implementation allows for a
link to accept a small data packet marked as corrupt and to
complete any transaction that 1s in progress when the link 1t
1s currently traversing fails. This 1s accomplished by sending
manufactured data to fill out the transaction, and marking the
entire data, partial and filler, as corrupt. In doing so, partially
transmitted transactions are prevented from clogging other
link 1interfaces, enabling the infrastructure to contain the
failure to processes that were actively using the failed link.

FIG. 10 shows the processing performed when identifying
and marking data as corrupt during data communications
transactions. As 1s shown, processing begins at block 1000
and proceeds to block 1005 where a communications link 1s
established between cooperating components of the exem-
plary data communications architecture 200. From there,
processing proceeds to block 1010 where data transmission
across the established communication link 1s monitored.
Data which 1s not successiully transmaitted across the com-
munications link 1s identified at bock 1015. The identified

unsuccessiully transmitted data 1s marked as corrupt at block
1020. From there a check is performed at block 1025 to
determine 1f the corrupt data contains partial data. If the
check at block 1025 yields that there 1s no partial data,
processing proceeds to block 1040 where the data marked as
corrupt 1s processed by the components of the data commu-
nications architecture. From there, the data marked as cor-
rupt 1s propagated across the data communications architec-
ture at block 1045. Data communications transactions are

then performed at block 1050. Processing then terminates at
block 1055.

If, however, at block 1025 1t 1s determined that there 1s
partial data, processing proceeds to block 1030 where filler
data 1s generated to append to the partial corrupt data. The
filler data and partial corrupt data are then marked collec-
tively as one piece of corrupt data at block 1035. From there
processing proceeds to block 1040 and continues there from.

Additionally, the i1llustrative implementation provides that
the data 1s i1dentified as corrupt as a result of one or more
iterations of successful attempts of communications link
training. Stated differently, 11 the communications link can
ultimately be successiully trained, but the transmission of
specific small data packet repeatedly fails, the problem 1s
determined to be a problem with the data.

Error Codes tor Use 1in Error Detection:

Exemplary data communications architecture 200 of FIG.
2 15 also capable of detecting errors efliciently across a
plurality of 1s communications channels without performing,
extensive processing. In the context of a SERDES data
communications architecture, the illustrative implementa-
tion provides an error encoding that operates using the
encoding protocol of the data communications architecture.
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In operation, transactions (or data packets) are passed
across a collection of several link channels 1n units called
small data packets, each transaction requiring a number of
small data packets according to its size. Each small data
packet includes a number (e.g. 8) logical bits per channel
that are transmitted 1n a numbered (e.g. 10) bit encoding
protocol. This error detection scheme operates on one small
data packet at a time. In practice, the standard 8b10b
encoding used per channel 1s capable of detecting single bit
errors within one channel. This detection 1s combined with
logic to calculate eight parity bits across the channels
carrying the small data packet. The parity bit 1s based off the
1,2, 3,...87% bit of the 8 bits of data sent on the channel.
These 8 parity bits are then used as the data to be transmitted
across one additional link channel. Errors may be detected
by calculating the parity bits for the data transmitted over a
communications channel on the recerving end.

FIG. 11 shows the processing performed by exemplary
data communications architecture 200 when detecting errors
across a plurality of communications channels. As 1s shown,
processing begins at block 1100 and proceeds to block 1105
where a communications link 1s established between com-
ponents of exemplary data communications architecture
200. From there, processing proceeds to block 1110 where
parity bits are calculate for data being communicated based
on the encoding protocol having n bits. The parity bits are
then communicated across the communications link at block
1115 from the serializers to the desernializers. The parity bits
are then processed by the desernializers at block 1120. A
check 1s then performed at block 1125 to determine 1f any
errors were 1dentified using the parity bits. If there are were
no error identified at block 1123, processing proceeds to
block 1135 where data communications transactions are
performed. Processing then terminates at block 1140.

However, 1f at block 1125, it 1s determined that here are
errors 1dentified, processing proceeds to block 1130 where
the data 1s re-commumicated from the serializer to the
deserializer. From there processing reverts to block 1110 and
continues as shown.

It 1s appreciated that after a number of attempts to
re-communicate the data from the serializer to the deserial-

izer and the errors continue to be i1dentified then such data
may be marked as corrupt as per the processing described

above 1n FIG. 10.

Link Level Retry:

Exemplary data communications architecture 200 of FIG.
2 1s also capable of acknowledging successiul transfer of
data between 1ts components. In the context of a SERDES
data communications architecture, transactions may be
passed across the links 1n “packet” format. A packet may be
formed from one or more small packets depending on the
amount of information and data that the transaction includes.
A small data packet may be considered as the unit of payload
that the link 1s designed to transfer at a time. The packet may
comprise a header small packet followed by some number of
small data packets to fill out the transaction. The header,
among other things, may include information describing the
type of packet, and other information to handle the packet,
such as 1ts destination address.

In order to achieve the capability of resending, or retrying
the transfer of small data packets across the link, the
illustrative implementation holds substantially all small
header and data packets transferred across the link in a data
bufler until such a time as an acknowledgement signal 1s
received from the opposite end of the link. Once acknowl-
edgement of a successiul transfer has been received, the data
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bufler entry containing that small header and data packet can
be released to be used by another small data packet. In the
implementation provided, generally no more small and
header data packets can be sent across the link than there are
link level retry bufler entries to hold them. If there i1s a
tailure to properly transfer a small data packet across the link
then the first small header and data packet to be resent across
the link 1s the oldest small data packet within the data bufler
that has not been acknowledged.

The illustrative 1implementation provides a mechanism
and protocol that achieve the acknowledgement of a suc-
cessiul transter of a small data packet. In practice, the small
data packet transferred across the link has a tag associated
with 1t that matches the entry address of the data bufler
where the small data packet 1s being stored. The header
small packet contains a field reserved for successiul transter
acknowledgement. When a header 1s sent out across the link,
this field 1s filled with the address of the last small data
packet successiully recerved at that time. When sending the
address, 1f an acknowledgement 1s lost, the next acknowl-
edgement will self correct the mechanism.

In the 1nstance there 1s no valid header ready to carry the
address acknowledgement across the link, the illustrative
implementation creates an 1dle header to carry the acknowl-
edgement back across the link.

Lastly, after a link transfer failure has been corrected, but
before normal operation 1s restarted, the address of the most
recently successtully received small data packet 1s sent as a
part of the link restart sequence to ensure that successiully
received small data packets are appropriately acknowledged.

FIG. 12 shows the processing performed by exemplary
data communications architecture 200 of FIG. 2 when
creating and transacting acknowledgements for successiul
data communications. As 1s shown, processing begins at
block 1200 and proceeds to block 1205 where a communi-
cations link 1s established between cooperating components
of data communications architecture 200 of FIG. 2. Small
data packets are then stored 1n a cooperating data butler at
block 1210. From there processing proceeds to block 12135
where an address 1s generated for the small data packet. The
data with the small data packet address are then communi-
cated from a transmitting serializer at block 1220. A check
1s then performed at block 12235 to determine 1f the data was
properly communicated to receiving deserializer. It the
check at block 1225 indicates that the data was not properly
communicated, processing proceeds to block 1230 where
the data 1s requested to be resent by the transmitting end of
communications link using most recent recerved small data
packet address. From there processing reverts to block 1220
and continues as shown.

However, 11 at block 1225, it 1s determined that the data
was properly communicated processing proceeds to block
1235 where a check 1s performed to determine if a header 1s
available to carry the acknowledgement from receiving end
of the communications link to the transmitting end of the
communications link. A time delay might occur before the
acknowledgement 1s prepared as the small data packets are
first sent to complete current outgoing packets. I the check
at block 1235 indicates that there 1s a header available,
processing proceeds to block 1255 where the small data
packet address 1s communicated from the recerving end of
the communications channel to the transmitting end of the
communications channel as acknowledgement of a success-
tul transfer using the available header. Processing proceeds
to block 1260 where the small data packet address is
released from the cooperating data buller. Processing then
terminates at block 1250.
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If, however, at block 1235 it 1s determined that there 1s no
header available, an idle header 1s created to carry the
acknowledgement of a successiul transfer at block 1240.
The i1dle header 1s communicated from the receiving end of
the communications link to the transmitting end of the
communications link at block 1245. Processing once gain
proceeds to block 1260 where the small data packet address
1s released from the cooperating data bufler. Processing then
terminates at block 1250.

In sum, the herein described apparatus and methods
provide a data commumication architecture employing for
use as a computing environments communication fabric that
reduces data latency. It 1s understood, however, that the
invention 1s susceptible to various modifications and alter-
native constructions. There 1s no intention to limit the
invention to the specific constructions described herein. On
the contrary, the invention 1s intended to cover all modifi-
cations, alternative constructions, and equivalents falling
within the scope and spirit of the mnvention.

It should also be noted that the present invention may be
implemented 1n a variety of computer environments (includ-
ing both non-wireless and wireless computer environments),
partial computing environments, and real world environ-
ments. The various techniques described herein may be
implemented 1n hardware or software, or a combination of
both. Preferably, the techniques are implemented 1n com-
puting environments maintaining programmable computers
that include a processor, a storage medium readable by the
processor (including volatile and non-volatile memory and/
or storage elements), at least one input device, and at least
one output device. Computing hardware logic cooperating
with various istructions sets are applied to data to perform
the functions described above and to generate output infor-
mation. The output information 1s applied to one or more
output devices. Programs used by the exemplary computing
hardware may be preferably implemented 1n various pro-
gramming languages, including high level procedural or
object oriented programming language to communicate with
a computer system. Illustratively the herein described appa-
ratus and methods may be implemented 1n assembly or
machine language, if desired. In any case, the language may
be a compiled or interpreted language. Each such computer
program 1s preferably stored on a storage medium or device
(e.g., ROM or magnetic disk) that 1s readable by a general
or special purpose programmable computer for configuring
and operating the computer when the storage medium or
device 1s read by the computer to perform the procedures
described above. The apparatus may also be considered to be
implemented as a computer-readable storage medium, con-
figured with a computer program, where the storage medium
so configured causes a computer to operate 1n a specific and
predefined manner.

Although an exemplary implementation of the imnvention
has been described in detail above, those skilled in the art
will readily appreciate that many additional modifications
are possible 1n the exemplary embodiments without mate-
rially departing from the novel teachings and advantages of
the invention. Accordingly, these and all such modifications
are mtended to be included within the scope of this inven-
tion. The invention may be better defined by the following
exemplary claims.

What 1s claimed 1s:

1. In a data commumnications architecture comprising one
or more operatively coupled SERDES communication links
having a transmitting end and a recerving end, a method to
detect errors 1n data communications comprising:
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calculating a disparity for data being communicated by
one or more operatively coupled sernializers in the
transmitting end;

calculating a serializer data communication error code
based on the calculated disparity;

communicating data from the serializers to one or more
operatively coupled desenalizers in the receiving end;

calculating a disparity on communicated data received by
the deserializers to generate a desenializer data com-
munication error code; and

comparing the value of the serializer data communication
error code with the wvalue of the deserializer data
communication error code.

2. The method as recited 1n claim 1 further comprising

determining whether the value of the serializer data com-
munication error code equals the value of the deserializer
data communication error code.

3. The method as recited 1n claim 2 wherein upon deter-
mining the serializer data communication error code value
corresponds to the deserializer data communication error
code value continuing data communications.

4. The method as recited 1n claim 2 wherein upon deter-
mining that the values of the serializer data communication
error code and the deserializer data communication error
code are not equal sending a control signal from the receiv-
ing end to the transmitting end.

5. The method as recited in claim 4 wherein upon receirv-
ing a control signal by the transmitting end, the serializers
cooperating with a data bufler to obtain the data for re-

communication to the receiving end.

6. The method as recited in claim 1 further comprising
communicating the serializer data communications error
code by the transmitting end to the receiving end.

7. The method as recited 1n claim 6 further comprising
encoding the serializer data commumnications error code by
the transmitting end to have a specified number of bits for
processing by the receiving end.

8. The method as recited 1n claim 7, further comprising
encoding the serializer data communications error code into
a packet of data having n bits, wherein n 1s a value dependent
on the number of communications links employed by the
transmitting end and the receiving end when performing
data communications operations.

9. The method as recited 1n claim 7 further comprising
encoding the serializer data communications error code nto
a ten bit packet.

10. The method as recited 1n claim 9 further comprising
encoding a five bit error code twice to generate a ten bit
packet.

11. A computer readable medium having computer read-
able 1nstructions to mstruct a computer having a communi-
cations architecture comprising one or more operatively
coupled SERDES communication links having a transmit-
ting end and a receiving end to perform a method compris-
ng:

calculating a disparity for data being communicated by
one or more operatively coupled senalizers in the
transmitting end;

calculating a serializer data commumnication error code
based on the calculated disparity;

communicating data from the serializers to one or more
operatively coupled desenalizers 1n the recerving end;

calculating a disparity on communicated data received by
the deserializers to generate a deserializer data com-
munication error code; and
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comparing the value of the serializer data communication
error code with the value of the deserializer data
communication error code.

12. A system to detect errant data communicated across a
data communications architecture comprising one or more
operatively coupled SERDES communication links having a
transmitting end and a recerving end, the system comprising;:

one or more operatively coupled serializers in the trans-

mitting end for obtaining data, communicating the
obtained data to the receiving end, and calculating a
disparity for the data;

one or more operatively coupled deserializers in the

receiving end for cooperating with the transmitting end
to recerve the data and the calculated disparity; and

a first error code based on the disparity calculated by the

transmitting end for identifying errant data being com-
municated by the transmitting end to the receiving end.

13. The system as recited 1n claim 12 wherein the {first
error code 1s calculated at the transmitting end and commu-
nicated to the receiving end.

14. The system as recited 1n claim 13 wherein the first
error code 1s commumnicated from the transmitting end to the
receiving end over a dedicated control channel.

15. The system as recited 1n claim 12 wherein a second
error code 1s calculated at the recerving end based on a
calculated disparity calculated using values from the data
communicated from the transmitting end to the receiving
end.

16. The system as recited 1n claim 12 wherein the first
error code 1s calculated and communicated by the transmiut-
ting end when communicating the data to the receiving end
and the second error code 1s calculated at the receiving end
upon recerving the data from the transmitting end.

17. The system as recited 1n claim 16 wherein the first
error code and the second error code are compared to
determine 1f they are equal.

18. The system as recited in claim 17 wheremn upon
determining that the first error code and the second error
code are not equal sending a control signal from the receiv-
ing end to the transmitting end requesting the transmitting
end to resend the data.

19. The system as recited 1n claim 18 further comprising
a data bufler for storing the data for communication and
re-communication.

20. The system as recited in claim 19 wherein the data
bufler stores the data encoded by the transmitting end.
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21. A method to detect errant data being communicated
across a data communications architecture comprising one
or more operatively coupled SERDES communication links
having a transmitting end and a receiving end, the method
comprising;

obtaining packets of data for communication between two

components;

calculating a disparity value for the data packets;

encoding the disparity value as an n bit error code,

wherein n 1s a value dependent on the number of
communications links employed when performing data
communications operations;
communicating the data and the n bit error code from a
transmitting component at the transmitting end to a
receiving component at the recerving end;

re-calculating the disparity and recoding the error code at
the receiving component; and

comparing the recoded error code with the encoded error

code to 1dentity a discrepancy,

wherein 11 a discrepancy 1s observed then determining
that there 1s errant data communicated from the
transmitting to the receiving component of the data
communications architecture.

22. The method as recited 1n claim 21 further comprising
sending a control signal from the receiving component to the

transmitting component requesting the transmitting compo-
nent resend the data.

23. The method as recited 1n claim 21 further comprising,
setting n to a value of five.

24. A mechanism for use in a data communications
architecture comprising one or more operatively coupled
SERDES communication links having a transmitting end
and a receiving end so as to detect errant data bits, the
mechanism comprising:

first means for calculating an error code for a block of data

packets based on a calculated disparity of the bits of
data;

second means for communicating the error code and

block of data packets from the transmitting end to the
receiving end; and

third means to recalculate the error code at the receiving

end to compare the calculated and recalculated error

codes.
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