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FIG.8
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FIG.12
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FIG.14
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INFORMATION PROCESSING APPARATUS,
IMAGE FORMING APPARATUS,
PROGRAM-INITIATION ERROR

PROCESSING METHOD, AND RECORDING

MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to an information
processing apparatus, an image forming apparatus, a pro-
gram-1nitiation error processing method and a recording
medium, and more specifically to a program-initiation error
processing method for performing an error processing when
initiating a program read from a recording medium, and to
an 1nformation processing apparatus, an image forming
apparatus and a recording medium, which use the program-
initiation error processing method.

2. Description of the Related Art

An miformation processing apparatus, such as a personal
computer, carries out various kinds of information process-
ing by performing one or more programs corresponding to
respective information processing procedures.

Moreover, an 1mage forming apparatus (for example, a
multi-function peripheral system), which 1s an application
example of the information processing apparatus, 1S pro-
vided with the display umit, the printing unit, the image
pickup unit, etc., which are accommodated 1n a single
housing, 1n addition to the four kinds of programs corre-
sponding to the printer, the copier, the facsimile, and the
scanner, respectively. By selecting one of the programs, the
multi-function peripheral system 1s operated as the selected
one of the printer, the copier, the facsimile, and the scanner.

Japanese Laid-Open Patent Application No. 2002
-084383 discloses an example of the multi-function periph-
eral system mentioned above.

Upon power-up of the multi-function peripheral system or
the like, the BIOS (basic input/output system) and the boot
loader are started. The boot loader expands the kernel and
the root file system on the RAM (random access memory),
and 1mtiates the kernel. The kernel mounts the root file
system. The “mounting” herein means that a file system, a
peripheral device, etc. are started so that the file system or
peripheral device can be accessed by another system or
device.

After the startup of the kernel, the bootstrap which starts
an application program (which 1s called the application) 1s
started. The bootstrap 1s a process which is first started by
the imformation processing apparatus or the multi-function
peripheral system.

The bootstrap mounts the file system according to a
predetermined configuration file. The bootstrap starts the
program, which 1s required for operation of the information
processing apparatus or the multi-function peripheral system
and recorded in a program-initiation recording medium,
such as a hard disk drive (HDD), according to the prede-
termined configuration file.

In recent years, there 1s an increasing demand for a system
that can easily initiate a program of the information pro-
cessing apparatus or the multi-function peripheral system
from the program-initiation recording medium, such as a SD
(secure digital) card.

The addition of a new program to the above-mentioned
program-initiation recording medium may be carried out
through the network, such as the Internet or a LAN. More-
over, the addition of a new program to the program-initiation
recording medium may be carried out by using an SD card
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2

which 1s a detachable recording medium the insertion and
removal of which 1s possible.

The user can make use of the program which 1s added to
the program-initiation recording medium, in any informa-
tion processing apparatus or multi-function peripheral sys-
tem. Hence, there 1s a possibility that the program may be
illegally added to a program-initiation recording medium
which 1s provided 1n the information processing apparatus or
the multi-function peripheral system which 1s not authorized
to add the program thereto.

Moreover, when a program 1s added to a program-initia-
tion recording medium using a detachable program-addition
recording medium, such as an SD card, the insertion and
removal of which 1s possible, the program recorded in the
program-addition recording medium can be also used with
any 1nformation processing apparatus or multi-function
peripheral system. There 1s also a possibility that the pro-
gram may be illegally added to a program-initiation record-
ing medium which 1s provided in the information processing
apparatus or the multi-function peripheral system which 1s
not authorized to add the program thereto.

Therefore, when adding the program to the program-
initiation recording medium of the mformation processing
apparatus or the multi-function peripheral system, the pro-
vision ol a mechanism for preventing the program added to
the program-initiation recording medium from being ille-
gally used 1s demanded, 1 order to establish the security of
the program.

SUMMARY OF THE INVENTION

An object of the present mmvention 1s to provide an
improved program-initiation error processing method 1n
which the above-described problems are eliminated.

Another object of the present mvention 1s to provide a
program-initiation error processing method which allows
initiation of a program on an information processing appa-
ratus or 1mage forming apparatus by using a program-
initiation recording medium, such as a SD card, and estab-
lishes the security of the program recorded 1n the program-
initiation recording medium.

Another object of the present invention 1s to provide an
information processing apparatus which allows 1nitiation of
a program on the information processing apparatus by using
a program-initiation recording medium, such as a SD card,
and establishes the security of the program recorded in the
program-imtiation recording medium.

Another object of the present invention 1s to provide an
image forming apparatus which allows imitiation of a pro-
gram on the 1image forming apparatus by using a program-
initiation recording medium, such as a SD card, and estab-
lishes the security of the program recorded in the program-
initiation recording medium.

Another object of the present mvention 1s to provide a
computer-readable recording medium which allows 1nitia-
tion of a program on an mformation processing apparatus or
image forming apparatus by using a program-initiation
recording medium, such as a SD card, and establishes the
security of the program recorded in the program-initiation
recording medium.

The above-mentioned objects of the present invention are
achieved by an information processing apparatus which has
a detection unit to detect a recording medium and 1nitiates a
program read from the recording medium detected by the
detection unit, the information processing apparatus com-
prising: an operation check unit performing an operation
check of the recording medium detected by the detection
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unit; an authentication check unit performing an authenti-
cation check of the recording medium detected by the
detection unit; and an error notification unit notifying an
operator of an error of the recording medium 11 at least one
of a result of the operation check and a result of the
authentication check 1s an error.

The above-mentioned objects of the present invention are
achieved by an image forming apparatus which has a
detection unit to detect a recording medium and 1nitiates an
image-formation-related program read from the recording
medium detected by the detection unit, the 1image forming,
apparatus comprising: an operation check unit performing
an operation check of the recording medium detected by the
detection unit; an authentication check unmit performing an
authentication check of the recording medium detected by
the detection unit; and an error notification unit notifying an
operator of an error of the recording medium 1if at least one
of a result of the operation check and a result of the
authentication check 1s an error, wherein the 1image forming
apparatus reads the program from the recording medium and
initiates the read program 11 both the result of the operation
check and the result of the authentication check are normal.

The above-mentioned objects of the present invention are
achieved by an error processing method for use in an
information processing apparatus which has a detection unit
to detect a recording medium and initiates an 1mage-forma-
tion-related program read from the recording medium
detected by the detection unit, the error processing method
comprising: performing an operation check of the recording
medium detected by the detection unit; performing an
authentication check of the recording medium detected by
the detection unit; and notifying an operator of an error of
the recording medium if at least one of a result of the
operation check and a result of the authentication check 1s an
eITor.

The above-mentioned objects of the present invention are
achieved by a computer-readable recording medium storing
a program embodied theremn for causing a computer to
perform: detecting a recording medium; performing an
operation check of the detected recording medium; performs-
ing an authentication check of the detected recording
medium; and notifying an operator of an error of the
detected recording medium 11 at least one of a result of the
operation check and a result of the authentication check 1s an
eITor.

According to the present invention, when at least one of
the operation check and the authentication check of a SD
card indicates an error, the operator 1s notified of the
occurrence of that error. If the result of the authentication
check 1s an error, 1t 1s determined that the program of the SD
card 1s 1llegally copied or altered, and a predetermined error
processing 1s performed. The mitiation of such altered
program on the information processing apparatus or the
image forming apparatus using the program-imitiation
recording medium can be prevented. The initiation of the
correct program on the information processing apparatus or
the 1mage forming apparatus i1s allowed by using the pro-
gram-1nitiation recording medium, such as a SD card. There-
fore, 1t 1s possible to establish the security of the program
recorded in the program-initiation recording medium.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects, features and advantages of the present
invention will be apparent from the following detailed
description when reading 1n conjunction with the accompa-
nying drawings.
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FIG. 1 1s a block diagram of an embodiment of the
information processing apparatus of the mvention.

FIG. 2 1s a block diagram of a hardware composition of
the information processing apparatus of FIG. 1.

FIG. 3 1s a block diagram of an embodiment of the
multi-function peripheral system of the mvention.

FIG. 4 1s a block diagram of a hardware composition of
the multi-function peripheral system of FIG. 3.

FIG. 5 1s a block diagram of an embodiment of a MFP
booting unit in the multi-function peripheral system of FIG.
3.

FIG. 6 1s a diagram for explaining an example of the
processing to 1nitiate a program on the multi-function
peripheral system by using a SD card.

FIG. 7 1s a flowchart for explamning an example of the
processing to detect the insertion of a SD card in the
multi-function peripheral system.

FIG. 8 1s a flowchart for explaining an example of the
processing of the authentication check of a configuration
file.

FIG. 9 1s a diagram of an example of the files recorded 1n
the SD card.

FIG. 10 1s a diagram of an example of the configuration
file.

FIG. 11 1s a flowchart for explaiming an example of the
processing of the module of concern for mounting.

FIG. 12 1s a flowchart for explaining an example of the
error processing.

FIG. 13 1s a diagram of an example of the error message
screen displayed on the operation panel when a SD card
media error occurs.

FIG. 14 1s a diagram of an example of the error message
screen displayed on the operational panel when a SD card
authentication error occurs.

FIG. 15 1s a diagram of an example of the function buttons
indicating the usability of each function.

FIG. 16 1s a diagram of an example of the error screen.

FIG. 17 1s a diagram for explaining an example of the
processing to display the error screen on another information
processing apparatus.

FIG. 18 1s a diagram of an example of the e-mail
transmitted in order to notity the occurrence of errors in the
multi-function peripheral system.

FIG. 19 1s a diagram for explamning an example of the
processing to transmit the e-mail, notitying the occurrence
of errors, to another information processing apparatus.

FIG. 20 1s a diagram for explaining an example of the
error notification and error processing of the mvention.

FIG. 21 1s a diagram of an example of the error classifi-
cation which 1s received by the error-processing program.

FIG. 22 1s a flowchart for explaining an example of the
error notification and error processing.

FIG. 23 1s a diagram for explaining another example of
the processing to initiate a program on the multi-function
peripheral system by using a SD card.

FIG. 24 1s a diagram of an example of the error report 1n
the processing of FIG. 23.

FIG. 25 1s a diagram for explamning an example of the
error processing concerning the hardware or soitware used
by the program nitiated by using the SD card.

FIG. 26 1s a diagram of an example of the error report in
the error processing of FIG. 25.

FIG. 27 1s a diagram for explaining another example of
the error processing concerning the hardware or software
used by the program mmitiated by using the SD card.

FIG. 28 1s a diagram of an example of the error report 1n
the error processing of FIG. 27.
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DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

A description will now be given of the preferred embodi-
ments of the mvention with reference to the accompanying
drawings.

FIG. 1 1s a block diagram of an embodiment of the
information processing apparatus ol the present invention.

The information processing apparatus 1 1s constituted so
that the software group 2, the boot unit 3, and the hardware
resources 4 may be included.

The boot unit 3 1s first activated upon power-up of the
information processing apparatus 1, and starts the program
iitiating unit which 1s described later.

The program initiating unit starts the software group 2 of
the information processing apparatus 1.

Moreover, the program 1nitiating unit reads the programs
of the SD card control unit 11, the message output unit 13,
the applications 14-1 to 14-r from the auxiliary memory
device or the SD card, etc., and transmits each program to
the memory device so that it starts the program. Hereinafter,
the applications mean the application programs which are
executed on the OS (operating system), and such programs
or the application programs may also be called the applica-
tions.

The hardware resources 4 comprise the hardware
resources, including the input device, the display device, the
auxiliary memory device, the memory device, the interface
device, and the SD-card slot.

Moreover, the software group 2 includes the programs of
the SD card control unit 11, the message output unit 13, and
the applications 14-1 to 14 -», which are started on the OS,
such as UNIX (registered trademark)

The OS carries out parallel execution of the programs (or
the applications) of the SD card control unit 11, the message
output unit 13 and the applications 14-1 to 14-n, as the
processes on the OS.

The API (application program interface) 13 1s used for the
pre-defined function to receive the request from the appli-
cations 14-1 to 14-n. The engine I'F 16 1s used for the
pre-defined function to transmit the request to the hardware
resources 4.

In addition, the SD card control unit 11, the message
output unit 13, and the program initiating unit will be
described later.

Next, a description will be given of a hardware compo-
sition of the mformation processing apparatus 1 of FIG. 1.

FIG. 2 shows a hardware composition of the information
processing apparatus 1 of the present mnvention.

The information processing apparatus 1 of FIG. 2 1s
constituted so that the input device 21, the display device 22,
the auxiliary memory device 23, the memory device 24, the
arithmetic processing device 25, the mterface device 26, and
the SD card slot 27, which are interconnected by the bus B,
may be included.

The 1nput device 21 includes the keyboard, the mouse,
etc., and 1t 1s used by the operator to mput various opera-
tional instructions. The display device 22 displays various
operational data and windows which are required for the
operations.

The interface device 26 provides the interfaces for con-
necting the information processing apparatus 1 to the net-
work or the computer terminal, and includes the modem, the
router, or the devices according to various interface speci-
fications.

The msertion and removal of the SD card 1s possible with
respect to the SD card slot 27. The SD card slot 27 transmits
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an interrupt signal, which 1s generated in response to the
insertion or removal of the SD card, to the SD card access
driver (which will be described later).

The auxiliary memory device 23 stores various files, data,
etc. The SD card inserted 1n the SD card slot 27 and the
auxiliary memory device 23 store the programs of the SD
card control unit 11, the message output unit 13, the appli-
cations 14-1 to 14-n, which are related to the processing of
the mformation processing apparatus 1, and store various
files, data, etc. required for the program processing.

The memory device 24 stores the programs, which are
read from the SD card control unit 11, the message output
unmit 13, and the applications 14-1 to 14-», from the SD card
iserted 1 the SD card slot 27, and the auxiliary memory
device 23, etc. at the time of starting of the information
processing apparatus 1.

The arithmetic processing unit 25 performs arithmetic
processing according to the programs of the SD card control
umit 11, the message output unit 13 and the applications 14-1
to 14-n, which are stored in the memory device 24.

Next, a description will be given of the composition of the
multi-function-peripheral system 31 as an application
example of the information processing apparatus 1 of the
invention.

The following description will be focused on the compo-
sition of the multi-function peripheral system 31. However,
the same 1s applicable to the composition of the information
processing apparatus 1 of the invention.

The image forming apparatus 1n the present embodiment
1s provided with the respective functions of 1mage forming
modules, such as the printer, the copier, the facsimile, and
the scanner, which are contained 1 one housing of the
apparatus, and the image forming apparatus will be called
the multi-function peripheral system (MEP).

The multi-function peripheral system (MFP) includes the
display unit, the printing unit, the 1image reading unit, etc. in
a single housing, and i1s provided with the four kinds of
software (application programs) corresponding to the
printer, the copier, the facsimile, and the scanner, respec-
tively. By selecting one of these applications, and the MFP
1s operated as the selected one of the printer, the copier, the
facsimile, and the scanner.

FIG. 3 1s a block diagram of an embodiment of the
multi-function peripheral system of the mmvention.

As shown 1n FIG. 3, the multi-function peripheral system
(MEP) 31 1s Constltuted so that the software group 32, the
MEFP boot unmit 33, and the hardware resources 34 are
included.

The MFP boot unit 33 1s activated upon power-up of the
multi-function peripheral system 31, and starts execution of
the application layer 35 and the platform 36 in the software
group 32.

For example, the MFP boot unit 33 reads the programs of
the application layer 35 and the platiorm 36 from the hard
disk drive (HDD) etc., transfers each read program to the
memory storage, and starts the execution thereof.

The hardware resources 34 include the monochrome laser
beam printer (B&W LP) 41, the color laser printer (Color
[LP) 42, and other hardware resources 43, such as the scanner
and the facsimile.

The software group 32 includes the application layer 35
and the platform 36 which are operated on the operating
system (OS), such as UNIX (registered trademark).

The application layer 335 includes the programs which
perform processing specific to the respective user services
related to the image formation, such as the printer, the
copier, the facsimile, and the scanner. Specifically, the
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application layer 35 includes the printer application 51, the
copier application 52, the fax application 53, the scanner
application 54, and the network file application 55.

The platform 36 includes the control service layer 37, the
system resource manager (SRM) 69, and the handler layer
38. The control service layer 37 interprets the processing
request from the application layer 35, and generates the
acquisition request to the hardware resources 34. The SRM
69 manages one or more hardware resources 34, and arbi-
trates the acquisition request from the control service layer
37. The handler layer 38 manages the hardware resources 34
according to the acquisition request from SRM 69.

The control service layer 37 1s constituted to include one
or more service modules therein. Specifically, the control
service layer 37 includes the network control service (NCS)
61, the delivery control service (DCS) 62, the operation
panel control service (OCS) 63, the facsimile control service
(FCS) 64, the engine control service (ECS) 65, the memory
control service (MCS) 66, the user mformation control
service (UCS) 67, and the system control service (SCS) 68.

In addition, the platform 36 is constituted with the pre-
defined functions so that the application program interface
(API) 81 which receives a processing request from the
application layer 35 1s included. The operating system (OS)
carries out parallel execution of the applications of the
application layer 335 and the platform 36 as processes
thereon.

The process of NCS 61 acts as the agent that distributes
the data recerved from the network through the correspond-
ing protocol over the applications, and transmits the data
from the applications to the network through the correspond-
ing protocol. For example, the process of NCS 61 controls
data commumnications of HT'TP (hypertext transier protocol)
between the MFP and the clients connected via the network,
by using HTTPD (hypertext transier protocol daemon).

The process of DCS 62 controls delivery of the accumu-
lated documents etc. The process of OCS 63 controls
operation of the operation panel. The process of FCS 64
provides the application program interface for performing
the facsimile transmission and reception using the PSTN or
ISDN network from the application layer 35, the registra-
tion/retrieval of various facsimile data managed with the
backup memory, the facsimile reading, the facsimile recep-
tion and printing, etc.

The process of ECS 65 controls the engine units, such as
the monochrome laser beam printer 41, the color laser
printer 42, and the other hardware resources 43. The process
of MCS 66 performs memory control of the memory acqui-
sition and releasing, the use of HDD, the compression and
expansion ol image data, etc. The process of UCS 67
manages user information. The process of SCS 68 controls
the application management, the operation panel control, the
system monitor displaying, the LED monitor displaying, the
hardware-resources management, the interrupted applica-
tion control, etc.

The process of SRM 69 carries out the system control and
the management of the hardware resources 34 associated
with SCS 68. For example, the process of SRM 69 arbitrates
the acquisition requests from the upper layer to use the
hardware resources 34, such as the monochrome laser beam
printer 31 and the color laser printer 32, and controls the
execution thereof.

Specifically, the process of SRM 69 determines whether
the hardware resources 34 can be used according to the
acquisition request (or whether they are currently used
according to another acquisition request). When the use of
the hardware resources 34 1s possible, the process of SRM
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69 notifies the upper layer that the hardware resources 34
can be used according to the acquisition request.

Moreover, the process of SRM 69 performs scheduling of
the use of the hardware resources 34 according to the
acquisition request from the upper layer, and carries out the
contents of the request (or example, the paper conveyance
and the 1maging operation by means of the printer engine,
the memory reservation, the file generation, etc.) directly.

Moreover, the handler layer 38 includes the facsimile
control unit handler (FCUH) 70 which manages the fac-
simile control unit (FCU), and the image memory handler
(IMH) 71 which carries out the memory assignment of the
process and the management of the memory assigned to the
pProcess.

SRM 69, FCUH 70, and IMH 71 perform the processing
request to the hardware resources 34 by using the engine
interface 82 which transmits the processing request to the
hardware resources 34 with the pre-defined functions.

With the above-described composition of FIG. 3, the
multi-function peripheral system 31 can carry out the inten-
sive control of each processing commonly required by the
respective applications on the platform 36.

Next, a description will be given of the hardware con-
figuration of the multi-function peripheral system 31 of the
invention. FIG. 4 shows the hardware configuration of the
multi-function peripheral system 31 of FIG. 3.

As shown 1n FIG. 4, the multi-function peripheral system
31 includes the controller 100, the operation panel 120, the
facsimile control unit (FCU) 121, and the engine unit 122.

The controller 100 includes the CPU 101, the system
memory 102, the north bridge (NB) 103, the south bridge
(SB) 104, the application-specific integrated circuit (ASIC)
106, the local memory (LM) 107, the hard disk drive (HDD)
108, the network interface controller (NIC) 109, the SD card
slot 110, the USB device 111, the IEEE1394 device 112, and
the Centronics interface 113.

CPU 101 performs the control of the whole multi-function
peripheral system 31. CPU 101 starts execution of NCS 61,
DCS 62, OCS 63, FCS 64, ECS 65, MCS 66, UCS 67, SCS
68, SRM 69, FCUH 70, and IMH 71, and performs each
process ol the programs on the OS. Moreover, CPU 101
starts execution of the printer application 51, the copier
application 52, the facsimile application 33, the scanner
application 54, and the network file application, which
constitute the application layer 35, and performs each pro-
cess of the programs on the OS.

NB 103 1s the bridge which 1s provided for interconnec-
tion of CPU 101, the system memory 102, SB 104, and ASIC
106. The system memory 102 is the memory which 1s used
for image drawing of the multi-function peripheral system
31. SB 104 i1s the bridge which 1s provided for interconnec-
tion of NB 103, ROM (not shown), the PCI bus 114, and the
peripheral devices.

The local memory 107 1s the memory which 1s used as the
image buller for copying documents or the buller for encod-
ing 1mages. ASIC 106 1s the application-specific integrated
circuit for 1image processing uses including the hardware for
image processing. HDD 108 1s the storage device for accu-
mulating images, document data, programs, font data,
forms, etc. The operation panel 120 1s provided to display
the operational messages to the operator and receive the

input operational commands from the operator.
NIC 109 1s the interface device for connecting the MFP 31

to the network. The SD card slot 110 1s provided to allow the
insertion and removable of the SD card, and the SC card slot
110 transmaits an interrupt signal, generated in response to

the insertion and removable of the SD card, to the SD card
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control unit. The USB device 111, the IEFEE1394 device 112
and the Centronics interface 113 are the interface devices
according to the respective interface specifications.

FIG. 5 1s a block diagram of an example of the multi-
function-peripheral system (MFP) booting unit of FIG. 3.

The MFP booting unit 33 comprises the ROM monitor
130 and the program 1n1tlat1ng unit 131. As described above,
the MFP booting unit 33 1s first activated upon power-up of
the multi-function peripheral system 31, and starts execution
of the application layer 35 and the platform 36 of the
soltware group 32.

The ROM monitor 130, which functions as the BIOS and
the boot loader, 1s activated upon power-up of the MFP 31,
and performs the initialization of the hardware, the diagnosis
of the controller 100, the mnitialization of the software, etc.

The ROM monitor 130 expands the OS and the root file
system on the system memory 102, and starts execution of
the OS. The OS mounts the root file system.

Moreover, the program iitiating unit 131 1s called from
the OS, and secures the memory areas on the system
memory 102 and the LM 107.

The program initiating unit 131 1s the process which 1s
first in1tiated by the multi-function peripheral system 1, and
mounts the file system according to a predetermined con-
figuration file. Specifically, according to the predetermined
configuration file, the program initiating unit 131 reads the
programs ol the application layer 35 and the platform 36,
required for operation of the MFP 31, from the HDD 108,
the SD card, the ROM, etc., and expands each of the read
programs to the memory areas which are secured on the
system memory 102 and the LM 107, so that and the
program 1nitiating unit 131 starts the processes of the
application layer 35 and the platform 36.

Next, a description will be given of processing of the
program imtiating unit 131.

The program imitiating unit 131 reads a predetermined
master configuration file at the time of starting, and performs
mounting of the file system and starting of the processes
according to the master configuration file.

Moreover, the program mitiating unit 131 performs the
mounting processing according to the description of the
mounting, 1f the description of the mounting is included in
the read master configuration file.

Furthermore, when the predetermined directory which
includes the file of a predetermined extension in the root
director of the file system mounted when the predetermined
configuration file 1n the root directory of the mounted file
system exists, the program initiating umt 131 reads the
predetermined configuration {ile or the file of the predeter-
mined extension, and performs mounting processing of the
file system.

In addition, “gzromis™ 1s an example of the file system
which can be mounted by the program initiating unit 131.
This file system “gzromis™ manages the files of the ROMFES

format which are “gzip” compression encoded.

Next, a description will be given of the preferred embodi-
ments of the mvention 1 which the processing to mnitiate a
program on the multi-function peripheral system 31 1s
performed by using a SD card.

The present invention 1s not limited to the preferred
embodiments which will be described below. Any kind of
recording medium may be used instead of the SD card. For
example, the recording medium, such as the RFID tag, may
be used to carry out the processing.

Next, a description will be given of the first preferred
embodiment of the present invention.
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FIG. 6 1s a diagram for explaining an example of the
processing to 1nitiate a program on the multi-function
peripheral system by using a SD card.

In FIG. 6, only the composition required for description
among the composition of the multi-function peripheral
system 31 1s illustrated, and the composition which does not
need description 1s omitted therein.

The SD card 136 1s a recording medium the insertion and
removal of which 1s possible 1n a state of the multi-function
peripheral system 31 being powered up. The 1nsertion and
removal of the SD card 136 1s possible with the SD card slot
110, and when the insertion or removal of the SD card 136
takes place, an interrupt signal 1s sent from the SD card slot

110 to the SD card access driver 135.

The SD card access driver 135 performs the access
control to the SD card 136. In response to the interrupt signal
recetved from the SD card slot 110, the SD card access
driver 135 notifies the insertion or removal of the SD card
136 to the SD card status monitor driver 134. The SD card
status monitor driver 134 manages the status information of
the SD card 136, such as removal, 1nsertion, mounting,
unmounting of the SD card 136. The SD card status monitor
driver 134 notifies the status information of the SD card 136
to the program initiating unit 131.

The program mnitiating unit 131 imitiates the SD card
check unit 132 1n response to the mnsertion or removal of the
SD card 136.

Moreover, the program inmitiating unit 131 mitiates the
program 1n the SD card 136 according to the status infor-
mation of the SD card 136 received from the SD card status
monitor driver 134. Moreover, the SD card check unit 132
1s provided to perform the operation check of the SD card
136, and 1t 1s set to the state which can be used as the file
system 133.

The SD card check umit 132 1s provided with the operation
check function of the SD card 136, the mounting function,
the unmounting function, the notice function of the state
information, etc. The operation check of the SD card 136
may include the compatibility check, the access check, eftc.

For example, the compatibility check 1s performed to
determine whether the SD card media 1s correct with respect
to the partition of the SD card 136 or the file system.

The compatibility check includes the signature word
check of the boot sector, the check of the sector size of the
boot block, the check of the cluster size, the check of the file
system information (the identifier, the version, the size), the
check of the FAT file system, initialization of the directory
section, the check of the directories, etc. In addition, when
the recording medium error occurs, the restoration of the
medium may be performed automatically.

Moreover, the access check 1s performed to determine
whether a predetermined data can be read immediately after
a certain fixed magic number 1s written to the recording
medium.

Next, a description will be given the procedure which

initiates a program on the multi-function peripheral system
31 by using the SD card 136.

The program mitiating unit 131 1s set in an 1dle state 1n
which 1t waits for an event, after the processes of the
plattorm 36 and the application layer 35 of the multi-
function peripheral system 31 are started.

For example, 1f the SD card 136 1s inserted in the SD card
slot 110, the SD card access driver 135 notifies the insertion
of the SD card 136 to the SD card status monitor driver 134
according to the mterrupt signal recerved from the SD card
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slot 110. The SD card status monitor driver 134 notifies the
insertion of the SD card 136 to the program initiating unit

131.

When the mnsertion of the SD card 136 1s notified by the
SD card status monitor driver 134, the program 1nitiating
unit 131 performs the processing of FIG. 7 since it 1s
determined that there 1s the occurrence of an event.

FIG. 7 1s a flowchart for explaining an example of the SD
card mnsertion detection processing.

At step S10, the program mitiating unit 131 starts the SD
card check unit 132.

Progressing to step S11, the SD card check umt 132
performs the compatibility check of the SD card 136 as an
example of the operation check of the SD card 136.

When the compatibility check 1s O.K. as a result at step
S11, progressing to step S12, the SD card check unit 132
mounts the SD card 136.

And the SD card check unit 132 nofifies the result of the
compatibility check of the SD card 136 and the mounting of
the SD card 136, to the SD card status monitor driver 134.
After this, the processing 1s suspended.

On the other hand, when the compatibility check is not
O.K. as a result at step S11, the SD card check unit 132
notifies the result (N.G., or no good) of the compatibility
check of the SD card 136 and the unmounting of the SD card
136, to the SD card status monitor driver 134. After this,
progressing to step S17, the SD card check unit 132 per-
forms the error processing which will be described later.

When the mounting of the SD card 136 1s notified from
the SD card status monitor driver 134 to the program
initiating unit 131, the control of the program nitiating unit
131 1s progressed to step S13. When 1t 1s determined at step
S13 that there 1s the configuration file 1n the mounted SD
card 136, the program mitiating unit 131 at step S14
performs the authentication check of the configuration file
by using the authentication check library.

When it 1s determined at step S13 that there 1s no
configuration file in the mounted SD card 136, the control of
the program initiating unit 131 1s returned to the event
waiting state.

For example, the authentication check of the configura-
tion {ile 1s performed as in the processing of FIG. 8.

FIG. 8 1s a flowchart for explaining an example of the
processing of the authentication check of the configuration

file.

At step S20, the program mitiating unit 131 determines
whether the files of concern which are used for the authen-
tication check of the configuration file are included 1n the SD
card 136. The files used for the authentication check of the
configuration file include the configuration file, and the
clectronic signature file created based on the configuration
file and the message digest (MD) of the serial 1D of the SD

card.

FIG. 9 shows an example of the files of concern recorded
in the SD card.

In the example of FIG. 9, “printer.cnt” indicates the
configuration file, “printer.lic” indicates the electronic sig-
nature file used for the authentication check of the configu-
ration file, “printer.mod” indicates the module file for being
mounted, and “printer.mac” indicates the electronic signa-
ture file used for the authentication check of the module file
for being mounted.

When 1t 1s determined at step S20 that the files of concern
used for the authentication check of the configuration file are
included, the program imtiating umt 131 will progress to
step S21, after acquiring the configuration file and the
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clectronic signature file used for the authentication check of
the configuration file from the SD card 136.

At step S21, the program initiating unit 131 acquires the
serial ID of the SD card 136 from the SD card 136.

Progressing to step S22, the program imitiating unit 131
creates the first message digest (MD1) based on the con-
figuration file acquired at step S20 and the serial ID of the
SD card 136 acquired at step S21.

Progressing to step S23, the program imitiating unit 131
decodes the electronic signature file acquired at step S20
with the public key, and creates the second message digest
(MD2) based on the result of the decoding.

Progressing to step S24, the program imitiating unit 131
determines whether the MD1 created at step S22 and the
MD?2 created at step S23 are equal to each other.

When 1t 1s determined at step S24 that the MD1 created
at step S22 and the MD2 created at step S23 are equal, the
program 1nitiating unit 131 will progress to step S25, and
determines that the result of the authentication check of the
configuration file 1s O.K.

On the other hand, when 1t 1s determined at step S24 that
the MD1 created at step S22 and the MD2 created at step
S23 are not equal, the program initiating unit 131 waill
progress to step S26, and determines that the result of the
authentication check of the configuration file 1s N.G.

When the MDJ1 created at step S22 and the MD2 created
at step S23 are not equal, 1t 1s determined that there 1s a high
possibility that the files currently recorded in the SD card
136 are illegally copied or altered.

In addition, when it 1s determined at step S20 that the files
of concern used for the authentication check of the configu-
ration file are not included, the program inmitiating unit 131
will also progress to step S26, and determines that the result
of the authentication check of the configuration file 1s N.G.

Referring back to step S13 of FIG. 7, when i1t 1s deter-
mined at step S13 that the result of the authentication check
of the configuration file 1s O.K., the program initiating unit
131 will progress to step S14, and performs the analysis of
the configuration file as shown 1n FIG. 10.

After the step S14 1s performed, the program initiating
unmit 131 notifies to the SD card status monitor driver 134
that the result of the authentication check of the configura-

tion file 1s O.K.

When 1t 1s determined at step S13 that the result of the
authentication check of the configuration file 1s N.G., the
program nitiating unit 131 will progress to step S17 and
performs the error processing which 1s described later, after
notilying to the SD card status monitor driver 134 that the

result of the authentication check of the configuration file 1s
N.G.

FIG. 10 shows an example of the configuration file. In the
example of FIG. 10, 1t 1s 1llustrated that the configuration file
1s the file “module/printermod” of the ROMFS format
which 1s created by the gzip compression 1s mounted at the
mounting location “/mnt/printer”’, and the processing 1s
performed by executing the mounted module file.

Progressing to step S15 following step S14, when the
description of the mounting 1s included 1n the configuration
file, the program mitiating unit 131 performs the authent-
cation check of the filed of concern for being mounted by
using the authentication check library.

For example, the authentication check of the files of
concern 1s performed as 1n the flowchart of FIG. 11. FIG. 11
1s a tlowchart for explaining an example of the processing of
the authentication check of the module of concern for
mounting.
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At step S30, the program mnitiating unit 131 determines
whether the files of concern used for the authentication
check of the module for mounting are included 1n the SD
card 136. The files of concern used for the authentication
check of the module for mounting include the module file for
mounting, and the electronic signature file created based on
the module file and the MD of the model mmformation
specific to the multi-function peripheral system 31.

When 1t 1s determined at step S30 that the files of concern
used for the authentication check of the module for mount-
ing are included, the program 1nitiating unmit 131 acquires the
module file for mounting and the electronic signature file
used for the authentication check of the module file for
mounting, from the SD card 136. After this, the program
mitiating unit 131 will progress to step S31.

At step S31, the program initiating unit 131 acquires the
model 1information specific to the multi-function peripheral
system 31.

Progressing to step S32, the program initiating umt 131
creates the first message digest (MD1) based on the module
file acquired at step S30 and the model information specific
to the multi-function peripheral system 31 acquired at step
S31.

Progressing to step S33, the program initiating umt 131
decodes the electronic signature file acquired at step S30
with the public key, and creates the second message digest
(MD?2).

Progressing to step S34, the program initiating unit 131
determines whether the MD1 created at step S32 and the
MD?2 created at step S33 are equal to each other.

When 1t 1s determined at step S34 that the MD1 created
at step S32 and the MD2 created at step S33 are equal, the
program 1nitiating unit 131 will progress to step S35, and
determines that the result of the authentication check of the
module for mounting 1s O.K.

On the other hand, when 1t 1s determined at step S34 that
the MD1 created at step S32 and the MD2 created at step
S33 are not equal, the program initiating unit 131 wall
progress to step S36, and determines that the result of the
authentication check of the module for mounting 1s N.G.

When the MD1 created, at step S32 and the MD?2 created
at step S33 are not equal, 1t 1s determined that there 1s a high
possibility that the files currently recorded in the SD card
136 are illegally copied or altered.

When 1t 1s determined at step S30 that the files of concern
used for the authentication check of the module for mount-
ing are not included, the program initiating unit 131 will
progress to step S36, and determines that the result of the
authentication check of the module for mounting 1s N.G.

Referring back to step S15 of FIG. 7, when the result of
the authentication check of the module for mounting 1s O.K.,
the program 1nitiating unit 131 will progress to step S16, and
performs the mounting of the module of concern and
executes the mounted module. The program initiating unit
131 notifies to the SD card status monitor driver 134 that the
result of the authentication check of the module for mount-
ing 1s O.K.

When 1t 1s determined at step S15 that the result of the
authentication check of the module for mounting 1s N.G., the
program imtiating unit 131 progresses to step S17 and
performs the error processing, which is described later, after
notifying to the SD card status monitor driver 134 that the
result of the authentication check of the module for mount-
ing 1s N.G.

Next, a description will be given of the error processing
of the step S17 1n the processing of FIG. 7. FIG. 12 15 a

flowchart for explaining an example of the error processing.
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At step S40, the SD card status monitor driver 134 sets the
error status (for example, the compatibility check error, the
authentication error, etc.) of the SD card 136, which 1is
received from the program initiating unit 131, the number of
the SD card slot 110 of the defective SD card 136 where the
error takes place, and the path of the files with which the
error ol the authentication check takes place.

Progressing to step S41, the SD card status monitor driver
134 sends the notice of the error to the SCS 68.

When the notice of the error from the SD card status
monitor driver 134 1s received, progressing to step S42, the
SCS 68 performs the error output processing which 1s
described later.

For example, the SCS 68 displays the error screen of FIG.
13 or FIG. 14 on the control panel 120 of the MFP 31, and
notifies the occurrence of the error to the operator on the
MEP 31.

FIG. 13 shows an example of the error screen which 1s
displayed on the control panel 120 when the compatibility
check error occurs. Moreover, FIG. 14 shows an example of
the error screen which 1s displayed on the control panel 120
when the authentication check error occurs.

When the compatibility check error occurs, none of the
programs (module) currently recorded in the SD card 136
can be started. Moreover, when the authentication check
error occurs, a part of the programs currently recorded 1n the
SD card 136 cannot be started. The path of the files with
which the authentication check error takes place 1s displayed
as 1n the error screen of FIG. 14.

In addition, the multi-function peripheral system 31 may
be provided with the function buttons which are controlled
to notify the usability of each of the multiple functions to the
operator 1n a visually distinguishable manner such that the
lighting of the buttons of the currently usable functions of
the system 31 and the lighting of the buttons of the currently
unusable functions of the system 31 are distinguishable from
each other, as shown 1n FIG. 15.

FIG. 15 shows an example of the function buttons 1ndi-
cating the usability of each function of the MFP 31.

In the example of FIG. 15, the LED (light emitting diode)
displays of the buttons of the copier function and the scanner
function which can be currently used are lightened in blue,
and the LED displays of the buttons of the printer function
and the facsimile function which cannot be used currently
are lightened 1n red.

In addition, the SCS 68 controls the LED displays of the
respective function buttons of the copier function, the scan-
ner function, the printer function, and the facsimile function.

The SCS 68 finishes the displaying of the error screen of
FIG. 13 or FIG. 14 when the SD card 136 1s removed from
the SD card slot 110. Specifically, when the removal of the
SD card 136 1s notified to the SCS 68 by the SD card status
monitor driver 134, the SCS 68 finishes the displaying of the
error screen of FIG. 13 or FIG. 14.

Moreover, the SCS 68 can also display the error screen as
shown 1n FIG. 16 on the display device of another infor-
mation processing apparatus which 1s connected to the
multi-function peripheral system 31 through the network.

FIG. 16 shows an example of the error screen. The SCS
68 displays the error screen on the display device of the
other information processing apparatus by performing the
processing as shown 1 FIG. 17. FIG. 17 shows an example
of the processing to display the error screen on the display
device of another information processing apparatus.

When the notice of the error from the SD card status
monitor driver 134 1s received, the SCS 68 supplies the
information needed for creating the error screen of FIG. 16,
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to the WEB page creation unit 141. In addition, the SCS 68
causes the WEB page creation unit 141 to create the error
screen of FIG. 16 with the information received from the
SCS 68.

For example, the WEB page creation unit 141 of the
present embodiment may be provided in the application
layer 35 or the control service layer 37 of the multi-function
peripheral system 31.

The WEB page creation unit 141 transmits the created
error screen to the other information processing apparatus
143 through the NCS 61 and the network 142, so that the
error screen 1s displayed on the display device of the other
information processing apparatus 143.

Alternatively, the SCS 68 notifies the occurrence of the
error to the operator by transmitting the e-mail as shown 1n
FIG. 18 to another information processing apparatus which
1s connected to the multi-function peripheral system 31 via
the network.

FIG. 18 shows an example of the e-mail for notitying the
occurrence of the error. The SCS 68 performs the processing
as shown 1in FIG. 19, so that the e-mail 1s transmitted to
another information processing apparatus which 1s con-
nected to the MFP 31 via the network.

FIG. 19 shows an example of the processing to transmit
the e-mail for notitying the occurrence of the error to another
information processing apparatus. When the notice of the
error from the SD card status monitor driver 134 1s received,
the SCS 68 supplies the information needed for creating the
e-mail as shown 1n FIG. 18, to the e-mail creation unit 151.
In addition, the SCS 68 causes the e-mail creation unit 151
to create the e-mail of FIG. 18.

For example, the e-mail creation unit 151 of the present
embodiment may be provided in the application layer 335 or
the control service layer 37 of the multi-function peripheral
system 31.

The e-mail creation unit 151 notifies the occurrence of the
error to the operator of the other information processing
apparatus 143 by transmitting the created e-mail to the other
information processing apparatus 143 through the NCS 61
and the network 142.

Next, a description will be given of the second preferred
embodiment of the present invention.

In the previously described embodiment, the error of the
SD card 1s dealt with. Alternatively, 1t 1s also possible for the
present mvention to synthetically deal with the error of the
hardware or software which 1s used by the program started
by using the SD card.

In the present embodiment, when a certain error occurs
due to the factor of the hardware or software in the process
of the program started by using the SD card, the notice of the
error 1s sent to the error-processing program, and the error-
processing program performs the error processing.

FIG. 20 shows an example of the processing in which the
notice of the error 1s sent and the error processing 1s
performed.

As shown 1n FIG. 20, the printer application 51, the copier

application 52, the fax application 53, the ECS 65, the MCS
66, the SCS 68, the IMH 75, the SD card check unit 132, the
HDD checking unit 137, and the error-processing program
138 are started by the program initiating unit 131.

In the following explanation, 1t 1s supposed that when
referring to the whole process started by the program
mitiating unit 131, 1t 1s only called the process. In FIG. 20,
only the composition required for description among the
composition of the multi-function peripheral system 31 1is
illustrated, and the composition which does not need
description 1s omitted therein.
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In addition, the error-processing program 138 of the
present embodiment may be provided in the application
layer 35 or the control service layer 37 of the multi-function
peripheral system 31.

The process started by the program initiating unit 131
performs the access or check to the hardware resources 34
which are used by that process and to the other processes.
When a certain error occurs, the process started by the
program initiating unit 131 sends the notice of the error to
the error-processing program 138.

The error-processing program 138 performs the error
processing when the notice of the error 1s received. For
example, the error-processing program 138 performs the
error processing which 1s described later, when the notice of
the error including the error classification as shown in FIG.
21 1s received.

FIG. 21 shows an example of the error classification
which 1s received by the error-processing program. FIG. 22
1s a flowchart for explaining an example of the processing 1n
which the notice of the error 1s sent and the error processing
1s performed.

At step S350, the process performs the access or the check
to the hardware resources 34 used by that process and to the
other processes, and detects whether a certain error takes
place.

Progressing to step SS51, the process notifies the error
classification of the detected error to the error-processing
program 138.

Progressing to step S52, the error-processing program 138
notifies the occurrence of the error to the operator by using
the error notice unit which 1s previously set up as the user
setting information. The error notice unit may include the
displaying of the error screen to the control panel 120, the
displaying of the function buttons indicating the usability of
the multiple functions, the transmission of the error screen
of the Web page indicating the occurrence of the error, the
transmission of the e-mail for notifying the occurrence of the
error, the printing of the error report for notifying the
occurrence of the error, etc.

FIG. 23 shows another example of the processing to
initiate the program on the multi-function peripheral system
by using the SD card. In FIG. 23, only the composition
required for description among the composition of the
multi-function peripheral system 31 1s illustrated, and the
composition which does not need description 1s omitted
therein.

As shown 1n FIG. 23, at step S60, the program 1nitiating
umt 131 starts the process of the platform 36 and the
application layer 35 of the multi-function peripheral system
31, and 1s set 1n the 1dle state, waiting for the occurrence of
isertion or removal of the SD card 136.

When the SD card 136 1s inserted 1n the SD card slot 110,
progressing to step S61, the SD card status monitor driver
134 notifies the nsertion of the SD card 136 to the program
initiating unit 131.

When the 1nsertion of the SD card 136 1s notified from the
SD card status monitor driver 134, the program 1initiating
umt 131 progresses to step S62 and starts the SD card check
unit 132.

Progressing to step S63, the program imitiating unit 131
notifies to the SD card status monitor driver 134 that the end
of the mounting of the SD card 136 1s awaited.

Progressing to step S64, the SD card check unit 132
performs the compatibility check of the SD card 136 as an
example of the operation check of the SD card 136.

When the result of the compatibility check 1s O.K., the SD
card check umt 132 mounts the SD card 136. The SD card
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check unit 132 notifies to the SD card status monitor driver
134 that the result of the compatibility check of the SD card
136 1s O.K. and the mounting of the SD card 136 1s
completed. After this, the processing 1s suspended.

On the other hand, when the result of the compatibility
check 1s not O.K., the SD card check unmit 132 progresses to
step S65, and notifies to the error-processing program 138
that the result of the compatibility check of the SD card 136
1s N.G. and the mounting of the SD card 136 is not
performed.

When 1t 1s notified from the SD card check unit 132 that
the result of the compatibility check of the SD card 136 1s
O.K. and the mounting of the SD card 136 1s performed, the
SD card status monitor driver 134 progresses to step S66 and
notifies to the program mnitiating unit 131 that the SD card
136 1s already mounted.

When 1t 1s notified from the SD card status monitor driver
134 that the SD card 136 1s already mounted, the program
iitiating unit 131 progresses to step S67 and performs the
application movement check to detect whether 1t 1s 1n the
write protect state, and performs the authentication check of
the configuration file using the authentication check library.

When the results of the application movement check and
the authentication check of the configuration file are O.K.,
the program mnitiating unit 131 progresses to step S68 and
performs the authentication check of the module for mount-
ng.

When the results of the application movement check and
the authentication check of the configuration file are N.G.,
the program nitiating unit 131 progresses to step S69 and
notifies to the error processing program 138 that the results
of the application movement check and the authentication
check of the configuration file are N.G.

Moreover, when the authentication check of the module
for mounting 1s O.K, the program initiating unit 131 mounts
the module for mounting and starts execution of the
mounted module.

When the authentication check of the module for mount-
ing 1s N.G., the program initiating unit 131 progresses to
step S69 and notifies to the error-processing program 138
that the result of the authentication check of the module for
mounting 1s N.G.

When 1t 1s notified from the program initiating umt 131
that the results of the application movement check and the
authentication check of the configuration file are N.G. or that
the result of the authentication check of the module for
mounting 1s N.G., the error-processing program 138
progresses to step S70 and performs the error processing,
mentioned above.

The error-processing program 138 outputs the error report
of FIG. 24, which indicates the error classification (for
example, the compatibility check error, the authentication
error, etc.) of the SD card 136, which i1s notified from the
program initiating unit 131 or the SD card check unit 132,
the file name with which the authentication errors takes
place, the number of the SD card slot 110 where the error
takes place, the device state, the return condition, and the
contact information. FIG. 24 shows an example of the error
report.

FIG. 25 1s a diagram for explaining an example of the
error processing related to the hardware or software which
1s used by the program started by using the SD card.

As shown 1n FIG. 25, at step S80, the program initiating,
unit 131 starts the fax application 33 and the SCS 68 as an
example of the process of the platform 36 and the applica-
tion layer 35 of the multi-function peripheral system 31.
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Progressing to step S81, the fax application 53 and the
SCS 68 perform the access check to the NVRAM 139 as an
example of the hardware resources 34 thereof by using the
NVRAM access library.

When the result of the access check of the NVRAM 139
1s O.K., the fax application 53 and the SCS 68 perform the
reading and writing of data from and to the NVRAM 139.

On the other hand, when the result of the access check of
the NVRAM 139 1s N.G., the fax application 53 and the SCS
68 progress to step S82 and notily to the error-processing
program 138 that the result of the access check of the
NVRAM 139 1s N.G.

When 1t 1s notified that the result of the access check 1s
N.G., the error-processing program 138 progresses to step
S83 and performs the error processing mentioned above.

The error-processing program 138 outputs the error report
of FIG. 26, which indicates the error classification (for
example, access error to NVRAM 139 etc.), recerved from
the fax application 53 and the SCS 68, the error occurrence
program, the device state, the contact information, etc. FIG.
26 shows an example of the error report.

FIG. 27 shows another example of the error processing
related to the hardware or software which 1s used by the
program started by using the SD card.

As shown 1n FIG. 27, at step S91, the program 1nitiating
umt 131 starts the HDD checking unit 137 as an example of
the process of the platform 36 and the application layer 35
of the multi-function peripheral system 31.

Progressing to step S92, the program imitiating unit 131
notifies to the HDD status monitor driver 140 that 1t 1s 1n the
state of waiting for the mounting end of the HDD 108.

Progressing to step S93, the HDD checking unit 137
performs the operation check of the HDD 108.

When the result of the operation check 1s O.K., the HDD
checking unit 137 mounts the HDD 108. The HDD checking
unit 137 notifies to the HDD status monitor driver 140 that
the result of the operation check of the HDD 108 1s O.K. and
the mounting of HDD 108 is performed. After this, the
processing 1s suspended.

On the other hand, when the result of the operation check
1s not O.K., the HDD checking unit 137 progresses to step
S95 and notifies to the error-processing program 138 that the
result of the operation check of the HDD 108 1s N.G. and the
mounting of the HDD 108 1s not performed.

When 1t 1s notified from the HDD checking unit 137 that
the result of the operation check of the HDD 108 1s O.K. and
the mounting of the HDD 108 1s already performed, the
HDD status monitor driver 140 progresses to step S94 and

notifies to the program initiating umit 131 that the mounting
of the HDD 108 i1s completed.

When 1t 1s notified that the result of the operation check
of the HDD 108 1s N.G., the error-processing program 138
progresses to step S96 and performs the error processing
mentioned above.

The error-processing program 138 outputs the error report
of FIG. 28, which indicates the error classification (for
example, file system error, etc.) of the HDD 108, received
from the HDD checking unit 137, the error occurrence
program, the device state, the contact information, etc. FIG.
28 shows an example of the error report.

In the above-described embodiments, the description 1s
focused on the processing of the multi-function peripheral
system 31. However, the same discussion 1s easily appli-
cable to the information processing apparatus 1 shown 1n
FIG. 1 and FIG. 2. In the case of the information processing
apparatus 1, the message output unit 13 may perform the
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processing which 1s the same as the processing performed by
the SCS 68 or the error-processing program 138 of FIG. 6.
In addition, the operation check unit indicated in the
claims 1s equivalent to the SD card check unit 132, the
authentication check unit indicated 1n the claims 1s equiva-
lent to the program mitiating unit 131, and the error notifi-
cation unit indicated 1n the claims 1s equivalent to the SCS
68.
The present mvention 1s not limited to the above-de-
scribed embodiments, and variations and modifications may
be made without departing from the scope of the present
invention.
The present application 1s based on Japanese priority
application No. 2003-076603, filed on Mar. 19, 2003, and
Japanese priority application No. 2004-060621, filed on
Mar. 4, 2004, the entire contents of which are hereby
incorporated by reference.
What 1s claimed 1s:
1. An mmformation processing apparatus which has a
detection unit to detect a recording medium and 1nitiates a
program read from the recording medium detected by the
detection unit, the mformation processing apparatus com-
prising:
an operation check unit performing an operation check of
the recording medium detected by the detection unit;

an authentication check unit performing an authentication
check of the recording medium detected by the detec-
tion unit; and

an error notification unit notifying an operator of an error

of the recording medium 11 at least one of a result of the
operation check and a result of the authentication check
1S an error.

2. An information processing apparatus according to
claiam 1 wherein the operation check umt 1s provided to
inhibit the recording medium from being set 1n an accessible
state 11 the result of the operation check 1s an error.

3. An information processing apparatus according to
claim 1 wherein the authentication check unit 1s provided to
inhibit reading of the program from the recording medium 1f
the result of the authentication check 1s an error.

4. An information processing apparatus according to
claim 1 wherein the authentication check unit 1s provided to
read a file used for the authentication check, from the
recording medium which 1s set 1n an accessible state for
iitiating the program, and to perform the authentication
check of the recording medium using the file.

5. An information processing apparatus according to
claim 4 wherein the authentication check unit performs the
authentication check based on both an electronic signature,
created from i1dentification mformation and a configuration
file of the recording medium, and an electronic signature,
created from the program and model information of the
apparatus.

6. An information processing apparatus according to
claim 1 wherein the error notification unit 1s provided to
display descriptions of the error on a display unit of the
apparatus 11 at least one of the result of the operation check
and the result of the authentication check 1s an error.

7. An information processing apparatus according to
claim 6 wherein the error notification unit 1s provided to
finish the displaying of the descriptions of the error in the
display unit when the detection unit becomes impossible to
detect the recording medium with which at least one of the
result of the operation check and the result of the authenti-
cation check is an error.

8. An 1information processing apparatus according to
claiam 1 wherein the error notification unit 1s provided to
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display descriptions of the error on a display unit of a
different information processing apparatus, which 1s con-
nected to the mformation processing apparatus through a
network, 11 at least one of the result of the operation check
and the result of the authentication check 1s an error.
9. An mformation processing apparatus according to
claiam 1 wherein the error notification unit 1s provided to
notily the operator of occurrence of the error by transmitting
an e-mail, containing descriptions of the error, to the opera-
tor, 11 at least one of the result of the operation check and the
result of the authentication check 1s the error.
10. An nformation processing apparatus according to
claim 1 wherein the error notification unit 1s provided to
cause a printing unit of the apparatus to print descriptions of
the error 1f at least one of the result of the operation check
and the result of the authentication check 1s the error.
11. An information processing apparatus according to
claiam 1 wherein the error notification unit 1s provided to
notily an operator that a function of the program cannot be
used, the program being not read from the recording medium
with which at least one of the result of the operation check
and the result of the authentication check 1s an error.
12. An nformation processing apparatus according to
claim 1 wherein the operation check unit 1s provided to set
the recording medium in an accessible state if the result of
the operation check 1s normal, and the authentication check
umt 1s provided to imtiate the program read from the
recording medium 1f the result of the authentication check 1s
normal.
13. An nformation processing apparatus according to
claim 12 wherein the program nitiated by the authentication
check unit performs at least one of an operation check and
an authentication check of hardware or software used by the
program, and the error notification unit 1s provided to notify
the operator of an error of the hardware or software if at least
one of results of the operation check and the authentication
check of the hardware or software 1s an error.
14. An nformation processing apparatus according to
claiam 1 wherein the detection unit 1s provided to detect
occurrence of msertion of the recoding medium to and
removal of the recording medium from a recording medium
slot of the apparatus.
15. An 1mage forming apparatus which has a detection
umt to detect a recording medium and 1nitiates an 1mage-
formation-related program read from the recording medium
detected by the detection unit, the image forming apparatus
comprising;
an operation check unit performing an operation check of
the recording medium detected by the detection unait;

an authentication check unit performing an authentication
check of the recording medium detected by the detec-
tion unit; and

an error notification unit notifying an operator of an error

of the recording medium 11 at least one of a result of the
operation check and a result of the authentication check
1S an error,

wherein the 1mage forming apparatus reads the program

from the recording medium and initiates the read
program 1if both the result of the operation check and
the result of the authentication check are normal.

16. An 1mage forming apparatus according to claim 13
wherein the error notification umt 1s provided to display
descriptions of the error on an operation panel of the
apparatus 11 at least one of the result of the operation check
and the result of the authentication check 1s an error.

17. An 1mage forming apparatus according to claim 16
wherein the error notification unit 1s provided to finish the




Us 7,302,578 B2

21

displaying of the descriptions of the error in the operation
panel when the detection unit becomes impossible to detect
the recording medium with which at least one of the result
ol the operation check and the result of the authentication
check 1s an error.

18. An 1mage forming apparatus according to claim 135
wherein the error notification unit 1s provided to notify the
operator of occurrence of the error by transmitting an e-mail,
containing descriptions of the error, to the operator, if at least
one of the result of the operation check and the result of the
authentication check is the error.

19. An 1mage forming apparatus according to claim 135
wherein the error notification unit 1s provided to cause a
printing unit of the apparatus to print descriptions of the
error 1f at least one of the result of the operation check and
the result of the authentication check 1s an error.

20. An 1mage forming apparatus according to claim 15
wherein the error notification unit 1s provided to control
function buttons to notily the operator of usability of each of
multiple functions of the apparatus 1n a visually distinguish-
able manner such that lighting of buttons of currently usable
functions of the apparatus and lighting of buttons of cur-
rently unusable functions of the apparatus are distinguish-
able from each other.

21. An 1mage forming apparatus according to claim 15
wherein the i1mage forming apparatus further comprises
hardware resources used in i1mage formation, programs
performing 1image-formation-related processing, and a plat-
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form provided between the hardware resources and the
programs to manage the hardware resources which are
shared by two or more of the programs.

22. An error processing method for use 1n an information
processing apparatus which has a detection unit to detect a
recording medium and 1nitiates an 1mage-formation-related
program read from the recording medium detected by the
detection unit, the error processing method comprising:

performing an operation check of the recording medium

detected by the detection unit;

performing an authentication check of the recording

medium detected by the detection unit; and

notifying an operator of an error of the recording medium

i’ at least one of a result of the operation check and a
result of the authentication check 1s an error.

23. A computer-readable recording medium storing a
program embodied theremn for causing a computer to per-
form:

detecting a recording medium;

performing an operation check of the detected recording

medium;

performing an authentication check of the detected

recording medium; and

notitying an operator of an error of the detected recording

medium if at least one of a result of the operation check
and a result of the authentication check 1s an error.
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