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METHOD OF FUNCTIONALITY TESTING
FOR A RING OSCILLATOR

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention disclosed and claimed herein generally
pertains to a method for testing logic functionality of a ring,
oscillator, following 1ts manufacture, wherein the ring oscil-
lator comprises an odd number of inverters. More particu-
larly, the imnvention pertains to a method of the above type for
quickly and efliciently determining the functionality and
clectrical continuity of every oscillator component, and of
the interconnections therebetween. Even more particularly,
the invention pertains to a method of the above type for
testing each ring oscillator 1n a group of such oscillators that
are interconnected to form a random number generator.

2. Description of the Related Art

As 1s well known by those of skill in the art, a ring
oscillator may be constructed or fabricated by connecting an
odd number of mnverter gain stages to form a closed loop. In
order to start the oscillator, the total loop gain must be
greater than 1. Ring oscillators can be used for a variety of
applications that are generally well known to those of skill
in the art. Moreover, 1t has now been recognized that a group
of ring oscillators can be selectively interconnected, to
provide a truly random number generator. A generator of this
type provides a true numerical value that cannot be deter-
mined by reverse engineering or other means. This 1s very
significant, since there 1s an increasing need in data pro-
cessing for a random number generator that does not rely on
pseudo-random techniques. Such techniques tend to be
deterministic, discoverable and not sufliciently random.

In one very useful configuration, a random number gen-
erator (RNG) of the above type comprises 1n excess of 60
separate ring oscillators, which are collectively operated to
generate a random number. All of the ring oscillators may be
tabricated on a single chip. Accordingly, after manufacture
of the chip containing the RNG circuit, the RNG logic needs
to be tested, 1n order to show 1ts functionality. The 1nitial test
would be to show electrical continuity through each of the
oscillator circuits, that 1s, that an electrical current tlows
through each component of a ring oscillator, and through
interconnections therebetween. However, since the circuit
by definition 1s an oscillator, just sampling the output of the

oscillator does not show that it 1s functional, since the output
1s non-deterministic.

One approach to test ring oscillators used in the above
RNG design would be to bring the output of each individual
oscillator to external pins. However, this could be very
expensive 1n terms of the chip global wiring and logic that
would be required for the total number of different oscilla-
tors included 1n the generator.

Another approach 1n manufacturing testing would be to
load a test program into a processor connected to the ring
oscillators. This program could read the RNG multiple
times, and sense that the respective ring oscillators were
switching. This testing approach could infer general opera-
tion of the RNG. However, due to the random nature of the
output values of the RNG, it statistically could be necessary
to have a large number of samples for any particular bit to
be read both as a 1 and as a 0. Moreover, given the 60 or
more oscillators 1n the RNG design, the program would have
to make a very large number of samples 1n order to deter-
mine full functionality. Also, manufacturing test programs
running on the chip and on an IC chip tester tend to have a
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high overhead 1n terms of time and resources, and are thus
less desirable than an integrated logic approach.

SUMMARY OF THE INVENTION

The invention generally provides a method for testing the
logic functionality and electrical continuity of a ring oscil-
lator comprising an odd number of inverters connected to
form a closed loop. As 1s known, an mverter 1s a logic gate,
wherein application of one digital logic state to the inverter
input drives the mverter output to the opposite logic state. As
used herein, the term “electrical continuity” refers to the
condition whereby an electric current i1s able to flow as
intended through each electrical path provided 1n the ring
oscillator, including paths through each inverter, and also
through respective connections therebetween. In one usetul
embodiment of the mmvention, a method 1s provided for
testing electrical continuity and other functionality 1n a ring
oscillator of the type described above. The method includes
the step of inserting a first test device between the 1nput of
a first inverter and the output of an adjacent second inverter.
The first test device 1s then operated to apply first and second
test bits as mput test signals to the first inverter input. The
method further comprises detecting the response to the
applied first and second test bits at the output of the second
inverter, and using the detected response 1n providing an
evaluation of the logic functionality of the ring oscillator.
Thus, the method forces a known value through the ring
oscillator, to test the complete circuit path. This provides a
low overhead, deterministic test of ring oscillator function-
ality.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a data processing
system for use 1 1mplementing an embodiment of the
invention.

FIG. 2 1s a schematic diagram showing a ring oscillator
and related test components constructed 1n accordance with
an embodiment of the mvention.

FIG. 3 1s a table showing information pertaining to a
testing procedure for an embodiment of the invention.

FIG. 4 1s a block diagram showing the data processing
system of FIG. 1 and the ring oscillator of FIG. 2 intercon-
nected to implement an embodiment of the invention.

FIG. 5 1s a flow chart showing respective process steps for
an embodiment of the mnvention.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENT

L1

Retferring to FIG. 1, there 1s shown a block diagram of a
generalized data processing system 100 which may be used
in implementing embodiments of the present invention. Data
processing system 100 exemplifies a computer, in which
code or mnstructions for implementing the processes of the
present invention may be located. Data processing system
100 usetully employs a peripheral component interconnect
(PCI) local bus architecture, although other bus architectures
such as Accelerated Graphics Port (AGP) and Industry
Standard Architecture (ISA) may alternatively be used. FIG.
1 shows a processor 102 and main memory 104 connected
to a PCI local bus 106 through a Host/PCI bridge 108. PCI
bridge 108 also may include an mtegrated memory control-
ler and cache memory for processor 102.

Referring further to FIG. 1, there 1s shown a local area
network (LAN) adapter 112, a small computer system inter-
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tace (SCSI) host bus adapter 110, and an expansion bus
interface 114 respectively connected to PCI local bus 106 by
direct component connection. Audio adapter 116, a graphics
adapter 118, and audio/video adapter 122 are connected to
PCI local bus 106 by means of add-in boards inserted into

expansion slots. SCSI host bus adapter 110 provides a
connection for hard disk drive 120, and also for CD-ROM
drive 124.

An operating system runs on processor 102 and 1s used to
coordinate and provide control of various components
within data processing system 100 shown in FIG. 1. The
operating system may be a commercially available operating
system such as Windows XP, which 1s available from
Microsoit Corporation. Instructions for the operating system
and for applications or programs are located on storage
devices, such as hard disk drive 120, and may be loaded into
main memory 104 for execution by processor 102.

Referring to FIG. 2, there 1s shown a ring oscillator 200
comprising 1nverters 202-214. Each inverter has an input
terminal, or input, and an output terminal, or output, such as
iput 202aq and output 2025 of mverter 202. As described
above, 1f one of the inverters 202-214 receives a digital logic
value of O or 1 at 1ts 1nput, its output will go to the opposite
value, that 1s to logic 1 or logic 0, respectively. Moreover,
inverters 202-214 are interconnected to form a closed loop.
More particularly, the output of an inverter 1s connected to
the mput ol the next following inverter, in proceeding
around the loop. Thus, the output 2026 of mverter 202 1s
connected to the input 204q of inverter 204, the output 2045
of inverter 204 1s connected to input 2064, and so on around
ring oscillator 200. While FIG. 2 shows ring oscillator 200
comprising 7 mverters, a diflerent odd number of 1nverters
could alternatively be used.

By providing the arrangement of FIG. 2, a digital bit of
one state applied as the mput signal to a particular inverter
will be 1nverted by each successive mverter, until 1t reaches
the final inverter 1n going around the loop. The output signal
of such final inverter will be of an opposite state from the
initial input signal. As stated above, a substantial number of
ring oscillators of the type shown 1n FIG. 2 can be config-
ured together, 1n order to construct a truly random number
generator. Accordingly, 1t 1s important to provide a technique
mud associated means for quickly and efliciently testing the

logic tunctionality of each oscillator 200 and the electrical
continuity thereof.

In order to achieve this objective, FIG. 2 further shows
two multiplexer devices 216 and 218, also referenced as
multiplexers A and B, respectively, having imnput and output
terminals connected to ring oscillator 200. More particularly,
multiplexer 216 has a single output terminal T_ and three
input terminals, respectively represented as terminals T0,
T1, and T2. Multiplexer 218 likewise has an output terminal
T _ _ and input terminals T0, T1, and T2.

QLT

It 1s to be understood that multiplexers 216 and 218 are
constructed to be permanent and 1integral components of ring
oscillator 200. The mput terminal TO of multiplexer device
216 1s coupled to 1verter output 2145, and the output of
multiplexer 216 1s connected to inverter mput 202a. In
similar manner, input T0 of multiplexer 218 1s connected to
inverter output 20856, and the output of multiplexer 218 1s
connected to mverter mput 210aq.

FI1G. 2 further shows multiplexers 216 and 218 receiving
multiplexer A and B select signals, respectively. Each
received select signal directs the corresponding multiplexer
to recerve an input through a specified one of 1ts three input
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terminals, and to couple the received mput to its output T_ .
Thus, operation of the multiplexers 1s controlled by respec-
tive select signals.

Referring further to FIG. 2 1n view of the above, 1t will be
understood that if a multiplexer A select signal specifies
iput TO of multiplexer 216, inverter output 2145 will be
coupled through multiplexer 216 from T0 to the T termi-
nal thereof. On the other hand, if the multiplexer A select
signal designates input T1 or T2, component 222 or 224,
respectively, will be coupled to the multiplexer 216 output.
Component 222 always provides a logic 1, and component
224 always provides a logic 0. In similar manner, the output
of multiplexer 218 will be coupled either to inverter output
2085, to a component 226 or to a component 228, according
to whether the multiplexer B select signal designates input
terminal TO, T1 or T2, respectively. Components 226 and
228 always provide a logic 1 and a logic 0, respectively.

Referring further to FIG. 2, there 1s shown a multiplexer
220, which 1s similar to multiplexers 216 and 218 and
operates 1n substantially the same way. Multiplexer 220 1s
also constructed as an integral component of ring oscillator
200, and 1s alternatively referenced as multiplexer C. Mul-
tiplexer 220 1s shown to have only two mmput terminals T0
and T1. An mput value connected to one of these 1iputs, as
designated by a multiplexer C select signal, will be coupled
to the output terminal T _ . of multiplexer 220. Input TO of
device 220 1s connected to mverter output 2085 and also to
terminal T0 of multiplexer 218. Input T1 of multiplexer 220
1s similarly connected to the inverter output 2145 and also to
terminal TO of multiplexer 216.

FIG. 2 further shows the output T_ . of multiplexer 220
connected to a sample register 230, which provides the
output of ring oscillator 200. This output may include the
results of tests conducted to evaluate the functionality and
clectrical continuity of ring oscillator components, as further
described hereinaiter.

The multiplexer A, B and C select signals can be global
select signals. Referring to FIG. 3, there are shown different
settings of the multiplexers, made 1n response to their
respective multiplexer select signals, for different opera-
tional or test modes (a)-(e). There 1s also shown the oscil-
lator output value provided by sample register 230 for each
of the modes and multiplexer settings.

In mode (a), the ring oscillator 200 1s running in a normal
or non-test mode of operation. In this mode, multiplexer A
and B select signals direct multiplexers 216 and 218 to
connect their TO 1nputs to their respective outputs. Accord-
ingly, 1n normal running mode, mverter output 21456 1s
connected directly to inverter mput 202q, and inverter
output 2085 1s directly connected to mverter input 210aq. It
will thus be seen that the presence of multiplexer devices
216 and 218 has no eflect on the normal operation of ring
oscillator 200, even though they are permanent and integral
components of the oscillator. The multiplexer C select signal
connects mput TO of multiplexer 220 to the output thereot,
so that the output value of shift register 230 will be the
output value of mverter 208. For normal operation of ring
oscillator 200, this output value will be indeterminate, and 1s
thus represented in FIG. 3 as “X”.

As an mmportant feature of the invention, it has been
recognized that only four settings of the multiplexers are
required, 1n order to provide complete coverage 1n testing for
faults 1n ring oscillator 200. Accordingly, the modes (b)-(e)
shown 1n FIG. 3 are directed to the respective multiplexer
settings required for four sequential fault detection tests 1-4.

Referring specifically to test 1, FIG. 3 shows that multi-
plexers 216 and 220 are set to receive mputs through their
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T0 terminals. Accordingly, the output value of multiplexer
220 and the output value at register 230 will be the output
value of inverter 208. Moreover, multiplexer 218 receives its
input from 1ts T1 terminal, and thus receives a logic 1 value
from component 226. The eflect of this 1s to force the output
T _, . of multiplexer 218 to logic 1. In view of the respective
multiplexer connections for test 1, 1f all logic 1n ring
oscillator 200 1s functioning correctly, then a value of logic
0 would be observed at inverter output 20856, and therefore
at the output of register 230.

Referring further to FIG. 3, 1t 1s seen that for test 2,
multiplexers 216 and 220 again receive inputs through their
respective T0 terminals. Multiplexer 218 1s directed by the
multiplexer B select signal to receive 1ts input from T2,
which 1s tied to component 228 held to logic 0. Thus, for test
2 the output of multiplexer 218 1s forced to logic 0. If all
logic 1n oscillator 200 1s functioning correctly, then a value
of logic 1 would be observed at the output of inverter 230.

It 1s to be understood that tests 1 and 2 cover all circuits
in the oscillator except for any circuits within multiplexer
218, between the mputs and the output thereof. Tests 3 and
4 shown 1n FIG. 3 are provided to cover these circuits. For
both tests 3 and 4, multiplexer 218 1s set to receive mputs
through its T0 terminal, and multiplexer 220 1s set to receive
inputs through 1ts T1 terminal. Thus, the output of register
230 1s tied to the output of mnverter 214.

For test 3, multiplexer 216 1s set to receive an input
through 1ts terminal T1, and 1s thus tied to the logic 1 of
component 222. This forces the output of multiplexer 216 to
logic 1, so that a logic 0 1s observed at the register 230
output, 1f all circuits i multiplexer 218 are functioning
correctly (assuming that tests 1 and 2 have already estab-
lished the correct functioning of other ring oscillator com-
ponents). For test 4, multiplexer 216 1s set to receive 1ts input
from terminal 12, tied to logic 0, thereby forcing the
multiplexer 216 output to logic 0. A logic 1 should then be
observed at register 230, to confirm the correct functionality
of multiplexer 218.

Referring to FIG. 4, there 1s shown data processing
system 100 coupled to supply respective multiplexer A, B
and C select signals to ring oscillator 200, to selectively
operate the multiplexers as described above. Data process-
ing system 100 also receives the oscillator outputs from
register 230, 1n response to each of the tests 1-4. System 100
1s configured to process the received test results, to provide
an evaluation of the functionality of ring oscillator 200.

Referring to FIG. 5, there 1s shown a flow chart depicting
steps 1n a procedure following tests 1-4, as described above.
When the procedure is started, function block 502 indicates
that mnput TO 1s selected for multiplexers 216 and 220, and
T1 1s selected for multiplexer 218, 1n accordance with test 1.
As 1ndicated by decision block 504, the output of sample
register 230 1s then observed, to see if 1t has a value of logic
0 or logic 1. If 1t 15 logic 0, function block 506 and decision
block 508 indicate that the mputs of respective multiplexers
are 1o be set in accordance with test 2, and the register output
1s checked for a logic 1. However, a register 230 output of
logic 1 indicates that there 1s a fault 1n the ring oscillator. The
fault 1s logged and the procedure i1s ended, as shown by

function block 510.

In similar manner, function block 512 and decision block
514 depict execution of test 3. Function block 516 and
decision block 518 depict execution of test 4. As indicated
by function block 520, if the sample register output 1s at
logic 1 upon the execution of test 4, a confirmation will be
provided stating that all ring oscillator logic 1s functioning,
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correctly. Such confirmation could comprise the evaluation
provided by data processing system 100.

It 1s important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those of ordinary skill in the art waill
appreciate that processes ol the present invention are
capable of being distributed in the form of a computer
readable medium of instructions and a variety of forms and
that the present invention applies equally regardless of the
particular type of signal bearing media actually used to carry
out the distribution. Examples of computer readable media
include recordable-type media, such as a tloppy disk, a hard
disk drive, a RAM, CD-ROMs, DVD-ROMSs, and transmis-
sion-type media, such as digital and analog communications
links, and wired or wireless communications links using
transmission forms, such as, for example, radio frequency
and light wave transmissions. The computer readable media
may take the form of coded formats that are decoded for
actual use 1n a particular data processing system.

The description of the present mvention has been pre-
sented for purposes of illustration and description, and 1s not
intended to be exhaustive or limited to the invention 1n the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. The embodi-
ment was chosen and described 1n order to best explain the
principles of the mvention, the practical application, and to
enable others of ordinary skill 1n the art to understand the
invention for various embodiments with various modifica-
tions as are suited to the particular use contemplated.

What 1s claimed 1s:

1. A method for testing functionality 1n a ring oscillator
that comprises an odd number of mnverters connected to form
a closed loop, each inverter having an mput and an output
wherein the output of an iverter 1s connected to the iput of
the next inverter 1n proceeding around the loop, said method
comprising the steps of:

inserting a first test device between the input of a first

inverter and the output of an adjacent second 1nverter;
operating said first test device to apply first and second
test bits as mnput test signals to said first inverter mput;
detecting the response to said applied first and second test
bits at said output of said second inverter;

using the detected response 1n evaluating the functionality

of said ring oscillator;

operating a second test device connected to said ring

oscillator to provide further test bits for use 1n deter-
mining functionality of said first test device; and

connecting a third test device to receive said response to
said first and second test bit signals as a first input, and
to receive the response to said further test bits as a
second 1nput, said first and second inputs to said third
device collectively comprising a ring oscillator output
for use 1n evaluating the functionality of said ring
oscillator.

2. The method of claim 1 wherein:

said first, second and third test devices are respectively

connected to said ring oscillator as integral components
thereof.

3. The method of claim 2, wherein:

corresponding select signals are coupled to said first,
second and third test devices, to respectively control
operations thereof.

4. The method of claim 3, wherein:

said second test device 1s 1nserted between the iput of a
third inverter and the output of an adjacent fourth
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inverter, and said second device 1s operated to apply
third and fourth test bits as mnput test signals to said
third inverter input.

5. The method of claim 4, wherein:

said first and second test device are responsive to respec-
tively corresponding select signals to provide test bits
comprising logic 1’s or logic 0’s, selectively.

6. The method of claim 1 wherein:

said method further comprises coupling said ring oscil-
lator output to a sample register, wherein said ring
oscillator output comprises the respective responses to
collectively no more than 4 test bits, and said oscillator
output 1s used to confirm the logic functionality and
clectrical continuity of each of said inverters of said
ring oscillator, and of all connections therebetween.

7. Apparatus for testing functionality 1n a ring oscillator

that comprises an odd number of inverters connected to form
a closed loop, each inverter having an input and an output
wherein the output of an inverter 1s connected to the mput of
the next inverter 1 the loop, said apparatus comprising;:

a first test device inserted between the mput of a first
iverter mid the output of an adjacent second 1nverter
for applying first and second test bits as input test
signals to said first inverter iput;

a second test device connected to said ring oscillator for
providing further test bits for use 1n detecting function-
ality of said first test device; and

a processing device for receiving and selectively process-
ing responses to said first, second and further test bits,
to provide an evaluation of the functionality of said ring
oscillator.

8. The apparatus of claim 7, wherein:

a third test device 1s connected to recerve said responses
to said first and second test bits as a first input, and to
receive responses to said further test bits as a second
input, said first and second nputs to said third device
collectively comprising a ring oscillator output that is
sent to said processing device for use 1 providing said
evaluation of the functionality of said ring oscillator.

9. The apparatus of claim 8, wherein:

said first, second and third test devices are respectively
included 1n said ring oscillator as integral components
thereof.

10. The apparatus of claim 9, wherein:

said first and second test devices are responsive 1o respec-
tively corresponding select signals to provide test bits
comprising logic 1°s or logic 0’s, selectively.

11. The apparatus of claim 10, wherein:

said second test device 1s 1nserted between the mput of a
third 1nverter and the output of an adjacent fourth
inverter, and said second device 1s operated to apply
third and fourth test bits as mput test signals to said
third inverter input.

12. The apparatus of claim 8, wherein:

a sample register 1s coupled to receive said ring oscillator
output from said third test device, wherein said oscil-
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lator output comprises, collectively, the responses to no
more than four of said test bits.

13. A computer program product 1n a computer readable
medium for testing functionality in a ring oscillator that
comprises an odd number of inverters connected to form a
closed loop, each inverter having an input and output
wherein the output of an inverter 1s connected to the input of
the next inverter in the loop, said computer program product
comprising;

first 1nstructions for operating a first test device inserted

between the mput of a first inverter and the output of an

adjacent second nverter to apply first and second test
bits as mput test signals to said first inverter mnput;

second 1nstructions for operating a second test device
connected to said ring oscillator to provide further test
bits for use 1n detecting functionality of said first test

device; and

third instructions for operating a processor to receive
respective responses to said first, second and further

test bits, and to selectively process said received
responses to provide an evaluation of the functionality
of said ring oscillator.

14. The computer program product of claim 13, wherein:

a third test device 1s connected to receive said responses
to said first and second test bits as a first input, to
receive responses to said further test bits as a second
iput, and to furnish said first and second inputs as a
ring oscillator output to said processor.

15. The computer program product of claim 14, wherein:

said first, second and third test devices are respectively

connected to said ring oscillator as integral components
thereof.

16. The computer program product of claim 15, wherein:

said computer program product further comprises a fourth
instruction to operate said processing device to supply
corresponding select signals to said first, second and

third test devices, to respectively control operation
thereof.

17. The computer program product of claim 16, wherein:

said second test device 1s 1nserted between the mput of a
third inverter and the output of an adjacent fourth
iverter, and said second device 1s operated to apply
third and fourth test bits as mput test signals to said
third inverter mput, said first, second, third and fourth
test bits, collectively, being suflicient to confirm logic
functionality and electrical continuity of respective
components of said ring oscillator.

18. The computer program product of claim 14, wherein:

a sample register 1s connected to said third test device to
receive said first and second 1nputs, and to furmish said
ring oscillator output to said processing device.
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