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A licence iIs required to run Revit on this computer.

If you or an administrator have already created your account, please enter your email address and
password below. Otherwise, please register now.

® Enter your existing  Email Address: |:|
account information

| want to: Update My Account |§|

O Register now

For changes to your account other than these supported In this wizard, please phone us at [977] 17 REVIT.
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Revit Registration [x]

Contact Information (fill in or change}):

Revit Technology Corporation

First Name*™ Last Name™ Organisation

Address* [300 Fifth Avenue City* [waltham State/Region/Province* [ MA |
f;%‘:f)ss Second Floor Postcode” [02451 Country* [USA

Phone* [781 839 5300 —Account ldentification
=mail”

Fax 781 839.5333
Password” [
JRL Confirm Password™ |:|

“required items

Information about Revit, including our privacy policy | Privacy poncyn_iceﬂce
and licence agreement, is available online. === .  — —

When your contact information is complete, press Next.

FIG. 3
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ittle as one month and cancel at any time to avoid being billed for the next month.

"he monthly charge for a single seat of Revit is $199. Quantity discounts apply for
subcriptions of 2 seats or more, call [677] 47 REVIT for more information.

O Demo Just kicking tires”? Then try our demo version of Revit. This is the full Revit product,
but you won't be able to plot or save your Revit models. This is ideal if you want to
see what Revit can do before subscribing.

But we are so sure you will find Revit easy to use and remarkably powerful, that we
encourage you to subscribe now.
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

| Revit Payment

Billing Information:

Revit Technology Corporation

Name On Card*® Organisation

| Address™ 300 Fifth Avenue City*[Waltham State/Region/Province* [ MA |
Address x

| (cont.) | Postcode:[02451 Country
Phone* 781 839.5300 - = it

:_ Credit Card*|VISA w]| Expiration

: ] [MM/YYYY]D

| S - —
[ Use Revitin: [Subscribe [

NEW SUBSCRIBERS: By pushing the Submit button, | acknowledge that | have read and agree to the |
| terms of the Subscription and End-User Licence Agreements. Pushing Submit will automatically charge |t
| the listed credit card account and process my subscription. ‘

CURRENT SUBSCRIBERS: Pushing the Submit button will update your account information, making
{| no extra charges to your account.

DEMO AND TRIAL USERS: Credit card information is not needed. Pushing Submit completes your
| application.

*required items

| =Beck [ Submit ] | Cancel |
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[***=** QObject: Table ACCOUNT Salesperson
Accountld Product
SalesRepld Quantity
AccountName UnitPrice
BillAddress Status
BillAddress?2 Tax
DIty =+ Opject: Table FINREQUEST
BillState .
BillPostalCode rinRequestid
BillName Accountld
BillCountry SalesRepld
AuthCodeType Managerla
AuthCode Paymenfttypad
AuthCodeSuffix Accountingld
Refarral FinRequestTypeld
JRL DateRequest
Active subs Datelnvoice
Inactive subs Amount
= xternalld Reason
PaymentTypeld Status
Datelnitial Resolution
AnnivDay o+ Opiect: Table PAYMENTTYPE |3
BillFrequency PaymentTypeld ;
il
UP RIGHTS [****** Qbject: Table REGION
NextBillMonth Regionld
— L Divisionld
/ Object: Table Employee Region
Employeela Currency
—irstName
_astName [***r Qbject: Table revit _basket
Username shopper Id
Password date changed
Externalld marshalled basket
Salesperson N - _
SupportRoom / Object: Table revit_dept

/******

/‘#ttt**

Object: Table EMPLOYEE_ REGION

dept id
dept name

=mpRegionld dep! description

cmployeeld [*7 Object: Table revit_dept_prod
Regionld deot i

SalesType PL_

Object: Table EXP_FINTRAN

ExpFinTranld
FinTransactionld

/‘#*****

sku

Object: Table revit product
sku

Product ngleri tion
Description ot P
Date Transaction IsL_price .
Amount paymenttypeid
ExternalAuth Payterm
Type image_file
Quantity mage_width
Status mage_height
Tax sale price
sale start
[****** Object: Table EXP_INVTRAN sale end
ExpFinTran version
DateTran productno
Accountld

Y -
iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
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HighQty [***** QObject: Table SUBSCRIBER
LowQty Subscriberld
Discount Accountld
Country FirstName
Internal LastName
otatus Title
[FrFEE= 0Object: Table revit receipt iggpzzzz
order_id (26) Cit
shopper id Stayte
g;;%s PostalCode
date entered Lountry
— Administrator
date changed Phone
marshalled receipt Fax
[****** QObject: Table revit receipt item Email q
orderjaid (26) Sﬁzz‘gg;’ o
;‘ﬂj—l Extrald
quantity Siebel Id
adjusted price bel‘ftgfg ﬁt%
T Sulect Hable REVORDER j=++<* Object: Table SUBSCRIPTION |
Accountld Subscripticnld
Subscriberld
Salesrepld A o
PaymentTypeid T;;J:zludnt
Payterm
DateOrder g:g;&aon:de
Biiaentt)i‘ta;er Datelnitial
AvgRate DateExpire
ExtAmount E{:’izExtended
Tax
e
FirstOrder .
PaymentRef BZtLeJECI;OLgp“m
gﬁlaotg;er d DateSubspribe
e
Ofdeenype DateCPU2
CPUFootPrint3
[=***=* Opject: Table SUBACTIVITY DateCPU3
CREATE TABLE SUBACTIVITY BillFactor

/***‘#**

SUubActivityld
Accountld
Subscriptionld
SalesRepld
ReasonTypeld
DateActivity
Reason
Notify

Object: Table SUBLOG
SublLogld

Subscriptionld

Event

EventDate

Notes
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1

SOFTWARE USAGE/PROCUREMENT
MANAGEMENT

BACKGROUND

This mvention relates to soltware usage and procurement
management.

To maintain the economic value in their products, soft-
ware developers control usage of their software by custom-
ers 1 a variety of ways, both technological and legal.
Ofl-the-shelf shrink-wrapped software, for example, typi-
cally 1s sold subject to a standard form license agreement
that restricts copying. When the user installs the software he
must enter a software key to confirm his right to proceed.

When software 1s downloaded from a server to a user’s
computer, similar legal and technological mechanisms are
applied to control usage. In one example, the user requests
a key from a central location. Operators at the central
location manually verily the user’s account and generate a
key, which 1s sent to the user by phone or email.

For some kinds of software, the user is required to pay a
periodic usage fee for the right to continue his usage.

SUMMARY

In general, 1n one aspect, the mvention features a method
that includes (1) distributing authorization keys from a
subscription server to computers on which copies of an
application program are to be run, each of the authorization
keys being associated with a validity period during which
the authorization key will be valid, and (2) at intermittent
times that may be as infrequent as the times when the
validity periods end, distributing new authorization keys to
cach of the computers, the keys being distributed electroni-
cally in a manner that i1s transparent to users ol the com-
puters.

Implementations of the invention may include one or
more of the following features. The new authorization keys
are distributed in exchange for money. Each new authori-
zation key 1s distributed automatically when an existing
authorization key has reached the end of 1ts validity period.
The authorization key carries information about the validity
period. The new authorization keys are distributed by com-
munication between the subscription server and each of the
computers using a standard communication protocol on a
publicly accessible communication network. The validity
pertod comprises a normal calendar period, e.g., a month.
When a validity period lapses, a grace period 1s automati-
cally provided based on imnformation contained in the autho-
rization key, the grace period permitting continued running
of the application program. The authornization key carries
information about the grace period.

Each of the authorization keys carries information about
the identity of a computer on which use of the application
computer 1s authorized. Each of the authorization keys
carries information about features of the application pro-
gram that are enabled by the key. The i1dentity comprises
information stored on a microprocessor, a hard disk, or a
network interface card. The application program 1s distrib-
uted on a portable medium or by a software download via
the Internet. The subscription server associates the 1dentity
of each of the computers with a unique user identifier and
uses the association in connection with distributing new
authorization keys. Use of the application program by a user
may be transierred for use on another computer under
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2

control of the subscription server by 1ssuing a new autho-
rization key associated with the identity of the other com-
puter and with the user.

The authorization keys are distributed in response to
istructions given by a user interactively using a standard
TCP/IP communication to the subscription server. The appli-
cation program automatically initiates communication with
the subscription server to update the authorization keys at
the ends of the validity periods. The application program
may be used for a period as long as the validity period while
the computer on which 1t 1s running 1s out of communication
with the subscription server. Users of the copies of the
application programs are grouped within enterprises and the
enterprise interacts with the subscription server to manage
the number and duration of authorization keys that are
distributed to 1ts users and the payment for the authorization
keys. The authorization keys are stored on the user comput-
ers. When one of the copies of the application program 1s to
be run at one of the computers, a determination 1s made
whether the 1dentity of the computer conforms to the autho-
rization key that was distributed to that computer and
whether the validity period 1s in effect, and 1f so, the
application program 1s permitted to be run. The authoriza-
tion key 1s encrypted. A user seli-subscribes for the use of
the application program without help of another person. The
subscription server comprises an Internet server using a
standard TCP/IP protocol.

The application program may be run in at least two
different modes of use. One of the modes does not require
an authorization key, at least one of the modes requires an
authorization key, and at least one of the modes comprises
a demonstration mode in which some features of the appli-
cation program are disabled. At least one of the modes 1s
defined by a selection of available features of the application
program. At least one of the modes comprises a subscription
mode. At least one of the modes comprises full use of the
application program. The authorization key 1s distributed 1n
exchange for a payment.

In general, 1n another aspect, the invention features a
method comprising (1) distributing without charge, copies
of an application program online or on storage media, (2)
enabling a user of one of the computers to choose among
modes he wishes to run the application program, (3) in at
least one of the chosen modes, enabling the user to run the
application program without requiring the user to provide
information about the user, (4) 1n at least another one of the
chosen modes, requiring the user to self-register by provid-
ing imformation about the user 1 exchange for an authori-
zation key that 1s associated with a unique 1dentifier of the
computer on which the application program 1s to run and
which enables the application to be run 1n the chosen mode,
the authorization key having a limited validity period.

In general, 1n another aspect, the mmvention features, a
method that includes (1) receiving at a subscription server,
information 1dentifying individual users who are to be
permitted to use copies of an application program on com-
puters, (2) when one of the users first attempts to use a copy
of the application program on one of the computers, sending
the 1dentity of the user to the subscription server electroni-
cally, (3) at the server, matching the user identity with the
information 1dentifying individual users, and, (4) 11 they
match, providing an authorization key to the computer, the
authorization key being associated uniquely with the com-
puter from which the user 1s attempting to use the copy of
the application program.

Among the advantages of the invention are one or more
of the following. The intellectual property value of the
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soltware or other product 1s protected while the user can take
advantage of tlexible usage and pricing options that can be
made available by the vendor. The eflort required for a user
to both use and maintain the software 1s reduced. The system
1s easy to use 1mtially and on an on-going basis. No human
intervention from the vendor need be required for authori-
zation. The system prompts the user only for information
that cannot otherwise be gathered from existing information
or the user’s machine. The system establishes a subscription
service type ol experience for the user imncluding an initial
purchase decision and an ongoing negative option subscrip-
tion 1 which the subscription continues until cancelled.

The system enables easy integration with financial and
account management systems.

The vendor can use the system to easily track free trials,
conversion ratios, and actual usage by different users/ma-
chines (for potential up-selling or bundling opportunities)
and other parameters. The system also tracks the version of
soltware being used so that upgrades can be provided 1n an
unobtrusive manner, considering not only system stability
and capabilities, but also compatibility 1ssues that may aflect
the user’s business.

The vendor can take advantage of marketing and sales
opportunities by receiving notices at certain milestones, to
enable, for example, an email or call them before their
subscription expires or changes to a different level of ser-
viCe.

Other advantages and features will become apparent from
the following description and from the claims.

DESCRIPTION

FIG. 1 shows a usage/procurement management system.

FIG. 2 shows an account update screen.

FIG. 3 shows a contact information screen.

FIG. 4 shows a function selection screen.

FIG. 5 shows a billing information screen.

FIGS. 6A and 6B show features of a subscription data-
base.

FIGS. 7 through 10 are screens associated with an account
administration application.

As shown 1 FIG. 1, a software usage/procurement man-
agement system 10 1s arranged to enable management and
licensing of a software product 12 (for example, Parametric
Building Modeling soitware of the kind marketed by Rewvit
Technology Corporation under the name Revit) to, and use
by, prospective users and actual users 13 on their computers
15. The system permits management of the usage of and
payment for use of the product during a lifecycle that begins
with the first delivery of demonstration versions to prospec-
tive users and continues with fulfillment and control of
ongoing subscriptions for the actual users 13.
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Each of the computers 15 should have a communication
capability and should be connected from time to time to a
license server 17 by a direct dialup connection or through a
network 20 (such as a local area network or a publicly
accessible network like the Internet). For periods of time,
however, each of the computers also can be operated 1n a
stand-alone mode without any communication link to the
SErver.

The system includes a web site 16 of a vendor or
distributor 18 of the software that 1s publicly accessible
through the network 20 by licensed users and prospective
users. The website provides the public free access to com-
pany information 22, product information 24, to other public
information 26, and to a section 27 that enables a user to
subscribe to use of software product. The product informa-
tion 24 includes an opportunity to request a demonstration
version of the software by registering contact information
and an email address. A user can obtain the demonstration

version either by downloading from an F1P site 30 or by
requesting shipment of a CD-ROM version 32.

The system includes license enforcement software 34 that
1s distributed with the product and runs on the user’s
computer. The system also includes licensing server sofit-
ware 36 that runs on the licensing server 17 operated by the
vendor or distributor. The financial and commercial func-
tions required by the licensing sever soitware are provided
from back oflice services 40 that include customer support
43, marketing 44, and financial 46 systems. The financial
system 1nteracts with financial institutions 48.

The licensing server can exchange information with reg-
1stered users (1.e., those that have registered with the system
but are not yet licensed subscription users) and with licensed
users automatically and transparently to the users. Licensed
users recerve license rights automatically from the licensing
server through the license enforcement software running on
the user’s computer. These automatic transactions are
cllected by a connection to the license server made auto-
matically by the user’s computer.

S1x modes of operation 1n the lifecycle of the relationship
between the software vendor or distributor and users are
shown 1n Tables I through VI. Each table has three columns
associated with the three major parts of the system: the user
computer running the license enforcement soitware, the
license server running the licensing server soitware, and the

e-commerce/back oflice elements that support the license
Server.

Each of the tables 1s organized 1n rows that represent time
sequences of events. Events shown in later rows occur after
events shown in earlier rows. Events shown 1n a given row
occur at roughly the same time.

TABLE 1

MODE 1-DEMONSTRATION VERSION FOR A

FIXED PERIOD OF TIME (ELAPSED AND SINGLE FREE

TRIAL PER USER) SCENARIO.

User Computer

E-commerce/Back
License Server Office

The user obtains and installs software. Every
installation of software operates in demonstration
mode, delivering restricted functionality to the user.
On an attempt to run application the user will be
prompted to register and subscribe via the
subscription wizard.
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TABLE I-continued

MODE 1-DEMONSTRATION VERSION FOR A

FIXED PERIOD OF TIME (ELAPSED AND SINGLE FREE

TRIAL PER USER) SCENARIO.

E-commerce/Back

User Computer

The user may elect to avoid registering or
subscribing through the subscription wizard.

A license key 1s installed on a computer allowing
demonstration use software. Some features of
application are disabled during demonstration
mode. FEach time user attempts to use a feature
which 1s disabled, he again will be prompted to
subscribe.

In the first mode, shown 1n Table I, a user wants to use a
demonstration version of the software product. The user
obtains a CD or downloaded copy of the software product
(also called the application in the following discussion) and
installs 1t. Every 1mitial installation of the application oper-
ates 1n demonstration mode. The user has access only to
restricted functional capabilities.

After installation, when the use launches the application
for the first time, the license enforcement software prompts
the user to register and subscribe using a soltware registra-
tion wizard, the 1nitial screen of which 1s shown 1n FIG. 2.
The user has the option to supply contact information (i.e.,
to register) through the screen shown 1n FIG. 3 or to choose
not to register at this time.

Upon completion of the start-up procedure, a software
license key 42 (FIG. 1) 1s 1nstalled on the computer allowing
demonstration use of the software. In the case of demon-
stration mode, unlike other modes described later, the soft-

User Computer

License Server Office

20

25

30

ware key 1s generated locally by the licensing enforcement
software. In demonstration mode, some features of the
application are disabled. When the user attempts to use
disabled features he will be prompted with the option to
subscribe using the software registration wizard.

The software key enables the user to operate in the
demonstration mode for a fixed period of time, say 30 days.
When the 30 days ends, the user can initiate another dem-
onstration period in the same way. When an 1nitial subscrip-
tion or an ongoing subscription (described below) lapses, the
user 1s returned to the demonstration mode.

Each license key 1s encrypted and carries information that
includes the fingerprint of the computer 51 on which 1t 1s
authorized to be used, the features of the application 57 that
are enabled by the key, the subscription period 33, and the
grace period 55, 1f any. The fingerprint 539 of the computer
can be, for example, digital information stored on a micro-
processor, a hard disk, or a network interface card.

TABLE 11

MODE 2-INITIAL SUBSCRIPTION FOR A

FIXED PERIOD OF TIME SCENARIO.

E-commerce/Back

License Server Office

The user obtains and installs software. Every
installation of software operates in
demonstration mode, delivering restricted

functionality to the user.

On an attempt to run application the user will
be prompted to register and subscribe via the

subscription wizard.

The user will enter account information for
registration purposes and selects a password.
The user must indicate the desired level of
his subscription. If the selected subscription
level requires payments, the user mdicates
payment method instructions.
The user’s computer 1s fingerprinted.

The user account information and computer
fingerprint are verified for completeness and

passed to the license server.

The user account Information is
automatically entered mto a
subscription database. A new
user account 1s created.

The license server issues a
software license key to the user
computer. This key 1s encrypted
to work on a specific user
computer for a specified period
of time.
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TABLE II-continued

MODE 2-INITIAL SUBSCRIPTION FOR A

FIXED PERIOD OF TIME SCENARIO.

User Computer License Server

The license key i1s delivered and installed on
the user computer allowing the use software
for a specified period of time. All license
key(s) will need to be renewed after
expiration.

updated in the subscription
database, account information

is provided for marketing and
customer support systems. The

Whenever a record 1s created or

payment information is directed

to the financial system

The user account status 1s

marked as being current up to

date.

In the second mode of operation, called Initial Subscrip-
tion (unrestricted), the user obtains and installs the applica-
tion. As previously mentioned, the software application
operates 1n demonstration mode delivering restricted func-
tional capabilities to the user.

As before, when the user first launches the application, the
system prompts the user to register and subscribe through
the software registration wizard.

To subscribe, the user enters account information for
registration purposes and selects a password as shown in
FIG. 2.

The user may be presented with a chance to select among,
several levels of functional capabilities/configuration, as
shown in FIG. 4. The user will choose a desired level of
subscription. Should the selected subscription level require
payment, the user must supply payment method instructions
as shown on FIG. 3.

Upon completion of the registration process, the user’s
computer 1s fingerprinted and the user data 1s verified for
completeness at his computer. The registration and payment
information and the computer fingerprint are passed to the
license server.

At the license sever, the recerved information 1s entered
into a subscription database 47, the structure of which 1s
shown 1n FIGS. 6A and 6B. Next, a new user account 1s
created.

Once the new account has been created in the license
server subscription database, an encrypted license key 1s

User Computer

25

30

35

40

45

E-commerce/Back
Office

The payment method 1s
validated and charged.
Once complete,
payment mformation is
posted back to the
license server.

issued for the user’s computer. The key 1s encrypted to work
on only on the user’s fingerprinted computer and only for a
specified period of time (e.g., a month). The i1ssuance of
license keys, 1n this mode and other modes, always 1s based
on testing of business rules (1implemented by a business rules
engine 45, FI1G. 1) that are stored at the license server. With
respect to a later-described mode, for example, the business
rules could prevent the application from being moved to
more than 2 additional computers within a single month, or
could prevent the total number of users at one account from
exceeding 100 without special approval.

The newly created license key 1s delivered and 1nstalled
on the user computer allowing the use of the application for
the specified period of time. In order for the application to
remain functional, in unrestricted mode, the license key
must be renewed after expiration.

Each time a new user subscribes to use the application,
contact information 1s provided to marketing and customer
support systems. Payment information 1s directed to the
financial system where the method of payment 1s validated
and charged. Payment fulfillment information is then posted
back to the license server.

At the completion of this procedure, the user’s account 1s
marked as being up to date within the vendor license server’s
subscription database.

TABLE 111

MODE 3-ONGOING SUBSCRIPTION
SCENARIO

E-commerce/

License Server Back Office

The financial system
charges payment
method monthly and
posts user account
status to the license
server.

User account 1s marked as

current and paid up for a

specified period of time.
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TABLE IlI-continued

MODE 3-ONGOING SUBSCRIPTION
SCENARIO

User Computer License Server

The user starts application.

The user’s computer is fingerprinted.

The license key is decrypted and validated.

If license key has expired application automatically
connects to license server without prompting a user.
The computer fingerprint is passed to the license
server and requests a new license key.

The delivered computer

fingerprint 1s validated. The

user account status is

checked. A new encrypted

10

E-commerce/
Back Office

license key 1s 1ssued to user

computer allowing the use
of software for a specified

period.
A software license key 1s delivered and installed on
the user computer allowing the use software for a
specified period of time. All license key(s) needs to
be renewed after expiration.

In the third mode of operation, called Ongoing Subscrip-
tion (unrestricted), the financial system automatically
charges the user’s account monthly and upon the successiul
verification of payment posts the account status to the
license server.

Upon the payment, the user account in the subscription
database 1s marked as having been paid up for a newly
specified current billing cycle.

Every time the user starts the application, the user’s
computer 1s fingerprinted. The current user/computer license
key stored on the user’s computer 1s decrypted and vali-
dated. If the license key has expired, the application con-
nects to the license server without prompting a user; and 1t
passes the computer fingerprint to the license server and
requests a new license key.

Upon validation of the computer fingerprint and user
account status, a new encrypted license key 1s 1ssued,
delivered and installed on the user computer allowing the
use of the application until the end of current billing cycle.
The license key must be renewed again after expiration.
Thus, the license key need not be renewed any more
frequently than when the authorization key periods end.

If the license key cannot be renewed because the account
cannot be made current, the user 1s required to provide
current financial information through the registration wiz-
ard.

User Computer

25

30

35

40

45

In this mode and in the nitial subscription mode, 11 the
validity period lapses without the license key having been
renewed, the license key automatically enters a grace period
based on mformation contained 1n the authorization (license)
key. If allowed by the key, the grace period permits contin-
ued running of the application until the end of the grace
period, transparently to the user. Every time the user starts,
the application while 1n the grace period the application wall
attempt to connect to the license server and request a
renewed authorization key. During the grace period, if
connection cannot be made or the user account 1s not up to

date, the application will continue 1ts unrestricted opera-
tions. At the end of the grace period, the user 1s alerted to call
in or complete the registration wizard information to re-start
the account. I1 the grace period ends with no 1ssuance of a
replacement license key, the application reverts to the dem-
onstration mode.

During the validity period of any license key, the com-
puter for which 1t 1s 1ssued can be used to run the permitted
teatures of the application anywhere, whether the computer
1s attached to a communication link to a server or not. The
license key and the license enforcement software are seli-
enforcing on the computer even 1f the computer 1s discon-
nected to any communication link.

TABLE IV

MODE 4-SWAPPING COMPUTERS
SCENARIO

E-commerce/

License Server Back Oftice

A user wants to move software license to a new

computer.

When the user attempts to run installed application
he will be prompted to either provide existing
account identification or subscribe and register.
The user chooses enters account identification and

password.

The user account i1dentification is passed to the

license server.
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TABLE IV-continued

MODE 4-SWAPPING COMPUTERS
SCENARIO

User Computer

The detailed user account information, mcluding
current payment instructions, is presented to user
for optional update.

The user’s computer is fingerprinted.

Any updated user account information along with
computer fingerprint will be passed to license
server.

A software license key 1s delivered and installed
on the user computer allowing the use of the

software for a specified period of time. All license

key(s) need to be renewed after expiration.

L.icense Server

The user account 1s located in
the database and validated.
Detalled account information 1s
passed back to application and
presented in the software
subscription wizard.

The updated user information is
validated and the account
records are updated.

A license key 1s 1ssued to the
user computer. The key 1s
encrypted to work on the user
computer for a specified period
of time.

The updated user account
information 1s provided for
marketing and customer support
systems. Updated payment

E-commerce/
Back Office

12

information is directed to the

financial system

The fourth mode of operation, called User Computer
Modification, applies when the user wants to move an
existing valid license to a new computer.

When the user attempts to run the installed application on
a new computer, he will be prompted to either provide
existing account identification or subscribe and register.
Once supplied, the account identification and password
information 1s passed to the license server where the user
account 1s located 1n the subscription database and validated.

Detailed account information mncluding current payment
instructions 1s passed back to the application and presented
to the user for optional update and the user’s computer 1s
fingerprinted.

User Computer

35

40

Once the user verifies or updates the account information,
that information and the computer fingerprint 1s passed to
the license server. At the license server, the information 1s
validated. The user account records are updated, and a new
license key 1s 1ssued and delivered to the user computer. As

with all of the subscription modes of operation, the key 1s

encrypted to work only on the user computer and only until
the end of current billing cycle.

Whenever a user modifies his account information, the
updated tracking information is provided for marketing and

customer support systems and the updated payment infor-
mation 1s directed to the financial system.

TABLE V

MODE 5-ACCOUNT MAINTENANCE
SCENARIO

E-commerce/

License Server Back Office

A user wants to change his account information,
payment instructions, or level of subscription.
The user starts the application and initiates
request to update account information from

within the software.

The user enters his account identification and

password.

The account identification is passed to the license

SCIVET.

The user account i1s located 1n
the database and validated.
Detailed account information 1s
passed back to application and
presented 1n the software
subscription wizard.
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TABLE V-continued

MODE 5-ACCOUNT MAINTENANCE
SCENARIO

User Computer

Current account profile 1s presented to user for an

update.

The user’s computer is fingerprinted.

Any updated user account information along with
computer fingerprint will be passed to license
server.

License Server

The updated user account
information 1s validated against
company rules for allowable
number of licensed computers
per account, frequency of
license transfers and account
status. The user account records
are updated 1n the database.

A license key 1s i1ssued to the
user computer. The key 1s
encrypted to work on the user

E-commerce/
Back Office

14

computer for a specified period

of time.
The license key is delivered and installed on user
computer allowing the use of software for a

specified period of time. marketing and customer

support systems. Updated

The updated user account
information 1s provided for

payment information is directed

to the financial system

The fifth mode of operation, called Account Maintenance,
applies when a user wants to change account information,
payment 1nstructions, or level of subscription.

When the user starts the application, he initiates a request
to update account information from within the application
and enters his account 1dentification and password.

The account identification 1s immediately passed to the
license server. The License server locates and validates the
user account record in the subscription database.

The current account profile information including current
payment instructions 1s passed back to application and
presented to the user for an update and the user’s computer
1s fingerprinted.

User Computer

30

35

40

The updated account information along with computer
fingerprint 1s passed to license server where 1t 1s validated
against company rules for allowable number of licensed
computers per account, frequency of license transfers and
account status and the user account records are updated and
a new license key 1s 1ssued and delivered to the user
computer.

As with the any subscription mode of operation, the key
1s encrypted to work on the user computer until the end of
current billing cycle.

Whenever a user modifies his account information, the
updated tracking information is provided for marketing and
customer support systems and the updated payment infor-
mation 1s directed to the financial system.

TABLE VI

MODE 6-ADDING AND REMOVING USERS

SCENARIO

E-commerce/

License Server Back Office

Authorized user (administrator) connects directly to

the License Server using any web browser software.

Access to vendor License Server does not require

any special software.

Admuinistrator enters company email address and

password combination to access software license

information.

The administrator
account 1s located 1 the
database and validated.
Detalled account
information 1s passed
back to administrator’s
computer.
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TABLE VI-continued

MODE 6-ADDING AND REMOVING USERS
SCENARIO

User Computer

Admuinistrator is presented with a form displayed
through the web browser that contains a current
listing of all users.

Administrator 1s provided with account management
options.

Administrator adds new users to the company
account or removes existing users from the company
account.

Any updated user account information is passed to
license server.

New user previously added by an administrator
launches the application on his computer.

The user 1s prompted to register or subscribe.
The user enters his user 1dentification/password
combination provided by an administrator.

The software fingerprints the user computer,
connects with the license server and requests
authorization key.

A software license key 1s delivered and installed on
the user computer allowing the use of the application
for a specified period of time. All license key(s)
need to be renewed after expiration

Old user previously removed by an administrator
launches the application on his computer after his
license key has expired.

The software fingerprints user computer, connects
with the license server and requests renewal of
authorization key.

The software application disables the use of
restricted features, reverts to a demonstration mode
and prompts the user to re-subscribe.

L.icense Server

The updated user
information 1s validated
and the account records
are updated.

The updated user
account mformation is
provided for marketing
and customer support
systems. Updated
payment information is
directed to the financial
systern

The user accounts
statuses are marked as
being current up to
date.

License server validates
user account and issues

a license key

License server validates
user account and
declines to 1ssue a
renewed license key

60

The sixth mode of operation, called Adding and Remov-
ing Users, 1s mitiated by an administrator of an authorized
user, €.g., a company, connecting directly to the license
server using any web browser and a connection through the

Internet. No special software 1s required at the user end.

65

As shown in FIG. 7, the administrator enters the email
address and password combination. The administrator

16

E-commerce/
Back Office

The payment method
is validated and
charged. Once
complete, payment
information 1s posted
back to the license
server.

account 1s located 1n the subscription database and validated.
Detailed account information 1s then served back to the
administrator’s computer.

The administrator 1s given options of which functions he

wishes to mvoke, as shown in FIG. 8. By invoking the
manage subscriptions options, a current listing of individual
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users 1s then displayed through the web browser to the
administrator, as shown 1n FIG. 9 (only one user 1s listed 1n
the example).

Underneath the list of users on FIG. 9, the administrator
1s given options that include adding new users or reducing
the number of users.

New users can be added, or existing user information
modified, by entering the appropriate information 1n a screen

like the one shown in FIG. 10.

All updated account information 1s passed to the license
server. The license server validates the information and
updates the account records in the subscription database.
The updated information 1s passed to marketing and cus-
tomer support. Updated payment imnformation 1s passed to
the financial system. The payment method 1s validated and
the account 1s charged by the back office systems. Once
complete, payment information 1s posted back to the license
server, which marks the user account statuses as up to date.

After a new user 1s added by an administrator, when the
user launches the application and 1s prompted to register or
subscribe, the user enters a user i1dentification/password
combination provided to him by the administrator. The
license enforcement soiftware then fingerprints the user’s
computer, dials up the license sever and requests an autho-
rization key. The license server validates the user account
and 1ssues a license key.

The key 1s delivered and automatically installed on the
user computer, allowing the use of the application for the
specified period of time.

If an old user, previously removed from the user list by an
administrator, launches the application on his computer after
the key has expired, then the license enforcement software
fingerprints the user’s computer and requests renewal. The
license server validates the user’s account and declines to
1ssue a renewed key.

The application then disables the user of the restricted
features, reverts to a demonstration mode, and prompts the
user to re-subscribe. Other implementations are within the
scope of the following claims.

The invention claimed 1s:

1. A method comprising

distributing authorization keys from a subscription server
to computers on which copies of an application pro-
gram are stored and are to be run, each of the autho-
rization keys being associated with a validity period
during which the authorization key will be valid and
cach authorization key allowing an application pro-
gram to be operated during the validity period, each
authorization key i1dentifying a fingerprint of a particu-
lar computer for which the authorization key 1s valid,
and

at intermittent times that may be as iirequent as the times
when the validity periods end, distributing new autho-
rization keys to each of the computers, the keys being
distributed electronically 1n a manner that 1s transparent
to users of the computers.

2. The method of claim 1 in which the new authorization
keys are distributed 1n exchange for money.

3. The method claim 1 1n which each new authorization
key 1s distributed automatically when an existing authori-
zation key has reached the end of 1its validity period.

4. The method of claim 1 1n which the authorization key
carries 1information about the validity period.

5. The method of claim 1 in which the new authorization
keys are distributed by communication between the sub-
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scription server and each of the computers using a standard
communication protocol on a publicly accessible commu-
nication network.

6. The method of claim 1 1n which the validity period
comprises a normal calendar period.

7. The method of claim 6 in which the validity period
comprises a month.

8. The method of claim 1 also including

when a validity period lapses, automatically providing a
grace period based on information contained in the
authorization key, the grace period permitting contin-
ued running of the application program.

9. The method of claim 8 1n which the authorization key
carries information about the grace period.

10. The method of claim 1 1 which each of the authori-
zation keys carries mmformation about the identity of a
computer on which use of the application program 1s autho-
rized.

11. The method of claim 1 in which each of the authori-
zation keys carries information about features of the appli-
cation program that are enabled by the key.

12. The method of claim 10 1n which the identity com-
prises information stored on a microprocessor, a hard disk,
or a network interface card.

13. The method of claiam 1 in which the application
program 1s distributed on a portable medium or by a soft-
ware download via the Internet.

14. The method of claim 10 1n which the subscription
server associates the identity of each of the computers with
a unique user identifier and uses the association 1n connec-
tion with distributing new authorization keys.

15. The method of claim 1 in which use of the application
program by a user may be transierred to use on another
computer under control of the subscription server by issuing
a new authorization key associated with the identity of the
other computer and with the user.

16. The method of claim 1 in which the authorization keys
are distributed in response to instructions given by a user
interactively using a standard TCP/IP communication to the
subscription server.

17. The method of claim 1 in which the application
program automatically imitiates communication with the
subscription server to update the authorization keys at the
ends of the validity periods.

18. The method of claiam 1 i which the application
program may be used for a period as long as the validity
period while the computer on which 1t 1s running 1s out of
communication with the subscription server.

19. The method of claim 1 1n which users of the copies of
the application programs are grouped within enterprises and
the enterprise interacts with the subscription server to man-
age the number and duration of authorization keys that are
distributed to its users and the payment for the authorization
keys.

20. The method of claim 1 1n which the authorization keys
are stored on the user computers.

21. The method of claim 1 also including

when one of the copies of the application program is to be
run at one of the computers, determiming whether the
identity of the computer conforms to the authorization
key that was distributed to that computer and whether
the validity period 1s 1in effect, and

i1 so, permitting the application program to be run.

22. The method of claim 1 1n which the authorization key
1s encrypted.
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23. The method of claim 1 1n which a user self-subscribes
to the use of the application program without help of another
person.
24. The method of claim 1 1n which the subscription
server comprises an Internet server using a standard TCP/IP
protocol.
25. The method of claam 1 in which the application
program may be run 1n at least two different modes of use.
26. The method of claim 25 1n which one of the modes
does not require an authorization key.
27. The method of claim 25 1n which at least one of the
modes requires an authorization key.
28. The method of claim 25 1n which at least one of the
modes comprises a demonstration mode 1 which some
features of the application program are disabled.
29. The method of claim 25 1n which at least one of the
modes comprises a subscription mode.
30. The method of claim 25 1n which at least one of the
modes comprises full use of the application program and the
authorization key 1s distributed in exchange for a payment.
31. The method of claim 25 1n which at least one of the
modes 1s defined by a selection of available features of the
application program.
32. A method comprising
distributing without charge, copies of an application pro-
gram online or on storage media for installation on one
Or more computers,

enabling a user of one of the computers to choose among
modes 1n which he wishes to run the application
program,

in at least one of the chosen modes, enabling the user to

run the application program without requiring the user
to provide information about the user,

in at least another one of the chosen modes, requiring the

user to self-register by providing information about the
user 1 exchange for an authorization key that 1s
associated with a unique 1dentifier of the computer on
which the application program 1s to run and which
enables the application to be run 1n the chosen mode,
the authorization key having a limited validity period.

33. The method of claim 32 1n which one mode comprises
a demonstration mode that does not require any information
or payment.

34. The method of claim 32 1n which one mode comprises
a trial mode that requires information but no payment.

35. The method of claim 32 1n which one mode comprises
a subscription mode that requires information and payment.
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36. The method of claim 32 i1n which the modes are
defined by selections of features of the application.

37. The method of claim 32 1n which use of the applica-
tion program by a user may be transierred for use on another
computer under control of the subscription server by issuing
a new authorization key associated with the identity of the
other computer and with the user.

38. The method of claim 32 in which the application
program 1s distributed on a portable medium or by a soft-
ware download through the Internet.

39. The method of claim 32 i1n which the authorization
keys are distributed 1n response to instructions given by a
user interactively using a standard TCP/IP communication to
the subscription server.

40. The method of claim 32 in which the application
program may be used for a period as long as the validity
period while the computer on which 1t 1s running 1s out of
communication with the subscription server.

41. The method of claim 32 in which users of the copies
of the application programs are grouped within enterprises
and each of the enterprises interacts with the subscription
server to manage the number and duration of authorization
keys that are distributed to 1ts users and the payment for the
authorization keys.

42. The method of claim 32 1n which the authorization
keys are stored on the user computers.

43. A method comprising

receiving at a subscription server, information 1dentifying

individual users who are to be permitted to use copies
of an application program on computers,

when one of the users first attempts to use a copy of the

application program on one of the computers, sending
the 1dentity of the user to the subscription server
clectronically,
at the server, matching the user identity with the infor-
mation 1dentifying individual users, and, 1f they match,

providing an authorization key to the computer, the autho-
rization key being associated uniquely with the com-
puter from which the user is attempting to use the copy
of the application program.

44. The method of claim 1, where the application program
compares the information of the authorization key identify-
ing the particular computer with an identity of the computer
and where the application program 1s not operable if the
information does not match.
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